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3 SNMaliE AR API

3.1 HiEIEK

AN BUTFIEREST APIFIIER, FLUERIAMARSSHIZREYFIF Tokeni BBEN{aliE
FBAPI, iZAPIZREXEFToken, Token® AR FEABEMAPIRTER

EE R LA X MRS T BRI HIIS T RIEFEAPI: https://
bbs.huaweicloud.com/videos/102987 .

153K URI
1ERURIRAN T3P 4EA -
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}
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IEEFRERESTIRS In=HIARS RS HBZ P, FRERSZARXIEHIIENdpointAR[E,
SR LAM B X FNLRUmT5 RIKEY

FIENIAMARSSTE “Ledb-1b=M” XiFAYEndpointh “iam.cn-
north-4.myhuaweicloud.com” ,

e resource-path:

RIEREZR, tHEAPLAAEER . NEFAPIRIURIKELRIKEY, fIan “SRENER
Token” APIf9resource-pathi “/v3/auth/tokens” .

e query-string:
ETESH, D, HAEEMAPEIEEISH . EsfamsEE+s—"
27, RN “SHE-SHEME" , fIa “limit=10" , RREBFEBILI105K
i

BN EIRENAMAE “fedb-1bmPY” XigA9Token, MIFEEER “Hdb-1b=IN” Xig

RYEndpoint ( iam.cn-north-4.myhuaweicloud.com ) , FH7EZXENEHF TokenAJURIER
3 Elresource-path ( /v3/auth/tokens ) , HHEERII TR,
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https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens

3-1 URI REE]

|hllr:s|:H|iam.cm—norlh—4.myhuaweicloud.com|PVSfaulhflokens|

| | I

IRI-scheme Endpoint resource—path

MR

FEEHE, T8 TERAPIRIURIERS, R&Hresource-pathEfsy, FHIBIBERAZEE—IC.
XEEURI-scheme#BEHTTPS, E—MRSZAIENdpointfEB— X t4EE, FrLAGELSRER
BIXFERD S

IBKDE
HTTPIERA L (BIRARIESENE ) , EHERRSIRERBERTALREAURE,
o GET: iBKIRSBESIREIEERIE
e PUT: EKRIRSHREFIEERIE
e POST: BEKRIRSBFING RSN TITIRIRIE
e DELETE: EKRIRSZHMFMEERTR, MMERIIRE.
e HEAD: iBKRIRSZEERIRELER.
o PATCH: BEXKIRSZHREHIFRIBOAS . SRFEAFERIBHE, PATCHOIRES
EeIEE—NRRER
TEIRENE P TokenfJURIER, EAILABEIESKAGEA “POST” , NEBEKA:

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens

BXRIEESL

FIIMERELFER, WIBEAIURIFIHTTPERRERIFER . BIANE M EEASERIRNE

&k “Content-Type” , B REREEZE,

T AHEELEZRINENSEKRS,

e Content-Type: HEMFRAIER (18X ) , ik, BABYES “application/
json” , BEMEVERSEEMREOSRE TR,

e X-Auth-Token: FFToken, m@Ji%, XM{EMTokenAUINIERT, HIEFZE
% . FBFPTokentt gt 2 AKENAF TokeniZOMIWA(E, ZIEOEH—FEEIA
WEAYEO

(1 #i88
APIEIRYSZ3FHERAK/SKIAIE, AK/SKIMER{FRSDKINERFITER, &R TESBEE
BERFFI0Authorization ( BZIAIEEE ) #0X-Sdk-Date (15K A&EHIATE ) iBERk,
AK/SKINERYIEAIS RIS S IWAK/SKIAIE .

I FIREVEF TokeniZE, HFAEEIALE, FFLARERID “Content-Type” BIAET, i
IRk ERE RN AR.
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https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

TR EERS
AP &%

3 WN{a)iE A API

IERIHRIF

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

IERKERREREIUSHUREIURL, SiEKERLFContent-typeXIRz, (EEFRIFR
HELZINMIRE . BIEREBEPFSEHTHI, WRFRFBRAUTF-84E3.

BMEONBRERARABTE, EHTESMEOBFTEEERERAE (HEHHE
BSAJ9% ) , GET. DELETEERMERBRIEOMATERERE, HEKREKAASTTEER
EEAEOMmE.

XHFIRENAFTokentz O, EalLAMNEORERE D EEIFIEINEKRSHNSEIR
BB, SEERIANGEERN TR, IENRARFEREERIBLAMEES, He
username/ABF%, domainnameAFFFRBRIKSBIR, ****HFRERE
1B, x00000000000000xxaprojectlIZFR, 1 “cn-north-4” , EETLAM X FNLR S
TR, NRMXFZiRTRRE ‘X" FERIE.

AR

scopeSHE X T TokenfWERLS, THE/RAIFIKENAIToken{XEEHE project FRYERIR . ZER]
L‘,LiFIQ%To kenfEFRIEAEANKS FRE ZREMKSHIE Mproject FHIEIER, FME Xi52 WIKEX
FHPRToken,

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1

5
"password": {
"user": {
"name": "username",
"password" " *******alll
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FXBERNIEXMEREENABHMEETET, EJLUEMcurl. PostmansiEiESR
5EERNREEKRIFRHAPI, X TFIREVFEFTokeniZO, REIRMEATEELH “x-
subject-token” FEEEIFRENAIFIFToken, BT TokenZfg, EHAILAEHTokeniA
IEEREAAPI,

3.2 TAIEEERR

FEREOBMTRMAESR, ERTLUGRER—FME TIAESENR
o Tokeni\ilE: i&id TokenI\IEERIER

e AK/SKIAIE: JBIFAK (Access Key ID ) /SK ( Secret Access Key ) INZERIEK
HEZEBAK/SKALE, HZ2 M TokenNIEES -

SCASRRAS 11 (2025-03-24) WRIERE © LEARITERARERAF 7


https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://developer.huaweicloud.com/endpoint
https://developer.huaweicloud.com/endpoint
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://curl.haxx.se/
https://www.getpostman.com/

SIEREIERSS
API &% 3 WN{TifE A API

Token I\iIE
(] ¥ B8

o TokenfYBHER/I24/\BF, FE(EH—1TokensENAY, BILASEEFEER, BEMEFA.

o (FATokenalEHHR Token= THIE BI2AIATE), BHIETERAPIAYIZ 2 TokeniS BASEIRE B
APISEI¥

TokenfEitBEHAFZHARSHE (58T ) HIER, HBETokenFLFRIBEEMIIR
TokenIAIERETETIFAAPIRYEH RIS Token INFIBERIBEL, NMEIBDINIE, XS
ERAEAPIRIAR .

Tokenm @S & FHIRENFIF TokeniZ3KEY, ERABRSSAPIFZEZE projectZRAIRY
Token, BNERIREXFIFTokentZORY, iEKkbodyAauth.scopeRIBUEFZ EikZFE
project, W T~F7Ro

{
"auth": {
"identity": {
"methods": [
"password"
1

)
"password": {
"user": {
"name": "username",
"password" " *******s!',
"domain": {
"name": "domainname"

}
}
}
b
"scope": {
"project": {
"name": " xXxxxxxxx"
}
}
}
}

*ENTokenfs, BRAEMEORN, SEEEEREELFIRM “X-Auth-Token” ,
E(&BNf9Token, fBli0Token{&7 “ABCDEFG....” , MARZEORNE “X-Auth-Token:
ABCDEFG....” INENEREELENAT, W TFF=.

POST https://iam.cn-north-4.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json
X-Auth-Token: ABCDEFG....

BAT] LAEIT X MILSREFE 7 R T {EF TokeniAIE: https://
bbs.huaweicloud.com/videos/101333,

AK/SK IAIIE
(RARY:
o AK/SKEZINTEANZIEEEMRA/N 2MBLAR, 12MBLA_ LRSS KIS{ERETokeni i -

o AK/SKBERTLAERZK ATBIBZSAARRIAK/SK, BRI LAERIGRAEZEHREIAK/SK, EEAIR
AA RS BRIAK/SKEIT R B MER “X-Security-Token” FE&, FEMENIGITIAAZERY
security_token,

AK/SKINIERLZERAK/SKIFIERIAITE R, AIRKIPBEZERIRNNELIEE L, MM
BT EHRINILE

SCASRRAS 11 (2025-03-24) WRIERE © LEARITERARERAF 8


https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://bbs.huaweicloud.com/videos/101333
https://bbs.huaweicloud.com/videos/101333

IEREIERSS
API 2% 3 WN{TifE A API

e AK(Access Key ID): iA/@Z$8ID ., SFABIHDZAFRBFIIE—IRRRT; HI%HE
IDFIFABIBIZEA—E(ER, MERHITINESE,

e  SK(Secret Access Key): Sihia25$RIDEASERARNZEE, NERFTINEES,
ARRAIXT, FBELEEREEER

{EFAK/SKIANIERY , ERTLARTFEZEEERAK/SKIEKRIFITES, BAILMERE]
AIEEASDKIBRIFITE SR . IFHAIEZTTIEMSDKERTSEXBES WAPIERIS™E .

ikl
HRSDKRIZMHZAINEE, SIRSFIRMAISDKAE, ERINEER.

S R] LUBITIX MBSTENAE 7 #B2AK/SKIAIERY(E : https://bbs.huaweicloud.com/

videos/100697 .
3 IR[OIER
RSB

BREEUG, SEBEIRN, BEREH. IWAERLFIERE

INSHZE—HMNTEISAIE D, th TJH%TYUEJYHHF' AORES, TR
HRIES RSB

X IRENFF TokendE [, WIREARIREIATISA “2017 , MFRRIBEREI

NaREERk
RRIEREEk, MAEFEEEREL, 1 “Content-type” .

Xt FIRENFEFTokentZx O, IR[EIMNE3-2FRAEESL, HA “Xx-subject-token” 2
FEIRENHIFEFToken, BT TokenZ /5, ERiRJLA{FEHETokeni \IEERBEEMAPI,

& 3-2 SRV Token IoRE S L

connection — keep-a

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEQRIGIN

x-iam-trace-id — 218d45ab-d674-4995-af3a-2d0255ba41b5

x-subject-token

x-Xss-protection — 1: mode=block

SCASRRAS 11 (2025-03-24) WRIERE © LEARITERARERAF 9


https://support.huaweicloud.com/devg-apisign/api-sign-provide.html
https://bbs.huaweicloud.com/videos/100697
https://bbs.huaweicloud.com/videos/100697
https://support.huaweicloud.com/api-iam/iam_30_0001.html
https://support.huaweicloud.com/api-iam/iam_30_0001.html

IEREIERSS

API &% 3 WN{TifE A API

MIREERA (7% )

Na Rz H SR E R LSS TURE], ShR;ES Sk Content-typeRIhy, {&iERRIRA
HELZIMIRE

X TERENAAF TokeniZ [, IXEUNTNERAF. AREERN, XERBRTEORE.
{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"

]

"catalog": [

{

"endpoints": [

"region_id": "XXXxxxxx",

SEOEALEN, SROERBREREEIRNE, EXMNAIBodyF SN T
o
{

"error": {

"title": "Unauthorized"

}
}

Hrh, error_codeZRRiGIRMG, error msgRRHI=HIAEE .

SCASRRAS 11 (2025-03-24) WRIERE © LEARITERARERAF
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https://support.huaweicloud.com/api-iam/iam_30_0001.html

TR EERS
AP &% 4 AP

API

4.1 E18 SSLiFH
4.1.1 IFB4&EasBRHISEE

4.1.1.1 EEIEBYIE

IIREN A
RIBEB A E T BTIE.

il
IEEILIFEAPI Explorer iz, STIFEFAIESMN. APl Explorera]LAEIEN4ER]
SDKAATRA, FHRHSDKRIBRAIEIXTIAE.

URI

GET /v3/scm/certificates

SHSRRAS 11 (2025-03-24) WA © EARTERABIRAE 11


https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ListCertificates

TIEREERS
AP &%

4 API

2 4-1 Query 2%

2%

SHER

limit

= YA
BARWYIE
=

Integer

£B¥=, BVEWNT:
10: BRERI0KIERE

S
i)

RER0FKFIERF
e 50: BRERS0FIERIE
=

=/ME: 10
BXE: 50
Hh&EE: 10

offset

iy

Integer

e
=/IME: 0
BRAX(E: 100
Hh&EE: 0

sort_dir

i1y

String

HEFEB . IRIBHEFRSH
sort_keyi#t17HEF, EEIIT:

e ASC: HF,
e DESC: [&F%.
the&{E: DESC
BMEE: 0
RAKE: 32

sort_key

iy

String

HEFRRIES 3L, BUEWT:

e certExpiredTime: FHZIHA
A8,

e certStatus: IFPIRES,

e certUpdateTime: EHBEH
A8

Th&{E: certUpdateTime

BRAMKE: 0

RAKE: 64

MAERRAS 11 (2025-03-24)
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TIEREERS
AP &%

4 API

SH

B SHERE

%

status

=
=
B String

IERRE, BEWT:

The&E: ALL
=IMKE: 0
BRAKE: 64

ALL: FRBIERIRES,

PAID: IEBEX(S, FEHIB
B,

ISSUED: iIFBEE %,
CHECKING: iFHBHEiEEHEZ
==8

CANCELCHECKING: BUHIE
PBERIFEHEZH,

UNPASSED: iFHERiEHRE
EXPIRED: iFHEi3HA.
REVOKING: B RERS
BHiZH

REVOKED: iFHBERH.
UPLOAD: FHIEEH,
CHECKING_ORG: &=t
YR RINILE .

ISSUING: FB&EEE.
SUPPLEMENTCHECKING:
S Z I BFIEM N2 =
ZH,

MAERRAS 11 (2025-03-24)
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SIEREIERSS

APl &%& 4 API
2 BRI SR i)
enterprise_pro | & String tWZINHID, ARRFEEI
ject_id ZINER, FEEBNZFE
ARFECWEZIER, EER
EILUSANZFR. 5BFA
MNZFE, BAETITHEFRE
BRI ZINE TRIEIR
ItEAT “enterprise_project_id”
BYEA “all” . ERPHINZ
FE, BEREUTE—FE.
o HYEN “all”
o EYEN “07
o HEIEMILEL: “A[0-9a-z]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-7]
{12}$”
H&aE: all
=B2I<E: 0
BRAKE: 64
deploy_suppo | & Boolean AT IFEPZEANER
rt Th&(E: false
owned_by_sel | & Boolean HiRXReEaRETIRER,, B
f BT
o true: REETFHEIHEHFH
®"E, FEEEZERE,
o false: BHFHFIHERPARHEE
E1ZFHPRIRIE
TRE{E: true
=RIMSE: 0
RAKE: 64
expired_days_ | & Integer IEBEEREIA N RS 1T Hixx
since Xo
=/]ME: 0
BA{E: 1095
HREHE: 0
SCHEhRAS 11 (2025-03-24) WRINERE © £ ATITERABIRAE 14




IEREIERSS

APl &%& 4 API
BRSH
£ 4-2 153K Header &3
S8 AWk SRR g
X-Auth-Token String FHPToken,
BT ERIAMBRSSAEVAHF
Token3ZE[O3REX ( MgRziEE kA
X-Subject-Tokenf{& ) »
=RIMKE: 32
BAEE: 2097152
VRS54
REB: 200
% 4-3 gL Body %4
2¥ SR )%
certificates Array of IFBYIZE, F15152 W CertificateDetail
CertificateDetail | FEREUIELEIIHAA,
objects HAKE: 0 - 1000
total_count Integer WEBH=,
=/IME: 0
=AE: 10000
£ 4-4 CertificateDetail
S8 SR ik
id String IEPid,
=RIMKE: 16
BRAKE: 16
name String IERETR,
BRAfE: 63
=B<E: 3
domain String IER4PERIHS o
RIMKE: 1
BAEKE: 255

MAERRAS 11 (2025-03-24)
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TIEREERS
AP &%

4 API

SHERR

1)

String

SR ZIEPBEBERIMI NS
=RIMSE: 1
BAKE: 4096

signature_algorith
m

String

X

I

SE==N
IMEE: 0
KKE: 64

deploy_support

Boolean

/

BXIFEE

ali

type

String

IEPRE, BYENT:

DV_SSL_CERT. DV_SSL_CERT_BASIC.
EV_SSL_CERT.,

EV_SSL_CERT_PRO. OV_SSL _CERT.
OV_SSL_CERT_PRO

BIMEE: 1
=AKE: 128

brand

String

IFB 3, BYEIWT: GLOBALSIGN.
SYMANTEC. GEOTRUST. CFCA

RAKE: 1
BRAXIKE: 255

expire_time

String

IEHRTHARTE]
BIMEE: 1
RAKE: 32

domain_type

String

AR, BEWT:

e SINGLE_DOMAIN: HiF&
e WILDCARD: BFE2/H

e MULTI_DOMAIN: ZBi%&Z
RIMEE: 1

BRAKE: 128

MAERRAS 11 (2025-03-24)
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IEREIERSS

AP| &% 4 API
28 SR ik
validity_period Integer IERBEEE, RANBM., RIEREE
IRSFIR M T — MO EZ FEYHRIIEPEAY
BRBE, XMhZEEMENIEPERS
R AZIKEREAA 1 FRISSLIEBEME
R, BIan: BRERSN “3F7 AEFRLER
B & 3KENEIN EEMIEERAISSLIE
B, EFE—KIEPBEIEFI30K, R5H
HLASE—KIEBAYE EHIEE 5Kk
B, EEKIEPBEIEFI30K, R5H
HEASE—KIEBAYE EHRIEE=5KIE
.
B/ME: 12
=AE: 12
status String IEPIRE, BEUT:
e PAID: IFHENZ(T; FRIBFIER,
e ISSUED: IFEEE 4.
e CHECKING: IFPHiEHEZH.
e CANCELCHECKING: EBIFHERS
BHZH,
e UNPASSED: iFHHiERET,
e EXPIRED: iFHETHA,
e REVOKING: IFHBEEBIEHEIZP .
e CANCLEREVOKING: iFHEGHE R
FRiEEZS
e REVOKED: iFEERH.
e UPLOAD: iFBiEEH,
e SUPPLEMENTCHECKING: Zi#+ZiF
PFrISMI N2 EZP
e CANCELSUPPLEMENTING: BYGE#T
1R It R B
BNME: 0
RAKE: 64
domain_count Integer WEBRI4BEIR 213
=IME: 1
BX(E: 100
wildcard_count Integer IEBAHEZIEHZ N
&=/ME: 0
BA{E: 100
SRR 11 (2025-03-24) RN © L ARITERAGRAS 17



TIEREERS
AP &%

4 API

SH

SHERR

1)

description

String

UEPBHEAR
BNME: 0
BAEE: 255

domain_id

String

K=ID,
BIM<E: 0
BRAKE: 100

enterprise_project
_id

String

=AIREID, BIAK “07 .

MFFEEWIRBENAR, fRrARE
FEOAEWIRE T,

MNFARFBEEWIBRIAR, RRRIR
FEFEWIRE T,

=BME: 0
RAKE: 36

RED: 401

% 4-5 IIRZ Body £

2%

SHER

Haik

error_code

String

BRIE IR EIAYEEIRD
BNMNE: 3
RAKE: 36

error_msg

String

EREKIREIREIRER
B2M<E: 0
BAEE: 1024

WK&S: 403

% 4-6 KL Body 2%

2H

SHEE

ik

error_code

String

EIRIEIORERIFEIRD
=IMKE: 3
BKIKE: 36

error_msg

String

BIRERIREIRERES .
RIMKE: 0
RAKE: 1024

MAERRAS 11 (2025-03-24)
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TR EERS
AP &%

4 API

K& 500

R 4-7 IR Body 23

28 SHER

fnk

error_code String

EIRIER
RAMKE:
BRKE:

[ERI$EIRAD o
3
36

error_msg String

EIRIERIER
RIVKE:
RAKE:

EIREIRER .
0
1024

BRI

i) Rz 73~451
RZSES: 200
FEIRE],
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"sans" : "a.zx.com;b.zx.com",
"type" : "OV_SSL_CERT",
"deploy_support" : true,
"signature_algorithm" : "SHA256 WITHRSA",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

1

"total_count" : 1

}
RE&ES: 401
NS
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
KRS8 403
=\ Hpial,

MAERRAS 11 (2025-03-24)
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IEREIERSS

APl &% 4 API
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZE&MG: 500
BRREH, IRSZENERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 EEIRE,
401 TAIERTY .
403 2 HpiE,
404 B EARLE .
500 BRKTN, RSBENHNRE.
S
ESIEIRB.
4.1.1.2 GNIEB
IheeNn4a
ENITEBEICCMIRS SIE,
izt
RBJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Explorera] LABEENERK
SDKRRIRMI, FHRMSDKILBRAENEIXINEE
URI

POST /v3/scm/certificates/import

MAERRAS 11 (2025-03-24)

WRIERE © LEARITERARERAF
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ImportCertificate

TIEREERS
AP &%

4 API

IERSH

&K 4-8 15K Header ¥

2%

BRI

/T.Ez:

SHERE

ik

X-Auth-Token

=
=

String

FHPToken,
BIZERIAMBRSSIRENE
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenf{& ) »

w=AMKE: 32
BAKE: 2097152

& 4-9 153K Body 2#{

2%

Wi

=
T.Ez:

SHERE

%S

name

=
=

String

IEBER. FRF<EN3~631,
BRARNFR, 85, T
%, Pl%, BEXIR,
BMEE: 3

BRAKE: 63

certificate

Fali

String

WFPAS, J8EFENEBRIE
WFE . Bcertificate_chainz2E&
ENIEPE, WiZFERRENES
KRB, BFERITHEEFERENF
A& \r\nEie,

=BIV<E: 0

BAEE: 4096

certificate_ch
ain

iy

String

WEPiE, EE, AEd
certificate=FERIEN . [BIZFEIRTT
igﬁﬁﬁi’é)‘i?ﬁ\nﬁ%\r\ng
BME: 0

BAEE: 8192

private_key

ali

String

IEHFAR.

AeE LAEHREOSRIPAIFALR,
(O] 2481 TR 2 E R M FAF\nBk
E\n\n&if,

=2I<E: 0
BAKE: 4096

MAERRAS 11 (2025-03-24)
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TR EERS
AP &%

4 API

SH

SHERE

duplicate_che
ck

Boolean

ik
BT EEBRIESR.

true: EE_EEHEEIER.

° fz{lse: AEE_EEBRENE

[e]

=
E
(]

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFEEL

ZINER, FAHEEBRNZFE

BRFEtl 2B, EiaR

B LA ZFE . GRFAR

MANZFE, BAESHEFPMRE

BRI ZINE FHYEE.

ItEAT “enterprise_project_id”

EER “all” . BREFBIANZ

FE, E#HEU™ME—FH.

o HUES “all”

o BYEN “07

o HTIENTA: “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]
{12}$”

BRAMKE: 0

RAKE: 64

enc_certificate

i1y

String

%S, EEEBRIINEES
AR . BERTEEFERENF
FF\ngE\r\nEig,

=IMKE: 0

BAXEE: 4096

enc_private_k
€y

iy

String

AR, EEERRIINETA
Ao

ARELIETHEORIPRIFALR,
B TR EERYE X FAF\nak
E\r\nEifk

BME: 0
BAXEE: 4096

N Rz S4(

RZSES: 200

MAERRAS 11 (2025-03-24)
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SIEREIERSS

APl &% 4 API
= 4-10 WA Body &%
S SR 7%
certificate_id String UEHid,
=IMKE: 16
BRAKE: 16
RS 401
= 4-11 (@R Body 2%
2 SR iR
error_code String Hmia KR EIAYEEIRAD o
BIM<E: 3
BRAKE: 36
error_msg String EIRIEKRLCINEIRER.
B2M<E: 0
BAEKE: 1024
KB 403
% 4-12 I Body 2%
2% SRR 7%
error_code String EIREXRIRERVEIRE .
RIMKE: 3
RAKE: 36
error_msg String ERIFREREEIRER
=BME: 0
BAEE: 1024
RZ&EG: 500
SCRSRRZAR 11 (2025-03-24) R © AR ITBIRABREAD 23



TR EERS
AP &% 4 AP

K 4-13 WKL Body 2

2H SR iR
error_code String Hmia KR EIAYEEIRAD o

=BIM<E: 3

RAKE: 36

error_msg String iR RKIRENEIRER
BAMKE: 0

BRAEKE: 1024

i5RHl

{

"name" : "test_cert",

"certificate" : "----- BEGIN CERTIFICATE---******____.END CERTIFICATE---------- BEGIN CERTIFICATE-----
HIAAIIIAI e END CERTIFICATE-----

"private_key" : "----- BEGIN RSA PRIVATE KEY----- HHAAIIIA, e END RSA PRIVATE KEY-----
}

i Rz 73~51
R&E3: 200
EEIREL,
{
\ "certificate_id" : "scs1600313391074"
R&MB: 401
NS

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
R7SE5: 403
2\ HAiE),

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
R7SES: 500
BRERTH, REBRBRE.

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

SRR 11 (2025-03-24) WRINERE © HARITERARBIRAE 24




SIEREIERSS

APl & 4 AP
NG

R A

200 IEEIREL,

401 TAIERML

403 2 bpia.

404 HIRREREE

500 BRARTH, RSBALRE
IR0

BESIEIRB.

EWREKIEBRIFEER .

EaJLATEAPI Explorerdifidiziz [, SXIFEMAIEEEAN . API Explorerfa] LABRI4ERK

SDKACHERBY, FHEMSDKAISREIEIRINEE

URI

GET /v3/scm/certificates/{certificate_id}

K 4-14 IB1RSH

SH =A%k SHR R

certificate_id | & String uFBid,
=/IMKE: 16
=AKE: 16

MAERRAS 11 (2025-03-24)
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ShowCertificate

IEREIERSS

APl &% 4 API
BRESE
K 4-15 153K Header 2%{
S8 Py p i SRR g
X-Auth-Token | 2 FAFToken,
BB FIAMBRSZIRENE
TokeniZEFKEY ( NMoRSHE LS
X-Subject-Tokenf{& ) »
w=AMKE: 32
BAEE: 2097152
IR S &

R&/3: 200

% 4-16 IR Body &%

e SR ik
id String IEHid,
BMKE: 16
BAKE: 16
status String RIS, BUYEINT:

e PAID: FHEXNT, FHRIFIER,
e ISSUED: ifHES..
e CHECKING: iFBHiEHEZH.,

e CANCELCHECKING: EEIFHERS
BEizH,

e UNPASSED: iFHBHiEFIET,

e EXPIRED: iFBZiZHA,

e REVOKING: IEBRiERIEHEZP.

e REVOKED: iFBEHRiH.

e UPLOAD: iFH#EEH,

e SUPPLEMENTCHECKING: ZiHZilF
PHISHIINEE FEiZ P

e CANCELSUPPLEMENTING: BUiE#T
1R g = B

=B2M<E: 0

RAKE: 32

SRR 11 (2025-03-24) WRINERE © ARITERARBIRAE 26



IEREIERSS

APl &% 4 API
2H SR )
order_id String 1TERid,

BNME: 0
BRAKE: 63

name String IEPRETR,
BRIMEE: 3
RAKE: 63

type String IEHEE, AU T:

DV_SSL_CERT. DV_SSL_CERT_BASIC.
EV_SSL_CERT.,

EV_SSL_CERT_PRO. OV_SSL_CERT.
OV_SSL_CERT_PRO,

=/IM<E: 0
RAKE: 32
brand String UFBMEE, BUYBEMWT:

GLOBALSIGN, SYMANTEC,
GEOTRUST. CFCA,

=BME: 0

BRAKE: 32

push_support String IEBREZIFHEX,

BNME: 0

RAKE: 32

revoke_reason String IFBAREEE .

BRIMKE: 0

BRAKE: 255

signature_algorith | String BREL,

m =/IME: 0

RAKE: 64

issue_time String IFREARE, ZERINEIEERN
T,

RIMKE: 0

RAKE: 32

not_before String WFBAERATE, [REREEIERER

ZN
T o

BIM<E: 0
RAKE: 32

SRR 11 (2025-03-24) WRINERE © HARITERARBIRAE 27



IEREIERSS

APl &%& 4 API
2% SERR i
not_after String IEREMATE, ZERBEIBRER S

RIMKE: 0
BRAKE: 32

validity_period Integer IFREYHE, AR, mEPERE
ARSIt T — LS F R YERIERAY
RRAR, XMZEEREREBERS
RABIKEWER 91 EFERISSLEB SN
¥, BIEn: BREA “3F” NEBERR
BE3KEREI 1 EBMIHEERIAISSLIE
B, EFE—KIEBEEIRIB0X, R5H
LA —KIEBAYE BB aKIiE
B, EEKIEBEEIFIB0K, R5H
LA —KIEBAYE BB =5KIIE

B,

B/ME: 12

BXE: 12
validation_metho | String WEINEST, BYEINT: DNS.
d FILE. EMAIL,

BMRE: 0

EAKE: 32

domain_type String 228, BYEIT:

e SINGLE_DOMAIN: EafgZ
e WILDCARD: BELHF

e MULTI_DOMAIN: 215
=BME: 0

BAIKE: 32
multi_domain_typ | String SRR, BEINT:

e e primary_single: F&iHZ
e primary_wildcard: FZi5&
=/IME: 0

RAKE: 32

domain String IER4BERE o

BNME: 0

BRAKE: 255

sans String IER4ERIMIINERER
BIM<E: 0

BRAEKE: 4096
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TR EERS
AP &%

4 API

SH

SHERE

)

domain_count

Integer

IERAT4FERZ ML
&/AME: 1
BAE: 100

wildcard_count

Integer

IR AT 4BEMI NS A NN
=/JME: 0
BRAE: 99

fingerprint

String

IFBEISHA-13852
=RAMKE: 40
BRAKE: 40

shared

Boolean

AXEZN )

application_info

application_info
object

B o B e
EAEREERIE,
o

2
IEBRIEER

description

String

IEBRIEIA
=RIMKE: 0
BAXIKE: 255

enterprise_project
_id

String

AIREID, BIAK “07 .

MFFBEEWIRERNAR, RrERE

FERAEBWIRE T,

MNFARFBEEIWIBRIAR, RRRIR

FRUFEWIRE T,
=RIME: 0
RAKE: 36

authentification

Array of
Authentification
objects

HEZRERONEEE, #EESR
Authentification=F FREURLEFR AR .

HAEKE: 0-100

2 4-17 application_info

24

e St

ik

country

String

ESEN
=IMKE: 0
BAKE: 255

company_name

String

YNCIE=Y 11
=/IME: 0
RAKE: 255
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TIEREERS
AP &%

4 API

SH

SHERR

1)

company_province

String

NEED
BIMSE: 0
BAKE: 255

company_city

String

NEFFERT .
=IMKE: 0
RAKE: 255

applicant_name

String

FRIBARR.
=RIMKE: 0
BAKE: 255

applicant_phone

String

i ARBIE,
BIMSE: 0
BAKE: 255

applicant_email

String

ERiE A MRS
=IM<E: 0
BAKE: 255

contact_name

String

FARBERAZIR,
=RIMKE: 0
BXIKE: 255

contact_phone

String

RARBERARIE,
BIMSE: 0
BAKE: 255

contact_email

String

RAREX R AHBFE o
BIMEE: 0
RAKE: 255

2 4-18 Authentification

2%

SHERE

ik

record_name

String

HERIGEZF.
BIMKE: 0
BRAKE: 255

record_type

String

IR EZEE,
=RIMKE: 0
RAKE: 255
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SIEREIERSS

APl &% 4 API

28 SR ik

record_value String I AREE(E .
BNME: 0
BAEE: 255

domain String RISEXT MRS o
BIM<E: 0
BRAKE: 255

REES: 401

% 4-19 AR Body £%

2 SR R

error_code String RIS RIREIRIFEIRD
=BM<E: 3
RAKE: 36

error_msg String EIRERIREVEIRER
RIME: 0
BRAXEE: 1024

K& 403

X 4-20 g Body #

S8 SRR )%

error_code String EIREXRIRERVEIRE .
=/IMEE: 3
BAIKE: 36

error_msg String BRI KIREIAVEIRERE -
BNME: 0
BAEE: 1024

RZEES: 500
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TR EERS
AP &% 4 AP

K 4-21 W7 Body 2

2% SR 1%
error_code String HimisIREIAIEEIRD

=BMSE: 3

BRAKE: 36
error_msg String BRI RKIREIAVEIRER .
BNME: 0

BAEE: 1024

BRI

N Rz73~51
R&HG: 200
IEEIRE,

{

"id" : "scs1590053258704",

"order_id" : "CS20052117270N7V9",

"name" : "scm-testing”,

"type" : "DV_SSL_CERT",

"brand" : "SYMANTEC",

"push_support" : "OFF",

"revoke_reason" : null,

"status" : "CHECKING_DOMAIN",
"signature_algorithm" : null,

"issue_time" : null,

"not_before" : null,

"not_after" : null,

"validity_period" : 12,

"validation_method" : "DNS",

"domain_type" : "SINGLE_DOMAIN",

"multi_domain_type" : null,

"domain" : "hosting-****** test.cn",

"sans" : null,

"domain_count" : 1,

"wildcard_count" : 0O,

"fingerprint" : "185d687de3f44f2249d0e0f084efccb56b7c2cbe”,

"enterprise_project_id" : "0",

"authentification" : [ {
"record_name" : "_dnsauth.hosting-****.test.cn",
"record_type" : "TXT",
"record_value" : "201801040000001ytm4g***********cd8p7eg9ktlwfsord",
"domain" : "hosting-*****.test.cn"

]

}

REEE: 401
NS
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
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IEREIERSS

AP| &% 4 API
RE&ES: 403
Z\kipia),
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&E3: 500
BRARTTR, IRSBENIBFE
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 EEiR[E],
401 NI S
403 £ 1bpiE,
404 B RREARLE
500 BRKTH, RSENELRE.
xS
B2 IEI=RE.
4.1.1.4 HIBKIER
INEEN4A
PHBRIEPSLR, BIRIERRIENZZHRIER.
izt
RB]LATEAPI ExplorersRididiziz [, IFEMAIESEN . API Explorerf] LAEENERK
SDKACHB R, FHRMESDKACRIRAEIEIRXINEE
URI

DELETE /v3/scm/certificates/{certificate_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=DeleteCertificate

SIEREIERSS

APl && 4 API
* 4-22 BIZBH
2% =A% SR 1)
certificate_id | 2 String uFPid,
=/IMKE: 16
BAKE: 16
BRSH
X 4-23 153K Header &%
S =AW SHER U
X-Auth-Token | =2 String FPToken,
BT ERIAMBRSSIAEVAHF
Token$Z[M¥REX ( M@ E 2k
X-Subject-Tokenfi9{& ) »
=IMKE: 32
BAEE: 2097152
IR S5
REB: 204
IEERE],
RSB 401
£ 4-24 WLy Body 2#
2 SRR g
error_code String HiRiaKIREIRYEEIRD
BNME: 3
RAKE: 36
error_msg String EIREXRIREIEIRER .
BIM<E: 0
BAEE: 1024

R85 403
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IEREIERSS

APl &%& 4 API
K 4-25 Wiy Body 2
SH SR )%
error_code String ERIERIREIAIEEIRD
=/IME: 3
RAKE: 36
error_msg String BIREKRREVEIRER .
BNME: 0
BAEE: 1024
R 500
K 4-26 W7 Body 2
¥ SRR fna
error_code String BiRiEKIREIRIEIRD
=BME: 3
RAKE: 36
error_msg String BEIREXRIREIEIRER
=BIM<E: 0
BAKE: 1024
=Rl
7
M Rz~
RS 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RSB 403
=l 11z
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
IRZERS: 500
BRARTH, REFENIBERR,
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TR EERS
AP &% 4 AP

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

RSB
RSB )%
204 EEIRE,
401 TNIESM
403 =\ Hmial,
404 ERNERIEE
500 BRRTH, IRBEAIBFE-
S
B2 IEIRB.
4.1.1.5 EHiFH
INREN4R
SHIEHE,
it
1EATLATEAPI ExplorerdRiidiziE [, STIFEEIAIEEN . API Explorera] LABR4ERK
SDKLEGREI, FHEMSDKLIBRENEIXINEE .
URI

POST /v3/scm/certificates/{certificate_id}/export

% 4-27 IR1ZSH

2 A% SR T
certificate id | & String uFPid,

=IMKE: 16
BAKE: 16
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ExportCertificate

IEREIERSS

APl &% 4 API
IBREH
% 4-28 {53k Header 2%
2¥ BRIk SR ik
X-Auth-Token | 2 FHPToken,
B ABIAMBRSSSAENE F
Token$zO¥REX ( MARZEE LA
X-Subject-Tokenf{& ) »
=IMKE: 32
BAEE: 2097152
VRS54
REB: 200
% 4-29 IR Body £%
8% SRR A
entire_certificate | String WEBMIEHE,
BIVMEE: 1
BAKE: 12288
certificate String IEBAS, FE2IEHHE,
=BME: 1
BRXEE: 4096
certificate_chain | String UEP%E
BNME: 1
BAEKEE: 8192
private_key String IEPRFASR
BIVEE: 1
BAEKEE: 4096
enc_certificate String EZEIEBIRE, MEEFBRE.
=G\ N
BAEKE: 4096
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TR EERS
AP &%

4 API
2% SRR fR
enc_private_key String EZEIEBIRE, INZIERFAR

o HCOAEpkcSIYBLI: ZFREMEIR
le‘lc\ ) ﬁﬁgg%g% o

o JFBCHEMCIAI: EFRAFTE
%Eg\ o

R BT

1. MEFEIIHRIREY “WIIRERE”
0 “INZEFASAEESL”

2. (EREERFBFEE “WIRERE
X7, 155 “IFRERIAN ;

3. {ERAXITRERRE “IIEFARE
X7, 153 “INEFATARAS” o

=IMKE: 1
BAKE: 4096

RERD: 401

% 4-30 IR Body S%

2%

SHEE

i1}

error_code

String

BIREXIREFVEIRE
=BME: 3
BRAKE: 36

error_msg

String

EiRIEKIREIRIEIREE .
BIM<E: 0
BAKE: 1024

R85 403

K 4-31 WKL Body 2%

28

SHER

114

error_code

String

BEIRERIREFVEIRE .
BIM<E: 3
BRAKE: 36

error_msg

String

EIRIERIREHEIREE
=IMKE: 0
BAEKE: 1024
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SIEREIERSS

APl &%& 4 API
R&E3: 500
2 4-32 IR Body 2%
¥ SR A
error_code String HimiaKIREIRYEEIRD
BNME: 3
RAKE: 36
error_msg String BRI KIREIAIEIRER -
BIM<E: 0
BAEE: 1024
(=Pl
7
N Rz7~f51
K& 200
Fix[al,
{
"entire_certificate" : "----- BEGIN CERTIFICATE---******-—-_-END CERTIFICATE---------- BEGIN CERTIFICATE---
wrimk___END CERTIFICATE-----",
"certificate" : "----- BEGIN CERTIFICATE----- I, e END CERTIFICATE-----
"certificate_chain” : "-—---BEGIN CERTIFICATE-----**____END CERTIFICATE--—--",
"private_key" : "----- BEGIN RSA PRIVATE KEY----- IR e END RSA PRIVATE KEY-----
RE&EE: 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
K& 403
= | 1118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&E3: 500
1%?*7552 HE?D =1=] WELB%%O
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
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SIEREIERSS

APl & 4 AP
NG

R A

200 IEEIREL,

401 TAIERML

403 2 bpia.

404 HIRREREE

500 BRARTH, RSBALRE
IR0

5 IR

4.1.2 IFPEIEEE

4.1.2.1 Hi5IES

ab
hREN R

ERBIES
iz

&0 LATEAPI Explorerdidiiziz [, SXIFEDNAUESEM . API Explorera] LABZ4ERE

SDKACHERBY, FHEMSDKRISREIEIRINEE

URI

POST /v3/scm/certificates/{certificate_id}/apply

¥+ 4-33 BIZsH
SH =A%k SHR R
certificate_id | & String uFBid,

=IMKE: 16
RKKE: 16
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ApplyCertificate

IEREIERSS

APl &% 4 API
IBRSH
K 4-34 153K Header 2§
2% BRIk SR fEid
X-Auth-Token | 2 String FHPToken,
BIZERIAMBRSSIRENE
TokenE[3REX ( MIRLHSLAH
X-Subject-Tokenf{& ) »
BRAMKE: 32
BAKE: 2097152
7 4-35 53K Body 2%
2% ERWiE SR fiEid
domain = String ZIEPBEBERIEE -
o LMSERGIER) “Bigs”
g iR KBRGIEH
i, BEEESREENZ
=2 A0,
o LHMSERGIERNH “BiEZ”
EERRGIEBRY, FEEEIN
WEEAEEE
T www.example.com
=B2IV<E: 0
BRAKE: 255
sans & String YiE SR L BN BRI NI
Ao
SWSERIER 0 ‘Sl K8
ROIEH, BETIEMMNEEZRY
MER, AREREZE.
SMFEFZELL 7 BFH.
B
www.example.com;www.exam
ple1.com;www.example2.com
RAMKE: 0
BRAKE: 4096
csr S String IFBCSRER, SiEE w4 /mItEe,
BME: 0
BAEKE: 5120
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TR EERS
AP &%

4 API

SH

SHERE

%

company_na
me

String

NEIBIR, OVFIEVELERY
H, FRHKEN0~63ML,
=B2I<E: 0

BRAKE: 63

company_unit

i1y

String

ZRIIBIR . FRKER0~63
"2,

=IMKE: 0

BKKE: 63

company_pro
vince

iy

String

NEFFEZED, OVFIEVEUESR
WIE ., FRFREN0~631I,
=BIEE: 0

BRAKE: 63

company_city

iy

String

NEIFRETFX, OVFIEVELUTESH
ﬂZ‘iEo $f§£€r§‘_§g0"‘63{ﬁo

BME: 0
RAKE: 63

country

iy

String

OVFIEVELTEBWE ERRI,
FHEIEN"[A-Za-z]{2}",

BIMEE: 2
BRAKE: 2

applicant_na
me

i

String

BIEARNHESE ., BMAPY., =
XZFRF, Nk, PRk, 1
BS, BZXas, BKENE
100=75,

=RIMKE: 0

BRAKE: 63

applicant_pho
ne

i

String

B ARIEBIESHS . )
13212345678

=IMKE: 0
BAXKE: 63

applicant_em
ail

ali

String

ERIS A RIMBRE o 7~

example@huawei.com
BME: 0
BRAKE: 256

contact_name

iy

String

RARBRZRANUE . FREHKER
0~631i

BME: 0

BRAKE: 63
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TR EERS
AP &%

4 API

SH

SHERE

%

contact_phon
e

String

BABKRARIEBIESHE, 7
13212345678

=IMKE: 0
BRAKE: 63

contact_email

i1y

String

BRAREXRARIHETE . 2-f1:

example@huawei.com
=B2IV<E: 0
RAKE: 256

auto_dns_aut
h

iy

Boolean

=R EDNSIIHEEHEXERLES
=ETARSS o

o true: HEIX,

o false: FHEX,

agree_privacy
_protection

i

Boolean

EEREENEFANY . LtEAMR
BEIZ B Ntrue A BERLINERIEIE
B

o true: [EIEFSFAIMN

o false: REEFFANMNN.

domain_meth
od

fali

String

IHZIIES,

e DNS: DNSIGIF, $S7EiESZ
EEFEEIEITEEN
DNSIiC®, Wil ZmmE
™o

e FILE: S4IGIE, IE@IIE
RSS2 RIS E 4R
USRS Z BN

e EMAIL: HBFEIGIE, 1IBEF
Iy 2 EERARFE, ERUEE
EIABMEFIRIBIR TR
VESRIGIE Z AN .

DVigiZ BN DVEREIRIES

( GeoTrust N[ JZRSSLIEHFO
DigiCert®#&SSLIE+H ) BHIAE
13 “DNSEEIE” BIHITIEIE
P ( AMIP ) AGIER(ZIFE
1 “SEIEIE” BN TIRNE,
BIXEIPIERSZ3F “ SIEIIE”
HLIGIE

=B2I<E: 0
RAKE: 32
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IEREIERSS

APl &%& 4 API
2H BRWIE SR fHR
key_algorithm | & String AL . BAUARSA 2048

BME: 0
BRAKE: 32
VRS54
REB: 200
2K 4-36 WL Body 2
8% SHEER A
request_info String BRER,
BRIMKE: 0
RAKE: 63
RSB 401
& 4-37 gl Body 2#
84 SR A
error_code String ERIERIREIAIEIRD .
RIMKE: 3
BRAKE: 36
error_msg String ERIEKIREIREIRER
=BME: 0
BAXEE: 1024
RSB 403
2 4-38 I Body &1
2H SRR )
error_code String BiREKIREREIRD .
=BME: 3
RAKE: 36
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SIEREIERSS

APl &% 4 API
2% SRR fR
error_msg String BIREXRREVEIRER .
BNME: 0
BRAEKE: 1024
RS 500
K 4-39 Wiy Body 2#
2% SRR ik
error_code String EIRIERIROAVEIRTD .
BNMNEE: 3
BRAKE: 36
error_msg String HEIRERRENEIRER
BIM<E: 0
BRAEKE: 1024
== —
=]
{
"domain" : "www.test.com",
"company_name" : "xxA&]",
"company_province" : "PgJI|",
"company_city" : "FE&B",
"applicant_name" : "xx",
"applicant_phone" : "12312345678",
"applicant_email" : "example@test.com",
nespt s
"sans" : "
"country" : "CN",
"company_unit" : "IT",
"contact_name" : "test",
"contact_phone" : "12312345678",
"contact_email" : "example@test.com",
"auto_dns_auth" : false,
"agree_privacy_protection" : true
}
iz 7~
R&ES: 200
IEEIRE],
{
"request_info" : "success"
}
RE&ES: 401
INIERY
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IEREIERSS

APl &% 4 API
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&E3: 403
Z\kipia),
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZE: 500
BRK5EH, IRSBENERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RESHS
RSB oA
200 1IEEIR[E],
401 NS
403 £ 1bpiE,
404 HIEREAREE
500 BRARTR, RSBBRIBFE.
XA
BEIEIRB.
4.1.2.2 FEHEBERIE
IhgeNn4A
ENERERIS .

i

EaJLATEAPI Explorerdifidiziz [, IFEMAIESEAN . API Explorera] LABRNI4ERK

SDKACHERBY, FHEMSDKAIDREIEIRINEE

URI

POST /v3/scm/certificates/{certificate_id}/cancel-cert
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=CancelCertificateRequest

SIEREIERSS

APl && 4 API
£ 4-40 BBR2H
2% =A% SR 1)
certificate_id | 2 String uFBID,
BIMKE: 16
BAKE: 16
BRSH
X 4-41 53K Header &8
S =AWk SHER U
X-Auth-Token | =2 String FPToken,
BT ERIAMBRSSIAEVAHF
Token$Z[M¥REX ( M@ E 2k
X-Subject-Tokenfi9{& ) »
=IMKE: 32
BAEE: 2097152
IR S5
REB: 200
% 4-42 iR Body %
2H SR iR
cert_id String WEBID,
BIMEE: 16
BRAKE: 16
message String HATER . BUYBEIT:

success: BIERIN,
=RIMSE: 0
BAKE: 16

RE\: 401
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IEREIERSS

APl &% 4 API
K 4-43 W7 Body 2
2H SR iR
error_code String Hmia KR EIAYEEIRAD o
=BIM<E: 3
BRAKE: 36
error_msg String iR RKIRENEIRER
RIME: 0
BRAXEE: 1024
KES6S: 403
5 4-44 KL Body B4
2 SR R
error_code String HimiEIREIAIEEIRD .
=BM<E: 3
BRAKE: 36
error_msg String ERIEKIREIREIRER
=BME: 0
BAEE: 1024
RZ&EG: 500
5 4-45 IR Body 2%
S8 SRR )%
error_code String EIREXRIRERVEIRE .
=/IME: 3
RAKE: 36
error_msg String BEiREXRREVEIRER .
BNME: 0
BAEE: 1024
=Rl
7
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TR EERS
AP &% 4 AP

el iz 73~ 5)
RS/ 200
EEIRME,
{

"cert_id" : "scsxxxx",
"message" : "success"

}
R&mS: 401
TANIERML

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

W& 403
5 1biAia),

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
RSB 500
BRARTH, RBEAIBRE

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
N

b L ik

200 IEEIREL,

401 TAIERML

403 2 bisiE,

404 IHIRREREE

500 BRARTTH, RSBFEBRIBHE.
tHI=0

5= EIRG .

4.1.3 IFHITRER
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TIEREERS
AP &% 4 AP

4.1.3.1 I43E SSLiEPH

IhEeENA
TSESSLIEH .
izt
R LATEAPI ExplorerdhiidiziE [, ZIFEINMAIESEN . APl Explorera] LABENERK
SDK{CHER B, FHRESDKAHBREIEIRXINGE
URI
POST /v3/scm/certificates/buy
IBREH

K 4-46 153Kk Header 23]

2% BRIk SR fEid
X-Auth-Token | 2 String FHPToken,

BIZERIAMBRSSIRENE
Token$Z[OREX ( MARLEE kA
X-Subject-Tokenf9{& ) »

RIMKE: 32
RAIKE: 2097152

7 4-47 5K Body 23

8H BRI SRR ik

cert_brand 2 String WEBmEE, BYENT:
e GEOTRUST
e GLOBALSIGN
e SYMANTEC
e CFCA

e TRUSTASIA
e VTRUS
BMSE: 0
RAKE: 32
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=SubscribeCertificate

TIEREERS
APl &%

4 API

SH

SHERE

%

cert_type

String

IEPER, BYEMT:

e DV_SSL_CERT

e DV_SSL _CERT_BASIC
e EV_SSL_CERT

e EV_SSL_CERT_PRO

e OV_SSL_CERT

e OV_SSL_CERT_PRO
BME: 0

RAKE: 32

domain_type

Fali

String

228, BYEIT:

e SINGLE_DOMAIN: Ei#Z

e MULTI_DOMAIN: Zi5%
B,

e WILDCARD: Zifg#58Y,

=BIV<E: 0

BAKE: 32

effective_time

ali

Integer

IERBEYE (F)
=IME: 1
=AE: 3

domain_num
bers

i

Integer

HEHE.

o 3 “domain_type” i&IRRY
2 “SINGLE_DOMAIN” =
“WILDCARD” ZBIRGIEH
BY, ESESEESR “17

o % “domain_type” i%&IRRY
2 “MULTI_DOMAIN” &8
AGIEPRT, HFHEEUET
73 “2~100” R

=ME: 1

&A{E: 100

order_number

i

Integer

WIREPHE, BUESTEERN
1~100,

2/ME: 1

BAE: 100

agree_privacy
_protection

ali

Boolean

A EEEFADY, AN EER
BAtrue A BERIIEEIES

o true: EEFSFAIMY .
o false: REEFRFAIIN o

MAERRAS 11 (2025-03-24)
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TR EERS
AP &%

4 API

SH

SHERE

%

primary_dom
ain_type

String

SiHZ PR EEZ R,

o %NGLE_DOMAIN: Ea=shoy

e WILDCARD DOMAIN: EZ
=

=B2IM<E: 0

RAXKE: 63

single_domai
n_number

iy

Integer

BANERIEETE
B/AME: 1
=AX{E: 100

wildcard_dom
ain_number

iy

Integer

MipmZzig2#E.
=ME: 1
BXAE: 100

is_auto_pay

iy

Boolean

Sy =1=VIb-A N
e true: FBEBEZIT,
o false: AHBBENZ(T,

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFFEEL

ZINER, FAHEEBNZFE

BrRFEtl 2B, EiaR

B LIMAZFEE . GRFAR

MNZFE, BAESHEFMRE

BRI ZINE THEIR.

ItEAT “enterprise_project_id”

EER “all” . BREFHIANZ

FE, E#HELUA™ME—FH.

o HUES “all”

o BYEN “07

o FHTIENTAS: “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]
{12}$”

RAMKE: 0

RAKE: 36

order_id

i1y

String

RS, (VESWIIn=ER.
BMEE: 0
RAKE: 63

tags

iy

Array of
ScsResourceT
ag objects

REIIR.
HAKE: 0-10

MAERRAS 11 (2025-03-24)
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IEREIERSS

APl &% 4 API
2K 4-48 ScsResourceTag
8% BE W% SRR ik
key & String e
BMEE: 0
BRAKE: 128
value &= String A,
=B2I<E: 0
BRAKE: 255
V=S58
REMG: 200
& 4-49 Wi Body #
2% SR fhR
order_id String RS,
BMRE: 0
EBAKE: 63
cert Array of PRSI, #1552 WCertDetail FEREL
CertDetail objects | ¥E£5M915AA
HBKE: 0-1000

2 4-50 CertDetail

24

SHEE

11

cert_id

String

UEHID,
RIMKE: 16
BRAKE: 16

AL 401

% 4-51 I Body £%f

2%

SHERE

1)

error_code

String

tHixIs KR EIRYEIRID .

BIMMRE:
RAKE:

3
36
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SIEREIERSS

APl &%& 4 API
2H SRR )
error_msg String BIREXRREVEIRER .
BNME: 0
BAEE: 1024
RS 403
%= 4-52 IR Body %4
2% SR fER
error_code String BRiaKIREIAYEEIRAD o
BNME: 3
BRAKE: 36
error_msg String HEIRIEKROINERER.
BIM<E: 0
BAEE: 1024
7 : 500
2K 4-53 I Body 2#
8% SR R
error_code String ERIERIREIAIEEIRD .
BIM<E: 3
RAKE: 36
error_msg String EIRERIREVEIRER
=/IME: 0
BAXEE: 1024
iBpl
{
"cert_brand" : "GLOBALSIGN",
"cert_type" : "OV_SSL_CERT",
"domain_type" : "MULTI_DOMAIN",
"effective_time" : 1,
"domain_numbers" : 5,
"order_number" : 1,
"agree_privacy_protection" : true
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SIEREIERSS

APl &% 4 API
M iz 7~ A5
R&ES: 200
IEEIR[E,
{
"order_id" : "CS1803192259ROA8U",
"cert" : [ {
"cert_id" : "scs1481110651012"
1]
}
RE&ES: 401
INIESRML o
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&ES: 403
= | 1118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
REMD: 500
BRARTTR, IRSBIEBAIBFE
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 EEiR[GE],
401 NI S
403 2 1biE,
404 HIEREAREE
500 BRKTH, RSENERE.
LSl
BESIEIRB.
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SIEREIERSS

API &% 4 API
4.1.3.2 i BiTuE8
IhEeENA
IBITIER
U
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . APl ExploreraJ LABENERK
SDKACEBRMI, FHRHSDKLIBREIEIRNINEE
URI
DELETE /v3/scm/certificates/{cert_id}/unsubscribe
#= 4-54 BBES¥
2% =% SR R
cert_id = String uFPid,
RIMKE: 16
RAKE: 16
IBREH
% 4-55 153k Header 2%
8% BRWIE SR fHR
X-Auth-Token | 2 String FHPToken,
BiTiERIAMBRSS3REXFEF
Token$z¥REX ( MARZEE LA
X-Subject-Tokenf9{H ) »
RIMKE: 32
BAEE: 2097152
VRS54

RS/ 200

MAERRAS 11 (2025-03-24)
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=UnsubscribeCertificate

SIEREIERSS

AP| &%& 4 API
2K 4-56 WLy Body 2
S SRR 7%
unsubscribe_result | String BiTER,
S BNME: 0
BRAKE: 63
RS 401
# 4-57 (IR Body 2%
2 SR iR
error_code String Hmia KR EIAYEEIRAD o
BIM<E: 3
BRAKE: 36
error_msg String EIRIEKRLCINEIRER.
RIMKE: 0
BAEKE: 1024
KB 403
% 4-58 5 Body 2%
2% SRR 7%
error_code String EIREXRIRERVEIRE .
=BM<E: 3
RAKE: 36
error_msg String HEIRIERIRENVEIRIER
=BME: 0
BAEE: 1024
RZ&EG: 500
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IEREIERSS

APlI &%

4 API

iBERTA

il iz 73~ 451

W&

2K 4-59 Wiy Body 2

24 SHR

ik

error_code String

HiRiE IR
RAMKE:
BRAKE:

[EIRYEEIRAD
3
36

error_msg String

EIRIERIR
RAMKE:
BEAKE:

EREERIER
0
1024

KR&G: 200
IEEIRE],
{

"unsubscribe_results" : "SUCCESS"
}

RE&ES: 401
NS
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
7SS 403
2 \kipial,
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

RZE&MG: 500

1BRAKRTTR, IRSBIEBRIBFE .
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

REES 1R

200 IEEIR[E],
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SIEREIERSS

APl &% 4 API
REB ik
401 INIESE .
403 ) Fipia,
404 BIRIREREE .
500 BERKRTH, RFBEAIBRE.
e
B2 EIRB.
4.1.4 FHEEBEE

4.1.4.1 #EEIEH

INgEN4A
HEIXSSLIF R RIS #91 ( Elastic Load Balance, f&#RELB) . Web/zFAFGKIE
( Web Application Firewall, WAF ) . CDN ( Content Delivery Network, IAHSA
M ) FEHEEA=FET.

E3)5
RBJLATEAPI ExplorerdRididiziE ], IFEMAIEEN . API Explorerf] LABEENERK
SDKRERAI, FHRMSDKIBRAENEIXINEE

URI

POST /v3/scm/certificates/{certificate_id}/push

% 4-60 BRSH

¥ BRI SHEER i)
certificate id | & String uFPid,

&IMRE: 16
BRAIKE: 16
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=PushCertificate

SIEREIERSS

APl &% 4 API
RS
2 4-61 153Kk Header 2#{
B8H =AWk SR R
X-Auth-Token | 2 String FHFToken,
BT EARIAMBRSSIRENFE P
Token$Z[¥REX ( MORZHELH
X-Subject-Tokenf{& ) »
BRAMKE: 32
BAKE: 2097152
% 4-62 53K Body 2
2% =A%k SR R
target_project | 2 String HEXEIRY B ARERSS T ERI X 1
=BIMEE: 1
RAKE: 255
target_service | 2 String IERHEXRIBERRSS, ZBZ
¥5: CDN. WAF, ELB,
BMEE: 1
RAKE: 64
N R SEL
RERG: 204
IEEIR[E,
R 401
2 4-63 I Body &%
2% SR 1
error_code String HEIRERIREIAIEIRD
=ME: 3
mAKE: 36
error_msg String BRI KIREIAVEIRER -
BNME: 0
BAEE: 1024
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SIEREIERSS

AP| &% 4 API
K& 403
% 4-64 KL Body S%
8% SHER fER
error_code String B=ia KR EIAYEEIRD o
BNME: 3
RAKE: 36
error_msg String HEIRIEKEROINERER.
BIM<E: 0
BAEE: 1024
RSB 500
% 4-65 IR Body %4
B8H SR R
error_code String ERIEIREAIEIRD
=B2M<E: 3
RAKE: 36
error_msg String EIRIERIRENVEIRIER
=BME: 0
BRAEKE: 1024
=GNl
{
"target_service" : "waf",
"target_project" : "cn-north-7"
}
M Rz~
K& 401
INIESRML 6
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RSB 403
=] R h311=1 8
{
"error_code" : "SCM.XXX",
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AP &% 4 AP

"error_msg" : "XXX"

}
RE&MG: 500
1%?5'%7552 HE?D an WE‘BET%"O
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

RS
R ik
204 IEEiRE],
401 TAIERML
403 2 tipia,
404 HIRREREE
500 1% —kﬂemﬁk HEJ’D Gl WEI;IZBE% o
eI
ESIEIRB.
4.1.4.2 {tEHEXIEDR
IheeNn4a
?tb%&i%ssLiIE:I%EUEE'TEEﬁEJziS?% (Elastic Load Balance, f&#RELB) . WebzFERAX
= (Web Appllcation Firewall, WAF ) . CDN ( Content Delivery Network, A&%H
72—@9&) EHE®ATTmF.
iz
RBJLATEAPI ExplorersRiidiziE ], IFEIMAIEEN . API Explorerl] LABENERK
SDKACHERAY, FHRESDKAIEREIEIHINEE
URI

POST /v3/scm/certificates/{certificate_id}/batch-push
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=BatchPushCertificate

TR EERS
APl &%

4 API

% 4-66 I81ZSH

2% ERWIE

SHER

1%

certificate_id =

String

iFBid,
=IMKE: 16
BKKE: 16

IERSH

X 4-67 53K Header &8

2H ERUWIE

SHERE

5

X-Auth-Token | 2

String

AR Token,

1B E FEIAMBRSZIRENE R
Token3Z[O3REX ( MgRziEE kA
X-Subject-Tokenfi9{& ) »

RIMKE: 32
RAKE: 2097152

7 4-68 53K Body 2%

2H BRWIE

SHERE

ik

target_project | =

S

Array of
strings

HEXREIRY B ARARSS P EERI XK,
CDN. ELB. WAF,

=AMKE: 1
BRAKE: 32
HAKE: 1-10

i

target_service

String

IEBHEXAIBRIRSS, SR
¥5: CDN. WAF, ELB,

=RIKE: 1
BXKE: 64

EVE=2
RSHG: 200

MAERRAS 11 (2025-03-24)
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SIEREIERSS

API &% 4 API
2 4-69 [ Body &%
el SR E[::)%
results Array of results EBBLER
objects HEKE: 1-10
2 4-70 results
8% SR )
project_name String HEXXIHZFR, fcn-north-7,
=BME: 0
RAKE: 63
cert_id String B#rEBID,
RIMKE: 0
BAEE: 255
message String HXER
BAMKE: 0
BRAKE: 255
K& 401
% 4-71 I Body 2%
B8H SR A
error_code String EIRIEXRIRERVEIRE .
RAMKE: 3
RAKE: 36
error_msg String EIRERIREIPVEIRES
=BME: 0
BAEE: 1024
REES: 403
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SIEREIERSS

APl &% 4 API
K 4-72 Wiy Body 2
2% SR #R
error_code String HiRiEIREIAIEEIRD .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIRENVEIRIER
=BME: 0
BAKE: 1024
R&[B: 500
K 4-73 Wi Body #
2% SR R
error_code String BEIREXRIREFVEIRE .
=BIM<E: 3
RAKE: 36
error_msg String EIRIEKREINEIRER.
RIMKE: 0
BRAKE: 1024
15K~
{
"target_service" : "waf",
"target_projects" : [ "cn-north-7" ]
}
i Rz 73~51
RE&ES: 200
IEEIRE],
{
"results" : [ {
"project_name" : "cn-north-7",
"cert_id" : "scs16751254852691",
"message" : "success"
1
}
RE&ES: 401
IANIERML .
{
"error_code" : "SCM.XXX",
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"error_msg" : "XXX"

}

R&ES: 403

Z\kipia,

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

RZEG: 500

1BRAKRTTR, IRSBIBBARIBFE.

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

KL
REB ik
200 EERE,
401 IAIESR .
403 =] by 1118
404 BIIREAREE .
500 BRAKTE, IRERAERE
== f3
52 EIRB.
4.1.4.3 EPEULH
IheEN 4R

ERESSLIEBRSE MR ETIE ( Elastic Load Balance, {&FRELB) . WebRAFH KIS
( Web Application Firewall, WAF) . CDN ( Content Delivery Network, RAEH A&
Mg ) SHERL A mE,

EOLYR
o HEEBE3INTABREINIEE, SBBEM= R, PELEHE30T/1HE.

il

ST LATEAPI Explorerdifidiziz [, IFEMAIESEAN . API Explorera] LABRNI4AERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=DeployCertificate

SIEREIERSS

APl &% 4 API
URI
POST /v3/scm/certificates/{certificate_id}/deploy
=474 BEBY
B8H =% SR R
certificate_id | & String uFBid,
=/IMKE: 16
RAKE: 16
IBREH
2 4-75 153K Header 2%
2% BEWI% SRR R
X-Auth-Token | 2 String FFToken,
BT iEARIAMBRSSIREX R
Token$Z[3AEY ( MIRZE S LA
X-Subject-Tokeng9{H ) .
RIMKE: 32
BRAKE: 2097152
7 4-76 153K Body 2%
2% BEWIE SRR R
project_name | & String ENRERENIBE SR, &
AEIMBT, Wiz{E region
ido
RIMRE: 1
RAKE: 255
service_name | 2 String IEPHEXHIBEIRRSS, HEIZ
¥5: CDN. WAF. ELB,
BIVMEE: 1
RAKE: 64
resources = Array of FrEIpEAIRIETIZE
DeployedRes SRR 1 - 20
ource objects
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TR EERS
AP &%

4 API

=31

2K 4-77 DeployedResource

2H

R

SHER

1%

id

P
[==]

String

&R, SPEWAFSELBRY, 4
BT

BIMKE: 0
RAXIKE: 63

type

iy

String

RIREE, HEXEPBEWAFE
IRRTERIEN, BIZ=EL

( premium ) 5=E
(cloud) .

=IMKE: 0

BAKE: 63

domain_name

i1y

String

HEPERNHE, ZRINERE
CONBIFEEN, BIFENNIEAYIE
2, HESIEBYRE LA,

=IMKE: 0
RAXKE: 63

enterprise_pro
ject_id

iy

String

HEPENRIRATEEWIRNE
ID, ZHRIXEBZBWAFZIRAT,
FEN

BIM<E: 0
RAKE: 63

RZSES: 200

% 4-78 IR Body &%

24

e St

ik

failure_list

Array of
FaiureResource
objects

HEBXRMAIRIRIIE
HAKE: 1-20
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TR EERS
AP &%

4 API

2 4-79 FaiureResource

24 SHER

115

resource String

MBLAMAEEREE, SFEWAFSELB
BY, LWFERREEID, ZPECDNAY, &
FERAINESE .

=MSE: 0

BKIKE: 63

failure_info String

%{ME , —IRIBIRIRSIREIREIR
ﬁg %Im\ o

BNME: 0
BAEE: 255

RS 401

7 4-80 I Body 2%

2H SRR

g

error_code String

tHixIs RIREIRYEIRID .
&AMRE: 3
EAKE: 36

error_msg String

BEIREXRIREIEIRER
BIM<E: 0
BAEE: 1024

RS 403

%= 4-81 IR Body &%4

28 SHER

114

error_code String

HRIE IR EIAYEEIRD
BIM<E: 3
BRAKE: 36

error_msg String

HiRIE IR ERIEIRER .
=IMKE: 0
BEAKE: 1024

K& 500
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IEREIERSS

APl &% 4 API
K 4-82 WLy Body 2
2% SRR A
error_code String Hmia KR EAYEEIRAD
BIM<E: 3
RAKE: 36
error_msg String HEIRERIRENERER
RIME: 0
BRXEE: 1024
=P
{
"service_name" : "ELB",
"project_name" : "cn-north-7",
"resources" : [ {
"id" : "982b8a6abebc43809d82a46ca99aaeb7"
11
}
N Rz~
K&/ 200
EEIR[E,
{
"failure_list" : [ {
"resource" : "982b8a6abebc43809d82a46ca99aaeb7",
"failure_info" : "ELB.8904:certificate 982b8ababebc43809d82a46ca99aaeb? does not exist"
11
}
RE&EE: 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
K& 403
= | 1118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZ&S: 500
IBRKTH, IRSBEENERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
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SIEREIERSS

APl &% 4 API
NG
RS ik
200 IEEIR[E,
401 TANIERML
403 2 b,
404 I TEARLE
500 BRARTR, RS[BALRE .
Hi=fg
B2 =D,

4.1.4.4 EHCHEERR

INEEN4A
EFIEREEMNEREIR, HXYEEEF LENIEEZIESR,
it
EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRN4ERK
SDKACEBRMI, FHRHSDKCIBREIEIRINEE
URI
POST /v3/scm/deployed-resources
=P

X 4-83 &K Header &%

2% ERWiE SR fiEid
X-Auth-Token | 2 String FHPFPToken,

B ERIAMARSSIREXF -
Token$Z[3REX ( MIRLE R LA
X-Subject-Tokenf9{H ) »

w=AMKE: 32
BAKE: 2097152
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ListDeployedResources

IEREIERSS

APl &%& 4 API
7= 4-84 153K Body &%
S =A% SR 1)
certificate_ids | & Array of WEBIDFIZE .,
RAKE: 16
HEKE: 1-50
service_names | & Array of RS BEFRIIZE.,
strings o WAF: B XEEWebky
FARE K IBRYERIR
e CDN: BHIEBXEAEH
KMBHER
e ELB: EEIFHXERMERE
9 (Z|B ) gORIR.
o ALL: EEIFBLAEIUFHERSS
ARIR.
BME: 0
BRAKE: 5
HEKE: 1-50
i R&E
K& 200
Z 4-85 IR Body 2%
8% SR R
results Array of BRERTIE, 1F151ESResultDetail
ResultDetail FEREUREIRE
objects BB 1-50
£ 4-86 ResultDetail
¥ SRR 3%
certificate_id String UEPID,

B/IMKE: 16
BAKE: 16
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SIEREIERSS

APl &% 4 API
2H SR )
total_num Integer HENEBEFESRSPENRSRIERD
.
=/ME: 0
&X{E: 1000
deployed_resource | Array of HENEPESBRRIE, FEEENH
s DeployedResourc | DeployedResourceDetail FEREELEH
eDetail objects BE .
HAKE: 0-100

2k 4-87 DeployedResourceDetail

84 SR A
service String IFREEPBRIBERS BN
o WAF: FFXExWebR RS X IEHIE
iHo
o CDN: IEPXEXABDKMLERIZ
o

o ELB: iFPXRBLEMREIIME (EH
B) &R

BME: 0

RAKE: 5

resource_num Integer IFRAESRIRS EEREHE.
=/ME: 0
BAE: 1000

resource_location | String £BhREZ ok RegionZK RS .

=RIMKE: 0
BRAKE: 63

region_resources | Array of BRRRIIE, FEEER
RegionResourceD | RegionResourceDetail= RIS
etail objects :/Z]8

#HABKE: 0-100
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2K 4-88 RegionResourceDetail

2%

SHERE

Hik

region_id

String

B=ID. HRFSIEFIRSHT,
region_idJgglobal, HFIZERIAMAYFRE
TeE =N

=RAMKE: 0
BRAKE: 63

is_error

Boolean

1BERHRIregionFFMERIIIEPR, MAZE

BEERRENIRE,

o true: FERE, Hairegionfhstit
R I

o false: TRE, HBiregionFrFtitEl
BIER

resources

Array of
ResourceDetail
objects

RRES, BIMRARFIRA: &BIEID +

“7 + BEEWR, 1EBEEER
ResourceDetail ZEREIELE 1508 .
HEAKE: 0- 100

£ 4-89 ResourceDetail

2%

SHR

faik

resource_id

String

HEID,
=ME: 0
RmAKE: 63

resource_name

String

RIRZRo
=IMKE: 0
BAKE: 63

K&S: 401

K 4-90 Wiy Body

2H

SHEE

ik

error_code

String

EIRIESORERIFEIRD
=IMKE: 3
BKRIKE: 36

error_msg

String

BRERIREIRERESR .
RIMKE: 0
RAKE: 1024
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RE&ES: 403
2 4-91 A5 Body 23
2% SRR R
error_code String H=ia KR EAYEEIRAD o
BIM<E: 3
RAKE: 36
error_msg String EIRIEKRLOINEIRER.
B2M<E: 0
BRAEKE: 1024
KZ89: 500
& 4-92 g Body 2#
8% SRR ik
error_code String ERIEXRIREFIEIRE .
=/IMEE: 3
RAKE: 36
error_msg String BIREXRREEIRER .
=BME: 0
BRAEKE: 1024
1=
{
"certificate_ids" : [ "scs1665472591541" ],
"service_names" : [ "WAF" ]
}
i Rz 735
R 200
IEEIR[E,
{
"results" : [ {
"certificate_id" : "scs1665472591541",
"total_num" : 1,
"deployed_resources" : [ {
"service" : "ELB",
"resource_num" : 1,
"resource_location" : "region",
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"region_resources" : [ {
"region_id" : "cn-north-7",
"is_error" : false,
"resources" : [ {
"resource_id" : "d93c9fe40959468eb2baf32590a1140a",
"resource_name" : "xxxx"
1]
1]
1]
1]
}
RE&ES: 401
INIESRML o
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&ES: 403
= | 11118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZ&ED: 500
IBRKTH, IRSENEHLERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 EEiR[E],
401 NI S
403 2 1biE,
404 BIEREAREE
500 BRKTH, RSENELRE.
e
BESIEIRE.
N —_
4.1.5 IFPIrEETE
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TR EERS
AP &%

4 API

4.1.5.1 RIEIFSEEIEPIIE

INEEN4A
RIS EEIERIIE,
i
R LATEAPI ExplorerdRiidizig [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDKACEBRMI, FRHSDKILIBREIEININEE
URI
POST /v3/scm/{resource_instances}/action
+ 4-93 BRBY
2% =% SR A
resource_insta | & String TE{Egresource_instances,
nces %/J\KE: 18
RAKE: 18
IBREH
2K 4-94 153K Header 2§
¥ BRWIE SR i)
X-Auth-Token | 2 String FHPToken,

B ERIAMARSSIREXF -
Token$Z[¥REX ( MIRLE R LA
X-Subject-Tokenf9{H ) -

=ME: 32
BAXEKE: 2097152
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TIEREERS
AP &%

4 API

% 4-95 153K Body 2%

2%

SHER

1%

without_any_t
ag

[= b= YA
BARWYIE
=

Boolean

BEE— L, ZFEBAH
trueE]‘EﬂﬁﬁﬁT iR HI A
R, LERT 2R “tags” .
“tags_any” . “not_tags” .
“not_tags_any” FES,

o true

e false

tags

i1y

Array of
ScsTag
objects

ey,

BainE, HZ88207 key,
F key FEMIvaluefz£201,
B keyIF R AvalueTT LA ZSE
{R(BLEIRABETRE . KeyZﬁ‘a“é
B5E, E—"keyHvaluesF g
5E8 ., FRROISEMBIREY
RIRFIER, keyZ[BER5HIX
£, key-valuetEtgrhvalueEol
BIXR . TtagiIIBEHFATIRE]
SEHE.

HAKE: 1-20

tags_any

iy

Array of
ScsTag
objects

]|

BEEEsE, R2E88201
key, B key FHEIAYvaluez%
201N, B keyXdRzAgvaluedT LA
N BEFIAABETREK
KeyTBEEE, E—1keyH
valuesTBEES . FRIREIEE
RERIRIRSIZER, keyZiER5K
AYXZE, key-valuetEigvalue
BHAIXR, TLIREMHITRE]
SEHE.

HAKE: 1-20

not_tags

iy

Array of
ScsTag
objects

rREHIER,

FEERE, xBE8201
key, B key FHEHMIvalueizZ
201, B keyxdMAYvalued LA
NEHBBEMRRBETRSE
KeyFgeEE, [E—" 1 keys
valuesHgeEE . FERIREIAE
BIRENRIRTIER, keyZ[E2
519%K, key-valuefhtge
value2eHIX R, TiTEHE M
FhREIESEHIE.

HAKE: 1-20
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TR EERS
APl &%

4 API

SH

SHERE

%

not_tags_any

Array of
ScsTag
objects

RETIE,

FEEEERE, RSE820
key, 8 key FHEAIValuesy
2201, 1 keyX I A9valuer]
AN R BEIARARBERR S
KeyAREeEE, [E—{ keyH
valuesTgeEE . FRIREIAE
BRENERYIER, keyZ B2
FHAIKR, key-valuefEHgrh
value@okAIX K, TiLIESEM
HREIEEEIE.

HBEKEE: 1-20

limit

i1y

Integer

BRFEHE, ENT:
e 10: BRETRIOFIERE

N o

o 20: BRER0KIEHBE
=]

s Ye)

e 50: BRERSOFKIEHE
=]

=/IME: 10
=A(E: 50
th&E: 10

offset

i1y

Integer

R5|E, REE, Moffsetis
TR F—REEFREE.
&/ME: 0

REE: 0

action

iy

String

BEFRR (ANgEA “filter”
& “count” ),

o filter: F¥ g€,

e count: RREESFEH.
=B/I\<E: 5

BRAKE: 6

matches

iy

Array of
ScsMatch
objects

BERFR.
key NEICECRIZFER, 4l

resource_nameZ, value APt
BCRYE. keySEBIEZFEH{E, &
e A EEMkeyTH A SZIFHY
key o

HAKE: 0-10
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2 4-96 ScsTag

%

key s

2% ERWIE SHER
Pz

String

FRESHE,

AT UTF-8 i Fx =2 (8
. mFE. EiES).
=K, URUT=E:
_.i=t+t-@

=AMKE: 1

BAKE: 128

iy

values

Array of
strings

REESE,

BHMMETA UTF-8 1 8XF T
FREEPX. BRFE. 8
BE) . =18, UKRLT
FR _.i=+-@

BME: 0

BRAEKE: 255

HAKE: 1-20

2 4-97 ScsMatch

2%

B SHERE

%S

=
key &=

String

FRESHE

A UTF-8 18R ~IIF (8
BRX. BHE. EiE%).
HFHTHE, UURIATERS:
=+ -@

=RIMSE: 1

BRAKE: 128

1y

value

String

FRE(E,

AT UTF-8 R ~I=(8
. mFE. 8185,
HFITHE, URATERS:
i =+-@

=RIMKE: 0

BAKKE: 255

RS &

RZSES: 200
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APl &%
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2 4-98 [ Body &%

S SRR 7%
total_count Integer SICRE
=/ME: 0
=XAE: 100
resources Array of HIRLBIFIZE, 1¥IEIES M TagResource
TagResource FEREUREMRAR
objects A E: 0 - 100
2k 4-99 TagResource
28 SRR )%
resource_id String WFEBHIZEIEID,
RIKE: 0
RAKE: 63
tags Array of eI, RBIFERANTHAE,
ScsResourceTag HAKE: 0 - 100
objects
resource_name String RREBR, WANTERSH,
=BME: 0
RAKE: 63
resource_detail resource_detail IFBREIFE.
object
& 4-100 ScsResourceTag
2H SR iR
key String IR,
BIM<E: 0
BRAKE: 128
value String REE,
B2M<E: 0
RAKE: 255
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£ 4-101 resource_detail

2% SHER fik

cert_id String WEBID,
=BNME: 16
BRAKE: 16

cert_name String IEBEIR. FRHKEAN3~631M1,
BIV<E: 3
BRAKE: 63

domain String ZIEBEPERISE o

o HMWSLANIERH “BPiHZ” 5 “IziE
27 XRIEREY, FEEESS
BazigZan,

o HMSLANIERR “SiHE” HKERIE
2!&9‘, FRERERINMEBENEE

B www.example.com

B2M<E: 0

BRXIKE: 255

cert_type String UEPBZER,

e OV_SSL_CERT: {RMVEISSLIFH,
e EV SSL CERT: RE3mEISSLIFH.
=B2M<E: 0

RAKE: 32

cert_brand String IFP M. GLOBALSIGN: GlobalSign
k.
BIM<E: 0
RAKE: 32

domain_type String RSN

e SINGLE_DOMAIN: BalgZ3R
e MULTI_DOMAIN: ZiHZ28,
e WILDCARD: jZigg38,
B2M<E: 0

RAKE: 32

purchase_period | Integer IERBER ()
=/IME: 0
&X{E: 1000
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¥ SRR i
expired_time String IEPBEIHEARTE), ERRATEE.

BNME: 0
BRAKE: 32

order_status String EBIRES,
BIM<E: 0
BRAKE: 32

domain_num Integer HBEH=E.

o ¥ “domain_type” EIRHIZ
“SINGLE_DOMAIN” @
“WILDCARD” ZEBIRGIEBAT, 13

HEEUESN “17 ,
o % “domain_type” EIRHIE
“MULTI_DOMAIN” ZBIRGIEHAT,
IR EETESA “2~2507 .
2/vE: 1
BEXE: 250

wildcard_number | Integer ZIBHE.
=BIME: 1
=AE: 100

sans String IERSPERIMINEZER
BIM<E: 0
RBRAXEKE: 4096

cert_des String IEREA .
B2M<E: 0
RAKE: 32

signature_algorith | String BEEZE.

m =BME: 0
BRAKE: 32

fail_reason String eSS

RIMKE: 0
RAKE: 255

partner_order_id | String TBRKS,
B&IMKE: 0
EAKE: 63

push_support Boolean IFRERAEIFHE,
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4 API

SH

SHERE

1)

cert_issued_time

String

IEBERAETE, ZRRAJEE.

BNME: 0
BRAKE: 32

resource_id

String

FiEid,
BIM<E: 0
BRAKE: 63

unsubscribe_supp
ort

Boolean

IEBREXIFERIT,

enterprise_project
_id

String

WIREID, EIAJ “07

MFFEEWIRBENAR, fFRRREE

FERIAEWIRE T,

MFARFEEWIMBRIAR, ®RRRIR

FEFEWIRB T,
BM<E: 0
RAKE: 36

origin_cert_id

String

ESIEBid,.
=IMKE: 0
BKIKE: 63

renewal_cert_id

String

SEWSLIERid,
=BME: 0
RAKE: 63

auto_renew_statu
s

Integer

BohEEEIRES,
=/IME: 0
BAE: 100

remain_cert_num
ber

Integer

RIFIEBBER T
&/ME: 0
AME: 100

auto_deploy_supp
ort

Boolean

IFBRAXIFEMERE.

R&ERS: 401
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2 4-102 IR Body &%
S8 SR ik
error_code String ERIEKIRERIFEIRE .
=BME: 3
BRAKE: 36
error_msg String BEIREXRIREIEIRER .
=RIMKE: 0
BEAEE: 1024
K& 403
2 4-103 I[gL7 Body &%
28 SRR )%
error_code String EIRIEXRIRERVEIRE .
=2M<E: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIER
BME: 0
BAEE: 1024
RE&ES: 500
% 4-104 I Body S
2¥ SR 3%
error_code String ERIERIREIAIEIRD .
BRIMRE: 3
RAKE: 36
error_msg String EIRERIREEIRER
=/MSE: 0
BAXEE: 1024
R
{
"action" : "filter",
"tags" : [ {
"key" N "key1",
"values" : [ "value1", "value2" ]
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1]

e Rz 73~ 451
RS/ 200
EEIRME,
{

"total_count" : 1,
"resources" : [ {
"resource_id" : "scs1664525717891"
Ao
"resource_detail" : [ {

"cert_id" : "scs1664525717891",
"cert_name" : "scm-e409cb",
"auto_deploy_support" : false,
"auto_renew_status" : 0,
"cert_brand" : "CFCA",
"cert_created_time" : null,
"cert_des" : null,
"cert_issued_time" : 1664528641000,
"cert_type" : "OV_SSL_CERT",
"domain" : "www.cfca.com",
"domain_num" : 6,
"domain_type" : "MULTI_DOMAIN",
"enterprise_project_id" : "7c0b1c33-491f-4b87-914a-bb708815b51a",
"expired_time" : 1696064641000,
"fail_reason" : null,
"multi_domain_type" : null,
"order_status" : "ISSUED",
"origin_cert_id" : null,
"partner_order_id" : "TA1664528570549_0573",
"purchase_period" : 1,
"push_support" : false,
"remain_cert_number" : 0,
"renewal_cert_id" : null,
"resource_id" : null,
"sans" : "www.test.com;*.test1.com;*.test2.com;www.test3.com;www.test4.com”,
"signature_algorithm" : null,
"unsubscribe_support" : false,
"wildcard_number" : 2

11
Ao
"tags" : [ {
"key" : "key1",
"value" : "value1"
11
Ao
"resource_name" : "scm-e409cb"
11
}
REES: 401
NS

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
W& 403
2\ bipiE,

{
"error_code" : "SCM.XXX",
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"error_msg" : "XXX"
}
R&E3: 500
1BRARTTR, IRSBBEAIBEE .
{"error_code" 1 "SCMLXXX",
"error_msg" : "XXX"
}
K&
RSB iR
200 EER[E],
401 TAIERYL
403 2 kipiEl,
404 BRI TEREE
500 BRARTR, RSBBAIBFE.
e
ESEIRE.
4.1.5.2 #it 2 Bl MIFRITEE
IhEEN 4R
Rt E VR TMIPRIRES o
izt
RBJLATEAPI ExplorersRiidiziEz [, IFEMAIEEN . API Explorerf] LABEENERK
SDKACHE R, FHRMESDKACHIRAEIEIRINEE
URI

POST /v3/scm/{resource_id}/tags/action

% 4-105 BERSH

2H BRWIE SHERE

resource_id

=
=

String

IEHid,
=IKE: 16
RAKE: 16
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TR EERS
AP &%

4 API

IERSH

2 4-106 153K Header 2]

2%

Rk

SHERE

ik

X-Auth-Token

=
=

String

FHPToken,
BIZERIAMBRSSIRENE
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenf{& ) »

RIMKE: 32
BRAIKE: 2097152

% 4-107 53K Body S

2%

Rk

SHERE

%S

action

=
=

String

IRSSIRIFIRIR
e create: GliE,
e delete: MIBR.
BIMKE: 6
RAKE: 6

tags

i1y

Array of
ScsResourceT
ag objects

&®

<Ho

¥AKE: 1-20

FREEFIZR, keyFvalueR{EXIHY
Pas

% 4-108 ScsResourceTag

2%

R

SHEE

%S

key

TGS
[=]

String

RS,
=IMSE: 0
BAKE: 128

value

iy

String

Fr&E(E,
=RIMKE: 0
BAKE: 255

R S5

K&RS: 200
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7= 4-109 IR Body &%
S SR 7%
desc String BRER,
BNME: 0
RAKE: 63
RS 401
% 4-110 I[IRL Body £
2 SR iR
error_code String Hmia KR EIAYEEIRAD o
BIM<E: 3
BRAKE: 36
error_msg String EIRIEKRLCINEIRER.
B2M<E: 0
BAEKE: 1024
KB 403
% 4-111 R Body 244
2% SRR 7%
error_code String EIREXRIRERVEIRE .
=BM<E: 3
RAKE: 36
error_msg String HEIRIERIRENVEIRIER
=BME: 0
BAEE: 1024
RZ&EG: 500
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2 4-112 I Body 2%

24 SHER

115

error_code String

HRIE IR EIAYEEIRD .
BIM<E: 3
BRAKE: 36

error_msg String

EIRIBRREHIEIREE
=IMKE: 0
BAKE: 1024

i5RHl
{

"action" : "create",
"tags" : [ {
"key" : llkey1 ll’
"value" : "valuel1"

Lo
"key" : "keyz",
"value" : "value2"

1]
}

il Bz 73=A5
R7E&RS: 200
FHIRE.,
{

"desc" : "success"

}
RE&EE: 401
NS
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
R&ES: 403
= | 1118
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

RZ&S: 500

IBRKTH, IRSBEENERE.
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
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NG

R A

200 IEEIREL,

401 TAIERML

403 2 bpia.

404 HIRREREE

500 BRARTH, RSBALRE
IR0

5 IR

4.1.5.3 BEEIRS

ab
IHgeN4a

BIEAREE

iEid

ZaJLATEAPI Explorerdifidiziz [, SXIFEMAIEEEAN . API Explorera] LABRN4ERK

SDKACHERBY, FHEMSDKRIDREIEIRINEE

URI

POST /v3/scm/{resource_id}/tags

£ 4-113 BZBH
SH =A%k SHR R
resource_id = String uFBid,
=B2I<E: 16
BAKE: 16
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=CreateCertificateTag

SIEREIERSS

APl &% 4 API
IBRSH
% 4-114 53K Header 2%
2% AW ST ik
X-Auth-Token | 2 String FHFToken,
B EBIAMARSIREN R
TokendZEFKREX ( MIRLE R kA
X-Subject-Tokenf9{H ) .
RAMKE: 32
BRAEKE: 2097152
% 4-115 153K Body &%
2% BRIk SR fHiA
tag = ScsResourceT | 5%,
ag object
2 4-116 ScsResourceTag
2% BRIk SR fEiR
key & String FRESHE,
BME: 0
BAKE: 128
value B String FRE(E,
RMKE: 0
BRAKE: 255
NS
REB: 200
2 4-117 IR Body 2%
2% SR L)%
desc String BRER,
=BME: 0
RAKE: 63
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REES: 401
% 4-118 I Body S
2% SR R
error_code String ERIERIREIAIEIRD .
=B2M<E: 3
BRAKE: 36
error_msg String HiRiEKIREREIRER .
=ME: 0
BAXEE: 1024
RESHE: 403
2 4-119 IR Body %1
28 SRR 3%
error_code String EIREXRIRERVEIRE .
=BMSE: 3
BAKE: 36
error_msg String BIRERREVEIRER .
BNME: 0
BAEE: 1024
KE&6S: 500
7= 4-120 NghZ Body %4
28 SR )%
error_code String BEiIREXRIREFVEIRE
BNME: 3
RAKE: 36
error_msg String HEIRIEKRLCINERER.
BIM<E: 0
BAEE: 1024
BRI
{
"tag" : {
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"key" : "key1",
"value" : "valuel"
}
}
M Rz~
RZ&D: 200
IEEIR[E,
{
"desc" : "success"
}
REB: 401
INIESRML
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZ&&D: 403
2kipia),
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RSB 500
BRKRH, IRSENERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
RS A
200 EFIRE,
401 TAIERY .
403 2 bpia.
404 R TEARLE
500 BRAKRTTH, RSBEBRIBEE .
=
ESIEIRB.
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API &%

4 API

4.1.5.4 {RIEIFB 1D TairsslE

TIREN A

il

URI

iEREH

=351

IRIBIEBIDEIIRESIE .

R0 LATEAPI ExplorerdrifFiiziEz [, STIFEIAIELEIN . APl Explorera]LABRI4ERL

SDKACHERAY, FHRESDKAIEREIEIHINEE

GET /v3/scm/{resource_id}/tags

% 4-121 BIEFSH

2% BEWYIE SRR R
resource_id = String uFHid,
BMKE: 16
BRAIKE: 16
& 4-122 i53K Header 3#
2 BEWI% SR R
X-Auth-Token | 2 String P Token,
B A RIAMBRSSIREXNFE P
Token$ZOREX ( MIRE S LA
X-Subject-Tokenf9(& )
RAMKE: 32
BRAEKE: 2097152
RSB 200
3= 4-123 I Body %
2% SR faik
tags Array of TEHIE, keyFlvaluelBETHIES
ScsResourceTag | ssmicpr: 1. 20
objects
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ListTagsByCertificate

SIEREIERSS

APl &% 4 API
2K 4-124 ScsResourceTag
S SR 7%
key String R
=RIMKE: 0
BAKE: 128
value String REE.
BR/IMRE: 0
BAKE: 255
KRS 401
2 4-125 Ui Body 2%
2¥ SR 7%
error_code String ERIERIREIAIEIRD .
RIMKE: 3
BRAKE: 36
error_msg String ERIEKIREIREIRER
=BME: 0
BAEE: 1024
RS 403
2 4-126 gL Body %1
S8 SR ik
error_code String ERIEKIRERIFEIRE .
=BME: 3
BRAKE: 36
error_msg String BEIREXRIREIEIRER .
BIM<E: 0
BAKE: 1024
K&ES: 500
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TR EERS
AP &%

4 API

iBERTA

il iz 73~ 451

2K 4-127 0 Body 2%

28 SHER

114

error_code String

Aixis KR
B&/MRE:
BRAKE:

[ERI$EIRAD -
3
36

error_msg String

EIRIE IR
RAMKE:
BRAKE:

EIREIRER .
0
1024

WR&ERS: 200
IEEiRE],

{
"tags" : [ {
"key" : "key1",
"value" : "value1"
o
"key" : "key2",
"value" : "value2"
11
}

RSB 401
INIEET

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
W& 403
2\ FipiEl,

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
RSB 500
BRERTH, REBRBRE.

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
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SIEREIERSS

APl &% 4 AP
NG

R g

200 IEEIREL,

401 TANIERML

403 2 \bipia.

404 TBERIUEARLE

500 BRATH, RSBALRE
$HIRE

ESEIRE .

4.1.5.5 EHFAEIRESIER

ThEEN 48
B BEIREIIR.
E)5N
EaTLATEAPI Explorerdifidiziz [, IFEIAIESEAN . API Explorera] LABRNI4ERK
SDKACHERA, FHRESDKAIBREIEIHINEE
URI
GET /v3/scm/tags
IERSH
7% 4-128 153K Header %
2% BEWI% SR R
X-Auth-Token | 2 String P Token,
B iEARIAMBRSSIREXNFE -
Token$z[3KREX ( MONZEE kA
X-Subject-Tokenf9(& )
BRAMKE: 32
BRAEKE: 2097152
NuRE %L
RS 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ListAllTags

TR EERS
AP &% 4 AP

7= 4-129 IR Body &%

28 ST R
tags Array of ScsTag REFIE, keyFvaluelBEXIRIES
objects HEKE: 1-20

2 4-130 ScsTag

2% SR fiik
key String REEHE

] UTF-8 BRTURRRIFB (S,
FEIRE. #iE%) .. HMFNTHE, UK
UTFFR: _.i=+-@

BNMNE: 1

BAIKE: 128

values Array of strings REEYIER,

HMEH UTF-8 BXEFRTNFB (88
. FEIFFE. EiE%). HFNT
1, URUTFRH: _.i=+-@
BMSE: 0

BRAKE: 255

FHAEKE: 1-20

KEB: 401

2 4-131 L7 Body &%

2% SR 1
error_code String EIRERIREIAIEIRD

=ME: 3

BRAKE: 36

error_msg String BRI KIREIAVEIRER -
BNME: 0

BAEE: 1024

WR&G: 403
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TR EERS
AP &% 4 AP

K 4-132 Ui Body 2%

2 SR ik
error_code String HRia KR EIAYEEIRAD o

BNMNE: 3

BRAKE: 36

error_msg String EIRIEKIROINERER.
=BIM<E: 0

BRAEKE: 1024

R&FS: 500

2 4-133 gL Body &%

2H SR oA
error_code String ERIEKIRERIFEIRE .

=BME: 3

BRAKE: 36

error_msg String BEiREXRIREIEIRER .
BNME: 0

BAKE: 1024

iERpI

N Rz
RAHG: 200
IE¥iRME],

{
"tags" : [ {
"key" : "key1",
"values" : [ "value1", "value2" ]
h o
"key" : "key2",
"values" : [ "value1", "value2" ]
1]
}

R&/D: 401
TANIERML

{
"error_code" : "SCM.XXX",
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TR EERS
AP &% 4 AP

"error_msg" : "XXX"

}
R&ES: 403
2kipia),
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

RZE: 500

BRAR5EH, IRSFENERE.
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

RSB

K& ik

200 IEEIREL,

401 INIEEML

403 2 ki,

404 IERRERLE

500 BRARTH, RSBRLRE.
$HI=0S

B2 W=D,

4.1.6 CSR =&

4.1.6.1 & CSR

INEEN4A
BIFECSR,

LB
RAJLATEAPI ExplorersRiidiziE ], IFEIMAIEEN . API Explorera] LABENERK
SDKAXAB =AY, FHEMSDKARBREIEIXINGE.

URI

POST /v3/scm/csr
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=CreateCsr

TIEREERS
AP &%

4 API

IERSH

X 4-134 153K Header &3

2% BRIk SR fEid
X-Auth-Token | 2 String FHPToken,

BIZERIAMBRSSIRENE
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenf{& ) »

w=AMKE: 32
BAKE: 2097152

% 4-135 53K Body S

8% BRI SRR ik
name 2 String BEEM CSREFR,

BME: 0
BRAKE: 63

String

Fali

domain_name

CSRYPERIE A . WNRIEIETEIR
RUFBERIBATERIZCSR, W0
BIRIEPHEFZEULNMSE
Aot .

BMEE: 0

BRAKE: 63

sans

iy

String

CSRYBERIFFAMNHE o
BME: 0
BAEE: 255

String

ali

private_key_al
go

FASARE . BB T:
e RSA_2048

e RSA_3072

e RSA_4096

e EC P256

e EC_P384

e SM2

=BI<E: 0
BRAKE: 63
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SIEREIERSS

APl &% 4 API
28 BBk SRR ik
usage = String CSRAgIZ . BYEWT:
e PERSONAL: P AIEH
e ENTERPRISE: 1RMSGEH
B2IM<E: 0
BRAXEKE: 255
company_cou | & String E=xR, & “usage” BUEA
ntry “ENTERPRISE” B, ARSEW,
iH, BYERHBI: CN,
BME: 0
BAEKE: 255
company_pro | & String a5, & “usage” BUER
vince “ENTERPRISE” B, ZAS#u%
1B, BESRA: b=,
=B2IV<E: 0
RAKE: 255
company_city | & String . & “usage” BUEA
“ENTERPRISE” B, AS#uk
1B, BETRA: db=m.
=RIMKE: 0
BAKE: 255
company na |& String NEIBR. Y “usage” BUEN
me “ENTERPRISE” A, ARSHw)
BMEE: 0
BRAEKE: 255
N Rz SE
KRS 201
7 4-136 g Body S
28 SR )%
id String CSRAYID,
=RIM<E: 0
B=AXKE: 63
name String BHENXCSREFR,
=BME: 0
RAKE: 63
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TIEREERS
APl &%

4 API

SH

SHERR

1)

domain_name

String

%3,
BNME: 0
BRAKE: 63

sans

String

CSRYBERIFI AN o
BIM<E: 0
RAKE: 255

private_key_algo

String

FIREERVEE BT
e RSA_2048

e RSA_3072

e RSA_4096

e EC_P256

e EC_P384

o SM2

B2M<E: 0

BAKE: 63

usage

String

CSRA3iE ., BYEWT:

e PERSONAL: PMAIEH
e ENTERPRISE: RIIiF+H
B2M<E: 0

RAKE: 255

company_country

String

Ezx, & “usage” BUEN
“ENTERPRISE” AY, KRSEWIE,

=RIMSE: 0
BAEE: 255

company_province

String

a7, 3 “usage” BUES
“ENTERPRISE” B, ZNSHUWAME,

BNME: 0
BAEE: 255

company_city

String

i, 2 “usage” BYES
“ENTERPRISE” A, ARSHWIE,

=BME: 0
RAKE: 255

company_name

String

NEEIR, & “usage” BUEN
“ENTERPRISE” RY, ASHUWIE,

RIMKE: 0
BRAKE: 255
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SIEREIERSS

APl &% 4 API
28 SR ik
create_time Long CSREI#ERT(a],
B/IME: 13
BRAE: 20
update_time Long CSREEFRHTIE],
=/IME: 13
BRAE: 20
REES: 401
% 4-137 @R Body 2%
2 SR R
error_code String RIS RIREIRIFEIRD
=BM<E: 3
RAKE: 36
error_msg String EIRERIREVEIRER
=B2M<E: 0
BRAXEE: 1024
K& 403
% 4-138 MR Body 2%
S8 SRR )%
error_code String ERIERIREIAIEIRD
=/IMEE: 3
RAKE: 36
error_msg String BRI KIREIAVEIRERE -
BNME: 0
BAEE: 1024
RZEES: 500
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IEREIERSS

API &%

4 API

i5RBl

N Rz~

K 4-139 Ui Body 2#f

24 SHER

115

error_code String

HIRIERK

RIMKE:
BAKE:

IR[EIRYEEIRED o
3
36

error_msg String

HiON=E
Hixlg>

RIMKE:
RAKE:

RERIEIRIES .
0
1024

{
"name" : "CSRxxxx",
"domain_name" : "xxx.com",
"private_key_algo" : "RSA_2048",
"usage" : "ENTERPRISE"

}

K& 201
IEREIREL,

"id" : "48e392628b0f47769e47d91acc7654a5",
"name" : "xxxx",
"domain_name" : "xxx.com",
"sans" : "",

"private_key_algo" : "RSA_2048",
"usage" : "ENTERPRISE",
"company_country" : "CN",
"company_province" : "t=m",
"company_city" : "Jt&=m",
"company_name" : "company",
"create_time" : 1735804566545,
"update_time" : 1735804566545

}
RE&ES: 401
INIERY
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
R 403
k51,
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
RZSES: 500
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TR EERS
APl &% 4 AP

IERKRTT, RBFAEIZFE.

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}

NG

K& ik

201 IEEIREL,

401 INIEEML

403 2 ki,

404 IHIRREREE

500 BRARTH, RSBALRE .
Hi=fg

B2 EIRE .

4.1.6.2 &if) CSR 5IIF&

INRENTA
BHCSREIZE,

L5
RBJLATEAPI ExplorerdRididiziE [, IFEMAIEEN . API Explorerf] LAEENERK
SDK{HSRBI, FHEMSDKRBREIEXINGE .

URI

GET /v3/scm/csr
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ListCsr

TR EERS
AP &% 4 AP

K 4-140 Query ¥
S ey SR 1)
B REBH=, BENT:

limit A Integer &
e 10: BRERI0FKIEHRE
o 20: BRER20FIEHEF
B,
e 50: BRESRSOFIEHE
B,
=/ME: 10
=AE: 50
tHhe&E: 10
offset & Integer REE.
=/]ME: 0
B=X{E: 100
Hh&EE: 0
name & String csrE R

=B2I<E: 0
BRAKE: 32
private_key_al String FIREARIRE, BB
go e RSA_2048
RSA_3072
RSA_4096
e EC P256
e EC P384
o SM2
BMEE: 0
RAKE: 64

1y
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IEREIERSS

APl &% 4 API
IBRSH
& 4-141 i53K Header ¥
2% BEWI% SR fEid
X-Auth-Token | 2 String FHPToken,
B BIAMBRSS SRENA F
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenf{& ) »
BRAMKE: 32
BAKE: 2097152
VRS54

RSES: 200

2% 4-142 3R] Body %

e SRR R
csr_list Array of CSR3IZ, *IEBZSN
CSRResponseBod | CSRResponseBody=FEREIRLEHIIRAA o
y objects HBIE: 0 - 1000
total Integer CSR¥=,
=/JME: 0
=RX{E: 10000

%% 4-143 CSRResponseBody

2%

SHERE

ik

id

String

CSRAYID,
=IM<E: 16
EAKE: 16

name

String

CSREFR,
RIMKE: 3
BRAKE: 63

csr

String

CSRHA .
=BIMKE: 3
BXEKE: 255
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SIEREIERSS

APl &% 4 API
2H SR )
domain_name String CSREFERIH S -

BNMNE: 1
BAEE: 255

sans String CSREBERIBI IO o
BIVMEE: 1
BAEE: 4096

private_key_algo | String ZHEE
BMSE: 0
EAKE: 64

usage String CSRABIE
=BME: 0
ERAKE: 64

company_country | String E=x.
BNMNE: 1
BRXEKE: 128

company_province | String =1V
BMEE: 1
EAKE: 255

company_city String .
BIMEE: 1
BRAKE: 32

company_name String REIETR,
BNMNE: 1
BRAKE: 128

create_time Long CSREIZERTIE] .
=/IME: 13
BRAE: 20

update_time Long CSREEFTHTIE],
=/IME: 13
BAE: 20

KEB: 401
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TR EERS
AP &%

4 API

= 4-144 IR Body &%

24

SHER

115

error_code

String

HRIE IR EIAYEEIRE
=BIM<E: 3
BRAKE: 36

error_msg

String

HRIE IR ERIEIREE .
=IMKE: 0
BAKE: 1024

K&ERG: 403

% 4-145 g i Body &#

24

sxm

ik

error_code

String

HiRIESOREAIFEIRD
RIMKE: 3
BKRIKE: 36

error_msg

String

ERIEKIREIREIRER
=BME: 0
BAEE: 1024

JRZSFS: 500

% 4-146 I Body 2%

2%

SHERE

ik

error_code

String

ERIEKIRERIEIRD .
=/IME: 3
RAKE: 36

error_msg

String

BRERIREREIRESR .
RIMKE: 0
RAKE: 1024

5K
x
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IEREIERSS

APl &% 4 API
N Rz~
RE&ES: 200
IEEIR[E,
{
"csr_list" 1 [ {
"id" : "48e392628b0f47769e47d91acc7654a5",
"name" : "xxxx",
"domain_name" : "xxx.com",
"sans" : "",
"private_key_algo" : "RSA_2048",
"usage" : "ENTERPRISE",
"company_country" : "CN",
"company_province" : "JtE=M",
"company_city" : "JtZ=m",
"company_name" : "company",
"create_time" : 1735804566545,
"update_time" : 1735804566545
1
"total" : 1
}
RS 401
INIERY
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS/ 403
= | 1118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
K&89: 500
1BRARTTH, IRSBEAIBEE .
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
K&
RS R
200 EEIRE,
401 TNIESM
403 2 kipiEl,
404 IHIRREREE
500 BRARTH, RSBALZRE
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SIEREIERSS

API &% 4 API
xS
B2 W=D
4.1.6.3 &if] CSR
INEeN4A
BifICSR,
i
R LATEAPI ExplorersRiidiziE [, IFEINMAIEEN . APl Explorera] LABEENERK
SDK{CHERBI, FHRESDKAHBRAEIEIRXINGE
URI
GET /v3/scm/csr/{id}
+ 4147 BRBH
B8H =% SR R
id = String CSREYID,
=RIMKE: 32
BRAKE: 32
IBRESH
7= 4-148 153K Header £
8% BEWi% SRR ik
X-Auth-Token | 2 String FHPToken,
BT ERIAMBRSSIAEVAEF
Token$Z[OFREX ( MR EE kA
X-Subject-Tokenf9{& ) »
RIMKE: 32
BRAKE: 2097152
D)VES54
RE&ES: 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ShowCsr

TIEREERS
AP &%

4 API

& 4-149 KL Body &%

2%

SHER

fik

id

String

CSRHYID,
=IM<E: 16
BKRKIKE: 16

name

String

CSRETR,
RIKE: 3
BRAKE: 63

csr

String

CSRAB .
BIMEE: 3
BEAKE: 255

domain_name

String

CSREBTERYIE A o
BIMKE: 1
RAKE: 255

sans

String

CSREBTERYFFANELE o

RAMKE: 1
BAKE: 4096

private_key_algo

String

BRI,
=IMKE: 0
BKKE: 64

usage

String

CSRAI%&,
BIMSE: 0
EAKE: 64

company_country

String

E=x.
RAMKE: 1
BAKE: 128

company_province

String

=17l
=RIME: 1
BEAKE: 255

company_city

String

.
BAMKE: 1
BRKE: 32

company_name

String

NEIBR.
RAMKE: 1
BAKE: 128
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SIEREIERSS

APl &% 4 API
28 SR ik
create_time Long CSREI#ERT(a],
=/IME: 13
BRAE: 20
update_time Long CSREEFRHTIE],
=/ME: 13
BRAE: 20
REES: 401
% 4-150 @R Body 2%
2 SR R
error_code String RIS RIREIRIFEIRD
=BM<E: 3
RAKE: 36
error_msg String EIRERIREVEIRER
RIME: 0
BRAXEE: 1024

K& 403

% 4-151 IR Body 2%

2%

SHEE

ik

error_code

String

ERIEKIRERIEIRD
=/IMEE: 3
RAKE: 36

error_msg

String

BRI KIREIAVEIRERE -
BNME: 0
BAEE: 1024

RZSES: 500
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TR EERS
APl &% 4 AP

2 4-152 I Body 2%

2% SHE i1}

error_code String ERIEKIRERIFEIR .
=BME: 3
BRAKE: 36

error_msg String HIRIEKIREIREIREE .
=BIMKE: 0
BAKE: 1024

BRI

i Rz 73~451
REM/: 200
iR,

"id" : "48e392628b0f47769e47d91acc7654a5",
"name" : "xxxx",
"esrt s xxxx”,

"domain_name
"sans" : ""

"prlvate_key_algo" : "RSA_2048",

"usage" : "ENTERPRISE",

"company_country" : "CN",

"company_province" b=,
"company_city" : "JtZ=mE",
"company_name" : "company",

"create_time" : 1735804566545,

"update_time" : 1735804566545

}

K&RG: 401
TNIERML
{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

0o

xxx.com",

}
RS 403
) Hpia),

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
R&RS: 500
IERAKTT, RBFAETZFE.

{
"error_code" : "SCM.XXX",
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SIEREIERSS

APl &%& 4 API
"error_msg" : "XXX"
}
RSB
RSB iR
200 IEEIRME],
401 IAIER .
403 ) Hipia,
404 A REREE
500 BRKTN, RSEAHLRE.
TES
B2 EIED.
4.1.6.4 &3 CSR
INEEN4A
BEFCSR,
U
R0 LATEAPI ExplorerdifFiiziEz [, STIFEIAIELEIN . APl Explorera]LABRI4ERL
SDK{XHE M, FHRMSDKARAIREIEIRINGE .
URI

PUT /v3/scm/csr/{id}

% 4-153 BRRSH

2% BEWi%E SRR ik
id = String CSRAYID,

=RIMKE: 32
BAKE: 32
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=UpdateCsr

IEREIERSS

APl &% 4 API
BRESE
2 4-154 153K Header &3
S8 Py p i SRR g
X-Auth-Token | 2 FAFToken,
BB FIAMBRSZIRENE
TokeniZEFKEY ( NMoRSHE LS
X-Subject-Tokenf{& ) »
=RIMKE: 32
BAEE: 2097152
7= 4-155 153K Body S
S8 BBk SR ik
name = CSRBFR .
BME: 0
BAXEKE: 255
il Rz 22

R&[3: 200

%= 4-156 R Body %

24 SHER

115

id String

CSRAYID,
BIMEE: 16
BRAKE: 16

name String

CSRER,
RIKE: 3
BRAKE: 63

csr String

CSRHB,
=BME: 3
BAKE: 255

domain_name String

CSRAPRERIEN o
RIMKE: 1
RAKE: 255
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TIEREERS
AP &%

4 API

SHERR

1)

String

CSRYBERIFI N0 o
BNMNE: 1
BAEE: 4096

private_key_algo

String

ZIREE,
=MSE: 0
BRAKE: 64

usage

String

CSRAEI&,
=IMKE: 0
BRKE: 64

company_country

String

S
BIMEE: 1
BAKE: 128

company_province

String

a8,
=IMIE:
BAKE: 255

—

company_city

String

.
RIKE: 1
BRAKE: 32

company_name

String

NEBR.
BAMKE: 1
RAKE: 128

create_time

Long

CSREIEERTE],
=/IME: 13
B=AE: 20

update_time

Long

CSREEFATIE] .
B/ME: 13
BRAE: 20

RE/: 401

% 4-157 I Body S

2%

SHERE

1)

error_code

String

EIRIERREHIFEIRD
BIMSE: 3
R=AKE: 36
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SIEREIERSS

APl &% 4 API
28 SEEER ik
error_msg String BIREXRREVEIRER .
BNME: 0
BAEE: 1024
K& 403
2 4-158 Ui Body 2%
S8 SR )%
error_code String BEiREKIREIRVEIRD .
=BME: 3
BRAKE: 36
error_msg String BEIREXRIREFEIRER .
BIM<E: 0
BRIKE: 1024
K&/ 500
% 4-159 [ Body S
28 SR ik
error_code String HRiaKIREIAYEEIRD o
BNME: 3
RAKE: 36
error_msg String EIRIEKRLCINERER.
BR/IMRE: 0
BAEE: 1024
R
{
"name" : "CSRxxxx"
}
M Rz~ A5l
RE&ES: 200
IEERE],
{
"id" : "48e392628b0f47769e47d91acc7654a5",
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"name" : "Xxxx",
"domain_name" : "xxx.com",
"sans" ;"
"private_key_algo" : "RSA_2048",
"usage" : "ENTERPRISE",
"company_country" : "CN",
"company_province" : "JtEM",
"company_city" : "JtERm",
"company_name" : "company",
"create_time" : 1735804566545,
"update_time" : 1735804566545
}
REG: 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
KRG 403
£ bpiE,
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RZ&MG: 500
BRKREH, IRSZENERE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RS
R ik
200 EEIRE,
401 TAIERML
403 2\ HpiE,
404 B EAREE .
500 BRAKRT, RSENDBEE
tt\
SEIE]
ESIEIRB.
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4.1.6.5 fHE& CSR

IhEeENA
FHIBRCSR
E I
R LATEAPI ExplorerdRiidiziz [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDKACEBRI, FHRHSDKILIBREIEIRINEE
URI
DELETE /v3/scm/csr/{id}
F 4-160 IB2BH
2% =% SR R
id 2 String CSREYID,
RIMKE: 16
RAKE: 40
IBREH
2 4-161 153k Header 2%
8H BRI SRR ik
X-Auth-Token | 2 String FHPToken,
B EBIAMBRSIRENE
Token$z¥REX ( MARZEE LA
X-Subject-Tokenf9{H ) »
BRIMKE: 32
BRAKE: 2097152
VRS54
K&M: 204
EEIRE],
RE&ES: 401
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2% 4-162 1L Body &%
2H SR iR
error_code String Hmia KR EIAYEEIRAD o
=BIM<E: 3
BRAKE: 36
error_msg String iR RKIRENEIRER
RIME: 0
BRAXEE: 1024
KES6S: 403
% 4-163 5 Body %
2 SR 7%
error_code String HimiEIREIAIEEIRD .
RIMKE: 3
BRAKE: 36
error_msg String ERIEKIREIREIRER
=BME: 0
BAEE: 1024
RZ&EG: 500
% 4-164 TR Body B
S8 SRR )%
error_code String EIREXRIRERVEIRE .
=/IME: 3
RAKE: 36
error_msg String BEiREXRREVEIRER .
BNME: 0
BAEE: 1024
=Rl
7
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N Rz~
KR&MB: 401
NS
{
"error_code" : "SCM.XXX",
}"error_msg" L IXXX!
R&E3: 403
2 1bipiE,
{
"error_code" : "SCM.XXX",
}"error_msg" L IXXX!
K&RB: 500
IERARTH, REFBANZE.
{
"error_code" : "SCM.XXX",
}"error_msg" L XXX!
AT
K& ik
204 EEIREL,
401 TN
403 =1y s1=]]8
404 TBERTUEARLE
500 BRARTH, RSBALRE .
=Sl
BESIEIRE.

L1ECSR,

EaTLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRNI4ERK

SDKICHERGI, FRHSDKICHIRABIEIRINARE .
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=UploadCsr
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URI
POST /v3/scm/csr/upload
RS
% 4-165 153K Header 2%
2% R WwI% SR fik
X-Auth-Token | 2 String FHFToken,
BIZERIAMBRSSIREVE
Token$Z[3REX ( MORZHEELH
X-Subject-Tokenf9{& ) »
BRAMKE: 32
BAKE: 2097152
7= 4-166 153k Body S
2% Bk SR fEiA
name = String BEMNCSREZFR,
=BI<E: 0
BRAKE: 63
csr = String UEHCSRIZS
RAMKE: 0
BRAKE: 2555
private_key & String IEPFATEE
BIMSE: 0
RAKE: 63
) EZS
R&E: 200
K 4-167 I[; Body 2%
2% SRR R
id String CSREYID,
RIMKE: 32
BRAKE: 32
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28 SR ik
name String BHENCSREZFR.
BNMNE: 1
RAKE: 63
create_time Long CSREIZEERTIE,
=BM<E: 13
BRAKE: 20
REES: 401
% 4-168 I Body 2%
2 SR R
error_code String RIS RIREIRIFEIRD
=BM<E: 3
RAKE: 36
error_msg String EIRERIREVEIRER
RIME: 0
BRAXEE: 1024
K& 403
£ 4-169 a7 Body S2H
S8 SRR )%
error_code String EIREXRIRERVEIRE .
=/IMEE: 3
RAKE: 36
error_msg String BiREXRREEIRER .
BNME: 0
BAEE: 1024
RZEES: 500
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2 4-170 I Body 2%
2% SRR A
error_code String Hmia KR EAYEEIRAD o
BIV<E: 3
RAKE: 36
error_msg String iR RKIRENEIRIER
RIMKE: 0
BRAXEKE: 1024
=GNl
{
"name" : "csrxxxx",
"esrt o Xxxxxx”,
"private_key" : "xxxxxx"
N Rz~
RE&ES: 200
EEIRE,
{
"id" : "474a519e2c884c34a2d01033a6493b3c",
"name" : "xxxx",
"create_time" : 1685325399000
}
RE&ES: 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&ES: 403
= | 1118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&E3: 500
1BRAKRTTR, IRSBIEBAIBFE.
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
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RS
RS ik
200 EEIRE,
401 TNIESM
403 2 Fipal,
404 BIEREREE
500 BRRTH, RFBEAIBRE.
BI=0
52 ERB,
4.1.6.7 E9FAR
INEENA
EiTFAR
Wi
&0 LATEAPI Explorerdhilidiziz O, STIFBNAIEEN . APl Explorera] LAEZH4EERY
SDKACHE R, FHEMSDKABRAEIEIRXINGE
URI

GET /v3/scm/csr/{id}/private-key

% 4-171 BIRS¥

e EEWE SR 1215
id = String CSRAYID,

BAMKE: 32
BRAIKE: 32
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https://console.huaweicloud.com/apiexplorer/#/openapi/SCM/doc?api=ShowCsrPrivateKey
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APl &% 4 API
IBRSH
& 4-172 153K Header 3
8% BEWI% SRR 1k
X-Auth-Token | 2 String FHPToken,
B BIAMBRSS SRENA F
Token$ZOKREX ( MARLEESkH
X-Subject-Tokenf{& ) »
BRIMKE: 32
BAKE: 2097152
VRS54
RE&MB: 200
% 4-173 @R Body 2%
2 ST R
private_key String FASH

=RIMKE: 0
BEAKE: 2555

RSB 401

2% 4-174 K7 Body 2%

24 SHR

ik

error_code String

EiREKIREIRIEEIRD
=BM<E: 3
BRAKE: 36

error_msg String

ERIEKIREIREIRER
=ME: 0
BAEKE: 1024

K&ERG: 403

MAERRAS 11 (2025-03-24)
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APl &% 4 API
7= 4-175 IR Body &%
e SHERR e
error_code String HimiEKIREIAIEEIRD .
=BM<E: 3
BRAKE: 36
error_msg String ERIEKIREIREIRER
=ME: 0
BRAKE: 1024
K& 500
7 4-176 IR Body 2%
B8H SR R
error_code String ERIERIREAIEIRID .
=BM<E: 3
RAKE: 36
error_msg String EIRERIRENVEIRIER
=BME: 0
BRAKE: 1024
=GNl
.
N Rz~
K&/ 200
IEEIR[E,
{
"private_key" : "xxxxxx"
K& 401
INIESR ML
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
REHS: 403
2 kipial,
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{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
K&/ 500
BERATH, IRSERILRE.

{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

RSB

7Nz R

200 IEEIRE

401 TAIER ML

403 Z\biAiE,

404 IHIRREREE

500 IERK5ERL, RSZBENEBRE
=0

B2 WEIRED.

4.2 EIEFABIUEH
4.2.1 FAE CA E18

4.2.1.1 & CAFIER

INRENA
BEHCATIZE,

iz
RBJLATEAPI ExplorersRiidiziE ], IFEIMAIEEN . API Explorera] LABENERK
SDKAXAB =AY, FHEMSDKABREIEIXINGE.

URI

GET /v1/private-certificate-authorities
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertificateAuthority

TR EERS
AP &%
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2 4-177 Query ¥

2%

SHER

1%

limit

= YA
BARWYIE
=

Integer

EEERREICRFH, BAME
10,

&/ME: 0

B=A{E: 1000

name

iy

String

CAIEBEZFR (CN ) iITiEE, B
FIRENB R A EERICA
IEB&ES.

BAMRE: 1

BAKE: 64

offset

iy

Integer

ZEIUE, MoffsetiSEtT—
SEIEFHRER., BIMERO.

&/IME: 0

status

iy

String

CAIEHIRZ, BRI IEIE

BES:

e PENDING : f55&, LORE
T, FARFEAIES;

e ACTIVED : Ei%i&, WIRE
T, TRFEAIESR;

e DISABLED : B2, IS
T, RalEFERIES;

e DELETED : itXIMIBR, tbik
ST, TOBEFERILES;

e EXPIRED : Ei3HA, AT
T, RaEFERILES.

type

iy

String

CAIEHEE:
e ROOT : {RCAIFH

e SUBORDINATE : M\ECAIF
B

sort_key

iy

String

HerEtE, BaisdsiATES:

e create_time : IFHEIEEATE
(BRIAN)

e common_name : iFBZFR
o type: CAIFHZRE
e not_after : IFPHZIHAATIE]

sort_dir

iy

String

HEEAE, SZEFLUHME:
e DESC:[&F= (2KN)
o ASC:HF=
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APl &%& 4 API
BRSH
%% 4-178 153K Header %{
S8 BRI SRR g
X-Auth-Token | 2 String FBFToken, B EBIAMIRSS
SKEN A P TokeniZZKER ( Mgk
JEEsLAX-Subject-Tokenfd
B) .
RIMKE: 32
BAEE: 2097152
Nz 221
R&EE: 200
2= 4-179 IR Body %
S8 SR A
total Integer CAIFBZE,
certificate_aut | Array of CA%ZE, 1¥I15i5Z& W CertificateAuthorities=

horities
thorities
objects

CertificateAu

ERHUREEIINEA

3£ 4-180 CertificateAuthorities

2% S

i

ca_id String

CAIEBID,
=/IMKE: 36
BAEKE: 36

type String

CASSHY:
e ROOT: #RCA
e SUBORDINATE: M\JECA

MAERRAS 11 (2025-03-24)
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2% SR ik

status String CAIEIRE:

e PENDING : Fi&E, WIRET, FaOBEFE
RIEB;

e ACTIVED : E&iE, WWIKET, AIETFERIE
$B;

e DISABLED : EZH, LBKET, FAaIREFE
RIEB;

e DELETED : itXUMliR, LLIRET, AeIBEFE
RIEH;

e EXPIRED : Ei3Hf, IWIKET, FHIREFEL
wH,

path_length Integer CARRKE,

WiEH
F: ERAURCAIEE, HRFERKERMIRS], (BAXA=F

BRAEHIEETSR—ENT. NECANBREKERCIER
MAFiEE, REEN0,.

=/JME: 0

mAE: 6

issuer_id String RCAIERID, BIEAIGEBRICAIERID, HRCA
I:FI, Et%ﬁ%nuuo

=R/IMKE: 36

RAKE: 36

issuer_name | String RLCAFBEIR. tBCAH, LEZ2#Anull,
=BME: 1

RAKE: 64

key_algorithm | String ZHHEE,
signature_alg | String BEIEFEE
orithm

freeze_flag Integer REEFRIR:

o 0:IERENT;

o HEE  FERTE, SRIE,

gen_mode String IEBERA:

o GENERATE : PCARZARY;

e IMPORT : 4NN ;

o CSR:/MEBIRMICSR, MEBCABTER, RIFA
SBARTEPCARITIEE .

serial_number | String UWEBFIIS,

BMSE: 1

EAKE: 64
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2% SR fik
create_time Long IEPEIERTE, BUAEE (ZVER) .
delete_time Long UEBMIERATE, & AREE (ZWER) .
not_before Long UEBRIEERTE, B AEEE (Z2WR) .
not_after Long UEBEIHERYE), & AREE (ZR) .
distinguished_ | Distinguishe | IEBERECE, #1F5E&MDistinguishedName
name dName FEREURENINER
object
crl_configurati | ListCrlConfig | iFHCRLECE, 1¥IEiEZS WListCrlConfiguration
on uration FEHIREMNER
object
enterprise_pro | String ®WIREID, BHAR “07 . MFFESWIRE
ject_id AR, FRERGTFHRACWIRE T, NFE
FEEWIRBERNER, ZrRERETEWIRE
o
free_quota Integer B ERITBEET
charging_mod | Integer &R
€ e 0:SEHE;
?;zﬁ'ﬁo
£k 4-181 DistinguishedName
8% SHRE T
common_nam | String IFBEBRAEIR (CN) , =T RN
e " " "\ "'"\ "*"\ %. M%\ Iy%—ﬁﬁk -kJ_._
BERBIT 64 FTF o
ﬁmﬁ§-1
EAKE: 64
country String ERmE, REERTIAR, KEN2MFH .
BIME: 2
RAKE: 2
state String AR, BMEeEA"-". """

TR, B, NTER, KE T EABIT 128 =F
o

BIMEE: 1

BRAKE: 128

MAERRAS 11 (2025-03-24)
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AP &%
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SH

SHRE

g

locality

String

WXEZFR, BREEEHE"-"C """
%ﬂ H=F. INFHRE, kFT EABIT 128
Fo

BNME: 1
BAKE: 128

organization

String

—/\g*/—{, g*}—(/\ﬁgmu n nmon non nn u,n\
F. HF. NFEM, KEREEBIT 64t
o

RAMKE: 1
RAKE: 64

organizational
_unit

String

n_n non non nn

(HIABATTRTR, BFREEE .
" FE. BF. INFER, kf T GBId 6417

=

FiTo
BIME: 1
RAKE: 64

& 4-182 ListCrlConfiguration

2 SR R
enabled Boolean EABRACRLERINEE.
o true
e false
crl_name String B HEYRIUSERFR
WiBA
ERPRIEE, EFBEIARBIENEBAIRCA ID,
obs_bucket_n | String OBSHEEFR o
ame
valid_days Integer CRLEFhEHA, B A"X"., BBSACRLAEHIN
BE, FWIEIR,
=/IME: 7
BXE: 30
crl_dis_point | String RIHTIFRS AL, BRI RAYOBSHERAICRLIZ(A

btk

izl
ASHAEFIRIEC_name. obs bucket_namel A
OBSHutIHITHHETIRL -

WK&G: 400
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7 4-183 g Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
2 4-184 IR Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
REB/: 403
2 4-185 IR Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
WRE&EE: 404
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APl &%
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BRI

il iz 73~ 451

7 4-186 1K Body &%

28 SR A

error_code String EIRIBEXRIREAIEEIRG
=ME: 3
RAKE: 36

error_msg String ERBENRENEIRER
BIM<E: 0
BAKE: 1024

RKEME: 500

K 4-187 i Body 2%

2 SR R

error_code String ERIEKIREAVEIRID
BIMSE: 3
RAKE: 36

error_msg String EIRIEKIREVEIRES
BM<E: 0
RAIKE: 1024

BHCAIEPFIZE, 1BKELFAIX-Auth-TokenFZEREEIEEtoken, HiZztokenEEE

BZRAPIRIIEIER -

GET https://{Endpoint}/v1/private-certificate-authorities

W&E: 200
EXRERIN

{

"total" : 2,

"certificate_authorities" : [ {
"signature_algorithm" : "SHA384",
"issuer_id" : null,

"issuer_name" : null,
"not_after" : 1678159435000,
"not_before" : 1646623375000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202203070322544291829058",
"distinguished_name" : {
"country" : "cn",

MAERRAS 11 (2025-03-24)
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"state" : "shanghai",

"locality" : "shanghai",
"organization" : "shanghai",
"organizational_unit" : "shanghai",
"common_name" : "CSR_123"

}

"key_algorithm" : "EC384",

"create_time" : 1646623375000,

"delete_time" : null,

"ca_id" : "abbbfObe-79f3-4f66-858a-0fdcb96dfcbe",

"type" : "ROOT",

"path_length" : 7,

"crl_configuration" : {
"enabled" : false,

"obs_bucket_name" :

"valid_days" : null,

"crl_name" : null,

"crl_dis_point" : null
}

h o
"signature_algorithm"
"issuer_id" : null,
"issuer_name" : null,

null,

: "SHA256",

"not_after" : 1727492412000,
"not_before" : 1632797952000,

"status" : "ACTIVED",
"freeze_flag" : 0,

"gen_mode" : "GENERATE",
"serial_number" : "202109280259122080649087",

"distinguished_name" :

"country" : "CN",
"state" : "Sichuan",

{

"locality" : "Chengdu",
"organization" : "TestA",
"organizational_unit" : "CloudBU",
"common_name" : "pca-ca"

}

"key_algorithm" : "RSA2048",

"create_time" : 1632797953000,

"delete_time" : null,

"ca_id" : "fb7bd6a6-6a11-4a58-8710-a3c0a620aedc",

"type" : "ROOT",

"path_length" : 7,

"crl_configuration" : {
"enabled" : false,

"obs_bucket_name" : null,

"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
}
1]
}

WK&G: 400

IERSHHIR.

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KRS8 401

HWIBKAIRERZEEN

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

MAERRAS 11 (2025-03-24)

WRIERE © LEARITERARERAF

139



SIEREIERSS
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RERD: 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&B: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS iR
200 BREMID
400 BRESHEIR
401 BRI RE R EZEN.
403 NI S
404 REAFESEERILE
500 ARSS AEREEIR
e
B2 EIEE.

4.2.1.2 Bz CA

TORENA

BICA, DLAT=MIER:

o GIRIRCA, RIFSHNEBTD, BELFE;
o GIEMNECA, AFEEEMHZLES, RIESH

&, HSWIEE;

o BIEMNECA, FREEEMHTZED, iB5Kbodyh IFZHRMIL=1"S8Z2—R]

aJ:

issuer_id. signature_algorithm. validity,
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IEREIERSS

APl &% 4 API
A
&0 LATEAPI ExplorerdidiiziZz [, SXIFEDNAUESEM . API Explorera] LABZ4ERE
SDKARBRMI, FRMSDKIIBRAENEIXINEE
URI
POST /v1/private-certificate-authorities
IBREH

% 4-188 53K Header 2%

2% BEWI%E SRR ik
X-Auth-Token | 2 String HRFToken, BEiZiEARIAMIRSS
SKEN A P TokeniZOFKER ( Nk
&2 sLAhX-Subject-Tokenfd
B).
RAMKE: 32
BRAXEKE: 2097152
% 4-189 153K Body 2%
e B WI%E SR R
type 2 String BUEEAICAZERY,
e ROOT : RCA
e SUBORDINATE : \\JECA
distinguished_ | 2 Distinguishe | IFPEIEE, FEEE2L
name dName DistinguishedName=E#IE
object LEFIIRBE
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertificateAuthority

IEREIERSS

AP| &% 4 AP
2% BBk SRR ik
key_algorithm | 2 String BIAEE, A ENT:
e RSA2048 : RSAES %, 248
K E2048(3;
e RSA4096 : RSAES%, 2¥4A
KE4096/i ;

e EC256 : H[EIILEL
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE256
fiz;

e EC384: {HEIA&EL
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
fiz;

o SM2: EXRZILEERDMA
AEILE L (E2RE
BHIASM3) , EIPKE256
3o

Validity EBEHE, PUT=fMIER:

object o BUBIRCA, JoE(E;

o GSIENECA, HEEBEH
EZIER, AWIR(E;

o SIENECA, FFEBEEH
TEZER, ASHEBHER
B%, BB BIEERXE
No

Ll
Figis&MValidity 2 EREURSEN
yi=1: =8

hsm_cluster_i HsmClusterin | JIIZHEEHEE:

nfo fo object . EEEBMEARATLER
X caTInE?
388
#1E152 I HsmClusterinfo=2E%

HIREEIRAR .

iy

validity

i1y
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SH

SHERE

%

issuer_id

=
=
= String

LCAIEBID, SLAT=MIE

o

o GIERCA, IRCAHBEERIE

B, TRCA, BRKZS

#;

o GIENECA, HEEEEH
EZIER, AWIEE;

o GIEZMECA, FEEHIEY
EZIER, RSHEBER
B, BiEIBHEERXE
No

=IMKE: 36

BRAKE: 36

path_length

i1y

Integer

CAIFBIERKE, fUT=M

BR:

o GUEEIRCA, NEFEHIRNIIE
BERRI R, IRCARGATR
SEREEMIRS, #iE2
BiZSE . IEBERIL T
M B CARPES;

o GIENECA, HEEBEY
EZUER, BRATEEN .
HEENO;

o SIENECA, FFEBEH
EZUER, ASHEBER
B, BUEIEPIHNEEEE
X, BEBREN;

=/ME: 0

=AE: 6

signature_alg
orithm

iy

String

BERRAExL.
o DLAT=FER:
- BIEMRCA, HWMIE(E;
- BUIENECA, HEERR
Az, JWER(E;
- BUIENECA, FEERR
AEZIES, ASHIES
WA, BEEBEE
BIRIEN.
o AIAEIT:
- SHA256
- SHA384
- SHA512
- SM3
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AP &%
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SH

SHERE

%

key_usages

Array of
strings

EIRRIE, BEMRESIIRFC

52807:4.2.1.375,

o digitalSignature : =%

e nonRepudiation : A
i

e keyEncipherment : 558
FINZZREE;

e dataEncipherment : B30
BHIE;

e keyAgreement : Z 81

e keyCertSign : & &iFH;

e CcRLSign : &&BHTIE;

e encipherOnly : {XFF1N
=)

o decipherOnly : (YT

%A
REEWNT:
o IRCAIEF: EKIAH

**[digitalSignature keyCertSig

n,cRLSign]*, ZREEFEAN
8;

o MECAIEH: BiASA
**[digitalSignature keyCertSig
n,cRLSign]*, XEFHFBE

o

crl_configurati
on

iy

CrlConfigurat
ion object

IEBCRLELE, iFIEEEN
CrlConfiguration= FRE{IELEH
58

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFFEEL
ZINER, FHEERNZFE
BRFEtl 2B, EifR
B LMNIZF R . &ERPA
WAZFER, BRATRHERAE
BRI ZINE THER.
ItEAT “enterprise_project_id”
BUER “all” . BERPBANZ
FE, BERHEUME—FH.
BYE “all” BUEAS “07 %
EIENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]

{12}$ ”
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.3

TR EERS
AP &%

4 API

SHERE

%

String

CAMEBID, MR AT
RECA; MRAAT
BEHICAEE.,

RIMKE: 36
RAKE: 36

, el
, WiRE

2 4-190 DistinguishedName

2H BRWIE

SHERE

%S

common_nam | &£

e

String

IEB@AZIR (CN) , BIRR

AbEEu " non non nn nn

AN %!r\ ﬁ%\ &%ﬂﬁ‘z
KERBEBII64=FF o
BIVEE: 1

BRAKE: 64

i

country

String

?ﬁﬁﬁqs /\EEEEIEQSZ—.HE‘Z 'tt
E200FF
BIVEE: 2
BAKE: 2

ali

state

String

BhER, /IRREEH"-"

" " " " " "\ "l"\ %E éﬁ
%\&%ﬂ& KEAREE
12855

BMEE: 1

BAEE: 128

ali

locality

String

WXZIR, FIRR ﬁE "t
=, &%ﬂﬁk t:F ZS ﬁ‘éi_
128 =5 o

BMEE: 1

BRAKE: 128

i

organization

String

—/\g?_{a %ﬂ/\HEEE" "
NN ) %5(
F. ,R%QHEJZ kFT
6ANFF o
BIEE: 1
BRAKE: 64
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4 API

SH

SHERE

%

organizational
_unit

String

ANBTEFR, AFRREER
ll_ll\ ll_ll\ n ll\ II-II\ |l,ll\ ?\
H=. NFHRE, KEABGED
64MUFRT o

BIVEE: 1

BAKE: 64

2 4-191 Validity

2H

SHER

%S

type

i

String

BRHARE, AwiE(E:
e YEAR: £ (1298)

e MONTH: B ( %—i#%31
x)

e DAY: H
e HOUR : /A

value

i

Integer

IFREEME, StypeXIMAISE

BE, MERESHEUTR

iy

o LEECA, BYHNFETF30

o NECASTAEIEH, BXEA
INFETF2045EF,

start_from

iy

Integer

Fe4aRdiE), JoETin(E:

o B ORTEE (=R ) ,
%N1645146939688/t3%
2022-02-18 09:15:39;

o ABFHFIRTESER, BD
start_from > (current_time
- 5min),

2 4-192 HsmClusterinfo

2%

Rk

SHER

1%

hsm_project

=
E

String

MBER:
o LbaN cn-xxxx-7

hsm_cluster_i
d

=
=

String

INZEZANEERFHTIREF

e tb#N 54d8301b-b859-4¢55-
a628-21fcf90e609e
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SIEREIERSS

APl &%& 4 API
2 BRWIE SR i)
hsm_ca_cert =2 String pemi& ik base64 2 fSRY=F
s
o MXXXXX
2k 4-193 CrlConfiguration
2 BRWIE SR i)
enabled = Boolean EABHCRLETINGE,
e true
e false
crl_name S String REYIRIERFR
i5EB
ERPRIEE, ESRBEIAFEEA
BUMEFRIRCA ID,
obs_bucket_ n | & String OBSHERFR
ame i5BE
METEHACRLARINAL:
o IWSEHHWEIN, BRFWR
ERIEFITIEN, EFPCAIRS
IJOBSHIEFXBUR, Biksl
K ERRHGE-EER
BEEHEPUR. EBBiHEL
B>t ET;
o ISERIOBSHEMREE, BN
FEREE
valid_days & Integer CRLEHEHE, B{IA"X". 3
BRCRLAHINEE, FWIEIR,
=/ME: 7
B=AfE: 30
RS &
KEB/: 200
7= 4-194 gL Body %4
2% SHER R
ca_id String LRI ARICAIERID,
=R/IMKE: 36
RAKE: 36
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RE&ES: 400
2 4-195 L7 Body %1
2% SR fik
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
BIM<E: 0
BAKE: 1024
RE/E: 401
& 4-196 gL Body %1
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
KEE: 403
= 4-197 IR Body 2%
e SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
REES: 404
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AP &%
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7= 4-198 IR Body &%

S SR R
error_code String EIRIEKIREAVEIRID

BIM<E: 3
RAKE: 36

error_msg String

EIRIEKIREREIREE
BM<E: 0
BAEKE: 1024

RASF5: 500

& 4-199 g Body &

8% SHRE faR
error_code String Hixia IR EIAVEEIRD

B/M<E: 3
RAKE: 36

error_msg String Y

=ME: 0
BAXEKEE: 1024

KIRMERIEIRER

i5RHl

EIEECAIES, BERLFAIX-Auth-TokenFEREEIEStoken, HiZtokenEEEBEBK
APIESIE IR

POST https://{Endpoint}/v1/private-certificate-authorities

{

"type" : "ROOT",

"key_algorithm" : "RSA4096",

"signature_algorithm" : "SHA512",

"distinguished_name" : {
"common_name" : "demoRootRSA",
"country" : "CN",
"locality" : "chengdu",
"organization" : "TestA",
"organizational_unit" : "dew",
"state" : "sichuan"

I

"validity" : {
"type" : "YEAR",
"value" : 3

I

"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : "demoBucket",
"valid_days" : 8
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IEREIERSS

APl &% 4 API
}
}
i Rz~ 5
RESHB: 200
BERERIN
{
"ca_id" : "66504812-fedc-414a-9b7c-4c1836398524"
}
R&ES: 400
BRESHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 401
SRR ERE SN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 403
NS
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
200 BRI
400 BRSHEIR
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SIEREIERSS

AP| &% 4 API
RS R
401 ISR TUEEEEN,
403 INIESE
404 BBEAFES R RERILE
500 REZAEPEIR .
EIRE

%

TS EIRB.

\

4.2.1.3 &) CA Ee&h

INEEN4A
BE1FCAIEHEER
U
EAJLATEAPI Explorerdifidiziz [, SIFEMAIEEEN . API Explorera] LABRI4ERK
SDKASRIRA, FHEMSDKACAERBIEIXINEE .
URI
GET /v1/private-certificate-authorities/quotas
IBREH
K 4-200 53K Header 2#{
2% =RWIE SHER R
X-Auth-Token | 2 String HRFToken, &EiZiEARIAMIRSS
SREYFE A TokendZFKEX ( MERL
iEBsLthX-Subject-TokenhY
B).
=RIMKE: 32
BXEKE: 2097152
R3S

RSEE: 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowCertificateAuthorityQuota

TIEREERS
AP &% 4 AP

2 4-201 I Body 2#f

2 S¥R ;275
quotas Quotas object | IEREEL, 1¥15EZS N QuotasF EREIELEITIN
B,

2 4-202 Quotas

2% SHRT T
support_hsm_ | Boolean A ERINETEEINEINEE
cluster o true
e false
resources Array of RRACENSIZR, 1¥IE1ES I ResourcesFEREIE
Resources £EMIRBE .
objects EKE: 0-10
£ 4-203 Resources
8% SHEE iR
type String UEF 2R

e CERTIFICATE_AUTHORITY: CAIFH;
e CERTIFICATE: FABITEH .

used Integer E{FFEECENES .
quota Integer AR EL:
e CERTIFICATE_AUTHORITY: YRR FAIEE
100;

e CERTIFICATE: & %t5E 100000,

W&E: 400

3 4-204 gk Body S

84 SHER P

error_code String HixiaSIREIAVEEIRD .
B/M<E: 3
RAKE: 36
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2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-205 IR Body 2%

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-206 [[I5 Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

2 4-207 IR Body &%§

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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APl &%

5K

N Mz 73~ 51

4 API
2% SR fik
error_msg String HEIRERIREIPIEIRES
=BNME: 0
BAKE: 1024
R&E: 500
7 4-208 gL Body S
8% SHE ik
error_code String HEIREKREIFEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE

=RIMKE: 0
BEAKE: 1024

BEHCAIFBEER, &K LHIX-Auth-Token R EEEStoken, HiZtokenEER

BZRAPIRYISIEABR o

GET https://{Endpoint}/v1/private-certificate-authorities/quotas

R7SE5: 200
BERE KD
{

"quotas" : {
"resources" : [ {
"type" : "CERTIFICATE_AUTHORITY",
"used" : 25,
"quota" : 100
11
}
}

R7SME: 400
BREHBIR.
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
WR&mB: 401
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BRI RNERE SN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 404
RERNFESLRFERKE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS R
200 BRI
400 BRSHEIR
401 AR DUEIESE
403 TAIERY .
404 RIEAFESREREARILE
500 ARSSAEREEIR -
XA
BESIEIRB.
4.2.1.4 &if) CA i¥15
IheeN4A
EFCAEE.
SHSRRAS 11 (2025-03-24) RIS © L ATITERABIRAE 155



IEREIERSS
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A
RBJLATEAPI ExplorerdRiidiziz [, IFEMAIESEN . APl Explorerf] LABENERK
SDKACHERAI, FHRMASDKAHE BRI INEE
URI
GET /v1/private-certificate-authorities/{ca_id}
+ 4-209 BB2BH
2% =Rk SR A
ca_id = String CAUEHID,
R/IMKE: 36
RAKE: 36
IBREH
2 4-210 153K Header 2%
2% =AWk SR ik
X-Auth-Token | 2 String PR Token, @iTiEREIAMIRSS
SRENFEF Token$Z FREY ( Mak:
JHESLEX-Subject-TokenHY
B) .
BRIMKE: 32
BAEE: 2097152
D)VES54
RSB/ 200
2= 4-211 IR Body £33
2% SR it
ca_id String CAIE#HID,
w&/IMKE: 36
BRAKE: 36
type String CASSEY:
e ROOT: tECA
e SUBORDINATE: M\J/ECA
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowCertificateAuthority

TR EERS
AP &% 4 AP

2% SR ik

status String CAIEIRE:

e PENDING : Fi&E, WIRET, FaOBEFE
RIEB;

e ACTIVED : E&iE, WWIKET, AIETFERIE
$B;

e DISABLED : EZH, LBKET, FAaIREFE
RIEB;

e DELETED : itXUMliR, LLIRET, AeIBEFE
RIEH;

e EXPIRED : Ei3Hf, IWIKET, FHIREFEL
wH,

path_length Integer CARRKE,

WiEH
F: ERAURCAIEE, HRFERKERMIRS], (BAXA=F

BRAEHIEETSR—ENT. NECANBREKERCIER
MAFiEE, REEN0,.

=/JME: 0

mAE: 6

issuer_id String RCAIERID, BIEAIGEBRICAIERID, HRCA
I:FI, Et%ﬁ%nuuo

=R/IMKE: 36

RAKE: 36

issuer_name | String RLCAFBEIR. tBCAH, LEZ2#Anull,
=BME: 1

RAKE: 64

key_algorithm | String ZHHEE,
signature_alg | String BEIEFEE
orithm

freeze_flag Integer REEFRIR:

o 0:IERENT;

o HEE  FERTE, SRIE,

gen_mode String IEBERA:

o GENERATE : PCARZARY;

e IMPORT : 4NN ;

o CSR:/MEBIRMICSR, MEBCABTER, RIFA
SBARTEPCARITIEE .

serial_number | String UWEBFIIS,

BMSE: 1

EAKE: 64

SCASRRAS 11 (2025-03-24) WA © EARUERABIRAE 157



TR EERS
AP &%
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2% SR fik
create_time Long IEPEIERTE, BUAEE (ZVER) .
delete_time Long UEBMIERATE, & AREE (ZWER) .
not_before Long UEBRIEERTE, B AEEE (Z2WR) .
not_after Long UEBEIHERYE), & AREE (ZR) .
distinguished_ | Distinguishe | IEBERECE, #1F5E&MDistinguishedName
name dName FEREURENINER
object
crl_configurati | ListCrlConfig | iFHCRLECE, 1¥IEiEZS WListCrlConfiguration
on uration FEHIREMNER
object
enterprise_pro | String ®WIREID, BHAR “07 . MFFESWIRE
ject_id AR, FRERGTFHRACWIRE T, NFE
FEEWIRBERNER, ZrRERETEWIRE
o
free_quota Integer B ERITBEET
charging_mod | Integer &R
€ e 0:SEHE;
?;zﬁ'ﬁo
£ 4-212 DistinguishedName
8% SHRE T
common_nam | String IFBEBRAEIR (CN) , =T RN
e " " "\ "'"\ "*"\ %. M%\ Iy%—ﬁﬁk -kJ_._
BERBIT 64 FTF o
ﬁmﬁ§-1
EAKE: 64
country String ERmE, REERTIAR, KEN2MFH .
BIME: 2
RAKE: 2
state String AR, BMEeEA"-". """

TR, B, NTER, KE T EABIT 128 =F
o

BIMEE: 1

BRAKE: 128
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TR EERS
AP &%

4 API

SH

SHRE

g

locality

String

WXEZFR, BREEEHE"-"C """
%ﬂ H=F. INFHRE, kFT EABIT 128
Fo

BNME: 1
BAKE: 128

organization

String

—/\g*/—{, g*}—(/\ﬁgmu n nmon non nn u,n\
F. HF. NFEM, KEREEBIT 64t
o

RAMKE: 1
RAKE: 64

organizational
_unit

String

n_n non non nn

(HIABATTRTR, BFREEE .
" FE. BF. INFER, kf T GBId 6417

=

FiTo
BIME: 1
RAKE: 64

Z 4-213 ListCrlConfiguration

2 SR R
enabled Boolean EABRACRLERINEE.
o true
e false
crl_name String B HEYRIUSERFR
WiBA
ERPRIEE, EFBEIARBIENEBAIRCA ID,
obs_bucket_n | String OBSHEEFR o
ame
valid_days Integer CRLEFhEHA, B A"X"., BBSACRLAEHIN
BE, FWIEIR,
=/IME: 7
BXE: 30
crl_dis_point | String RIHTIFRS AL, BRI RAYOBSHERAICRLIZ(A

btk

izl
ASHAEFIRIEC_name. obs bucket_namel A
OBSHutIHITHHETIRL -

WK&G: 400
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SIEREIERSS

APl &%& 4 API
K 4-214 [0 Body 2%
S SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
2 4-215 Ui Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
7 4-216 g Body S
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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2K 4-217 0[; Body 2%
28 SR A
error_code String EIRIBEXRIREAIEEIRG
=ME: 3
RAKE: 36
error_msg String ERBENRENEIRER
BIM<E: 0
BAKE: 1024
KE/: 500
% 4-218 I Body S
2 SR R
error_code String BiximKIREIAYEEIRD -
BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
=RIMKE: 0
RAIKE: 1024
=Rl

il iz 73~ 451

BIHCAIEE, 1BKLFHIX-Auth-TokenZEREEIEStoken, HiZtokenEEZEBAR

APIESIE IR

GET https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7

W&E: 200
EKERIN
{

"signature_algorithm" : "SHA384",
"issuer_id" : "928bd666-e879-448a-ab54-82f6ae3d81e0",

"issuer_name" : "IT Root CA",
"not_after" : 1647567892000,
"not_before" : 1645148632000,

"status" : "ACTIVED",

"freeze_flag" : 0,

"gen_mode" : "CSR",

"serial_number" : "202202180143522338893611",
"distinguished_name" : {

"country" : "CN",

"state" : "guangdong",
"locality" : "shenzhen",

MAERRAS 11 (2025-03-24)
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AP &%

4 API

}

"organization" : "TestA",
"organizational_unit" : "IT",
"common_name" : "IT Root CA"

"key_algorithm" : "RSA",
"create_time" : 1645148633000,
"delete_time" : null,

"ca_id" : "4c0e772e-a30c-4029-b929-b7acb04143f7",

"type" : "SUBORDINATE",

"path_length" : 0,

"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null

}
}

KEB/: 400

IERSHEIR,

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

REHE: 401
WSRO TEHTELEN,

"error_code" : "PCAXXX",
"error_msg" : "XXX"

KEB/: 403
TAUESRIY .

"error_code" : "PCAXXX",
"error_msg" : "XXX"

KE/: 404
TR FESEBEAR LS

"error_code" : "PCAXXX",
"error_msg" : "XXX"

KE/: 500
RS EREEIR

"error_code" : "PCAXXX",
"error_msg" : "XXX"
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SIEREIERSS

API &% 4 API
NG
K& ik
200 BEREMLI
400 BERESHBIR.
401 BRI NEREZEN.
403 TANIERML
404 REAFERTFERILE
500 ARSSAEBEIR o
$HI=6
B2 W=D,

4.2.1.5 fHiEg CA

THRIMIBRCA, 1HRIZDREMFRCAILES, B[IRE7X ~30KIIMIER.

RESEPRER” FEE ‘= BFA IS, oMk, ” F8E “RET, BIZERRE
B, THFEEMRR

EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRN4ERK
SDKHERBI, FHEMSDKRBREIEIXINGE

TIRENR

(00 388
il
URI

DELETE /v1/private-certificate-authorities/{ca_id}

% 4-219 BZS#

2% BRWIE SR fHR
ca_id = String FrEitXIMIBREYCAIERID,
=IMKE: 36
RAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DeleteCertificateAuthority

SIEREIERSS

API &% 4 API
2 4-220 Query 2
el =AWk SR R
pending_days | & String FERMIBRATIE), BAA” X “,
HRFPARBMNZFE, BIAR
30,
BIVEE: 1
RAKE: 2
IBRESH
2 4-221 i53K Header 3#
2% =% SR ik
X-Auth-Token | 2 String HPFPToken, @B AMIAMIRSS
SRENFA F Token$Z CIFRAY ( MR
JEESLAX-Subject-Tokenfd
B)
BRAMKE: 32
BRAKE: 2097152
e
KRE&MG: 400
% 4-222 [ Body S%
B8H BHEE R
error_code String HixiaSIREIAIEEIRD
BM<E: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIER
=NME: 0
BRAEKEE: 1024

ARS8 401
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SIEREIERSS

APl &%& 4 API
7= 4-223 IR Body &%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
% 4-224 [ Body %
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
7 4-225 gk Body S
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
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TR EERS
AP &%

4 AP

K 4-226 I Body 2%

2H SHH R

error_code String EIRERIR
RAMKE:
RAKE:

[EIA9HEIRED o
3
36

error_msg String EIRIERIR
RIMKE:
RAKE:

EREIRER .
0
1024

BRI

THRIMIBRCA, BKLFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEZEEBAR

APIEJIE IR

DELETE https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7?

pending_days=7

i Rz 735
&G 400
EREHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

K&ERS: 401
WIBRATRERZEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSE5: 403
IANIESRI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WK&G: 404
BRRAFERRFEAREE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KE/: 500
IRSZEBEEIR
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SIEREIERSS

APl &% 4 API
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
N
K& ik
204 BEREML, Flakbody
400 BRESHEIR
401 ISR UE R EZEN
403 TN
404 BREAFESRERARKE .
500 ARSSAEBEIR -
=Sl
B2 WEIEB.

4.2.1.6 & CA

RBJLATEAPI ExplorerdRidisiziEz [, IFEMAIEEN . API Explorerf] LABENERK

INeeN 4R
HGECA,
(RERL
QEMEBATF EHE RS, ATHTHERE.
Wil
SDKACHE R, FHEMSDKARDREIEILINGE .
URI

POST /v1/private-certificate-authorities/{ca_id}/activate

% 4-227 BIRSH

S =AWk SHLR iR
ca_id = String FrERERIMNECAIERID,

RMKE: 36
BAIKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=IssueCertificateAuthorityCertificate

TIEREERS
AP &% 4 AP

IERSH

2 4-228 153K Header 2%{

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAIKE: 2097152

7= 4-229 {53k Body &%

2 Ay SR )%

String R CAUEBID,

RIMKE: 1

BRAKE: 64

Integer BERKE.

=/ME: 0

BRAE: 6

signature_alg String BRREEE, ANEEUT:
orithm e SHA256

e SHA384

e SHA512

e SM3

Validity BB, FEEsl
object Validity=FEREHELEEIHER o
hsm_cluster_i HsmClusterln | JIZHEEH=E:

nfo fo object o BIBHIAPATLUERIL
BT caH TN

izl

#5152 IWHsmClusterinfo=2Eg
HUREHEIRAE

String BUEEAICAZEEY, (INRMER

[BEACA, AWIEE )

e ROOT : fRCA

e SUBORDINATE : \/ECA

i

Fali

issuer_id

iy

path_length

i

i

validity

iy

iy

type
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IEREIERSS

APl &% 4 API
2% 2RIE SRR ik
distinguished_ | & Distinguishe | IEPEREE, FHEESR
name dName DistinguishedName==ER
object LEH9iHE, (R MEEEE
CA, AWIEE)
key_algorithm | & String FHREE (MR EEEE

CA, AWE(E) , AIEE

T:

e RSA2048 : RSAE %, Z4H
KE2048(;

e RSA4096 : RSAEX, BB
KE409611 ;

o EC256 : {HEIEEX
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$BIE256
fiz;

e EC384: {HEMZLEE
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
fiz;

o SM2: EXRZFIEEERMA
EMESE (S3185F
HIASM3) , EAKE256
3o
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TR EERS
AP &%

4 API

SH

SHERE

%

key_usages

Array of
strings

EIRRIE, BEMRESIIRFC

5280#94.2.1.3%5,

o digitalSignature : =%

e nonRepudiation : A
#;

e keyEncipherment : 558
FINZZREE;

e dataEncipherment : B30
BHIE;

e keyAgreement : Z 81

e keyCertSign : & &iFH;

e CcRLSign : &&BHTIE;

e encipherOnly : {XFF1N
=,

o decipherOnly : (YT

%A
REEWNT:
o IRCAIEF: EKIAH

**[digitalSignature keyCertSig

n,cRLSign]*, ZREEFEAN
8;

o MECAIEH: BiASA
**[digitalSignature keyCertSig
n,cRLSign]*, XEFHFBE

o

crl_configurati
on

iy

CrlConfigurat
ion object

IEBCRLELE, iFIEEEN
CrlConfiguration= FRE{IELEH
58

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFFEEL
ZINER, FHEERNZFE
BRFEtl 2B, EifR
B LMNIZF R . &ERPA
WAZFER, BRATRHERAE
BRI ZINE THER.
ItEAT “enterprise_project_id”
BUER “all” . BERPBANZ
FE, BERHEUME—FH.
BYE “all” BUEAS “07 %
EIENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]

{12}$ ”
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.3

TR EERS
AP &%

4 API

2 4-230 Validity

2%

SHER

1%

type

String

BRHEARE, AwiE(E:
e YEAR: £ (1298)

e MONTH: B ( %&—i%31
x)

e DAY : H
e HOUR : /B

value

i

Integer

IEREWHAE, StypeXdAIE

é"tj{E, B EFTH LA TR

y:

J ZEECA, BRHEINFEFT30

o NECASFEBIEH, BXHA
INFET205,

start_from

iy

Integer

Fe4aRdiE), JoETin(E:

o BILHRNEE (ZRR) ,
4116451469396881t3%
2022-02-18 09:15:39;

o FBEFHFiRtEsHH, BN
start_from > (current_time
- 5min),

2 4-231 HsmClusterlnfo

24

B Wik

IEZ:

SHEE

HEk

hsm_project

=
=

String

mMBER:
o LbaN cn-xxxx-7

hsm_cluster_i
d

=
=

String

NN ERH TR
e ka0 54d8301b-b859-4¢55-
a628-21fcf90e609e

hsm_ca_cert

i

String

pemi8iEHbase64 2 IFHIF
e
o MXXXXX
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TR EERS
AP &%

4

API

£k 4-232 DistinguishedName

2H

AU

SHER

1%

common_nam
e

String

WEBEBRASBFR (CN) ,
AbEE" n non " "\ nn
e %!\ %SI%\ &%ﬂﬁk
KERBEBIT64IFRT o
BIEE: 1

BRAKE: 64

nn

BIRR

country

i

String

ESE-TER
Bl 21_7—??’4“% o
BIVEE: 2
RAKE: 2

HBEHRZEIAERL, K

state

i

String

n_n

BhBIR, SMRREE
" " " " "\ "]"\ %. @
=, IR%_HEJZ KEAREE
128155,

BIMKE: 1

BAKE: 128

locality

ali

String

ﬂi’JX%*ﬁ ‘gﬂ/\ﬁgﬂﬂ" "
" " " " " "\ "I"\ %. ﬁ

=, &%ﬂﬁk KEARBEET
128155

BIVMEE: 1
BAEE: 128

organization

ali

String

—/\%*I_{ g*’_{/\ﬁEEE" "
" " " "\ "'"\ %. ﬁ&
%\&%ﬂﬂ KEAHEE
6ANFTF o
BIMEE: 1
BRAKE: 64

organizational
_unit

]

String

HAPTRIR, BIRR

n_n non nn nun

(]
~Bt

éﬁl%\ ,R%HEZ 'IKJ_‘_TB g
BAIF T o

BIVEE: 1

RAKE: 64

U FEE
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SIEREIERSS

API &% 4 API
2k 4-233 CrlConfiguration
el =AWk SHRT R
enabled = Boolean EABRACRLAHINEE,
e true
e false
crl_name ES String REYIRIERFR
iRER
ERPTEE, EFERARES
BIIERAILCA ID,
obs_bucket n | & String OBSHERTR
ame i5%E8
UHEEERACRLARINAE:
o IWBSHCHNIER, BRFPYR
ERIEHRITIEN, 1EFPCARS
STOBSHIMEAIUR, BAS
A EBRHEHGCE-EER
EEEEEIUR. EBRHEL
E>-ERET;
o IBERIOBSIBLRFIE, BN
RS .
valid_days = Integer CRLEEFFEHR, BBfUR"X". H
[EACRLA#INEE, NMEIR,
=/ME: 7
=AME: 30
R3S
RESHB: 400
25 4-234 IR Body %
B8H BHEE R
error_code String HixiaIREIAIEEIRD
BM<E: 3
BRAKE: 36
error_msg String HEIRERIREIPEIRES .
=BME: 0
BAKE: 1024

ARS8 401
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SIEREIERSS

APl &%& 4 API
7 4-235 [ghi Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
2 4-236 L Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
2 4-237 L7 Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
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TR EERS
AP &%

4 API

7 4-238 IR Body &%

2H SHE R

error_code String EIREKIR
RAMKE:
RAKE:

[EIAYHEIRED o
3
36

error_msg String EIRIERIR
mRIMKE:
RAKE:

EIREIRER .
0
1024

BRI

BGECA, 15Kk FAIX-Auth-TokenZEREEIEStoken, HiZtokenEZEEBAAPIHY

AIEAXBR

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/activate

{
"signature_algorithm" : "SHA256",
"validity" : {
"type" : "YEAR",
"value" : 1

1
"path_length" : 3,

"issuer_id" : "c718fe5f-d44a-467f-80f1-948348ff4132"
}

M Rz~
KRE&MB: 400
BRSHEIR
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RSB 401
WERIINERTESN

{
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
REB: 403
INIES
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB/: 404
TR FESEREREE
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IEREIERSS

APl &% 4 API
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
R&FS: 500
ARSSPIEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
K&
K& ik
204 BREMI, Tlakzbody
400 BERSHBIR.
401 BRI RE R EZEN.
403 TANIERML
404 BREAFESRERARKE .
500 ARSSAEBEIR o
e
B2 =D,

kR

4.2.1.7 & CA BIIEEEZiBEK (CSR)

TORENA

iz

URI

SHCARIEBEZIEK.
(MERITY::
RELACARTFHIE NS, JSHIEBERIBER.

EaJLATEAPI Explorerdididiziz [, IFEMAIESEAN .. API Explorera] LABRN4ERK

SDKIAIRGI, FHRMASDKARIREIEIHINGE

GET /v1/private-certificate-authorities/{ca_id}/csr

MAERRAS 11 (2025-03-24)

WRIERE © LEARITERARERAF

176


https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ExportCertificateAuthorityCsr

IEREIERSS

APl &%& 4 API
£ 4-239 [BRSH
S ey SR iR
ca_id = String FEERIMECAIESID,
=/IMKE: 36
BAKE: 36
BRSH
K 4-240 153K Header 2§
S8 =AW SHER A
X-Auth-Token | 2 String HPFToken, @B IAMIAMIRSS
SRENFEF Token$ZFREY ( Mak:
JHESLEX-Subject-TokenHY
B) .
RIMKE: 32
BAEE: 2097152
RS EL

WRE&ES: 200

% 4-241 I Body 2%

B8H BHEE U
csr String IFREZERAS, BUTRMHER:

o EITAPIERAZEO, IEPEZIERFPIRITH
EER"\N\n"E;

o FidconsoleixSHIFBEZIEK, B52R
ERIPEMIETAGIEP B ZiERIE,

RIMKE: 1

BAEKE: 4096

WR&EG: 400
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SIEREIERSS

APl &%& 4 API
K 4-242 0 Body 2%
S SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
% 4-243 [ Body %
2% SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-244 IR Body 2%
¥ SR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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SIEREIERSS

AP| &% 4 API
2 4-245 TR Body S
2¥ SHEE it
error_code String BiREKIREAIEEIRD o
Hj/_]\{trg: 3
RAKE: 36
error_msg String ERBERERENEIRER
BIM<E: 0
BAKE: 1024
AEB: 500
7= 4-246 gL Body 2%
8% SHRT R
error_code String EIRERREAIEIRD .
B/M<E: 3
RAKE: 36
error_msg String HEIRERIREIEIRER
Hj/_]\{trg: 0
BAEKE: 1024
=P ANl

il iz 73~ 451

SHCARIERERIERK, 1BKRLFPAIX-Auth-TokenFERFEIEStoken, HiZtoken
E=EEAARAPIFIHIARSE .

GET https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/csr

WK&G: 200
IBREMY
{

& § Mo BEGIN CERTIFICATE REQUEST-----\r

\nMIIBUDCB2AIBADBZMRAwWDgYDVQQDDAAdDU1I1sMTIzMQswCQYDVQQGEwJjbjERMA8G\r
\nATUECAwIc2hhbmdoYWkxETAPBgNVBAcCMCHNoYW5naGFpMRIWEAYDVQQKDAIlzaGFu\r
\nZyxoYWkwdjAQBgcghkjOPQIBBgUrgQQAIgNIiAAQIOIM7bK+vys5x9mnfG3783aPRh\r\nP/

XgLPKVsRsqniC3vPZvIz9E7SasMfZLrXVK37QWhtAEtgNG7NrQnwiOye0/8VZL\r
\nVX7ildM6CZY4SUYSa6TBUsXyGjOs514fixbuT6gADAKBggqhkjOPQQDAgNNADBK\r\nAjBlQiPXU7TDDDwxrh

+JfZEYgmr61clQdE5GMozPDYime30zcuMnVrb9i3o/2BW+\r
\NOLECMGOQWbAYhOLognmAYqlgTKK8nKsxmOxFuTRyfxynWi8BpCvAGx803Qpa8EIV\r\nJTTjcw==\r\n

END CERTIFICATE REQUEST-----"

}
W&G: 400
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SIEREIERSS

APl &% 4 API
BRESHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&E: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RED: 403
IAUESR ML,
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
KREE: 404
REAFESEBEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 500
ARS5EREEIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RSB
RSB iR
200 BREMI
400 BRSHEIR
401 BRI RE R EEN .
403 NS S
404 REANFEREFEARKE .
500 ARSSAEBEIR o
e
ESIEIRB.
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TR EERS
APl &%

4 API

4.2.1.8 2 CA

INEEN4A
ZHCA,
(11 %8
REZJIEPGTFEFHE " EFHI ISR, I TEERERE.
it
R0 LATEAPI ExplorerdifEiiziE 0, SIFEIAIELEIN . APl Explorera]LABRI4ERL
SDKACHERI, FHRMSDKAHEREIEIXINEE
URI
POST /v1/private-certificate-authorities/{ca_id}/disable
* 4-247 BRBH
¥ AR SHEER i)
ca_id = String FrEZFHCAIEBID,
=/IMKE: 36
mAKE: 36
IBRESH
2 4-248 153K Header 2%
2% =A% SR faR
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS
SREVFA P TokeniZ O5KEY ( MK
jE B sLrhX-Subject-Tokenfd
).
=IMKE: 32
BAEE: 2097152
VRS54
R&E3: 400
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DisableCertificateAuthority

SIEREIERSS

APl &%& 4 API
K 4-249 I Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
2 4-250 l[i; Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2% 4-251 L7 Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
WRE&EE: 404
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TR EERS
AP &%

4 API

K 4-252 I Body 2%

2% S

i

error_code String

Himia KR EIAIEEIRED -
=RIMSE: 3
BRAKE: 36

error_msg String

BixiaKIREREIRER
BIM<E: 0
BAKE: 1024

KEB/: 500

% 4-253 I[IRT Body 2%

2% SHE

ik

error_code String

BiximKIREIAYEEIRD .
=BIMSE: 3
BRAKE: 36

error_msg String

BEIREXKIREREIRER
=IMKE: 0
BAKE: 1024

iERBI

ZHCA, 1i5KLFHIX-Auth-TokenZEREEIEStoken, HiZtokenEZEEBAAPIHY

IR

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/disable

M pz7~ A3l
REEL: 400
BEREBHEIR.
{
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
RSB 401
BRI EHRESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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IEREIERSS

APl &% 4 API
K& 403
INIESRYL
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KEE: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS EBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB iR
204 1BKEMIN, Flakzbody
400 BREBHEIR
401 B RN REREEEN .
403 TNES
404 REAFESEERILE
500 RS AEREEIR
LSl
BSIEIRB.
4.2.1.9 G CA
IhEeN4a
[BRCA,
(RERL
I RESIEBL T EER SR, ATHITERRE.
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SIEREIERSS

AP| &% 4 API
A
ZB]LATEAPI ExplorerdrifFiiziEz [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDKACHE R, FHRESDKACRIRAEIEIXINEE
URI
POST /v1/private-certificate-authorities/{ca_id}/enable
x 4-254 IRiZ&H
2% BRIk SHEER T
ca_id 2 String FrERERAKCAIERID,
=/IMKE: 36
RAKE: 36
IBREH
K 4-255 i53K Header 2
2% =AWk SRR faR
X-Auth-Token | 2 String FAFToken, BZiEAIAMIRSS
SREN AP TokeniZ O3XEX ( MR
JHESLEX-Subject-TokenfY
BH) .
=IMKE: 32
BRAEKE: 2097152
)
K368 400
7= 4-256 gL Body %4
2% SHRT R
error_code String Hixieg KIREIRYFEIRD
RIMKE: 3
RAKE: 36
error_msg String EIRIERIREIEIRER .
BM<E: 0
RBRAEKE: 1024
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=EnableCertificateAuthority

SIEREIERSS

API &% 4 API
REES: 401
2 4-257 W[ Body 2%
2% SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
BIM<E: 0
BAKE: 1024
REL: 403
& 4-258 M7 Body %1
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
K&MB: 404
# 4-259 IR Body 2%
e SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
KEG: 500
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TR EERS
AP &%

4 API

7= 4-260 3K Body &%

2% SHE fik

error_code String EiRiE IR
R/AMKE:
RAKE:

[EIRYEIRID o
3
36

error_msg String HEIRIERIR
BMRE:
BAKE:

EIREIRER .
0
1024

i5RHl

[BACA, BEXKLFAIX-Auth-TokenFEREEEStoken, HiZtokenFEEBBGARAPIHY

AIEAXBR o

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/enable

N 7~
RSB/ 400
BREBHER.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

W&G: 401
WIERIINEFREEN .
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEB/: 403
TAIESIY

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RS 404
BRAFESHRRAREKE
{

"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
RSE8: 500
RS ERTEIR o
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TR EERS
AP &% 4 AP

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

N
K& ik
204 BEREML, Flakbody
400 BRESHEIR
401 ISR UE R EZEN
403 TN
404 BREAFESRERARKE .
500 ARSSAEBEIR -

=S
52 IR

4.2.1.10 84 CAIEH

ThEEN 4B
SHCAIFE,
() #Ee
* RESIERA T ENE S ECH R, THTSHRE.
it
R0 LATEAPI ExplorerdifFiiziEz 0, SIFEIAIELEIN . APl Explorera]LABRI4ERL
SDKAXEBRABI, FHRESDKABREIEIXINGE
URI

POST /v1/private-certificate-authorities/{ca_id}/export

% 4-261 RIZSH

BH =E W% SR R
ca_id = String FrESEHICAIERID,

RIMKE: 36
RAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ExportCertificateAuthorityCertificate

TR EERS
AP &% 4 AP

IERSH

X 4-262 &K Header &3

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAIKE: 2097152

IVES
REHG: 200

% 4-263 IR Body 2%

2% SRR it
certificate String IEFBAS,
jizLilz
o EIAPIERAEO, IEBABPRITHEEER"r
\n"(XE;
o EidconsoleinSHIEH, BERIRENPEMIETUAY
WEB3E,

BIME: 1
BAEKE: 4096
certificate_ch | String IEPHERE, IEBEPHBIRE (MNEET) :
ain FREREE>. SIRIES .
WiBA
o EIIAPHERAED, IFPHRASRPIRTHFC(ER
"\N\n"{$&;
o EidconsoleimSHEHiE, SEEREIRERIPEMIEL
AOIEBHES .

BIM<E: 1
BAKE: 2097152

R7SE5: 400
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SIEREIERSS

APl &%& 4 API
K 4-264 I Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
2 4-265 i Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-266 L7 Body &%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
WRE&EE: 404
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IEREIERSS

APl &% 4 API
K 4-267 0i; Body 2%
S SR T
error_code String E1RiE IR EIAVEIRAD
Hj/_]\{trg: 3
RAKE: 36
error_msg String HixigRIREINEIRIEE .
BIM<E: 0
BAKE: 1024
RKEME: 500
% 4-268 IR Body 2%
2 SRR R
error_code String ERIEKIRERIEEIRED .
BIMSE: 3
BRAKE: 36
error_msg String EIRIEKIREVEIRES
=RIM<E: 0
RAIKE: 1024
=Rl

il iz 73~ 451

SHCAIEE, BEKLFHIX-Auth-TokenFEREEIEStoken, HiZtokenEEZEEBAR

APIESIE IR

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7 /export

&G 200
EKERIN
{

"certificate" : "-----

\nMIIDczCCAlugAwIBAgIKKsxppfokUcqg6dDANBgkqhkiGOWOBAQsFADBOMQowCAYD\r
\nVQQDDAE3MQswCQYDVQQGEWIDT]EQMA4GATUECAWHU2ljaHVhbJEQMA4GATUEBWWH\r
\nQ2hlbmdkdTEPMAOGA1UECGWGSHVhd2VpMBAXDTIXMTAXNDA4NDMXMVoXDTIyMTAX\r
\nNDA4NDQxMVowP]ELMAKGA1UEAWWCWVUxXCzAJBgNVBAY TAMNUMQowCAYDVQQIDAEZ\r
\NMQowCAYDVQQHDAEOMQowCAYDVQQKDAE1MIIBIJANBgkqhkiGOWOBAQEFAAOCAQSA\r

\r

\nMIIBCgKCAQEA1TNZyv9qhA711c/99INO80/uSXjoL1kE;jljBt)VB7vqkDfOEjs20A\r\nfQoHEVTuHams9XLvrllu
+YTws4QO8hjbnLISmmerRRIKOpp+tBmCS3ZFoC23c5vz\r\ny+l0t+Yc2)YhvaOFr823YoOWC2+NB065nIKH6/
duoONfD+3c5YnkibOnBNyDV+DB\r\nhdKMOnrlql07cNpYDWpfX5liDL+40h+kY1xGLZCObgsX(34zTf6E7bxJ1/

iDZjwJ\r\ndpf6OUQONmMIcT49993YCrMDisjl20wW9e41S7D2xy/1xmPwWwnid 1WHOKTfK4cyl\r
\n2PHaHh3FTXIGYjVSg3yKfujauVOFpZ9bTwIDAQABo2MwYTAfBgNVHSMEGDAWgBTu\r
\nY36JXjwX7XiLcwKtUto8RZa52DAdBgNVHQ4EFgQUyuAS2HonxOWDIPOgPIMFQOrr\r
\nGiMwEgYDVROTAQH/BAgwBgEB/wIBADALBgNVHQ8EBAMCAYYwDQYJKoZIhveNAQEL\r
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TR EERS
AP &%

4

API

\nBQADggEBALea9Hf5iGCfKLpjf30KCBelEgj3ZxLSBOgsn8UkulB62FyUgnne4AmY\r
\nuWHYO0xjbamlIs8Dgt1GtQrfh3kKqg2rfjdasFvrQnAQkjn61016nbCbWS2H+sqy7Ae\r
\nTJZWefx1elAv8XH7g491C5Rb5TGykk/bFm7RvGhr35ri+nlcqiDmjO44zHr1aPvm\r
\ns4vAO6UQFVIWFY2wiynZ6f+PuvsPralL7kjQVIgsel8TYpZjMWI/hc3VkXEX6gqPm\r
\nbzTypaxa63FCETXtXNIsdid/QWX7l/pUtQ2U57mHi+xJNkA8/Spf1y4zH1rANkmw\r
\ntBjeKGRphA4LKir3wsbdXRYbBe7POZo=\r\n----- END CERTIFICATE-----

"certificate_chain" : "----- BEGIN CERTIFICATE----- \r
\nMIIDczCCAlugAwIBAgIKKsxpOVE4imyq4zANBgkghkiGOwWOBAQsFADBOMQowCAYD\r
\nVQQDDAE3MQswCQYDVQQGEwJDTJEQMA4GATUECAWHU2ljaHVhbJEQMA4GA1TUEBWwWH\r
\nQ2hlbmdkdTEPMAOGATUECgwGSHVhd2VpMB4XDTIXMTAXMTAYNTIzZMVoXDTIyMTAX\r
\nMTAYNTMzMVowT]EKMAgGATUEAWWBNzELMAKGA1UEBhMCQO04xEDAOBgNVBAgMB1Np\r
\nY2h1YW4xEDAOBgNVBACMBON0oZW5nZHUxDzANBgNVBAoMBkh1YXdlaTCCASIwDQYI\r
\nKoZlhveNAQEBBQADggEPADCCAQoCggEBAMH7+0ovgT/xbBfbLAGOYyBs9QERNfgdLL\r
\n5BFlgjJNPOAshw2k5EaWq1qDfY604AqGfIHjPd2kLy5ZW7Cq6vuqTD3Uj3tX98N2\r\n6T2Na/
s1JGmIExX7Udsikv6hsoKmAjrGdDBEs2Jl/2FRnxO8uFnOuSLqvPUVIR7c\r
\ndloDg4WqVyl4sXAoUq7xB8GoTsGLANN8eYHVNsZcSZ9EOqEIWx3WghPh9Ncto949\r\nVuDVgkQ9QjjFo/
yEO6+KhxqyVDWQwdI3UsyzjqGtFzKQksLUQOAUec4IsK/VWypG\r\nu34jEkaWGv72CmFGoJEK/K/
WoXyzKyCmnS3Wcz4ETliRG5fb7aqP56sCAWEAAANT\r\nMFEwHwWYDVROjBBgwFoAU7mN+iV48F
+14i3MCrVLaPEWWudgwHQYDVROOBBYEFO5j\r\nfolePBfteltzAq1S2jxFlrnYMA8GATUdEWEB/
WQFMAMBAf8wDQYJKoZIhveNAQEL\r
\nBQADggEBACHJruSBkb8gA0VajkTZWN7QOvU0JPA2TdOmIlnkzxyR5sXkOmslIHLp\r\njzzeSLBKbkM|4/
ZfWvLUde7wKJJzV208E1c3mf0iZFqRIOMs+o/DStVw/ap+98ML\r\n4oevlk2y/bn7IQTL2bvnEi/
+iSzmz1CIInRUyfEWBW?2aVFgjrm/ZaFTiEb5jldzm\r\ns75YNCvlvn3eKp+yOQ8fyG7mKvvn3nlRKfMTv+
+bLLUh9or/e/phWkUjOgtSyDEn\r
\nyOnVuhxyvelLwoag27U8THe5E4Ygrrg98v2eGNFyGMmtsXXKNgFSf5FBqvyED9d61\r\nZ86vYp/
N2dbauF7uUUaX5RbtFANYFUO=\r\n----- END CERTIFICATE----- "

}
WE&E: 400
IBRSHUBIR.
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REEE: 401

WSRO TEEELEN.,
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RASES: 403
ARSI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSES: 404
BEAEESHRBEREKE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R7SF8: 500
RS IEREEIR o
{

"error_code" : "PCAXXX",
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SIEREIERSS

AP| &% 4 AP
"error_msg" : "XXX"
}
REE
RSB R
200 BREMIN
400 BRESHEIR,
401 WIERNTUEREEN,
403 INIES
404 BBEAFES R RERLE
500 IRZAEREEIR
e
B2 ERB.

4.2.1.11 8\ CAIEPH

- b, HiFP#EARITALE, ERHEEESHTEERE, NSATE

R LATEAPI ExplorerdRiidiziE [, ZIFEINMAIEEN . APl Explorera] LABENERK

TIRENA
SACAILES, ERARNEOFEHEIATFME:
o (1)IEBA “FHE" IKERIMECA;
o (2) SARIEBALRHTEIATRM:
- a. ZIEBRERHNERBEZIBRUAZMPCARFHEE;
AOIERHE;
- . IEBERSIERESIAPEMEIRD
iEi
SDKIHERGI, FIRHSDKICHIRABIEIRINARE .
URI

POST /v1/private-certificate-authorities/{ca_id}/import
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ImportCertificateAuthorityCertificate

IEREIERSS

APl &% 4 API
+ 4-269 IRZBH
24 =% SR R
ca_id = String FrES AHICAIEEID,
BAMKE: 36
RAKE: 36
IBREH
2 4-270 153K Header 3#
2% =AWk SR ik
X-Auth-Token | 2 String HPFToken, @B IAMIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JHESLEX-Subject-TokenHY
B) .
BRAMKE: 32
BRAKE: 2097152
= 4-271 iE3k Body &%
84 =AWk SRR R
certificate 2 String IEBAR,
=BIVEE: 1
BAKE: 32768
certificate_.ch | & String IEPHERE.
ain BIMEE: 0
BAKE: 2097152
VRS54
RESHB: 400
7= 4-272 i Body %4
2% SR T
error_code String Hixieg KIREIRYFEIRD

=RIMKE: 3
RAKE: 36

MAERRAS 11 (2025-03-24)
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IEREIERSS

APl &%& 4 API

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-273 IR Body 2%

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-274 I Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

7= 4-275 IR Body &%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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SIEREIERSS

APl &% 4 API
28 SR A
error_msg String BRI KIREAVEIRER .

RIMRE: 0
RAKE: 1024

RAEH: 500

R 4-276 g Body 2%

S SRR iR
error_code String EiRiEKIREIRVEIRD .

=BME: 3

RAKE: 36

error_msg String HEIRERIRENEIRIEE
RIMKE: 0

BAKE: 1024

5K

ENCAIFE, B3RLPAIX-Auth-TokenFEREEIEStoken, BiZtokenEEZBEBAK

APIRS AR -
POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/import
{
"certificate" : "----- BEGIN CERTIFICATE---******-___.END CERTIFICATE-----
"certificate_chain" : "----- BEGIN CERTIFICATE----- AN END CERTIFICATE-----
}

I Rz7~ 451
R&E3: 400
ERESHEIR,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 401
ISR NERES
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&G: 403
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IEREIERSS

API &% 4 API

INIESRML

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

REG: 404

REAFESREARLE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

R7S89: 500

IRSSAEBEEIR o

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RS
RSB R
204 1BREMI, Tlakzbody
400 BERSHBEIR
401 SR REREESN .
403 TNIESM
404 REAFESREBEARILE
500 ARSSAEREEIR
LI
BSIEIRB.

4.2.1.12 I%E CA

TORENA

WECA, BT “itRIMIER” KERCAIES, EFHIRES “BEA” K&

AR

E RALT UHImER” KERICAIES, A RHTIRERF.

i

IZRILAZEAPI Explorerdhifiifliziz [, XiFERIAIEE . API Explorera] LABEIZERY

SDKIHERGI, FRHSDKICHIRABIEIRNINARE .

SCASRRAS 11 (2025-03-24) WRINFTE © AR ERABIRAE

197


https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=RestoreCertificateAuthority

TR EERS
AP &% 4 AP

URI

POST /v1/private-certificate-authorities/{ca_id}/restore

% 4-277 BIZS¥

2% =AWk SR iR
ca_id 2 String FrEERERICAIERID,

RAMKE: 36
BAIKE: 36

IBREH

2 4-278 153K Header 2
28 BEWI%E SR iR

X-Auth-Token | £ String AR Token, EIEARIAMIRSS
$REVA P TokeniZ 5XEY ( WAL
jE B sLrhX-Subject-Tokenfd
B).

=RIMKE: 32

BAKE: 2097152

Vet

W&G: 400

K 4-279 IR Body 2%

2 SR R
error_code String EIRIEKIREAVEEIRID

BIM<E: 3

RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0

BAKE: 1024

RSES: 401
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SIEREIERSS

APl &%& 4 API
7 4-280 lgii Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
2 4-281 Ui Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
2 4-282 N7 Body &%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
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TR EERS
AP &%

4 API

7 4-283 IR Body &%

2% SHE fik

error_code String EiRiE IR
R/AMKE:
RAKE:

[EIRYEIRID o
3
36

error_msg String HEIRIERIR
BMRE:
BAKE:

EIREIRER .
0
1024

i5RHl

RECA, BERLFAIX-Auth-TokenFEREEEStoken, HiZtokenFEEBEBGARAPIFY

AIEAXBR o

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7 /restore

N 7~ A5
RSB\ 400
BRBHER,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

W&G: 401
WIERIINEREEN .
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEB/: 403
AW

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RS 404
BRAFESHRRAREKE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSE8: 500
RS ERTEIR
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APl &% 4 API
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
N
K& ik
204 BEREML, Flakbody
400 BRESHEIR
401 ISR UE R EZEN
403 TN
404 BREAFESRERARKE .
500 ARSSAEBEIR -
=Sl
B2 WEIEB.

4.2.1.13 B CA

RB]LATEAPI ExplorerdRiidiziE ], IFEMAIESEN . API Explorerf] LABEENERY

TORES 4R

T CA.

AR

i STOESBHIBEN, BRbodyRiEER"D, BUKRIEE.
iz

SDKIHERGI, FRELSDKILHIRABIEIRINGBE
URI

POST /v1/private-certificate-authorities/{ca_id}/revoke

% 4-284 IRIZSH

S =AWk SHLR iR
ca_id = String FrE®mEIFCA ID,

RMKE: 36
BAIKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=RevokeCertificateAuthority

SIEREIERSS

APl &% 4 API
IBREH
7 4-285 153K Header 2%
8% BE W% SRR 1k
X-Auth-Token | 2 String ERToken. @iTEAIAMIBS
SREXFE P TokeniZ M3REY ( M@k
JHESLEX-Subject-TokenHY
B) .
RIMKE: 32
BRAKE: 2097152
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IEREIERSS

APlI &%

4 API

N R S4L

% 4-286 53K Body S

2H EEWIE
=

SHER

1)

reason [==)

String

RIRIEA, IFLATIEIR:
e UNSPECIFIED : S$RIRig

ERHEER, NEOANME;
KEY_COMPROMISE : if$
ZEAMREITEEE,
CERTIFICATE_AUTHORITY
_COMPROMISE : k&2
L+, OIBEfE1ECAZ AR AL
=,
AFFILIATION_CHANGED :
EBhFEASEMEREE
ZWNE;

SUPERSEDED : IlLiIF R EMH
B

CESSATION_OF _OPERATI
ON : tLIEBE A KRE Y
SLREFLLEE;
CERTIFICATE_HOLD : iZiif
PBHIIANFER B, T
HERERES 4R
PRIVILEGE_ WITHDRAWN :
HFBABEEEERNE
THERIBSR ;
ATTRIBUTE_AUTHORITY_C
OMPROMISE : {B{RIIFH
BRI REEZ R
=,

i5A8

LHAREIES RIHIEA, BXbody
FBEER(Y, BUESIERRE,
ZRA{EIUNSPECIFIED,

WK&G: 400

% 4-287 I Body 2%

2H S

R

error_code String

EREKIREIAIEEIRED -
BM<E: 3
RAKE: 36
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IEREIERSS

APl &%& 4 API

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-288 R Body 24

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-289 [[IF Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

2 4-290 K7 Body &%§

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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IEREIERSS

AP| &% 4 API
2% SRR fik
error_msg String HEIRERIRENEIRIEE

=BNME: 0
BAKE: 1024

REH: 500

7= 4-291 ghZ Body %4

2% SHE

i

error_code String

EIRIESORERI IR .
=IMKE: 3
BKIKE: 36

error_msg String

EIRIEOREAIEIRER
=IM<E: 0
BAKE: 1024

5K

BIHFCA, 15KLFHAIX-Auth-TokenFERFEEIEStoken, HizZtokenFEEEHBAAPI

POST https://{Endpoint}/v1/private-certificate-authorities/6434f74f-2d13-4e6a-89eb-93ee313f1a43/revoke

B IR o
{

"reason" : "KEY_COMPROMISE"
}

M 7~ A5
REB/: 400
BERBHEIR.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RED: 401
SR NERZS,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB: 403
INIESE
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APl &% 4 API
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 500
ARSSAEREEIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RSB
RS R
204 1BREMI, Flakzbody
400 BRESHEIR
401 AR DS
403 TAIERY .
404 REAFESREREARILE
500 RS EBERIR
=
BEESEIRE

4.2.2 PABUFBRER

4.2.2.1 HRFAGIEHIIE

ThRENA

FRFAGIEBIIE.

iz

1&B]LATEAPI ExplorerdididiziEz [, XIFERMAIEEN . API Explorerfa] LAEENERY

SDKIHERGI, FRHESDKICHIRABIEIRINRE .
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertificate

TR EERS
AP &%

4 API

URI

GET /v1/private-certificates

# 4-292 Query 3#

2%

ik

limit

G
[

Integer

IEEERROICRES, BNME
10,

=/IME: 0
BA{E: 1000

name

iy

String

WEIEBER, RESZIRTHE
name=FERANEHES
BMEE: 1

BKKE: 64

offset

iy

Integer

ZEIUE, MoffsetiSEiT—
SHIETFIASIA.

&/IME: 0

status

iy

String

FABIEBIRES, BEHRESEIEIE
BES.

e ISSUED: 28%;

e REVOKED : ER$H;

e EXPIRED : Ei3Hf.

sort_key

iy

String

HirEtE, BRisdsATE.:

e create_time : IFHEIEEATE
(BtIN)

e common_name : iFHZFR
e issuer_name : $&CAZFR
e not_after : iFBZIEARTE

sort_dir

iy

String

HEEAE, SZEFLUHE:
e DESC:[&F (ZiA)
o ASC: H=
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IRIERE © L ATITERAGIRAT 207




TIEREERS
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IERSH

2K 4-293 i53K Header 2H
28 BBk SR R

X-Auth-Token String FAFToken, BZiEARIAMBRSS
SREYFE P TokeniZ[O5XEY ( MKz
jEBEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAEE: 2097152

ali

MR S4L
RE: 200

% 4-294 I Body 2%

B8H BHEE faR
total Integer FAEIEPSE
=/ME: 0
BA{E: 1000000
certificates Array of PRI, 1FIEES N CertificatesFEREIRLE
Certificates 1588 .
objects HEKE: 0 - 1000

3£ 4-295 Certificates

e S¥En R
certificate_id | String FABIERID,

=IMKE: 36
RAKE: 36

status String UEFRIRE:

e ISSUED : E¥%;
e EXPIRED : EiZHA;
e REVOKED : EBH.

issuer_id String R CAIEBID,
=IMKE: 36
BAKE: 36
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4 API

2H SRR iR
issuer_name | String R CAIEBER,

BME: 1

RAKE: 64
key_algorithm | String ZHEE,
signature_alg | String BREE,
orithm
freeze_flag Integer PREERIR:

e 0: HE/;.E—I:I’ik'LI 3

o HI:AE //iféi'{j(:u, ém%ﬂi%o
gen_mode String WEBER G

e GENERATE : PCARZLER;

e IMPORT : 4MEEEN

e CSR:4MIFIRMCSR, WEPCAHITE A, BENFA

$PAREPCAHITIEE S

serial_number | String 2=

BIMEE: 1

RAKE: 64
create_time Long IEPEIEERTE, BCAEE (ZVER) .
delete_time Long UEBMIERATE, &N AREE (ZWER) .
not_before Long UEBRIEERTE, BN AEE (ZERWR) .
not_after Long UEBEIEARTE), B AEEE (Z2RR) .
distinguished_ | Distinguishe | IEBERECE, #1F5&MDistinguishedName
name dName FEREURLEIDRE

object

enc_cert_info

EncCertinfo
object

MFEBER, FIEBEZSWEncCertinfoFREYE

LEIRRE

enterprise_pro | String AWIREID, BAA “07 . XWFHESWIRE
ject_id AR, TRRFEFERHIABWIRE T, NFFR
FEEWIRBRAR, FRRERGTFEWIRE
To
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2K 4-296 DistinguishedName

2% SHE 1R
common_nam | String T EBASH (CN) , SFREEEHE"-". """
€ NNt N NS P

Kﬁ‘é#ﬁﬁ‘mﬁ?ﬁo

RBMSE: 1

RAKE: 64

country String ERmB, REEMTEAER, KER2MUFRF.
=BMSE: 2

BAKE: 2

State Stl’ing %Hﬁ%ﬂ, g%’_{/\ﬁgm" n non n ll\ n n\ ll,ll\
F&. #F. INFER, KRBT 280
o

BIME: 1
RAKE: 128

loca“ty Stl’ing i‘mlzg*llj—{’ %W/E\I EEEH n non n ||\ ll‘ll\ u,n\
T, M. NTER, KEREE128H
o

BIMEE: 1
BXEKE: 128
Organization String —/\g*ﬁ{ g*}-{ %\E n_n non non nn u’n\

%1! #H=F. XNFHRL, kfh 71' f’fﬁ 641_7
110

Eil_l \ttrg 1
mAKE: 64

organizational | String AMBFTTETR, BIRREER"-". """
_unit " FE. BF IXNFE/, Jctf'_ 71_ ERBId 6411
?f—’fo
BME: 1

RAKE: 64

2 4-297 EncCertinfo

2% SR iR

enc_serial_nu | String AN S EZTI =

mber BMRE: 1
RAKE: 64

W&G: 400
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7= 4-298 I Body &%

2% SHE

ik

error_code String

EiRIE SR EIAIFEIRS
=IM<E: 3
RAIKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BAKE: 1024

RSES: 401

3 4-299 gk Body S

24 SHE

R

error_code String

EIREKIREAIEEIRG
B/M<E: 3
RAIKE: 36

error_msg String

EIREORERIEIRER
=IM<E: 0
BAKE: 1024

WK&G: 403

7 4-300 g Body S

2% SHE

i

error_code String

FEIRIESORERIFEIRD .
=IM<E: 3
BKIKE: 36

error_msg String

EIRiEKIRERVEIRER
BIM<E: 0
BEAKE: 1024

REB: 404
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TR EERS
AP &%

4 API

7 4-301 IR Body &%

28 SR A
error_code String EIRIBEXRIREAIEEIRG

=ME: 3
BRAKE: 36

error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BAKE: 1024

R7SF5: 500

3= 4-302 IR Body %

2 SR R
error_code String ERIEKIREAVEIRID

BIMSE: 3
RAKE: 36

error_msg String EIRIEKIREVEIRES
=IM<E: 0
BEAKE: 1024

BRI

BEFABIERYIZR, B5KELFAIX-Auth-TokenFZEREEIHEStoken, HiZtokenEER

BZRAPIRIIEIER -

GET https://{Endpoint}/v1/private-certificates

e Rz 73~451
K& 200
BRI

{

"total" : 2,

"certificates" : [ {
"signature_algorithm" : "SHA256",
"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",
"issuer_name" : "12",
"not_after" : 1665539214000,
"not_before" : 1634295475000,
"status" : "ISSUED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202110151057541266081861",
"distinguished_name" : {

"country" : "cn",
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AP &%

4 API

"state" : "guizhou",

"locality" : "guiyang",

"organization" : "TestA",

"organizational_unit" : "IT",

"common_name" : "test.test.com"
B
"key_algorithm" : "RSA4096",
"create_time" : 1634295475000,
"delete_time" : null,

"certificate_id" : "6434f74f-2d13-4e6a-89eb-93ee313f1a43",

"enc_cert_info" : {

"enc_serial_number" : "2ad6c3e393a95bf13f95"

}

h o

"signature_algorithm" : "SHA256",

"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",

"issuer_name" : "12",

"not_after" : 1665539214000,

"not_before" : 1634110315000,

"status" : "ISSUED",

"freeze_flag" : 0,

"gen_mode" : "GENERATE",

"serial_number" : "202110130731541908887138",

"distinguished_name" : {

"country" : "cn",

"state" : "sichuan",

"locality" : "chengdu",
"organization" : "TestA",
"organizational_unit" : "HR",
"common_name" : "hr.test.com"

%
"key_algorithm" : "RSA4096",
"create_time" : 1634110316000,
"delete_time" : null,

"certificate_id" : "1cbb5a52-806b-469c-b182-7446e1851a1c",

"enc_cert_info" : {
"enc_serial_number" : "448ad305b90e0a266e9"
}
1]
}

RZED: 400
BREHBIR.
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

K& 401

RN NDUETEEE = S
{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
RZED: 403
INIESRYL
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&MD: 404
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AP| &% 4 AP
BERFERERAKE
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
KZ88: 500
AR AEREEIR
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
NG
K& ik
200 iEREMI
400 BRSHEIR
401 WS RN RNEREEN.
403 INIERTY
404 RREAFEREFERLE
500 ARSSAEBEIR o
e
ESIEIRB.

4.2.2.2 BHiFIEH

ThREN A

FRIEIER .

i

RBJLATEAPI ExplorersRidiiziEz [, IFEMAIESEN . API Explorerf] LABENERK

SDKACEERAY, FHRHESDKAIEREIEIHINEE

URI

POST /v1/private-certificates
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertificate

TIEREERS
AP &%

4 API

IERSH

2 4-303 i53K Header 2%{

2%

Rk

SHERE

ik

X-Auth-Token

=
=

String

FAFToken, EiSARIAMARSS
SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

=RIMKE: 32

RAIKE: 2097152

% 4-304 53K Body S

28

T

i

SHR

1)

issuer_id

Fali

String

SRZCAUEHID,
=IMKE: 36
BRAKE: 36

key_algorithm

iy

String

BiREL . EAPARNZF

%, ERAERASACARNZEHE

%, ANEEWT:

e RSA2048 : RSAE %, Z4H
KE2048(1;

e RSA4096 : RSAE %, Z%H
KE4096/i;

e EC256 : fHEAL&EX
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$BI<E256
fiz;

o EC384 : {fEAI&E L
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$HKE384
(v

o SM2: EXRZIEEERMA
MERMESEE (ZB185F
B/IESM3) , EBIKE256
3o

MAERRAS 11 (2025-03-24)
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SH

SHERE

%

signature_alg
orithm

String

BERRAEL. EAPTHEAX
FE, BMERSRCANES
RREIE. AGENT:

e SHA256

e SHA384

e SHA512

e SM3

distinguished_
name

Fali

CertDistingui
shedName
object

IEREMREE, FEEER
CertDistinguishedName="E&
HHBLEEIREA .

validity

fali

Validity
object

IEBENE, EEEER
Validity = ER&EURLEM15BE o

key_usages

i1y

Array of
strings

BIPAIE, BASRESIIRFC
52807:4.2.1.3%5,

e digitalSignature : =&

e nonRepudiation : FaJf
#

e keyEncipherment : 35
FINZEZEREE;

e dataEncipherment : /B30
BEIE;

o keyAgreement : Z$A17
s

o keyCertSign : £KiFH;

e CcRLSign : & REIIE;

e encipherOnly : {YAFN
=,

e decipherOnly : (Y FHT#
%,

subject_altern
ative_names

iy

Array of
SubjectAlter
nativeName
objects

FABHEWR, FEEEN
SubjectAlternativeName=E%
HIREEAIIREA

e arrayX/h: [0,20],

HEKE: 0-20

extended_key
_usage

iy

ExtendedKey
Usage object

1EeaRIAx, FIEESl
ExtendedKeyUsage= ER¥iE
£ENIIRER

customized_e
xtension

i1y

CustomizedE
xtension
object

BEMY REE, #EE20
CustomizedExtension=ZE&#{

TREEHAAE o
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.3

TIEREERS
AP &%

ject_id

4 API
2% BEWI%E SRR ik
enterprise_pro | & String AW ZIREID, BRPARFFEE

ZINER, FEEBNZFE
BRFEtl 2B, EiaR
Bl LMANZFER . HERAPAR
BMNZFE, RAETBHEPRE
BRI ZINE FHYEE,
ItEAT “enterprise_project_id”
EER “all” . BREFBIANZ
FE, BEHELAT™ME—FMH.
BEYE “all” BUES “07 i
EIENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-z]

{12}$ ”

2 4-305 CertDistinguishedName

2%

Rk

SHER

%S

common_nam
e

String

u‘t%_%%%’? ( CN ) %%’*\P\
ﬁb RN

RN 2 5N ﬁ%\ &%ﬂﬁk
KERBEBIT64FT o
BIVEE: 1

BAKE: 64

country

iy

String

%ﬁﬁga /\EEEE%SZ—HE‘Z tt
ER20IFRF. ERMEN, WA
NGRS CART R AYE

RIMKE: 2
RAKE: 2

state

iy

String

éﬁigﬂa gﬂ/\HEEE -

PN 2SN éﬁl
%\&%ﬂm KEAREEL
128(=FF T o BAEN, WELA
YRR CAIT R A(E -

BIVMEE: 1
RAKE: 128

locality

iy

String

iﬂle%%”\ BRI BER"-
~"\ '[ N %E ;&
F. IR%HEJZ KEARREBIT
12812%22’%0 EREN, WA
PR AL CAT R AY(E

BRIKE: 1
BAKE: 128
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SH

SHERE

%

=
=
organization |&

String

NZFTR, BIRE ‘ﬁ“é AN
=, ,R%QEUE‘Z kr 7f' ﬁ_L
6MUFERF . BAEN, TEKA
PR CATT A -
BMEE: 1
BRAKE: 64

iy

organizational
_unit

String

{HIABASTRFR, RFRHEEE
Il 11} 11} n mn n ll\ moan %l\
ﬁ%\&%ﬁm trx etaId
6MUFFF . BAEN, WELA
IR ALCAXT RIAY(E

=RAKE: 1
BAKE: 64

% 4-306 Validity

2% BRWIE

SHER

15

type =

String

BRHARE, AwiE(E:
e YEAR: £ (1298)

e MONTH: B ( %—i%31
x)

e DAY: H
e HOUR : /\gF

i

value

Integer

IFBEYNHEIE, StypeXtMAIZE

é‘j{E WMEREFHREUL TR

i

o ECA’ BYHEINFETF30

o NECASTABIEH, B
INFETF205E,

i1y

start_from

Integer

FeyaRdIE), JIRTIE(E:

o RILHRNEE (ZRR) ,
411645146939688{% %
2022-02-18 09:15:39;

o ABEFIFiAtESoE, BN
start_from > (current_time
- 5min),
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2K 4-307 SubjectAlternativeName

S ey SR 1)
type 2 String BRBMREE, SpEF
DNS. IP. EMAIL. URI,
e DNS
o IP
e EMAIL
e URI
value 2 String XN PR FRERIANE,
o DNSZEE!, KEAAEE
253;
o IPEE, KERBEI39, X
#Z5IPV4. IPV6;
e EMAILEE, KEAEE
256;
[ ] URI;C*;_—:I:E; ﬁrgxﬁﬁ253o

% 4-308 ExtendedKeyUsage
28 =W SRR fEid
5

server_auth & Boolean 532 BHIGIE, OIDJ3:
1.3.6.1.5.5.7.3.1,

e true

e false

izl
RSB EAARIE R AR
%, BilJAfalse,

Th&{E: false

Boolean ZRiRBpIeIE, OIDA:
1.3.6.1.5.5.7.3.2,

e true

iy

client_auth

e false

izl
= FimiEPiEE RS RE A A
%, BilJSfalse,

Th&{E: false
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VRS54

SH

SHERE

%

=
=
code_signing | &

Boolean

Ki3Es, OIDA:

1.3.6.1.5.5.7.3.3,

e true

e false

i5iBE
BEM FHITHITRBEFIRIA
iE, BXiAJHfalse,

FhE(E: false

iy

email_protecti
on

Boolean

ZEEFHMY, OIDJ:
1.3.6.1.5.5.7.3.4,

e true

e false
1588

EBFHBEHFIR, EAABfalse,
ThE(E: false

i1y

time_stampin
g

Boolean

AYiE#, OIDJ:

1.3.6.1.5.5.7.3.8,

e true

e false

izl
B— RIS HEER—
a8, BXiAAfalse,

&8 false

3£ 4-309 CustomizedExtension

SHER

1)

object_identifi | &
er

String

PUE AT

jizl:/c]
ABSHEEHEASNTILEHNESD
+HEFIFSEANZFS, W
1.3.6.1.4.1.2011.4.99,

BIVMEE: 1

BRAKE: 64

iy

value

String

BEMXEHENS.
=RIKE: 1
BRAKE: 64

W&G: 200

MAERRAS 11 (2025-03-24)
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AP &% 4 API
2 4-310 IR Body &%
el SR R
certificate_id | String LIS AANESID,
mAMKE: 36
RAKE: 36
RE&ES: 400
# 4-311 IR Body 2%
2% ST T
error_code String Hixia IR EIRIEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BAEKE: 1024
HK&m/: 401
% 4-312 I Body %
B8H SR R
error_code String EIREKIREAIEEIRG
B/M<E: 3
RAKE: 36
error_msg String HEIRERIREIPIEIRES
=ME: 0
BRAEKE: 1024
RE&: 403
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% 4-313 g Body 2%

84 SHRT fER
error_code String EIRERERIEIRD .

BM<E: 3

BRAIKE: 36

error_msg String EIRBEXRIREREIRER
=ME: 0

BRAEKE: 1024

RED: 404

% 4-314 I Body 2%

¥ SRR iR
error_code String EiREKIRERVEIRED .

=BNME: 3

BRAKE: 36

error_msg String EIRIEKIREVEIRES .
BIM<E: 0

BEAKEE: 1024

WR&G: 500

% 4-315 g7 Body 2%

e SR R
error_code String Bz KIREIRYFEIRD

B/M<E: 3

BAKE: 36

error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0

BRAEKE: 1024

BRI

ESIER, i5RLHHIX-Auth-TokenFEREEEStoken, HiZtokenFEEEHFARAPI
AOB AR .

POST https://{Endpoint}/v1/private-certificates
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Ml iz 73~ 451

"key_algorithm" : "RSA2048",
"distinguished_name" : {
"country" : "CN",
"state" : "Sichuan",
"locality" : "Chengdu",
"organization" : "TestA",

"organizational_unit" : "CloudBU",

"common_name" : "TestCert"
1
"subject_alternative_names" : [ {
"type" : "IP",

"value" : "156.127.116.38"

11

"signature_algorithm" : "SHA256",

"validity" : {
"type" : "YEAR",
"value" : 3

}

}

W&E: 200
EXREMKIN

"certificate_id" : "ae9a326a-b61e-4446-854d-cda30ffe31f5"

}
RE&EE: 400
BREHBIR
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REL: 401
BRI NEREZS
{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
RS 403
INIESRYL o
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

WRESE: 404

REAFESEERLE
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

"’issuer_id" : "2cb2878b-6cd1-460d-bd25-afe655159bdc",

"key_usages" : [ "digitalSignature", "nonRepudiation" ]

MAERRAS 11 (2025-03-24)
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RESMB: 500
IRSZEBEIR

{
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}

NG
K& R
200 BEREIN
400 BREHBIR
401 WS RN RNEREEEN.
403 INIEEML
404 REAFEREFERELE
500 ARSSAEBEIR o

=Sl
B2 EIRE .

4.2.2.3 iEid CSR EAIUEH

IheEN 4R
BT CSREKIUEH . THEELISRINT:
e 1. HEIEASEUNT:

- CABRIASH:
= keyUsage: digitalSignature, keyCertSign, cRLSign, {t5cRHCSRFAY
2

=  SignatureHashAlgorithm: SHA384;

=  PathLength: 0 (ATEHENX) -
-  FABIEH:

®  keyUsage: digitalSignature keyAgreement, {fi5ERFACSRAISE;

= SignatureHashAlgorithm: SHA384;

o 2. HEANHItypeNINTERMEDIATE_CARY, BIZHERIMNECAIEH, BLATIR
il

- AGFCAEER. EEIBICATIRRT, ARREIZIES;
- RSETATRMNMEORREESR
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= GET /v1/private-certificate-authorities/{ca_id} SREEHI¥15E

®  POST /v1/private-certificate-authorities/{ca_id}/export SHit$H
ORI certificate_idEN{LEMNECARca_id;

TERFERIED, ZHEEAPN.

e 3. HtypeMENTITY_CERTHY, SUZEHIFABIES, BLATHS:
SEABIEPEE . EEAFABIERSIRE, SIRENZIES;
g?%ﬂ:‘.ﬁ?x@,@?ﬁ‘ﬁﬂﬁé (ZRERPIR ) , HREEZEHEWAEIEE—
(MARY:

E: BEEA \n\n” 3 ‘\n” KEHGRITH, KBCSREIRM—EBFR, AISERAER, iF: B,
IEBRIBRER . RIPFEURRBRBEFIIRECSRIG, ERIFAPHEN

i
RBJLATEAPI ExplorersRiidiziE ], IFEIMAIEEN . API Explorera] LABENERK
SDK{XHE =M, FHRMSDKARAIREIEIXINGE

URI
POST /v1/private-certificates/csr

BRKESH

% 4-316 153K Header ¥

2¥ =A% S 1k
X-Auth-Token | 2 String FAFToken, BiZiARIAMARSS

SREVA P Token#Z 5XEY ( MR
iE B sLrhX-Subject-Tokenfd
B).

=RIMKE: 32

BAKE: 2097152

% 4-317 i53K Body S

¥ BRI SHEER i)
issuer_id =2 String L CAUFRID,

&/AMRE: 36
BRAIKE: 36
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TR EERS
AP &%

4 API

SHERE

%

i

String

IFBEZIER, 1BEA “\r\n”
g “\n” BIEBEZIERPHY
W7, Ei@iJconsoleimissk
O, WEEMETSER,
BAEE: 5120

validity

il

Validity
object

IEBBEXE, #EEER
Validity == EREHREIRHR -

type

iy

String

WEHER, BFXOMNECAS

FABIEB.

e ENTITY_CERT : £kFABIF
B, IREE;

e INTERMEDIATE CA : &%
MIECA,

path_length

iy

Integer

BERKE, (NS&&NECART
B,

=/ME: 0

=AE: 6

subject_altern
ative_names

iy

Array of
SubjectAlter
nativeName
objects

G BEIR(AEOMES
#H, HREEREAE), 1¥#I15
==
SubjectAlternativeName=E&

RSN
#HAKE: 0-20

enterprise_pro
ject_id

iy

String

®WZIMEID, BRERFFEEL
ZINER, FAHEEBNZFE
BRreEtl 2B, EifR
Bl LUSNIZFER . HERAPAR
WMAZFER, BMATRHERFAE
BRI ZINE FHYER.
ItEAT “enterprise_project_id”
EER “all” . BREFBIANZ
FE, BERHEUME—FMH.
BEY&E “all” BUEAS “07 i
EIENITES:  “A[0-9a-7]
{8}-[0-9a-z]{4}-[0-9a-z]
{4}-[0-9a-z]{4}-[0-9a-Z]

{12}$ ”
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TR EERS
AP &%

4 API

& 4-318 Validity

2%

SHER

153

type

String

BRHAREL, AwiR(E:
e YEAR: £ (1298)

e MONTH: B ( %—i%31
x)

e DAY: H
e HOUR : /\gF

value

i

Integer

IEREXEME, StypeXIrAISE

é"tj{E, B EFH LA TR

y:

J ZEECA, BRHEINFEFT30

o NECASIABIEH, BXHA
INFET205,

start_from

iy

Integer

Fe4aRdiE), JorTin(E:

o BILARNEE (ZRR) ,
411645146939688{% %
2022-02-18 09:15:39;

o FBEFHFiRtESSH, BD
start_from > (current_time
- 5min),

2 4-319 SubjectAlternativeName

2%

Rk

SHERE

ik

type

=
=

String

ERABMRER, JRICHT
DNS. IP. EMAIL. URI,

e DNS

o IP

e EMAIL
e URI

value

ali

String

XTR 25 R FREERYE
253;

[ ] |P§k7é§25 -LQFX:FZ:EH391 i
$IPV4. IPV6;

e EMAILZEE!, KEFRED
256;

o URIZEE!, KEAEII253,
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SIEREIERSS

APl &%& 4 API
RS E
WRERB: 200
% 4-320 [ Body S
S8 SHERR A
certificate_id | String LIS AANESID,
=RIM<E: 36
BRAKE: 36
REHB: 400
% 4-321 I Body S
¥ SRR g
error_code String EREIREAYEIRD .
Eﬁ/_]\{tr;. 3
RAKE: 36
error_msg String EIRBENRRENEIRER
BIM<E: 0
BAKE: 1024
REB/: 401
K 4-322 [0 Body 2#f
2% SRR T
error_code String EIRIEKIREAVEIRID
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
RE&E: 403
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IEREIERSS

4 API

K 4-323 Ui Body 2%

24

SHA

R

error_code

String

ERIERIR
RAMKE:
BRAKE:

[EIAYEEIRES
3
36

error_msg

String

EIRIE IR
RAMKE:
BRAKE:

EIREIRER
0
1024

KE/: 404

% 4-324 I Body 2%

2%

SHE

ik

error_code

String

EIRIE IR
RAM<E:
BAKE:

[ERITEIRAD o
3
36

error_msg

String

HRiRIERIR

EREIRIEE

=RIMKE: 0
BEAKE: 1024

REHB: 500

7 4-325 lghi Body 2%

2¥ SR A
BREKIREAIEEIRIG
B/M<E: 3

BRAKE: 36
BiRiaREEIRER
=BMSE: 0

BAKE: 1024

error_code String

error_msg String

BRI

BISCSRELIFE, BRLFHIX-Auth-TokenFEREEEStoken, HiZtokenEER
BARAPIRHIIR

POST https://{Endpoint}/v1/private-certificates/csr
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TIEREERS
AP &%

4 API

N Rz~

{

"csr" : "-----BEGIN CERTIFICATE REQUEST-----\
\nNMIICyTCCAbECAQAWX]ELMAKGATUEBhMCQO4XEDAOBgNVBAGTB3NpY2hhdWAXEDAO\
\nBgNVBACTB2N0ZW5nZHUxXCzAJBgNVBA0TAKhXMQswCQYDVQQLEWIVDERMASGATUE\
\NAXMIdGVzdC5jb20wggEiMAOGCSqGSIb3DQEBAQUAAAIBDWAWGEKAOIBAQCZ4q52\\nxgK/L/
FCOX2jESeUW5GB62S5rVXTOWLTCTvOd 1 LtWBLSRIINATYTYiP1pNo4/pBa\

\nHIM3IiUDkc896CJerYINzOIjTaV4GjCZvPrxSHU5toJvIDfIBsY+gnzbT10l/y0r\\n3yb9dx7eeF5rPR+U8RTw+Ov/

ZNRb+0CY30hrXMdrWjp5dtLGTIr5EFYXIKNOPCKR\\n
+6BGyJnCOPWSuqgwsykFbgMRkcBaNAxa59dRhMF50pvx2Vs929vFrMi+ofDELUOQz\
\n1vyjaEA3pn3AGIGXZgrGNbSfz12ixgGLes4cQD21GCIAWgnBQ7b1ru2V8ImUfyhO\\nyvTEyHJTuFbQ
+257AgMBAAGgJjAkBgkghkiGOWOBCQ4xFzZAVMBMGATUdEQQMMAQC\
\nCHRLc3QuY29tMAOGCSqGSIb3DQEBCWUAA4IBAQBK(jZuYsz4s0wb1POIWn41eiAB\
\np53qb63QKWILN9z8dLktcdSI3IPfcfPZpXv++QPtn3LRIrJKBawusk6SPXbvOGgS\\n5)J
+6eM8kVW203gHFgoaMcPYVtiO7ekG6025gx6+Rj84wbFdmpOiCc8AwrLEBwzYV\
\np1zaprWQu6PxBulkYPa3FLcntDdi7B67r0YTpxVvo1K7vHYFboDvPz7xG57QIFIM\
\nwGd10egariMT3N8gBOzLZc+jgLpxgo4xoNqBHMo6DEmMKLAWdzU4ljpuGK9had99k\\nvQ5vft/
Qra3v1ug2lOm/G92b0uA9Y1t2bMHobtAnuXLOHMY9XcLdzpC3f8h8\\n

"validity" : {
"type" : "YEAR",
"value" : 3

%,
}

"issuer_id" : "2cb2878b-6cd1-460d-bd25-afe655159bdc"

R&F8: 200
BEREMIN

{

}

REFB: 400

IERSHHIR.

"certificate_id" : "e3e10fc6-5dff-4a70-9cb5-320d258a6215"

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

W&G: 401

ISR AEREEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

W&G: 403
TNIERY

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
K&L: 404

BEAEREFEARLE

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
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SIEREIERSS

APl &% 4 API
K&/ 500
IRSZAEBEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
200 BEREMID
400 BREBHBIR,
401 BIERONEEEEN.
403 NIEEY
404 REAFESZERLE
500 RS AEBEIR
T
B2 EIRB.
4.2.2.4 f&¥r CSR
INEEN4A
BRHTCSR,
izt
SEEILATEAPI Explorerdi@itizdE [, STIFEEMAIESE . AP Explorera] LAEEN4ERL
SDKHE R, FH2MSDKAAIRAEIEIRINGE
URI

POST /v1/private-certificates/csr/parse
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ParseCertificateSigningRequest

SIEREIERSS

AP| &% 4 API
IBREH
7% 4-326 153K Header %
2% ik SRR ik
X-Auth-Token | 2 String R Token, BEiIEARIAMBIES
SREVFE P Token$Z[5KEY ( Nz
iEBsLehX-Subject-TokenhY
B).
RIME: 32
BAKE: 2097152
3 4-327 153K Body &
8% ik SRR fik
csr =2 String IEREZIEKR, BFEA “\r\n”
& “\n” BRIEBEZERPH
11775, &I consolelmiEsk
IO, WEHMFSHEIR,
BRAXEKE: 5120
e
RS 200
7 4-328 g7 Body 2%
2% S¥RT fER
key_algorithm | String ZHHEE,
key_algorithm | String FHREKE, B2{I/bit,
_length
signature_alg | String BEEZE, TRANESEZEREEE, W
orithm "SHA256withRSA",
public_key String RIPRE
Lz
Hep, BITREH “\r\n” B;
Ei/_]\ttr;. 0
BRXIE: 4096
distinguished_ | Distinguishe | IEBZFRECE, F55&MDistinguishedName
name dName FERHUREMIRAR
object
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TR EERS
AP &% 4 AP

£ 4-329 DistinguishedName

ol SR R
common_nam | String IFPBEEfFR (CN) , FFrRgem-". """
e " " "\ ",”\ "*"\ %! é&%\ Iy%—.ﬁﬁjz -ttr._
7f' BEBIT 64 =F T o
BIME: 1
BRAKE: 64
country String ExRmIB, HeeHENAR, KENMUFMF.

BIM<E: 2
RAKE: 2

state String BRI, B/IREEEH"-". """
%1! H=. NFHRK, kr‘ 71' f’f_ 1281_7
o

BIMEE: 1
RAKE: 128

locality Stl’ing ME%W, g%}—{lm\%\lému n n || n |l\ n n\ ll,ll\
=8, . NEER, KERGEIT1280S
o

BIMEE: 1
RAKE: 128
Ol’ganlzatlon Stl’ing —/\g*l—{, g*}—(/q lé,EEu " non non nn " n\

%Er HF. NFHEK, tcr Tﬁ‘éﬁ_ 641 =
Fo

RAMKE: 1
BAKE: 64

organizational | String RABRTEIR, JFREREH"-". """
_unit " FE HF IXFHE, kFT e8I 647
Fo
BME: 1

RAKE: 64

KEB/: 400

2 4-330 IR Body 2%

28 SR )%

error_code String EIREKIREAIEEIRG
Ei/_]\ttr;: 3
RAKE: 36
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IEREIERSS

APl &%& 4 API

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-331 IR Body 24

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-332 [ Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

2 4-333 IR Body &%§

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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SIEREIERSS

AP| &% 4 AP|
2 SR iR
error_msg String HRERREPEIRER
=BNME: 0
BAKE: 1024
RS 500
7 4-334 gk Body £
¥ SR g
error_code String Himia KR EIAIEEIRED -
Hil_l\ttrg: 3
RAIKE: 36
error_msg String BixiaKIREREIRER
BIM<E: 0
BAKE: 1024
=Rl

N Rz~

FEYTCSR, &R FEIX-Auth-TokenZEREEIEStoken, HiZtokenFEEEBGARAPI
AOIBIEIANBR o

POST https://{Endpoint}/v1/private-certificates/csr/parse

{

el e BEGIN CERTIFICATE REQUEST-----\
\nMIICyTCCAbECAQAWXELMAKGATUEBhMCQO4XxEDAOBgNVBAGTB3NpY2hhdW4xEDAO\
\nBgNVBACTB2N0oZW5nZHUxCzAJBgNVBAOTAKhXMQswCQYDVQQLEwJJVDERMABGATUE\
\nAXMIdGVzdC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZ4q5z\\nxgK/L/
FCOx2jESeUW5GB6zS5rVXTOWLTCTvOd 1LtWBLSRIINATYTYiP1pNo4/pBqg\
\nHIM3IiUDkc896CJerYINzOljTaV4GjCZvPrxSHU5tolvIDfIBsY+gnzbT1ol/y0r\\n3yb9dx7eeF5rPR+U8RTw+Ov/
ZNRb+0CY30hrXMdrWjp5dtLGTIr5EFYXIKNOPCKR\\n
+6BGyJnCOPWSuqwsykFbgMRkcBaNAxa59dRhMF50pvx2Vs929vFrMi+ofDELUOQGZ\
\n1vyjaEA3pn3AGJGXZgrGNbSfz12ixgGLes4cQD21GCIAWgnBQ7b1ru2V8ImUfyh0\\nyvTEyHIJTuFbQ
+257AgMBAAGgJjAkBgkghkiGOwW0OBCQ4xFzZAVMBMGATUdEQQMMAQC\
\nCHRLc3QuY29tMAO0GCSqGSIb3DQEBCWUAA4IBAQBK(jZuYsz4s0wb1POIWN41eiAB\
\np53gb63QKWILN9z8dLktcdSI3IPfcfPZpXv++QPtn3LRIrIJKBawusk6SPXbvOGgS\\n5)J
+6eM8kVW203gHFgoaMcPYVtiO7ekG6025qx6+Rj84wbFdmpOiCc8AwrLEBwzYV\
\np1zaprWQu6PxBulkYPa3FLcntDdi7B67r0YTpxVvo1K7vHYFboDvPz7xG57QIFIM\
\nwGd10egariMT3N8gBOzLZc+jgLpxgo4xoNqBHMo6DEmMKLAWdzU4ljpuGK9had99k\\nvQ5vft/
Qra3v1ug2lOm/G92b0uA9Y1t2bMHobtAnuXLOHmMY9XcLdzpC3f8h8\\n----- END CERTIFICATE REQUEST-----"

}

W&G: 200
BRERIN
{

"distinguished_name" : {
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TR EERS
APl &%

4 API

"country" : "CN",
"state" : "sichuan",
"locality" : "chengdu",
"organization" : "TestA",

"organizational_unit" : "IT",
"common_name" : "test.com"

}

n

public_key" : "

BEGIN PUBLIC KEY----- \r
\nMIIBIJANBgkghkiGOWOBAQEFAAOCAQB8AMIIBCgKCAQEAXTEX1JfOXquoFDjVi67T\r
\npF4kFwetNnLwC0ZQtOK3fftX4/rkHwdGdsYAalzLz2ltlgbtLJHeKaNnjlgTL8bn\r
\nODVIxww6ZP6VaxpfkXal76GxDdvb5kp8yRFUAK8N2YQOUIcsFoXn2CAx1dOtAaNF\r\nO
+HwooRNnp6GekZaRSYS2bk4olkQ83/2WKKTGC+tAmMjSFG7AIY8jaO5RgX40YGANh\r

\nU9UGO08xCxux8k2dsXRnY+fxRiLWphiT2ij4CYURagETbKuRIOWOI+HFVkmIU/Op\r\n3FWqBORdrRTECAC

+S5fmW75E85rAMh9f65wa/6eWcM6vinby4Bbm1mcJdR3olgKI\r\nUQIDAQAB\r\n

\n",

"key_algorithm" : "RSA",

"key_algorithm_length" : 2048,
"signature_algorithm" : "SHA256withRSA"

}

W&G: 400

IEREHHIR.

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

WR&RS: 401

WIERINNEFREZEN .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

W&G: 403
TANIERML

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

WK&mL: 404

BRAFESRRRERLE

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

JRA&SES: 500
ARSZPIERE

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

END PUBLIC KEY-----\r
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SIEREIERSS

API &% 4 API
NG
K& ik
200 BEREMLI
400 BERESHBIR.
401 BRI NEREZEN.
403 TANIERML
404 REAFERTFERILE
500 ARSSAEBEIR o
$HI=6
B2 W=D,

4.2.2.5 HRFATIEBEER

TORENA

EEFAEIEBEE .

iz

EaTLATEAPI Explorerdifidiziz [, IFEMAIESEAN . API Explorera] LABRN4ERK

SDKICHERGI, FRHSDKICHIRABIEIRNINARE .

URI

GET /v1/private-certificates/quotas

Z 4-335 i&sk Header 8%

¥ BRI SHEER ik
X-Auth-Token | £ String HFToken, @iZiERIAMIRSS

SREVFE P Token3Z SREX ( M@k
BB sLrhX-Subject-Tokenfd
B) .

=RIME: 32

RAKE: 2097152
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TR EERS
AP &% 4 AP

MR SEL

WRERS: 200

2 4-336 IR Body 2%

2 SHEER ik
quotas Quotas object | IEFEEN, 1¥HEES W Quotas=FEREIBLEIR
BH .

2 4-337 Quotas

S8 SR A
support_hsm_ | Boolean A B BNENEREINZEINEE
cluster e true
e false
resources Array of RIFECENTIZER, FIEEES I ResourcesFEEIE
Resources ZEHIIRAA
objects HEKE: 0-10

=€ 4-338 Resources

2% SR ik
type String IEPHEEE:

e CERTIFICATE_AUTHORITY: CAIFH;
e CERTIFICATE: JAGIFH,

used Integer S ABCENE .
quota Integer RS sEsE
e CERTIFICATE_AUTHORITY: H¥aiREFIEE
100;

e CERTIFICATE: B &S5 100000,

W&G: 400
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SIEREIERSS

APl &%& 4 API
7 4-339 IR Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
% 4-340 KL Body £%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
REB/: 403
2% 4-341 gL Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
WRE&EE: 404
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TIEPEERS
APl &%

4 API

K 4-342 [0 Body 2%

2H SHE R

error_code String Himim IR
=UN NEH
RAKE:

[EIAYHEIRES
3
36

error_msg String EIRIEKRIR
RIMSE:
BRAKE:

EIRHIRIES .
0
1024

R&6G: 500

% 4-343 Qi Body &#

2% SHE ik

error_code String EIRIERIR
=Z\SNER
RAKE:

ERYFEIRAD o
3
36

error_msg String EimEkKIR
=U\.SEH
RAKE:

EIREIRES .
0
1024

BRI

BEFAGIFBEER, 153KLHIX-Auth-TokenFEREE B Stoken, HiZtokenEER

BZAPIRIISIEABR o

GET https://{Endpoint}/v1/private-certificates/quotas

[ iz 73<5)
RSF: 200
ERT LI
{

"quotas" : {
"resources" : [ {
"type" : "CERTIFICATE",
"used" : 25,
"quota" : 100000
1]
}
}

WR&B: 400

IEREHHIR.
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APl &% 4 API
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREME: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREG: 403
IAUESR ML,
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&8G: 500
IR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K&
RSB R
200 BRI
400 BRESHBIR
401 AR REREZEN.
403 NIEEY
404 REAFESEEARLE
500 RS EBERIR
TESL
ESIEIRB.
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IEREIERSS

APl &%& 4 API
4.2.2.6 HiFIEHIFE
INRENA
E@IERIFE.
i
EAJLATEAPI Explorerdifidiziz [, SXIFEMAIEEEAN . API Explorera] LABRI4ERK
SDKARSRAI, FRESDKISIBRENEIXINAEE .
URI
GET /v1/private-certificates/{certificate_id}
F 4-344 B1RBY
5 =AW SHER A
certificate_id | 2 String FEETAFABIERID,
=IMKE: 36
BAKE: 36
=P 5
K 4-345 i53K Header 2
2% B SR R
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS
SREN AP TokeniZ O3XEX ( MR
jEEsLrhX-Subject-Tokenfd
).
=IMKE: 32
BAEE: 2097152
R SE

REB: 200

% 4-346 I Body 2%

2%

SHKE

ik

certificate_id

String

FABIEBID,
=/IM<E: 36
RAIKE: 36

MAERRAS 11 (2025-03-24)
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IEREIERSS

AP| &% 4 API

2% SR fik
status String WERIRTS

o ISSUED: EXX;

e EXPIRED : EigHf;

e REVOKED : EBH,
issuer_id String R CAUFEID,

RAMKE: 36

RAKE: 36
issuer_name String R CAUFBEFR,

BIME: 1

RAKE: 64
key_algorithm | String ZREIE,
signature_alg | String TREE,
orithm
freeze_flag Integer REEIRIR:

o 0: IERENT;

° HEAE //ij_'éi'{klug éﬁﬁ%ﬁ%
gen_mode String WEBERE:

e GENERATE : PCARZ AR

e IMPORT : 4NBEN;

o CSR:SMEMEMHCSR, AEBCARITER, BIFA

SHARTEPCAITIES .

serial_number | String 527/ =

=BME: 1

RAKE: 64
create_time | Long IEBeIEE, Bl (MR ) .
delete_time Long IEBERATIE), B rtEE (ZWER) .
not_before Long IEBeIEERTE), BN ontEE (ZEWER) .
not_after Long IEBEIEARTE), X ntaEk (ZEWER) .
distinguished_ | Distinguishe | IEBZFRECE, F55&MDistinguishedName
name dName FEHURSIAR

object

enc_cert_info

EncCertinfo
object

IEFEBER, FEEER
LEH15RR .

EncCertinfoREREiE
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SIEREIERSS

AP| &% 4 API
2% SR fik
enterprise_pro | String TWIREID, EAR “07 ., XWFF@EWIRE
ject_id AR, ERRBELTFRAEWIRE T, SFEK
FEEWIRBRAR, FRRERGTFEWIRE
o

£ 4-347 DistinguishedName

8% SHE iR
common_nam | String WEBIEBAZIR (CN) , FREeemy -, """
e AN NN 2 S N6 2N ﬂ—?—ﬂﬁk ‘lXJ:EF
71' BERBIT 64 F T o
BIME: 1
RAKE: 64
country String ExRmiS, REEMEAER, KER2MUFH.

RAMKE: 2
RAKE: 2

State String %Fﬁgw g*’-{/\ﬁgm" " non " ||\ nn u’n\
=, . WSER, KEREEIT28ME
o

BIMEE: 1
RAKE: 128
locality Strlng ﬂﬂ[%*}-(, %%/—{ %\Ié "_ n n || n |l n lv n ||

%Elr =, XNFHRK, tcr‘ N ﬁELLQSﬁ%
o

BIMEE: 1
BAKE: 128
organization | String RIDZFR, BIRR{eH"-", """ "

%Et #H=. XNFHRE, tcr 7F 6412
1_.‘-0

=IMKE: 1

RAKE: 64

organizational | String RMBITEIR, JFRERGEH"-". ""L "
_Unit ","\ %l\ &%\ Iy%éﬂﬁk 'IKF_T J\i64'ﬁ\z

=k

F1Jo
BME: 1
RAKE: 64
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IEREIERSS

APl &% 4 API
2% 4-348 EncCertInfo
el S¥RT R
enc_serial_nu | String INEIEBFIIS .
mber BMREE: 1
RAKE: 64
RE&ES: 400
= 4-349 IR Body 2%
2% ST T
error_code String Hixia IR EIRIEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BAEKE: 1024
HK&m/: 401
% 4-350 IR Body %
BH SR R
error_code String EIREIREAVEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIEKIRERIEIRES
=ME: 0
BRAEKE: 1024
RE&: 403
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IEREIERSS

4 API

7 4-351 IR Body &%

SH

SHRE

i

error_code

String

EIRIE IR
RAMKE:
BXKE:

[EIRYEEIRAD .
3
36

error_msg

String

EIRIERIR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

K&6G: 404

7 4-352 [[IR Body %

2H

SHE

R

error_code

String

EIRIE IR
RAMKE:
RAKE:

ERYEEIRAD o
3
36

error_msg

String

EIRIE IR
U NEF
BRKE:

EIRHIRIES .
0
1024

WK&G: 500

% 4-353 I Body 2%

28

SHH

R

error_code

String

EiRIE IR
RAMKE:
BAKE:

[EIRYEIRD o
3
36

error_msg

String

EIRIERIR
RAMKE:
BRAKE:

EIRIEIRER -
0
1024

BRI

BHIFIEBIFR, BRLPHIX-Auth-TokenFEEEEIEStoken, BiZtokenEEZEBBAK
APISIG IR o

GET https://{Endpoint}/v1/private-certificates/6434f74f-2d13-4e6a-89eb-93ee313f1a43
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TIEBEERS
AP &%

4 API

N Rz 7~

RASE8: 200
BERERKID

{

"signature_algorithm" : "SHA256",

"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",

"issuer_name" : "TestA CA",

"not_after" : 1665539214000,

"not_before" : 1634295475000,

"status" : "ISSUED",

"freeze_flag" : 0,

"gen_mode" : "GENERATE",

"serial_number" : "202110151057541266081861",

"distinguished_name" : {

"country" : "cn",

"state" : "guizhou",

"locality" : "guiyang",
"organization" : "TestA",
"organizational_unit" : "IT",
"common_name" : "test.test.com"

L
"key_algorithm" : "RSA4096",
"create_time" : 1634295475000,
"delete_time" : null,

"certificate_id" : "6434f74f-2d13-4e6a-89eb-93ee313f1a43",

"enc_cert_info" : {
"enc_serial_number" : "2ad6c3e393a95bf13f95"
}
}

RZED: 400
BRSHEIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RESE: 401
SRR AR ESIN
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE/: 403
INIESRML
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

RERG: 404

REAFESRFEARLE
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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TR EERS
AP &% 4 AP

R7SF5: 500
RS IEREEIR o

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REB
REB )%
200 BERENRIN
400 BRESHEIR,
401 BB RIREEES .
403 INIESE .
404 BB FESZRRARELE
500 RS AEBEIR
BI=0
52 EIRB.
4.2.2.7 HIFRIES
IHEENER
RIBRIES .
i
R LATEAPI ExplorerdRiidizig [, ZIFEIMAIEEN . API Explorera] LABENERK
SDK{CHERBY, FHEMSDKARBREIEARXINGE .
URI

DELETE /v1/private-certificates/{certificate_id}

% 4-354 BRIZS¥

el =RWIE SR #R
certificate_id | 2 String FrEMIBRAIFABIERID,

BIMKE: 36
BAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DeleteCertificate

IR EERSS
APl &% 4 API

IERSH

% 4-355 53K Header 2%

2% =A%k SRR iR
X-Auth-Token | 2 String HRFToken, @EiZiEARIAMIRSS

$REVA P TokeniZ 5XEY ( WAL
iEB3LehX-Subject-TokenhY
B).

=RIMKE: 32

BXEKE: 2097152

N Rz S4(

WR&G: 400

2 4-356 IR Body 2%

S8 SR A
error_code String ERIEKIREIAIEEIRED -

BIMKE: 3

RAKE: 36

error_msg String HEIRIERIRENEIRIER
BIM<E: 0

BAKE: 1024

R&S: 401

% 4-357 iz Body &%

BH SR R
error_code String EIREIREAVEIRD .

B/M<E: 3

RAKE: 36

error_msg String HEIRERIREIPEIRES
=ME: 0

BRAEKE: 1024

W&G: 403
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IEREIERSS

APl &% 4 API
# 4-358 IR Body 2%
¥ SHEE iR
error_code String BiximKIREIAVEEIRD .
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
FAMKE: 0
BAKE: 1024
RESE: 404
7 4-359 IR Body &%
B8H SR R
error_code String EIRIEKIREAIEEIRG
BM<E: 3
RAKE: 36
error_msg String HiRERIREIPEIRES .
=ME: 0
BRAEKE: 1024
RS 500
% 4-360 I[IK7 Body 2%
2% SHRT T
error_code String HiximIREIRVEIR .
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER
BM<E: 0
BRAEKE: 1024
=]

MIBRIESR, 1EKLFAIX-Auth-TokenZERFEEIEEtoken, BiztokenZEEEBZARAPI

BGBTR -

DELETE https://{Endpoint}/v1/private-certificates/6434f74f-2d13-4e6a-89eb-93ee313f1a43
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IEREIERSS

APl &% 4 API
M iz 7~ A5
RS 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RED: 401
BRI EREESN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REES: 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 404
BB FESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S8G: 500
ARS5AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
204 1BREMIN, Flakzbody
400 BRSHEIR
401 BRI RE R EEN .
403 TAIERTY .
404 RIEAFAESREFEARLE
500 ARSZEBEEIR
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TR EERS
AP &%

4 API

tHI=0

52 IR0,
4.2.2.8 SHIEH

ab
ThEEN 4B
===
o [EHfr&Ex

-  IREREEEN, SLUATERRMER:

® is_compressedAtruely, IREISEELEE, 5B IEBBIR_type=F
ER/N\E=xH.zip, 30" test_apache.zip “,

o REEMZRERIES

(0]

type = "APACHE"BY, EHEEBFEE=134: serverkey
(B$AME, RBARPEMISR, BSHIEBRNZEZEE, UXH
IIZERYFASE ) . chain.crt (IFP4E, ABRHAPEMEEL) |
servercrt (iFH, RFAPEMIER ) ;

type = "IIS"RY, EREHPEEF Y keystorePass.txt
(keystore(<, HESHIFBINZER, WL
%) . serverpfx ( PFXIE$, IFPBSIFRiEEESER—IX
) ;

type = "NGINX"RY, EEEHEEFANE: serverkey (%
PN, IBAPEMIET, ESHIEBIHEER, W=
[EH9FASE ) « server.crt ( REFARPEMIE, IEBSIEPHEES
TER—H) ;

type = "TOMCAT"RY, [FZEEHEEFHANHE:
keystorePass.txt ( keystore(<, HSHIFPITIZEE, N
FTUZRRESZ ) |« serverjks (JKXIED, FBSIFEEEET%E
B—N3) ;

type = "OTHER"AY, FaEEHEE=1{4: serverkey ( %
X, IFAPEMIER, ESHIEPINZERR, NAm=
[EH9FA%88 ) . chain.pem (4% ) . server.pem (iEH ) .

o BACSRELIH

o

type = "APACHE"Z{"IIS"g"TOMCAT"BY, EFREFHEEW
X% chain.crt (IEH5E, RBHPEMIET ) | server.crt (IiE
B, ABHPEMIE ) ;

type = "NGINX"RY, EZESFEE—1XHEF: server.crt (iiE
H, IBHPEMIER ) ;

type = "OTHER"AY, EHBEFEEFNE: chain.pem (i

HhE, AFHPEMIEL) o cert.pem (GIEF, AEHPEMIE
) o

= is_compressedAfalseld, R[Eljsont&=, IREIPIEARSEUIT:
o RAEMEHZRIED

o}

type = "APACHE"Z}"NGINX"g"OTHER"RY, IREISHUNT:
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TP EERS
AP &% 4 AP

o certificate (IEFBRZE, PEMIER ) ;
o certificate_chain (iFB%%E, PEMIE) ;

o private_key (IEHFASH, PEMIERS, BSHIEBIHRER
19, NNZEERIFASE ) ;

o type = "lIS"&,"TOMCAT"R}, ERIFREN .
o BANCSRERIFH

o type = "APACHE"Z{"NGINX"g}"I1S"5"TOMCAT"g};"OTHER"
Y, REISHUIT:
o certificate (IEPAZE, PEMIER ) ;
o certificate_chain (iF$§%, PEMAEI() ;

o [EEHBZE
-  IAEREAEENEEEENER, SLATEMER:

= js_compressedJatrue. is_sm_standardtrueld, REISIEFER, @
Z4: IFBER_typeFEB/NEF&.zip, 1" test_apache.zip “,
o ERH{EMERLRILR

o type = "APACHE"Z{"IIS"5"NGINX"S"TOMCAT"BY, FAIK
EN;

o type = "OTHER"HY, EHEEFEERIHE: chain.pem (i
Bht, B HPEMIER ) . signCert.key ( SZIEBE4AX
1, REAPEMIED,, ESHIEPINZEZMS, NAMZEERN
FA$H ) . signCert.pem ( BZiIEH, RFHPEMIER ) «
encSm2EnvelopedKey.key ( IIZHEHRHIEZZGMT00094R
HSBHFEEIM, MB/IBASECAYRAT ) |
signedAndEnvelopedData.key ( INZIEHBHIEZEGMT0010
FEISEEFEEE Y, IEIBASE644RAS ) . encCert.pem
(DIZES, RWBHPEMAER ) .

o BACSREXIEH

o type = "APACHE"ZY"IIS"5¢"NGINX"3;"TOMCAT" "B, ERIFKR
EX;

o type = "OTHER"HY, EZHBHEEMMNIE: chain.pem (IiE
P4k, WBFHPEMIER ) .« signCert.pem ( ZZiEH, ABAH
PEM#8Z( ) . encSm2EnvelopedKey.key ( INZHEPBRIEZ
GMTO00MFENIBEIFEE I, HNBHBASECATRED ) |
signedAndEnvelopedData.key ( INZEHHIEZEGMT0010
FRERNSEHFETIE, B IBASE644RES ) . encCert.pem
(INEIES, ABAPEMIETL) -

® js_compressedAtrue. is_sm_standardAfalseld, IREINH/E4EE, &
29 IEPBFR_typeFE/NEFH .zip, 417 test_apache.zip “,
o RAEMEHZRIED
o type = "APACHE"S;"IIS"5{"NGINX"Z"TOMCAT" i, Ak
EX;
o type = "OTHER"HY, EHBHBEEHINE: chain.pem (IiE
HiE, IBHPEMIE) | signCert.key ( SZIFHBEZAX
4, ABAPEMIER, ESHITBIHRERRS, UAMNZEERI
FASH ) . signCert.pem ( BZiEH, REHPEMIE ) «
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AP &% 4 AP

encCert.key ( INZFEPEZHEXYE, ABHPEMIEH, BSHIE
BAINZEZY, MWAINZEGEHIFATE ) « encCert.pem ( INZHIE
B, ABAPEMIETL)

o BACSREXIEH

o type = "APACHE"EX"IIS"s"NGINX"a},"TOMCAT"RS, EAf3k
EX;

o type = "OTHER"HY, [EZHEEBHEEMNNE: chain.pem (iif
HiE, IBHPEMIE) | signCert.pem ( EZiFH, IEH
PEM#E=( ) . encCert.key ( INZEPEIAHE, AEHPEM
=X ) . encCert.pem (INZIEFH, WERPEMIER ) o

= js_compressedJafalse. is_sm_standardgtrueld, iR[Ejsonf&=, ix[a]
HNEASEHNT:
o EFHEMEPERIED
o type= "APACHE"Z"11S"g;"NGINX"g"TOMCAT" "B, &Rtk
EX;
o type = "OTHER"HY, IR[EISHIT:
o certificate_chain (IEP5E, PEMEER ) ;
o certificate (ZRFIFPHNE, PEMIER ) ;

o private_key ( EZIFPFAE, PEMIE, BESHIEPIR
BEEE, WAMNERRIFAR ) ;

o enc_certificate ( IIZEPAHE, PEMIER ) ;

o enc_sm2_enveloped_key ( IIZEFHIEZGMT0009%R
ENEE (S5, BASE64RIT ) ;

o signed_and_enveloped_data ( INZEBHIEZ
GMTOO01OFRERGE B A EEI M, BASEGAZRET ) o

o BACSREXRIEH
o type = "APACHE"Z{"IIS"5"NGINX"S"TOMCAT"BY, FAIK
EX;
o type = "OTHER"HY, REISHIIT:
o certificate_chain (iE$H4%E, PEMIEZ) ;
o certificate (ZXRIFBAE, PEMIER) ;
o enc_certificate ( JIZEPAST, PEMIER) ;

o enc_sm2_enveloped_key ( INZHEFHRIEZEGMT0009%R
R F(EEE, BASE64AYRED ) ;

o signed_and_enveloped_data ( IZIEPHIER
GMTO01OFRAERGE B SIS, BASEGALRIT ) o
® js_compressedJafalse. is_sm_standardffalsefd, iR[@jsont&zl;, R[]
HNEASHUIT:
o ERBEMFRS RIS
o type = "APACHE"Z{"IIS"5f"NGINX"Sl"TOMCAT"BY, FAIK
EX;
o type = "OTHER"HY, REISHUIT:
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TR EERS
AP &% 4 AP

o certificate_chain (iFH4%, PEM#E() ;
o certificate ( SZIFPAS, PEMER ) ;

o private_key ( EZIEPFAE, PEMIE, BESHIEPITIR
BEER, WANMZERNFAR) ;

o enc_certificate ( IIZEPHE, PEMIER ) ;

o enc_private_key ( IIZEFFATH, PEMIER, BHSHIE
PBANIZEER, WAMZEAIFAHE) .

o BACSRELIFH
o type = "APACHE"Z{"IIS"5"NGINX"Sl"TOMCAT"BY, FAIK
EX;
o type = "OTHER"E, iR[EISHINT:
o certificate_chain (4%, PEMIER ) ;
o certificate (ZZIFPHNE, PEMIER ) ;
o enc_certificate ( JIZHEPAST, PEMIER ) ;
o enc_private_key ( INZIEHFAE, PEMIER) o
() #8e
QELHIERRKETS “E€LR” i, TR TSHIRE,

UL
ZBJLATEAPI ExplorerdRiidiziE [, IFEIMAIEEN ., APl Explorera] LABENERK
SDK{CHERBI, FHRESDKAHBREIEIRXINGE .

URI

POST /v1/private-certificates/{certificate_id}/export

#* 4-361 BE&H

2% BEWI% SR R

certificate_id | 2 String FrESHRIFABIERID,
BRAMKE: 36
BAKE: 36

SRR 11 (2025-03-24) WIS © AR BRABRAT 255
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TR EERS
APl &%

4 API

IERSH

% 4-362 53K Header 2%

84 =AWk SHERR faR
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
$XEYFE A Token#Z [5KEX ( MERZ
jEBEsLrhX-Subject-Tokenfd
BH) .
=IMKE: 32
BRAKE: 2097152
% 4-363 153K Body &%
2% =A%k SR R
is_compressed | & String =EEY%E.
e true
e false
type 2 String IRIERRSS 282 B i FEUEBAY
Foz0, AFLATRMZEE:
e APACHE : apacheflR53 884
HFERLSE,
e NGINX : nginxfRSZ S {E
Blts#;
o IS : windowsfRSSe#ETF(E
Bt
e TOMCAT : tomcatfR53284#E
ZERLSE
e OTHER : FEPEMIETILE
B, HEERLSE.
is_ sm_standar | & String EEEZGMT0009%rEMSEHD
d EZGMT0010fREE . =iIE
PEEASM2BENTBY, &
TMEN, WEIASfalse,
e true
o false
password S String WERTFINZEFABRIEE ., X5
FRRXKNEFE. #HF.
BRERT (N, +- #) F. &K
KERRFH, &R EN, U
ANRNMERINZESES
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TR EERS
APl &%

4

API

EIVE>2
RBHG: 200

% 4-364 I Body 2%

28 SR A

private_key String FASAAE o

certificate String IEFBAS,

certificate_ch | String IEPRENE .

ain

enc_certificate | String MZFREBAS

enc_private_k | String NZFABEARS .

ey

enc_sm2_enve | String IIZEFABRIEZGMTO00MREMSESM2E (S
loped_key i

signed_and_e | String INZFABHIEZGMTO0 bR TS 2 ¥ F(=
nveloped_dat i,

a

WR&E: 400

2 4-365 l[IR Body 2%

2% SHE

ik

error_code String

EREKIREIAIEEIRED -
BM<E: 3
RAKE: 36

error_msg String

HIRIERIRERERER .
RIMKE: 0
RAKE: 1024

WK&ERS: 401
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SIEREIERSS

APl &%& 4 API
# 4-366 UL Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
2 4-367 Uiz Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
7 4-368 UL Body &%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KE&ES: 500
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IEREIERSS

APlI &%

4 API

BRI

MRz~

7= 4-369 IR Body &%

S8 SR A
error_code String EIRIEXRIREAIEEIRE

=ME: 3
BRAKE: 36

error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BAKE: 1024

SHIFE, EKLFAIX-Auth-TokenZERFEEIEEtoken, BiZtokenFEEEBZAAPI
AYIBIEIRSR o

POST https://{Endpoint}/v1/private-certificates/6434f74f-2d13-4e6a-89eb-93ee313f1a43/export

{
"type" : "other",
"is_compressed" : false,
"password" : "test"

}

WK&G: 200

BERERKID
{
"certificate" : "----- BEGIN CERTIFICATE----- \P\n******\ r\n-——-- END CERTIFICATE-----
"certificate_chain" : "----- BEGIN CERTIFICATE----- \r\n******\r\n----- END CERTIFICATE----- \r\n----- BEGIN
CERTIFICATE----- \r\n******\ r\n----- END CERTIFICATE-----
"private_key" : "----- BEGIN RSA PRIVATE KEY----- \r\n******\ r\n-—--- END RSA PRIVATE KEY----- \r\n"
}
REB: 400
BRSHEIR.
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R&ES: 401
BRI RNERESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&G: 403
UNIES

{
"error_code" : "PCAXXX",
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IEREIERSS

APl &% 4 API
}"error_msg" L UIXXX!
K& 404
RREAFEREREARKE
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
RE&M: 500
ARSSPIEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L XXX!
RSB
R ik
200 BEREMLI
400 BERESHBIR.
401 BRI REREZEN.
403 INIERL
404 BREAFERERARKD .
500 ARSSAEBEIR o
=0
B2 =D,

TORES 4R

BHILER

AR

YRS RN, WRbodyKEEN"), EUBLIRE.
iz

EaJLATEAPI Explorerdifidiziz O, IFEMAIESEAN . API Explorera] LABRNI4ERK

SDKICHERGI, FRHSDKICHIRABIEIRINARE .
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=RevokeCertificate

TR EERS
AP &% 4 AP

URI

POST /v1/private-certificates/{certificate_id}/revoke

% 4-370 BIZS#

B8H =AWk SR R
certificate_id | 2 String FrEmERIFABIERID,

RAMKE: 36
BAIKE: 36

IBREH

% 4-371 i53K Header 8%

2% ra) 2y ST A
X-Auth-Token | 2 String R Token, BEiIEARIAMBES

$REVA P TokeniZ 5XEY ( WAL
jE B sLrhX-Subject-Tokenfd
B).

RIMKE: 32

BXEKE: 2097152
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IEREIERSS

APlI &%

4 API

N R S4L

% 4-372 {53k Body S

2H EEWIE
=

SHER

1)

reason [==)

String

RIRIEA, IFLATIEIR:
e UNSPECIFIED : S$RIRig

ERHEER, NEOANME;
KEY_COMPROMISE : if$
ZEAMREITEEE,
CERTIFICATE_AUTHORITY
_COMPROMISE : k&2
L+, OIBEfE1ECAZ AR AL
=,
AFFILIATION_CHANGED :
EBhFEASEMEREE
ZWNE;

SUPERSEDED : IlLiIF R EMH
B

CESSATION_OF _OPERATI
ON : tLIEBE A KRE Y
SLREFLLEE;
CERTIFICATE_HOLD : iZiif
PBHIIANFER B, T
HERERES 4R
PRIVILEGE_ WITHDRAWN :
HFBABEEEERNE
THERIBSR ;
ATTRIBUTE_AUTHORITY_C
OMPROMISE : {B{RIIFH
BRI REEZ R
=,

i5A8

LHAREIES RIHIEA, BXbody
FBEER(Y, BUESIERRE,
ZRA{EIUNSPECIFIED,

WK&G: 400

% 4-373 I Body 2%

2H S

R

error_code String

EREKIREIAIEEIRED -
BM<E: 3
RAKE: 36
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IEREIERSS

APl &%& 4 API

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

& 4-374 KL Body &%

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-375 [ Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

KREIE: 404

2 4-376 1L Body &%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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IEREIERSS

APl &% 4 API
2% SRR fik
error_msg String HEIRERIRENEIRIEE

=BNME: 0
BAKE: 1024

REH: 500

7= 4-377 ghi Body %4

2% SHE

i

error_code String

EIRIESORERI IR .
=IMKE: 3
BKIKE: 36

error_msg String

EIRIEOREAIEIRER
=IM<E: 0
BAKE: 1024

5K

BIHIER, 1B5RLPFAIX-Auth-Token=FEREEIEStoken, HiZtokenFEEEGARAPI

POST https://{Endpoint}/v1/private-certificates/6434f74f-2d13-4e6a-89eb-93ee313f1a43/revoke

B IR o
{

"reason" : "KEY_COMPROMISE"
}

M 7~ A5
REB/: 400
BERBHEIR,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RED: 401
BRI NERES,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB: 403
INIESE
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IRIERE © L ATITERAGIRAT 264



TR EERS
AP &% 4 AP

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&mD: 404
BRAFESRRFERLE

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REF8: 500
ARSSPIEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
R
K& ik
204 1BREMI, Tlakzbody
400 BRSHEIR
401 BRI RE R EZEN.
403 TAIERML
404 BRAFESREREARKD .
500 ARSSAEBEIR -
%ﬂ‘ﬂ

52 EIRB.

4.2.3 IF PR iEE

4.2.3.1 EERBEEZITNR
INEENA
BEEREEZIENR,
(RERTY:
BPFFHEAKStokenEEEZLEEER (secu_admin ) R,
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IEREIERSS

APl &% 4 API
A
&0 LATEAPI ExplorerdidiiziZz [, SXIFEDNAUESEM . API Explorera] LABZ4ERE
SDKHE R, FHRMESDKARIRAEIEIRINEE
URI
GET /v1/private-certificate-authorities/obs/agencies
IBREH
% 4-378 153K Header £
2H BEWI%E SR fHR
X-Auth-Token | 2 String HRFToken, BEiZiEARIAMIRSS
SREYFE A TokeniZ[FKEX ( MR
&2 sLAhX-Subject-Tokenfd
B) .
RIMKE: 32
BRAKE: 2097152
D)2

WR&G: 200

2 4-379 Ui Body 2%

8% e el ik
agency_grant | String OBSHRIHYIFINER -
ed e true
o false
K& 400
7 4-380 3K Body 2%
2% S¥RT R
error_code String HEIRIERIRERIEIRE .
B/MKE: 3
RAKE: 36
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IEREIERSS

APl &%& 4 API

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-381 IR Body 24

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-382 [ Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

2 4-383 I Body &%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36

SAYERAS 11 (2025-03-24) IS © ARITTERARBIRAT 267




SIEREIERSS

APl &% 4 API
28 SR A
error_msg String EiIREKREIVEIRER

=BNME: 0
BAKE: 1024

RASE5: 500

7 4-384 gk Body S

24

SHR

R

error_code

String

EIRERIRERIEEIRE .
=IMKE: 3
BRAKE: 36

error_msg

String

EREKIREREIRER
=BME: 0
BAEKE: 1024

5K

BEPCARTEBFFRIOBSEIERUR ( BFiHITIOBSHE, EFfmiEsIE ) , Bkt
A9X-Auth-TokenZERFEEIEStoken, HiZtokenFEEZEBAAPIRIHONRSZL2E
5 (secu_admin) R,

GET https://{Endpoint}/v1/private-certificate-authorities/obs/agencies

Nl iz 73~

R7SF5: 200

BEREMIN
{

"agency_granted" : "true"

WK&6G: 400

IERSHHIR.

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

WR&ERS: 401

WIERITEFBEEN .

{

"error_code" : "PCAXXX",

MAERRAS 11 (2025-03-24)
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IEREIERSS

AP| &% 4 API
"error_msg" : "XXX"
}
R&ES: 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REES: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7&B: 500
IR AEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB R
200 BREMI
400 BRSHEIR
401 SRR EREEN .
403 INIERML
404 REAFAEREFEARILE
500 IRSZEBEEIR
xS
BESIEIRB.
4.2.3.2 BlIEEZEE
IhEENA
FIP45PCABIFRZOBSEAEIZAN, A TAEIOBSHE, E#FimiEsIE.
(MAiTY:
R ERA%KStokenTFEERLZEEER (secu_admin ) BUR,
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SIEREIERSS

APl &% 4 API
it
RBJLATEAPI ExplorersRiidiziE ], IFEIMAIESEN . API Explorerl] LABENERK
SDKRBRAI, FHEMSDKIBRAENEIXINEE
URI
POST /v1/private-certificate-authorities/obs/agencies
iERSH
2K 4-385 i53K Header 2
B8H BEWI% SRR 1k
X-Auth-Token | 2 String PR Token, @iTiEREIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JHESLEX-Subject-TokenHY
B) o
RIMKE:
BAKE:
VRS54

REB: 200

% 4-386 ljuf Body &%

2¥ SR R
agency_id String EIZOBSEIE, HIAMIREIRIIZIID,

KE/: 400

% 4-387 g Body %4

2% SHE

ik

error_code String

EIRIERIREAIEEIRD .
=RIMKE: 3
BAKE: 36

error_msg String

HIRIERIRERERER .
RIMKE: 0
RAKE: 1024
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SIEREIERSS

API &% 4 API
REES: 401
7 4-388 UL Body £%§
2H SR iR
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
BIM<E: 0
BAKE: 1024
REL: 403
& 4-389 M7 Body &%
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAKE: 1024
K&MB: 404
7 4-390 IR Body 2%
8% SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
IK&[E: 500
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SIEREIERSS

AP &% 4 API
2 4-391 IR Body &%§
8% SRR iR
error_code String EiRiEKIREAVEIR .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BAEKE: 1024
(=P

N Rz~

FAF45PCABIZROBSEATIZIN ( FBTFAIOIOBSHE, E#FHBHEIIE ) , BKLAHIX-
Auth-TokenZEREEEStoken, HiZtokenEEBEBGARAPIIHOSESLZEEIER

(secu_admin) R,

POST https://{Endpoint}/v1/private-certificate-authorities/obs/agencies

RS 200
IEREMKY
{

"agency_id" : "078ade0fc20010004f8fc0034fad529d"

}
WR&G: 400
IEREBHAEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KREE: 401
ISR NERES
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE&B/: 403
NS,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
K&/ 404

BEAFESREFERLE
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SIEREIERSS

APl &% 4 API
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
R&FS: 500
ARSSPIEREEIR o
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
K&
K& ik
200 BEREMLI
400 BERESHBIR.
401 BRI RE R EZEN.
403 TANIERML
404 RERFERTFERILE
500 ARSSAEBEIR o
e
52 SR

4233 BEERTBRSET

TORENA

iz

URI

EERLARSER.
MARIY:

BFERkKStoken EEERZRLZEEER (secu_admin ) SR,

EaJLATEAPI Explorerdifidiziz 0, IFEMAIEEEAN . API Explorera] LABRN4ERK

SDKIAIRGI, FHRMSDKARIREIFIHINGE

GET /v1/private-certificate-authorities/agency
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ShowAgency

SIEREIERSS

API &% 4 API
BREH
2 4-392 153K Header 2%{
2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES
SREXFIF TokeniZOFAEY ( MARL
JEEsLAX-Subject-Tokenfd
B) .
RIMKE: 32
BAEE: 2097152
R3S
RESHB: 200
% 4-393 [ Body S
2% SRR it
agency_grant | String OBSHBIRIEIGER .
ed e true
o false
RSB/ 400
2 4-394 IR Body S
2% SHEE R
error_code String EimEKIRERVEIRED .
BIME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

REB: 401
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SIEREIERSS

APl &%& 4 API
7 4-395 IR Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
2 4-396 i Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
2 4-397 gL Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
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TR EERS
AP &%

4 API

7= 4-398 IR Body &%

2%

SHRE

ik

error_code

String

FEIRIESORERI IR .
=IMKE: 3
BKIKE: 36

error_msg

String

EiRieRIREFVEIRER
BIM<E: 0
BAEKE: 1024

iERTpl

BEEPCAREEBRFIRS XBXEEAIR ( BFiHR0BSH, BEHmiEsIR) , 5K
SLrhf9X-Auth-TokenFERFEEEStoken, BiZtokenFEEBAAPIRIHIARIRSZ

£EER (secu_admin) PR,

GET https://{Endpoint}/v1/private-certificate-authorities/obs/agencies

N Rz 7~f51

K738 200
iEREMIN
{

"agency_granted" : "true"
REME: 400
BREHBIR
{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
REHG: 401
WSROI EELEN.,
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RS 403
INIEEY o

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEB: 404
TR FESRERER LS
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IEREIERSS

AP| &% 4 API
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7589: 500
RS EBEEIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BEREMI
400 BRESHEIR
401 SR REREEESN .
403 NI S8
404 REAFESEERILE
500 RS AEREEIR
xS
B2 EIEB.
4.2.3.4 SIEIRSZIT
IhEENA
RS PCABIEIRSEIE, BT IHIDOBSHE, EiffmiEslE.
(MAEITY:
BREERkStokenEEZEBLEEER (secu_admin ) R,
izt
EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDKCEBRMI, FHRHSDKILIBREIEIRINEE
URI

POST /v1/private-certificate-authorities/agencies
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateAgency

TR EERS
AP &% 4 AP

IERSH

£ 4-399 153K Header &%

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SRENFEF Token$Z FREY ( Mak
JEEsLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAIKE: 2097152

EVE=2
REHG: 200

% 4-400 IS Body 2%

8% e et fik
agency_id String BU#OBSZEZHE, HIAMIREIRIIEID,

WR&E: 400

% 4-401 I Body S%{

84 e e faR
error_code String EIRERRERIEIRD .

B/M<E: 3

RAIKE: 36

error_msg String EIREXRIREREIRER
=ME: 0

BRAEKE: 1024

K&ERS: 401
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APl &%& 4 API
K 4-402 I Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
RIMRE: 0
RAXIKE: 1024
KE/: 403
% 4-403 57 Body S
2% SHER R
error_code String EIRERIREAIEEIRD .
RIVKE: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
7 4-404 IR Body 2%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KE&ES: 500
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SIEREIERSS

AP &% 4 API
2 4-405 1K Body &%§
8% SRR iR
error_code String EiRiEKIREAVEIR .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BAEKE: 1024
(=P

N Rz~

FAPEIPCABIZERSEZ X EXEIE ( BFIHI0I0OBSHE, EFHmEIIER ) , BRLPRIX-
Auth-TokenZEREEEStoken, HiZtokenEEBEBGARAPIIHISESLZEEIER

(secu_admin) R,

POST https://{Endpoint}/v1/private-certificate-authorities/obs/agencies

RS 200
IEREMKY
{

"agency_id" : "078ade0fc20010004f8fc0034fad529d"

}
WR&G: 400
IEREBHAEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KREE: 401
ISR NERES
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE&B/: 403
NS,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
K&/ 404

BEAFESREFERLE
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API &% 4 API
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&ES: 500
RS EBEEIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BEREMI
400 BRSHEIR
401 SR REREEESN .
403 NI S8
404 REAFESEERILE
500 RS AEREEIR
xS
B2 =D,
4.2.3.5 &ifj OBS fE5IFE
ThEEN 4B
BE1HOBSIEFIE .
(MAEITY:
REAFETERIEEN, ArERLEO., IEREENESIANY: IFBREGE-CIZE.
IE I
1&B]LATEAPI ExplorerdifidiziEz [, XIFEMAIEEN . API Explorera] LAEENERY
SDKCEBR I, FHRHSDKILIBREIEIRINEE
URI

GET /v1/private-certificate-authorities/obs/buckets
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertificateAuthorityObsBucket

IEREIERSS

API &% 4 API
IBREH
% 4-406 153K Header 2
B8H =AWk SR ik
X-Auth-Token | 2 String HRFPToken, @I IAMIAMIRSS
SREYFE P TokeniZ 3KEY ( MgRL
iR LehX-Subject-Tokenf
B) .
RIMEE: 32
BRAKE: 2097152
)2

W&E: 200

K 4-407 IR Body 2%

28 SR A

total Integer OBSIEZE -

obs_buckets Array of OBSHE%IZE, 1¥15152l0bsBuckets=EREIELL
ObsBuckets | #3158,
objects UEKE: 0 - 256

2E 4-408 ObsBuckets

2 SR R
bucket_name | String AR

=RIMKE: 3
BRAKE: 63

create_time Long

BUEERdE) BT EE (B4R ) .

WK&G: 400

% 4-409 lu K Body &%

¥ SRR iR
error_code String EiREKIREIRVEIRD .

=BME: 3
RAKE: 36
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IEREIERSS

APl &%& 4 API

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-410 l[ILZ Body &%

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024

KEB/: 403

% 4-411 I Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

KREIE: 404

2 4-412 0[; Body 2%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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SIEREIERSS

APl &% 4 API
28 SR A
error_msg String BRI KIREAVEIRER .

=BNME: 0
BAKE: 1024

K&\ 500

Z 4-413 g Body 2%

2%

SHEH

ik

error_code

String

EiRIE IR EIAIFEIR .
=IMKE: 3
BKIKE: 36

error_msg

String

EIRERIREREIRER
BIM<E: 0
BAKE: 1024

i5RHl

BiHFAFOBSIBSIER, 1BERLHAIX-Auth-TokenFEREEEStoken, HiXtokenFHE

il iz 73~f5

BBZRAPIRIGIENIR .

GET https://{Endpoint}/v1/private-certificate-authorities/obs/buckets

RASE5: 200
BERE KD

{
"total" : 2,
"obs_buckets" : [ {
"create_time" : 1554867690718,
"bucket_name" : "admin1"

Lo
"create_time" : 1554949519646,
"bucket_name" : "admin3"
1]
}

R&89: 400
BREHBIR
{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
WK&mB: 401
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SIEREIERSS

API &% 4 API
BRI RNERE SN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 404
RERNFESLRFERKE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS R
200 BRI
400 BRSHEIR
401 AR DUEIESE
403 TAIERY .
404 RIEAFESREREARILE
500 ARSSAEREEIR -
XA
BESIEIRB.
4.2.3.6 [ CRL
IheeN4A
B ZEICARICRL,
MAgRRAS 11 (2025-03-24) RIS © L ATITERABIRAE 285




SIEBEIERS
APl &% 4 AP

i

RB]LATEAPI ExplorerdRiidiziz [, IFEMAIESEN . API Explorerf] LABENERK
SDK{RERGI, FHEMSDKARBRAEIEXINGE .

URI
POST /v1/private-certificate-authorities/{ca_id}/crl/enable
* 4-414 BRBH
B8H B W% SR ik
ca_id 2 String FRrERFACRLAICAIERID,
=IMLE: 36
RAKE: 36
IBREH

% 4-415 53K Header 2%

2¥ =A% S ik
X-Auth-Token | 2 String FAFToken, BiZiARIAMARSS

SREVA P TokeniZ 5XEY ( MR
jEEsLrhX-Subject-Tokenfd
B).

RIMKE: 32

BAKE: 2097152

% 4-416 153K Body 2%

2% =Wk SR R
crl_name e String RIESIRSUERTR,
jizL:ld

ERPTIEE, BRBEARAY
BUIEBAIARCA ID,

obs_bucket_n String OBSHERFR -

ame 1588

o FAFVRELIEEITEN, &
FPCABRSSXJOBSHIHEXANIR,,
BASIANHE: IEBmHEkt
B-E5RERAERMUR. i

i

PREME-REE;
o ISTERJIOBSHELINFE, BN
Riia
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=EnableCertificateAuthorityCrl

IEREIERSS

APl &% 4 API
2H BRWIE SR fHR
valid_days = Integer CRLEEFREER, BAIA"XK",
=/ME: 7
=AME: 30
VRS54
KEB/: 400
2K 4-417 0 Body 2%
8% SHRT T
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String HiRiERKIREIEIRIER .
=BMSE: 0
BRAEKE: 1024
KRS 401
% 4-418 KL Body &%
2% SHEE it
error_code String ERIEKIREIAIEEIRED -
=ME: 3
BRAKE: 36
error_msg String EIRBNRENEIRER
BIMSE: 0
BAEKE: 1024
REB/: 403
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TR EERS
AP &% 4 AP

7= 4-419 ghZ Body %4

84 SHRT fER
error_code String EIRERERIEIRD .

BM<E: 3

BRAIKE: 36

error_msg String EIRBEXRIREREIRER
=ME: 0

BRAEKE: 1024

RED: 404

% 4-420 I Body 2%

¥ SRR iR
error_code String EiREKIRERVEIRED .

=BNME: 3

BRAKE: 36

error_msg String EIRIEKIREVEIRES .
BIM<E: 0

BEAKEE: 1024

WR&G: 500

K 4-421 IR Body 2%

e SR R
error_code String Bz KIREIRYFEIRD

B/M<E: 3

BAKE: 36

error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0

BRAEKE: 1024

15K~
EACRL, EREFAIX-Auth-TokenFEREEIEStoken, HiZtokenFEEEBARAPI
AYIA AR -
POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/crl/
enable
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APl &% 4 API
{
"crl_name" : "test",
"obs_bucket_name" : "test",
"valid_days" : 7
}
M iz 7~ A5
RED: 400
BRESHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RERG: 401
SR RNERESN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&ES: 403
INUESRML 6
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K& 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7A1G: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
7N
RS R
204 1BREMI, Flakzbody
400 BRSHEIR
401 AR EDUEIESE
403 TAIERY .
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TR EERS
AP &% 4 AP

LA fiR

404 RBEAREESZRARILE
500 RSB AEREIR
e
52 EIRB.

4.2.3.7 ZFH CRL

INEEN4A
EZH4EICARICRL,
A
R LATEAPI ExplorersRiidiziE [, ZIFEINAIEEN . APl ExploreraJ LABENERK
SDKCEBR I, FHRHSDKILIBREIEININEE
URI
POST /v1/private-certificate-authorities/{ca_id}/crl/disable
* 4-422 BIRBH
2% BE W% SR fER
ca_id = String FrEZFCRLAICAIEBID,
=/IMKE: 36
RAKE: 36
IBRESH

% 4-423 153K Header 2%

2% EEUE ST A
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS

SREXEB A TokeniZFKEY (MR
jE B sLrhX-Subject-Tokenfd
B).

RIMKE: 32

BXEKE: 2097152
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=DisableCertificateAuthorityCrl

SIEREIERSS

APl &% 4 API
RS E
KEB/: 400
% 4-424 K7 Body 231
2% SR A
error_code String Hixieg KIREIRYFEIRD
RIMKE: 3
RAKE: 36
error_msg String HiRERKIREINEIRIER .
RAMKE: 0
BRAEKE: 1024
KEB/: 401
7= 4-425 Ngh; Body %4
2% SHEE R
error_code String EiRiEKIREAVEIRED .
BIME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
RIMRE: 0
RAIKE: 1024
K&/ 403
7 4-426 Ngii Body 2%
2% SRR iR
error_code String EIRIEKIREAVEIRID
RIMKE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
&IMKE: 0
RAKE: 1024
RE/E: 404
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=IEREIERSS

APl &%

4 API

BRI

Rzl

K 4-427 0[; Body 2%

2% S i

error_code String

EIRIE IR
U NEF
BRAKE:

ERYFEIRAD o
3
36

error_msg String

FEIRIER
RAMKE:
BAKE:

[EIREEIRIER
0
1024

R7SF5: 500

% 4-428 u[ Body &%

2% SR ik

error_code String

EIRIE IR
RAMKE:
BAKE:

[EIRITEIRD o
3
36

error_msg String

FEIRIESR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

EHCRL, i53RLFAIX-Auth-Token=FEREEIEStoken, HiZtokenFEEEGARAP

BYIAIEAR -

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/crl/

disable

RZSF5: 400
BREBHEIR,

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RZED: 401
BRI NERESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

APl &% 4 API
RS89 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REES: 404
BB FESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZ&[D: 500
IRSSAEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
7N
RSB ik
204 BREMIN, Flakzbody
400 BRSHEIR
401 BRI NEREZEN.
403 NS
404 RBEAFESRRFEREE
500 IRSZEBEEIR -
TES
BEIEIRB.
4.2.4 IR E1E
4.2.4.1 #tE6UE CA rE
ThEEN 4R
HECIZECAIRE
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TR EERS
AP &% 4 AP

i

&0 LATEAPI ExplorerdidiiziZz [, SXIFEDNAUESEM . API Explorera] LABZ4ERE
SDKACHE B, FHEMESDKARBREIAIRINGE .

URI
POST /v1/private-certificate-authorities/{ca_id}/tags/create
+ 4-429 RZBH
84 =AWk SHERR R
ca_id = String FreEfl = 6IZEREAICAILER
ID,
=/IMKE: 36
RAKE: 36
RS

% 4-430 53K Header 2%

e BRIk SR iR
X-Auth-Token | 2 String P Token, @iTiEREIAMRS

SXEYFEF Token#Z[5KEY ( MERL
iHBEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAKE: 2097152

% 4-431 {53k Body 2%

2H BRWIE SR fHR

tags = Array of FrEgFR, keyFlvaluefE{EXTAY
ResourceTag | &£5.
objects MBS 1 - 20
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchCreateCaTags

TIEREERS
AP &%

4 API

2K 4-432 ResourceTag

28 =AWk SR )%
key 2 String RS, TRUTF-8RXFERM
FH (884X, ANFE. &8
BE) . NS, URILT
FHF: _.i=+-@
BMEE: 1
BAEE: 128
value = String trEfH. ATAUTF-8IETUERRAY
FH (889X, AlFE. &
BE) . B, URIT
FHF: _.i/=+-@
BME: 0
BRAEKE: 255
Il fiz 228
REES: 400
% 4-433 5 Body S%
23 SR iR
error_code String EIREIREAYEIRD .
BM<E: 3
RAIKE: 36
error_msg String EREKIREREIRER
=ME: 0
BAEKE: 1024

R&G: 401

% 4-434 QR Body &%

2H SHE

ik

error_code String

HIRIERIROAVEIRD o

RIMKE: 3
RAKE: 36

error_msg String

EiRIsRIREIREIRER

=NME: 0
BAKE: 1024
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SIEREIERSS

AP &% 4 API
RE/: 403
% 4-435 IR Body 244
2H SHER it
error_code String EIRBEKRIREAIEEIRE
=ME: 3
RAKE: 36
error_msg String ERBERERENEIRER
BIM<E: 0
BEAKE: 1024
RSB 404
2 4-436 L7 Body &%
2H SR iR
error_code String BRI KIREAVEIRID
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BIM<E: 0
BAKE: 1024
K&mB: 500
2k 4-437 IR Body &%
2% S¥RT T
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
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TR EERS
AP &%

4 API

iBERTA

N Sz 73~ 51

HEEOIERCAIRE, i5kLbfyX-Auth-TokenZEREEIEStoken, HiZtokenEER

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/tags/

BARAPIRGHEIRR o
create
{
"tags" : [ {
"key" : "key1",
"value" : "value1"
Ao
"key" : "key2",
"value" : "value2"
1
}

R7SES: 400
BRSHEIR.

{
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
REB/: 401
BIERITNEEEEN

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB/: 403
TAIESRIY

{
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
KEB: 404
TR FESEBEARLE

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
WK&G: 500
ARS3 REBHEIR o

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

AP| &% 4 API
REB
RSB 0%
204 1BREMI, Flakzbody
400 BREBHBEIR.
401 BIEKRAIUEEEEN
403 TNESM
404 BRI FESZRREE
500 BRSZSPIEREEIR
BI=0
B2 EIRB.
4.2.4.2 #t=MBR CA IrE
IHEENA
HEEMIPRCAIRES .
it
&0 LATEAPI Explorerdidiiziz [, SXIFEDNMAUESEM . API Explorera] LABZ4ERE
SDKXRGRI, FHEMSDKISIBREIEIRINEE .
URI

DELETE /v1/private-certificate-authorities/{ca_id}/tags/delete

% 4-438 BIZS¥

24

fil

ik

ali

ca_id String

P2 EMIPFTERICAIES
IDo

B/)M<E: 36
BAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchDeleteCaTags

SIEREIERSS

AP| &% 4 API
RS
3 4-439 153K Header 2%
2¥ BE W% SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES
YREXFE A TokendZ OFREY ( MaR
JEEsLAX-Subject-Tokenfd
B) .
BRAMKE: 32
BRAKE: 2097152
% 4-440 153k Body ¥
2% BEWI% SRR R
tags 2 Array of FREFIZER, keyFlvaluelEERTHI
ResourceTag | &5,
objects $REEE: 1-20
2R 4-441 ResourceTag
84 EEWI%E SHERR R
key = String W, TH UTF-8 I8AF R
NF8 (889X, BIFE.
HIEE) . #F=E, UK
T=fF: _.i=+-@
BMEE: 1
BRAKE: 128
value = String RE{E, A UTF-8 i8X{F R
M= (BE8+%X. AIFE.
BiEE) . HFNTE, UKL
TFF: _./=+-@
BME: 0
BRAKE: 255
N R &%

REB: 400
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SIEREIERSS

APl &%& 4 API
K 4-442 IR Body 2%
S SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
% 4-443 KL Body 2%
2% SR R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2 4-444 [0[; Body 2%
¥ SR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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TR EERS
AP &%

4 API

2K 4-445 IR Body 2%

2% SR R

error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36

error_msg String HiRiERKIREINEIRIEE .
BM<E: 0
RAKE: 1024

K388: 500

% 4-446 IR Body 244

B8H SHERR U

error_code String EIREIREAVEIRD .
=MSE: 3
RAKE: 36

error_msg String HEIRERIREIPIEIRES .
=BNME: 0
BAKE: 1024

iERTPI

HERIFRCAIRE, i5KLFPHIX-Auth-TokenFEREEIEEtoken, BiztokenEEH
BRAPIHIIEEIAR

DELETE https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/tags/

delete
{
"tags" : [ {
"key" : "key1",
"value" : "valuel1"
Ao
"key" : "key2",
"value" : "value2"
11
}

Ml iz 73~ 451

KEB: 400

IEREHHIR.
{

"error_code" : "PCAXXX",

MAERRAS 11 (2025-03-24)
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SIEREIERSS

APl &% 4 API
"error_msg" : "XXX"
}
RE&ES: 401
SRR ERESN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RASRG: 403
INIESRML o
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS IEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
204 1BREMI, Tiakzbody
400 BRSHEIR
401 SR REREEESN .
403 NI S8
404 REAFESREERILE
500 ARSS AEREEIR
xS
BESIEIRB.
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SIEREIERSS

APl &% 4 API
4.2.4.3 G CA FrE&
ThREN 4B
BIFECAIRE
i

R LATEAPI ExplorersRiidiziE [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDK{CEE R, FHEMESDKAERAEIEIXINGE .

URI
POST /v1/private-certificate-authorities/{ca_id}/tags
+ 4-447 BRBH
2% BEWYIE SR R
ca_id = String R B EIRERICAIERID,
=/IME: 36
RAKE: 36
IBREH

% 4-448 153K Header 2%

2% BBk SR ik
X-Auth-Token | 2 String FFToken, EidiEARHIAMARSS

SXEXFEF Token#Z[5XEY ( MERZ
BB sLrhX-Subject-Tokenfd
H)

BIMKE: 32

BAKE: 2097152

% 4-449 153K Body 23

28 BRIk ST fEiA
tag = ResourceTag | ¥r&,
object
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCaTag

TIEREERS
AP &% 4 AP

2K 4-450 ResourceTag

2H EEYi% SHR R
key = String InEHE, A UTF-8 i8N& R

=& (B5$X. FEFE.
HIEE ) . M=, LRI
TFfF: _.i=+-@
BAMRE: 1

BAKE: 128

String rE. A UTF-8 i8AFT=
MNFE (Ba%X. AmIRFE.
BHIEE ) . A, LRI
TFR: . /=+-@
BIMSE: 0

BAKE: 255

ali

value

I R/ 2%
RZSEB: 400

7 4-451 IR Body 2%

B8H SR R
error_code String EIREIREAYEIRD .

=MEE: 3

EAKE: 36

error_msg String EIRIEKIREREIRES
=ME: 0

BRAEKE: 1024

R&G: 401

% 4-452 g Body 2%

B8H BHEE U
error_code String HixiaIREIAIEIRD

=MSE: 3

RAKE: 36

error_msg String EIRIERIRENEIRIER
=NME: 0

BRAEKEE: 1024
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SIEREIERSS

AP &% 4 API
RE/: 403
% 4-453 IR Body 244
2H SHER it
error_code String EIRBEKRIREAIEEIRE
=ME: 3
RAKE: 36
error_msg String ERBERERENEIRER
BIM<E: 0
BEAKE: 1024
RSB 404
3 4-454 K7 Body %
2H SR iR
error_code String BRI KIREAVEIRID
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BIM<E: 0
BAKE: 1024
K&mB: 500
2K 4-455 (1K Body &%
2% S¥RT T
error_code String HixiaKIREIRVEIR .
RAMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
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TR EERS
AP &%

4 API

iBERTA

il iz 73~f51

EIEECARRES, 1B3RLPAIX-Auth-Token=FEREFEEIEStoken, HiZtokenFEEBK

APIBYIEIEIRR o

POST https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/tags

{
"tag" : {
"key" : "key1 ",
"value" : "value1"
}
}

RE&E: 400
BRESHEIR,

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R&/B: 401
HIBKAITEI R EEN

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WR&G: 403
TANIESRT

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RE@: 404
RRAFERRFEAREE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R7SF5: 500
RS IEREEIR o

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
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SIEREIERSS

APl &% 4 API
NG
K& ik
204 EREMY, Flakzbody
400 BEREHBIR.
401 AR NEREZEN.
403 AR
404 REAFERRFERILE
500 RS AEBEIR o
=0
5SS EIRG .

4.2.4.4 {RiE CA EEiRSFIE

ab
IREN R

RIECAIEBIDEIFIL CARIIRE SR o

55

1&a]LATEAPI ExplorerdhiidiziE O, ZIFBAIEEN . APl Explorera] LAEZIAERY

SDKACHERBY, FHEMSDKAISREIEIRINEE

URI

GET /v1/private-certificate-authorities/{ca_id}/tags

% 4-456 BRIZS¥

24

fil

ik

ca_id

String

ali

P EE IR IZRAICAIES
IDo

RIMKE: 36
RAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCaTags

SIEREIERSS

API &% 4 API
RS
3£ 4-457 153K Header &3
2¥ BE W% SRR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES
YREXFE A TokendZ OFREY ( MaR
JEEsLAX-Subject-Tokenfd
B) .
BRAMKE: 32
BRAKE: 2097152
e
KEMWE: 200
% 4-458 [ Body S%
2% SHEE it
tags Array of REFIER, keyflvaluelBBEXIHIES .
ResourceTag HUBKEE: 1-20
objects

2K 4-459 ResourceTag

24

SHE

faR

key

String

&, THUTF-8AERTNFE (BE8F
X. FEMHE. E1E%E ) . HFNTK, LUK
_.i=t-@

RIME:
RAKE:

=

FE

value

String

EE, JHAUTF-SIBRAEFETRNFES (884
X. AWFE. 818%F ) . HFHTg, UKL
_.i/=+-@

BRIMKE:
RAKE:

T

K&E: 400
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SIEREIERSS

APl &%& 4 API
2K 4-460 UL Body 2%
S SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
2 4-461 Ui Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
7 4-462 gk Body S
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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SIEREIERSS

APlI &%

4 API

BRI

N iz 73~ 51

K 4-463 If; Body 2%

24

SHR

R

error_code

String

EIRIERIR
RAMKE:
BRAKE:

[EIAYHEIRES
3
36

error_msg

String

EIRIEKRIR
BIMKE:
RAKE:

EIRHIRIES .
0
1024

R7SE8: 500

% 4-464 u K Body £2#

2%

YR

ik

error_code

String

FEIRIERIR
RIMKE:
BAKE:

ERYFEIRAD o
3
36

error_msg

String

HHRIERIR
BRIMKE:
RAKE:

EIREIRES .
0
1024

RIECAERRSFHIZE, BRLPHIX-Auth-TokenFEREEIEStoken, BiZtoken®E
EEBARAPIBIHIANIR

GET https://{Endpoint}/v1/private-certificate-authorities/4c0e772e-a30c-4029-b929-b7acb04143f7/tags

REB: 200
BREMIN
{

ntagsn . [{
nkeyn . nkey-Iu’

"value" : "valuel"

3o
n keyﬂ : llkey2|I’

"value" : "value2"

]
}

R7SES: 400

IEREHHIR.
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APl &% 4 API
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREME: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREG: 403
IAUESR ML,
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&8G: 500
IR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K&
RSB R
200 BRI
400 BRESHBIR
401 AR REREZEN.
403 NIEEY
404 REAFESEEARLE
500 RS EBERIR
TESL
ESIEIRB.
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TR EERS
AP &%

4 API

4.2.4.5 THA CA i7&5%E

INEEN4A
BEAFFECAIRETIER,
UL
R LATEAPI ExplorerdRiidizig [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDKACEBRI, FHRHSDKILIBREIEININEE
URI
GET /v1/private-certificate-authorities/tags
BREH
R 4-465 153K Header 2%
¥ BRIk SR i)
X-Auth-Token | 2 String FBFToken, BZiEBIAMIRSS
SREX A P Token$ZO3REX ( gk
JEESLAX-Subject-Tokenfd
B) .
RIMKE: 32
BAKEE: 2097152
R3S

WR&E: 200

% 4-466 I Body S

2 SRR R
tags Array of FETIE,
DomainTags MRS 1 - 20
objects
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListDomainCaTags

TR EERS
AP &% 4 AP

2 4-467 DomainTags
2% SR R

key String . TTAUTF-IEREZNFE (88

X. FEHHE. E1E%F ) . HFNTE, L)JSZLX
T=FF: _.i=+-@

RAMKE: 1

BAKE: 128

values Array of mEEYIFR. BMETBUTF-EREFRRNFE
strings (BE&$X. mIFE. §i8%). T8,
DRUTERF: _.i=+-@

BM<E: 0

BRAIKE: 255

HAEKE: 1-20

W&G: 400

% 4-468 [ Body %

B8H SRR U

error_code String HiRiaSIREIRIEIRD .
Ei/_]\ttr;: 3

RAKE: 36

error_msg String HixisKIRENEIRER
=BNME: 0

BAKE: 1024

R&MG: 401

% 4-469 MK Body 2%

¥ SRR A

error_code String EiRiEKIREIRVEIRD .
Hj/_]\'l;tr;: 3

RAKE: 36

error_msg String EIRBENRRENEIRER
BIM<E: 0

BEAKE: 1024
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SIEREIERSS

AP &% 4 API
KEB/: 403
3 4-470 mKZ Body &%
2% SR A
error_code String HEIRIERIRERIEIRG .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
BM<E: 0
RBRAEKE: 1024
RE&E: 404
% 4-471 R Body 284
2 SRR U
error_code String BiRiEKIREIAIEEIRG o
=MSE: 3
BRAKE: 36
error_msg String HEIRIERIRENEIRIEE
=BME: 0
BAKE: 1024
REMB: 500
K 4-472 0[; Body 2%
¥ SRR R
error_code String ERIEKIREAVEIRID
BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
RAKE: 1024
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TR EERS
AP &%

4 API

iBERTA

N Rz~

BIIFECAIRESIZER, BRLFAIX-Auth-TokenZERFEEHEStoken, HiZtokenFs

ZEBARAPIRIBIEINIR .

GET https://{Endpoint}/v1/private-certificate-authorities/tags

W&G: 200
BERERMIN

{
"tags" : [ {
"key" : "key1",
"values" : [ "value1", "value2" ]
Ao
"key" : "key2",
"values" : [ "value1", "value2" ]
1
}

K& 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RESE: 401
BRI EREESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 403

TANIERML

{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
KEB/: 404

TR FESEBREAREE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R7SF8: 500
RS IEREEIR
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
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SIEREIERSS

APl &% 4 API
NG
K& ik
200 BEREMLI
400 BERESHBIR.
401 BRI NEREZEN.
403 TANIERML
404 REAFERTFERILE
500 ARSSAEBEIR o
$HI=6
B2 W=D,

4.2.4.6 RIBIFEEIE CA FIFE

ThEeN 4B
IRIBIRESEIRCATIZR
iz
ST LATEAPI Explorerdifidiziz O, IFEMAIESEAN . API Explorera] LABRI4ERK
SDK{CHER B, FHRESDKAHBREIEIRXINGE .
URI
POST /v1/private-certificate-authorities/resource-instances/filter
IBRESH

Z 4-473 iE53Kk Header 8%

¥ BRI SHEER ik
X-Auth-Token | £ String HFToken, @iZiERIAMIRSS

SREVFE P Token3Z SREX ( M@k
BB sLrhX-Subject-Tokenfd
B) .

=RIME: 32

RAKE: 2097152
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCaResourceInstances

TR EERS
AP &%

4 API

% 4-474 753K Body S

2%

AU

SHER

%

tags

o | A

Array of
DomainTags
objects

IR, RBSEE207 key,
F M key FEMIvaluefzE201,
B keyIF R RvalueTT LA Z 2
{R{BLEFMIARTBEIRK . key A RE
8BS, E—"1keyHvaluesige
582, FREROGEMEREHN
ERFIE, keyZBE5RIF
&, key-valueZEtgrhvalue 2k
HIXEK . TtagidiEsErtiRE]
E=HIE.

HAKE: 1-20

limit

i1y

Integer

BRFEHE, EWNT:

e 10: BRETRI0FZRRE

e 50: BRERS0EZXRIRE
=]

=/IME: 10
=AE: 50
th&E: 10

offset

i1y

Integer

R5|E, RZE, Moffsetis
TR F—REEFREE.
&/ME: 0

REE: 0

matches

iy

Array of
ResourceTag
objects

HEWRFE, keyNEIARIF
E%, Wlresource_nameZk,
value SILECHYE . key AEIEF
H(E, Fee8aEEMkeyTi R~
Z15A9key o

HERKE: 0-20

MAERRAS 11 (2025-03-24)
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TR EERS
APl &%

4 API

2 4-475 DomainTags

2%

Wi

A
=

SHER

1%

key

=
E

String

R, HRUTF-8H8TURRAY
F& (859X, BAHFE. 8
5% ) « HFN=, URUT

F: _.i=+-@

BRIMKE: 1
RAKE: 128

values

i

Array of
strings

REEYIER. BMETAUTF-8
BAERNFE (884X, A
WZRE. 8185 ) . =0
B, URUTER: _.i=+-
@

=IMKE: 0

BAKE: 255

HEAKE: 1-20

R 4-476 ResourceTag

2H

AW

sz:

SHER

%S

key

=
=

String

R, HAUTF-8H8TURRAY
F& (859X, BAHFE. &
5% ) . HEFNH, URLUTF

FH: _.i=+-@

BRAMKE: 1
BAKE: 128

value

i

String

&Sl , TIRUTF-8t&ERRAY
FB (889X, AFE. &
BE) . FNTE, URUT
FHE o_/=+-@
=IMKE: 0

BRAKE: 255

IvES -t
REHG: 200

MAERRAS 11 (2025-03-24)
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SIEREIERSS

AP| &% 4 API
K 4-477 0R; Body 2%
2% SR R
total_count Integer SICFRE
=/ME: 0
& AfE: 100
resources Array of RRELBIFIZE, 1FIEES M TagResource=FEREL
TagResource | IBEEMIISAR
objects B 0- 100
2% 4-478 TagResource
B8H SRR U
resource_id String HIEID,
=BMSE: 0
RAKE: 63
resource_deta | Object RFEFE
il
tags Array of mEIIE, SEIRSRIANTHA.
ResourceTag | #spicps: 0- 100
objects
resource_nam | String REZIR, BAATERS,
S BIM<E: 0
mAKE: 63

2K 4-479 ResourceTag

24 SHE

faR

key String

&, TTHUTF-8EREZETRN=Z=E (B85
X. FEMHE. E1E%F ) . HFNTK, LUK
T=E/F: _.i=+-@

RAMKE: 1

BRAKE: 128

value String

EE, TRUTF-8ERERN=ZE (855
X. FITFE. #EiEE) . HFEKE, UKL
T=F/F: _.i/=+-@

BM<E: 0

RAXEKEE: 255

MAERRAS 11 (2025-03-24)
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SIEREIERSS

API &% 4 API
RE&ES: 400
7 4-480 IR Body &%
2% SR fik
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
BIM<E: 0
BAKE: 1024
RE/E: 401
& 4-481 gL Body %1
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
KEE: 403
7 4-482 IR Body 2%
e SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
REES: 404
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SIEREIERSS

APl &% 4 API
2 4-483 N7 Body S
2% SR iR
error_code String EIREIREAVEIRD .
Hj/_]\{tr;: 3
RAKE: 36
error_msg String ERBENRENEIRER
BIM<E: 0
BAKE: 1024
KE/: 500
% 4-484 57 Body %
2% SHE iR
error_code String ERIEKIREAVEIRID
BIMSE: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIER
=RIMKE: 0
BRAKE: 1024
=R ANl

IRIEIREEIACATIZER, 1ERLFHAIX-Auth-TokenZFREEIHS token, HixtokendH

ZHEBARAPIRIBGIEINR .

POST https://{Endpoint}/v1/private-certificate-authorities/resource-instances/filter

{
"tags" : [ {
"key" : "key1",
"values" : [ "value1l", "value2" ]
1
}

M Rz~
R&ES: 200
BRERIN
{

"total_count" : 1,
"resources" : [ {

"resource_id" : "806064a8-7478-4657-a8b0-2edc90621235"
o

"resource_name" : "test"

A
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TR EERS
AP &%

4 API

"resource_detail" : [ {
"ca_id" : "806064a8-7478-4657-a8b0-2edc90621235",
"create_time" : 1681436805000,
"delete_time" : null,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
T
"distinguished_name" : {
"country" : "CN",
"state" : "guangdong",
"locality" : "shenzhen",
"organization" : "TestA",
"organizational_unit" : "IT",
"common_name" : "TestA IT Root CA"
T

"enc_cert_info" : null,

"enterprise_project_id" : "57d71362-6a1a-4f51-8fa9-693bc3c07f43",

"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"issuer_id" : null,
"issuer_name" : null,
"key_algorithm" : "SM2",
"not_before" : 1681436805000,
"not_after" : 1713059205000,
"path_length" : 7,
"serial_number" : "202203070322544291829058",
"signature_algorithm" : "SM3",
"status" : "ACTIVED",
"type" : "ROOT"

1]

Lo

"tags" : [ {
"key" : "key1",
"value" : "value1"

1]

1]
}

RZED: 400
BREHBIR
"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
R&SES: 401
FERITERESN,

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RESE: 403
INIESRYL .

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&MG: 404
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IEREIERSS

AP| &% 4 AP
BERFERERAKE
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
KZ88: 500
AR AEREEIR
{
"error_code" : "PCAXXX",
}"error_msg" L IXXX!
NG
K& ik
200 iEREMI
400 BRSHEIR
401 WS RN RNEREEN.
403 INIERTY
404 RREAFEREFERLE
500 ARSSAEBEIR o
e
B EIRE .

4.2.4.7 {RIEIFEEIE CAHE

ThREN A

RIEITEEECAME ..

i

RB]LATEAPI ExplorersRiiiziEz [, IFEMAIESEN . API Explorerf] LAEENERK

SDKACHERAY, FHRHSDKAIEREIEIHINEE

URI

POST /v1/private-certificate-authorities/resource-instances/count
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CountCaResourceInstances

TIEREERS
AP &%

4 API

IERSH

R 4-485 153K Header 2%{

2%

Rk

SHERE

ik

X-Auth-Token

=
=

String

FAFToken, EiSARIAMARSS
SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

=RIMKE: 32

RAIKE: 2097152

% 4-486 753K Body S

28

T

SHR

1)

tags

o | A

Array of
DomainTags
objects

SR, RZSEE201 key,
B key FERIvaluelz£201,
T keyXIRzAYvaluen] LA ZSEL
RBEIMAARBETREK . keyAEE
EE, E—1 keydhvaluesAge
58, FRROIBEMBIREY
ZJESIER, keyZAR25HI%
&, key-valueZhtagrhvalue2ay
%R, TtagidESEANRE
SEHUE.

HAKE: 1-20

limit

iy

Integer

BRFEHE, ENT:

o 10: BRETRIORARE

e 50: BRERS0EZXRIRE
=/IME: 10
=AX{E: 50
T&E: 10

offset

i1y

Integer

EN T —FEEFRES.

B®/IME: 0
Hh&EE: 0
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TR EERS
AP &%

4 API

SH

SHERE

%

matches

Array of
ResourceTag
objects

BERFE., keyNEIERIF
E%, tlresource_nameZ%,
value BPCECAYE . key NEIEF
B(H, FReEBEEEMkeysi R
Zi5H9key o

HBKE: 0-20

2k 4-487 DomainTags

24

BRIk

SHER

1)

key

=
=

String

R, HRUTF-8H8TURRAY
F& (89X, BFE. 8
5% ) « HFN=, URUTF

ok,

Ffr: _.i=+-@
BMEE: 1
BAKE: 128

values

i

Array of
strings

REEYIE. BMMETHEUTF-8
BARTNFE (889X, 7
MHE. 8185 ) . #=F0E
1, URUTER: _.i=+-
@

=IMKE: 0

BAKE: 255

HABEKE: 1-20

7k 4-488 ResourceTag

24

BRI

SHEE

HEk

key

=
=

String

rEHE. nTAUTF-8I8NRRAY
F& (859X, mEFE. &
5% ) . HFNTHE, URUTF

=z

FHF o _.i=+-@
BIVEE: 1
RAKE: 128

value

ali

String

RE{E, ATHAUTF-8&ERM
FB (889X, AFE. &
BE) « BTG, URUT
FHF: _i/=+-@
=RIMSE: 0

BAKE: 255
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SIEREIERSS

APl &%& 4 API
RS E
WRERB: 200
% 4-489 [ Body S
S8 SHERR U
total_count Integer IR
=/ME: 0
BAE: 100
REHB: 400
% 4-490 [ Body S
¥ SRR g
error_code String EREIREAYEIRD .
Eﬁ/_]\{tr;. 3
RAKE: 36
error_msg String EIRBENRRENEIRER
BIM<E: 0
BAKE: 1024
REB/: 401
2 4-491 IR Body &%§
2% SRR T
error_code String EIRIEKIREAVEIRID
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
KEB/: 403
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SIEREIERSS

APl &% 4 API
K 4-492 I Body 2%
84 SHRT fER
error_code String EIRERERIEIRD .
BM<E: 3
RAKE: 36
error_msg String HEIRERIREIVEIRER .
=ME: 0
BRAEKE: 1024
KZE&HE: 404
% 4-493 IHR Body 2%
2% SHE iR
error_code String EiREKIRERVEIRED .
=BNME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BEAKEE: 1024
K& 500
& 4-494 gL Body &%
8% SHRT T
error_code String Bz KIREIRYFEIRD
B/M<E: 3
RAKE: 36
error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0
BRAEKE: 1024
=]

RIBITSETRCAKE, BRkLPHIX-Auth-TokenZFEREEIHEStoken, BiZtokenE
EEBARAPIEIHIANIR

POST https://{Endpoint}/v1/private-certificate-authorities/resource-instances/count
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SIEREIERSS

APl &% 4 AP
{
"tags" : [ {
"key" : "key1",
"values" : [ "valuel", "value2" ]
1]
}
M iz 7~ A5
R7S89: 200
BERERKIN
{
"total_count" : 1
}
RS89 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 401
SRR AR ESIN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RAERG: 403
INUESRML o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7&589: 500
RS IEBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
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SIEREIERSS

APl &% 4 API
NG
K& A
200 BEREMLI
400 BEREHBIR.
401 AR NEREZEN.
403 AR
404 REAFERRFERILE
500 RS AEBEIR o
E=D
52 NEEIRMB .

4.2.4.8 HECRITBIRE

ab
IREN R

55

URI

HECBIEPIRE .

&0 LATEAPI ExplorerdhiidiziE O, ZIFBAIEEN . APl Explorera] LAEZHAERY

SDKACHERBY, FHEMSDKAISREIEIRINEE

POST /v1/private-certificates/{certificate_id}/tags/create

X 4-495 IRIZSH

84 =AWk SHERR R
certificate_id | 2 String FrEEt E 2R A%ERID,
BAMKE: 36
RAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchCreateCertTags

TR EERS
AP &% 4 AP

IERSH

2 4-496 153K Header 2%{

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAIKE: 2097152

% 4-497 53K Body S

2% BEWI% SRR ik

tags 2 Array of FREFIE, keyFlvalueB{EITHI
ResourceTag | &5,
objects AR 1-20

2R 4-498 ResourceTag

e EEWI%E SR R
key = String R, THUTF-8IBRERTH

F8 (BaPX. ARFE. &
BE) . HFN=, URUT
FH: _i=+-@

BMEE: 1

BRAKE: 128

String B, TBUTF-8HRIERTAY
F& (BEPX. BAHFE. &
BF) . #FNTE, URUT
FH o/ =+-@
BMEE: 0

BRAKE: 255

ali

value

N Rz S4(

WK&G: 400
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SIEREIERSS

APl &%& 4 API
K 4-499 IR Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
HKEB/: 401
2 4-500 l[IL; Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 403
2% 4-501 L7 Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAIKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024
WRE&EE: 404
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SIEREIERSS

APl &%& 4 API
K 4-502 I Body 2#{
2% SR iR
error_code String EIREIREAVEIRD .
Hj/_]\{tr;: 3
RAKE: 36
error_msg String ERBENRENEIRER
BIM<E: 0
BAKE: 1024
KE/: 500
2K 4-503 I Body 2%
8% SHE iR
error_code String ERIEKIREAVEIRID
BIMSE: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIER
=RIM<E: 0
RAIKE: 1024
=R ANl
HECIRIUEBRIRE, 1BERLPEIX-Auth-TokenFEREEIEStoken, HiztokenFEER
BARAPIRGHEIRR o
POST https://{Endpoint}/v1/private-certificates/4c0e772e-a30c-4029-b929-b7acb04143f7/tags/create
{
"tags" : [ {
"key" : "key1",
"value" : "value1"
Ao
"key" : "key2",
"value" : "value2"
X 11

e Rz 73~451
REHB: 400
BRSHEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

APl &% 4 API
REES: 401
SRR AR ESIN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K& 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&E: 404
R FESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&G: 500
ARSZEBEEIR -
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
REHE A
204 1BREMI, Flakzbody
400 BRSHEIR
401 BRI RE R E=1 .
403 TAIERTY .
404 RIEAFAEREFEARLE
500 RS EBEEIR
e
ESIEIRB.
4.2.4.9 L EMIBRIEBIRE
IhEEN4A
HEMPREPIRE
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TR EERS
AP &% 4 AP

i

&0 LATEAPI ExplorerdidiiziZz [, SXIFEDNAUESEM . API Explorera] LABZ4ERE
SDKACHE B, FHEMESDKARBREIAIRINGE .

URI
DELETE /v1/private-certificates/{certificate_id}/tags/delete
+ 4-504 IRZBH
84 EEWI%E SHERR R
certificate_id | 2 String FrEEt EMPRFEATERID,
R/IMKE: 36
RAKE: 36
IBREH

2% 4-505 53K Header 2%

2% BEWI% SRR ik
X-Auth-Token | 2 String R Token, BZEBIAMIRSS

$XEYFE A TokendZFKEX ( MR
&2 sLAX-Subject-Tokenfd
B).

=RIME: 32

BXEKE: 2097152

% 4-506 i&3K Body 24

e EEWI%E SR R

tags 2 Array of FREFIE, keyFlvaluefE{EIIHI
ResourceTag | &5,
objects HRKEE: 1 - 20
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=BatchDeleteCertTags

TIEREERS
AP &%

4 API

2K 4-507 ResourceTag

28 =AWk SR )%
key 2 String RS, TRUTF-8RXFERM
FH (884X, ANFE. &8
BE) . NS, URILT
FEF: _.i=+-@
BMEE: 1
BAEE: 128
value = String trEfH. ATAUTF-8IETUERRAY
FH (889X, AlFE. &
BE) . HFNTK, URUT
FHF: _.i/=+-@
BME: 0
BRAEKE: 255
V=251
REB: 400
7 4-508 IR Body 2%
23 SR iR
error_code String EIREIREAYEIRD .
BM<E: 3
RAIKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BAEKE: 1024

R&G: 401

%= 4-509 IR Body %

2H SHE

ik

error_code String

HIRIERIROAVEIRD o

RIMKE: 3
RAKE: 36

error_msg String

EiRIsRIREIREIRER

=NME: 0
BAKE: 1024
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SIEREIERSS

AP &% 4 API
RE/: 403
% 4-510 IR Body 244
2H SRR it
error_code String EIRBEKRIREAIEEIRE
=ME: 3
BRAKE: 36
error_msg String ERBERERENEIRER
BIM<E: 0
BEAKE: 1024
RSB 404
2 4-511 g Body 2%
2H SRR iR
error_code String BRI KIREAVEIRID
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BIM<E: 0
RAKE: 1024
KZF8: 500
K 4-512 I Body 2%
2% SR A
error_code String HixiaKIREIRVEIR .
RIMKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
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TR EERS
AP &%

4 API

iBERTA

il iz 73~f51

HERREBRE, ERLPHIX-Auth-TokenZEREEEEtoken, BiZtokenEER

DELETE https://{Endpoint}/v1/private-certificates/4c0e772e-a30c-4029-b929-b7acb04143f7/tags/delete

BARAPIBIHIERR
{
"tags" : [ {
"key" : "key1 ",
"value" : "value1"
Ao
"key" : "key2",
"value" : "value2"
11
}

RE&E: 400
BRESHEIR,

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R&/D: 401
WIFKAITREIREEN

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WR&G: 403
TN

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RE@: 404
BRI RFEAREE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R7SF5: 500
RS IEREEIR o

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
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SIEREIERSS

API &% 4 API
KD
REB ik
204 BREMII, FTlaibody
400 BREHEIR,
401 WIERNTUEEEEN,
403 TAIESEY
404 RBEAEESRRARELE
500 RSB AEEIR
EIxf3
52 ERB.
4.2.4.10 SIEBIEPIRE
IheeN 4R
BUEBIEBIRE
IESE
ZB]LATEAPI ExplorerdididiziEz [, XIFEMAIESEN . API Explorera] LAEENERY
SDK{LRBRMEI, FHRMESDKILIBRENEIXINEE .
URI

POST /v1/private-certificates/{certificate_id}/tags

% 4-513 BIZS¥

e EEWI%E SR R
certificate_id | 2 String FrEE e REAIIERID,
RMKE: 36
BRAKE: 36
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CreateCertTag

TR EERS
APl &% 4 AP

IERSH

2 4-514 153K Header &3

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAIKE: 2097152

% 4-515 153K Body 2%

2% ra) 2y SR A
tag = ResourceTag | 7%,
object

2K 4-516 ResourceTag

2% EEUE ST ik
key = String rEHE . ATFAUTF-8t&TUFRRAY

F& (8&9PX. BFE. 8
L’Ej%) « BEFMERE, LURIAT

FF o_.i=+-@

BMEE: 1

RAKE: 128

String &8, BIFAUTF-8t&RERAY
FH (889X, AlFE. &
BE) . HFNTK, URUT
FEF o/ =+-@
B2I<E: 0

RAIKE: 255

]

value

RS &

W&G: 400
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SIEREIERSS

APl &%& 4 API
3 4-517 gL Body %
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
HKEB/: 401
2 4-518 Ui Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
REB/: 403
2% 4-519 L7 Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
WRE&EE: 404
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IEREIERSS

AP &% 4 API
# 4-520 lgii Body 2%
2¥ SHEE it
error_code String BiREKIREAIEEIRD o
=ME: 3
RAKE: 36
error_msg String ERBERERENEIRER
BIM<E: 0
BAKE: 1024
AEB: 500
2% 4-521 L7 Body &%
8% SHRT R
error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36
error_msg String HEIRERIREIVEIRER .
=ME: 0
BAEKE: 1024
=P ANl

MRz~

SIEIEPIRES, 15 KLFAIX-Auth-TokenZERFEEIEStoken, HiZtokenEEEHBR

APIEJIEIER

POST https://{Endpoint}/v1/private-certificates/4c0e772e-a30c-4029-b929-b7acb04143f7/tags

{
"tag" : {

nkeyn . "key1 n‘
"value" : "value1"

}
}

REB: 400

IEREHHIR.

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

REB: 401
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SIEREIERSS

APl &% 4 API|
BRI RNERE SN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&ES: 404
RERNFESLRFERKE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS R
204 1BREMI, Flakzbody
400 BRSHEIR
401 AR DUEIESE
403 TAIERY .
404 RIEAFESREREARILE
500 ARSSAEREEIR -
XA
BESIEIRB.
4.2.4.11 {RIBEPEISREIIE
IheeN4A
IRIBUEB I DEELERARETIER
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SIEREIERSS

APl &% 4 API
it
EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorerfa] LABRN4ERK
SDKARBRMI, FRMSDKIIBRAENEIXINEE
URI
GET /v1/private-certificates/{certificate_id}/tags
+ 4-522 RIZBH
84 EEWI%E SR R
certificate_id | 2 String FrEEEaRESIRAIERID,
R/IMKE: 36
RAKE: 36
IBRESH
% 4-523 153K Header £
8% BEWI% SRR ik
X-Auth-Token | 2 String HRFToken, @EidiERIAMIRS
SKEVFE P TokeniZ5KEY ( MRz
&2 sLAX-Subject-Tokenfd
B).
RIME: 32
BAKE: 2097152
N RS E
R&ES: 200
K 4-524 Ui Body 2%
2% SR fik
tags Array of R&FIZ%E, keyFlvaluelBEITHES,
ResourceTag HUEKE: 1-20
objects
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertTags

TR EERS
AP &%

4 API

2 4-525 ResourceTag

8% SHER RR

key String &R, TAUTF-RERRIFE (B89
X. FITFRE. 8B ) . HFMEE, LKL
T=fF: _.i=+-@
RIM<E: 1
BRAKE: 128

value String REE. TAUTF-8IRXEZTN=E (88
X. BAFE. #iE%F) . HFNTHE, LUK
T=F/F: _.i/=+-@
Ei/_]\ttr;: 0
RAEKE: 255

REE: 400

2 4-526 IR Body 2%

2% SHE

i

error_code String

ERIEKIREIAVEIRID
=IM<E: 3
BAKE: 36

error_msg String

EiRiEKIREREIREE -
=IMKE: 0
BAKE: 1024

RSES: 401

7= 4-527 i Body %4

24 SHE

R

error_code String

BRiEKIREAIEEIRG
=IMKE: 3
BRAKE: 36

error_msg String

HimiaKIREREIRER
Ei/_]\ttr;: 0
BRAEKE: 1024

RS 403

MAERRAS 11 (2025-03-24)

IRIERE © L ATITERAGIRAT 344



IEREIERSS

APl &% 4 API
2 4-528 1L Body &%§
2% SHEE fidik
error_code String BiximKIREIAVEEIRD .
=BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
&/MKE: 0
BAKE: 1024
RESE: 404
2 4-529 L7 Body &%
B8 SR R
error_code String EIRIEKIREAIEEIRG
=MSE: 3
RAKE: 36
error_msg String HiRERIREIPEIRES .
=ME: 0
BRAEKE: 1024
RS 500
2R 4-530 I Body 2%
2% SHRT T
error_code String HiximIREIRVEIR .
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER
=BMSE: 0
BRAEKE: 1024
=]

RIBIBEARSYIE, BRLPHX-Auth-TokenZFEREEEStoken, BiZtoken®E
EEBARAPIRIHEINIR .

GET https://{Endpoint}/v1/private-certificates/4c0e772e-a30c-4029-b929-b7acb04143f7/tags
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IEREIERSS

APl &% 4 AP
M iz 7~ A5
REMB: 200
BEREMIN
{
"tags" : [ {
"key" : "key1",
"value" : "value1"
Ao
"key" : "key2",
"value" : "value2"
1
}
R7SEG: 400
BREHBIR
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
REG: 401
AR RERE SN
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
KRE&ME: 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE/E: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZASMG: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
200 BEREMID
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SIEREIERSS

APl % 4 API
RS R
400 BXRESHEIR,
401 ISR UEEELEN
403 TN,
404 BBEAFES R RERLE
500 RS PIEREEIR
L
52 ERB.

4.2.4.12 HEHRBIEBIREFIER

ThRENA

i

URI

=31

EEREIEBiREsIR

EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRN4ERK

SDKIHERGI, FRHSDKICHIRABIEIRINRE .

GET /v1/private-certificates/tags

% 4-531 53K Header 2%

2% =AUk ST ik
X-Auth-Token | £ String R Token, EIEARIAMIRSS

$RENFB P Token$Z[3KEX ( MRz
jE B sLrhX-Subject-Tokenfd

&) .

=AMKE:
: 2097152

BRAKE

W&G: 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListDomainCertTags

TR EERS
APl &%

4 API

% 4-532 IR Body &%§

2% SHE ik

tags Array of 21
DomainTags | s/picrs: 1 - 20
objects

Z 4-533 DomainTags

2% SHRT it

key String RS2, ATRAUTF-EXEFRRNFE (Ba4
X. BFE. #iE%F) . HFNTH, LRI
TFF: . =+-@
BIMEE: 1
RBRAKE: 128

values Array of rEEYIFR. B METHUTF-8ERNERTRNFE

strings (B&+x. AYFE. 8iEF) . ¥F0N=

18, URUTFR:
BIMSE: 0
BRAKIKE: 255
HAKE: 1-20

_.i=+-@

WR&6G: 400

% 4-534 g Body &%

2% S¥RT R

error_code String HEIRIERIRERIEIRE
RAMKE: 3
RAKE: 36

error_msg String HEIRIERIREINEIRER .

BM<E: 0
BRAEKE: 1024

HKEB/: 401
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SIEREIERSS

APl &%& 4 API
# 4-535 IR Body 2%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
2 4-536 UL Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
2 4-537 L7 Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
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TR EERS
AP &%

4 API

7= 4-538 gL Body %4

2H

YR

R

error_code

String

EIRIEKRIR
RAMKE:
BRAKE:

[ERYEEIRAD o
3
36

error_msg

String

EIRIE IR
RAM<E:
BRKE:

EIRHIRIER .
0
1024

iERpl

EHREIEBRETIE, 5kLhpIX-Auth-TokenEEREEEEtoken, HiZtokenE
EEHARAPIRIH DR,

GET https://{Endpoint}/v1/private-certificates/tags

I Rz 73~ 451
REB/: 200

"values" : [ "value1", "value2" ]

"values" : [ "value1", "value2" ]

BERERIN
{
"tags" : [ {
"key" : "key1",
Ao
"key" : "key2",
11
}
RS89 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RS 401

WIERINNEFEZEN .

{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}
REHB: 403
IANIESRI .

{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

AP| &% 4 AP
KSD: 404
RREAF R EIRERKE
{
"error_code" : "PCAXXX",

}"error_msg" L XXX!

R&E3: 500

ARSSPIEREEIR o

{
"error_code" : "PCAXXX",

}"error_msg" L XXX!

NG

K& R
200 BEREMIN
400 BREHBIR
401 BRI NEREZEN.
403 INIEEML
404 REAFESRFERILE .
500 RS AEREIR

T EL
52 SR

4.2.4.13 BIErEETIERYIER

ab
IREN R

iEi

URI

RIEREEIMIERYIR.

RB]LATEAPI ExplorersRididiziz [, IFEMAIESEN . API Explorerfa] LAEENERK

SDKACHERBY, FHEMSDKRISREIEIRINEE

POST /v1/private-certificates/resource-instances/filter
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=ListCertResourceInstances

TIEREERS
AP &%

4 API

IERSH

2 4-539 153K Header 2%{

2%

Rk

SHERE

ik

X-Auth-Token

=
=

String

FBFToken, @3 ABIAMIRSS
SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
B) .

=RIMKE: 32

RAIKE: 2097152

% 4-540 53K Body S

28

T

SHR

1)

tags

o | A

Array of
DomainTags
objects

SR, RZSEE201 key,
B key FERIvaluelz£201,
T keyXIRzAYvaluen] LA ZSEL
RBEIMAARBETREK . keyAEE
EE, E—1 keydhvaluesAge
58, FRROIBEMBIREY
ZJESIER, keyZAR25HI%
&, key-valueZhtagrhvalue2ay
%R, TtagidESEANRE
SEHUE.

HAKE: 1-20

limit

iy

Integer

BRFEHE, ENT:

o 10: BRETRIORARE

e 50: BRERS0EZXRIRE
=/IME: 10
=AX{E: 50
T&E: 10

offset

i1y

Integer

EN T —FEEFRES.

B®/IME: 0
Hh&EE: 0
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TR EERS
AP &%

4 API

SH

SHERE

%

matches

Array of
ResourceTag
objects

BERFE., keyNEIERIF
E%, tlresource_nameZ%,
value BPCECAYE . key NEIEF
B(H, FReEBEEEMkeysi R
Zi5H9key o

HBKE: 0-20

Z 4-541 DomainTags

24

BRIk

SHER

1)

key

=
=

String

R, PTRUTF-8RTURTAY
F& (89X, BFE. 8
5% ) « HFN=, URUTF

ok,

Ffr: _.i=+-@
BMEE: 1
BAKE: 128

values

i

Array of
strings

rR&EEYIE. 8/MERTHEUTF-8
BARTIFB(BEFX. A
MZFE. HiES%) . HFHN=T
1, URUTER: _.i=+-
@

=IM<E: 0

BAKE: 255

HABEKE: 1-20

& 4-542 ResourceTag

24

BRI

SHEE

HEk

key

=
=

String

REEHE, ATRAUTF-8ENERTN
F& (859X, mEFE. &
5% ) . HFNTHE, URUTF

=z

FHF o _.i=+-@
BIVEE: 1
RAKE: 128

value

ali

String

FrE{E., ATRAUTF-8&XETRN
FB (889X, AFE. &
BE) « BTG, URUT
FHF: _i/=+-@
=RIMSE: 0

BAKE: 255

MAERRAS 11 (2025-03-24)
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TIEREERS
APl &%

4 API

EIVE>2
RBHG: 200

% 4-543 I Body 2%

B8H SHERR U
total_count Integer IR
=/ME: 0
BAE: 100
resources Array of RIRLAITIE, FIEES N TagResourceFEREL
TagResource | #B45H15AH .
ObJeCtS HBEE: 0-100

2K 4-544 TagResource

e

2% S¥RT fER
resource_id String HIRID,
RIMKE: 0
RAKE: 63
resource_deta | Object GANLAES
il
tags Array of IR, REIRSRIAATEHA.,
ResourceTag HAKE: 0- 100
objects
resource_nam | String BREWR, BMAATZZRER,

=ME: 0
BRAKE: 63

2R 4-545 ResourceTag

2% S¥en fiia
key String &%, oA UTF-8 i FTRN=E (884

X. AWRFE. 81E8%F ) . HFHTE, UKL
T=FHF: _=+-@

RIMKE: 1

BKIKE: 128
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SIEREIERSS

4 API

SHRE

g

String

w&E, AJA UTF-8 iBXERRNFE (884
M. FEHESFIE. #ESE ) « BFHER, LRI

T=FF:

_.i/=+-@
RAMKE:
RAKE:

0
255

WK&G: 400

2K 4-546 0L Body 2%

2%

SHE

g

error_code

String

AIRIAKIR
=2\ -SES
RAKE:

CIESEE SR
3
36

error_msg

String

iR RIR

EREIRIEE

=RIMKE: 0
BEAKE: 1024

KRS58 401

2% 4-547 IR Body %

24

SHA

R

error_code

String

EIRIERIREIAYEIRTD o

BM<E: 3
RAKE: 36

error_msg

String

EIRIERIREAYEIRI

RIME:
BRAKE:

0
1024

WK&G: 403
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SIEREIERSS

APl &% 4 API
7 4-548 gL Body 2%
84 SHRT R
error_code String EIRERERIEIRD .
BM<E: 3
RAKE: 36
error_msg String HEIRERIREIVEIRER .
=ME: 0
BRAEKE: 1024
KZE&HE: 404
3= 4-549 [ Body %
2% SHE iR
error_code String EiREKIRERVEIRED .
=BNME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BEAKEE: 1024
K& 500
& 4-550 L7 Body %1
8% SHRT R
error_code String Bz KIREIRYFEIRD
B/M<E: 3
RAKE: 36
error_msg String Hi=RiEKIREIEIRIER .
=BMSE: 0
BRAEKE: 1024
=]

RIBTSETRIERYIE, BRLPHX-Auth-TokenZFEREEEStoken, BiZtoken®E
EEBARAPIEIHIANIR

POST https://{Endpoint}/v1/private-certificates/resource-instances/filter
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TR EERS
AP &% 4 AP

{
"tags" : [ {
"key" : "key1",
"values" : [ "valuel", "value2" ]
1]
}

e Sz 73~
AEE/: 200
BREKIN
{

"total_count" : 1,
"resources" : [ {
"resource_id" : "61e1f947-8794-4574-82bd-14fd0cd3af67"
Ao
"resource_name" : "test"
Ao
"resource_detail" : [ {
"certificate_id" : "61e1f947-8794-4574-82bd-14fd0cd3af67",
"create_time" : 1681436805000,
"delete_time" : null,
"distinguished_name" : {
"country" : "CN",
"state" : "guangdong",
"locality" : "shenzhen",
"organization" : "TestA",
"organizational_unit" : "IT",
"common_name" : "TestA IT Root CA"
h?
"enc_cert_info" : null,
"enterprise_project_id" : "0",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"issuer_id" : "93fcdaf2-c094-4f39-9cbc-bcacdObaac48",
"issuer_name" : "test",
"key_algorithm" : "RSA2048",
"not_before" : 1681436805000,
"not_after" : 1713059205000,
"path_length" : 7,
"serial_number" : "202203070322544291829058",
"signature_algorithm" : "SHA256",
"status" : "ISSUED"
11
Ao
"tags" : [ {
"key" : "key1",
"value" : "value1"
11
11
}

RE&ES: 400
BREHBIR
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
WR&mB: 401
WIBRAINEFTEEN

{
"error_code" : "PCAXXX",
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SIEREIERSS

APl &% 4 API
"error_msg" : "XXX"
}
RS89 403
INIESRML o
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
R&ES: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S8G: 500
RS EBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BEREMI
400 BRSHEIR
401 SR REREESN .
403 NI S8
404 REAFESREBERILE
500 RS AEREEIR
xS
BESIEIRB.
4.2.4.14 RIEFSESIEBHE
ThEEN 4R
RIErSEGIEPHE.
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i
RB]LATEAPI ExplorerdRidiiziEz [, IFEMAIESEN . API Explorera] LAEENERK
SDKASRIRA, FHEMSDKACAERAEIXINEE .
URI
POST /v1/private-certificates/resource-instances/count
BREH

2 4-551 153K Header &3

2%

AU

SHER

%3

X-Auth-Token

String

AR Token, @iZiEREIAMIRSS
$XHYFE A TokeniZ[FKEX ( MR
iEB3LehX-Subject-TokenhY
B).

=RIMKE: 32

BXEKE: 2097152

% 4-552 153K Body 2%

2%

AW

SHER

HEk

tags

GBS
[

Array of
DomainTags
objects

YR, REEE201 key,
81 key FHEIRvaluefz2201,
B keyIF R HvalueTT LA Z%]
PBLEFIRABEERE . keyAEE
FE, E—1 keyHvaluestge
B8, FRROIGESMEREN
ZRYE, keyZBl25R9%
%, key-valuetEtgrhvalueEol
HIXHR . TtagidiEs4ahiR(o]
eSHIE,

HAKE: 1-20

limit

iy

Integer

BRFEHE, BENT:

e 10: BRETRI0FZRIREF
B

1SN 0

o 20: BRER0XIRE

1oN 0

e 50: BERERS0ZZFIRE

&/JME: 10
EAfE: 50
REE: 10
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https://console.huaweicloud.com/apiexplorer/#/openapi/CCM/doc?api=CountCertResourceInstances

TR EERS
AP &%

4 API

SH

SHERE

%

offset

Integer

R5IME, REE, Moffsetts
ERNT—FEEFRES.

&/IME: 0
REE: 0

matches

i1y

Array of
ResourceTag
objects

BERFEG, key HEHERIF
E%, %0resource_nameZE,
value AILECRYE . key AEIEZF
B, a8 EEEMIkeyTi A~
X 1EFRkey o

HEKE: 0-20

Z 4-553 DomainTags

24

SHE

ik

key

=
=

String

rSEe, ATAUTF-8&XETRM
FB (884X, AFE. &
BE) . ¥FNTE, URUT
FEF _.i=+-@

BMEE: 1

BAKE: 128

values

Fali

Array of
strings

FrEEYIER. BMERAHUTF-8
BARTNFE (889X, 7
MFHE. 8185 ) . HFNT
1, URUTER: _.i=+-
@

=IMKE: 0

BRAKE: 255

HBKE: 1-20

2K 4-554 ResourceTag

24

s

A

key

=
=

String

VS

R
RS, TRUTF-81XER
FH (889X, AFE. &
BE) . S, URIT
FF: _.i=+-@

BMEE: 1

BAKE: 128
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28 BRI SR ik
value 2 String E(E. JRUTF-8IBHERTH
FH (884X, AFE. &
BE) . HFNTKE, URUT
FHE o_i/=+-@
RIMSE: 0
BAKEE: 255
il fiz 228
REEL: 200
& 4-555 M7 Body &%
28 SR A
total_count Integer SIEFEE.
=/IME: 0
BX{E: 100
KEME: 400
2R 4-556 Ui Body 2%
2 SHERR R
error_code String HEIRBRRERIEIRE
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
RAXIKE: 1024

KRS8 401

% 4-557 lui Body &%

2%

SHE

i

error_code

String

EiRIERIREIRIEIRTD o

&IMRE! 3

EAKE: 36
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2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

% 4-558 157 Body &%

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-559 [[F Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-560 1L Body &%§

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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APl &% 4 API
28 SR A
error_msg String BRI KIREAVEIRER .

=BNME: 0
BAKE: 1024

i5RHl

IRIBIRS TR BHE, 53KkLhaIX-Auth-TokenFREEIEStoken, HiZtokenE
EEBARAPIRIA IR .

POST https://{Endpoint}/v1/private-certificates/resource-instances/count

N Rz~

{
"tags" : [ {
"key" : "key1",
"values" : [ "valuel", "value2" ]
1]
}

K&/ 200
BERERIN
{
"total_count" : 1
}
REB/: 400
BREHBIR
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&G: 401

ISR AEREEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
W&G: 403
TNIERW

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WK&D: 404
BFEAFESEFEAREE o

{
"error_code" : "PCAXXX",
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"error_msg" : "XXX"
}
KRE&MG: 500
AR AEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BREMI
400 BRSHEIR
401 AR S DEEEE= S
403 TAIESEY
404 RBEAFESRRFEREE
500 IRSZEBEEIR -
S
BESIEIRB.

4.2.5 |JEREE

4.2.5.1 4L CA

SERILAEAPI ExplorerdrifhitliZiZ [, STHFERMIAIESE . APl Explorera] LABEIAERY

TORENR

TGSECA
il

SDKFAABTAI, FHZMHSDKRATAIEIIIAE.
URI

POST /v1/private-certificate-authorities/order
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TR EERS
APl &%

4 API

IERSH

% 4-561 53K Header 8%

e EEWI%E SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
JHESLEX-Subject-TokenfY
B) .
RIMKE: 32
BRAKE: 2097152
% 4-562 153K Body &%
2% BEWI% SRR ik
cloud_service_ | 2 String =IRSZEE, BEEN
type 'hws.service.type.ccm'
BMEE: 1
RAKE: 64
charging_mod | 2 Integer iTHERE 08 FHE
e
period_type | 2 Integer 1TISFEHR 28 3%
period_num | 2 Integer 1T fEIHA%Y
is_auto_renew | & Integer E25854EE 18 08
promotion_inf | & String TEE
o =B2I<E: 0
BRAKE: 2048
subscription_n | 2 Integer =
um
is_auto_pay & Integer =EEBEMEMA 12 08 FEEIA
730
enterprise_pro | & String I IREID
ject_id BIMEE: 1
RAKE: 64
product_infos | 2 Array of FmilE, FEEEL
Productinfo | Productinfo EREURLEMIL
objects B,
#HAKE: 0-10
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4 API

N Rz S4L

3£ 4-563 Productinfo

28 AUk SRR R
cloud_service_ | 2 String =iRSBEE, BlIER
type 'hws.service.type.ccm'

RIMKE: 1
RAXKE: 64

resource_type | 2 String RIREEB, CAR
"hws.resource.type.pca.duratio
n"
BMEE: 1
BRAKE: 64
resource_spec | 2 String REMBRE, CAH
_code "ca.duration"
BMEE: 1
RAKE: 64
RSB/ 200
2 4-564 1K Body &%§
2% SR R
order_id String TS,
BIME: 1
RAKE: 64
ca_ids Array of LEIMZAICAIEBIDIIE
strings EMEEE: 1
RAKE: 64

RSE5: 400

2 4-565 I Body 2%

8% SHRT faR
error_code String HixiaIREIAVEIRD .

=RIMKE: 3
RAKE: 36
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2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 401

% 4-566 K Body 24

2% SRR R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

KEB/: 403

% 4-567 [IF Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

K& 404

2 4-568 I Body &%§

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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2% SRR fik
error_msg String HEIRERIRENEIRIEE

=BNME: 0
BAKE: 1024

REH: 500

7 4-569 gL Body S

S8 SR A
error_code String ERIEKIREIAIEEIRED -

=ME: 3
BRAKE: 36

error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BAKE: 1024

iERpl

CIEECATTE, 1B3KLFHIX-Auth-TokenZEREEIEStoken, HiZtokenEEZEEBAR

APIESIHIEBR

POST https://{Endpoint}/v1/private-certificate-authorities/order

{

"cloud_service_type" : "hws.service.type.ccm",

"period_type" : 2,

"period_num" : 1,

"charging_mode" : 0,

"is_auto_renew" : 0,

"is_auto_pay" : 0,

"promotion_info" : "",

"enterprise_project_id" : "0",

"product_infos" : [ {
"cloudServiceType" : "hws.service.type.ccm",
"resourceType" : "hws.resource.type.pca.duration",
"resourceSpecCode" : "ca.duration"

1]

"subscription_num" : 1

}
N Rz 73~ f51)
REWB: 200
EREMIN
"order_id" : "CS1803192259R0A8U",

}

"ca_ids" : [ "4284547e-68ef-4a94-adea-9df1e5d8ad65", "211c079c-bab8-41af-8948-c5e2531232c6" ]
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RE&ES: 400
BRSHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
&S 401
SR NEREEN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
&S 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RERE: 404
RERNFESLRFERKE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RZ&MG: 500
AR EREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KRB
R ik
200 BREMKIN
400 BRSHEIR
401 AR EDUEIEEE
403 TNIESM
404 RBEAFERRFEREKE
500 ARSZAEREIR
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5 Rz 7=

5.1 7~ 1: BHFFITHA SSL iFH

ins=iER
AEDIESEEE CCMEOMBRIHASSLES .
AR
o BIBSSLEBRISGEBARMNENTREFIG . EBBAEY, NRBEEHES.
o BIRSSUEBHIEIRE, BEXEGH, HERR(.
iR IEO
o EHIEHYIER: ERAKS FRBRISSLIERTIZ.
o MPRIEF: MIPRIEEAITHASSLIES
BRAFLRR

T FEFIERIIE.
o EMOMBXER
URIFE=: GET /v3/scm/certificates
FiEESIESIERIIE.
o iEKTHI
GET: https://{endpoint}/v3/scm/certificates
{endpoint}{E EiE M ith XFNLR R T mIKEL o
Body:
{
"limit"; "2",
! "offset": "0"

o [IBRN7RA
{

"certificates" : [ {
"id" : "scs1554192131150",
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SIEREIERSS
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"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

jaH

"total_count" : 1

}
2 MBRIES,

o EOMWXER
URIAE=,: DELETE /v3/scm/certificates/{certificate_id}
F#IEESIUMERES

o BRI
DELETE: https://{endpoint}/v3/scm/certificates/scs1554192131150
{endpointYZ 2iE M X FNLR R T5 RIKEN o

Body:
{certificate_id:scs1 554192131150
}
o IRzl
{1}
9,
Eerror_code" 1 "SCM.XXX",
"error_msg" : "XXX"
}
R
5.2 5] 2: BB SSL iFB#EiXE MRS
1BEHEA
HEEEBE TUIAERE BRI ZWAF. ELB. CONBRSH, LUREISSIAE
Ze, ISERETBELTERSAICCMES, BBIEB#HEXE BRRS S,
B REEO
o SANIFE: BE&TUIAERSARICCMAHRITRE .
o HENFPIIE: BEAAKS TIRAERIERIIER, KEFEEHEXIEBANESID,
o EEXUFE: BEAICCMPRZE MIEBHEXEIEARRS T .
BRELPR

|1 SAILEB.
o EMOMBXER
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https://support.huaweicloud.com/api-ccm/DeleteCertificate_0.html
https://developer.huaweicloud.com/endpoint?SCM

SIEREIERSS

APlI &%

5 NARBGI

URIF&=(: POST /v3/scm/certificates/import
FHEEENSANILES,

B3Rl

POST: https://{endpoint}/v3/scm/certificates/import
{endpointHE 25 N\ XFNL iR TS =34H

{ﬂlﬁ]F_\iﬂﬁU

"certificate_id" : "scs1554192131150"
}

£E;2 FHIEBIIE.

EOBEXER
URI¥B=: GET /v3/scm/certificates
FiEESIEEIERIIER.
B3Rl
GET: https://{endpoint}/v3/scm/certificates
{endpointZ 2B MK FNLE R TS RIKEN o
Body:
{

"limit": "2",
! "offset": "0"

M) iz 7351
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

1

"total_count" : 1

}

£E]3 HEXIEB,

EOBEXER

URI®ET: POST /v3/scm/certificates/{certificate_id}/push

FIEES XIS .

BRI

POST: https://{endpoint}/v3/scm/certificates/scs1554192131150/push
{endpoint{E 1B M ith XFNLR R TS IR o

EITJ]F_\'ZU_?WH

}
%

"error_code" : "SCM.XXX",
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SIEREIERSS
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"error_msg" : "XXX"

}
-

5.3 il 3: ELEER SSLIFBHEXHM=IRSS

ins=TER

AELESEMITEEBISIMESWIHERKANERHEEEIELHZWAF. ELB. CDN
hER, LURELSHERE,

N1 v

RO
o HENFHIIFER: FEARWKS FEAEHIERSIER, FEEESHEXITEBANESID,
o X BEASSLEBHIXRIEN=ESH.

BEL R

LB TEIEPRIIE.
o EOMXER
URIKE=: GET /v3/scm/certificates
FEESIESIEREIIE.
o iEKRHI
GET: https://{endpoint}/v3/scm/certificates
{endpointYZ 2iEMN X FNLE RT3 RIKEN o
Body:
{
"limit": "2",

"offset": "0"
}

o [IBR7RA
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

IR

"total_count" : 1

}
T2 HEXSSLIEH,
o EMOMBXER
URI®ET: POST /v3/scm/certificates/{certificate_id}/push
FiEES XIS
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SIEREIERSS
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o iFEKTHI
POST: https://{endpoint}/v3/scm/certificates/scs1554192131150/push
{endpointMZ 2iE MK FNLE LK T5 RIKEN o

. E@mﬁu

}
[
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
.
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TR EERS
AP &%

6 AXPRFAIZANIR

6 I PRFIFRANIRN

6.1 BRI AR

SZIFHIRARIN

NREFEXNCFIAENIEPEIERS ( Cloud Certificate Manager, CCM ) #47
BANSORETE, EeJLUMERFE—BMIMERSS (Identity and Access
Management, IAM ) , MRERKSELREEHBENENR, FAEEZCEIRZAIIAM
BR, SaEAED, FnEERCCMBIEEINRE.

BIANBRT, FENAMBRREEUNR, BEEEEINABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—TEMIIRN. &Y
&, BRHALETEARRNZIRSHITERE.

PPREIERINAEHIERE, DHBEHREE. AELURSHNE, RIAMRAEAL
—HPiRIER A9 TAFERAEE XA BRAVFEALZ ZALE o SRESLAAPIZ O IR EH TR
oy, RINENEH, AILUWSIHEIRNMEE. SRMEG, seBHEE I REN
HHIRZEEEER,

(mEgL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
WSEEREZEOERNE, MNREARAKS TIIAMBR&ZRAPISKETS, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
REE, ZAPARERINERIZEO . i, BREAREOREE=RSEYIE, 3B

ARXNMAMAP#HIE FRIRIESR B E RIF “ecsservers:list” AUIEINIR, ZEO A
BERARLII .

REOSRAFBIEELEE, NRRARRABEENER, SBRTIeEE
BN, FHBITARFAET OE RS TR . SR
SAPHERSL, FEAURBIESEBATT

o IR SUSIELEIURIE

o XIMAPHEO: EENEMTIREAAPIED.

o IENIN: BEMNFKEPZIEFIAction, FEBEEMNRIEFRIActiondhE NN,
BT LASCHRANIRRS R AT BRINAE o
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IEREIERSS
APl &% 6 I PRFNFFZAIN

o {KERRYIEAIN: BPHActionfFIEXIE BACtionAIK S, FESKIHAIActionEITE
NIERRIR, 7 BESEEIXS N AV PRINEE o

e IAMIKE (Project)/{&\IRE (Enterprise Project): BENFEIASICEE, BF
IAMIRB S1IRE . BACEENRRINSZIFAMIREMEWIRE, FRRERIR
SIMAIBEEN KRS, ALEIAMAIC SRR RS PE B AEENRFFER. 1
ROEIHIAMIRE , AR, FRNEEEIAMASEREPESSGFER, W
RERWESEREN, WiZBEXKEAER .. xFIAMIMBSHEIIRBENX
3, FEEEN: IAMEREENXS,

(1] 5288
V7 REEE, X7 RRER
IEBEERSS (CCM ) STHFRYE B SRR IEANINAN T A :

o SSLIFHEIE
o FABIEER

6.2 SSL IFHETE

v3 EOEIIER
BR XIRZAPHEO IR a9 | IAM | 22Mk
(Action) | IR g | |8
(Proj | (Ent
ect) | erpri
se
Proj
ect)
FTFUE | GET /v3/scm/certificates scm:cert:lis | - i X
ByIFE t
SREGIE | GET /v3/scm/certificates/ scm:cert:ige | - i X
HiFtE | {certificate_id} t
RUBRIE | DELETE /v3/scm/certificates/ | scm:cert:de | - v X
+H {certificate_id} lete
HEXIME | POST /v3/scm/certificates/ scmicert:p | #EXZE Vv X
B {certificate_id}/push ush CDNRT,
a0 g
IR
cdn:config
uration:qu
eryHttpsC
onf
SANIE | POST /v3/scm/certificates/ scmicert:u | - v X
B import pload
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IEREIERSS

APlI &% 6 RPRFNIEANIR
PR XTRZAPHEO EUR REEE | IAM | 2k
(Action) | IR mB | mE
(Proj | (Ent
ect) | erpri
se
Proj
ect)
EHF | POST /v3/scm/certificates/ scm:cert:d | - v X
+ {certificate_id}/export ownload
v2 EORERER
R XIRZAPIEC] IR KA | IAM | £k
(Action | IR e | H
) (Proj | (Ent
ect) | erpri
se
Proj
ect)
BHfEE | GET /v2/{project_id}/scm/ | scm:cert:lis | - i X
ES certlist t
BHiFIEH GET /v2/{project_id}/scm/ | scm:cert:g | - v X
JES = cert/{cert_id} et
HiFEH GET /v2/{project_id}/scm/ | scm:certTy | - v X
PR | cert/product pe:get
EEIEH | GET /v2/{project_id}/scm/ | scm:certPr | - i X
aaiElE product/{product_id} oduct:get
EGEERIE | POST /v2/ scm:cert:ca | - v X
{project_id}/scm/cert/ ncel
{cert_id}/cancel-cert
WISEIEH | POST /v2/ scm:cert:p | - i X
{project_id}/scm/cert/ urchase
purchase
BiFIEH | POST /v2/ scm:cert:co | - i X
{project_id}/scm/cert/ mplete
{cert_id}/complete
{RFHIE POST /v2/ scm:cert:co | - v X
IFBEE | {project_id}/scm/cert/ mplete
REE {cert_id}/save
1ZEYEIE POST /v2/ scm:cert:co | - v X
IFBEE | {project_id}/scm/cert/ mplete
REE {cert_id}/read
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SIEREIERSS

AP| & 6 I PRFNFZAIN
PR XIRIAPHEC IR IR | 1AM | £k
(Action |Im mE | I8
) (Proj | (Ent
ect) | erpri
se
Proj
ect)
BMGES | PUT /v2/{project_id}/scm/ | scm:cert:e | - v X
cert/{cert_id} dit
MRRIEE | DELETE /v2/ scm:cert:d | - v X
{project_id}/scm/cert/ elete
{cert_id}
TEOIEB GET /v2/{project_id}/scm/ | scm:cert:d | - v X
cert/{cert_id}/cert_file ownload
FEIAIE | POST /v2/ scm:cert:co | - i X
=2 {project_id}/scm/cert/ mplete
{cert_id}/info/{type}/
upload_authentication
BEIEE | POST v2/ scm:certire | - i X
{project_id}/scm/cert/ voke
{cert_id}/revoke
HEXIFF | POST /v2/ scmicert:p | HEXZE v X
{project_id}/scm/cert/ ush CDNHAY,
{cert_id}/push EBERM
ANTFE
Im:
cdn:config
uration:qu
eryHttpsC
onf
BigX | GET /v2/{project_id}/scm/ | scm:pushH | - v X
at=rd cert/{cert_id}/push-history | istory:list
HEIEH POST /v2/ scm:cert:u | - v X
{project_id}/scm/cert/ pload
upload
REECSR POST /v2/ scm:cert:co | - v X
{project_id}/scm/check-csr | mplete
HIEHIIN | POST /v2/ scm:cert:su | - v X
155 {project_id}/scm/cert/ pplement
{cert_id}/supplement
BGEB=FA DELETE /v2/ scm:privac | - v X
R0 {project_id}/scm/privacy- | yProtectio
protection/{cert_id} n:delete
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APl &% 6 PPRFIIZANIR
\
6.3 FAB/IEHEE
FAB CA HHXEZORERER
PR SHRZAPIEO IR IIRE
(Action ) (Enterprise
Project)
BlFECA POST /v1/private-certificate- pca:ca.create | x
authorities
BGELT XY POST /v1/private-certificate- pca:ca:restore | x
HHIBRCA authorities/{ca_id}/restore
HigFAT | GET /v1/private-certificate- pca:ca:get X
CA¥IE authorities/{ca_id}
ERFAE | GET /v1/private-certificate- pca:ca:getCsr | x
CA CSR authorities/{ca_id}/csr
BEiHFAT | GET /v1/private-certificate- pca:ca:quota | x
CAFECER authorities/quotas
SHFAE | POST /v1/private-certificate- pca:ca:export | x
CA authorities/{ca_id}/export
HERFAE DELETE /v1/private-certificate- pca:ca:delete | x
CA authorities/{ca_id}
ZHIAE POST /v1/private-certificate- pca:ca:disable | x
CA authorities/{ca_id}/disable
BRiHE POST /v1/private-certificate- pca:ca:enable | x
CA authorities/{ca_id}/enable
MEFAE POST /v1/private-certificate- pca:ca:active X
CA authorities/{ca_id}/activate
SN CA POST /v1/private-certificate- pca:caiimport | x
authorities/{ca_id}/import
HiGFAT | GET /v1/private-certificate- pca:ca:list v
CA%IZR authorities
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FABIEBHEXZEOREINER
PR XTRIAPIEL] -3 I IRE
(Action ) (Enterpris
e Project)
&EigfAB | GET /v1/private-certificates/ pca:cert:get X
IEPI¥E | {certificate_id}
fRHTFATE | POST /v1/private-certificates/csr/ pca:cert:parseC | x
UEFHCSR parse sr
EXFAE POST /v1/private-certificates/ pca:cert:export | x
uEH {certificate_id}/export
EiHFAT | GET /v1/private-certificates/quotas pca:cert:quota | x
IEHECER
BUiEEFAT | POST /v1/private-certificates pca:ca:issueCer | x
IEH t
ME*FAE | DELETE /v1/private-certificates/ pca:ca:delete X
P {certificate_id}
RiHfAE POST /v1/private-certificates/ pca:cert:revoke | x
uEH {certificate_id}/revoke
{SFEFHCSRE! | POST /v1/private-certificates/csr pca:ca:issueCer | x
EFABIE tThroughCSR
B
BEiEFAT | GET /v1/private-certificates pca:cert:list v
PR
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7 [758 API

APl &%

7 [ASE API

7.1 SSLIFBEIE

7.1.1 YL SSL iFH

ab
ThEEN 4B

URI

IBXRHE

MIELSSLIF+H .

AR

o ERS%{ “agree_privacy_protection” WK EN “true” , FEERLINIERIESCIEHERE,

o LRIREAPIAASEIRAAPI, RFKATREEIELE . BERMSESSLIES.

URIFEZ(

POST /v2/{project_id}/scm/cert/purchase

o SRR
e AWk SR A
project_id = String InBID,
BRSH
2 BEWI% SR R
cert_brand 2 String WEB R,

4: GLOBALSIGN

382
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TR EERS
APl &%

7 [75E API

SH

B SHRE

%

cert_type

i

String

IEPB2EE, BUYEIT:

e DV_SSL_CERT

e DV_SSL_CERT_BASIC
EV_SSL_CERT
EV_SSL_CERT_PRO
OV_SSL_CERT
OV_SSL_CERT_PRO

domain_type

i

String

2R, BYEIT:

e SINGLE_DOMAIN: Bi#Z
e MULTI_DOMAIN: ZiF&3%
1

i)

e WILDCARD: Zig#&3L8Y,

effective_time

i

Integer

EREXE (F) , BEWNT:
. lﬁ MSLAERHA9 1 FRIIE
. SE MSEBEZHAI9 2 FRIE

domain_num
bers

ali

Integer

HEHE.

o 3 “domain_type” i&iRRY
2 “SINGLE_DOMAIN” 5
“WILDCARD” ZERIFGIFH
BY, IR EEEN “17 .

o 4 “domain_type” EIFH
2 “MULTI_DOMAIN” 258y
BUIERART, HBHEEET
ElA “2~1007 ,

order_number

i

Integer

WEZRGEBHE . BUETEEYS
1 "’1 OOO o

agree_privacy
_protection

ali

Boolean

EEREERFAMY

o true: EEFEFAIMN o

o false: AEIEBSFANMN -
MY EEIE E AtrueZ BERLINT
T,

NaRZHS
RIS
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2% mEwI% SRR ik
order_id 2 String MBS,
cert 2 Array of cert | IEBFIZE, FHEBESNET-1,

objects
£ 7-1 cert
8% =R WI% SRR ik
cert_id =2 String uFBID,

5l

ANTFLAMSE 15K B2 aGlobalsign, 12K n2ia, HEZHEN5, BRHAIEN

OViIEB A,

o IERIFHI
{
"cert_brand":"GLOBALSIGN",
"cert_type":"OV_SSL_CERT ",
"domain_type":"MULTI_DOMAIN",
"effective_time": 1,
"domain_numbers": 5,
"order_number": 1,
"agree_privacy_protection":true,

o IRAES
{
"order_id": "CS1803192259ROA8U"
"cert": [{

"cert_id": "scs1481110651012",
1
}
517
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB

F7-24E2NZAPIREINIEEIREE

& 7-2 7563

K& w3 RS
200 oK EREM

SEREE, B2ERB.
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APl &%& 7 [A5E API
7.1.2 EEIEPSIE
INRENA
IRIBIEB AR 4 E 2 EaIERIIE,
(MARY::|
HEITREAPIJIASBARAAPI, REAREELE4IR . {BFEREEHERSIE.
URI
o URIKEZ
GET /v2/{project_id}/scm/certlist?order_status=&content=&sort_key=&
sort_dir=&limit=&offset=
o SR
S e A SR iR
project_id = String IRHID,
BKEHE
BRkSE
B SENE SHHR A
order status | & String IEPIRE, BUEWNT:
e PAID: IFHEX(T; FHIB
EH,
e ISSUED: IFHEXXL.
e CHECKING: iFHHiEEZ
F,
e CANCELCHECKING: EWHiE
PEIFHZF,
e UNPASSED: iFBHiEKIE
e EXPIRED: iFPEiTHA,
e REVOKING: IFPBRiEHIE
HiZHP.
e REVOKED: iFHERHE.
e UPLOAD: IFHIEE,
o SUPPLEMENTCHECKING:
SR UE BT 0= e
=,
o CANCELSUPPLEMENTING:
B EHTEM N A s
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SIEREIERSS

APl &%& 7 7582 AP
28 BRI SR ik
content & String D STENET IS
sort_key B String HEFKIES S, BUENT:
e certExpiredTime: IFHZIHA
A8l o
e certStatus: IFHIRZ.
e certUpdateTime: IEHBEH
B8],
sort_dir & String HEFE A, IRIBHEFS 2
sort_keyi#H1THER, BMBEINT:
e ASC: HF¢,
e DESC: &%,
limit B Integer BREB¥=, BEWNT:
e 10: BRESRIOFIEREF
o 20: BRER20KIEHE
S
e 50: BRERS0FIEHRE
offset B Integer mEE. BUESEEN1~30,
AzER
)RS
2H =Rk SR ik
total 2 Integer FIRIEBHE,
free_remain = Integer RENIERRIFECE
order _list 2 Array of UERSIE, FHEESNERT-3,
order_list
objects
2 7-3 order _list
2H =Rk SR )%
cert_id = String uFBID,
cert_name 2 String WEBEZFR,
domain 2 String HPEA -
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2H BE W% SR fHR
cert_type = String PR,
cert_brand g String EP RS
domain_type | £ String RS
purchase_peri | 2 Integer BREE,
od
expired_time | £ String UEPEIEBATIE] .
order_status 2 String RIS,
domain_num |2 Integer HaHE.
wildcard_num | 2 Integer ZIRHE.
ber
cert_des =2 String WEBHEA .

1

o BRI
To

o RIS
{
"total™: 1,
"free_remain":"19",
"order_list": [{
"cert_id": "scs1481110651012",
"cert_name": "scs-0001",
"domain": "*.example.com",
"cert_type": "GEOOVO1",
"cert_brand":"GLOBALSIGN",
"domain_type":" SINGLE_DOMAIN ",
"purchase_period":1,
"expired_time":"15051501510501",
"order_state":"completed ",
"domain_num":10,
"wildcard_number":2,
”Cert_des":"***********”
H
}
1
{

"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB
E7-MEARRZAPLIRERIERIRE
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APl &%& 7 [A5E API
F 7-4 K568
RSB 4RAS R AE
200 OK BRERIN.
SEREHE, B2IERE.
7.1.3 EiEIFBIFE
INRENA
BEIEFKIEBAFEMER
(RARIY:
HEIRMEAPIJIASBARAAPI, REAIEEELE4EIR . iEFERREGERIFRS
URI
o URIKE
GET /v2/{project_id}/scm/cert/{cert_id}
o SHUHMA
25 =Rk SR A
project_id = String ImBID,
cert_id = String uFHID,
BKEHR
=B
o
I vH=1S!
=S5
2% =AWk SR )
cert_id = String uFBID,
order_id 2 String 1JEID,
cert_name = String UWFPBIR.
cert_type = String UEP2EE,
=~fl: ov
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IEREIERSS

APl &% 7 [A5E API
2% BE W% SRR ik
cert_brand 2 String IEP R
~5: GLOBALSIGN
domain_type | 2 String IgB2E8,
~5: MUILT_DOMAIN
domain_name | 2 String WEPHEES .
: funnyzx.com;abc.com
domain_num |2 Integer HEATH
ber <l 3
cert_describe | 2 String UEPBEAR
push_support | 2 String IFBEREIFEX,
revoke_reason | & String WBREEE
domain_name | & String WEPHEES, SNMNIZASS
“7 RF.
M
www.example.com;www.exam
ple1.com;www.example2.com
company_na |2 String WNEIEFR,
me
company_pro | 2 String NEFfEED .
vince
company_city | String NEFffED
applicant_na | @ String NEBEAEE,
me
applicant_pho | 2 String NEBARANRBIE,
ne
applicant_em | 2 String NEJEXE AR
ail
contact_name | 2 String FARBEREAMS,
contact_phon | 2 String FARBEREARIE,
e
contact_email | 2 String RARBLZR AHBFE -
status = String IERIRE,
encrypt_type | 2 String TRAMBEE,
country = String ESEQE
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2H BRIk SR fHR
organization_ | & String ~E)ERl ],
unit
DNS_push_sta | & String DNSHEEIRZE -
tus e ON: FRHEEMIN.
o OFF: FREIXEW
o NONE: FRIAKHBHEIXIN
BEo

auth 2 Array of auth | IEBIGIPIRE, £EESNE

objects 7-5,

Z 7-5 auth
2% =AWk SR ik
method g String KEAC,
status g String IFRBIGIPIRES .
domain_name | 2 String DNSEEIHE 3 .
host_record g String DNSIGEENICHE
record_type 2 String DNSEGIFICREE,
record 2 String DNSIEIFICRE,
5l

o EREH
o

o [RZHFA
{

"cert_id": "scs1481110651012",
"order_id ": "CS1803192259R0OA8U",
"cert_name": "test",

"cert_type": "OV",

"cert_brand": "GEOTRUST",
"domain_type": "MUILT_DOMAIN",

"domain_name": "funnyzx.com;abc.com",

"domain_number": 3,
"cert_describe": "XXXXXXXXX",
"push_support": "on",
"revoke_reason:" XXXXXXXXXXX",

"domain_name": " www.test.com;*.example1.com;*.example2.com",

"company_name": " AFIRAT",
"company_province": "I FRE",
"company_city": ";&YIIm",
"applicant_name": "sk=",
"applicant_phone": "13087654321",
"applicant_email": "example@xx.com",
"contact_name": "gk=",
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"contact_phone": "13087654321",
"contact_email": "example@xx.com",
"status": "PAID",
"encrypt_type": "SHA256withRSA2048",
"country": "CN",
"organization_ unlt "unit",
"DNS_push_status": "ON",
"auth": [{
method": "DNS
"status": " checking ",
"domain_name": "www.test.com",
"host_record": "dnsauth",
"record_type": "TXT",
"record": "201803272148qwedginciog08"
1
}
17
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB
F7-61ARIZAPIREIRIERIREEE .
* 7-6 IS
RSB ) RZ&ER
200 OK BREMIN.
SRS, TOEEIRED o
7.1.4 {E2GIER
IjJﬁ /\QJJ
(U KIUEBRIZFIREHEIA o
(MERIY:
HEITREAPIS A SBARASAPI, REATEE(ELEAER,
URI
o URIKE
PUT /v2/{project_id}/scm/cert/{cert_id}
o  SHUHAA
2y BRI SR A
project_id = String InHID,
cert_id =2 String uFBID,
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IBKRHR
BRSH
2% Rk SR R
modify_key 2 String &2, TEMEICERT_NAME
FODESCRIPTION,
e CERT_NAME: FEREMUEH
HEZ R,
e DESCRIPTION: FRREMGIE
BaoHEA
modify_value | 2 String BIMEMASR
o H{BI¥EJICERT_NAMERT,
XOIEEH=F. FE/
“-7 . BEO~63UFFF, B
FEHE.
o L{EMFESIDESCRIPTION
AF, BUEO~255(U=%F, |
=1
IE)VE=S 5
2% =% SR fiEid
response_info | 2 String BRER,
A~
ANTRLMESGIEBEFRS “sssaaaa” .
o IEKIES
{
"modify_key":"CERT_NAME",
"modify_value": "sssaaaa"
}
o IRAEB
{
"response_info":"success"
13
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
N

FR7-THIRNZAPIREINIEEREE
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AP &%

7 A

API

7.1.5 BB

THRENR

URI

iBEKRiHR

AGEHER

R 7-7 &5

RSB i) REUER
200 OK BKEK.
SEREE, BEEIRE,
i)
BiFSSLIFRERRS B RS~ mAYER.
(MmEiY::
LBITEAPII I EARAAPI, FRERTRES IR
e URIBR
GET /v2/{project_id}/scm/cert/product
o  SHUKHAA
2% =% SR R
project_id = String ImBID,
B RS
To
E)NVE= 34
8% BE W% SRR ik
type_List 2 Array of FREDFIE, HBBSNE
type_list 7-8,
objects
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K 7-8 type_list
e EE W% SR R
cert_type = String IS ESit
e OV_SSL CERT: 7MIEYSSL
.
e EV_SSL_CERT: {4s®RISSIiE
B,
cert_brand 2 String WEB R,
GLOBALSIGN: GlobalSigngm
28
domain_type | =2 String e SiCN
e SINGLE_DOMAIN: Bz
e MULTI_DOMAIN: g
B,
e WILDCARD: Zigjsg£8Y,
product_id = String ~alD,
effective_time | 2 Integer IFBEMETE (&)
o 1. IFPBMHINIE,
o 2: IFPBHIS25,
product_name | 2 String FERRBTRo
5l
o BRI
Tco
LI )z =07
{
"type_list": [{
"cert_type": "OV_SSL_CERT",
"cert_brand":"GLOBALSIGN",
"domain_type":"SINGLE_DOMAIN",
"product_id":"00301-106005-0--0",
"effective_time":1,
"product_name ":"globalsign.single.ov.2"
1
}
1
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS

F7-9HEIRNZAPIREINIEFEREE
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xR 7-9 KT8
RSB it RZIHAE
200 OK BERERIN.
SEREE, B2IERE.
N, \ I:l A Y
7.1.6 EiEMEBFEmiFESE
INEEN4A
B EIE R maERER .
(RARITY:
HBIREAPIIASEARASAPI, RERATBE(ELEAER,
URI
e URIHET
GET /v2/{project_id}/scm/product/{product_id}
o SHUHHA
8% =AWk SR R
project_id = String IRAID,
product_id 2 String ~=malDo
BKEE
B3RS
o
RS
R SE
28 =E W% SR A
cert_type = String UEHERY
e OV_SSL_CERT: 7MlAISSL

IEH,

:Bo

e EV SSL_CERT: 13®BISSLIE
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2 BRI SR i)
cert_brand g String IEB RS,
GLOBALSIGN: Globalsignga
.
domain_type | @ String e S
e SINGLE_DOMAIN: ERfg+5
KR,
e MULTI_DOMAIN: Zigg%
B,
e WILDCARD: Zigi#g38,
effective_time | 2 Integer IERERE () .

o 1: IERBEBHANE,
o 2: IFRHMHEAN2E,

51
o BRI
To
o NARFFHI
{
"cert_type": "OV_SSL_CERT",
"cert_brand":"GLOBALSIGN",
"domain_type":"SINGLE_DOMAIN",
"effective_time":1
}
517
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB

F7- 105509 2APIREIRIIERIRED .

& 7-10 K563

RS YRS PRSHAA
200 OK BREMIN

SRS, BE2HEIRE,
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APl &% 7 ASE API
7.1.7 BRiSIEH
IhgeN4A
FBIES, MER4EEE . ESIERHEANFEREESE.
(MARIY:
o {EKB# “agree_privacy_protection” AIUKEN “true” , A BERIIHERZERIBIEFRANS
o HEITNEIAPIAHEMRAAPI, RRuIRHSIEAER , 1BERRIBIES.
URI
e URIE=
POST /v2/{project_id}/scm/cert/{cert_id}/complete
o SHIHEA
e =Wk SR A
project_id = String IRHID,
cert_id = String UFHID
IBKEHR
BERSH
2% BAWI% SR fEid
domain = String ZIE B ERE S -
o HMWSLANERH “BPiHE”
gy iR RERNEPS
i, BEEESRIEZEZ
=2 80A],
o SWERGERA “SiFHR
EERRGIEBEY, FEEEIN
WEEREEEZ.
) www.example.com
sans & String 4P S a2 SR ENIF B AR AN
Ao
HEZANER R Bl KB
BOIEH, BETIEMNEZAY
MERN, 7HEEREXE.
SMFEFELL 7 B
=~
www.example.com;www.exam
ple1.com;www.example2.com
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TR EERS
AP &%

7 [H5E API

2% BEWI%E SRR ik
csr B String UEBCSRER, Sig&2 wA/mITED
company_na | =2 String ANEIRTR, OVAIEVELEHRW
me iEo

FRAKE0~6311,
company_unit | & String ERIIZFR, OVAIEVEUTEFHIE

FRKE/90~6311,
company_pro | 2 String ANEIFFESD, OVFIEVEUESH
vince WIE,

FRAKE0~6311,
company_city | 2 String NEFFEHRX, OVAIEVELES

fz‘iéi\o

FRAKEH0~6311,
country = String ESERE

e CN: ffH

o US: =H
applicant_na | 2 String RIEARHE .
me FRKE/90~6311,
applicant_pho | 2 String RIS ABIESH,
ne ~5: 13212345678
applicant_.em | £ String FRIS ARIHRAE
ail : example@huawei.com
contact_name | & String AR ARGES

FRAKEH0~6311,
contact_phon | & String RARBRARBIESH,
€ ~Gl: 13212345678
contact_email | & String BAREXZR ABIHBFE o

f5: example@huawei.com
auto_dns_aut | & Boolean EEISDNSKIHEEHXEI%A
h =RETARSS o

o true: X,

o false: A%,
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2H BEWI%E SR fHR
agree_privacy | & Boolean ARSI SFAMNY
—protection o true: EIREEFAMNY.
o false: REERFANMY -
LMY EER B I true A BERLINER
BHIEH,
domain_meth | 2 String 2 IIE A .
od e dns: DV, OV, EVIHZiE$H
1P
o file: {XIPUFHEIE,
e email: OV. EVIZZiEHA]
%,
AR S
N5t
B8H BRI SR fHR
request_info | £ String BRER,

ANl

MTFLAME EERIEBRIEE 961,
o BRI

{

}

"domain":"www.xzz.com",
"company_name":"ARN TR EF D AT,
"company_province":"P4J1[",
"company_city":"B#R",
"applicant_name":"AZNE]",
"applicant_phone":"132***5678",
"applicant_email":"999****346@qg.com",
e,

"sans":"",

"country":"CN",
"company_unit":" A J&R",
"contact_name":"I}{E",
"contact_phone":"135**5678",
"contact_email":"jk@jk.ff",
"auto_dns_auth":false,
"agree_privacy_protection":true

LI )V =27]
{

"request_info":"success"

%

"error_code": "SCM.XXXX",
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"error_msg": "XXXX"
}
R
R7- 1R EAPIREIRIEEIRESHD .
F 7-11 K&
RS it RSB
200 OK BREMIN.
SEREHE, B2IERB.
7.1.8 R&L& CSR
INREN4A
BIGEBIERIZE ( Certificate Signing Request, CSR) FHRHriEa .
(1] #eA
LRITUEAPIAHGSERRASAPI, KRATBE(S L4
URI
o URIFET
POST /v2/{project_id}/scm/check-csr
o SN
2l BRIk SHEER R
project_id = String IRHID,
iﬁ*;ﬁl§\
BRSH
2H BRIk SR fiR
csr 2 String UEPRIBRIHCSR,
RS
GRS 34
400
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APl &%& 7 [A5E API
2H BRWIE SR fHR
domain_name | & String CSRAPAI1EEES -

Al

AN TRLARBGE AN CSRAMI .
o B
{

"esrtt----- BEGIN NEW CERTIFICATE REQUEST-----******-__ END NEW CERTIFICATE REQUEST----- "
}

o [ERCAFAI
{

"domain": "a.example1.com"

}
517

"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}

REHD
R7-1 20N R APIREIRIIERIRTSA o

R 712 K&

K& T K&
200 OK IBRER .

SRS, B2ERE.

7.1.9 REEPBER

FIFRIBIEBNEEENIERER.
(1 588
o ER2%{ “agree_privacy_protection” @UEEN “true” , FRERRINEEFEE.
o HFIRMEAPIAHEIARAAPI, KKATRESLEAR,

URI

o URIKRT
POST /v2/{project_id}/scm/cert/{cert_id}/save

o SHIHMA
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2 BEWI% SR fEA
project_id = String IRHID,
cert_id =2 String uFgID,
iﬁ*;ﬁl§\
BRSH
2% EEWiI% SR 1k
domain =2 String WP ERIERS -
sans S String ZZUEBMINES, 24NMESR

LA 7 BT
csr S String WEBcsrdd, SR %/RPthe.
company_na | =& String NE)AFR, OVAIEVELIERAER
me WME,

FRAKE0~6311,
company_unit | & String EBI)BFR, OVAIEVELEBHRF

JEIE,

FRHKEN0~631,
company_pro | 2 String NEFfEE)D, OVAIEVEULEH
vince BFRYE,

FRAKE0~6311,
company_city | 2 String NEFEHX, OVFAIEVELES

FBFRYE,

FRAKE0~6311,
country = String ESEQE
applicant_na | @ String BRIEAMRA,
me FRAKEN0~631,
applicant_pho | @ String ERIEABIESHE,
ne Bl 13212345678
applicant_.em | @ String ERiE AHRFE -
ail 3:f5: example.huawei.com
contact_name | & String BARBRAES,

FRHKEN0~63(1,
contact_phon | & String BARBERARIESHE,

e 5 13212345678
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2% mEwI% SR fiEid
contact_email | & String R AREXZE AHBFE o
3f: example.huawei.com
agree_privacy | 2 Boolean =B EEEANFSFADN .
—protection o true: EIEIEAUEFAIIL.
o false: AEIEIZANSFAM
o
LEAMY BEIR B Atrue BEfRIFIE
BER.
N RziE R
ID)VESS
2 =A% ST ik
request_info | £ String BRER,

aR(]l
AT LMRERIEBEARRERIH.
o IERIEH
{

"domain":"www.xzz.com",
"company_name":"S$EANERD AT,
"company_province":"g)I[",
"company_city":"B&R",
"applicant_name":"#£13",
"applicant_phone":"13212345678",
"applicant_email":"9997342346@qq.com",
"esrtM,

"sans™:"",

"country"™:"CN",

"company_unit":" A1&B",
"contact_name™:"IfE",
"contact_phone":"13512345678",
"contact_email":"jk@jk.ff",
"agree_privacy_protection":true

}
LI v =271
{

"request_info":"success"

}

517

{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}
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APl &%
RS
E7-13EHARPEAPLIREIVIE IR,
% 7-13 JR&HE
REB ) ARZIHAR
200 OK BEREMI.

SEREHE, 52 NEIRN.

7.1.10 iZEEIFSITEHESHER

INEEN4A
SR ERISIE BRI ERFIER
(e
LHPIREAPI B ERRAAPI, FREoTaeE1E4ER,
URI
o URIFE=
POST /v2/{project_id}/scm/cert/{cert_id}/read
o SN
25 =AW SR R
project_id = String ImBID,
cert_id = String HFHID,
IBKEE
B3RS
o
Az R
MRS
2% 2RIk SR )
domain_name | & String WP EIES -
~G: www.domain.com

SCAERRA 11 (2025-03-24) WRIERE © EARITERAERA
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2% BE W% SRR ik
sans 2 String ZIYZUEBRIMIINE S, 2
ZLL ST BT
WREBHNEREZZIHZE
BURUER, ZENERAZ,
CSR = String IEBIER
country = String ERKB. =~EIT:
e CN: #[H
e US: EHE
company_na = String NEIBIR,
me
company_unit | 2 String EEZE e
company_pro | 2 String RNEIFFEED -
vince =i mll
company_city | = String ANEFffED .
B pRED
applicant_.na | £ String FRISEABE,
me il K=
applicant_pho | @ String RIS AR,
ne <Gl 13*++28932
applicant_em |2 String RIS AHBFE
ail 3:f5: example.huawei.com
contact_name | 2 String BARBREABES,
contact_phon | 2 String FARBEARIE,
e
contact_email | & String FAREBXR AHBFE o
bl 2 String RITHAPFIRBRRERELLE,
o 0: KREfE,
o 1: BLIE,
tl = String LEEWHBEEEE L&,
0: KEf&,
1: BLfE.
aN]l
o iEKEEA
o
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LI )z =07
{
"domain_name": "www.domain.com",
"sans": "",
"CSR": null,
"country": "CN",
"company_unit": "AJIEB",
"company_name": "ARNTNE D AT,
"company_province": "I9)I|",
"company_city": "EZEB",
"applicant_name": "AXE]",
"applicant_phone": "13****28932",
"applicant_email": "10****2346@qqg.com",
"contact_name": "H(iﬁ",
"contact_phone": "13****56325",
"contact email": "jk@jk.ff",
"bl":
el
}
1
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
K&
%7 1 4r+ E’JZEAPI @E’JIEI%'{*IU\E% o
% 7 14 'lk/L,\
RSB Ei) ARZI5BE
200 OK BEREMI
SEREE, BEUERB.
hoJ 24 A
7.1.11 BGERIS
ThEEN 4R
BUHEIE R EZERIS.
MRy
HBITAEAPI G EMRAAPI, RROTREE1EHER,
URI
e URIER
POST /v2/{project_id}/scm/cert/{cert_id}/cancel-cert
o  SHULHEA
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2l BRIk SHEER R
project_id = String IRHID,
cert_id =2 String uFgID,

IBKER

B3RS
To
MALER
GRS 34
2% BRWIE SR R
cert_id =2 String uFBID,
message = String BRER,
Al
o BRI
To
o NaRFFI
{
"cert_id": " scs1481110651012",
"message": "success"
}
%,
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB
E7-1585RAZ2APIREIRIIEEIRED
& 7-15 K&
RSB it RSB
200 OK BREMIN.
SERSHE, BSEIER0E,
R © LARITBIRABREAT 407
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7.1.12 fRBRIEH
IeeN4A
PBRIERSEA], BPSIERRBENERNZR SRR
(RERL
HBITIEAPIAHSEMRAAPI, FRKROTEEELIE4ER , iEFERMERIES.
URI
e URIBR
DELETE /v2/{project_id}/scm/cert/{cert_id}
o  SHHHA
2% BRI SR N
project_id = String IRBID,
cert_id =2 String UFBID,
BRHEE
Bk
To
TALEE
OIVES"1
8% =% SRR 1k
message = String BRER,
Pl
o BRI
To
LI )z =2
{
"message": "success"
a%
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RIS © SARITTERABIRAT 408
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SIEREERS
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RS
E7-161ARIIRAPIREIIIEFEIR ST .

R 7-16 REHE

RS YREs RZSAA
200 OK BREMIN.

SEREE, SEIEIR

7.1.13 EEANIEER

JdF
)

ThEe A
HEERHEZEZINAEEEE R .
AR
LFIREAPIHEMRANAPI, FRATEEZ LR,
URI
o URIE
POST /v2/{project_id}/scm/cert/{cert_id}/info/{type}/upload_authentication
o  SHURHA
e =R SR faiR
project_id = String IRHID,
type 2 String HIERBSEE,
e BL: fRITHFIF,
o TL: RAVENIHER,
cert_id = String UEFID,
I=p Iél%\
BERSH
Tco
IaRzHR
e
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2% BEWI%E SRR ik
request_info | 2 String BRER,

5l

o EREH
{

<Upload content>

}

LI )V =27]
{

"request_info":"success"
1%

"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}

K&
F7-1THHARPEAPIREIRIIEEEIRSHE .

R7-17 K88

RS YRS PRSAA
200 OK BREMIN

SRS, BE2HEIRE,

7.1.14 THUEB

TORE TR
TEUER,
magil
LBTTREAPIHHEIRAAP!, SRRETEEELAHF . SERSHIES.
URI

o URIKRT
GET /v2/{project_id}/scm/cert/{cert_id}/cert_file

o SHIHMA
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IEREIERSS

AP| &%& 7 [A5E API
2H BRI SR iR
project_id = String IRHID,
cert_id =2 String uFgID,

BKER

B3RS
o
IRz S
WEPBNE, rarBBAYERENE .
Al
o IEKIEH
o
o [IRZFFI
{
<Object Content>
&
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB
R7-18IEHRHIZAPIREIRIIE EIRSAD .
xR 7-18 K&/
RSB pe i R EH
200 OK BREKIN,.
SEREE, B2ERBE.
7.1.15 HEIEH
IHEENA
HEIFBEISCMERS EIE,
(RARITY:
METREAPII A SEARASAPI, SRERTBE(S IE4ER .
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URI
o URIKET
POST /v2/{project_id}/scm/cert/upload
o  SHIHHA
28 =%k SR e
project_id = String IRHID,
BKER
BREE
B8H =AWk SR faR
cert_name =2 String WEBEFR,
FRHEH0~6311,
cert = String IFBHERS.
private_key 2 String UEPBFAR
IRLER
IVE22
2% =% SR R
cert_id = String uFBID,
il
WNTFLA L 1EZ T RtestBER AH
o IEKHEFH
{
"cert_name":"test",
"cert":"-----BEGIN CERTIFICATE----- ** --—--END CERTIFICATE-----",
"private_key": "-----BEGIN RSA PRIVATE KEY----- *** ——--_END RSA PRIVATEKEY-----
}
o NaRHFI
{
"cert_id": " scs1481110651012"
}
17
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
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KD
E7- 198 IRIEAPLREIHIEFEIR ST
% 7-19 WR&H5
REB 4RE5 R
200 OK BEREKI .

SRS, BEERE

7.1.16 RiHUED

THRENR
BEIER.
ALY
LFIREAPIIAEMRANAPI, FRATEEZ 4R,
URI
e URIEL
POST /v2/{project_id}/scm/cert/{cert_id}/revoke
o SHIRMA
2 Rk SRR faiR
project_id = String IRHID,
cert_id =2 String uFgID,
ERIHE
BRSH
S Rk SRR iR
reason 2 String EPREER,
FRIREH0~63(,
N 2
I E=% 4
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AP &% 7 [ASE AP

SH BRYi% SR fitik
mIHBERER .

message = String

5l
ML “IEBERIESER” NEEIERERAG,
o BRI
"reason": "IFREEESHIR",
}
o IRZAEH
{
"message":"success"
g,
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB

F7-2055RA92APIREIRIIEFEIREAS

R 7-20 K&

RSB RS R
200 OK BREKI.

SERETE, BEIERD.

7.1.17 #EXIEH

ThEENR
HEIXSSLIF PRI #91 ( Elastic Load Balance, {&#RELB) . WebzFaFA K%
( Web Application Firewall, WAF) . CDN ( Content Delivery Network, RAEH A&
Mg ) SHEEAmP.
(MARIY:
LEITREAPIAAEIRAAP], FRRAGEELE4HP, SEREEXIES.
URI

e URIKET
POST /v2/{project_id}/scm/cert/{cert_id}/push
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TR EERS
AP &% 7 [ASE AP

o YUK

e BRIk SR R
project_id = String IRHID,
cert_id =2 String uFgID,
BEXRIHR
BERSH
28 AWk SRR R
service_type | 2 String HEXFIRIARSS KBS, HEinik:
CDN. WAF. ELB.
Enhance_ELB,
remote_projec | 2 String HEXZIRERERSSFRTERIX IS
t
N RziE R
=25t
2 EEWiE SRR ik
message = String BKRER,

ANl
INTFLAEXIERE] “WAF” |, #EXRXIFEJS “cn-north-77 4,
o iEREAHI
{
"service_type":"WAF",
"remote_project":"cn-north-7"
}
o IMRZAEAI
{
"message":"success"
}
&
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
I NENE

E7- 2RI 2APLREIAYIE FIRSED .
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= 7-21 K&
RS ) REiHEA
200 OK BREIN.
SERSHE, SEIER0E.
7.1.18 HiFHEXICHE
ThEEN B
HIHIE10RIEBAERICR, X I=NEME R
(MAgITY:
LMFIREAPII A SEARASAPI, SREATBE(E L4,
URI
e URIBR
GET /v2/{project_id}/scm/cert/{cert_id}/push-history
o  SHHA
2% B W% SR fk
project_id = String IRAID,
cert_id = String UERID,
IBREE
B3RS
To
RGEE
IGNE=S 5
2% BEWI% SRR R
push_history_l | 2 Array of XICRIER, FREENE
ist push_history_| | 7-22,
ist objects
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2K 7-22 push_history_list
2 ERWIE SRR iR
push_time 2 String XY E), EFRATEEL,
push_remote_ | 2 String HEIXINH .
project
push_service | =& String HEIXAIIRSS LB,
o WAF: JEH#EXE] 7 Webh
FAfGkEEH
o CDN: IEPHEXEITARSD
MR,
o ELB: IEBHEXE @R
e (2B ) F,
e Enhance ELB: iEH#EXE
T AR (JRERAN
H=1) &,
=~
o iEREAHI
To
LI )z =207
{
"push_history_list": [
{
push_time": "1556257820000",
"push_remote_project™: null,
"push_service": "CDN"
I
{
push_time": "1556257447000",
push_remote_project": "cn-north-7_test",
"push_service": "WAF"
}
]
}
)7
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
7NN

FR7-231IRAIRAPIREIRIEE RN o

% 7-23 K718

RS YREg RS AA
200 OK BREMIN,

MAERRAS 11 (2025-03-24)
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APl &% 7 [5S API
FERSHE, BEIER0E,
7.1.19 BGEFSFAG RN
INEEN4A
EGERFASEIZIN, MPRTESSLERSIEHRFAISFARURE
(RERL
HEIREAPIIASBARASAPI, RRATBE(ELEAER,
URI
o URIFET
DELETE /v2/{project_id}/scm/privacy-protection/{cert_id}
o SHHHA
e BEWYI% SHERR iR
project_id = String InHID,
cert_id = String uFHID,
BRiHE
B3RS
To
TRLHR
EE=S 34
2% BE W% SRR ik
message = String BRER,
Pl
o BRI
o
o R4
{
"message":"success"
}
g
{
"error_code": "SCM.XXXX",
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"error_msg": "XXXX"
}

NG
R7-241HAR2APIREIRIERIREE
& 7-24 75453
WS g IRE&i5AR
200 OK BREMI-

SERETHE, EEIEIRD.

7.1.20 Fhi&pdhnisk3

ThEE TR
MNRAFRWEE S ZREIRSSHES, BiZiEBENEMMINNZR0EE, LT
EBEARE, EINMNGES.
[MARTL:
LFIREAPIAHEMRANAPI, FRATEEZ LR,
URI
e URIFERL
POST /v2/{project_id}/scm/cert/{cert_id}/supplement
o SHIRMA
28 =R SR faiR
project_id = String IRHID,
cert_id =8 String HFHID,
iEKRiHR
BRSH
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2% =AWk SR R
ori_sans 2 String S Z PP ELRYBERIMT NN
B
LHETBEEZEMIER, B
“7 BRFF
)

example.domain.com;example.
domainl.com

add_sans & String S ZUFB R E B INATRT AN
Ao
LREMASMEEZRT, 1B

47 PR

)
example.domain2.com;exampl
e.domain3.com

email B String EXR A BRFahit

i pz i S
V=3
2 =AW SR fEiA
request_info | 2 String BRER,

ANt
SNTRLAFRIZ TN ANIER “example.domain.com” 96,
o EKIES
{ "ori_sans": "abc.com;xyz.com",

"email": "example@xx.com"

}
o IIRCAFBI
{

}
17

{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}

K&
x7-25ARHI2APLREIAYIE FIASED .
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APl &% 7 [5S2 API
x 7-25 K&
RS 4mtS R AE
200 OK BEREM
SERETHE, B2ERE.
IheeNA
'R B IIEER
(e
LBITREAPIIFHSEARANAPI, FRETTRES IEA4EHR
URI
o URIFET
GET /v2/{project_id}/scm/cert/{cert_id}/domain-verify
o SN
25 ERWIE SHER fER
project_id = String ImAID,
cert_id = String UEHID,
BRER
BREE
IALHR
)RS5
2% ERWIE SHEE R
domain_name 2 String ISEE
domain_email 2 String a2 HRFE
record_name 2 String FHicR
record_value =2 String 1ICRE
record_type 2 String ICREE
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28 BRI SR ik
domain_method B String JGUEERY
applicant_email = String ERiSHB%E
auto_dns_auth g boolean et =)yl

ANt
{

"domain_name": "huawei.com",

"domain_email": null,

"record_name": "_dnsauth. huawei.com",

"record_value": "202305150000002aurxma1tun2fgzz0jbs9h5lsekf8gloq57mbs78m9jist465m",
"record_type": "TXT",

"domain_method": "DNS",

"applicant_email": "huawei@huawei.com",

"auto_dns_auth": true

NG
= WA RGRHIRAPIEEIIE IR

% 7-26 RSB

K& T K&
200 OK BREMI

SERETE, EEIERD.
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AP &%

A BFzR

A fyR

A1 RS

SSLIEREIRIRERE

/N 4mha KRR

200 OK BKEk.

202 Accept ESRERK, SRRREL, TRIMES
SHEIRGME

204 No Content BEREKY, TREIRE.

300 multiple choices SRR RFES A EEEAIIERA

400 Bad Request BRSHEIR

401 Unauthorized BN NEREZAFPEMENE.

403 Forbidden IRSZ[RELIERBER, (BERIELERITE.

404 Not Found BEAFE, BFEARHE

405 Method Not Allowed | iERIEERITSIEREITIF o

406 Not Acceptable AR5 2R A B RV R AR Fim TS

407 Proxy Authentication | FBF&/RE SBfERARIEIRS HTIGIE, X

Required MHIEKR T SAIE

408 Request Timeout 1EKBH 7RSS ESHIEFATE

409 Conflict TIPSR, BERLERTTH .

500 Internal Server Error | BRSSAIEREIR .

501 Not Implemented BRKRTT . BRSBEEAIFIMEKRAIINEE,

MAERRAS 11 (2025-03-24)
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IEREIERSS

APl &% A M=
YL fwig KRR
502 Bad Gateway IBRAKRTTR . BRSZEEM EiFiRSSEsEI—1
ToXHINIRE o
503 Service Unavailable | iE3KKTHk. RABINEE.
504 Gateway Timeout eSS
ABUEREERRED
R %wfS RZEA
200 OK EREII,
201 Created B ERIERTE I
204 NO Content AT, TMRNGE SR
400 Bad Request BRSHEIR
401 Unauthorized AR5 imtE B = FinFriR A I E B A i
FIEE
403 Forbidden IRS5EEEIEMRIEK, (BRIEENITE.
404 Not Found RIERFE, BFEKRKE,
500 Internal Server Error | IR AIEBEEIR -
A.2 f5ixfg
A.2.1 $51=18
BEZRSBERBIESNAPIEERF D .
KRB =G HEIRED A L i
400 SCM.0003 Tenant has no | HPTEIRME | BRIFECRIES
privilege. FEFECSH
U
400 SCM.0005 Incorrect BRSHER | BESIERIEK
request S
parameter.
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IEREIERSS

APl &%& e

RS ERs ERER iR A IBIE e

400 SCM.0006 The uploaded | HEIEHEN | B HEESSARIE
certificate ARIEFf B
failed to be
resolved.

Ensure that
the uploaded
certificate has
been issued.

400 SCM.0008 Abnormal FPRESRE | BESIERIED
certificate ID ws

400 SCM.0009 Failed to WERRYER | BEEEIEE
upload the 2, HEEW | R9ES
certificate
because no
domain name
is bound to
the certificate.

400 SCM.0010 This operation | IEFREEY | IBEEIEBANES
is not allowed | BMRSAIZHF | KBS EEFIES
by the current | ItHIR{E KSHREBHITUL
certificate 2BE
type or status.

400 SCM.0011 The max HEIEPIER | BARYALRIMIE
number of HECFXE | B
free BRAE, A Bedk
certificates for | £&i7i0
the current
user has been
reached, and
you cannot
continue to
purchase free
certificates.

400 SCM.0012 The uploaded | EIEFASERENT | BIEEIERANIED
private key AIEFf, 1B | FASH
failed to be RESEEA
resolved. uEH
Ensure that
the certificate
has been
issued.

400 SCM.0014 The uploaded | HfEUEPFIFA | IBEEIEMRANIES
certificate $AAPTHC FFA5H
does not
match the
private key.
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APl &% A M=

RSB e HEIREE ik AL IBETE

400 SCM.0015 The number | EEFHEHE | BLERZZFZ
or format of | SIS | HHRZIEH
domain SCUFRERA
names —X
entered does
not meet the
requirements
of the your
certificate.

400 SCM.0016 Failed to ITBRRE BRI
order.

400 SCM.0020 Incorrect IFBIDEER BEEIEHED
certificate ID. ws

400 SCM.0023 Modify key (B EIR BRARATHHE
format error.

400 SCM.0024 Modify value | {EXABEIR | BRARATHE
format error.

400 SCM.0025 Exceed the B PRER IFPBHERY
limit

400 SCM.0026 Revoke cert W ERERE | BHERARS
error

400 SCM.0027 Have no FHERXRE |iBRARHEEREERE
revoke reason | 5§

400 SCM.0028 Push cert IEBHIXRE | BRRRAS
error

400 SCM.0030 Certificates BAIFE | 1BIESIERIHEX
cannot be XIRSSEE RS
pushed to this
service.

400 SCM.0031 Certificate WEBETSE | B LEERISED
parsing error.

400 SCM.0032 Incorrect IEPEFREIR | BESIERANES
certificate 2R
name.

400 SCM.0033 Csrnot bind | CSRER4PET | BAEEREZM
domain. -4 csr

400 SCM.0034 Csr parse CSREEHTRE | BWIASECsr
error.

400 SCM.0035 Csr domain CSRigZ 5 | BiRFEE—H
not match PN R NUTT

input domain.
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400 SCM.0036 Domain HEHES5FT | BWMAEHEEN
number not RN U 153
match
product.

400 SCM.0039 The updated | EHTHIECENZL | BMIA EFRBVECER
quota value | BRRAKTE | HE
must be BIE{FAAYED
greater than | Zi#E
the currently
used quota.

400 SCM.0042 Cert has B EIZHA BAE HESIZHEA
expired. A9IEH

400 SCM.0044 Permission BIRAE 1B | 1B5IREUR
denied,please | KEX{OMXPR
obtain {0}
permission.

400 SCM.0049 Cert brand FBRESE | BRAIEBmE
error.

400 SCM.0050 Cert type IFBEBRE | BRAERITES
error. Bt

400 SCM.0051 Domain type | HZEREE | BSimAEMHOES
error. it

400 SCM.0052 Cert effective | IFBBEYES | BWANIERIGER
time error. ==

400 SCM.0059 The certificate | IERFAPARZT | BEEZIRGIE
private key is
empty.

400 SCM.0060 Order number | iTEEHERE | BHATLHANITE
error. M=

400 SCM.0061 Region regionB#F | BN IEHR
parameter =) region
error.

400 SCM.0063 Duplicate HEZES BRATEENE
domain error. 4

400 SCM.0064 The order is ITRIEERNE | BAEEE TR
executing. =s

400 SCM.0065 File size NEXNET | BN IERA/NY
exceeds limit. | PR&! N4
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400 SCM.0066 Current WEBIEAEE | BREZRLE
domain type | A3ZIFHEUE
not allowed {E
to operate.

400 SCM.0067 Sans changed. | SAMINEE | BEAEHRAIHI

WAL It

400 SCM.0068 Unsupported | BEASHREX | IBEARARF
region. FliZRegion

400 SCM.0070 Incorrect HEEBIEE | BEEERIED
format of the | f&XEEIR
domain
bound to the
certificate to
be uploaded.

400 SCM.0072 SCM does not | SCMEARIZHF | BRI AT
support this | HYIR{ESEEY
status.

400 SCM.0073 Help content | RETABIEIR | iBEINIEFRAIHRE
format error. AE

400 SCM.0074 Cert is not EBAREE | BHERARF
renewal paid. | ZBIRZ

400 SCM.0075 Invalid region | Tc&HIregion | IBMIANGIERY
id. id region id

400 SCM.0076 DIGICERT DV | DIGICERT DV | iEBXEZIRAME
basic not basiciFBAZ
support to FLELER
renew.

400 SCM.0079 Subject of CaCertf9E | BEARRAEF
CaCert not S5iEEHER
match issuer | ZAITEE
of Cert

400 SCM.0080 Required WIRIEREH | IBRAIEZAIIES
param cert_infoAx | R
cert_info is
null or empty.

400 SCM.0081 Required WIHIERSH | IBRAIE=EIESH
param cert_info A= | (5B
cert_info is
null or empty.
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400 SCM.0082 Invalid TS BRASIEEN
validity_perio | validity_perio
d, should be d, W12
12.

400 SCM.0083 Required WEIERSH | BRATATZHE
param first_name’y | 1%
first_ nameis | =8
null or empty.

400 SCM.0085 Required WEERSH | BRAFRAZHE
param phone | phone3%s H
is null or
empty.

400 SCM.0086 Required WIEISREH | BRMATAZHE
param email | emailnZ 4
is null or
empty.

400 SCM.0095 Run BREIR, B | BREEEATS
RmsApiContro | F#EZORTR
ller failed.

400 SCM.0101 The cert not | IZIEBRBAZEE | BARSIRAGIE
support to RIFEIHAB RN
auto deploy. | &ia

400 SCM.0102 This resource | BREHBEl | BAEEEERE
has been HAR=h&E
open to auto
deploy.

400 SCM.0103 This resource | ZBEARFIE BAEREARFE
is not exist. A9ZR

400 SCM.0104 This region is | AZ#HY BAEREARSF
not support. region AYregion

400 SCM.0105 The certhas | IEBXEXEIF | BEARERLGE
associated the | BEIHIEHE
auto deployed | &R, 1B
resources. X FFFEEIHEE

EAEIR AR

400 SCM.0106 The resource | RRFHZS5IE | B RS
domain is not | BiFZAITE
equals the
cert.

400 SCM.0108 Domain HEEXIEE | B LRSS
format is
invalid.
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400 SCM.0109 Cert chain WERIEHKEY | IBEREASE
length must | ZRAKTF1
be more than
1.
400 SCM.0201 Failed to push | #EX5N, B RE IR IE
to ELB. ELB error
message:
400 SCM.0202 Insufficient ELBRIRAE | iBECEELBINR
ELB
permissions
400 SCM.0204 ELB does not ELBEASTIE BIEREMSTIER
support this ltbregion region
region.
400 SCM.0211 Failed to push | %M, IBARZIRAIE
to CDN. CDN error
message:
400 SCM.0212 Insufficient CONBRAE | IBBECECNDRUR
CDN
permissions
400 SCM.0221 Failed to push | #EI%X5EN, BEAEEIRAIE
to WAF. WAF error
message:
400 SCM.0222 Insufficient WAFBRAE | iBBcEWAFR
WAF
permissions
400 SCM.0224 WAF does not | WAFEAE | iSi&FEEMY IS
support this Itbregion region
region.
400 SCM.0225 Insufficient WAFECERARE | B EZIRAIE
WAF quota.
400 SCM.0301 Tag is not FREERILE B RE IR IR
found.
400 SCM.0302 Tag quota is IREECENAR] | IBAERIRES
upper limit. LR
400 SCM.0303 Match tag IRELECENR | IBRINEIEIRS
invalid.
400 SCM.0304 Field action is | actionFERE | BEARZIRAIE
error. =
400 SCM.0305 Tag value is | #r&{EIEE BRASERIRES
invalid. B
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400 SCM.0306 Tag key is FREHEIEX BRI R RRIRE
invalid. §2

400 SCM.0309 Tag value EEKEE | BRAKESZEDN
length is A REE
invalid.

400 SCM.0310 Tag key ERKEE | BRAKESZEDN
length is iE RS
invalid.

400 SCM.0311 Tag key listis | ix=HEIIFRIE | BRWASERIIRES
invalid. ix 251

400 SCM.0312 Tag value list | #=&EIIFIE | BENEGEHIRE
is invalid. x EUIES

400 SCM.0313 Tag list is REIIFRIEE | BMASIERIRE
invalid. e

400 SCM.0314 Match PLECEHIR B RZEIRAIE
resourceld
invalid.

400 SCM.0318 Tag limit mEEIEImit | IBRAGIENSH
invalid. o E| 3PS

400 SCM.0319 Tag offset rEER BRMIASENSH
invalid. offset=#3E

&

400 SCM.0321 Invalid param | £#sys_tags | SBMASIEHNSH
sys_tags. iR

400 SCM.0323 Invalid tag AEFORE | BRASIENEH
parameter. S2H

400 SCM.0401 Gm cert is not | ASTIFEXE | BEARRAR
support to be | ZiEH
pushed.

400 SCM.0501 The S2¥AT AT | BEZF
parameter SESEE WAF/CDN/ELB
cannot be =, B>
null or the =
parameter is
wrong.

Currently only
SuppOI’tSZ
400 SCM.0502 The certificate | IEBIDFIERAR | IBBIAARAZTHIIE

ID list cannot
be empty.

P

Bidvx
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400 SCM.0505 Parameter SHEIR, & | BRAKEKXTO
error, HoAnullek® | INF51R951FRSE
parameter is | ZIFRK/EBH
null or its list | SBE
size is out of
range,
additional
info:{0}
400 SCM.0506 There is no ZHEFPTAE | BERERAIS
corresponding | TEXIRZIEFRID
certificate ID
under the
tenant, and
the set of
certificate IDs
that cannot
be found:{0}
400 SCM.0507 The list ZIRSHA | BRMATESENS
parameter OjFEEET | ¥
cannot have =
duplicate
elements
400 SCM.0508 Parameter SHEIR, L | 1BRASZTER
error, the TERARZIE
following EHEHER
certificates do | j&
not support
querying
deployed
resources:{0}
401 SCM.0092 Decrypt jwt FRZIWT BRI
token failed. tokenZkI¥
401 SCM.1000 The token of | iEKPEFHHY i5ESFHfitoken
the request Token;&BE
fails to be IHIAIEEEIA
authenticated | IF&EM
401 SCM.1004 Failed to FBERFRXREER | BHEEAN
apply for OBT. | S, 55k
=D YN
401 SCM.1009 Your account | IlKFSZIR BRREEREER
is restricted.
401 SCM.1010 Your account | MKFU&RES BREERER

is frozen.
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401 SCM.4002 You do not TERIRPRA BERREERRM
have Bo TRDREE | REE
permission to
perform this
operation.

403 SCM.0001 Service is not | BRSZARFFIK IBEAERIAZHF
open.

403 SCM.0002 Incorrect FHAIDEER BIEBIEfSX-
tenant ID. Auth-TokenPTEZHY

projectld

403 SCM.0040 The max LEIBFPRE | BELEUIeEIE
number of PHEER | B
free XERKE,
certificates for | NRELXLENISE
the current GBERIFH
user has been
reached, and
you cannot
continue to
purchase free
certificates.

403 SCM.0322 Invalid user FAFtokeniE | IBEXEZIRACEE
token, user =, RkEE
role don't op_servicef
contain =2}
op_service.

403 SCM.1019 The user role | BRPAEXMN | BEERAZF
has no FRIAIEIZIEO
permission to
access the
interface

404 SCM.0069 No projects mMBAEE BIEEEFEENIRE
found.

404 SCM.0094 Resource not | RKE&R BEAR AT
found.

500 SCM.0004 Fail to get ca | iBERcaiZEOE | BEARBEALR
response. IR

500 SCM.0007 Failed to IEBTEEW | BIEERAGE
download the
certificate.
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500 SCM.0013 The uploaded | EfEIFHERE | BESIERINIED
certificate WALE, 15 | &
chain failed to | HB{FEEEE
be resolved. RUFP
Ensure that
the certificate
has been
issued.

500 SCM.0017 product FrmiaiR IBEAR AT
wrong.

500 SCM.0019 CSB response | CSBEIZAM | IBEARIASIF
error.

500 SCM.0037 Failed to WEBINEEY | BB EZRGTE
encrypt the
certificate.

500 SCM.0038 Cert decrypt | IEBMBREEXW | BERREAIF
fail.

500 SCM.0062 DNS query DNSEfLM | BRI IF
fail.

500 SCM.0071 SCM does not | SCMASEIER | IBEARIE AT
support this | &jEEE
resourceType.

500 SCM.0087 Request cert | ERIBIEBAW | iIBEARIARIZHF
failed.

500 SCM.0091 Connect jwt | EERIWTER | BERATIS
server failed. | 2885

500 SCM.0093 Invalid jwt TRHIWT BRI
token. token

500 SCM.0097 Encode next | INZnext BEREALE
token failed. tokens I

500 SCM.0098 Decode next | fil#&next BRI IF
token failed. token&

500 SCM.0099 Invalid TEdomain | IBIASIEEY
domain id. id domain id

500 SCM.0100 UnKnown RIEEIR BRI
error.

500 SCM.0203 Failed to push | ELB#EIXLM | iBEBARZRALE
to ELB.

500 SCM.0213 Failed to push | CON#EXEN | iBEXRZIRALIE
to CDN.
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500 SCM.0223 Failed to push | WAFHEIXRI | iBEARZIRALIE
to WAF.
500 SCM.0324 Calculate ITEERLW | BRI
digest failure.
500 SCM.0402 Encrypt cert | IIZIEBARS | BAREAF
content or FAB AT
private key is
null.
500 SCM.0504 Service RS AEREE BEARRIARZHF
internal error, | iR, BRI
please ARHF
contact
technical
support.
500 SCM.4001 An error REVARERR | BIARERAE
occurred PUEEREW
when
accessing the
PDP API.
A.2.2 FABIEEEEEIRD
B RS HEIRGIES WAPERRFL
RSB BiRE HIRER A A IR¥ETE
400 PCA.0002000 | Incorrect ST BRABASEHE
1 parameter. BHIEMH .
400 PCA.0002010 | Incorrect IEBH—MHIR | BRIASE
1 certificate TEBIRTEH - distinguished_na
distinguished meFFIEFER 2
name. BEEEXK,
400 PCA.0002010 | Invalid key ZIHRETL 1.5_16%»)&&%)% A
2 algorithm. ¥, BEisdF EIEH .
Only RSA2048.
RSA2048, RSA4096.
RSA4096, EC256 52
EC256, and EC384.
EC384 are
supported.
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400 PCA.0002010 | Invalid BREHEHRE | BRARANES
3 signature T, Bl | BHEREEES
hash $SHA256, 2]
algorithm. SHA384}%;
Only SHA256, | SHA512,
SHA384, and
SHA512 are
supported.
400 PCA.0002010 | Invalid BRHAEE D, | BRIABARNER
9 validity period | SEEIX, B | HAEEREERS
type or value. | BUSZ#FRELN | IEff.
Only year, F. B. Ho
month, or day
supported.
400 PCA.0002011 | Incorrect 12 TR BIIAMNIESZ
0 domain KEE[1,64156E
name. A, HEFEESE
o,
400 PCA.0002011 | Invalid IP. PR, Bl | iBHAIPHEILERFS
1 Enter an IPv4 | SZ#FFEIPv4 | IPvARRT
address. FAIIP,
400 PCA.0002011 | Invalid WFPEREA | ERALEEUES
2 alternative BFRAYZEELL | IPELDNS,
name type of | %, BaIZ#F
the certificate | IPA&ZDNSZE
subject. Enter | B!,
an IP or DNS.
400 PCA.0002020 | Invalid CA ID. | CARRST, | BMNIEMRIICAYR
1 Valid CA IDs | BUERHFEIE | 5.
use a MZRIRZL
hexadecimal [0-9a-f]1{8}
XXXXXXXX - (-[0-9a-f]{4})
XXXX=XXXX~ {3}-[0-9a-f]
XXXX- {12},
XXXXXXXXXXXX
format.
400 PCA.0002020 | Invalid CA CAREIEX, | BEMIABALICAZE
2 type. Only BB BIERIEM, CAZE
root CA and ROOT=E BYEBERA IR
subordinate SUBORDINAT | ROOTe&
CA are E SUBORDINATE,
supported.
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400 PCA.0002020 | Invalid CA CARRRKETL | BFABNBICAR
3 path length. | 3, EUEEE | RE2&IEH, CAI
The value [0,6]. REUESERE[0,6] -
range is [0,
6].
400 PCA.0002020 | Invalid CRL EBmREYIE | BRERAIES
4 configuration. | BEEETLM o miFSIRIERD
1Effa, EFROBSHE
ZFR. CRLIM{EZ
RN B EHAEE
SeEl[7,30].
400 PCA.0002030 | Invalid FBRST BHEABIIERAYIE
1 certificate ID. | %, BUEE#® | BHS.
Valid EIENZFRIE
certificate IDs | =,: [0-9a-f]
use a {8}(-[0-9a-f]
hexadecimal {41H{3}-[0-9a-
XXXXXXXX- f1{12},
XXXX=XXXX-
XXXX-
XXXXXXXXXXXX
format.
400 PCA.0002040 | Incorrect IFRERIEKR | BEEITERERE
1 certificate T KEBIEH.
signature
request.
400 PCA.0002040 | Incorrect BT, B | BERERAIS,
2 certificate. BERBAT
Please o
contact
technical
support.
400 PCA.0002040 | Incorrect IEBHL. | IBEARAIIES
3 certificate PEEFEEK: 1.
chain. BXZEIEH, BT

APIEXET, FE
{ém “w » ﬁ “\r ”»
RERITRF; 2.
IFPHEEREE, -
gER/D—LEchE]CA
uEH, HEPUIRA
H3: FEICA>. >R
CA,
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400 PCA.0002040 | Invalid status. | JRELK, & | BEABRHMRE
4 The status BISZIPIRES S | B, HEisdFaoik
can only be FE. B | MER: FEE
Pending &, BEZH. (PENDING ) . B
activation, efiiEked | BE
Activated, H, (ACTIVED) . B
Disabled, ZH
Pending ( DISABLED ) .
deletion, or (il 1=
Expired. ( DELETED) . B
12 HA
( EXPIRED)
401 PCA.0000010 | Access BRI BERIBANNIR
1 Denied. No =3
permissions
granted for
this OBT.
401 PCA.0001000 | Incorrect X- HkHeaderh | iF8E: 1. EF
1 Auth-Token in | B9X-Auth- BRRGE—BDIAILE
the request TokenZc o RS (1AM ) 1248t
header. A9EO, FKREXAY
token; 2. token
=ERCUH., &
BLLEEHRIBER
RO, 1BELR
BRI,
401 PCA.0001000 | Account S =Tt BRI AT,
2 frozen. Please | 45,
contact
technical
support.
401 PCA.0001000 | Access denied. | ISR, A 1@6%1)&1{:%%?5]_
3 Real-name BEREAKS | TERINIE. 28
authenticatio | RINESRER | RZR, EREER
n failed or %, BRI,
account in
arrears.
401 PCA.0001000 | Insufficient MKSHPRAR BRI S SRR
4 permissions. | o INKSEIR, &)
Contact REERIBEARIAR
administrator. SRR
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403 PCA.0000000 | Obtaining RS AERREY | IBEARIARSIT
6 OBS buckets | JIRIFEIEE
failed. Please | iR,
contact
technical
support.
403 PCA.0003000 | CA or CAZLEPH=E | BHEBECIZEMICA
1 certificate BHECERR 2 EBANIEREL
quantity #lo EERH/IKERK
exceeds H. IRFERS
quota. WME, BEEEA
~§Fo
403 PCA.0003020 | Operation not | HEPIKEARF | CASERBEARRM
1 allowed in the | T AIER STEreiFiiTas
current status. | {E. ? MEBIRT, B
} RERVSRS:
Z2HCA: CAYK

?5%9&? EE
“EE” Eﬂlﬁ,ﬂ “4*
=, 2. BACA:
CARESELT E
ZH “RE; 3.
BRIBSRCA: CARE
FJUTF “FHE
“EE” E,;_,:_ﬁ—jm “4*
;4. tRECA:
CAREEELTF
‘SR KE;
5. SHCAH
CSR: CARSEE
RF7 %, &R
= EHCAIE
B CA%%??%E%
F’ EEE ‘57
EQHH R

7. BUECA: CAYK
S SEENTF “F-

&7 KT, 8. H
1E1IE:F5 LRECAIR
SHEBLTF “ E,Eﬁl
&7 ORE; 9.
HiEH: liE:FWt
FELT Eté
2 IRE; B
RIS 1¢F1)35Eﬁ¢
I;Klllﬂ R, 1ﬁﬁfg}§
AR5
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403 PCA.0003020 | CA or MR EBR BRI .
2 certificate &, BRTEE
frozen. AN FBIFELAD
Contact 12BIE,
administrator.
403 PCA.0003030 | Certificate WEBHIRAS | MRS NCAIEHRAT
1 public key FABARICED, | BEAEIRIER,
and private BIEEEMIEBH
key does not CSREBZMIZCA
match. SEHAICSR,
404 PCA.0003010 | CA or CASGIEBAF | ISHIACATGERE
2 certificate is =, ZiEE,
not found.
404 PCA.0003010 | Issuer CA is BERCARE BAEENE A
3 not found £, TESE | CABRAEHBR
w#H. Ejj “BRE” K
500 PCA.0000000 | Unknown RSAEPHET | IBEARRAIE.
1 error. Please | RIRBIAYEE
contact =
technical
support.
500 PCA.0000000 | Parameter IRBHEBSE | BEEREAZE.
2 processing RETREEIR .
failed. Please
contact
technical
support.
500 PCA.0000000 | Certificate IRSWERIES | BEARRAIS,
3 processing RMIBENR
failed. Please
contact
technical
support.
500 PCA.0000000 | Key RSBAEPER | IBEARRARIT.
4 processing ERERIR
failed. Please
contact
technical
support.
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500 PCA.0000000 | Authenticatio | fRSBAEPEN | IBHKEEATF.
5 n failed. QIBEEIR

Please
contact
technical
support.

A.3 3REXINH ID

EF API 3XEXINH ID
InH DA LAEE A AE I ERE FHIB (S 2 APIBREL

SXEXIR B IDAYIEOA “GET https://{Endpoint}/v3/projects” , E{Endpoint} AIAM
LI R, JUMNEXFAIERET RIRE . FORSAMEESISS IIAIEEN,

IMAREIENT, Eprojects TAY “id” BIAIREBID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

|||||

"description™: "",
"links": {
"next": null,
"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
h
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}

1

"links": {
"next": null,

"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MIZHI SIRENIRE 1D
ERREONIR, BHURFEEENRBRS, AUSESRIEITERS. HE
RSHKENS BT
. BREEEHAE.
2. BHEAPE, ETHSIRTES “HRITE .
3. £ “APIEIE” REMMBZIFEFEERAID.
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AP B A BFF

A-1 EFINH ID

FHIEE APIEE &
| ApisiE O #xenEHS, WFRESTIREAEAES, BeEaE
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B ory
A o e ;
TnEsE

= 8 = PR (=
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