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o REE . SINREFRIRIERILEINRS . EEANRERZ
RE . TIZBPREXFIIKS . IS BLAMKSHINPREE
SEO,

KESEEE BIEKSOERERNE. WSoECIE/MRREEDSE
DO

IREERE BIESPRERSIEID. ANFIMRED .

BrREE BIEAFERNE. EaRFIDEREO,

HAFAETE BIEAFENERXNE . EaRPEIDSEEL,

BR/BEFAENTEXR | SIEHEXRAEHE. TE4EFRID. FIEHEFRI

=5 . ZIZEFIMARNE. EaRPEERENRRESE
H.

SCIMAFEE BIESCIMIMY BB PSRN ESEEO .

SCIMAFAETEE BIESCIMIMY BB PAIEH N ESEZO

IRSZIRUHAETE BIESCIMIMY YIRS RSB EET IO,

ERiREE BiEFMEFEEO

ShHEE BiEtIESHEEO,

IRRENER BiEERREEREEO.

BiIER BEEHAPIEO.
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IAM Bl

APl &% 2 AP 55
et i8R
KSEE BIEFIERSESANEO.
HEEE BIEYAERSZIEEEREEEREO.
RIFEE RS EERE RO .
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IAM Bl
APl &%& 3 tn{a)iE A API

3 Y{aniAFE API

3.1 HiEIEK

ARTENLEREST APHERBVERE, LAY AR BBANMENEA AP, iZAPIZRENIK
STHERELAEE .

AT AR MRS T TS SRIGRAPI: https://
bbs.huaweicloud.com/videos/102987

53K URI
15 KURIBBUN &R 4HAY
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

% 3-1 153K URL
2¥ izl
URI-scheme | {EaiEKAIMMY, HEIFFEAPIIIRAHTTPSHMNY .

Endpoint TRERESTARSS Un mAYARSS 212 EkIP, AEARSZEARXKIE,
Endpointf @, BJLAMMBRFNZRuGTImALSRE . BIZNIAMES A0
BR3ZAYENdpointAidentitycenter.myhuaweicloud.com,

resource- RIRIRE, RIAPHBIEEEE . MEMRAPIBSURIEIRIREY, Flan “Zid
path SEf6)” APIRYresource-pathg “/v1/instances” .

query-string | EIZH, Ak, ERSHEIEHEGT— “? 7, Fh S
B=2HEE" , HlE0 “limit=10" , FRREWFBEI1057EIE.

BIaNEFRERENAMBAFORIEFIEE, WHRERIAME B+ OBIEndpoint
(identitycenter.myhuaweicloud.com ) , F#EFIHSLHIRIURIZRS $Eresource-path
(V1/instances ) , HHEERIN TR,

https://identitycentermyhuaweicloud.com/v1/instances
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https://bbs.huaweicloud.com/videos/102987
https://bbs.huaweicloud.com/videos/102987
https://developer.huaweicloud.com/endpoint

IAM B{p el
AP| &%

3 WN{a)iE A API

IBRITE

iERiHRk

(AR

HREEHE, B1PEMKAPIFIURI, R resource-path#ly, FEIERGEZEE—R, XEHA
JIURI-scheme#BEHTTPS, MEndpointfER— P XigtEiERE, FrlAEiERiEXmERn &g .

HTTPiEK % (IR AIRESENE ) , BERRSREEBRMTAERRE,

e GET: BKIREZSHRREIEERR.

e PUT: {BEKRIRSZSHEFIEES R

e POST: 1BERIRSSSEFIE R RS HITIFIRIRIE -

e DELETE: i53KIRZZ=MRIEERIR, WNRIFRITHRE,

e HEAD: 5KRIRSZ2ERIELER,

e PATCH: BEXRIRSHRFIHZ RO AT . BRBEAFERIRNE, PATCHAIRES
P NCITE S -

EYHEEAIRIURIERSY, ERILABRIEERGEA “GET” , WEIBRA:

GET https://identitycenter.myhuaweicloud.com/v1/instances

IMERELFER, WFEERIURIFIHTTPIS AR ESRIFER . HIINE SXGEEARERIAIS
kL “Content-Type” , iIBRENEESE.

N AEBEELFTERINENERF,

e Content-Type: JHEMFRAIER (18 ) , ik, BUABYEA “application/
json”

e Authorization: {EKBEPFOIHHEEER, ©ik, AK/SKINERNFHIEBES
: AK/SKIAE,

o X-Sdk-Date: 1E3KAIXAIATIE], Wik, fFIa0: 202211077020014Z,

e Host: FEEENIMUE, #9%, fNidentitycentermyhuaweicloud.com,

AR

APISZHHERAK/SKIAIE, AK/SKINER(FASDKITIERIFITES, BZIIESEHMEEK
mhifRbNAuthorization ( £ZINEFEE ) FIX-Sdk-Date (iERAIEAIATE ) iBEKL, AK/SK
TNIERSIEMIRBAIES W AK/SKIAIE

XFFIHSEFIEN, BRI TR,

GET https://identitycenter.myhuaweicloud.com/v1/instances

content-type: application/json

X-Sdk-Date: 20230330T021902Z

host: identitycenter.myhuaweicloud.com

Authorization: SDK-HMAC-SHA256 Access=XXXXXXXXXXXXXXXXXXX, SignedHeaders=content-type;host;x-sdk-
date, Signature=xxXXXXXXXXXXXXXXXXXX

ERIHEA (ATiE)

I5KEBMEREIUSBURERIURL, SiEKERLFPContent-typeXIRr, (EEFRIER
HELZIMIAE . BERBEEERPFSEIFPNL, WRFFURAUTF-84D .
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IAM BH{oHuly
APl &%& 3 tN{a)iE A API

BMEONBRERARBTRE, EHTESNEOBZTEEERERAE (HERHE
A% ) , GET. DELETERRMERENIEOMATERER, HEAREAASTER
EEAEOMmE.

3.2 TAIEEER

B O HEAAK/SKIAIE, @IFAK ( Access Key ID ) /SK ( Secret Access Key ) 1l

ZEAREK.
AK/SK IAIE
() 33488

AK/SKEZINEA R IFEEA XN 2MEAA .

AK/SKINIEFR 2EBAK/SKITIERIHTESR, TERIMEEFEERNEIERL, M

BIg BN

e AK (Access Key ID) : i5aZ4HID, SFABIHIOZEHAXBHB—IRRART; H%
$HIDFNFABIBINZE—EER, NEKRBTINESS.

e SK (Secret Access Key ) : S5ihaZ$AIDESFERRIZH, WE ki TMEES
B, IRRKRIETR, FhLEEREER.

EARAK/SKINIERY, AR FEREAFERAK/SKIEREITER, tBALMERE]
I ZSDKITERFHITER . 1FHAINE R EFISDKERSEREEN: APIERIERE.

A
HASDKRIZHZRINEE, SRSFIEMAISDKAE, ERIHEES.

3.3 R[EIFR
WRREIUS, CRUENNRN, SRS, MIHEFHEE,

RS
RSBE—AMDEISEBFRES, REBRT TIERMMIRE, SRR
ES I
MHFFIHLAIEO, MRBRBFEREIREN 2007 , MFERERE .
NaRTES Sk

NRAEKBEEL, MMEFEBEEEL, W “Content-type” ,
FHN AN EE L FRIES N T X,

SASRRAS 02 (2025-08-21) WRIERE © ARITERARERAF 7


https://support.huaweicloud.com/devg-apisign/api-sign-provide.html

IAM Bl
APl &%& 3 tN{a)iE A API

% 3-2 NHIpRSEEsL

HESLBR faiR

Content-Type REASHIZER,
ZERY: String
HIANE: To
Connection 1BIESRSSENERERIEETEEERE

ZERY: String
BWE: keep-alive | close,

BIME: Lo
Date AR S5 28N M AYRT E]
KA String
EONME: Eo
X-Request-id | RS OISKIE—REARERAE, LU ZARTEIT
n,
;ﬁg: String
BIME: Lo

N Rz A

N Rz H BB R LSS TURE], ShR;EE kA Content-typeRXIhy, (&iERRIRL
HELZIMIRE

XFFFIHSEFIEED, REIITNERAE.
{

"instances": [
{
"identity_store_id": "d-66f****b80",
"instance_id": "ins-2c1e**** ***{3c6",
"alias": null,
"instance_urn": "ldentityCenter::system:instance:ins-2c1e********f3c6"
}
1,
"page_info": {
"next_marker": null,
"current_count": 1

}
}
SEOEALERN, SREESREBREREERE, ExWAIBody A EzUaI TR
o
{

"error_code": "lIC.1215",

"error_msg": "only organizations administrator account can operate, please log in to the administrator
account!",

"request_id": ”e31 ‘I530********************51 31 1 n
}

Hrh, error_codeR81RI5, error msgR N EIREIAER, request_idRHRSS
SIS kE—REARBERIE, TLUBHZERE T,
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IAM Bl
AP| &% 4 AP

API

4.1 SLHIEE
4.1.1 FUHSLH

IIRENM R
BEHIAMBHFONIEAIFIE . I RARERN SR SIHENRSEEEER
IR RIKSTER.

URI
GET /v1/instances

2 4-1 Query 2#{

2% B SHERE %

0 | fl

Integer BNMEKEREINRKRERE.
=IME: 1

=RAXE: 100

fR&(E: 100

limit

String S IRIC.
B/IMEE: 24
RAKE: 24

iy

marker

SASRRAS 02 (2025-08-21) WRIERE © EARITERARERAF 9



IAM BH{p el

APl &% 4 API
BRESE
£ 4-2 153K Header &3
2% Py p i SRR )%
X-Security- S String WMRIEEFERIRITLZEETE, T
Token LttheaderEMER], ZEBEZIG
&2 ERNEZESHE (£15S
F2) o
BAEE: 2048
IS5

W&E: 200

% 4-3 IR Body &

B8H BHE R
instances Array of IAMB D HOELFNEETIER
objects
page_info Object BEPREENNR.
Z 4-4 instances
B8H SR R
identity_store | String KEENIAMBE D FOIHINS KRS B HE—R
_id iRFF (ID)
BIME: 1
RAKE: 64
instance_id String IAMB R HROELFINEBE—RRRF (ID) .
sAMKE: 20
RAKE: 20
alias String BRASMIEFRRFFENXAISIE .
instance_urn | String SITRIPFG—ERBFR (URN) .

MAERRAS 02 (2025-08-21)
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IAM Bl

APlI &% 4 API

2 4-5 page_info

2% SHRE R
next_marker | String WMRFE, WRRATANmEE SN E

EEE ., EXHRMENRLART, ERSiER
SHPFERILE, DEREGMEN T35 . &5
ZEEMEE, BZInext_markerliizrcEiR[E]

Aanull,
current_count | Integer RILREIZB#HE.
REMB: 400
& 4-6 [IN] Body 2%
2% SR fHiA
error_code String =3
error_msg String EIRER
request_id String IERE—RIR
encoded_auth | String INZREIREE
orization_mes
sage
KREE: 403
%+ 4-7 IR Body &%
2% SR A
error_code String RS
error_msg String BIRER
request_id String IEKME—IRIR
encoded_auth | String IIENEIRIEE
orization_mes
sage

15K
B AMBHHFOISEHIZIE .

GET https://{hostname}/v1/instances

SASRRAS 02 (2025-08-21) WRIERE © EARITERARERAF
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IAM Bl

APl &% 4 API
il iz 73~ 451
RSB/ 200
Successful
{
"instances" : [ {
"identity_store_id" : "d-a00aaaa33f",
"alias" : "new-store-id-123",
"instance_id" : "ins-bd8baaaaaaaade60"
1
"page_info" : {
"next_marker" : null,
"current_count” : 1
}
}
RSB
1%%%%&»55 o
SjEils
152 =B

4.1.2 EiRARSS LA @R X

iz

URI

EEWIAMBRROIRSEAIEE, BRFFEAEXKE ., HRIERERBLRVEEK
SHENRSEEEERIRRKS AR

EAJLATEAPI Explorerdifidiziz [, SIFEMAIESEAN . API Explorera] LABRI4ERK
SDKAXRBRAY, FHEMESDKRBRENEIXINGE

GET /v1/registered-regions

% 4-8 153K Header 2%

2¥ =A% SHEER R

X-Security- B String WRIEEFRIRI L2 EE, U

Token Lttheader@WFEHY, 1ZERIR
E;;)zé ZRENZ2SHE (£21ES

M HGRA 02 (2025-08-21) WA © EARTERABIRAE 12


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DescribeRegisteredRegions

IAM BH{peul

APl &% 4 API
R3S
RSB 200
& 4-9 g Body %4
B8H SR A
regions Array of B=%IZ
RegionDto
objects
Z& 4-10 RegionDto
B8H SR A
region_id String B=ID
REES: 400
£ 4-11 WL Body 2
2% SR 220
error_code String TEE)
error_msg String BIRER
request_id String TEKE—IRIR
A& 403
% 4-12 IFIFL Body %
B8H SR A
error_code String EI=g
error_msg String HEIRER
request_id String KE—FRR
encoded_authoriz | String IEREIRER
ation_message
RSB 404
X H4hRA 02 (2025-08-21) WRINERE © HARITERARBIRAE 13




IAM B{p el
AP| &%

4 API

K 4-13 WKL Body 2

2% SRR R
error_code String e
error_msg String BEIRER
request_id String B KE—IRIR

iERBI

ZifIAM Identity CenterfRSBLAIFHES,

GET https://{hostname}/v1/registered-regions

N Rz
RSHG: 200

B FHEREXE,

Successful
{
"regions" : [ {
"region_id" : "cn-north-4"
11
}
RSB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
404 Not Found
EiR
B2 EIRE .
= \J ==
4.1.3 SN E DR E
IHEENA

IRENAMEBHAD HROBRSS SEAIP B RRCEE S . tHRFREERAREIERSI(E

FIRSEFEEERAIRRIKSER

SASRRAS 02 (2025-08-21) WRIERE © EARITERARERAF
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IAM Bl

APl &%& 4 API
A
&0 LATEAPI Explorerdhiidiziz O, ZIFBMAIEEN . APl Explorera] LAEZHERY
SDKHE A, FHRMESDKAAIRAEIEIRINEE
URI
GET /v1/instances/{instance_id}/identity-store-associations
F 414 BRBY
2¥ Bk SR ik
instance_id String IAM Identity CentersLIRYZ /5
W—+RREF (ID)
IBREH
K 4-15 153K Header 2%
2H BN SR iR
X-Security- String WMREEFERIRITZEETE, N
Token ttheader2 % FEHY, Z(EZIR
HZeFZRENEZESHE (2iFS
) .
V254
RSB 200
# 4-16 IR Body 2%
2% SRR 1
identity_store_ass | Array of IAM B FiOBRSS SLBI KX B0 RECE

ociations

IdentityStoreDto
objects

=|

=/5

2k 4-17 IdentityStoreDto

e

2% S¥ERT HR

identity_store_id | String KEENAMB D OB EHDITFERIZE
H—+RRRE (ID)

identity_store_typ | String SpiEZEE

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListIdentityStoreAssociation

IAM B{peuly

APl &% 4 API
2H SRR )
authentication_ty | String BFRINIEEE
pe
provisioning_type | Array of strings FlufcseEY
status String ShiERERERRE

K& 400

7 4-18 IR Body 2
2H SRR )
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR

RSB 403

= 4-19 WA Body 2%
84 SR A
error_code String R
error_msg String BEIRER
request_id String TBEKRME—HRIR
encoded_authoriz | String INZRIEREE
ation_message

REBE: 404

% 4-20 K7 Body &%
84 SR A
error_code String EEL
error_msg String BEIRER
request_id String B KE—IRIR

XH4hRA 02 (2025-08-21) WRINERE © HARITERARBIRAE 16




IAM Bl
AP| &% 4 AP

ISR
HKENAMEHH O RSS SEFIFRII SRR BRI S

GET https://{hostname}/v1/instances/{instance_id}/identity-store-associations

il iz 73~ 451
R7&85: 200
Successful

{

"identity_store_associations" : [ {
"identity_store_id" : "d-xxxxx",
"identity_store_type" : "UserPool",
"authentication_type" : "SAML_2.0",
"provisioning_type" : [ "DEFAULT" ],
"status" : "ENABLED"

11
}
RSB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
404 Not found
Sy
1%9 m%tati;ﬁg o
4.1.4 15EEARSS SEfIFHE X 15,
INRENA

IAMBHA RO IRSS SEAIFFERT, HEIEERSLAIEFTFBER —Xig, RFERAE
FRABALRIEERSIER.

it
R LATEAPI ExplorerdRiidiziE [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDK{CHE R, FHEESDKAHRAEIEIXINGE .

URI

POST /v1/register-regions

M HRAR 02 (2025-08-21) WA © EARTTERABIRAE 17



https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=RegisterRegion

IAM Bl

APl &% 4 API
BRESE
& 4-21 153K Header £2%f
2 =AWk SR )%
X-Security- B MREAEFEAIRZEENRE, T
Token Ittheader2®FEBHI, ZEZIR
NZeERNEZe<SHE (21ES
B2 o
3 4-22 153k Body 2#
2% =EWIE SR )%
region_id = S)=1s)
N Rz SE
HKEB: 200
Successful
RE6S: 400
% 4-23 [ Body S%
2 SR R
error_code String e
error_msg String BIRER
request_id String TBEKIE—IRIR

R85 403

* 4-24 IR Body %4

2% SR fiik
error_code String TS e
error_msg String BEIRER
request_id String ERE—HRIR
encoded_authoriz | String INZRIEIRER
ation_message

MAERRAS 02 (2025-08-21)

WRIERE © LARITERARERAF

18




IAM B{p el

APl &%& 4 API
RE&ES: 409
< 4-25 g Body 2#
2% SR i)
error_code String BIR6g
error_msg String BIREE
request_id String TEKIE—IRIR
=Pl
IAMBD RO IRSSELAIFERI, FEEFRSILOIEAFEEFE — X
POST https://{hostname}/v1/regions/register
{
"region_id" : "cn-north-4"
}
I Rz~ 51
7
RS
RS iR
200 Successful
400 Bad request
403 Forbidden
409 Conflict
EiRD
B2 EIRB.

EifIAM Identity CenterfRSZSEAMRTER o HHRIEREERARNEIERSIIENIR
SEITEERIRRKSIEM .

iEid

EaTLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRI4ERK
SDK{CHE R, FHEMESDKAHRAEIEIXINGE .

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=GetIdentityCenterServiceStatus

IAM Bl

APl &%& 4 API
URI
GET /v1/identity-center-service/status
IBRESH
K 4-26 153Kk Header 2%
2% =Rk SR A
X-Security- S String MREAEFEAIRZEENRE, U
Token Lttheader@WFEHY, 1ZERIR
HNZeZRENZESHE (SEFS
) .
D)VES54

K& 200

% 4-27 I Body B%

24 SHER

115

serviceStatus String

IAM 7 HRiOBRSS SEAMR

serviceStatusReas | Array of strings

ons

IAMBH5 FORSS SEAPRSETRE

R7SF5: 400

K 4-28 WLy Body 2

2% et Bl fR
error_code String BIR6S
error_msg String BIREE
request_id String TEKIE—IRIR

KEB: 403

% 4-29 I Body 2%

4 SR R
error_code String 127D
M HGRA 02 (2025-08-21) WA © EARTERABIRAE 20



IAM B{peuly

APl &% 4 API
2 SRR g
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IENEIRER
ation_message
REEE: 404
2 4-30 WA Body 2%
2 SRR g
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
=Rl
EORSLHMRZE
GET https://{hostname}/v1/identity-center-service/status
I Rz 7= A51
R&RS: 200
Successful
{
"serviceStatus" : "enable",
"serviceStatusReasons" : "success"
}
REB
RSB iR
200 Successful
400 Bad request
403 Forbidden
404 Not found
SCRShRAS 02 (2025-08-21) RIS © £ ATITERABIRAE 21




IAM B{peuly
AP| &%

4 API

ZPS

4.1.6 FHERSSSLH

ThEEN A

i

URI

N Rz S4L

FHEIAM Identity CenterfRS5SEH, IHIRIERBERARAEERIKSIEA.

R LATEAPI ExplorersRiidizig [, ZIFEINMAIEEN . APl Explorera] LABENERK

SDKIHEGI, FRHESDKICIRAEIEIRNINARE .

POST /v1/service/start

% 4-31 i53K Header 2%

2% BEWI% SR fiEid
X-Security- S String WMREEFERIRITZEETE, T
Token Ittheader@ &R, BRI
%2 ERENZES (R1ES
) o
RS 200
Successful
RS 400
5 4-32 [ Body %1
2% SR ik
error_code String EI=g
error_msg String HEIREE
request_id String BRE—HRIR

WK&RG: 403

MAERRAS 02 (2025-08-21)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=StartIdentityCenter

IAM B{p el

APl &%& 4 API
2 4-33 [ Body &%
2¥- SR )%
error_code String EEEL
error_msg String HEIRER
request_id String TERME—IRIR
encoded_authoriz | String INZRIEREE
ation_message
RS 409
5 4-34 I Body %1
2 SR iR
error_code String TEE)
error_msg String BEIRER
request_id String B KE—IRIR
=Rl
FFE@IAM Identity CenterfRS3 L)
POST https://{hostname}/v1/service/start
il Mz 73~ 51
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
409 Conflict
BI=0
B2 EIRB.
SCASRRZAR 02 (2025-08-21) RN © LARITBIRABREAD 23




IAM B{peuly
AP| &%

4 API

4.1.7 HIFRARSSSEH)

ab
ThEEN 4B

i3

URI

IERSH

N Rz S4L

fHBRIAM Identity CenterfRSZSEf, LHiRI(EFRBERBLRAIEEWRSER

RBJLATEAPI ExplorersRiidiziEz ], IFEMAIEEN . API Explorerfl] LABENERK
SDKAXAB =AY, FHEMSDKABREIEIXINGE

POST /v1/service/delete

& 4-35 153K Header 2§

2 =A% ST ik
X-Security- B String WRIEEFRIRIZEERE, U
Token ttheader2 &R, ZERIR
e ERENZeSM (RiES
) o
RSB 200
Successful
RS 400
% 4-36 R Body S%
e SR ik
error_code String e
error_msg String EIRER
request_id String ERE—HRIR

KRS8 403

MAERRAS 02 (2025-08-21)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteIdentityCenter

IAM B{p el

APl &% 4 API
K 4-37 Wiy Body 2
2% SHEER R
error_code String EEEL
error_msg String HEIRER
request_id String TERME—IRIR
encoded_authoriz | String INZRIEREE
ation_message
RSB 404
& 4-38 [ Body £
2 SR iR
error_code String TEE)
error_msg String BEIRER
request_id String B KE—IRIR
=Rl
HIERIAM Identity CenterfRS33E451
POST https://{hostname}/v1/service/delete
Ml iz 73~ 451
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
404 Not found
EI=
B2 EIRB.
SCASRRZAR 02 (2025-08-21) RN © LARITBIRABREAD 25




IAM B{p el

APl 5% 4 API
4.1.8 BENXKIEI]F URL
ThEe TR

BHEMNIAEJFURL, BMABRT, STLMEREELATHEINAY URLIAEITIF:
idcenter.huaweicloud.com/d-xxxxxxxxxx/portal, LU TARERABEN
URL: idcenter.huaweicloud.com/your_subdomain/portal. i&&BENiAEIJFURL
BRMERE, TERE. IHRMEREERANHNERKSHENRSZSZITEIERAIN

RRSTER,
U
&0 LATEAPI Explorerdidiiziz [, SXIFEDNMAUESEM . API Explorera] LABZ4ERE
SDK{CRIRA, FHEMSDKACAERAIEIXINEE o
URI
POST /v1/instances/{instance_id}/alias
#*= 4-39 IBESH
84 =AWk SRR faR
instance_id = String IAM Identity CentersLIRY2/F
H—HRREF (1ID)
BRESH
2 4-40 153Kk Header 2%
2% =E W% SRR R
X-Security- S String MREAEFEAIRZEENRE, T
Token ttheader2WERY, ZERIG
NZeZRENZESHE (SEFS
)
% 4-41 153K Body &%
2% BRIk SR ik
alias 2 String BRBEENXHISMIRIDIIRAYS!]
A
R3S

RZSES: 200

M HGRA 02 (2025-08-21) WA © EARTERABIRAE 26


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateAlias

IAM BH{p el

API &% 4 API

Successful

RZE&ES: 400

K 4-42 W7 Body 2#
S8 SR ik
error_code String BIRS
error_msg String BIREE
request_id String EKME—IRIR

K68 403

2 4-43 uiZ Body 2#
2¥ SR 3%
error_code String R
error_msg String BIRER
request_id String 1B KE—IRIR
encoded_authoriz | String INZRIEREE
ation_message

KRS 409

K 4-44 W7 Body 2#
2 SR R
error_code String e
error_msg String BEIRER
request_id String TBEKIE—IRIR

BRI

BEMIAEIFURL, BABRT,

SETLAMEFEELA TSR URLIBENITIF:

idcenter.huaweicloud.com/d-xxxxxxxxxx/portal, HEILURINTAREXRIEEN
URL: idcenterhuaweicloud.com/your_subdomain/portal. i&&BENXiAEIJFURL

B ___ N\

BRMERE, TEREHE,

POST https://{hostname}/v1/instances/{instance_id}/alias

{

MAERRAS 02 (2025-08-21)
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IAM Bl

APl &% 4 API
"alias" : "mycimpany"
}
I 7~ 5
7
RS
RS R
200 Successful
400 Bad request
403 Forbidden
409 Conflict
=
B2 WEEB.
4.1.9 EFrE I BAINsEECE
INeeEN4A
ENEEREEZERESU AR . HRFREEBENNEERSHENRSZEIEE
ERIRKSER.
IE 1
ZBJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Explorerl] LABENERK
SDK{CHERBY, FHEMSDKARBRAEIEXINGE .
URI

PUT /v1/instances/{instance_id}/disaster-recovery-configuration

% 4-45 BB1RSH

2% TRk ST fEiA
instance_id = String IAM Identity CentersLIRY2 B

HE—HRRAF (ID)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateHaConfiguration

IAM Bl

APl &% 4 API
BRSH
% 4-46 153K Header 2%
S8 BRI SHEER ik
X-Security- 5 String WMREEFERIRITLZEEIE, T
Token Ittheader2 BRI, Z(EZIR
HZeERENZeS (21FS
) .

& 4-47 153k Body 2#

84 =EY%E SHERR RHR
disaster_recov | & String S EI%IR, ESe o HEsEE
ery_choice B=a FAIhEE,

I R&E
REES: 200
Successful

WR&G: 400

% 4-48 R Body 2%

2% SR fiik
error_code String e
error_msg String HIRER
request_id String ERE—HRIR

KESG: 403

% 4-49 IR Body 2%

2% SR fiik
error_code String BIRg
error_msg String BIREE
request_id String BERE—HRIR
encoded_authoriz | String INZRIEIREE
ation_message
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APl &%& 4 API
=Pl
ENERsEZRS AN E
PUT https://{hostname}/v1/instances/{instance_id}/disaster-recovery-configuration
{
"disaster_recovery_choice" : "ACCEPT"
}
I 7~ A5
7o
RS
RS ik
200 Successful
400 Bad request
403 Forbidden
EIE]
BEEED.

URI

SIS AEEEEER . WRER

RS

BEFZH

AR EER S EARSZEEERAIA

EaJLATEAPI Explorerdifidiziz 0, SXIFEMAIEEEAN . API Explorera] LABRI4ERK

SDKﬁﬁF’;T{ﬁJ FHRASDKALRI R AIEIHINEE

GET /v1/instances/{instance_id}/disaster-recovery-configuration

* 4-50 IERSH
2 EEWiE ST R
instance_id = String IAM Identity CentersLIRY2B

HE—HRRFF (ID)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=GetHaConfiguration

IAM B{peuly

AP| &%& 4 API
BRSH
7 4-51 153K Header 2
2% =AWk SR T
X-Security- B String MREAEFEAIRZEENRE, T
Token lIttheader@ TR, Z(ERIR
HZeEENZe<HE (2iFS
) .

N Rz S4(

K&/ 200

3 4-52 I Body &%

2% e b A
disaster_recovery_ | String SnI %R, ESenHENEIERST
choice FATH8E

K& 400

% 4-53 IR Body 2%

e SR R
error_code String e
error_msg String BIRER
request_id String 1B KIE—IRIR

R85 403

# 4-54 K Body £

2% SR fiik
error_code String TS e
error_msg String HIRER
request_id String ERE—HRIR
encoded_authoriz | String INZRIEIRER
ation_message
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IAM Bl
AP| &% 4 AP

iBERTA

WS AIEEERER

GET https://{hostname}/v1/instances/{instance_id}/disaster-recovery-configuration

il iz 73~f51
RSB 200
Successful

{

"disaster_recovery_choice" : "REJECT"

}

T
WSS R
200 Successful
400 Bad request
403 Forbidden
Hix9
52 IR

4.2 sthlipinEs i E EIE
4.2.1 ZREELAIRNGIEEHITIEE

TRENA
BRSO . R RARARN SR SRIENRSEEEER
IR RSB .

URI

POST /v1/instances/{instance_id}/access-control-attribute-configuration

x 4-55 IR1ZSH

2 =AW SR A
instance_id 2 String IAMB UL 2 B HE—FR

175 (ID)
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IAM Bl
AP| &%

4 API

IERSH

K 4-56 153Kk Header 2%{

2¥ BRIk SR ik
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader@WER, ZERIG
NZ2ERENZESE (2159
B2 o
BAEE: 2048
= 4-57 153K Body 2%
¥ 2RIk SHER fER
instance_acc | 2 Object IBEERINZIABACELERIIAM
ess_control_a 1= Chala sl =g)s DA

ttribute_confi
guration

2K 4-58 instance_access_control_attribute_configuration

2% ey SR 1)

access_contro | =2 Array of IAMB {0y sLff|hABACEEE

L_attributes objects M.
HAEKE: 0-20

2 4-59 access_control_attributes

2% =A% SR A

key 2 String S51ENEHIREFHNE M XEXEE
HEIBIR
BMEE: 1
BAKE: 128

value = Object BFBiEEEEIREEIBDTRY
B,

MAERRAS 02 (2025-08-21)
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IAM BH{p el

AP| &%& 4 API
2% 4-60 value
2% AW SR T
source 2 Array of BFEiEEREEMEIEIS7DTRAY
strings B

=IMKE: 0
BRAKE: 255
HAKE: 1-1

MR S &

WK&G: 400

% 4-61 UL Body 2%

S8 SR A
error_code String =g
error_msg String HIREE
request_id String 5 KE—FRIR
encoded_auth | String MZRERERE
orization_mes

sage

WR&6G: 403

K 4-62 WLy Body 2

2% SHEE iR

error_code String EIRg
error_msg String HRER
request_id String 1EKIE—IRIR
encoded_auth | String INZERIEIRER
orization_mes

sage

5K
B REEEAIRAIEEHITIAE .

POST https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration
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APl &% 4 API
{
"instance_access_control_attribute_configuration" : {
"access_control_attributes" : [ {
"key" : "email",
"value" : {
}"source" : [ "${path:emails[primary eq true].value}" ]
e
"key" : "displayName",
"value" : {
}"source" : [ "${path:displayName}" ]
1
}
}
i Rz 735
7
AN
1%5%)'_“*&»55 o
$HI=0S
ESEIRE .
4.2.2 FREGEEEA IR L aEH EEEE
TheeNn4a
REIERENSIEEIAMBMHROLFANETFEHERAEES ( ABAC ) —ESHERRY
IAMBHFOERTREBETIR, HREREEBARNEEKRSHIENRSZZITEER
AR RS TR .
URI

GET /v1/instances/{instance_id}/access-control-attribute-configuration

% 4-63 IB1ZSH

2% RE Wik SR 1R
instance_id | = String IAMEHARIOSERI & R IE—hR
IRF (ID)
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IAM BH{p el

APl &% 4 API
BRESE
£ 4-64 153K Header &%
2% Py p i SRR )%
X-Security- S String WMRIEEFERIRITLZEETE, T
Token LttheaderEMER], ZEBEZIG
&2 ERNEZESHE (£15S
F2) .
BAEE: 2048

IS5
AEE/: 200

% 4-65 IR Body S

B8H SR faR
instance_acc | Object 2 IIZIABACECERIAMB D OB EE 4R
ess_control_a 3%,
ttribute_confi
guration
status String ABACEHECERIIRZ .
KZME:
e ENABLED
o CREATION_IN_PROGRESS
e CREATION_FAILED
status_reason | String EHEXIEERHNHFIRSHEZSFHER.

Zk 4-66 instance_access_control_attribute_configuration

8% e el ik
access_contro | Array of IAMB LS FHABACECERIE T -
L attributes objects AR 0 - 20
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IAM B{p el

APl &% 4 API
£ 4-67 access_control_attributes
S SR R
key String S1895 50 RPEIS 5 XEBIEIHRIB TR
BRAMKE: 1
RAKE: 128
value Object BFBiEEE MRS RIS HIREINE,
K 4-68 value
28 SR R
source Array of BFiEiEEREEMETEIBDIRRYE
strings SIMEE: 0
RAKE: 255
HAKE: 11
KE&MS: 400
7 4-69 IR Body 2%
2 SR A
error_code String eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String INZREIRER
orization_mes
sage
RS 403
2 4-70 R Body &1
S8 SR A
error_code String =3
error_msg String HIRER
request_id String IERE—RIR
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IAM Bl

AP| &%& 4 API
2H SRR iR
encoded_auth | String INZERIEIRER
orization_mes
sage

BRI
SREGEESLAIRYILIEEH R IEACE .

GET https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration

i Rz73~451
KEB: 200
Successful

{
"instance_access_control_attribute_configuration" : {
"access_control_attributes" : [ {
"key" : "email",
"value" : {
"source" : [ "${path:emails[primary eq true].value}" ]
}
I
"key" : "displayName",
"value" : {
"source" : [ "${path:displayName}" ]
}
11
}

"status" : "ENABLED",
"status_reason" : null

}
N

ESIREE.
=S

ThEeN4A
B SIAMBR R OEH—RERIIAMBMR R OBDIRREME, LUdTETEMERS
4= (ABAC) . IHRERBERBNNEERKSEHEFARSEITEERNNRKSE
Fo

URI

PUT /v1/instances/{instance_id}/access-control-attribute-configuration
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IAM Bl

APl &% 4 API
F4-71 BRBY
24 =% SR R
instance_id 2 String IAMBHA IO SEFIRg 2 B E—R
IRFF (ID) »
IBREH
2 4-72 53Kk Header 2%
8% BRWIE SR fHR
X-Security- S String WMREEFERIRITLZEETE, T
Token ttheader@ &R, ZEZIE
HZEEENZeSE (SiEFS
) .
BRAKE: 2048
% 4-73 153K Body &%
84 =AWk SHERR faR
instance_acc | 2 Object EITABACELENIE .

ess_control_a
ttribute_confi
guration

2 4-74 instance_access_control_attribute_configuration

¥ BRI SR i)
access_contro | £ Array of IAMEBHS R SEFIR ABACEE
L attributes objects B,

HAKE: 0-20

2 4-75 access_control_attributes

2 =A% ST ik
key 2 String S5ENSMIEFRSHXENE

HRIBRFR.
BMEE: 1
BAEE: 128
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IAM BH{p el

APl &% 4 API
28 BRI SRR ik
value 2 Object BFiSiEEEIEMEIEIS0TRAY
=
% 4-76 value
2¥ =A% SR R
source 2 Array of BFBiEERE LM RIS 1R
strings B
BME: 0
BAEE: 255
HAKE: 11
R &%
KEEL: 400
& 4-77 O Body 2#
2H SR iR
error_code String EIRg
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIREE
orization_mes
sage
RS 403
= 4-78 IR Body 2%
S8 SR g
error_code String EIRg
error_msg String HIREE
request_id String 5 KE—FRR
encoded_auth | String MZRERERE
orization_mes
sage
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IAM Bl
AP| &%

4 API

iBERTA

N Mz 73~

T

BEFTEESLAIRYhIEEH R IEACE .

PUT https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration

{

"instance_access_control_attribute_configuration" : {
"access_control_attributes" : [ {

"key" : "email",
"value" : {

}
3o

"source" : [ "${path:emails[primary eq true].value}" ]

"key" : "nickName"

"value" : {

"source" : [ "${path:nickName}" ]

]
}
}

’

4.2.4 FEIRIEESLAIRTSIEHE SR IEECE

URI

ZRISEIAMB R OIFIIE T EMRYEEES] (ABAC) I8E, HMBREACERIFR
BREMRE . iR FREMBRNEEKSEIFARSZITEERAIRRKSIEM

DELETE /v1/instances/{instance_id}/access-control-attribute-configuration

K 4-79 IR1RSH

24 S BHCEE 3%
instance_id 2 String IAMEB 3O LBIE B HE—FR
IR (D) .
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IAM BH{p el
AP| &% 4 AP

IERSH

K 4-80 153Kk Header 2%{
28 BBk S¥EER )%

X-Security- & String WRIEEFERIRITZEETE,
Token Ittheader@FEHY, Z(ERIG
HNZeEENZe<H (2FS
) .

BAKE: 2048

VRS54
RSEE: 400

% 4-81 15 Body 2%

28 SR A
error_code String =3
error_msg String EIRER
request_id String IERE—IRIR
encoded_auth | String INZREIREE
orization_mes

sage

WK&G: 403

3k 4-82 WL Body 2%

2 SR iR
error_code String T eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIREE
orization_mes

sage

5K
RIS R BIRO I R AL
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IAM Bl
AP| &%

4 API

N Rz~

T

RI=0

DELETE https://{hostname}/v1/instances/{instance_id}/access-control-attribute-configuration

i
W
EEJ
o
G

2|

A=

=2 m%%i;ﬁ— o

W
&

\

4.3 REEE
4.3.1 HFINESBDREE

&b
IREN A

i

URI

EREEIIREDFMNRASHREE . HRFREMARNEERSIIFIRZET
EERIRRKSER.

RBJLATEAPI ExplorerdRiidizig ], IFEIMAIEEN . API Explorera] LABENERK
SDK{GHERBI, FHRESDKAHBRAEIEIRXINGE .

POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-
managed-policy

x 4-83 IR1ZSH

2 =AW SR A
instance_id 2 String IAMEB UL E B HE—FR

175 (ID)

permission_se | %= String WIRER B H—IRRFH
t_id (ID) &
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=IdentityCenter&api=AttachManagedPolicyToPermissionSet

IAM Bl
APl &

4 API

IERSH

2 4-84 iE&3K Header %1

hE) .
RAKE: 2048

2% EEUE SR R
X-Security- B String MREAEFEAIRZEENRE, T
Token Itheader2¥ &R, ZERR

RZEERENZESH (R1ES

% 4-85 {53k Body £2#{

2H =Rk SR )%
managed_poli | 2 String IAMRFEBDREEHE—HRIR
cy_id
managed_poli | & String IAMRREDREEEFR
Ccy_name BIMEE: 1
RAKE: 128
=25
KEES: 400
2K 4-86 WLy Body 2#
S8 SR g
error_code String EIRg
error_msg String HIRERE
request_id String 5 KE—FRR
encoded_auth | String MZERERERE
orization_mes
sage
R&ME: 403
2 4-87 [ Body %1
2 SR A
error_code String EIRg
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IAM Bl

APl &%& 4 API
2H SRR iR
error_msg String BIRER
request_id String 1EKE—IRIR
encoded_auth | String IERIEIRER

orization_mes
sage

WK&G: 409

% 4-88 I Body £2#f

orization_mes
sage

e et et ik
error_code String e
error_msg String BIRER
request_id String IERME—RR
encoded_auth | String NZREIRER

5K

EREERNIRETHFINRAS DR

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-managed-

policy
{

"managed_policy_id" : "848805579****+*++++x(03de60620a5",
"managed_policy_name" : "sys_example_456"

N Mz 73~ 51

%
RS

BESIURSE.
tEIxAg

52 EIRB .
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IAM Bl

APl &%& 4 API
4.3.2 fRIFRBREE
INREN4A
IRIESPREEID, MIFRIEEEINIRE .. R ERERALNEEKRSHEIRSEZITE
BRI RMKSTER .
URI
DELETE /v1/instances/{instance_id}/permission-sets/{permission_set_id}
+ 4-89 B1ZBY
25 =Rk SR A
instance_id 2 String IAMBHA IO SEFIRg 2 B E—R
RFF (ID) »
permission_se | & String MIRENZBHE—FRRRT
t_id (ID) .
IBREH
2 4-90 153k Header 2%
2% =Rk SR A
X-Security- B String MREAEFEARZEENRE, U
Token Ittheader2 % &EBHY, ZE=I
HNZeZRENZESHE (SFS
) .
BRAXEKE: 2048
IR S5
KEMB: 400
K 4-91 W7 Body 2
2% SR A
error_code String RS
error_msg String BIRER
request_id String TEKME—RIR
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IAM BH{p el

APl &%& 4 API
2H SRR iR
encoded_auth | String INZERIEIRER
orization_mes
sage

WK&G: 403

% 4-92 [ Body £#{

B8H SR faR
error_code String e
error_msg String BIRER
request_id String ERME—IRR
encoded_auth | String INZREIRER
orization_mes

sage

REB: 404

2 4-93 IR Body &1

28 SR R
error_code String EIRS
error_msg String BIRER
request_id String 1EKIE—IRIR
encoded_auth | String IERIEIRER
orization_mes

sage

iBpl

IRIESREEID, MIFRIEERIMNIREE

DELETE https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}
I =51

7
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AP| &% 4 AP

N

RIEIREID, EREEMNRENFRER .. iRFREERAARIEEKSEIFRR
SETEEIIRRIKSIER .

URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}
* 4-94 BIEBY
8% BE W% SRR 1k
instance_id 2 String IAMBHR RO LBIR 2 B HE—R
IRFF (ID) &
permission_se | 2 String PIRENE BEE—IRREF
t_id (ID) &
IBREH
% 4-95 153K Header 2%
B8H BE W% SRR ik
X-Security- & String WMRIEAEFEAIREZEERE, U
Token Ittheader@FERY, Z(ERIG
HZE&EENZeSE (2iEFS
B2 o
BRAKE: 2048
D)VES54

W&E: 200
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IAM B{p el
APl &% 4 AP

2 4-96 [ Body &%

2% S¥RT iR
permission_s | Object BENREFMEEAINTR,
et

2 4-97 permission_set
2% SR R

created_date | Long W PREERIBIFEATIE] o
description String PR ERYHEIA

=IMKE: 1
RAKE: 700
name String PREERIBTR
BIME: 1
RAKE: 32

permission_se | String PPREERYIE—HRIR .

t id

relay_state String BFERKE B ML EF EE N ARERFY
R,

BIMEE: 1

RBRAKE: 240

session_durati | String N R P AIETEISO-860 1R AR B RAYATE
on KE.

BIME: 1

BAEKE: 100

permission_ur | String PPRENZ—FIFEEZFR (URN) .
n

WK&G: 400

2 4-98 [ Body &%

2% ST ik
error_code String EIRS
error_msg String BIRER
request_id String 1EKE—IRIR
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APl &% 4 API
2 SRR iR
encoded_auth | String INZERIEIRER
orization_mes
sage

RS 403
7 4-99 IR Body 2%
2 SRR R
error_code String H1=hg
error_msg String HIREE
request_id String IERE—HRIR
encoded_auth | String INZREIRER
orization_mes
sage
REB\: 404
2 4-100 L7 Body %1
2% SRR R
error_code String EIRS
error_msg String BIRER
request_id String iEKME—RIR
encoded_auth | String INZEREIRER
orization_mes
sage
=Rl
IRIENPREEID, EEIEESIRENIFBER
GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}
M Rz~ A5l
KEME: 200
Successful
{
"permission_set" : {
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IAM Bl

APl &% 4 AP|
"created_date" : 1684794344964,
"descrlptlon T{ﬁJﬂBEE
"name" : "example_0615",
"permission_set_id" : "ps—8603aaaaaaaa14bd",
"relay_state" : ""
"session_duration" : "PT4H",
"permission_urn" : "ldentityCenter::system:permissionSet:ps-8603aaaaaaaal4bd"
}
}
7 NA
B2 IR,
H O
T
BESIEIRE.

INEENA
RIBESPREID, FEFMEESIRENEM . WRERERBLRNEEWRSHIENRSZSE
FEEERIRRKSER
URI
PUT /v1/instances/{instance_id}/permission-sets/{permission_set_id}
xE 4-101 IBER2H
2H BRIk SR iR
instance_id 2 String IAMBHR RO LBIR 2 B HE—R
IRFF (ID) »
permission_se | 2 String BIRENE BHEE—IRRRF
t_id (ID) &
=P
% 4-102 153K Header 2%
2H RULIE SR faR
X-Security- & String WMRIEAEFAIRIZEERE, U
Token ttheader@WEHY, 1ZERIR

RZEEREINZESHE (
hE) o
BAKE: 2048

2iES
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IAM Bl
APl &

4 API

% 4-103 {53k Body 2%

2%

SHER 1%

description

String PREAYA .
=BI<E: 0
BAEE: 1024

relay_state

iy

String BT aEBEEHRIEEREFEE
AR REFPRIAF.

BME: 0
BAEE: 240

session_durati
on

iy

String NP RIETEISO-8601
INEP AR ERE.
RAMKE: 1

BRAKE: 100

N Rz S4L

WR&G: 400

K 4-104 IR Body 2%

2 S¥R A
error_code String EIRg
error_msg String BIRER
request_id String iEKME—RIR
encoded_auth | String INZEREIRER
orization_mes
sage

REG: 403

2 4-105 L7 Body %1
2¥ SR fiHiA
error_code String RS
error_msg String HIREE
request_id String IERE—HRIR
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IAM B{p el

APl &% 4 API
28 SR A
encoded_auth | String INZERIEIRER
orization_mes
sage

WRE&E: 404

% 4-106 TRL Body B
2 SR R
error_code String RS
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String INZEREIRER
orization_mes
sage

=Rl

Ml iz 73~ 451

T

RIEPREEID, EHIEENIRERIEE

PUT https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}

{

"description" : "EFIRAIRPRE",

"relay_state" : "",

"session_duration" : "PT8H"

}

BIPRIEENRETHRFRHRES . LWRIFRAEHBRNEEKRSFIRSELE
ERRIR RIS -

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF

53




IAM B{p el

APl &%& 4 API
URI
POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-
managed-policy
% 4-107 BRIZSH
2 AW SR T
instance_id 2 String IAMB oL SEBI £ BE—FR
RFF(ID) »
permission_se | 2 String BIRENEBH—RRRT
t_id (ID) &
=R 5
2 4-108 i53K Header ¥
2 AW SR R
X-Security- S String WRIEEFERIRIT LS ETE,
Token Ittheader2 &MY, ZEZIR
HNZ2ERNEZe<HE (SiES
) .
BAEE: 2048
2 4-109 153K Body 2#{
2 =AW SR A
managed_poli | & String IAMERZ B0 FEIRE—IRR .
cy_id
i R&E
R&ES: 400
7= 4-110 IghZ Body %4
2% SR R
error_code String RS
error_msg String BIRER
request_id String EKME—RIR
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AP| &%& 4 API
2H SRR iR
encoded_auth | String INZERIEIRER
orization_mes
sage

KEB/: 403

2 4-111 IR Body 2%

S8 SR A
error_code String EIRg
error_msg String EIR(EE
request_id String IERE—HRIR
encoded_auth | String NZRERER
orization_mes

sage

REB: 404

%= 4-112 IR Body %

2 SR R
error_code String TR eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIREE
orization_mes

sage

isK7pl
IR AR PR R S A SRR o

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-managed-
policy

{
"managed_policy_id" : "ps-8603aaaaaaaal4bd"
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APl &

4 API

N Rz 7~

EEEENRETHEEX BHORIEFE. RFRERARNEERSEIFAIRS

EEEERNRRKSER.

URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy
X 4-113 IBRBH
B8Y EEWI% SR R
instance_id = String IAM%{ﬁEPIL,\E{ﬁUE’\JéEﬂE—ﬁx
IRFF (ID) »
permission_se | 2 String NIRENE BHE—RRE
t_id (ID) &
IBREH
2 4-114 153K Header 2%
8% BE W% SRR ik
X-Security- & String WMREEFERIRITZEETE, T
Token Ittheader@ TR, Z(ERIG
HZE&EENZeSE (SiEFS
B2 o
BRAKE: 2048
=2

REB: 200

MAERRAS 02 (2025-08-21)
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AP| &% 4 AP|

2 4-115 Ui Body 2%

2% SR RR
custom_policy | String AINRIBPREN B E X BH RS .

RAMKE: 1
BAKE: 131072

RSE5: 400

Z 4-116 g Body 2%

2 SR R
error_code String EIRS
error_msg String BIRER
request_id String 1EKIE—IRIR
encoded_auth | String INZEREIRER
orization_mes

sage

KEB: 403

% 4-117 Qi Body &%

2 SR iR
error_code String T eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIRIEE
orization_mes

sage

=GNl

BN REFIIBEN D RIBIFSE.

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy
N Rz~

R7SE5: 200

{
"custom_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Deny\",\"Action\":
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APl &% 4 API
[\"organizations:ous:delete\"],\"Condition\":{\"StringEquals\":{\"g:ResourceAccount\":
[\"0a6d25d23900d45c0faac010e0fb4de0\"]}}}1}"

}

RS
B2 RSB,

=g
B2 =B

INEEN4A
FEIEEINIREFRIIBEEX BN KRS HRERERBLENEEWRSHIENRSE
HEERNERKSER.
URI
PUT /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy
F4-118 BRBH
24 =% SR R
instance_id 2 String IAMBHA IO SEFIRg 2 B E—R
IRFF (ID) »
permission_se | 2 String BIREMNEBH—RRRT
t_id (ID) .
IBRESH
% 4-119 153K Header 2%
85 =AWk SHERR R
X-Security- B String WRIEEFERIRILEEE, U
Token Lttheader2%FEHY, %BERI
HZeEENTedHE (8FS
) o
BRAKE: 2048
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IAM B{p el
AP| &%

4 API

2 4-120 53K Body S

S ey SRR iR
custom_policy | 2 String ERNEINRENEEX FDR
=98
BRIMRE: 1
BXEE: 131072
)24
KL 400
2 4-121 IR Body &8
2 SR R
error_code String EIRg
error_msg String BIRER
request_id String 1EKE—IRIR
encoded_auth | String INZEREIRER
orization_mes
sage
KEB/: 403
% 4-122 IR Body 2%
28 SR A
error_code String =g
error_msg String EIR(E8
request_id String IEKE—FRR
encoded_auth | String NZRERER

orization_mes
sage

RAE[L: 409

MAERRAS 02 (2025-08-21)
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AP| &%

4 API

iERBI

N Rz~

I NTE

2 4-123 I Body 2%

orization_mes
sage

2% SHRE R
error_code String TR eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIRIEE

EREERIRETFINEEX BHHRE

PUT https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy

{

"custom_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Deny\" \"Action\":
[\"organizations:ous:delete\"],\"Condition\":{\"StringEquals\":{\"g:ResourceAccount\":

[\"0a6d25d23900d45c0faac010e0fb4de0\"]1}}}]}"

}

52 RS

52 ERE .

4.3.8 PR EEX B0 R

URI

MpREENRETHIBEE X SHOREE . HHRERERARNEERSSIENIRSET
EERAIRIKSER

DELETE /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-

policy

MAERRAS 02 (2025-08-21)
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APl &% 4 AP

% 4-124 BESH

2% =% SR A

instance_id 2 String IAMBHA IO SEFIR 2 B E—R
R (ID) o

permission_se | & String MIRENZBH—FRRRT

t_id (ID) &

BREH
2 4-125 i53K Header ¥

2% =Rk SR faR

X-Security- & String WRIEEFERIRITZEEE, U

Token ttheader@ 4 FERY, (BRI
HNZeERENZeSME (SFS
) .
BAEKE: 2048

VRS54
RAE: 400

= 4-126 iz Body S

S8 SR PG
error_code String e
error_msg String HEIRER
request_id String IERE—HRIR
encoded_auth | String NZRERER
orization_mes

sage

RSE5: 403

2 4-127 0[; Body 2%

2H SR iR
error_code String EIRg
error_msg String BIRER
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APl &% 4 API
2H SR iR
request_id String 1EKE—IRIR
encoded_auth | String INZEREIRER
orization_mes
sage
=P

il iz 73~f51

N

URI

MIpsIEEPRERRIEE X SDREE

DELETE https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-policy

ENSIEEMNREXKIIKSIIR . HREREHANNEEKRSHENRSETE
ERIARKSER.

GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/accounts

% 4-128 BRRSH

2% =A%k SR RER
instance_id 2 String IAMBHf ISR 2 B E—R

17 (ID)

permission._se | 2= String WIREER S BIE— MR
t id (ID) &
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AP| &% 4 API
2 4-129 Query 2
2% =A% SR 1)
limit S Integer BMEKREINRKERE.
=ME: 1
BRXA{E: 100
fR&E: 100
marker & String S TIRFRIC.
RIMKE: 24
BRAKE: 24
provisioning_s | & String BIREDEIRE -
tatus KEME:
o LATEST PERMISSION_SET
_PROVISIONED
e LATEST PERMISSION_SET
_NOT_PROVISIONED
IBREH
K 4-130 153K Header 2#
¥ BRWIE SHEER i)
X-Security- & String WMREEFERIRITZEETE, T
Token Ittheader@ % FERY, Z(ERIG
HZeZRENZESHE (8FS
) .
BAKEE: 2048
R3S

WRERS: 200

2 4-131 IR Body 2%

2% SR f#iA
account_ids Array of KSIDFIE,
strings
page_info Object BENERIINR.
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AP| &% 4 AP

2 4-132 page_info

2% SHRE R
next_marker | String WMRFE, WRRATANmEE SN E

EEE ., EXHRMENRLART, ERSiER
SHPFERILE, DEREGMEN T35 . &5
ZEEMEE, BZInext_markerliizrcEiR[E]

Anull,
current_count | Integer AREIEZBHE.
K& 400
% 4-133 IR Body 244
8% e et ik
error_code String LI
error_msg String BIREE,
request_id String ERE—IRIR
encoded_auth | String INZRIEIRER .
orization_mes
sage
REHB: 403
7 4-134 IR Body &%
2% SR R
error_code String BIZE,
error_msg String HEIRER.
request_id String TERE—IRIR
encoded_auth | String IIENEIRIER .
orization_mes
sage

15K
B SIEEIREX KIS TIE.

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/accounts
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AP| &%

4 API

N Rz 7~

T

URI

KEB: 200
Successful

{

"account_ids" : [ "9ced4bf2b81c086cf24fd70c3932f84f" ],

"page_info" : {
"next_marker" : null,
"current_count” : 1

IREVAINENSERREPHIR GO RETIIR . LR FREERARIEEKSTUER

RS EFEEERAIARIKS AR

GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-

policies

% 4-135 IRIZSH

8% 2RIk SR fER

instance_id 2 String IAMB oL SERI £ BE—FR
IRFF (ID) &

permission_se | 2 String BIRENE BHE—IRRFF

t_id (ID) &

K 4-136 Query ¥

2% =AWk SR ik

limit =S Integer BMNERIREIIERALERE .
=BIME: 1
BRAXE: 100
fREfE: 100
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APl &%& 4 API
2 BRI SR i)
marker &= String PRS-
BMEE: 24
BRAKE: 24
BRSH
2 4-137 153K Header 2#
2% =A% SR T
X-Security- 5 String MREAEFEAIRZEENRE, U
Token ttheader@WFEHY, 1ZERI
HZeERNEZe<SHE (21ES
) .
BRAEKE: 2048
IR S5

WRE&ES: 200

7= 4-138 IR Body &%

24 SHR

faR

attached_ma | Array of
naged_polici | objects
es

IAMZEZ S D ERIZTIZE

page_info Object

B0 NERHIER.

2 4-139 attached_managed_policies

2% S¥RT R
policy_id String IAME R B D RIEHE—IRIR

=R/IMKE: 20
BEAKE: 2048

policy_name | String

IAMERZ B 1D REEEFR-
BME: 1
BAEKEE: 100
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AP| &% 4 AP

£ 4-140 page_info

2% SHRE R
next_marker | String WMRFE, WRRATANmEE SN E

EEE ., EXHRMENRLART, ERSiER
SHPFERLE, LEREEEN T 895 ,a:
ZEEIIRIE, HEInext_markerlgirtEEIR

Aanull,
current_count | Integer AREIEZBHE.
REMB: 400
% 4-141 R Body 244
2% SR fHiA
error_code String LI
error_msg String BIREE,
request_id String ERE—IRIR
encoded_auth | String INZRIEIRER .
orization_mes
sage
KREE: 403
K 4-142 [0 Body 2%
2% SR fik
error_code String BIZE,
error_msg String HEIRER.
request_id String TERE—IRIR
encoded_auth | String INEREIRER .
orization_mes
sage

15K
REVFINENSEIIREN R A S B ERIETIE

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-policies
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4 API

Nl Mz 73~
REB: 200
Successful

{

"attached_managed_policies" : [ {

"policy_id" : "848805579*******+**+*)3de60620a5",

"policy_name" : "sys_example_456"
1]
"page_info" : {
"next_marker" : null,
"current_count" : 1

}
}
7N
1%%%%&:\55 °
tHI=0

4.3.11 FUHBPREMRSEORE

IREN 4R
EEEL AP IOIIRETRS TIRSTIR . LT
EESRRIMAKSTER.

URI

ReeRBALRANEERKSIIE RS

GET /v1/instances/{instance_id}/permission-sets/provisioning-statuses

#* 4-143 BRRSH

2% =A% SR 1)
instance_id 2 String IAMB{o LB £ BE—FR

1% (ID)

K 4-144 Query ¥

2H eI SHERE

ik

o | W

limit

Integer

BNMBERREIRIRKER
R/ME: 1

&AME: 100

ThEME: 100
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APl &% 4 API
2H BRWIE SR fHR
marker &= String PRS-

BMEE: 24
BRAKE: 24

status B String IRIBEE B ERIRIPIRES
LIS
KA

e IN_PROGRESS
e SUCCEEDED

e FAILED
BRSH
7 4-145 153K Header 2%
2% BE W% SRR ik
X-Security- S String WMREEFERIRITZEETE, T
Token Ittheader@FERY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
D)2

WR&E: 200

% 4-146 I Body S

28 SR R

permission_s | Array of WPREEVIAS
ets_provisioni | objects

ng_status

page_info Object B RERIINR,

R 4-147 permission_sets_provisioning_status

2% SR iR
created_date | Long WPREEBIFEH R
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APl &% 4 API
2% SRR fik
request_id String TEKME—TIR

=/NME: 36
RAKE: 36
status String PPRERRDURES
K=E:

e IN_PROGRESS
e FAILED

e SUCCEEDED

€ 4-148 page_info

2% SHARTY A
next_marker | String WMREFE, NWFRRTHANEEE SN E S

N2 . EXNRENELEERS, TERSIEK
SHPERIE, DERBEEN T 59 &
ZEEIRIE, BZnext_markerlgizcZEiR[E]

Fanull,
current_count | Integer AMREIZB#HE.
KRE&ME: 400
% 4-149 K7 Body %
8% e el iR
error_code String e
error_msg String BIREE
request_id String 5 KE—FRR
encoded_auth | String NZRERER
orization_mes
sage

R&G: 403
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IAM BH{p el

APl &% 4 API
2 4-150 IR Body &%§
2% SHRT R
error_code String EIRg
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String INZREIRER
orization_mes
sage
=GNl

EIE LA FRIUIRER D BOIREIIR .

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/provisioning-statuses

N Mz 73~
KEB: 200
Successful

{

"permission_sets_provisioning_status" : [ {
"created_date" : 1677175760379,
"request_id" : "1c8c7c49238e605a11775963d34cad92",
"status" : "IN_PROGRESS"

1

"page_info" : {
"next_marker" : null,
"current_count” : 1

}

}
NG

B % 'lklu\ﬁqo
e

5= WHEIRE .
4.3.12 U PREE
TheEEN4B

EIHEELAI TRINIRESIZER . tHRERBERALRNEERS I ENRSZIEEER

E{JE‘ZJ\*{X’SIH}EHO
URI

GET /v1/instances/{instance_id}/permission-sets

SASRRAS 02 (2025-08-21) WRIERE © EARITERARERAF
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APl &% 4 API
x 4151 BiZ3¥
BH W% SR R
instance_id 2 String IAMB 1 FOLIE B HE—FR
IRFF (ID) &
2 4-152 Query 2
8% B Wi%E SRR ik
limit B Integer BMEKREIPERAERE.
=BIME: 1
BRAE: 100
ERE1E: 100
marker &= String SRS o
RAVMKE: 24
BRAKE: 24
permission_se | & String NREN 2 BHE—FRRRT
t_id (ID) .
name & String PREZFR
ERSH
% 4-153 53K Header 2%{
B8H EE W% SR R
X-Security- & String WRIEEFRIRITLZEEE, U
Token Ittheader@ &MY, ZEZI
HNZeEENTe<HE (8FS
) o
BRAKE: 2048
D)VE25d
RS 200
= 4-154 IR Body 2%
8% SHEE it
permission_s | Array of WPREEFIZE
ets objects
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2% SR fEA
page_info Object BEPREERAINIR,
2k 4-155 permission_sets
2% SR fHiA
created_date | Long I PREEAIBIFERTIE]
description String W PREERYHEIA
BIMEE: 1
BAKE: 700
name String PREERIETFR

BIM<E: 1
RAKE: 32

permission_se | String
t_id

PRERIE—IRIR o

relay_state String

ﬁﬁg&ﬁ%é%ﬁ:‘&ﬁiftﬂﬁqﬂiféFDUF_\'ZﬁHEF%EF'E’\J
AR

BM<E: 1
BAKE: 240

session_durati | String
on

N e P AIETEISO-8601 1R ER B RAYATE
KE.

RIMKE: 1

RAKE: 100

permission_ur | String
n

PREERIF—RIFETR (URN ) o

2 4-156 page_info

2% SHE

ik

next_marker String

WMRFE, UFRRTHHmEE ST ES
N2 . EXRENELEERS, TRSiEK
SHPFERLE, DEREGREHN T35 . &5
%EEEBEQVE , EZlnext_markerlgizcEIR[E]
Janull,

current_count | Integer ATUREIZBEHE.
K&HS: 400
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APl &% 4 API
2 4-157 0 Body 2%
8% e el ik
error_code String HEI=A3
error_msg String EIRER
request_id String 5 KE—FRR
encoded_auth | String MZREREE
orization_mes
sage
REB: 403
2 4-158 IR Body 2%
2% SR R
error_code String 21=g
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String INZREIRER
orization_mes
sage
1=
EiFtEESLI RN RERSIZR
GET https://{hostname}/v1/instances/{instance_id}/permission-sets
i Rz 735
RE&EB: 200
Successful
{
"permission_sets" : [ {
"created_date" : 1677175760379,
"description" : "GN FREET",
"name" : "test_ps_1",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"relay_state" : "",
"session_duration" : "PT4H",
"permission_urn" : "ldentityCenter::system:permissionSet:ps-8603aaaaaaaal4bd"
11
"page_info" : {
"next_marker" : "649040aaaaaaaaaaaa3e3050",
"current_count" : 1
}
}
SCRSRRA 02 (2025-08-21) IR © EREH BRABIRAT 74



IAM Bl

APl &% 4 API
IRAHD
Etgml{ﬁm Eg o
e
B2NEIRE,
4.3.13 BIEINRE
THRENE

EEENIAMBDHROSLAIRBIE—MURE . tHRFREEMABRIIEEWRSIIFH
RS EFEEERAIARIKS AR

URI
POST /v1/instances/{instance_id}/permission-sets
£ 4-159 RIZBH
S8 =AWk SR R
instance_id 2 String IAMEB UL E B HE—FR
RFF (ID) o
IBRESH

2 4-160 153k Header 2%
28 BE W%k SR iR

X-Security- B String WMRIEEFERIGIZEERE, U
Token Itheader@ &R, ZERIR
=2 ERNZE<SHE (215
B2 o

BRAKE: 2048

2 4-161 153K Body 2%

¥ 2R IE SRR A
description & String W REEHEIA

BME: 0
BAEKE: 1024
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APl &%& 4 API
2H BRWIE SR fHR
name 2 String PRERZFR
BMEE: 1
BRAKE: 32
relay_state B String BFEEREEmIbEIE ERE
m R FEFEFIIREF.
BME: 0
BAXEE: 240
session_durati | & String N EEEFRRAFPSIATEISO-8601
on FREPBAIRTERE .
BIVEE: 1
BXEE: 100
tags & Array of ERMNEFPREERIIRES .
objects $RISEE: 0 - 50
# 4-162 tags
B8H =AWk SR faR
key 2 String s e
BIEE: 1
BXEE: 128
value = String EE, JLUATERS, B
AggAnull,
RIMKE: 0
BAKEE: 255
D)VES54
RSB 200
7 4-163 gk Body S
2H SRR it
permission_s | Object BENREIFMEERINTR,
et
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APl &

4 API

& 4-164 permission_set

2% S¥RT iR
created_date | Long W PREERYBIFERTIE] o
description String PR EERYHEIAR
BIME: 1
RAKE: 700
name String PREERIBTR

BIM<E: 1
RAKE: 32

permission_se | String
t id

I BREEAIME—HTIR o

relay_state String

%i&ﬁ%é%{ﬁﬁﬁiftﬁﬁﬂiﬂiﬁ%Fqu_\'Z%EF%EF'E’\J
ﬁﬁ o

BME: 1
BAEKE: 240

session_durati | String
on

N R FE AP AIEEISO-8601FrEH B MAIATE
KE.

BIM<E: 1

BAKEE: 100

permission_ur | String
n

PREERIF—RIFETR (URN) o

W&G: 400

2 4-165 L7 Body %

28 SR A
error_code String EIRS
error_msg String EIRER
request_id String TEKIE—IRIR
encoded_auth | String IERIEIRER
orization_mes
sage
KEMHB: 403
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APl &% 4 API
7 4-166 gL Body 2%
S SRR T
error_code String HEI=A3
error_msg String HIREE
request_id String 5 KE—FRR
encoded_auth | String MZREREE
orization_mes
sage
K& 409
% 4-167 K Body 2%
2% SR R
error_code String TR eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String INZREIRER
orization_mes
sage
=Pl
FEIEEIAMB DO LFI P EIE—MIREE.
POST https://{hostname}/v1/instances/{instance_id}/permission-sets
{
"description" : "$rERAIRPRE",
"name" : "FiEERE",
"relay_state" : "",
"session_duration" : "PT8H",
"tags" : [ {
"key" : "tag_k",
"value" : "tag_v"
11
}
M 7~ A5
RS/ 200
Successful
{
"permission_set" : {
"created_date" : 1677175760379,
"description" : "$FEERAINREE",
SCASRRZAR 02 (2025-08-21) WRINERE © £ ATITERABIRAE 78
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"name" : "FEEAPREE",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"relay_state" : "",
"session_duration" : "PTTH",
"permission_urn" : "ldentityCenter::system:permissionSet:ps-8603aaaaaaaal4bd"
}
}
K&
1%%%%&:\55 °
H 0
e

4.3.14 F B D BeEWSAINRE

ab
THEEN R

SN EGIEERSHIRETIR . HRFREERBRNEEKSIIFNRSEITE
ERAIp RIS .

URI

GET /v1/instances/{instance_id}/permission-sets/provisioned-to-accounts

% 4-168 RIS

2 =AWk SR A

instance_id 2 String IAMEB 3 FOLBI 2 B HE—FR
RFF (ID) o

2 4-169 Query ¥

2 A% SR T

limit B Integer BMBERIREINGEARERE .
=IME: 1
B&=X{E: 100
fR&(E: 100

marker & String S TAFRIC
RIMKE: 24
RAKE: 24

account_id 2 String KEHHE—SMHIRR,
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2% BEWI%E SRR ik
provisioning_s | & String PPREFEBURZ
tatus e
e LATEST _PERMISSION_SET
_PROVISIONED
e LATEST_PERMISSION_SET
_NOT_PROVISIONED
BRBH
% 4-170 153K Header &%
2% =A%k ST iR
X-Security- & String WRIEEFERIRITZEETE,
Token Ittheader@FERY, ZERIR
HZeEENZeSE (SEFS
B2 o
BAKE: 2048
NSS40
REFB: 200
% 4-171 IR Body £
2 S¥En A
permission_se | Array of WEEIBRMHRINREIDTIZE
ts strings
page_info Object BESEENNR.
Z 4-172 page_info
8% SHE ik
next_marker | String WMREFE, NWFRRTANEEE SN AE s
A Z . FEXHEERIREEAMBYH, EiRsEK
SHPERLE, LUREUESEHNT—885 . B
ZEEIMIEE, BEEInext_markerliizTEIRE]
Fanull,
current_count | Integer ATUREIZBHE,
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RAEG: 400
7 4-173 gk Body S
84 SHER e
error_code String e
error_msg String BIRER
request_id String IERE—RIR
encoded_auth | String NZREIRER
orization_mes
sage
RE/: 403
2% 4-174 K7 Body %
2% SR R
error_code String TR e
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String INZEREIRER
orization_mes
sage
=Rl
BN BCAIEERS AN RESIZE .
GET https://{hostname}/v1/instances/{instance_id}/permission-sets/provisioned-to-accounts
B aat]l
R&ES: 200
Successful
{
"permission_sets" : [ "ps-8603aaaaaaaal4bd" ],
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
RS
B2 RSB,
N5k 02 (2025-08-21) RN © L ARITERAGRAS 81



IAM Bl

APl &% 4 API
L
152 W=D
4.3.15 T ECAPREE
IheeNnA
BEENREMDEEIEERS . IHR(ERBERANNEERSTENRSZITEERE
SRR RKSTEA
URI
POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/provision
F 4175 BRBY
8% BE W% SRR 1k
instance_id = String IAMBHR RO LBIR £ B HE—R
IRFF (ID) &
permission_se | 2 String BIRENE BHE—IRREF
t_id (ID) &
IBREH
% 4-176 153K Header 2
2% BEWI% SR R
X-Security- S String MREAEFEARZEENRE, T
Token Ittheader@ TR, ZERIG
HZeEENZeSHE (2EFS
FE) o
BRAKE: 2048
& 4-177 153K Body 2%
e EEWI%E SR R
target_id & String WSID,
target_type 2 String ClEYPERISLIASLEY,
KEME:
e ACCOUNT
e ALL PROVISIONED_ACCO
UNTS
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RS E
REMB: 200
7 4-178 gk Body S
¥ SHERR iR
permission_s | Object BENREREDURSFAEENIR,
et_provisioni
ng_status
2 4-179 permission_set_provisioning_status
2% SHER R
account_id String KSRIE—BHIRR .
created_date | String WPREEBIFZ B A
failure_reason | String LWEE
permission_se | String PPREEME—RIR
t id
request_id String 15 RME—RIR
RAMKE: 36
RAKE: 36
status String PPRERBUR S
WA
o IN_PROGRESS
e FAILED
e SUCCEEDED
RSB/ 400
7 4-180 gL Body 2%
2% SRR N
error_code String EIRg
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String INZERIEIRER
orization_mes
sage
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4 API

WR&G: 403

2= 4-181 IR Body 2%

2% SRR R
error_code String EELIE]
error_msg String BIRER
request_id String iEKMEE—RIR
encoded_auth | String INZEREIRER
orization_mes

sage

REB: 404

2 4-182 IR Body 2%

2H SR iR
error_code String =D
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String IIENEIRIEE
orization_mes

sage

BRI

BHEENPREMD ECLLIEEMKS -

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/provision

{

"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"

i Mz 73~ 51
REB: 200
Successful
{

"permission_set_provisioning_status" : {

"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",

"created_date" : "1677175760379",
"failure_reason" : "",

"permission_set_id" : "ps-8603aaaaaaaal4bd",
"request_id" : "a1177591c8c7c49238e60563d34cad92",

MAERRAS 02 (2025-08-21)
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"status" : "SUCCEEDED"

RS
1%%%%&; ﬁg o
TES
BSIEIRB.
4.3.16 HIINREROEIASIFIE
IheeENA
RIBIEKRID, BN REMSECKSRIFERER . WRIEREARALRIEEKSIIE
HIRSEITEERIM RS ER .
URI
GET /v1/instances/{instance_id}/permission-sets/provisioning-status/{request_id}
* 4-183 BIZBY
8% =W SR 1k
instance_id 2 String IAME {3 OLB 2 B HE—FR
IRFF (ID) »
request_id 2 String TERAIE—IRIR
IBRESH
K 4-184 153K Header 2#
24 =% SRR R
X-Security- B String MREAEFEAIRZEENRE, U
Token Ittheader2 % &EHY, ZE=EI
HZeEENEedHE (2EFS
) .
BRAKE: 2048
V254

W&G: 200

M HGRA 02 (2025-08-21) WA © EARTERABIRAE 85



IAM B{p el
AP| &% 4 AP

7 4-185 IR Body &%

84 SHRE RhR

permission_s | Object BENRERDURSFMAEEANIR,
et_provisioni

ng_status

2K 4-186 permission_set_provisioning_status

2¥ SR fi#iA

account_id String KSHIE—BHIRR.
created_date | String WPREEBIFZE B R
failure_reason | String LMRE
permission_se | String BPREEME—RIR

tid

request_id String TEKE—ITIR

RMKE: 36
RAKE: 36
status String I PRERAVRS
K2ME:

e IN_PROGRESS
e FAILED

e SUCCEEDED

REERS: 400

2 4-187 IR Body 2%

2% SHE iR
error_code String EIRS
error_msg String HRER
request_id String 1EKIE—IRIR
encoded_auth | String INZEREIRER
orization_mes

sage

W&G: 403
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X 4-188 Ui Body 2#f
2% SR fEiA
error_code String FEL)
error_msg String HIREE
request_id String ERE—FRR
encoded_auth | String INZREIRER
orization_mes
sage
K&MB: 404
7= 4-189 gL Body %4
2% SR fEiA
error_code String e
error_msg String HIREE
request_id String IERE—HRIR
encoded_auth | String INZREIRER
orization_mes
sage
15K~
RIEIESRID, EIENRERDECASHYFIBER .
GET https://{hostname}/v1/instances/{instance_id}/permission-sets/provisioning-status/{request_id}
i 7~
R&FB: 200
Successful
{
"permission_set_provisioning_status" : {
"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"created_date" : "1677175760379",
"failure_reason" : "'
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"request_id" : "a1177591c8c7c49238e60563d34cad92",
"status" : "SUCCEEDED"
}
}
NG
B IREE .
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L
B2 W=D
4.3.17 HINREGHKEE
INREN4A
RN REFRINR SRS . tR(EFREMALRNEERSHIENRSZEZITEE
BRI RMESTER .
URI
POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-
managed-role
+ 4-190 BEZBH
¥ =AW SHEER iR
instance_id 2 String IAMBHR RO LBIR L B HE—R
IRFF (ID) »
permission_se | 2 String BIRENE BHEE—IRREF
t_id (ID) »
iBREH
K 4-191 153K Header 2#
S =AW SHER U
X-Security- & String WMRIEEFERIRITZEEE,
Token ttheader2 % FEHY, Z(BEZIR
HNZeEENTe<H (2FS
B2 o
BAKEE: 2048
7 4-192 {53k Body 2%
2 =A% SHLR faR
managed_role | 2 String IAMER SRS HE—HRIR
_id
managed_role | & String IAMESRHRIEETR .
-hame =IMKE: 1
RAKE: 128
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ID)VE=S5't
WREM: 400
3 4-193 ljgR Body &
2% SR ik
error_code String LN
error_msg String EIRER.
request_id String IERE—FRR,
encoded_auth | String IENEIRER .
orization_mes
sage
RE&HB: 403
& 4-194 L7 Body %1
2% SR A
error_code String IR,
error_msg String HEIRER
request_id String TBKE—ITIR
encoded_auth | String INEREIRER .
orization_mes
sage
REM: 409
% 4-195 @R Body 2%
e SR fix
error_code String EIRE,
error_msg String HEIRER.
request_id String ERME—RR,
encoded_auth | String IIENEIRIER .
orization_mes
sage
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ISR
ISR PR EE RN R S5 o

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/attach-managed-
roles

{
"managed_role_id" : "ba5146848aaaaaaaaaaaa03de60620a5",

"managed_role_name" : "role_example_456"

}
N Rz 71

%
AT

e
R

BENERS.
4.3.18 HFRER GRS
TORENA

IR RSP R AR . MR R A R ST N IS ST SRR

HIRL R A SRR
URI

POST /v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-
managed-role

#* 4-196 BIRSH

2% =% SR A

instance_id 2 String IAMBHA IO SEAIRg 2 B E—R
RFF (ID) »

permission_se | & String MIRENZBHE—FRRRT

t_id (ID) &
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IERSH

% 4-197 i53K Header 2%

2% =AUk ST ik
X-Security- S String MREAEFEARZEENRE, T
Token Ittheader@ &M, ZEZIR
%2 ERENZeS (215D
R2) o
BRAKE: 2048
3 4-198 153k Body &
2% =R WI% SR fiEid
m;naged_role 2 String IAMERZ RIS HE—RR .
i
N Rz 4L
KR&ME: 400
& 4-199 N[IL7 Body %1
2 SHE 215
error_code String 2=,
error_msg String HEIRER.
request_id String TEKME—ITIR
encoded_auth | String INEREIRER .
orization_mes
sage
RE&M: 403
% 4-200 I Body 2%
2% SR fik
error_code String EPELIE N
error_msg String HEIRER.
request_id String TERE—IRIR
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2% SR fik
encoded_auth | String INEREIRER .
orization_mes
sage

REB: 404

% 4-201 I Body 2%

2 SR R

error_code String LI
error_msg String EIREE.
request_id String TBKME—ITIR
encoded_auth | String INEREIRER .
orization_mes

sage

15 Gl
HIRR S AR PR EE R U R G2 .

POST https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/detach-managed-
roles

{
"managed_role_id" : "ba5146848aaaaaaaaaaaa03de60620a5"

}
N Rz~

.
RS

B2 RSB,
=

BESIEIRB.
4.3.19 FIH R R KR
IHEENA

IREGAINEHSERREPRIRARIET IR . HHRERERARNEERSEIENIRS
EIEEE R RIS TER .
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URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-
roles
X 4-202 BRZSH
ol =AWk ST R
instance_id 2 String IAMB oL SEBIR £ BE—FR
IRFF (ID) &
permission_se | 2 String BIREMNEBH—IRRRT
t_id (ID) &
Z 4-203 Query 3#
B8H =% SR ik
limit =S Integer BMEKRREIPERAERE.
=BIME: 1
BRAE: 100
fR&(E: 100
marker & String P IRFRIC
RIMKE: 24
RAKE: 24
IBRESH
7 4-204 {53k Header 2%
2% =% SR ik
X-Security- & String WMRIEEFERIRIT L2 ETE,
Token ttheader2 &R, Z(EZIR
NZ2ERENZESE (2159
B2 o
BAKEE: 2048
VRS54
RE&ES: 200
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7= 4-205 IR Body &%

2% SRR fEiA

attached_ma | Array of IAMRSERRESIZR .
naged_roles | objects

page_info Object BESERIINR.

2K 4-206 attached_managed_roles

2H SR iR
role_id String IAMERFE RIS HE—HRIR .

=AMKE: 20
BAKE: 2048
role_name String IAMEZREEZTR o
BAMKE: 1
BXIKE: 100

2K 4-207 page_info

2% SHRT R
next_marker | String WMMRFE, WERRTANEmEtESmENHEE

EEE ., EXHRMENRLART, ERSIER
SHPFERLE, DEREGmEN T35 . &5
ZESIIRE, BFInext_markerlg i tEEIRE]

Aanull,
current_count | Integer AREIZBHE,
K& 400
7= 4-208 g5 Body %]
e SR ik
error_code String FESIER
error_msg String HEIRER.
request_id String TERE—IRIR
encoded_auth | String IIENEIRIER .
orization_mes
sage
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WR&G: 403

7= 4-209 IR Body &%

2 SR R

error_code String LI
error_msg String EIREE.
request_id String TEKME—TIR
encoded_auth | String INEREIRER .
orization_mes

sage

RN
REVRINEIS PR IO RSERBETZ .

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/managed-roles

N Rz 73~/
REB: 200
Successful

{
"attached_managed_roles" : [ {
"role_id" : "ba5146848aaaaaaaaaaaa03de60620a5",
"role_name" : "role_example_456"

1p]é\ge_info" {
"next_marker" : null,
"current_count" : 1
}
}
N
BESIREH .
=Sl
ESEIRE .
4.3.20 SREN BCLEPREERY B E M R
TheeN4a

IRV ECAURERIBE MRS . R FRAERARNEEKSTUENRSEZIEEIE
SRR RS .
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URI
GET /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
£ 4-210 BRERSH
¥ BRI SHEER i
instance_id 2 String IAM Identity CentersEfIf9L£ B
ME—+RRAF (1D)
permission_se | 2 String BIRENE BHE—FRRRF (1D)
t id
iBREH
2 4-211 153K Header 2%
2% =Rk SR A
X-Security- B String MREAEFEAIRZEENRE, U
Token Lttheader2WFEHY, 1ZERI
HNZeZRENZESHE (SEFS
) o
D)VES58
RE&ES: 200
2 4-212 I Body 2%
¥ SR A
custom_role | String MIDNZUAPREERY B TE M R 1K
BME: 1
BAEKE: 131072
REB/: 400
% 4-213 IR Body £#{
2% SR R
error_code String EIRg
error_msg String BIRER
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2H SR iR
request_id String 1EKE—IRIR
encoded_auth | String INZEREIRER
orization_mes
sage

KESFG: 403

2 4-214 AR Body 2%

B8H SHERR U
error_code String L]
error_msg String HIREE
request_id String KE—FRR
encoded_auth | String INZREIRER
orization_mes

sage

=P Nl

SREX D Fsa N PRERI H E X 2R B%

GET https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
I 7~

RSB/ 200

{
"custom_role" : "{\"Version\":\"1.1\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"example:*:*\"]1}]}"
}
RSB
B2 RSB,
TEL
152 =B
= \\
4.3.21 B BENREEMINZIPRE
IhEeNna

KB E X REEMINZINPRE . tHRERERARNEERSHIENRSZITEERN
PR RMKSIER o
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URI
PUT /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role
£ 4-215 BIZBH
28 Py p i SHEER )%
instance_id = String IAM Identity CentersLIRYZ /5
H—+RRFF (1D)
permission_se | 2 String PIRENEBHE—IRRFF (1D)
t id
BRkSH
2 4-216 153K Header 2%
28 =EWIE SRR )%
X-Security- S String WMRIEEFERIRIZEEE, U
Token ttheader2 BRI, Z(EZIR
HZeERNZE<SHE (£15S
) .
% 4-217 153K Body S
2¥ BRIk SR iR
custom_role | 2 String EMFINRINPREERI B E X RHE
BIVMEE: 1
BAEE: 131072
il fiz &8
RSB 400
% 4-218 I Body £%{
28 SR )%
error_code String e
error_msg String BIREE
request_id String I KE—FRR

MAERRAS 02 (2025-08-21)
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28 SR A
encoded_auth | String INZERIEIRER
orization_mes
sage

KESFG: 403

% 4-219 QR Body 2
2 SR R
error_code String EIRS
error_msg String BIRER
request_id String 1EKIE—IRIR
encoded_auth | String INZEREIRER
orization_mes
sage

KEB: 409

% 4-220 QR Body 2
S8 SR A
error_code String EIRS
error_msg String BIRER
request_id String TEKIE—IRIR
encoded_auth | String IERIEIRER
orization_mes
sage

=Rl

N Mz 73~ 51

B E ) ERER M INEIIPREE

PUT https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role

{

"custom_role" : "{\"Version\":\"1.1\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"example:*:*\"]1}]}"

}

p

MAERRAS 02 (2025-08-21)
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N

ThEEN 4R
RIS ENPREFHIEEN KL . HHRERBERANNIEERSHIENRSZITEE
SRR RKSTER
URI
DELETE /v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-
role
F 4-221 BRBY
2% BEWIE SRR R
instance_id = String IAM Identity CentersLIRY2/F
H—FRREE (1ID)
permission_se | 2 String WREN L BME—HRRS (ID)
tid
BRESH
2 4-222 153K Header 2%
8% =R W% SR R
X-Security- B String WRIEEFERIRIZEEE, U
Token ttheader2%FEHY, %BERI
HZeEENTedHE (8FS
) o
=25
R&ES: 400
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K 4-223 I Body 2%

S SR R
error_code String EIRg
error_msg String BIRER
request_id String iEKME—RIR
encoded_auth | String INZEREIRER
orization_mes

sage

KEB: 403

K 4-224 I Body 2%

S8 SR A
error_code String =g
error_msg String HIREE
request_id String 5 KE—FRR
encoded_auth | String NZRERERE
orization_mes

sage

ISR
HIRR S EAR PR EE R0 9 22 X SRR

DELETE https://{hostname}/v1/instances/{instance_id}/permission-sets/{permission_set_id}/custom-role

N Mz 73~

%
RS

BB RSB,
Hixhg

52 EIRB .
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4 API

4.3.23 EENREEEIER

TORENA

EINIRERIER . HRFREERBANNEEKSIFNIRS ZIEEERRAIRRMK

=AM,
i
R0 LATEAPI ExplorerdifFisiziEz [, STIFEIAIELIN . APl Explorera]LABRI4ERL
SDK{CRERI, FHEHSDKACEERBIEIXINEE .
URI
GET /v1/instances/{instance_id}/permission-set-summary
+4-225 BRRBY
2% EawI% SR ik
instance_id = String IAM Identity CentersLIRY2/F
H—+RREF (ID)
RS
7 4-226 153K Header 2%
e EEWIE SR R
X-Security- B String WRIEEFERIRILEEE, U
Token Itbkheader2% @09, (BRI
HZeEENTeSHE (8EFS
) .
InJVE=S5't
RS 200
K 4-227 g Body 2%
e SRR A
permission_sets Long ECIZRINIREH =
permission_sets_q | Long I PREEACER

uota

permission_policy | Long
_count_quota

SV BREE AT 4D ERYERARACER
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IAM BH{p el

APl &% 4 API
2 SRR g
permission_policy | Long FFRPRET P ERIS 15 SR HCER
_quota

REES: 400

K 4-228 I Body 2%
¥ SRR ik
error_code String ST
error_msg String BIREE
request_id String TERE—IRIR

RSB 403

Z 4-229 Ui Body 2%
2% SHER )%
error_code String e
error_msg String BIRER
request_id String 1B KE—IRIR
encoded_authoriz | String INZREIRERE
ation_message

=Rl

EINRER SIS EER
GET https://{hostname}/v1/instances/{instance_id}/permission-set-summary
M Rz~
REEG: 200
Successful
{
"permission_sets" : 50,
"permission_sets_quota" : 20,
"permission_policy_count_quota" : 20,
"permission_policy_quota" : 10
}
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REB

RSB 0%

200 Successful

400 Bad request

403 Forbidden
e

B2 EIRE

4.4 WSHEEE
4.4.1 fRIpEMKS o B

INEEN4A
FRIEEINRENEENK SR EARIIBIASIR, EAETAIAME DB
FBRH, tHRERsEAALHNERKSIIENRSEZITEERIIARKSER
URI
POST /v1/instances/{instance_id}/account-assignments/delete
£ 4-230 BRBH
2% =% SR A
instance_id 2 String IAMBHA IO SEFIg 2 B E—R
R (ID) o
BRESH
% 4-231 153K Header 2%
2% B SR faR
X-Security- & String MREAEFEAIRZEENRE, U
Token ttheader2 W ER, 1ZERIR
NZeZRENZESHE (SFS
) .
BAKE: 2048
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7= 4-232 153k Body &4
2% BEWI% ST (i35
permission_se | 2 String W PREEME—HRIR
t id
principal_id 2 String IAMEHRFOF—PDEARED
H—trR, BIAIEPEARE.
principal_type | 2 String SCiRZERY,
MzE:
e USER
e GROUP
target_id = String BirS BHIRR o
target_type = String SheSiN
wzE:
e ACCOUNT
[ e
RE&ES: 200
% 4-233 5 Body %
e SHRT R
account_assi | Object AT PRER I TIRSAINT R o

gnment_dele
tion_status

£ 4-234 account_assignment_deletion_status

2% SR fHiA

created_date | Long tIZBH.

failure_reason | String KWIREA ,

permission_se | String WPREEME—HRIR

tid

principal_id String IAMBARHROFR— SRS D E—IRIR, FIa0

FFsRAFA.

MAERRAS 02 (2025-08-21)
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APl &% 4 API
28 SR A
principal_type | String #BRFROSCIRSEEY,

WA
e USER
e GROUP
request_id String IEKE—FRR,
status String I PRERBURS
e =
e IN_PROGRESS
e FAILED
e SUCCEEDED
target_id String BRI —HRIR
target_type String SCIRZEEY,
e =
e ACCOUNT
RE&E: 400
% 4-235 [[IRT Body 2%
2H SR iR
error_code String TR eI
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String IIENEIRERE
orization_mes
sage
RE&E: 403
% 4-236 MR Body 2%
2H SR iR
error_code String TS eI
error_msg String BIRER
request_id String EKME—RIR
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APl &% 4 API
2H SR iR
encoded_auth | String INZERIEIRER
orization_mes
sage
RE&E: 404
K 4-237 gi; Body 2%
85 SHRT RhR
error_code String e
error_msg String BEIRER
request_id String IERE—HRIR
encoded_auth | String IIERNEIRERE
orization_mes
sage
REMB: 409
2K 4-238 Ui Body 2%
2% SR iR
error_code String EIRS
error_msg String HIRER
request_id String TEKIE—IRIR
encoded_auth | String INZREIRIER
orization_mes
sage
=GNl
FRIEEINRENEERSHIBRIAMB 5 F OB FPEIEIRISR
POST https://{hostname}/v1/instances/{instance_id}/account-assignments/delete
{
"permission_set_id" : "848805579***+++++03de60620a5",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER",
"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"
}
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Nl Mz 73~
KL 200
Successful

{

"account_assignment_deletion_status" : {
"created_date" : 0O,
"failure_reason" : "string",
"permission_set_id" : "string",
"principal_id" : "string",
"principal_type" : "USER",
"request_id" : "string",
"status" : "IN_PROGRESS",
"target_id" : "string",
"target_type" : "ACCOUNT"

}
}
TN
ESIRSE.
EIRtG
EEIEEM.
4.4.2 SRS HERIERSHE
TheEN A
IRIBIBRID, EIEEIAMBHAROSLA FIOIKS ST ORAESER. LRMER
BRI ST R S S E R RN A KSR
URI

GET /v1/instances/{instance_id}/account-assignments/creation-status/{request_id}

#* 4-239 BRSH

2% BEWIE SRR R

instance_id 2 String IAMBHA IO SEFIRg 2 B E—R
IRFF (ID) »

request_id 2 String BRAIE—IRIR
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APl &%& 4 API
BRSH
7= 4-240 153K Header 2
S8 BRI SHEER g
X-Security- S String WMRIEEFERIRITLZEETE, T
Token Itbkheader2WER, 1ZELZH
HZeERENZESHE (21FS
)
BAEE: 2048
Nl fiz 228

RZSEE: 200

% 4-241 I Body 2%

2%

SHE

]

K

account_assi
gnment_crea
tion_status

Object

HIRURER I TINSHIIR.

2K 4-242 account_assignment_creation_status

2% SR R
created_date | Long GBI B,
failure_reason | String LR E
permission_se | String P PREEME—FRIR
t.id
principal_id String IAMBHRFIOFI— P EARFHE—IRR, FIa0
PR BFE.
principal_type | String RERYSEIRSEEY,
KZME:
e USER
¢ GROUP
request_id String EKE—FRR,

MAERRAS 02 (2025-08-21)
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API &% 4 API

2H SR iR

status String W PRERAVRZS
WA

e IN_PROGRESS
e FAILED

e SUCCEEDED

target_id String BARSEARIE—IRIR o

target_type String SCiRZEEY
KEHE:
o ACCOUNT

WK&G: 400

3= 4-243 IR Body 2%

28 SR A
error_code String et
error_msg String HIRER
request_id String I RE—FRR
encoded_auth | String INZREIRER
orization_mes

sage

W&G: 403

K 4-244 0[; Body 2%

S8 SR A
error_code String =g
error_msg String BIRER
request_id String IERE—HRIR
encoded_auth | String NZRERER
orization_mes

sage

W&RG: 404
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IAM BH{peuly

APlI &%

4 API

iERBI

N Rz~

2K 4-245 I Body 2%

2H SR iR

error_code String TR eI
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIRIEE
orization_mes

sage

RIEERID, EFEEAMBHH UL TFRKSHEEIBRSFBER.

GET https://{hostname}/v1/instances/{instance_id}/account-assignments/creation-status/{request_id}

REE: 200
Successful

{
"account_assignment_creation_status" : {

"created_date" : 1677175760379,
"failure_reason" : "",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER",
"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad9a"”,
"status" : "IN_PROGRESS",
"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"

BB

52 iEIRE .

4.4.3 K S S EC LIRS

EMISEIAMBD O SLA FRIKS D ECRIBIEINESIZR . IR(FREEMBRAVEIE

S ENIRSZITEERAIRRKSEH
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AP| &% 4 AP

URI

GET /v1/instances/{instance_id}/account-assignments/creation-statuses

% 4-246 BRRSH

8% ERWIE SRR fR
instance_id = String IAMBHA IO SEFIg 2 B E—R

iR7F (ID)

K 4-247 Query 2

B REsE | SEeem |
status & String IRIB BRI ET IR RS
JEN
i

e IN_PROGRESS
e SUCCEEDED
e FAILED

iy

Integer BMBERIREINGEAERE .
=/ME: 1

BARE: 100

TR&E{E: 100

limit

i1y

String S TAFRIC
BIVEE: 24
BAKE: 24

marker

BRSH
K 4-248 153K Header 2#
S8 =AW SHER A
X-Security- & String WMREEFERIRIT LS ETE, U
Token ttheader2 W EH, 1ZERIR
HNZeERENZ2SM (21FS
) .
BAEKE: 2048
N R E&E

W&G: 200
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K 4-249 I Body 2%

2% SRR R
account_assi | Array of BIEIRESIIZE,

gnments_cre | objects
ation_status

page_info Object BEoRERAINR.

2 4-250 account_assignments_creation_status

2H SHE ik

created_date | Long BUEEREHA,

request_id String ERE—IRIR
status String I PRERBVRE
K2ME:

e IN_PROGRESS
e FAILED

e SUCCEEDED

2K 4-251 page_info

2% SHRT R
next_marker | String WMRFE, WRRATANEmEESmEN S

EEE ., EXHRMENRLART, ERSIER
SHPFERILLE, DEREGmEN T35 . &5
ZEEIIRE, BFInext_markerlgitEEiIR[E]

Janull,
current_count | Integer KIGREIZB#HE.
RS 400
& 4-252 L7 Body %1
28 SR iR
error_code String EIRS
error_msg String BIRER
request_id String 1EKIE—IRIR
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IAM B{peuly

APl &% 4 API
2% SRR fik
encoded_auth | String INZERIEIRER
orization_mes
sage
REG: 403
% 4-253 IR Body S
2% SR R
error_code String RS
error_msg String BIRER
request_id String IEKME—RIR
encoded_auth | String IIENEIRIEE
orization_mes
sage
=]
EMIEEIAMS RO LE RIS HERISIRRETIE .
GET https://{hostname}/v1/instances/{instance_id}/account-assignments/creation-statuses
i Rz 73~5
K& 200
Successful
{
"account_assignments_creation_status" : [ {
"created_date" : 1677175760379,
"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad9a"”,
"status" : "IN_PROGRESS"
11
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}
NN
IEE I
=
ESIEIRE
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AP| &%

4 API

TORE TR

EISEIAMBD O SLA FRIKS D ECAIMIBRIRESIZR . IRIFREEMBIRRIE
KSTENRS EIEEERAILRKSEA

URI

GET /v1/instances/{instance_id}/account-assignments/deletion-statuses

% 4-254 BRIZSE

SH

Rk

SHERE

%

instance_id

=
=

String

IAMBHRHOLBIR 2 B HE—R
RF (ID) o

2K 4-255 Query 2#

2%

Bk

SHEE

%S

status

0 | fD

String

RIBEERNEIHETIERIPINE
5—]% o

HzsE:

e IN_PROGRESS
e SUCCEEDED
e FAILED

limit

i1y

Integer

BNMEKREIRKERE .
B/IME: 1

BAE: 100

Hhe&{E: 100

marker

iy

String

P TIRIC,
BMEE: 24
BRAKE: 24

MAERRAS 02 (2025-08-21)
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AP| &% 4 API
RS
2K 4-256 153K Header 3
8% BE W% SRR ik
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
Ve
REB: 200
% 4-257 lui Body 2#
BH BHE R
account_assi | Array of EBIERSIIE,
gnments_del | objects
etion_status
page_info Object BEPRERINR,

2K 4-258 account_assignments_deletion_status

2¥ SR A

created_date | Long BUEEBHA,

request_id String TEKME—ITIR

status String PPREFAURES
watE:

e IN_PROGRESS

e FAILED
e SUCCEEDED

MAERRAS 02 (2025-08-21)

IRIERE © L ATITERAGIRAT 116



IAM B{peuly
AP| &% 4 AP

2 4-259 page_info

2% SHRE R
next_marker | String WMRFE, WRRATANmEE SN E

EEE ., EXHRMENRLART, ERSiER
SHPFERILE, DEREGMEN T35 . &5
ZEEMEE, BZInext_markerliizrcEiR[E]

Aanull,

current_count | Integer RILREIZB#HE.

REMB: 400

Z 4-260 N3N Body %
2% SR fHiA
error_code String =3
error_msg String EIRER
request_id String IERE—RIR
encoded_auth | String INZREIREE
orization_mes
sage

KREE: 403

% 4-261 IR Body &%
2% SR A
error_code String RS
error_msg String BIRER
request_id String IEKME—IRIR
encoded_auth | String IIENEIRIEE
orization_mes
sage

15K
BIEEIAMBHAROSERI TR S STERRIMIRASIIE .

GET https://{hostname}/v1/instances/{instance_id}/account-assignments/deletion-statuses
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AP| &%

4 API

N Rz 7~

T

URI

WK&G: 200

Successful
{
"account_assignments_deletion_status" : [ {
"created_date" : 1677175760379,
"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad9a"”,
"status" : "IN_PROGRESS"
1
"page_info" : {
"next_marker" : null,

"current_count” :

St SiEE

WSLANIE

1

I EARSEZIEEERAIARIKSIER .

ENREXHKI AR AFE., M ERERBLRINEIERKS

GET /v1/instances/{instance_id}/account-assignments

% 4-262 IRIZSH

8% =AWk SHERR faR

instance_id = String IAM%{ﬁEPIL,\E{ﬁHE’\Jé% HE—FR
IRFF (ID) o

K 4-263 Query ¥

2% =AWk SR ik

limit =S Integer BMNERIREIIERALERE .
=BIME: 1
BRAXE: 100
fREfE: 100

MAERRAS 02 (2025-08-21)
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APl &% 4 API
2% mEwI% SR fiEid
marker &= String P IRRIC
BMEE: 24
BRAKE: 24
account_id = String KSHE—BHDIRE,
permission_se | & String EENRENE—SDIRR,
t_id
IBRSH
% 4-264 153K Header 23
2% BEWI% SR R
X-Security- B String WRIEEFERIRIT L2 ETE,
Token Ittheader@ TR, ZERIR
HZEEENZeSHE (2EFS
) o
BAKE: 2048
IDJVE=S5't
RE&EB: 200
2 4-265 NN Body &%
2% SRR ik
account_assi | Array of HEEIEMGNKRS oESIER,
gnments objects
page_info Object BESERIINR.
Z 4-266 account_assignments
2% SR RER
account_id String MKSRIE—IRIR

permission_se | String

W PREEME—FRIR

t_id
principal_id | String IAMBHA RO REI— SRS R IE—TRR, fIa0
R AERPE.,
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APl &% 4 AP

2% SRR fik
principal_type | String GPTERISCIRZEEY
WEHE:

e USER

¢ GROUP

2K 4-267 page_info

8% SHRT R
next_marker | String WMRFE, WERRATANEmEESmmNAEE

NS . EXRENRLEARY, ERSiEK
SHPFERILLE, LEREGmEN T35 . &5
ZEEIIRE, BFInext_markerlg i tEiIRE]

Janull,

current_count | Integer AREIEZBHE.

RS 400

& 4-268 NI Body &%
2 SR R
error_code String EIRg
error_msg String BIRER
request_id String 1EKE—IRIR
encoded_auth | String INZEREIRER
orization_mes
sage

KEB/: 403

% 4-269 K Body 244
S8 SR A
error_code String EIRg
error_msg String HEIRER
request_id String IERE—HRIR
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IAM BH{p el

APl &%& 4 API
2H SRR iR
encoded_auth | String INZERIEIRER
orization_mes
sage

isK7pl
B SRR S I RIS E R E XM A.

GET https://{hostname}/v1/instances/{instance_id}/account-assignments

il iz 73~ 151
K& 200
Successful

{

"account_assignments" : [ {

"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"permission_set_id" : "ps-8603aaaaaaaal4bd",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER"

11
"page_info" : {
"next_marker" : null,
"current_count"” : 1

}
}
K&
B2 RSB,
)
B2 ARG
4.4.6 SIS HHES
IHRENB
(FEREERINRENIEEK S S EXT N FERANBIEIIR, FAR AIAMB L AEF
S FAFAE, HREREEABLNSEKSHENRSZSEILTESIERARRKS R
URI

POST /v1/instances/{instance_id}/account-assignments/create
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% 4-270 BIERSH

2% =A% SR 1)
instance_id 2 String IAMB oL LB £ BE—FR

17 (ID)

IBRESH
2 4-271 i53K Header ¥

8% BRI SRR ik

X-Security- S String WMREEFERIRITLZEETE, T

Token ttheader@ &R, ZEZIE
=2 ERENZE<SE (215
B2 o
BRAKE: 2048

K 4-272 153K Body 2%

e BEWI% ST (i35

permission_se | 2 String W PREEME—HRIR

t id

principal_id 2 String IAMEB 5O FREY— SRS D
H—HrR, BIIEPEAFE.

principal_type | 2 String BUSRSPERISLIAREY,
MzE:
e USER
e GROUP

target_id = String FHENBIREAIRR

target_type 2 String CUERSPERISEIRSEEL,
wzME:
e ACCOUNT

[ e

WR&G: 200
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APl &% 4 AP

7 4-273 IR Body &%

2 S¥R A

account_assi | Object AT PRER I TIRSAINT R o
gnment_crea

tion_status

2k 4-274 account_assignment_creation_status

2% SHE it
created_date | Long BUEEREHA,
failure_reason | String LWRE
permission_se | String PPREM—FIRR,
t id
principal_id String IAMB{D ORI — PN LAES M E—RR, Bian

FIPs AR,
principal_type | String IRVERISCIRREY,

KZ(E:

e USER

e GROUP
request_id String TERE—RIR
status String PPRERRBURE .

KZ(E:

o IN_PROGRESS

e FAILED

e SUCCEEDED
target_id String BRI E—IRIR
target_type String SCIRSERY,

WZE:

o ACCOUNT

WR&E: 400

2 4-275 I Body S

84 SHRT R
error_code String e
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APl &% 4 API
28 SR A
error_msg String BIRER
request_id String 1EKE—IRIR
encoded_auth | String IERIEIRER
orization_mes
sage
RS 403
% 4-276 KL Body 2%
S SR R
error_code String EIRS
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String INZREIRER
orization_mes
sage
RE&E: 404
% 4-277 IR Body S
2 SR R
error_code String RS
error_msg String BIRER
request_id String EKME—RIR
encoded_auth | String INZEREIRER
orization_mes
sage
=Rl
FERIEEINRENIEEKRS D EXIMIAMB D ORISR o
POST https://{hostname}/v1/instances/{instance_id}/account-assignments/create
{
"permission_set_id" : "848805579**++03de60620a5",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"principal_type" : "USER",
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"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"target_type" : "ACCOUNT"

i Mz 73~
REB: 200
Successful

{
"account_assignment_creation_status" : {

"created_date" : 0O,
"failure_reason" : "string",
"permission_set_id" : "string",
"principal_id" : "string",
"principal_type" : "USER",
"request_id" : "string",
"status" : "IN_PROGRESS",
"target_id" : "string",
"target_type" : "ACCOUNT"

}
}
AT
B2 RS,
tRI=09
B IR,
4.4.7 SRS HERIFFRASIFHE
ThRENA
IRIBIRID, EIEEIAMBHAROLA FIOIKS STERRRAESER LRMER
B EERN B EKS T EN BE S E R RN RKSER,
URI

GET /v1/instances/{instance_id}/account-assignments/deletion-status/{request_id}

% 4-278 BiZS#

BH =E W% SR R

instance_id =2 String IAMBH{S IO EEFIRY £ BHE—iR
IRFF (ID) »

request_id 2 String BRE—IRIR
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APl &%& 4 API
BRSH
7 4-279 153K Header £
S8 BRI SHEER g
X-Security- S String WMRIEEFERIRITLZEETE, T
Token Itbkheader2WER, 1ZELZH
HZeERENZESHE (21FS
)
BAEE: 2048
Nl fiz 228

RZSEE: 200

2 4-280 IR Body 2%

2%

SHE

]

K

account_assi
gnment_dele
tion_status

Object

HIRSUPRER I TINSAIIR

2K 4-281 account_assignment_deletion_status

2% S¥RE R
created_date | Long GBI B,
failure_reason | String LR E
permission_se | String P PREEME—HRIR
t.id
principal_id String IAMBHRFIOFI— P EARFHE—IRR, FIa0
PR BFE.
principal_type | String #RFROSCIRSEEY,
KEE:
e USER
¢ GROUP
request_id String EKE—FRR,

MAERRAS 02 (2025-08-21)
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AP| &% 4 AP

2H SR iR

status String W PRERAVRZS
WA

e IN_PROGRESS
e FAILED

e SUCCEEDED

target_id String BARSEARIE—IRIR o

target_type String SCiRZEEY
KEHE:
o ACCOUNT

WK&G: 400

7 4-282 g Body 2%

28 SR A
error_code String et
error_msg String HIRER
request_id String I RE—FRR
encoded_auth | String INZREIRER
orization_mes

sage

W&G: 403

& 4-283 M7 Body &%

S8 SR A
error_code String =g
error_msg String BIRER
request_id String IERE—HRIR
encoded_auth | String NZRERER
orization_mes

sage

W&RG: 404
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IAM BH{p el
AP| &%

4 API

K 4-284 0 Body 2%

2% SHRE R
error_code String RS
error_msg String BIRER
request_id String IEKME—RIR

encoded_auth
orization_mes
sage

String

INZRYEIRER

iERBI

RIEERID, EFEEAMBDH UL TFRKSHERMFRSFBER.

GET https://{hostname}/v1/instances/{instance_id}/account-assignments/deletion-status/{request_id}

N Rz73~451
REE: 200
Successful

{

"account_assignment_deletion_status" : {
"created_date" : 1677175760379,

"failure_reason" : "",

"permission_set_id" : "ps-8603aaaaaaaal4bd",
"principal_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"principal_type" : "USER",

"request_id" : "9238e6aaaaaaaaaaaaaaaaaaaadcad9a"”,

"status" : "IN_PROGRESS",

"target_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",

"target_type" : "ACCOUNT"

}

}
NG

ESIRSH .
IRt

ESEIRG.

4.4.8 RS AP APEXEKRNKSSIZR

WERSAPESAPEXBIKSIIR, WRMERERARINEEKSTHEARSET

EERARRIKSIER.
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IAM B{p el

API &% 4 API
A
EaJLATEAPI Explorerdifidiziz 0, STIFERMAIEEEN . API Explorera] LABRN4ERK
SDKACHERAI, FHRMASDKAHE BRI INEE
URI
GET /v1/instances/{instance_id}/account-assignments-for-principals
%+ 4-285 BZBH
2% =% SR A
instance_id = String IAM Identity CentersLAIRY2/F
W—+RRRF (ID)
£ 4-286 Query 3#
2% =AWk SR ik
principal_id = String IAM Identity Center {5 E{K
HNEBE—RRFF (ID)
principal_type | 2 String IAM Identity Center B{pE(K
limit B Integer BMEKREIPERAERE.
marker & String SRS
account_id S String BEWFIHE—BHIRR
IBREH
2 4-287 153K Header %]
B8H =AWk SR R
X-Security- & String WMRIEEFERIRIT LS EE, U
Token ttheader@ 4 FERY, =BG
HNZeERENZeSHE (2iFS
) o
)2
RSB 200
M A4hRAS 02 (2025-08-21) WRINERE © £ ATITERABIRAE 129
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7= 4-288 I Body &%

2% SR Rk
account_assignme | Array of WEERRMHIKS D ETIZER
nts AccountAssignm
entDto objects
page_info PagelnfoDto BELREEINNR
object

R 4-289 AccountAssignmentDto

8% SR e

account_id String WSHIE—IRIR

permission_set_id | String PPREM—IRR.

principal_id String IAM B ORI — NSRS D HE—FR
iR, BIMNFAR=AFA

principal_type String HBRERYSLIRSEEY

2 4-290 PagelnfoDto

2% SERR i
next_marker String WREFE, WFRRAT A 2 Ei

NHEENHEE . FENRENELER
Beh, FErSa ke ERLYE, L
FEESERN T30 . ERZEEIE
€, BEZFlInext_markerliIcEIRE] S

null
current_count Integer AWREIRBH#H=E
K& 400
2% 4-291 L7 Body %1
2H SRR fER
error_code String BIRg
error_msg String BIREE
request_id String TERIE—IRIR
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WR&G: 403

K 4-292 W[ Body 2%

2% SRR fR
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IIZRIERER
ation_message

ISR
RS AP AP ARSI

GET https://{hostname}/v1/instances/{instance_id}/account-assignments-for-principals

N Mz 73~
KERS: 200
Successful

{

"account_assignments" : [ {
"account_id" : "8c1eef3a241945f69c3d3a6b0252e783",
"permission_set_id" : "ps-389b8cf93d6aa3ad",
"principal_id" : "4b969bc6-e8ed-47ce-b62b-936319e2bcb1",
"principal_type" : "USER"

3 A
"account_id" : "8cleef3a241945f69c3d3a6b0252e783",
"permission_set_id" : "ps-e0edd386c8e95a4c",
"principal_id" : "4b969bc6-e8ed-47ce-b62b-936319e2bcb1",
"principal_type" : "USER"

"page_info" : {
"next_marker" : null,
"current_count" : 2

}
}
7T
K& ik
200 Successful
400 Bad request
403 Forbidden
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APl 5% 4 API
RIR
iESEIRG .
4.4.9 f#FS PSR ER B SR ER
ThEET 4R

PRSP SESBER T B IKSIENCREK . HR(EREERARNEEKSEIENIRS
HIEEERRIARIKSER

iz
EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDK{CHER B, FHRESDKAHBREIEIRXINGE
URI
POST /v1/instances/{instance_id}/disassociate-profile
+ 4-293 BIZBH
2% BEWYI% SRR R
instance_id = String IAM Identity CentersLAIRY2/F
H—HFRREE (1ID)
iERSH

K 4-294 153K Header 2H

2 A% SR iR

X-Security- & String WMREEFERIRITLZEETE,

Token Ittheader2FEHY, ZEZIR
EH‘%@‘E?EEI’\J?E@%\HE (21ES
FE) o

% 4-295 53K Body S

84 BEWwIk SHERR HhR

id = String FIF sk AP EAIE—RIRID

accessor_type | 2 String FEPRYPERISIASREY, AT AR
HERPA

identity_store | 2 String KEXENAMBE D OIS 5

_id BEHNEBH—FRRFF (ID) .
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IAM BH{peuly

APl &%& 4 API
Nl fiz 22
HKE/: 200
Successful
K& 400
K 4-296 1L Body 2%
2% SR iR
error_code String e
error_msg String BEIRER
request_id String B KIE—IRIR
RS 403
5 4-297 L7 Body %1
2 SR g
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IIZRIERER
ation_message
=Rl
fRbR S AP S B4 eI B I SHEIKEL
POST https://{hostname}/v1/instances/{instance_id}/disassociate-profile
{
"id" : "9190-9834-xxxX",
"accessor_type" : "USER",
"identity_store_id" : "d-xxxxxxx"
}
I piz 751
"
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APl &% 4 API
REB

RSB 0%

200 Successful

400 Bad request

403 Forbidden
iR

B2 EIRE .

4.5 IrEE1E

4.5.1 FHEPERNIEERIEAIRE

TRENR
SULSBEENSERTRINTE . BRSO IIRERIIIRES . UL RAEmMENRETE
WS EHIRSEIE SR RNREKSEA.

URI

GET /v1/instances/{resource_type}/{resource_id}/tags

% 4-298 BIRSH

2 AUk SR R
resource_type | &= String ZIRSER
WEHE:

e identitycenter:permissions

et (1PREE)

String BUREERIME—FRIRFF (ID) &
BAKE: 130

i

resource_id
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APl &% 4 API
2 4-299 Query 2
2% =% SR A
limit B Integer BMEKRREINERAERE.
=IME: 1
BRX{E: 100
fR&(E: 100
marker &= String S IRFRIC,
BIMEE: 24
BRAKE: 24
IBRESH
£ 4-300 i53K Header 2
2% =AWk SR )
X-Security- S String WMREEFERIRITLZEETE,
Token Ittheader@FEHY, ZERIG
HNZeZRENZESHE (SFS
)
BAKE: 2048
N R E&E

WR&B: 200

5 4-301 gL Body %1

2¥ SR A
tags Array of R,
objects
page_info Object BEPRERAINR,
2 4-302 tags
2 S 15
key String FREERYSE
BIME: 1
BRAKE: 128
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APl &% 4 API
2H SR iR
value String REERYE, TR FRE, BAEEHNull,
RIMKE: 0
BRAIKE: 255
2k 4-303 page_info
8% SR iR
next_marker | String WMREFE, NWFRRTHANEEE SN AE s
Mt . EXHRMENRLEARF, EiRsiEk
SHPERLE, LUREUSEHNT—885 . B
ZESIIRIE, BEInext_markerlghzrtZEiR[e]
Fnull,
current_count | Integer ATUREIZBHE.,
=]
I HHPEEHEERIBAIIRES o

GET https://{hostname}/v1/instances/{resource_type}/{resource_id}/tags

i Mz 73~ 51
REHE: 200
Successful.

{
"tags" : [ {

"key" : "auto09230Uv5key",
"value" : "auto0923XXFmvalue"

b1
"page_info" : {

"next_marker" : "5f13d2346712e4890abc5678",

"current_count" : 10

}

}
N

BEEIURE.
IRt

B2 IR,

MAERRAS 02 (2025-08-21)
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4.5.2 JIEER RN

INEEN4A
SEENERRERMI—N B MR . BRI INRERIIRES . HHREREERAR
NEEKSHENRSEITEIERIRRKSER .
URI
POST /v1/instances/{resource_type}/{resource_id}/tags/create
% 4-304 [R1ZBH
2H BRWIE SR fHR
resource_type | 2 String RIRZEE,
KEE:
e identitycenter:permissions
et (BUPREE)
resource_id 2 String WPRERIME—HRRFF (ID)
BEAEKEE: 130
=P
2 4-305 53K Header 2#
25 =Rk SRR A
X-Security- S String MREAEFEAIRZEENRE, U
Token Lttheader2WFEHY, 1ZERI
HNZeZRENZESHE (SFS
)
BAKE: 2048

% 4-306 153K Body 2%

B8H EE W% SR R
tags 2 Array of FATFEERREN—HEREX,
objects HAKE: 0 - 50
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APl &% 4 API
K 4-307 tags
2% EEWI% SR fEid
key 2 String s WL E

BMEE: 1

RAKE: 128

String wAE, ATLA=FRE, (B
AgeAnull,

=B2I<E: 0

BAKE: 255

i

value

N Rz S4L

== —
=R

%?Efﬁﬁlﬁld\\b”h’u o

POST https://{hostname}/v1/instances/{resource_type}/{resource_id}/tags/create

{
"tags" : [ {
"key" : "keystring",
"value" : "valuestring"

11
}
I iz~ 51
"
RSB
1%%%%&:&50
BRI
B2 EIRE .
4.5.3 &I ’rﬁi)ﬁﬁ’ﬂ?‘aﬁi‘éﬁ%
INRENA
MEEZRBRHRIBRISERES . R EREERARNEERSHUENRSZZIEEER
IR RS IEA -
URI

POST /v1/instances/{resource_type}/{resource_id}/tags/delete
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APl &% 4 API
& 4-308 IERBH
2% BEWYIE SRR R
resource_type | = String RRRE,
KEE:
¢ identitycenter:permissions
et (UREE)
resource_id 2 String PPREAE—FRRET (ID)
RAKE: 130
IBRSE
% 4-309 153K Header 2%
e =R W% SR R
X-Security- B String WRIEEFRIRITZEEE, U
Token Ittheader@&FERY, ZE=Z/R
ZE2ERENZEShE (2159
) o
BRAKE: 2048
% 4-310 i53k Body &%
2% BEWI% SRR ik
tags 2 Array of ATFEEREN—EREX,
objects HUREE: 1-20
# 4-311 tags
2% BEWI% SRR (i35
key 2 String RS,
=BIVEE: 1
BRAKE: 128
value S String wRYE, ATLAR=FRE, (B
AeeAnull,
BME: 0
BAKE: 255
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4 API

MR SEL

i5RTHl

N Rz7~51

N

tHi=hg

MEERRFRIBREE ERIRES
POST https://{hostname}/v1/instances/{resource_type}/{resource_id}/tags/delete

{
"tags" : [ {
"key" : "keystring",
"value" : "valuestring"
1]
}

i
W
=
oF
G

|

o

dA

i%/ m%jéti;ﬁ— o

\

4.6 NFAEFETE
4.6.1 GlIEEN FRfZRSCA)

ThEEN A

i

URI

BN ERERFEA, R EFREREARNEEREKSTHFARSZIEEERAIRRKS
AR

EaJLATEAPI Explorerdifidiziz 0, IFEIAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .

POST /v1/instances/{instance_id}/application-instances

% 4-312 BZS#

2¥ ERWIE SR HEid
instance_id = String IAM Identity CentersLIRY2 /5

ME—HRiR%F (1D )
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iBREH

2 4-313 153K Header 2%

B8 =E W% SR R

X-Security- & String WMRIEEFRIRITZEERE, U

Token Ittheader@ &MY, ZEZI
E;%Eé%ﬁﬁ’ﬂﬁé@ﬁﬁ (=1ES

# 4-314 153K Body B4

2% BEWwI% SRR A
name = String N FRfERSEFIUUID
template_id | 2 String Nz FRfE FiERId

V24
RSB 201

2 4-315 IR Body 2%

28 ST )%
application_instan | Applicationinsta | [FAf2RsLf)
ce nceDto object

2 4-316 ApplicationinstanceDto

8% SRR fR
active_certificate | CertificateDto EREANER

object
display DisplayDto object | R FEREFEREE
identity_provider_ | IdentityProviderC | B2 HEBEE(EE
config onfigDto object
application_instan | String I FRFE Ll E—HRIRID
ce_id
name String N FBfZERUUID
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APl &% 4 API

2% SR fiik

visible Boolean NAEEREIFEEE R

response_config ResponseConfigD | NN AHIEFEMEEER
to object

response_schema_ | ResponseSchema | i AfEFSchemaEtEMEifREEE

config ConfigDto object

security_config SecurityConfigDt | iIFPEEEE
o object

status String Nz FEFE A SE MRS

template ApplicationTemp | N FEFFTKBIEIRISE
lateDto object

service_provider_c | ServiceProviderC | IRZiZBHEEE(EE

onfig onfigDto object

client_id String OIDC Client ID

end_user _visible Boolean HFREAa9 R

managed_account | String HRFTEWSID

Z 4-317 CertificateDto

2% SR ik

algorithm String IEPAERREE

certificate String K FfE e

certificate_id String N 2 RiE$Id

expiry_date Long IEBS HARTE]

status String WERIRES

key_size String ZEHR

issue_date Long IER A pR AT E

£k 4-318 IdentityProviderConfigDto

2% SR fiik

issuer_url String B gissuer

metadata_url String St cidE

remote_login_url | String BOiREEIniEERHE
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APl &% 4 API
2% SR fiik
remote_logout_url | String B EminiE S H itz
2 4-319 ApplicationTemplateDto
e SR R
application ApplicationTemp | NFEEFERERER
lateDisplayDto
object
response_config ResponseConfigD | K2 FEMHEEEE
to object
response_schema_ | ResponseSchema | KR FEHMEEEEE
config ConfigDto object
sso_protocol String ZIFRIIMY
security_config SecurityConfigDt | IFBEEER
o object
service_provider_c | ServiceProviderC | RSBZZEHBFEEEE
onfig onfigDto object
template_id String N FRFE FrAEiRME—4ARIRID
template_version | String N FRFE FrARIRMR A
2k 4-320 ApplicationTemplateDisplayDto
2% SR fik
application_id String N AREREId, Llapp-oaids
display DisplayDto object | NFEEEFERER
application_type | String K7 FEfE R 2L
€ 4-321 DisplayDto
2% SR ik
description String N FRTE FritA
display_name String R FEERF ERBIR
icon String Nz FARE R
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% 4-322 ResponseConfigDto

el SHRT ik

properties Map<String,Respo | EiFNRINAYE IR ECE
nseSourceDetails
Dto>

subject ResponseSourceD | Subject/E I EIECE
etailsDto object

relay_state String hZRIRS

ttl String SIESHARYE

2K 4-323 ResponseSourceDetailsDto
2% SR ik
source Array of strings EEREYE

2k 4-324 ResponseSchemaConfigDto
28 SRR 1)

properties Map<String,Respo | ZRFNRINAYE LIRSS Schemafic &
nseSchemaPrope
rtiesDetailsDto>

subject ResponseSchema | Subject/@tEtSchematic &
SubjectDetailsDt
o object

supported_name_i | Array of strings N B Z35A9Subject NamelDAET,
d_formats

2k 4-325 ResponseSchemaPropertiesDetailsDto

S8 SRR 3%
attr_name_format | String AN INAY B RIS
include String =EREEIIMNEML

2K 4-326 ResponseSchemaSubjectDetailsDto
2% ST ik
name_id_format String NamelDEIR& =
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APl &% 4 API
2% SR fR
include String ZAa8E&NamelD
2k 4-327 SecurityConfigDto
8% SR R
ttl String IEF IS HARY E)
% 4-328 ServiceProviderConfigDto
8% SR ik
audience String SAMLEZAR
require_request_si | Boolean EORESH
gnature
consumers Array of SAM LI RA3ZW S
ConsumersDto
objects
start_url String N 2R RhuUrl
£ 4-329 ConsumersDto
2% SRR R
binding String SAML{EEgHMY
default_value Boolean EAeRIAEKE
location String SAML ACS Url
R 400
% 4-330 IR Body 221
B8H SR R
error_code String EI=g
error_msg String HEIRER
request_id String ERE—HRIR
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4 API
KR89 403
2 4-331 [IRZ Body %1
B8Y SR fhR
error_code String e
error_msg String HIR(EE
request_id String ERE—HRIR
encoded_authoriz | String IEREEIRER
ation_message
K&MB: 409
K 4-332 gi; Body 2%
8H SRR ik
error_code String EI=g
error_msg String HIRER
request_id String BRE—HRIR
== —
IEZQZRWU
BN e sEfl
POST https://{hostname}/v1/instances/{instance_id}/application-instances
{
"name" : "a689ebed-1b68-44b0-af97-xxxxx",
"template_id" : "tpl-88f215b39bfcxxxx"
}
i Rz 73~5
K38 201
Successful
{
"application_instance" : {
"active_certificate" : {
"algorithm" : "SHA256withRSA",
"certificate" : "certificate",
"certificate_id" : "cer-ea56¢f20-4ec3-445a-883f-eb70f35fe7d1",
"expiry_date" : 1911427200000,
"status" : "ACTIVE",
"key_size" : "3072",
"issue_date" : 1753695145064
2
"display" : {
"description" : "Custom SAML 2.0 application",
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"display_name" : "Custom SAML 2.0 application",
"icon" : "

B

"identity_provider_config" : {

"issuer_url" : "https://idcenter.ulangab.huawei.com/v1/saml/assertion/
OGMxZWVmM2EyNDE5SNDVmMN;jljM2QzYTZiMDITMmU3ODNfZCO5S5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTIhZQ==",

"metadata_url" : "https://idcenter.ulangab.huawei.com/v1/saml/metadata/
OGMxZWVmM2EyNDE5SNDVmMN;jljM2QzYTZiMDITMmU3ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTIhZQ==",

"remote_login_url" : "https://idcenter.ulangab.huawei.com/v1/saml/assertion/
OGMxZWVmM2EyNDE5SNDVmMN;jljM2QzYTZiMDITMmU3ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTIhZQ==",

"remote_logout_url" : "https://idcenter.ulangab.huawei.com/v1/saml/logout/
OGMxZWVmM2EyNDE5SNDVmN;jljM2QzYTZiMDITMmU3ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTIhZQ=="

B

"application_instance_id" : "app-ins-a033c907016a59ae",
"name" : "a689ebed-1b68-44b0-af97-0be880c30127",
"visible" : true,

"response_config" : {

"properties" : { },

"subject" : null,

"relay_state" : null,

"ttl" : "PTTH"

B
"response_schema_config" : {

"properties" : { },

"subject" : null,

"supported_name_id_formats" : null

B
"security_config" : {
"ttl" : "P5Y"
B
"status" : "CREATED",
"template" : {
"application" : {
"application_id" : "app-ff1258a63adaxxxx",
"display" : {

"description" : "Custom SAML 2.0 application",

"display_name" : "Custom SAML 2.0 application",

"icon" : ""

}

n nn

application_type" :

"response_config" : {
"properties" : { },
"subject" : null,
"relay_state" : null,
"tel" : "PT1H"

L

"response_schema_config" : {
"properties" : { },
"subject" : null,
"supported_name_id_formats" : null

L

"sso_protocol" : "SAML",

"security_config" : {
"ttl" : null

T

"service_provider_config" : {
"audience" : null,
"require_request_signature" : false,
"consumers" : null,
"start_url" : null

T

"template_id" : "tpl-88f215b39bfc7575",

"template_version" : "1"

%
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"service_provider_config" : {
"audience" : null,
"require_request_signature" : false,
"consumers" : null,

"start_url" : null

B

"client_id" : null,

"end_user_visible" : null,

"managed_account" : "8c1eef3a241945f69c3d3a6b0252e783"

}
}
REB
RSB 0%
201 Successful
400 Bad request
403 Forbidden
409 Conflict
e

52 iEIRE .

4.6.2 5\ i FRFZRASLA

SIHNBRERFEA . R EFREEREARNEERKSTHFARSZIEEERAIRRKS
A .

izt
RAJLATEAPI ExplorerdRiiiziEz ], IFEMAIESEN . API Explorerf] LABEENERY
SDK{HERGY, FHEMSDKABRAEIEXINGE .

URI

GET /v1/instances/{instance_id}/application-instances

% 4-333 BEESH

28 ERWE ST 12153
instance_id v String IAM Identity CenterSLIfYZ2 5

ME—+RiR%F (1D )
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListApplicationInstances

IAM Bl

APl &% 4 API
2K 4-334 Query ¥
2% BEWYIE SRR R
limit B Integer BMEKRREINERAERE.
marker & String P IRARIS
IBRESH
% 4-335 53K Header 2%{
e BEWYIE SR R
X-Security- 5 String WRIEEFRIRIZEERE, U
Token Itbkheader2# @09, (BRI
e ERNZeShE (2159
) o
N 4L
RSB 200
7 4-336 g Body S
2% SR ik
application_instan | Array of N FRfERRSEf1513R
ces Applicationinsta
nceDto objects
page_info PagelnfoDto NREE
object
2R 4-337 ApplicationinstanceDto
2 ST fhR
active_certificate | CertificateDto ERERIES
object
display DisplayDto object | FIIEFERER

identity_provider_
config

IdentityProviderC
onfigDto object

SHiRHERERER

application_instan
ce_ id

String

Rz FRFE e SL ) E—FRiRID

MAERRAS 02 (2025-08-21)
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APl &% 4 API

2% SR fiik

name String N FfERUUID

visible Boolean NARREREIFEEE R

response_config ResponseConfigD | i FEEFEMEEERER
to object

response_schema_ | ResponseSchema | AR Schema@ Mt E =R

config ConfigDto object

security_config SecurityConfigDt | iFPEEEE
o object

status String Nz B2 LR

template ApplicationTemp | N FIEFATKBIEIRISE
lateDto object

service_provider_c | ServiceProviderC | RSZZMHAEEEER

onfig onfigDto object

client_id String OIDC Client ID

end_user _visible Boolean HFREaY R

managed_account | String HRFTEWSID

£k 4-338 CertificateDto

2% SR ik

algorithm String IEPAERREE

certificate String K FEfE e

certificate_id String [ A2 RiE$Id

expiry_date Long IERidHARTY E)

status String WEIRES

key_size String ZEHAR

issue_date Long UEP A R AT I8

& 4-339 IdentityProviderConfigDto

2% SR fiik

issuer_url String B gissuer

metadata_url String SR TERE
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4 API
2% SRR fR
remote_login_url | String BNiREminiEERIHE
remote_logout_url | String BpiREminiE S h itz

2R 4-340 ApplicationTemplateDto

lateDisplayDto
object

2% SR fiik
application ApplicationTemp | NFEEEFIEIREREE

config

ConfigDto object

response_config ResponseConfigD | N AEFEMHEEEE
to object
response_schema_ | ResponseSchema | AT EHIRSALESE

sso_protocol String SZAFRIIMY
security_config SecurityConfigDt | iIFBEE(EE
o object

service_provider_c
onfig

ServiceProviderC
onfigDto object

RS iRMEECERER

template_id String Nz e FAEIRME—HRIRID
template_version | String N FAFE PR st bR AN

2K 4-341 ApplicationTemplateDisplayDto
8% SRR R
application_id String N FEfERRId, LAapp- B4
display DisplayDto object | NFEFEREER
application_type | String K7 FRfE R 2L

£k 4-342 DisplayDto
B8H SR R
description String K7 FEfE A
display_name String N FREFEREIR
icon String K7 FEfE P EFR
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%t 4-343 ResponseConfigDto

2 SR ik
properties Map<String,Respo | ZSNFIDAYE MRS ECE
nseSourceDetails
Dto>
subject ResponseSourceD | Subject/E I EIECE
etailsDto object
relay_state String IR
ttl String SIESHARYE
2K 4-344 ResponseSourceDetailsDto
2% SR ik
source Array of strings EEREYE
2k 4-345 ResponseSchemaConfigDto
2% SR L)%
properties Map<String,Respo | ZRFNRINAYE LIRSS Schemafic &
nseSchemaPrope
rtiesDetailsDto>
subject ResponseSchema | Subject/@tEtSchematic &

SubjectDetailsDt
o object

supported_name_i
d_formats

Array of strings

Nz AR sZ 5 ASubject Namel DASE

2k 4-346 ResponseSchemaPropertiesDetailsDto

S8 SRR 3%
attr_name_format | String AN INAY B RIS
include String =EREEIIMNEML

2R 4-347 ResponseSchemaSubjectDetailsDto

24

SHER

114

name_id_format

String

Namel DRIHE=L
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2 SRR g
include String ZAa8E&NamelD
% 4-348 SecurityConfigDto
¥ SHER 3%
ttl String U HART ]
2K 4-349 ServiceProviderConfigDto
2 SR R
audience String SAMLSZAX
require_request_si | Boolean EOEERA
gnature
consumers Array of SAMLIE R3ZE S
ConsumersDto
objects
start_url String vizEh =3 =V
2% 4-350 ConsumersDto
S SRR R
binding String SAML{ELgHMY
default_value Boolean EEERIAEKS
location String SAML ACS Url
# 4-351 PagelnfoDto
2 SR )%
next_marker String WMREFE, NFRRTBAYE T a1
NAPEENHEHEZ . EXHRENELE
B, ErEiEkeHhERLE, LA
REUmEA T353R0 . BRIZES IR
£, BEZEInext_markerlg f7TEIR[E]
null
current_count Integer ATREIZRB#HE
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KASB: 400
2 4-352 IR Body %1
2 SRR R
error_code String e
error_msg String EIRER
request_id String ERE—HRIR
K&ME: 403
2 4-353 I Body 2%
28 ST ik
error_code String e
error_msg String HIRER
request_id String B KE—IRIR
encoded_authoriz | String INZREEREE
ation_message
== —
=]
5l K7 FRFE B SE
GET https://{hostname}/v1/instances/{instance_id}/application-instances
i Rz 73~5
KZE&88: 200
Successful
{
"applications" : [ {
"application_urn" : "ldentityCenter::8c1eef3a241945f69xxxxxxx:application:ins-36xxxxxxx/apl-
e7f300xxxxx",
"application_provider_urn" : "ldentityCenter::applicationProvider:custom-saml",
"assignment_config" : {
"assignment_required" : true
%,
"created_date" : 1752041671967,
"description" : "ApplicationStartUrl",
"instance_urn" : "ldentityCenter::8c1eef3a241xxxxx:instance:ins-36218exxxxxxx",
"name" : "ApplicationStartUrl",
"portal_options" : {
"visible" : true,
"visibility" : "ENABLED",
"sign_in_options" : {
"origin" : "IDENTITY_CENTER",
"application_url" :
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}
%
"status" : "ENABLED",
"application_account" : "8c1eef3a241xxxxxx"
11
"page_info" : {
"next_marker" : null,
"current_count” : 1
}
}

7N
K& )%
200 Successful
400 Bad request
403 Forbidden
=S
52 EIRE .
4.6.3 71 N AR R BRHPRITRE N AR
ThEEN 4R
HIHN AR B RPIRENBER . HRIEFREERARNEEKRSIENRSET
EE R RKSIER,
Ehi
ZB]LATEAPI ExplorerdifFiiziE M, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDK{CHE B, FHEMSDKABBREIEIXINGE.
URI

GET /v1/catalog/applications

2 4-354 Query #

8% BE W% SRR 1k
limit B Integer BMEKREIPEAERE.
marker & String SRS
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BRSH
& 4-355 153K Header 2%
28 =AWk SR )%
X-Security- B String WRIEEFRIRIZEEE, U
Token ttheader@ W &ERY, ZERIG
HZeERENZESE (2158
F2)
i Rz 244

K& 200

& 4-356 N7 Body &%

2% SR ik
applications Array of N R BE RPN AREFRIZE
ApplicationTemp
lateDisplayDto
objects
page_info PagelnfoDto PDIEE
object
£ 4-357 ApplicationTemplateDisplayDto
2¥ SR ik
application_id String N FEfERRId, LLapp-JoEi4s
display DisplayDto object | R FREFEREE
application_type | String N B2 3R
2k 4-358 DisplayDto
2% SR fiik
description String Nz B2 PR
display_name String N FEERERBIR
icon String N FBRE R ERR
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2 4-359 PagelnfoDto
2% SR fiik

next_marker String WNREFE, WFRRTBEHE LS
NHEENEEE ., FENRENELEER
B, TEirSEksHPERLIE, LA
FEE BN T30 . BRZESEIE
€, BEZFlInext_markerlifcEIRE]S

null
current_count Integer AWREIZB#HE
K&/ 400
% 4-360 I[IR7 Body 2%
2 SR iR
error_code String e
error_msg String BIRER
request_id String 1B KE—IRIR
REES: 403
2 4-361 gL Body %1
S SR )%
error_code String BIRg
error_msg String BIREE
request_id String TEKRIE—IRIR
encoded_authoriz | String INZRIEIREE
ation_message

= ANl
5t R FRfE R B RPRITRE RN FEIR
GET https://{hostname}/v1/catalog/applications
) aa ]
RZSD: 200

Successful
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{
"applications" : [ {

"application_id" : "app-e7f300xxxxx",

"display" : {
"description" : "description",
"display_name" : "custom-saml"
}
b1
"page_info" : {
"next_marker" : null,
"current_count" : 1
}
}

T

/N fiik

200 Successful

400 Bad request

403 Forbidden

52 LEIRB.

4.6.4 5\ HEFRIRAtE

EANAEFEHEIIR M FRERARNEEREKSTHFARSEZIEEIERAIR

RMKSIFAH .

iz

RBJLATEAPI ExplorersRididiziEz ], IFEMAIEEN . API Explorerfa] LABEENERK

SDKACHERAY, FHRESDKAIEREIEIHINEE

URI

GET /v1/application-providers

K 4-362 Query 2H

e EE W% SR R
limit B Integer BMEKRREIERAERE.
marker & String pa s

MAERRAS 02 (2025-08-21)

WRINPTE © HARTERABRA

158


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListApplicationProviders

IAM B{peuly
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RS
3% 4-363 153K Header 2%
2% BRIk SRR ik
X-Security- S String WMREEFERIRIT LS ETE, T
Token Itheader2 &Y, ZERIR
L2 ERNZEE (2159
) o
D)VE25d
REES: 200
% 4-364 57 Body %
B8H SR #ik
application_provid | Array of N FRiEFiRETIE
ers ApplicationProvi
derDto objects
page_info PagelnfoDto DIER
object
€ 4-365 ApplicationProviderDto
2% SR R
application_provid | String N ARt E URN
er_urn
display_data DisplayDataDto | N AREFRMUERERER
object
federation_protoc | String SZIFRYIMY
ol
application_provid | String R e PRt E E—HRRE (1D)

er_id

£k 4-366 DisplayDataDto

2% SR HEA
description String N FRfE iR itmime
display_name String N REFREEERE
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28 SR ik
icon_url String N R iR i ErR

Z 4-367 PagelnfoDto

2H SR )
next_marker String WREFE, WFRRAT AT 250

NAPEENEEHEZ . EXHEEINRLEE
B, FErSia ke ERLE, LA
FREUmEA T —EBD . BRIZES IR
&, BEZnext_markerlifzcZEIR ]S

null
current_count Integer ATUREIZBH#HE
RE&ES: 400
% 4-368 MR Body 2%
S8 SRR 3%
error_code String EI=g
error_msg String HEIREE
request_id String BRE—HRIR
K68 403
& 4-369 N5 Body %1
S SR 7%
error_code String TEE)
error_msg String BIREE
request_id String TBKE—IRIR
encoded_authoriz | String INZREIRERE
ation_message

ISR
BN BRI ETIE
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GET https://{hostname}/v1/application-providers

MRz~

WR&ERS: 200

Successful

{

"application_providers" : [ {
"application_provider_id" : "app-xxxxxx",

"application_provider_urn" : "ldentityCenter:x-xxxxx",

"display_data" : {
"description" : "description",
"display_name" : "custom-saml"

by
11

"page_info" : {

"federation_protocol" : "SAML"

"next_marker" : null,
"current_count" : 1

}
}
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
St
B2 EIRB.

4.6.5 5\ i 2 FRiER

EENAREFERTIR. HRERERARNEERSTUEARSZIEEERNNR

WSiREA

i

RBJLATEAPI ExplorerdRiiiziE ], IFEMAIEEN . API Explorerfl] LABEENERK

SDKACHERAY, FHRESDKAIEREIEIHINEE

URI

GET /v1/application-templates
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APl &% 4 API
2 4-370 Query ¥
2% BEWYIE SRR R
application_id | 2 String KN FBRERFID, Llapp-HEisk
IBRSH
% 4-371 153K Header 2%
e B WI%E SR ik
X-Security- 5 String MREAEFEAIRZEENRE, U
Token Ittheader@FERY, ZERR
L2 ERENZESE (2159
) o
ID)VE=S5't
RS 200
2 4-372 IR Body 2%
2% SHRT ik
application_templ | Array of N e R EIRY ISR
ates ApplicationTemp
lateDto objects

2k 4-373 ApplicationTemplateDto

2H

SHEE

i

application

ApplicationTemp
lateDisplayDto
object

R REFRIRERER

response_config ResponseConfigD | NAEFEMHEEEE
to object
response_schema_ | ResponseSchema | NAEFEHMEIECESE

config ConfigDto object

sso_protocol String SZAFRIIMNY

security_config SecurityConfigDt | IFPEEHEE
o object

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF

162




IAM B{aeuly

APl &%& 4 API
2% SR fiik
service_provider_c | ServiceProviderC | f[RSZ1ZHBEEEE
onfig onfigDto object
template_id String N FRFE PR iR ME—4RIRID
template_version | String N FRTE FRARIRMR AR
& 4-374 ApplicationTemplateDisplayDto
2 SR fik
application_id String K FEf2RRId, L app-BisR
display DisplayDto object | R FREFEREE
application_type | String Nz B2 EY
£k 4-375 DisplayDto
2% SR ik
description String K7 FEfE A
display_name String N FEFEREIR
icon String N R R B R
Z 4-376 ResponseConfigDto
2% SR ik
properties Map<String,Respo | ZYNFIDAYE RS ECE
nseSourceDetails
Dto>
subject ResponseSourceD | Subject/E M EIECE
etailsDto object
relay_state String RIS
ttl String SIS HARYE
2k 4-377 ResponseSourceDetailsDto
2% SR ik
source Array of strings BEREHE
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& 4-378 ResponseSchemaConfigDto

2% SHRT ik
properties Map<String,Respo | ZWNFINAYE LS SchemaBic &
nseSchemaPrope
rtiesDetailsDto>
subject ResponseSchema | Subject/@ k&I Schemafic&
SubjectDetailsDt
o object
supported_name_i | Array of strings N R Z3FA9Subject NamelDFEI(
d_formats

2 4-379 ResponseSchemaPropertiesDetailsDto

2 SR 3%
attr_name_format | String AN INAY B RIS L
include String EREEIIMNEML

2K 4-380 ResponseSchemaSubjectDetailsDto

2% SR )%
name_id_format String NamelDEIR& =
include String EAa83E&NamelD

% 4-381 SecurityConfigDto

28 SRR )%

ttl String IEB HARY[E]
2% 4-382 ServiceProviderConfigDto

28 SR R

audience String SAMLEZAX

require_request_si | Boolean EOEERA

gnature
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2 SRR g
consumers Array of SAM LI R3EW TS
ConsumersDto
objects
start_url String N FBfERFREUrl

3£ 4-383 ConsumersDto

2 SR fik

binding String SAML{E gifMY
default_value Boolean EAEAEETS
location String SAML ACS Url

WR&G: 400

2 4-384 L7 Body &%

2% SR ik
error_code String e
error_msg String HEIRER
request_id String FKRE—FRIR

WR&G: 403

7= 4-385 i Body &%

2% SRR R
error_code String BI=S
error_msg String BIRER
request_id String 1B KE—IRIR
encoded_authoriz | String INZREIRER
ation_message

15K
BN AT RS
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GET https://{hostname}/v1/application-templates

N Rz73~51
RSB 200
Successful
{

"application_templates" : [ {
"application" : {
"application_id" : "app-ff1258a63a4a263f",
"display" : {
"description" : "Custom SAML 2.0 application”,
"display_name" : "Custom SAML 2.0 application",
"icon" : ""

}

n nn

application_type" :

"response_config" : {
"properties" : { },
"subject" : null,
"relay_state" : null,
"tel" : "PTTH"

%

"response_schema_config" : {
"properties" : { },
"subject" : null,
"supported_name_id_formats" : null

}

sso_protocol" : "SAML",
"security_config" : {
"ttl" : null

%

"service_provider_config" : {
"audience" : null,
"require_request_signature" : false,
"consumers" : null,

"start_url" : null
%
"template_id" : "tpl-88f215b39bfc7575",
"template_version" : "1"
]
}

N

LINAE 1k

200 Successful

400 Bad request

403 Forbidden

tHI=0S

52 WG

SASRRAS 02 (2025-08-21) WRINFTE © AR ERABIRAE

166



IAM S5
APl &

4 API

4.6.6 EiANAEFOEREIEERE

IhgeN4A
HaNARFSEEMESE, BNABEFHERPEAS XN AEFRIBEINIR. Lt
BREREERANNEEKR SRS EITEERIARKSERA .
izt
RBJLATEAPI ExplorerdRididiziEz ], IFEIMAIESEN . API Explorerf] LAEENERK
SDKACEERMI, F2HSDKISEERAIEIXINEE
URI
GET /v1/instances/{instance_id}/applications/{application_instance_id}/
assignments-configuration
7+ 4-386 IRZSH
B8H EEWI% SR 1k
instance_id = String IAM Identity CentersLIRY2 /5
HE—HRREF (ID)
application_in | 2 String NFBFZEREBIID, Llapp-ins-A
stance_id BU&R
RS
R 4-387 153K Header 3#
2% BEWYI% SR R
X-Security- S String MREAEFEARZEENRE, T
Token ttheader2WER, ZERIG
L2 ZERNZeShE (2159
) o
V254
KR&MB: 200
7= 4-388 l[Ihi Body S
8% SRR ik

ed

assignment_requir | Boolean

N REN A
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R&RD: 400

7= 4-389 ML Body S

2% SRR R
error_code String BIRg
error_msg String BIREE
request_id String TERIE—IRIR

K&ERG: 403

% 4-390 lu; Body &%

e SR R
error_code String e
error_msg String BEIRER
request_id String THERME—IRIR
encoded_authoriz | String INZRIEIREE
ation_message

K& 404

% 4-391 Qi Body &%

B2Y SR ik
error_code String EEEL
error_msg String BEIRER
request_id String TBEKRME—IRIR

iBERTA

SANBEFSEEEE

GET https://{hostname}/v1/instances/{instance_id}/applications/{application_instance_id}/assignments-

configuration

e iz 73~ 5 )
RSB 200

Successful
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{

"assignment_required" : true

}

7N
K& ik
200 Successful
400 Bad request
403 Forbidden
404 Not found
=Sl
52 WEIRE .
4.6.7 BTN AEFLHIERER
ThEEN 4R
EINARFRLAESRMER . HRERERARNEEKRSTIEARSEZIEEERAY
B RS VER
B
ZB]LATEAPI ExplorerdifFiiziEz [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDK{CHER B, FHEMSDKABBREIEIXINGE,
URI

PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/
display-data

% 4-392 BRIZSH

2% =W SR ik

instance_id = String IAM Identity CentersLAIRY2/F
HE—HRREF (1D)

application_in | 2 String NFEFEREHIID, Llapp-ins-A

stance_id e
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IBREH
2 4-393 53K Header 2#
e EEWI%E SR R
X-Security- & String WRIEEFRIRIZEEE, U
Token Itbkheader2% @09, (BRI
HNZeEENTe<HE (8EFS
) o
3 4-394 153K Body &
8% BRI SRR ik
description = String N FBfE A
display_name | 2 String N BEEFERE
N 4L
REES: 200
Successful
RSB 400
7 4-395 IR Body 2%
e SRR R
error_code String e
error_msg String BEIRER
request_id String IBRE—HRIR

KRS8 403

% 4-396 I Body 2

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
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28 SR ik
encoded_authoriz | String INZREIRERE
ation_message

=R Gl

BN AREFLAIERER

PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/display-

data

{

"display_name" : "Custom SAML 2.0 application",
"description" : "test"

}
I piz =51
"
REB
RSB iR
200 Successful
400 Bad request
403 Forbidden
e
B2 EIRB .

N BEFLAITTEE 4. R FREEMBRRIEIERSEF RS ETEER
BRI RIKSIER -

izl

R LATEAPI ExplorerdRiidiziE [, IFEMAIEEN . API Explorerl] LABENERK
SDKAXAB =AY, FHEMSDKARBRHIEIXINGE.

URI

POST /v1/instances/{instance_id}/application-instances/{application_instance_id}/

metadata

MAERRAS 02 (2025-08-21)

IRIERE © LATITERAGIRAT 171



https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ImportApplicationInstanceServiceProviderMetadata

IAM S5

APl &% 4 API
7% 4-397 BIRSH
2% EEUE SR ik
instance_id = String IAM Identity CentersLAIRY2/F
H—RRE (1D)
application_in | 2 String N FERERSEAIID, Llapp-ins-J9
stance_id B
ERESH
% 4-398 153K Header £
2% =AW ST A
X-Security- 5 String WRIEEFRIRIZEEE, U
Token lttheader@ W FERY, ZERIR
e ERENZeS (215
) o
% 4-399 53K Body B
2¥ =EWI% SR fEid
metadata = String ToEE S
N Rz SEL
RSB 200
Successful
K788 400
7= 4-400 gL Body %4
2% SR ik
error_code String e
error_msg String BEIRER
request_id String BEKIE—IRIR

KRS8 403
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AP &% 4 API
2 4-401 IR Body &%
S8 SR ik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String INZRIEIREE
ation_message
BRI

A& N AR R SE TR 4

POST https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/

metadata

{

"metadata” : "metadata text"

}

N Mz 73~ 51

7
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
BI=0
B2 EIRB.

4.6.9 EFiNFAEEFEIEICE

BN AREFBEEREES, BRMNAREFTRIBMEIRET . PSR SIET AR
&, LRFREERBNNEEKRSHFNRS ZEEERNRRKSER.

i

AT LATEAPI Explorerdifidiziz O, IFEMAIESEAN . API Explorera] LABRI4ERK
SDK{CHE R, FHRMESDKAHERAEIEIXINGE .
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URI

PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/
response-configuration

% 4-402 BIZS¥

8% BE W% SRR 1k
instance_id 2 String IAM Identity CenterSEffIf92 B
H—+RRAF (ID)
application_in | 2 String NAEFELAIID, Llapp-ins-A
stance_id BUZR
IBREH
% 4-403 53K Header 2
B8Y EEWI% SR R
X-Security- B String WMRIEEFERIRIT L2 EE, U
Token Itbheader@4 =09, ZERIR
HZeEENTedHE (8FS
) o
7 4-404 153k Body ¥
8% BEWI%E SRR ik
response_conf | 2 ResponseConf | N HiZFEMHEE
ig igDto object
R 4-405 ResponseConfigDto
el =AWk SRR (i35
properties S Map<String,R | EW7NRINBYEIEMREIECE
esponseSourc

eDetailsDto>

subject S ResponseSou | Subject/EIREIHECE
rceDetailsDto
object

relay_state & String RIS

ttl 2 String SiESHEAYE)
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2K 4-406 ResponseSourceDetailsDto

2% AW SHER T
source = Array of EREHE
strings

V251
KERS: 200
Successful

WR&RS: 400

& 4-407 K7 Body %1

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TEKRIE—IRIR

W& 403

% 4-408 I Body S%{

e SR R
error_code String e
error_msg String BIRER
request_id String BEKE—IRIR
encoded_authoriz | String INZRIEEREE
ation_message

REB: 404

% 4-409 u i Body 2%

2H SR iR
error_code String e
error_msg String BEIRER
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iERBI

il iz 73~

T

4 API
2% SRR fR
request_id String TBKE—IRIR

EHNAEFBMEERES, ERNAEFTRIBMRST . PSR SIET A
&,

PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/response-
configuration

{
"response_config" : {
"properties" : {
"username" : {
"source" : [ "${user:familyName}" ]
}
2
"subject" : {
"source" : [ "${user:email}" ]
}

"relay_state" : null,
"ttl" : "PTT1H"
}
}

K& f#R

200 Successful

400 Bad request

403 Forbidden

404 Not found
B2 EIRMG

4.6.10 EFNFAFER Schema EHIREECE

TIREN A

BN FEIERSchemaBEIRETEC S, STIFSAMLERS Subject/E HEIRET LA Subject
NamelD&zU, IHRERBERANNEEKSTHENIRSZITEERMM RS ER .
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APl &% 4 API
it
RB]LATEAPI Explorerdhididiziz [, IFEMAIESEN . API Explorerfa] LAEENERY
SDKARBRAI, FRMSDKRBRAENEIXINEE
URI
PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/
response-schema-configuration
440 BREBY
B8Y BEWIk SR R
instance_id = String IAM Identity CentersLIRI2/F
H—+RiREF (ID)
application_in | 2 String NFBFZEREBIID, Llapp-ins-A
stance_id BUZR
IBRSH
= 4-411 153K Header 2%
8% =% SR 1k
X-Security- S String WMRIEEFERIRIT L2 ETE, U
Token ttheader2 % FEHY, Z(EZIR
NZEERENZESE (2159
B2 o
% 4-412 153K Body £2#
8% BE W% SRR ik
response_sche | 2 ResponseSch | fNAFZEFRSchema/E LI ECE
ma_config emaConfigDt
o object

2K 4-413 ResponseSchemaConfigDto

e BB e sl fitik
properties a Map<String,R | ERSNFINAYEMEIRESSchemaFg
esponseSche | &
maProperties
DetailsDto>
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateApplicationInstanceResponseSchemaConfiguration

IAM B{peuly
AP| &%

MR S4L

4 API
2% BEwiE S faiR
subject 2 ResponseSch | Subject/EtiEtSchemafic &
emasSubjectD
etailsDto
object
supported_na | & Array of Iz FBfE 2 #5H9Subject
me_id_format strings NamelDF&=(,
s
2R 4-414 ResponseSchemaPropertiesDetailsDto
28 =R SRR ik
attr_name_for | 2 String ESNARINBYE 1ERUIEC
mat
include 2 String =EREAEINEM
Z 4-415 ResponseSchemaSubjectDetailsDto
2 R SRR ik
name_id_form | & String NamelDEIRE =
at
include = String =58 &NamelD
KZE&ES: 200
Successful
W&/ 400
2 4-416 BRI Body 2%
28 SRR )%
error_code String e
error_msg String BEIRER
request_id String B KE—IRIR

RS 403
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IAM B{aeuly

APlI &%

4 API

i5RBl

N Rz~

N

2 4-417 0[; Body 2%

2% SRR R
error_code String e
error_msg String BIRER
request_id String 1B KE—IRIR
encoded_authoriz | String INZREIREE
ation_message

RS 404

7 4-418 gk Body S

2% SRR R
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR

BN FEIERSchemaB IR ECE , STIFSAMLERS Subject/E HERRET LA Subject

NamelD¥&=t o

PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/response-

schema-configuration

{

"response_schema_config" : {

"properties" : { },
"subject” : {

"name_id_format" : "nameid-format:unspecified",
"include" : "REQUIRED"

}

"supported_name_id_formats" : [ "nameid-format:unspecified" ]

REES 1R

200 Successful

400 Bad request

MAERRAS 02 (2025-08-21)
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APl &% 4 API
RSB )%
403 Forbidden
404 Not found
BI=0
52 ERB.

4.6.11 BN AEFLFIIRSIEHEEE

INREN A
BN AEFLAIRSIEEEECE .. R FREEAANNSERSTENRSEZITE
BRIKRKSER.
it
RB]LATEAPI ExplorerdRiiiziz [, IFEMAIESEN . API Explorerf] LABENERK
SDK{SRIRA, FHEMSDKACRE R INEE .
URI
PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/
service-provider-configuration
£ 4-419 BRBH
B8H =AWk SR faR
instance_id = String IAM Identity CentersLIRYZ2/F
H—FRReF (ID)
application_in | 2 String NFBFZEFEBIID, Llapp-ins-A
stance_id BUR
=P
2K 4-420 153K Header 2%
2% =RWIE SR R
X-Security- & String WRIEEFERIRI L2 ETE,
Token Ittheader2@ % &FEHY, (BRI

E%;;"Eé‘;%ﬁﬁ’ﬂiié/v‘\ﬁﬁ (2ES
) o
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateApplicationInstanceServiceProviderConfiguration

IAM Bl
AP| &% 4 AP

% 4-421 53K Body %

¥ BRIk SR fiEid
service_provid | 2 ServiceProvid | IRSZSIZMHHEE
er_config erConfigDto

object

2k 4-422 ServiceProviderConfigDto

e ERWE ST iR
audience v String SAMLE AR
require_reque | & Boolean EOEERRH

st_signature

consumers = Array of SAM LI A3E S
ConsumersDt
o objects
start_url S String N REfERRRIUr
£ 4-423 ConsumersDto
e BRI SR fEiA
binding = String SAMLEHIMY
default_value | 2 Boolean AR
location = String SAML ACS Url
| =25
RZ&MB: 200
Successful
RZ&B: 400
K 4-424 IR Body 2%
2 SR )53
error_code String =g
error_msg String HEIRER
request_id String IBRE—HRIR
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AP| &%

4 API

WR&G: 403

% 4-425 uR Body 2%

2% SRR R
error_code String )
error_msg String HIREE
request_id String TBEKIE—IRIR
encoded_authoriz | String INZREIREE
ation_message

REB: 404

% 4-426 AR Body 2%

e SR ik
error_code String e
error_msg String HIR(EE
request_id String TEKRME—IRIR

iERBI

BN RRERLfRS IR EEE

PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/service-

provider-configuration

{
"service_provider_config" : {
"audience" : "https://xxx.example.com",
"require_request_signature" : false,
"consumers" : [ {
"location" : "https://xxx.example.com/acs",

"binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",

"default_value" : true
11
"start_url" : "https://xxx.example.com/acs"
}
}

il iz 73~ 451
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APl &%& 4 API
RS
RS A
200 Successful
400 Bad request
403 Forbidden
404 Not found
T
B2 EIRB.
4.6.12 EHFN AR
INREN4A
FH N ARERIOAS . HRERERABLNEEKSTUENRSZSEZIEEERRAKR
R=SEA
U
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . APl Explorera] LABENERK
SDKACEBI, FHRHSDKICIBREIEIINEE
URI

PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/
status

% 4-427 BIZS¥

¥ =AWk SR ik

instance_id 2 String IAM Identity CenterSEffIf92 B
ME—HRRT (1D)

application_in | 2 String N AEFELAIID, Llapp-ins-A

stance_id BUZR
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateApplicationInstanceStatus

IAM Bl

APlI &%

4 API

IERSH

=5

K 4-428 153K Header 2H

2% AU ST A
X-Security- B String MREAEFEAIRZEENRE, T
Token ttheader@ &M, ZIEZI
e ERENZe<S (2159
R2) o
7 4-429 153k Body ¥
2% EawYI% SR ik
status = String NARRRFRE
REME: 200
Successful
RS 400
R 4-430 i Body %4
2 ST #k
error_code String e
error_msg String BIRER
request_id String TBEKIE—IRIR

R&G: 403

K 4-431 [gi; Body 2%

2% SR fiik
error_code String TS e
error_msg String HEIRER
request_id String ERE—HRIR
encoded_authoriz | String INZRIEIRER
ation_message
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IAM BH{p el

APl &% 4 API
K& 404
% 4-432 IR Body 244
2 SR ik
error_code String BIR6g
error_msg String BIREE
request_id String TEKIE—IRIR
=Rl

BTN R EAPRTE

PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/status

{

"status" : "ENABLED"

}

N Rz~

"
REB
RSB iR
200 Successful
400 Bad request
403 Forbidden
404 Not found
BI=0
B2 EIRB.

4.6.13 BN FAERELANERECE

SEHNARREREOIEREE . R ERERARNEEKRSIIENRSZITEERH

TIREN 4R
FRKSTER.
it

EaJLATEAPI Explorerdididiziz [, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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IAM BH{p el
AP| &% 4 AP

URI

PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/
security-configuration

% 4-433 BRIZS¥

2% BRIk SR fiEid
instance_id = String IAM Identity CentersLfIRY2 /5
H—HRREE (ID)
application_in | @ String NFBZERELBIID, Llapp-ins-A
stance_id BUER
BRSH
5 4-434 753K Header 2%
2% EEWI% SR fEid
X-Security- S String WMREEFERIRITLZEETE, U
Token Itbheader@FE0Y, ZERIR
=2 ERENZE<S (215S
) o
7= 4-435 153K Body &
e EE W% SR R
security_confi | 2 SecurityConfi | IFHBEE
g gDto object
2 4-436 SecurityConfigDto
2% BEWI% SR iR
ttl = String UEIdHARY )
[ e

KRB 200
Successful

WR&ERS: 400

M i%hRA 02 (2025-08-21) AR © AR BRABIRAS 186



IAM B{peuly
AP| &%

4 API

K 4-437 0R; Body 2%

2% SRR R
error_code String e
error_msg String BEIRER
request_id String B KE—IRIR

WR&G: 403

% 4-438 I Body 2%

2% SR fiig
error_code String EI=g
error_msg String HEIRER
request_id String ERE—HRIR
encoded_authoriz | String INZREIREE
ation_message

iERBI

BTN AR LB E

PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/security-

configuration

{
"security_config" : {
"ttl" : "POM"
}
}
i Rz~ 5
7
RS
RS R
200 Successful
400 Bad request
403 Forbidden

MAERRAS 02 (2025-08-21)
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IAM Bp e

API &% 4 API
xS
BSIEIRE.
4.6.14 HENAREFFE
INgeN4A
EONBRERFE. HREREERANNERKSIENRSZITEERIKRRKS
52218
UE e
R LATEAPI ExplorerdRiidiziE [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDKACEBRI, FRHSDKILIBREIEIRINEE
URI
GET /v1/instances/{instance_id}/applications/{application_instance_id}
F 4-439 BRBY
2% =% SR R
instance_id = String IAM Identity CentersLAIRY2/F
W—+RRRF (ID)
application_in | 2 String N FEFEREHIID, Llapp-ins-A
stance_id BIE
IBRESH
2 4-440 153K Header 2%
84 =AWk SHERR faR
X-Security- B String WRIEEFERIRI L2 EE, U
Token ttheader@FERY, (BRI
HZeEENTedHE (8EFS
) .
=25

RZSES: 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DescribeApplication

IAM BH{p el

APl &% 4 API

K 4-441 [0R Body 2%
2 SR ik
application_urn String N FAFERURN
application_provid | String N FAfE R RIURN
er_urn
assignment_confi | AssignmentConfi | NFEREFEEEEHE
g gDto object
created_date Long ElFELERE]
description String N FHRE R fEiR
instance_urn String IAMBH{HSEFIURN
name String N BEERERE
portal_options PortalOptionsDt | [ JFPIEINIRE

o object

status String RE
application_accou | String LARKS
nt

2 4-442 AssignmentConfigDto
2% SR ik
a;signment_requir Boolean NAREFEEREDE
e

2R 4-443 PortalOptionsDto
e ST ik
visible Boolean NAEREIIPEEA R
visibility String N FRFERFRE P W
sign_in_options SigninOptionsDt | [ JPEFiEIN

o object

2R 4-444 SignInOptionsDto
e ST ik
origin String IAM B OBk N R RIS =0

SASRRAN 02 (2025-08-21) WA © EARUERABIRAE 189



IAM Bl

APl &% 4 API
28 SR ik
application_url String B2 NBEREFRBMIEIRERAIUr
RE&ES: 400
7= 4-445 K7 Body %4
28 SR ik
error_code String BIRg
error_msg String BIREE
request_id String TEKME—HRIR
RZE&ES: 403
7= 4-446 gi; Body £%{
28 SRR ik
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IIZRIEIRER
ation_message
REBE: 404
% 4-447 R Body 284
2% SR )%
error_code String e
error_msg String BIRER
request_id String B KE—IRIR
=P Gl
BN ARERFE
GET https://{hostname}/v1/instances/{instance_id}/applications/{application_instance_id}
SCASRRZAR 02 (2025-08-21) R © LARITBIRABREAT 190




IAM Bl
AP| &%

4 API

N Rz 7~

T

RSB 200
Successful

{
"application_urn" : "ldentityCenter::8c1eef3a241945f69c3dxxxxx:application:ins-36218e5b4c2c0504/apl-
e7f30081e5ff428¢",
"application_provider_urn" : "IdentityCenter::applicationProvider:custom-saml",
"assignment_config" : {
"assignment_required" : true
%
"created_date" : 1752041671967,
"description" : "ApplicationStartUrl",
"instance_urn" : "ldentityCenter::8c1eef3a241945f69c3d3axxxxx:instance:ins-36218e5b4c2c0504",
"name" : "ApplicationStartUrl",
"portal_options" : {
"visible" : true,
"visibility" : "ENABLED",
"sign_in_options" : {
"origin" : "IDENTITY_CENTER",
"application_url" : ""

I
"status" : "ENABLED",

"application_account" : "8c1eef3a241945f69c3d3a6b0252e783"
}

K& 1k

200 Successful
400 Bad request
403 Forbidden
404 Not found

B2 ERE .

4.6.15 F\H N FAER

ab
hEEN B

iz

BENERERIIE, WRERERABNNEEKSIHENRSEZITEEINRRKS
B,

1&a]LATEAPI Explorerhiidiziz, ZIFBMAIEEN . APl Explorera] LABEZIERY
SDKHB R, FHRMESDKAAIRAEIEIRINEE
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListApplications

IAM B{peuly
APl &% 4 AP

URI

GET /v1/instances/{instance_id}/applications

% 4-448 BIZS¥

S8 =AW SR A
instance_id = String IAM Identity CentersLIRYZ /5

ME—+RiR%F (1D)

2 4-449 Query ¥

2% BEWi% SRR ik
limit S Integer BMERKREINRKERE,
marker &= String PIRIRIC
IERSH
% 4-450 153K Header 2
2% BEWI% SRR R
X-Security- B String WRIEEFERIRIT LS ETE,
Token Itheader@ &Y, ZERIR
LE2ERNZeSE (2159
B2 o
D)VE254
REB: 200
% 4-451 [[I5 Body 2%
8% SRR R
applications Array of N RSz
ApplicationDto
objects
page_info PagelnfoDto PREE
object
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IAM BH{p el

APl &% 4 API

2 4-452 ApplicationDto
2 SR ik
application_urn String N FAFERURN
application_provid | String Nz B2 AR fHERIURN
er_urn
assignment_confi | AssignmentConfi | NFEEFEREEHAC
g gDto object
created_date Long N FRFE 7 Bl52RTE
description String N FHRE R fEiR
instance_urn String IAMBH{HSEFIURN
name String vz S e A=
portal_options PortalOptionsDt | [JPIEINZE

o object

status String N FRERIRS
application_accou | String HERAEKS
nt

2 4-453 AssignmentConfigDto
2% SR ik
a;signment_requir Boolean NAREFEEREDE
e

2R 4-454 PortalOptionsDto
e ST ik
visible Boolean NAEREIIPEEA R
visibility String N FRFERFRE P W
sign_in_options SigninOptionsDt | [ JPEFiEIN

o object

2R 4-455 SignInOptionsDto
e ST ik
origin String IAM B OBk N R RIS =0
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IAM S5

API &% 4 API
2% SRR fR
application_url String BN AEFRBHIIESRAUr

2 4-456 PagelnfoDto
BH SR R

next_marker String WRFE, VR HYHE L a0
NHEENEmEE .. ENRENELERE
B, ErEiaksHPERLE, LA
REAER T —3BD . EBRZEEIE
1€, BEZflInext_markerlgftEIR[E]S

null
current_count Integer ATUREIZBH#HE
KEB: 400
2 4-457 K7 Body &%
S8 SRR )%
error_code String EI=g
error_msg String HEIRER
request_id String BERE—HRIR
KEMS: 403
% 4-458 IR Body £%
2¥ SR )%
error_code String EEL
error_msg String BIRER
request_id String IBRE—HRIR
encoded_authoriz | String INZREEREE
ation_message

RSB 404
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IAM B{aeuly
AP| &% 4 AP

7= 4-459 IR Body &%

2¥ ST ik
error_code String e
error_msg String SES IS
request_id String BERE—HRIR
(=R
BN AERIIE

GET https://{hostname}/v1/instances/{instance_id}/applications

N Rz73~51
RSB 200
Successful

{
"applications" : [ {

"application_urn" : "IdentityCenter::8c1eef3a241945f69c3d3a6b0xxxxx:application:ins-36218e5b4c2c0504/
apl-e7f30081e5ff428c",

"application_provider_urn" : "IdentityCenter::applicationProvider:custom-saml",

"assignment_config" : {

"assignment_required" : true
}

"created_date" : 1752041671967,
"description" : "ApplicationStartUrl",
"instance_urn" : "ldentityCenter::8c1eef3a241945f69c3d3abbxxxxx:instance:ins-36218e5b4c2c0504",
"name" : "ApplicationStartUrl",
"portal_options" : {
"visible" : true,
"visibility" : "ENABLED",
"sign_in_options" : {
"origin" : "IDENTITY_CENTER",
"application_url" : ""

%

"status" : "ENABLED",

"application_account" : "8c1eef3a241945f69c3d3a6b0252e783"
1]
"page_info" : {

"next_marker" : null,

"current_count" : 1

}
}
RS
K& fid
200 Successful
400 Bad request
403 Forbidden
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AP| & 4 AP

LA fiR

404 Not found
TESL
BEESEIRE
4.6.16 SN AEFLHIFE
IheeN4A
BN ARERLOER. WRERERARNEERSIENIRSEZIEERIKR
W=1EH .
U
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIESEN . APl Explorera] LABENERK
SDKACEBI, FHRHSDKILIBREIEIRNIEE
URI
GET /v1/instances/{instance_id}/application-instances/{application_instance_id}
+ 4-460 IR12BH
B8Y BEWIk SR RhR
instance_id = String IAM Identity CentersLIRY2/F
H—HRREF (1ID)
application_in | 2 String NFBFZEREBIID, Llapp-ins-A
stance_id BUSR
RS
K 4-461 153K Header ¥
B8H B WI% SR R
X-Security- & String WRIEEFRIRIT L2 EE, U
Token ttheader@ 4 FERY, (BRI
HZeEENTe<HE (8FS
) .
N RS

RZSES: 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=GetApplicationInstance

IAM B{p el

APl &% 4 API
K 4-462 0 Body 2%
2% SRR R
application_instan | Applicationinsta | [ FRF2RsLf)
ce nceDto object
£ 4-463 ApplicationinstanceDto
8% SR ik
active_certificate | CertificateDto EREaIER
object
display DisplayDto object | FIIEFERER
identity_provider_ | IdentityProviderC | Bpi2HFEEEE
config onfigDto object
application_instan | String Iz FAtE PRl E—+RiRID
ce_id
name String N ARFERFUUID
visible Boolean NEERFEIFEETR
response_config ResponseConfigD | N AEFEMHEEEE
to object
response_schema_ | ResponseSchema | N FIfERESchema@4RSIE ESE
config ConfigDto object
security_config SecurityConfigDt | iIFPEEHEE
o object
status String Nz FRFE R SE MRS
template ApplicationTemp | NFREFFIKEIEIREE
lateDto object
service_provider_c | ServiceProviderC | IREZZBMHEEEEE
onfig onfigDto object
client_id String OIDC Client ID
end_user _visible Boolean HFREa9 R
managed_account | String HRFTEWSID
2k 4-464 CertificateDto
8% SRR fR
algorithm String WEBEREE
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IAM BH{peuly

APl &% 4 API
2% SR fiik
certificate String N RRE I
certificate_id String N FRfERFIEFId
expiry_date Long IEPBidHART E])
status String WERIRE
key_size String ZEHA/N
issue_date Long WFB 4 R AT E]
2K 4-465 |dentityProviderConfigDto
2% SR ik
issuer_url String B gissuer
metadata_url String SRR TR
remote_login_url | String BiriRiEiniE B RtE
remote_logout_url | String B UEiniE e iz
&k 4-466 ApplicationTemplateDto
2% SR fid
application ApplicationTemp | NEREFEREREE
lateDisplayDto
object
response_config ResponseConfigD | K2 FEHEEER
to object
response_schema_ | ResponseSchema | NFfEFE MR EEE
config ConfigDto object
sso_protocol String SZHFAOIY
security_config SecurityConfigDt | IFBEESE
o object
service_provider_c | ServiceProviderC | [RSZ1RHBEEEE
onfig onfigDto object
template_id String N FEfE Rt ME—HRIRID
template_version | String N FRTE FRARIRMR AR
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IAM B{aeuly
AP| &% 4 AP

2K 4-467 ApplicationTemplateDisplayDto

2% SR ik

application_id String R FEFERRId, LAapp-9R014%
display DisplayDto object | KFiEFERER
application_type | String Nz FRf2 e

€ 4-468 DisplayDto

2 SR ik

description String N FRERfER
display_name String N R B REFR
icon String N FREFER

%k 4-469 ResponseConfigDto

2 SRR g

properties Map<String,Respo | ZNFINAYE 4IRS ECE
nseSourceDetails
Dto>

subject ResponseSourceD | Subject/E I EIECE
etailsDto object

relay_state String YIRS

ttl String SIS HAATE)

2K 4-470 ResponseSourceDetailsDto
2% SR R
source Array of strings MRS E

£ 4-471 ResponseSchemaConfigDto

2% SR ik

properties Map<String,Respo | ER7NFIIRYE ST Schemafic &
nseSchemaPrope
rtiesDetailsDto>
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IAM B{peuly
AP| &%

4 API
2% SRR fiik
subject ResponseSchema | Subject/EiREdSchemalic&
SubjectDetailsDt
o object

supported_name_i
d_formats

Array of strings

N RfEF32#FAYSubject Namel DFSE

2K 4-472 ResponseSchemaPropertiesDetailsDto

28 SR ik
attr_name_format | String HMINRINRYE RIS
include String =REamINEN

2R 4-473 ResponseSchemaSubjectDetailsDto

SH SHER A
name_id_format String Namel DEIHE=L
include String EA8&NamelD

2K 4-474 SecurityConfigDto

2% SHR HR
ttl String UEB I AR
2k 4-475 ServiceProviderConfigDto

B8H SR A

audience String SAMLEZRR

require_request_si | Boolean EETERZ

gnature

consumers Array of SAMLNg R3EWTS
ConsumersDto
objects

start_url String N FBfERFRsUrl
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IAM B{peuly

APl &% 4 API
£ 4-476 ConsumersDto
2H SR iR
binding String SAML{ESITMY
default_value Boolean EEERIAEKS
location String SAML ACS Url
RZE&ES: 400
% 4-477 R Body 284
S8 SRR )%
error_code String EI=g
error_msg String HEIRER
request_id String ERE—HRIR
KE@: 403
7= 4-478 IR Body &%
2 SR iR
error_code String e
error_msg String BIRER
request_id String 1BEKE—IRIR
encoded_authoriz | String INZREEIREE
ation_message
KL 404
7= 4-479 IR Body &%
2 SR iR
error_code String e
error_msg String BIRER
request_id String 1B KIE—IRIR
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iBERTA

BN BEFLAIFE

GET https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}

Nl Mz 73~
RSB 200
Successful

{
"application_instance" : {
"active_certificate" : {
"algorithm" : "SHA256withRSA",
"certificate" : "certificate text",
"certificate_id" : "cer-ea56¢f20-4ec3-445a-883f-eb70f35fe7d1",
"expiry_date" : 1911427200000,
"status" : "ACTIVE",
"key_size" : "3072",
"issue_date" : 1753695145064
2
"display" : {
"description" : "teststsfs",
"display_name" : "Custom SAML 2.0 application",
"icon" : ""

%
"identity_provider_config" : {

"issuer_url" : "https://idcenter.ulangab.huawei.com/v1/saml/assertion/
OGMXxZWVmMM2EYNDE5SNDVmMN;jjM2QzYTZiMDI1MmU3ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTLhZQ==",

"metadata_url" : "https://idcenter.ulangab.huawei.com/v1/saml/metadata/
OGMXxZWVmMM2EYNDE5SNDVmMN;|jjM2QzYTZiMDI1MmU3ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTLhZQ==",

"remote_login_url" : "https://idcenter.ulangab.huawei.com/v1/saml/assertion/
OGMXZWVmMM2EYNDE5SNDVmMN;|j[jM2QzYTZiMDI1MmU30ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTLhZQ==",

"remote_logout_url" : "https://idcenter.ulangab.huawei.com/v1/saml/logout/
OGMXZWVmMM2EYNDE5SNDVMN;|j[jM2QzYTZiMDI1MmU3ODNfZCO5NDEOMDdiNGIzX2FwcC1pbnMtYTAzM2
M5MDcwMTZhNTLhZQ=="

%

"application_instance_id" : "app-ins-a033c907016a59ae",
"name" : "a689ebed-1b68-44b0-af97-0be880c30127",
"visible" : true,

"response_config" : {

"properties" : { },

"subject" : null,

"relay_state" : null,

"ttl" : "PTT1H"

%
"response_schema_config" : {

"properties" : { },

"subject" : null,

"supported_name_id_formats" : null

"security_config" : {
"ttl" : "P5Y"

%

"status" : "ENABLED",

"template" : {

"application" : {

"application_id" : "app-ff1258a63a4a263f",
"display" : {
"description" : "Custom SAML 2.0 application",
"display_name" : "Custom SAML 2.0 application",
"icon" : ""

h
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"application_type" : ""
T
"response_config" : {
"properties" : { },
"subject" : null,
"relay_state" : null,
"tel" : "PT1H"
T
"response_schema_config" : {
"properties" : { },
"subject" : null,
"supported_name_id_formats" : null
T
"sso_protocol" : "SAML",
"security_config" : {
"ttl" : null
T
"service_provider_config" : {
"audience" : null,
"require_request_signature" : false,
"consumers" : null,
"start_url" : null
T
"template_id" : "tpl-88f215b39bfc7575",
"template_version" : "1"
B
"service_provider_config" : {
"audience" : "https://console.ulangab.huawei.com/identitycenter/?region=cn-north-7&locale=zh-cn#/
application/add/app-ins-a033c907016a59ae",
"require_request_signature" : false,
"consumers" : [ {
"binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
"default_value" : true,
"location" : "https://console.ulangab.huawei.com/identitycenter/?region=cn-north-7&locale=zh-cn#/
application/add/app-ins-a033c907016a59ae"
"start_url" : null
B
"client_id" : null,
"end_user_visible" : null,
"managed_account" : "8c1eef3a241945f69c3d3a6b0252e783"

T

/NG iR

200 Successful
400 Bad request
403 Forbidden
404 Not found

HIR

B2 WEIRE
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4 API

4.6.17 fFRR FAFE 5L

IheeNnA
RIBRR R R SEfl . tHIRERBERALRNEEKSHIENIRSEZRERERIKRRKS
AR,
i
RBJLATEAPI ExplorersRiiiziEz [, IFEMAIESEN . API Explorerf] LABEENERK
SDKACHE R, FHRMESDKACRIRAEIEIRXINEE
URI
DELETE /v1/instances/{instance_id}/application-instances/{application_instance_id}
F* 4-480 BB1ZBH
8% BE W% SRR 1k
instance_id 2 String IAM Identity CentersLBIHI2F
W—+RRAF (ID)
application_in | 2 String NFBFZEREBIID, Llapp-ins-A
stance_id BUSR
IBREH
2 4-481 153K Header 2#
B8H B WI% SRR ik
X-Security- & String WMRIEAEFEAIRIZEERE, U
Token Lttheader@ % FEHY, Z(ERIR
HZEEENZeSE (SiEFS
B2 o
Ve
R&89: 200
Successful
RE&ES: 400
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteApplicationInstance
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APl &% 4 API

2 4-482 IR Body &%§
S SR 7%
error_code String TEE)
error_msg String BIRER
request_id String TBKE—IRIR

KES6S: 403

2% 4-483 L7 Body &%
S8 SRR )%
error_code String EI=g
error_msg String HEIREE
request_id String ERE—HRIR
encoded_authoriz | String INZREIREE
ation_message

REEG: 404

7 4-484 IR Body 2%
S8 SR ik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR

BTG
Bk Rz FRFE R S 431

DELETE https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}

N Rz 7~

MAERRAS 02 (2025-08-21)

WRIERE © EARITERAREIRAF

205



IAM Bl
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REB
RSB iR
200 Successful
400 Bad request
403 Forbidden
404 Not found
e
B2 EIRB.

4.6.18 ENREFREEFRE

THRENA

iz

URI

Ei’ﬂiﬁ_\i)ﬂ%ﬂ%ﬁﬁ%ﬁ‘%o IR FRBERA R SRS T AIRSZ ZIEEIERAIRL
RKSEA.

EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRN4ERK
SDKXRBRAY, FHEMSDKRBRENEIXINGE

GET /v1/application-providers/{application_provider_id}

% 4-485 BRSH

2% EEWI% SR 1k
application_pr | 2 String N FfERFiRM51d
ovider_id

% 4-486 153K Header 2%

¥ BRI SHER i)

X-Security- & String WMREEFERIRITZEETE, T

Token Ittheader@ TR, Z(ERIR
E;;)"Eéﬁﬁﬁ’ﬂ?ié@ﬁﬁ (21ES
) .
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DescribeApplicationProvider

IAM B{aeuly

APl &% 4 API
e
REHS: 200
% 4-487 IR Body 284
2% SR R
application_provid | String N iRt E URN
er_urn
display_data DisplayDataDto | NARZFRIHERRER
object
federation_protoc | String SZIFRYIMNY
ol
application_provid | String R 2 iR it E E—IRREE (1D)
er_id
2k 4-488 DisplayDataDto
8% SRR R
description String N FRFE R e rtiA
display_name String N AEFRERERE
icon_url String N e iR E EbR
RESES: 400
& 4-489 N7 Body %1
B8 SR #R
error_code String e
error_msg String HEIREE
request_id String IBRE—HRIR
REHS: 403
Z 4-490 N3N Body B%{
2% SR R
error_code String e
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2% SRR fR
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IENEIRER
ation_message

RE/S: 404
% 4-491 I Body S
2% SRR R
error_code String BIRS
error_msg String BIRER
request_id String 1B KE—IRIR
=GNl
HiaNAREFRMEEFE
GET https://{hostname}/v1/application-providers/{application_provider_id}
N7~
REES: 200
Successful
{
"application_provider_id" : "app-xxxxxxx",
"application_provider_urn" : "IdentityCenter:x-xxxxx",
"display_data” : {
"description” : "description”,
"display_name" : "custom-saml"
}",federation_protocol" : "SAML"

N
RSB ik
200 Successful
400 Bad request
403 Forbidden
404 Not found
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tHI=0

52 IEIRE .

4.6.19 3t FAREFRSE I S R P E AP AFERIREX KR

IhgeNn4a
FIH N B FEAI S AP APAFENXEXR . REREEHALRNEEKSE
ENIRSBSEICEERIK R STER
U
RB]LATEAPI ExplorerdRididiziEz [, IFEMAIESEN . API Explorerf] LAEENERY
SDKACHE R, FHRESDKACRERAEIEIXINEE
URI
GET /v1/instances/{instance_id}/application-instances/{application_instance_id}/
profiles
+ 4-492 RZBH
B8H =% SR R
instance_id = String IAM Identity CentersLIRY2 /5
H—HRRF (1ID)
application_in | 2 String NFBfZEFREBIID, Llapp-ins-A
stance_id BUZR
IBREH
2 4-493 153K Header 2%
B8H B W% SR ik
X-Security- & String WMREEFERIRIT LS EE, U
Token Ittheader@ 4 FERY, (BRI
HNZeERENZ2SHE (S1FS
) .
VRS54

K& 200

MAERRAS 02 (2025-08-21)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListProfiles

IAM BH{peul
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K 4-494 IR Body 2%

2 SR ik
applicationProfiles | Array of N FRFE R Profile

ApplicationProfil
eDto objects

2 4-495 ApplicationProfileDto

2% SR faig

name String KEEXRBIR, EhAADefault
status String KEAXZERZ, BUABENABLED
profile_id String SRS N BERFRXEXID

R7SF5: 400

% 4-496 S Body B4

e SR R
error_code String e
error_msg String BIRER
request_id String TEKE—IRIR

WR&G: 403

K 4-497 O Body ¥

2% SRR fR
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IENEIRER
ation_message

REEE: 404
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2 4-498 N7 Body S
2% SR 1153
error_code String EI=g
error_msg String HEIRER
request_id String BERE—HRIR
(=R GN
H N R S AR APEFERNXEEX R
GET https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/profiles
N pz 73451
KZE&88: 200
Successful
{
"application_profiles" : [ {
et "ENABLED",
"profile_id" : "p-dc6434b56c4e5221"
X ]
I NEE
R A
200 Successful
400 Bad request
403 Forbidden
404 Not found
=
52 EIRE .

4.6.20 BRI FAfE L6 S AP A P EA B R

MIBRI FRFEFSEfI S AP AR ERECRR . R FRBERERNEEKSEAFIMR
SEITEERIRRIKSIEM .

MAERRAS 02 (2025-08-21)
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A
R LATEAPI ExplorerdRiidiziEz ], IFEIMAIEEN . APl Exploreri] LABENERK
SDKACEBRI, FHRHSDKILIBREIEIINEE
URI
DELETE /v1/instances/{instance_id}/application-instances/
{application_instance_id}/profiles/{profile_id}
+ 4-499 BIZBH
B8H BRIk SR fHR
instance_id = String IAM Identity CentersLIRYL /5
H—FRR&F (ID)
application_in | @ String NFBfZEREBIID, Llapp-ins-A
stance_id BUSR
profile_id = String Nz FBfE e 5 AP A PEX
BXXZK ID
IBREH
2 4-500 153k Header 2%
2% =A% SR R
X-Security- B String WRIEEFRIGRI L2 EE, U
Token ttheader@FERY, (BRI
HNZeERENZESHE (SFS
) o
R3S
KZEM: 200
Successful
R&EE: 400
R 4-501 I Body 2%f
2H SRR )
error_code String TS eI
error_msg String HEIRER
request_id String IERE—HRIR
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteProfile
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API &% 4 API
RE&ES: 403
2 4-502 L7 Body &%
28 SR ik
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IIZRIERER
ation_message
KE&ES: 404
2 4-503 L7 Body &%
S8 SR ik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
=P Gl

MIPRR T2 LB S R E AP EXREAK R

DELETE https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/

profiles/{profile_id}

il iz 73~

T
I NTE
K& fid
200 Successful
400 Bad request
403 Forbidden
404 Not found
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RIR
52 IR

4.7 NARERFSECELE
7.1 BN AREFESERRFESAFEY IR

IhEEN 4R
HANEREFES B AFASIZER . R EREERALNNEIERSIEIRS
FZIEEERNARKSER.
i
RBJLATEAPI ExplorersRiidiziE [, IFEMAIEEN . API Explorera] LABENERK
SDK{tﬁ%T{ﬁj FHEHSDKIRAB R INEE .
URI

GET /v1/instances/{instance_id}/applications/{application_instance_id}/
assignments

&£ 4-504 IBIRSH

2% =A% ST ik

instance_id = String IAM Identity CentersLIRY2/F
H—+RREF (ID)

application_in | 2 String N FEFERRSLBIID, Llapp-ins-/9

stance_id E RS

€ 4-505 Query ¥

B8H BE W% SRR ik
limit B Integer BMERIREIPERKERE .
marker & String P IRFRC
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListApplicationAssignments

IAM Bl

APl &% 4 API
RS
K 4-506 153K Header 2#
2% BEWI% SR fR
X-Security- B String WMRIEEFERIGRZEENRE, U
Token Itheader@ &R, ZERIR
2 ERNZE<SHE (215
) o
V254
RE&ES: 200
3R 4-507 g Body &%
B8H ST R
application_assign | Array of N FEfERF S ERIB R e A FESIZ%

ments

ApplicationAssig
nmentDto objects

page_info PagelnfoDto PIEE
object

2k 4-508 ApplicationAssignmentDto

8% SRR R

application_urn String N AFERFURN

principal_id String F{KId

principal_type String F{AE

2K 4-509 PagelnfoDto

B8Y SR R

next_marker String WRFE, VR HYHE L 500G
NAEENEmES .. EXHEENELEEAE
A, EirSEkeHPERLE, L
KBS T80 . BRZES IR
£, EZInext_markerli N ITERE S
null

current_count Integer AREIZBHE
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R&RD: 400

% 4-510 g Body &%

2% SRR R
error_code String e
error_msg String BEIRER
request_id String TBEKIE—IRIR

WR&RG: 403

£ 4-511 I Body 2%

2% SRR fR
error_code String BIRg
error_msg String HIRER
request_id String TERIE—IRIR
encoded_authoriz | String IIZRIERER
ation_message

15K
BN RS R Ar s

GET https://{hostname}/v1/instances/{instance_id}/applications/{application_instance_id}/assignments

il iz 73~ 151
RSB 200
Successful
{

"application_assignments" : [ {

"application_urn" : "IdentityCenter::8c1eef3a241945f69c3d3a6bxxxxxx:application:ins-36218e5b4c2xxxx/

apl-83142f08178ce349",

"principal_id" : "4b969bc6-e8ed-47ce-b62b-936319xxxx1",

"principal_type" : "USER"
11
"page_info" : {

"next_marker" : null,
"current_count” : 1
}
}
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APl &% 4 API
K&
RSB R
200 Successful
400 Bad request
403 Forbidden
e
BESEIRE
4.7.2 NRERSERAFPISERA
IhEEN 4R
NAEEFRSERBFAFAE., R ERERARNEERSTENRSEZTEIERAY
R RWKSER .
izt
R LATEAPI ExplorerdRiidiziE [, ZIFEINMAIEEN . APl Explorera] LABENERK
SDK{GCHER B, FHRESDKAHBREIEIRXINGE
URI

POST /v1/instances/{instance_id}/applications/{application_instance_id}/
assignments/create

% 4-512 IRIZSH

8% BE W% SRR 1k

instance_id 2 String IAM Identity CentersLBIHI2F
W—+RRAF (ID)

application_in | 2 String NFBfZEREBIID, Llapp-ins-A

stance_id BUZR
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateApplicationAssignment
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APl &% 4 API
IBREH
K 4-513 53K Header 2#
84 EEWI%E SR R
X-Security- B String WRIEEFRIRIZEEE, U
Token Itbkheader2% @09, (BRI
HNZeEENTe<HE (8EFS
) o
3 4-514 153K Body &
8% BRI SRR fHR
principal_id = String E{KId
principal_type | 2 String FiR3En
N 4L
REES: 201
Successful
RS 400
% 4-515 9 Body %
84 SRR R
error_code String e
error_msg String BEIRER
request_id String IBRE—HRIR

KRS8 403

% 4-516 I Body 2

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR

MAERRAS 02 (2025-08-21)
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APl &% 4 API
28 SR ik
encoded_authoriz | String INZREIRERE
ation_message

RE&ES: 409

& 4-517 gi; Body 2%
2 SR ik
error_code String BIR6S
error_msg String BIREE
request_id String TBRIE—IRIR

BRI

AN AEFSERFEREFE

POST https://{hostname}/v1/instances/{instance_id}/applications/{application_instance_id}/assignments/

create

{

"principal_id" : "b2d3de5e-6689-4e50-8faa-c6dd00eca943",

"principal_type" : "USER"

}
I piz =451
7
RSB
RSB 0%
201 Successful
400 Bad request
403 Forbidden
409 Conflict
BI=0

52 IEIRB.
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APlI &%

4 API

4.7.3 WM R E S ECAFEEFA

INgEN4A
RN BB FE R ECAFEAFA .. HRERBERAENNEEKRSTHENRSZFILE
ERIMRKSER.
izt
&0 LATEAPI Explorerdiiiziz [, STIFEDNAUESEM . API Explorera] LABZ4ERE
SDKACRBRMI, FRHSDKIIBRAENEIXINEE
URI
POST /v1/instances/{instance_id}/applications/{application_instance_id}/
assignments/delete
#+ 4-518 IBZBH
84 EEWI%E SHERR R
instance_id = String IAM Identity CentersLIRY2/F
H—FRREF (ID)
application_in | 2 String N FERERRSLBIID, Llapp-ins-/9
stance_id BUZR
IBREH
2 4-519 153K Header 2#
8% =R W% SHERR R
X-Security- B String WRIEEFERIRIZEEE, U
Token Lttheader2%FEHY, %BERI
HZeEENTedHE (8FS
) o
7 4-520 153k Body S
8% BRI SRR ik
principal_id = String == N[l
principal_type | & String kLR
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteApplicationAssignment

IAM BH{p el
APl &

4 API

MR SEL

BRI

K& 200
Successful

KERS: 400

2 4-521 IR Body 2%

Y SR ik
error_code String EI=g
error_msg String EIRER
request_id String IERE—HRIR

K& 403

% 4-522 liIL7 Body £%f

2% SHERT R
error_code String e
error_msg String BEIRER
request_id String B KE—IRIR
encoded_authoriz | String INZREEREE

ation_message

K& 404

2 4-523 IR Body 2%

2% SR #k
error_code String IR
error_msg String EIRER
request_id String ERE—HRIR

MERRN R E S EcRFE AR E

POST https://{hostname}/v1/instances/{instance_id}/applications/{application_instance_id}/assignments/
delete
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{
"principal_id" : "b2d3de5e-6689-4e50-8faa-c6dd00eca943",
"principal_type" : "USER"
}
M iz 7~ A5
7
RS
RSB iR
200 Successful
400 Bad request
403 Forbidden
404 Not found
TESE
B2 WEEB.

IS

i

URI

7.4 RS HP R PEXERIN BEFIZR

MRSAFSAPEXKINBRERIIR. WRFRERBNANNEERSIIEIRS

EEEERRRKSER.

1ZE]LATEAPI Explorershi@idiziz [, SIFEIMMAIEEN . API Explorera] LAE B4R

SDKH‘,HTWJ FHRHESDKILRB R BIEILINEE

GET /v1/instances/{instance_id}/application-assignments-for-principals

* 4-524 BiZSY
e EEWE SR fiEid
instance_id = String IAM Identity CenterSLIRY2 /5
H—HRREF (1D)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListApplicationAssignmentsForPrincipal

IAM Bl

APl &% 4 API
2K 4-525 Query 2
8% BRI e bS] ik
principal_id 2 String B EFRNEBHE—IRAHT
(ID)
principal_type | 2 String B{PFERSRLE, USERZE
GROUP
limit B Integer BMEKREIIERAERE.
marker = String SRS
IBRESH
% 4-526 153K Header &%
8% BRI SRR ik
X-Security- S String WMREEFERIRIT LS ETE, T
Token Ittheader@FERY, ZERIR
HL2ERNZeSE (2159
B2 o
V=S5t
R&HS: 200
K 4-527 0 Body 2%
8% SRR ik
application_assign | Array of Rz FRfE 2 EehYE(R
ments ApplicationAssig
nmentDto objects
page_info PagelnfoDto PREE
object
Z 4-528 ApplicationAssignmentDto
e SR R
application_urn String Kz FEfERFURN
principal_id String F{KId
principal_type String FRER
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APl &% 4 AP

2 4-529 PagelnfoDto
2% SR fiik

next_marker String WNREFE, WFRRTBEHE LS
NHEENEEE ., FENRENELEER
B, TEirSEksHPERLIE, LA
FEE BN T30 . BRZESEIE
€, BEZFlInext_markerlifcEIRE]S

null
current_count Integer AWREIZB#HE
K& 400
2K 4-530 I Body 2%
2 SR iR
error_code String e
error_msg String BIRER
request_id String 1B KE—IRIR
REES: 403
5 4-531 gL Body %1
S SR )%
error_code String BIRg
error_msg String BIREE
request_id String TEKRIE—IRIR
encoded_authoriz | String INZRIEIREE
ation_message

= ANl

WRSRAPISAFPAXBII N EEFRSIZR

GET https://{hostname}/v1/instances/{instance_id}/application-assignments-for-principals
M iz 7~ A5

R 200

Successful
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4 API

{

"application_assignments" : [ {

"application_urn" : "ldentityCenter::8c1eef3a241945f69c3d3a6b0xxxxx:application:ins-36218e5b4cxxxx/

apl-83142f08178ce359",

"principal_id" : "4b969bc6-e8ed-47ce-b62b-936319e2bcb1",

"principal_type" : "USER"
A

"application_urn" : "ldentityCenter::8c1eef3a241945f69c3d3a6b02xxx:application:ins-36218e5b4c2cxxx/

apl-83142f08178ce349",

"principal_id" : "4b969bc6-e8ed-47ce-b62b-936319e2bcb1",

"principal_type" : "USER"
1

"page_info" : {
"next_marker" : null,
"current_count" : 2

}

}

T

/N fiik

200 Successful

400 Bad request

403 Forbidden

52 EIRB .

4.8 NHEFIEPREE
4.8.1 HiEMN 2R LAIED

TORENA

AENBREFEANES, SEONEPEE . LURE

FEEERRRKSIER .

i3

ERARNEEKSHIFNIRSE

RBJLATEAPI ExplorerdRididiziE ], IFEMAIEEN . API Explorerfa] LABEENERK

SDKACHERAY, FHRESDKAIEREIEIHINEE

URI

PUT /v1/instances/{instance_id}/application-instances/{application_instance_id}/

certificates/{certificate_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateApplicationInstanceActiveCertificate

IAM Bl

APl &% 4 API
7% 4-532 BIRBH
2 BEWI% SR fEiR
instance_id = String IAM Identity CentersLBIRY2 B
ME—+RREF (1D)
application_in | 2 String NFBRZEFREBIID, Llapp-ins-A
stance_id BUSR
certificate_id | 2 String %ﬁ!;%)if%iﬁ%é%ﬂﬁ—ﬁiﬂﬁ
ERESH
3 4-533 53K Header
2 =A% ST ik
X-Security- & String WRIEEFRIRIZEEE, U
Token lttheader@ W FERY, ZERIR
e ERENZE<S (215
) o
N Rz S4L
K& 200
% 4-534 [ Body %
S¥ SR ik
application_instan | CertificateDto Nz FBfZFAIE$
ce_certificate object
% 4-535 CertificateDto
2% ST ik
algorithm String IEPAEREX
certificate String N RIS
certificate_id String N FRREREId
expiry_date Long UE IS HART 8
status String IERIRES
key_size String ZEHR
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IAM BH{a el

APl &% 4 API
28 SR ik
issue_date Long UEB 4 pR AT IE]
RZEES: 400
% 4-536 [[IK7 Body 2%
ol SR ik
error_code String BIRg
error_msg String BIREE
request_id String TERIE—IRIR
RS 403
# 4-537 IR Body 2%
28 SR ik
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IIZRIEIRER
ation_message
REE: 404
% 4-538 K Body 244
2¥ SR 3%
error_code String e
error_msg String BIRER
request_id String B KE—IRIR
=Rl
MGEN FIFERRSEGNER, SEINEP0EE
PUT https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/
certificates/{certificate_id}
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4 API

N Rz 7~

KR&G: 200

Successful

{

"application_instance_certificate" : {
"algorithm" : "SHA256withRSA",
"certificate" : "certificate text",

"certificate_id" : "cer-5c81c5ce-c16c-4a5d-8e55-f491f2239f1a",

"expiry_date" : 1767916800000,
"status" : "ACTIVE",

"key_size" : "3072",
"issue_date" : 1752048619976

}
}
T
/NG iR
200 Successful
400 Bad request
403 Forbidden
404 Not found
FHIREG
B2 EIRE .

4.8.2 PRI FAFERRSEAIES

MIBRN R FSEANES . HHRFREERARNEERSTHFNIRS EITEIERNINER

MESERA o

i

1ZB]LATEAPI ExplorerdifFiiziEz [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDKAXEB MBI, FHRESDKRBREIEIXINGE .

URI

DELETE /v1/instances/{instance_id}/application-instances/
{application_instance_id}/certificates/{certificate_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteApplicationInstanceCertificate

IAM Bl

APl &% 4 API
& 4-539 IR1ZSH
2 BEWwI% SR fEiR
instance_id = String IAM Identity CentersLIRY2B
ME—RREF (1D)
application_in | 2 String N FERERESEAIID, Llapp-ins-Jg
stance_id BUSR
certificate_id | 2 String %ﬁ!;%)if%iﬁ%é%ﬂﬁ—ﬁiﬂﬁ
iERESH
& 4-540 53K Header 23
2 =A% ST ik
X-Security- & String WRIEEFERIRIZEERE, U
Token lttheader@ &R, ZEZIR
e ERENZe<S (215
) o
i Rz S4L
RSB 200
Successful
RSB 400
K 4-541 Ui Body 2%
2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR

RS 403

% 4-542 u i Body 2%

24

sHxm

114

error_code

String

IS
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IAM B{pehily

API &% 4 APl
28 SR ik
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IENEIRER
ation_message
REEE: 404
2 4-543 L7 Body &%
28 SR ik
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
BRI

FRUBR A FRRE R SEAIRIES

DELETE https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/

certificates/{certificate_id}

N Rz 7~ 5

7
REED
RSB iR
200 Successful
400 Bad request
403 Forbidden
404 Not found
BI=0
B2 EIRE .
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AP| &%

4 API

4.8.3 BlE N FARERRSLAIES

INEEN4A
SIERNBERLANER ., R ERERARNEERSTENIRSEIEEERIKR
WSER.
i
RAJLATEAPI ExplorersRiidiziEz [, IFEMAIEEN . API Explorerf] LAEENERK
SDKISHIRA, FHEMSDKAAS R INEE .
URI
POST /v1/instances/{instance_id}/application-instances/{application_instance_id}/
certificates
% 4-544 [R1ZSH
2% =AWk SR ik
instance_id = String IAM Identity CentersLIRY2 /5
H—FRReF (ID)
application_in | 2 String NFBFZEREBIID, Llapp-ins-A
stance_id BU&R
iBRESH
2 4-545 153K Header 2%
2% =AWk SR A
X-Security- S String MREAEFEARZEENRE, T
Token LtbkheaderEMER, ZEZIR
HNZeZRENZESHE (SFS
)
V254

RSB 201

R 4-546 [ Body 2%

2%

SHEE

Hik

ce_certificate

application_instan

object

CertificateDto N FRREFRIER

MAERRAS 02 (2025-08-21)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateApplicationInstanceCertificate

IAM Bl
AP &% 4 API

3£ 4-547 CertificateDto

2¥ SR ik

algorithm String IEREREE
certificate String RN FRZRIER
certificate_id String N Ff2RiE$1d
expiry_date Long UEPBidHART E)
status String WERIRTS
key_size String ZEAA/N
issue_date Long UEB 4 pE AT IE]

WR&G: 400

% 4-548 I Body 2%

2% SR ik
error_code String e
error_msg String EIRER
request_id String BKRE—FRR

WR&G: 403

% 4-549 u i Body 2%

2% SRR R
error_code String e
error_msg String BEIRER
request_id String TBEKIE—IRIR
encoded_authoriz | String INZREIREE
ation_message

R&RD: 409
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IAM B{p el

APl &%& 4 API
% 4-550 lNL Body S
el SR E[::)%
error_code String e
error_msg String LN
request_id String ERIE—FRIR
=P N
BN TR SLAER
POST https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/
certificates
M Rz~
RSB 201
Successful
{
"application_instance_certificate" : {
"algorithm" : "SHA256withRSA",
"certificate" : "----- BEGIN CERTIFICATE----- \r\nMIIEyzCCAzOgAWI******|QxBvg==\r\n----- END
CERTIFICATE----- ",
"certificate_id" : "cer-4d47a100-0144-492d-8aa5-9460c6aadc55",
"expiry_date" : 1912291200000,
"status" : "INACTIVE",
"key_size" : "3072",
"issue_date" : 1754548061000
}
}
RSB
RSB A
201 Successful
400 Bad request
403 Forbidden
409 Conflict
IR
BSIEIRB.
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APlI &%

4 API

4.8.4 3\ FRRE FRSEAIE S

INgEN A
BN AEFREGIERSIER. tHEERERARNEEKSHENRSZITEERD
B RS ER
U5
&0 LATEAPI Explorerdididiziz [, STIFEDNMAUESEM . API Explorera] LABZ4ERE
SDK{CRIRA, FHEMSDKACAERBIEIXINEE o
URI
GET /v1/instances/{instance_id}/application-instances/{application_instance_id}/
certificates
#+ 4-551 IR2BH
84 =AWk SHERR faR
instance_id = String IAM Identity CentersLIRY2/F
H—HRREF (1ID)
application_in | 2 String N FERERRSLBIID, Llapp-ins-/9
stance_id BIR
K 4-552 Query 2#
84 =% SR R
limit B Integer BMEKRREINGEAERE.
marker & String Vs e
IBRESH
K 4-553 i53K Header 2
84 =AWk SRR faR
X-Security- 5 String NMREAEFEAIRZEENRE, U
Token Ittheader2 % &EHY, ZE=EI
HZeEENZeSHE (8EFS
) .
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListApplicationInstanceCertificates

IAM BH{peul
AP| &% 4 AP

MR SEL

KR&G: 200

% 4-554 I Body 2%

2 SR )%
application_instan | Array of R FRTEFIER5IZE
ce_certificates CertificateDto

objects
page_info PagelnfoDto DIER

object

2 4-555 CertificateDto

2% SR ik

algorithm String IEPAERREE
certificate String K FfE e
certificate_id String N 2 RmiE$Id
expiry_date Long IEBS HARTE]
status String UEREIRES
key_size String ZEHR
issue_date Long IER A pR AT E

£ 4-556 PagelnfoDto
2% SR fiik

next_marker String WNREFE, WERRTBEHE LS
NHEENEEE ., ENRENELER
B, EirEiEksHPERLE, LA
SFEESERN T30 . ERZEEIE
€, BEZFlInext_markerliRIcEIRE]S
null

current_count Integer AWREIZBH#H=E

R&ES: 400
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IAM BH{p el

AP| &%& 4 API
K 4-557 0 Body 2%
2H SR R
error_code String eSS
error_msg String =52
request_id String TEKRIE—IRIR
R 403
% 4-558 l[ILZ Body %]
ol SRR 220
error_code String e
error_msg String ERER
request_id String TBKE—IRIR
encoded_authoriz | String INZREIREE
ation_message
\$ —
=Rl
BN AEREARERYIZE
GET https://{hostname}/v1/instances/{instance_id}/application-instances/{application_instance_id}/
certificates
I Rz~ 451
REHS: 200
Successful
{
"application_instance_certificates" : [ {
"algorithm" : "SHA256withRSA",
"certificate" : "certificate text",
"certificate_id" : "cer-5c81c5ce-c16c-4a5d-8e55-f491f2239f1a",
"expiry_date" : 1767916800000,
"status" : "ACTIVE",
"key_size" : "3072",
"issue_date" : 1752048619976
o
"algorithm" : "SHA256withRSA",
"certificate" : "certificate text",
"certificate_id" : "cer-a96ccdb1-5556-4454-a6ed-1415774d6693",
"expiry_date" : 1769558400000,
"status" : "INACTIVE",
"key_size" : "3072",
"issue_date" : 1753706674547
11
"page_info" : {
"next_marker" : null,
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"current_count" : 2
}
}

T
WS iR
200 Successful
400 Bad request
403 Forbidden
IRt
B2 EIRG .

4.9 SLHECEETE
4.9.1 ZELHIEEEE

INRENA
REIAMBDHOIRSELAEEEE, SEEMALIEREISIEEEEEEE .. g
ERBERELNNEIERSTHENRZSZIETEE RN RS ER
@it
&0 LATEAPI Explorerdidiiziz [, SXIFEDMAUESEM . API Explorera] LABZ4ERE
SDK{JCE%TWJ FHIRHESDKICHBBIEIXINGEE
URI

POST /v1/instances/{instance_id}/sso-configuration

% 4-559 BRIZS¥#

28 ERWIE ST 1215
instance_id = String IAM Identity CenterSLIRYZ2 /5

ME—+RiR%F (1D )
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateSsoConfiguration

IAM Bl
AP| &%

4 AP

IERSH

Z 4-560 53k Header 2%

¥ BE W% SR fHiR
X-Security- B String WMREEFERIRITLZEETE,
Token Ittheader@ 4 FERY, Z(ERIG
HNZeZRENZESHE (8iFS
B2 o
% 4-561 153K Body ¥
B8H B W% SR ik
sso_configurat | 2 SSOConfigur | SEHIECEEE
ion ationDto
object
configuration_ | @ String [i=ESit
type
Z 4-562 SSOConfigurationDto
2% =AWk SRR A
mfa_mode & String MFASRHET,
no_mfa_signi | & String FEMMFAIE R, BIEZRAE
n_behavior FRITH
no_password_ | & String REEBBRTERNTA
signin_behavi
or
allowed_mfa_ | & Array of RITFAIMFAZEERY
types strings
session_config | & SessionConfi | SIEEMECE
uration gurationDto
object
£ 4-563 SessionConfigurationDto
25 =Rk SRR A
max_authenti | 2 String SIESEATE
cation_age

MAERRAS 02 (2025-08-21)

WRIERE © LARITERARERAF

238




IAM B{peul
AP| &%

4 API

MR SEL

iBERTA

N Mz 73~ 51

REB: 200
Successful

K& 400

2K 4-564 I Body 2%

2% SR fik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR

RS 403

7 4-565 NI Body S

2% SR #ik
error_code String e
error_msg String HEIRER
request_id String ERE—HRIR
encoded_authoriz | String IEREEIRER
ation_message

IZEIAM Identity Center IREZELHEEEE, BIESMIANLEENSEEEEEE

=|

15N O

POST https://{hostname}/v1/instances/{instance_id}/sso-configuration

{

"sso_configuration" : {

"mfa_mode" : "ALWAYS_ON",

"no_mfa_signin_behavior" : "ALLOWED",
"no_password_signin_behavior" : "BLOCKED",

"allowed_mfa_types" : [ "TOTP" ],
"session_configuration" : {
"max_authentication_age" : "PT8H"

}
3

}

p

"configuration_type" : "APP_AUTHENTICATION_CONFIGURATION"
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IAM Bl

APl &%& 4 API
RS
RS g
200 Successful
400 Bad request
403 Forbidden
TES
B2 WEIEB.
4.9.2 EHLHIEREER
INEEN4A
EﬂIAM%ﬁJ‘EP'L‘,\;{ﬁJEEE{E 2, 8ESMmAIRENSIEEIEREER .. WRER
BEFRALREERSHE MRS EICEERNIRRKSER.
I
EATLATEAPI Explorerdrifidizig [, STIFEEIAIEEN . API Explorera] LABR4ERK
SDK{CHERBI, FHRESDKAHBRAEIEIRXINGE
URI
GET /v1/instances/{instance_id}/sso-configuration
£ 4-566 R1ZSH
2% BRIk SR ik
instance_id = String IAM Identity CenterSLIp92 /5
H—FRReF (ID)
BREH

% 4-567 53K Header 2%

e EE W% SR R

X-Security- B String WRIEEFRIRIZEERE, U

Token Itbheader@FERY, ZERIR
E;Sté ERENEZESHE (2iFS
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=GetSsoConfiguration

IAM Bl
AP| &%

4 API

IRISE
RSB 200

% 4-568 IR Body 2%

24

SHER

115

sso_configuration

SSOConfiguratio
nDto object

IAM Identity Center SEfIECESE

2 4-569 SSOConfigurationDto

2% SR fiik
mfa_mode String MFASZIHET,
no_mfa_signin_be | String FiEMMFABIR T, ANERNERITH
havior
no_password_sign | String REEBBERTERNGTA
in_behavior
allowed_mfa_type | Array of strings FEIFAIMFAZERY
s
session_configurat | SessionConfigura | &IF4MEE
ion tionDto object
2 4-570 SessionConfigurationDto
2% SR fiik
max_authenticati | String SIREATE
on_age
R 400
& 4-571 Wi Body 2%
2 ST R
error_code String EEEL
error_msg String HEIRER
request_id String TERME—HRIR

RZSE5: 403
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IAM B{aeuly

APl &% 4 API
K 4-572 0 Body 2%
2H SR R
error_code String TS e
error_msg String HIRER
request_id String 1ERE—HRIR
encoded_authoriz | String NZREBIRER
ation_message
KREE: 404
7 4-573 gk Body £#{
84 SHERT Rk
error_code String EEEL)
error_msg String BEIRER
request_id String TEKRME—HRIR
=P
BiIAMBHHROPEEES, SESMAERENSESEREER.
GET https://{hostname}/v1/instances/{instance_id}/sso-configuration
M Rz73~f51
RSB 200
Successful
{
"sso_configuration" : {
"mfa_mode" : "ALWAYS_ON",
"no_mfa_signin_behavior" : "ALLOWED",
"no_password_signin_behavior" : "BLOCKED",
"allowed_mfa_types" : [ "TOTP" ],
"session_configuration" : {
"max_authentication_age" : "PT8H"
}
}
}
RS
REHE A
200 Successful
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APl &%& 4 API
RSB )%
400 Bad request
403 Forbidden
404 Forbidden
BI=0
B2 EIRE .

4.10 MFA EeEETE

4.10.1 &if) MFA S1BERE(E=EE

INEEN4A
BEOMFAEIEEEERE . IHREREERALRNEERSHENRSZZIEEERAIMT
W=S1EHA .
iz
RB]LATEAPI ExplorersRiidiziz [, IFEMAIESEN . API Explorerf] LAEENERK
SDKISRIRA, FHEMSDKACIE R INEE .
URI
GET /v1/instances/{instance_id}/mfa-devices/management-settings
E 4-574 BRBH
e =A%k ST R
instance_id = String IAM Identity CentersLIRY2B
H—HRREE (1ID)
IBREH
2K 4-575 153K Header 2H
2% =W SRR ik
X-Security- & String WMREEFERIRITZEEE,
Token ttheader2 &R, Z(EZIR
NZ2ERENZESE (2159
B2 o
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=GetMfaDeviceManagementForIdentityStore

IAM B{aeuly
AP| &%

4 API

=351
KRG 200

% 4-576 I Body 2%

2% SHE

ik

identity_store_id String

KB AMBS RO EMITRENEE
W—FRRFF (ID) .

user_permission String

SFRFBITRIERIMFAIT S

KERS: 400

25 4-577 IR Body 2%

2% SR ik
error_code String EI=g
error_msg String HEIRER
request_id String BRE—HRIR

RS 403

K 4-578 I Body 2%

2 SR iR
error_code String TEE
error_msg String BIRER
request_id String 1BEKIE—IRIR
encoded_authoriz | String INZREIRER
ation_message

K& 404

2 4-579 IR Body &%§
2 SR iR
error_code String e
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IAM B{a el

AP| &% 4 API
28 SR ik
error_msg String BIREE
request_id String TERIE—IRIR
=Rl
BIMFASIEREEE

GET https://{hostname}/v1/instances/{instance_id}/mfa-devices/management-settings

N Rz~ {5
RZE&B: 200
Successful
{
"identity_store_id" : "d-xxxxxx",
}"user_permission" : "READ_ACTIONS"
W&
K& fid
200 Successful
400 Bad request
403 Forbidden
404 Not found
tHiRtG

52 EIRB.

4.10.2 1§58 MFA SIE8EZEE

IREN A
REMFASEIREREE. IHRFRAMARNSEKSIENRSEESRRNMR
SER .

il

1&aTLATEAPI Explorerdhiidiziz, ZIFBMAIEEN . APl Explorera] LAEZHERY
SDKHE R, FHRMESDKAHIRAEIEIRINEE
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=PutMfaDeviceManagementForIdentityStore

IAM Bl

APl &% 4 API
URI
POST /v1/instances/{instance_id}/mfa-devices/management-settings
F+ 4-580 IB1ZBH
2% BRIk SRR R
instance_id = String IAM Identity CentersLIRY2 B
H—HRREE (ID)
IBREH
Z 4-581 153K Header 2%
2% =EWi%E SRR R
X-Security- S String MREAEFEARZEENRE, T
Token Ittheader@ TR, ZERIR
HNZeZRENZESHE (SFS
)
3R 4-582 153K Body &%
8% ERWIE SRR fER
identity_store | 2 String KEXEIAMBHD O SEFIRIEAD
_id BENERFBME—IRRFEF (ID) .
user_permissi | & String RFRAPETEEMFARNTA
on
)25
RE&ES: 200
Successful
RE&ES: 400
7 4-583 IR Body 2%
B8H SR R
error_code String EI=g
error_msg String HEIRER
request_id String ERE—HRIR
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AP &% 4 API
RE&ES: 403
7 4-584 IR Body &%
2% SHEER )%
error_code String e
error_msg String BEIRER
request_id String 1B KE—IRIR
encoded_authoriz | String INZREEREE
ation_message
KE&ES: 404
% 4-585 IR Body &%
2% SHEER 3%
error_code String e
error_msg String BIRER
request_id String 1B KE—IRIR
=R Rl
REMFAEIBIZEEE
POST https://{hostname}/v1/instances/{instance_id}/mfa-devices/management-settings
{
"identity_store_id" : "d-xxxxxxx",
"user_permission" : "READ_ACTIONS"
}
il Rz 73~ 451
7
RSB
RS A
200 Successful
400 Bad request
403 Forbidden
404 Not found
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APl 5% 4 API
RIR
52 ERE .

4.11 PSR
4.11.1 BIERBR

IhgeNn4A
FEIEENSHFEPEIE—NMAMBHHORP . tHRERERARINEIEKRSIES
RBSEFIEEERIARKSER
URI
POST /v1/identity-stores/{identity_store_id}/users
#+ 4-586 IR2BH
84 EEWI%E SR R
identity_store | 2 String BB BEE—FRRAF (ID)
-id BIMKE: 12
BAKE: 12
BRBH

X 4-587 153K Header &%
2% BBk SR ik

X-Security- S String WMREEFERIRITLZEETE, T
Token Itbheader@&FEHY, ZE=ZIR
=2 ERENZE<SE (215S
B2 o

BRAKE: 2048

% 4-588 53K Body ¥

84 =AWk SRR R
addresses & Array of FAFaOtBIHERSIZE
objects HORKE: 1-1
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IAM B{p el
AP| &%

4 API

SH

SHERE

%

display_name

i

String

BRFHERER.
RIMKE: 1
RAKE: 1024

emails

ali

Array of
objects

RFPIYRFERREERIIE
HAKE: 11

locale

iy

String

BRIt XESIUEEE .
BRIMKE: 1
BAKE: 1024

name

Object

BEAFERERIINR.

nickname

0N | HD

String

FFRFR,
BRIMKE: 1
BAKE: 1024

phone_numb
ers

iy

Array of
objects

FAFHERIESHEERYIE.
HAKE: 11

preferred_lan
guage

iy

String

BRESBIER,
BIMEE: 1
BAEE: 1024

profile_url

iy

String

S5HPXEEAIURL,
BRIMKE: 1
EXKE: 1024

timezone

i1y

String

BFIERX.
RIMKE: 1
BAKE: 1024

title

iy

String

Rk,
RIMKE: 1
RAKE: 1024

user_name

Fali

String

BFR&, BFRRRFPIE—=F
TR

BIMKE: 2

BRKE: 128

user_type

iy

String

=2 =E- it
BMEE: 1
BAEE: 1024
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IAM S5
APl &

4 API

SH =

SHERE

%

i

password_mo
de

String

iR L, —IRMEEL/
7S o

ESER

e OTP

e EMAIL

iy

enterprise

Object

AR ITEEXERRINR.

£ 4-589 addresses

2% =

B SHERE

%

=
country =

String

E=xR /X,
=AMKE: 1
BEAKE: 1024

iy

formatted

String

B5ESRHHIRR AR
=R

BIEE: 1

BAXEKEE: 1024

iy

locality

String

A VA=19
=IMKE: 1
BAEE: 1024

iy

postal_code

String

HREmES o
=B2IVEE: 1
BAEE: 1024

iy

primary

Boolean

—Mp/RE, RRXEENAR
A9EELE

iy

region

String

X1
BMEE: 1
BAEE: 1024

iy

street_address

String

EHEIN
BIVEE: 1
BAEE: 1024

i1y

type

String

R UESERI=RE R
B2IVEE: 1
BRAKE: 1024
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APl &% 4 API
2 4-590 emails
2% EEUE SR R
primary = Boolean — M RE, FRXEERAR
A9 EE FHBFE .
type 2 String RN FHRFERBEIRIFT R,

BMEE: 1

BAXEKE: 1024

String BB FHRFEIBUIAF /TS,
BIMEE: 1

BAEE: 1024
verification_st String FEFHBFEHELEAYIIEIRTS
atus KEME:

e NOT_VERIFIED

e VERIFIED

value

i

iy

2% 4-591 name

2% A% SR R

String FBPRIEES
BIVMEE: 1
BAEE: 1024
String BEEETRNZTRANE AR
i=arss==
BMEE: 1
BAEE: 1024
String BPRIIE=,
BIMEE: 1
BAEE: 1024
honorific_prefi String HAFPRERREIER
X B2IVEE: 1
BRAKE: 1024
honorific_suffi String BRIEREE,
X BIMEE: 1
BAEE: 1024
String BREHEE .
BIMEE: 1
BAEE: 1024

i

family_name

iy

formatted

el

given_name

iy

1y

iy

middle_name
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IAM Bl
AP| &%

4 API

£ 4-592 phone_numbers

SH

BRYi%

SHERE

%

primary

3G
[=]

Boolean

—M/RIE, RRXEEHNAR
REBIESHE,

type

iy

String

RREBRIRSIBERNFRTE,
B2IEE: 1
BAEKE: 1024

value

i1y

String

BEBIESBINEMSE,
=MRE: 1
BAKE: 1024

& 4-593 enterprise

2%

Rk

SHEE

ik

cost_center

AN
[

String

(DN
RIMKE: 1
BAKE: 1024

department

iy

String

=
BMEE: 1
BAEE: 1024

division

iy

String

PAN:
JTaEbo

=RIMKE: 1
BAKE: 1024

employee_nu
mber

iy

String

RTHRS,
BIVEE: 1
BAKE: 1024

manager

Object

=,

organization

I | DN

String

=42 08
BMEE: 1
BAKE: 1024
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IAM B{p el

API &% 4 API
2 4-594 manager
2% =AWk SR R
value & String 218,
BIVEE: 1
BAEE: 1024
R3S
K&mB\: 201
2 4-595 [l Body ¥
B8H SR faR
identity_store | String BRI BEE—F RRRF (ID) .
-d BMRE: 1
EAKE: 36
user_id String BRRPIAMB SR OEFIEEE—RRT
(ID) o
RAMKE: 1
mAKE: 47
password String BB —R 243
REES: 400
% 4-596 K Body 2%
8% SHER T
error_code String IR,
error_msg String BIRER,
request_id String 15KID,
encoded_auth | String IIENEIRIER .
orization_mes
sage
RE&E: 403
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IAM Bl

API &% 4 API
% 4-597 IR Body &%§
8% e el ik
error_code String LS
error_msg String EIRER,
request_id String 15KID,
encoded_auth | String NZAEIRER
orization_mes
sage
K& 409
% 4-598 I[IK Body 2%
8% SR R
error_code String EPESIE N
error_msg String BIREER,
request_id String 153KID,
encoded_auth | String IIENERIER .
orization_mes
sage
=]
FEIEENSDIEPEIE—NMAMB D HROAR .
POST https://{hostname}/v1/identity-stores/{identity_store_id}/users
{
"user_name" : "AF&Zu1",
"display_name" : "FIFER3",
"emails" : [ {
"primary" : true,
"type" : "Work",
"value" : "email@example.com"
1
"name" : {
"family_name" : "#E",
"given_name" : "Z=F"
h
"password_mode" : "OTP"
}
N Rz7~ 1
REB\: 201
Successful
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IAM Bl

APl &% 4 API
{
"identity_store_id" : "d-a00aaaa33f",
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"password" : "one-time-password-123"
}
RSB
1%%%%&:\55 °
H 3
EI=S

4.11.2 @i %?EB#E&&E%E%%&&IEE%PE’J—»’t =55

ab
TRENR

i

URI

IS FlMAXZ R B EHHE R E R AR —IX M E RS IRFREEMBRAVEE
KSEENRSEITEERAIRRKSTEE

RBJLATEAPI ExplorersRiEidiziEz, ihanﬂmiﬁﬁﬂo API Explorera] LA\EEh4&ERK

SDKH‘,E%TWJ FHEASDKACAIRBIRIHINAE o

POST /v1/identity-stores/{identity_store_id}/users/{user_id}/reset-password

% 4-599 BIRSH

¥ BRI SHER fik
identity_store | 2 String SMENEEHE—RREF (ID)
_id
user_id = String B{piEsIdentityCenterFBFHY
LEHE—FRRT (ID)
K 4-600 {53k Header 2H
2% =A% SR faR
X-Security- B String WRIEEFERIRIZEEE, U
Token ttheader@4FERY, (BRI

E;;)zé ERENZESHE (R1ES
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ResetPwdMode

IAM B{p el

APl &% 4 API
7 4-601 153k Body &%
2¥- =AWk SR R
mode 2 String FEFEAN: —IRMEERD/HB
8
N Rz SE
REES: 200
% 4-602 K Body 244
S8 SR )%
password String =5
REEG: 400
% 4-603 K Body 244
28 SR ik
error_code String BIRg
error_msg String BIREE
request_id String TERIE—IRIR
K& 403
£ 4-604 oz Body 2H
28 SRR ik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String INZRIEIREE
ation_message
BRI
BT ARG X F P E B i E o E R P — IR 26D
POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/reset-password
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IAM Bl

APl &% 4 API
{
"mode" : "OTP"
}
i Mz 73~
R7&8L: 200
Successful
{
"password" : "pass***"
}
RS
RSB 0%
200 Successful
400 Bad request
403 Forbidden
St
52 LEIRB.
4.11.3 5|HHFER
INRENA
BETEES DR FTHIAMB o OARSIER . HHR/EREERARAIIEIER S SER
SEREEIMNRRKSEA
URI

GET /v1/identity-stores/{identity_store_id}/users

% 4-605 BRIZS#

8% BE W% SRR 1k
identity_store | 2 String SHRIENEBHE— IR
_id (ID)

=RIMKE: 12
BAKE: 12
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IAM BH{p el

AP| &% 4 API
K 4-606 Query ¥
2% =A% SR 1)
marker & String S IRFRIC,
BMEE: 24
RAKE: 24
limit B Integer BMEKRREINERAERE.
=ME: 1
=BAE: 100
tRE{E: 100
user_name &= String HFRZ.
IBREH
% 4-607 153k Header 2%
2% ey SR 1)
X-Security- & String WMRIEEFERIRIT L2 ETE,
Token Ittheader@FEHY, Z(ERIG
HNZeZRENZESHE (SiFS
) .
BAKE: 2048
D)2
RE&ES: 200
2% 4-608 NIL7 Body %1
¥ SRR iR
page_info Object BESEEINR.
users Array of SpIEFEFYIE,
objects
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IAM B{p el
APl &

4 API

2 4-609 page_info

el SR R
next_marker | String WMRFE, NRRTANmEESmmN e
Mt E ., EXHRMENRLELARF, EfRsiEk
SHPERLE, LERBUSEH T35 . &L
ZEEIEE, BEInext_markerllRrTEIRE]
Anull,
current_count | Integer AREIZB#H=.
2 4-610 users
B8H B3R iR
addresses Array of FRPaoteiHEE%IZE .
objects HUEE: 1-1
display_name | String BEFRERER,
=BME: 1
BRAEKE: 1024
emails Array of BRI FHRFEERTIZE.
objects KR E: 1-1
external_id String SMEBE R IR D EC AU RAVIRIR R o
external_ids | Array of FRFHIIMNBRRTHERYIZE
objects HOEEE: 1-10
identity_store | String SENEEHE—RRE (ID) .
- NS
RAKE: 36
locale String BFRItIE X asuEEE .
BME: 1
RBRAEKE: 1024
name Object SEBEFEEEENNR,
nickname String FBFBEFR
=BME: 1
BRAEKE: 1024
phone_numb | Array of BRRRIESHEERIIE.
ers objects HBKE: 1-1
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IAM BH{p el
AP| &%

4 API

SH

SHRE

g

preferred_lan
guage

String

BRIESEIEN,
BME: 1
BAKE: 1024

profile_url

String

5AFXEXAIURL,
RAMKE: 1
BAKE: 1024

timezone

String

FBEFIX,
BME: 1
BRAEKE: 1024

title

String

Pk,
RAMKE: 1
EAKE: 1024

user_id

String

%('153‘7‘J;§EPIAM%{$J‘¢/L‘,\}EHPEI’\J$E ME—FRIRTF
ID) o

RAKE: 1
RAKE: 47

user_name

String

BFRE, BFtRRAPIE—F % H,
&AMRE: 2
BAKE: 128

user_type

String

AR,
RAMKE: 1
BAKE: 1024

created_at

Long

Bl AP ETRIBT E1EL .

created_by

String

BlEE .

updated_at

Long

SEFT A PR AORS E)EL .

updated_by

String

BEIE

enabled

Boolean

—1M/RME, RRBFREEER.

enterprise

Object

BEAFTFEXERRINR.

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF

260



IAM B{p el
APl &

4 API

2 4-611 users.addresses

2%

SHE ik

country

String E=R/MX
BIME: 1
BAEKE: 1024

formatted

String B EEE RIS TUCAR T RIF TR

BM<E: 1
BEAKE: 1024

locality

String S .
BIMEE: 1
BRAEKE: 1024

postal_code

String HRBIERAS o
BIME: 1
BAKE: 1024

primary

Boolean —NMERME, BRXERAEPRYEMBIL,

region

String X1,
BIM<E: 1
BAKE: 1024

street_address

String NN
BMSE: 1
BRAKE: 1024

type

String TR FREER
=BME: 1
BAKE: 1024

2 4-612 users.emails

2%

S i

primary

Boolean —MaRE, FX

BARPRNERTFHE,

type

=
String R FHMEREMIFAE,
BIMEE: 1
BRAEKE: 1024

value

String B EBFHRFEUAFRTE
BIME: 1
BAEKE: 1024
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IAM B{p el

APl &% 4 API
2% SRR fik
verification_st | String FB FHRFEIBHEAYISIEIRTS
atus WEHE:
e NOT_VERIFIED
e VERIFIED

2 4-613 users.external_ids

2% SR R

id String MR E D IR M A LB L R RARIRST o
RIMKE: 1

BAKE: 256

issuer String ANERFRIRFFRIM A E -

BME: 1

RAKE: 100

£ 4-614 users.name

2% SR ik
family_name | String FAPBIEE

®MSE: 1

BRAEKE: 1024

formatted String SEEERNBRAISIUARENFER/RE,
=BNME: 1

BRAEKE: 1024

given_name String BRPIEE,

BIME: 1

BAKE: 1024

honorific_prefi | String FFRIEFREIS
X BM<E: 1

BAKE: 1024
honorific_suffi | String RIS TREE.
X BIMEE: 1

BAKE: 1024
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IAM B{peuly
APl &%

4 API
2 SRR iR
middle_name | String FBFRHFiESE.

BNME: 1
BAKE: 1024

2K 4-615 users.phone_numbers

2% SHRT R
primary Boolean —MRE, FRXEEARAPNERIESHE.
type String RTRHEIESHERENFHE,
BAMRE: 1
BEAKE: 1024
value String BEBIESBINFE/FE,

BIME: 1
BAKE: 1024

Z 4-616 enterprise

2%

SHH

i

cost_center

String

AL,
BIMEE: 1
BAKE: 1024

department

String

&6,
BIME: 1
BAKE: 1024

division

String

DEB,
RAMKE: 1
BAKE: 1024

employee_nu
mber

String

RITRS,
BIME: 1
RBRAEKE: 1024

manager

Object

=,

organization

String

a0,
=BME: 1
BAEKE: 1024
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IAM B{p el

APl &% 4 API
K 4-617 manager
2 e i R
value String 218,
RIMRE: 1
BXKE: 1024
KEME: 400
2% 4-618 gL Body &%
2 SR R
error_code String B,
error_msg String BIREE,
request_id String 15KID,
encoded_auth | String INEREIRER .
orization_mes
sage
KEB: 403
% 4-619 QR Body 2
2 SR iR
error_code String eI
error_msg String BIREER,
request_id String 15KID,
encoded_auth | String IENEIRIER .
orization_mes
sage
=Rl
HIEESMIETHIAMBSFORBRYIE,
GET https://{hostname}/v1/identity-stores/{identity_store_id}/users
I 7~ A5
KEEL: 200
{
"page_info" : {
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AP| &%

4 API

T

"next_marker" : null,
"current_count” : 1
1
"users" : [ {
"addresses" : null,
"display_name" : "R RxRE",
"emails" : [ {
"primary" : true,
"type" : "Work",
"value" : "email@example.com"
11
"external_ids" : null,
"identity_store_id" : "d-a00aaaa33f",
"locale" : null,
"name" : {
"family_name" : "#EEG",
"formatted" : null,
"given_name" : "&=%",
"honorific_prefix" : null,
"honorific_suffix" : null,
"middle_name" : null
B
"nickname" : null,
"phone_numbers" : null,
"preferred_language" : null,
"profile_url" : null,
"timezone" : null,
"title" : null,
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"user_name" : "FHP&uU1",
"user_type" : null,
"created_at" : 1687184129925,
"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"updated_at" : 1687184129926,
"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"enabled" : true
1]
}

TS IIAEB.

B NEIRE

4.11.4 3VHRAPERAE

i

URI

EEEEAPNERSIEER . WM FRERARIEEKSIFAIRSETEER

IR RIKSIEF .

RB]JLATEAPI ExplorerdididiziEz [, IFEMAIESEN . API Explorera] LAEENERY

SDKACHERBY, FHEMSDKRISREIEIRINEE

GET /v1/identity-stores/{identity_store_id}/users/{user_id}/sessions
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListSessions

IAM Bl

APl &%& 4 API
£ 4-620 IR122H
S8 BRI SRR ik
identity_store | 2 String SMRENEEHE—RREF (ID)
_id
user_id = String B{piEsIdentityCenterFBFHY
EBHE—RRFF (1D)
BRkSH
K 4-621 153K Header 2#
28 BRI SRR ik
X-Security- & String NRFEFRIGRNZEER, T
Token Ittheader2 &R, Z(EZIR
HEZ2ERNEZE<SHE (S1ES
) .
R &%
RE6S: 200
K 4-622 I Body 2%
S8 SR ik
session_list Array of BRERSIFETIE
UserSessionDto
objects
2K 4-623 UserSessionDto
2 SR ik
creation_time Long SECIERTE
ip_address String =) =] o3vichilo
session_id String £1FID
session_not_valid_ | Long STREATE
after
user_agent String BRERIREE
user_id String AR E—+xRID
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AP| &%

4 API

R&RD: 400

% 4-624 u i Body &%

2% SRR R
error_code String e
error_msg String BEIRER
request_id String TBEKIE—IRIR

WR&RG: 403

K 4-625 [ Body 2%

2% SRR fR
error_code String BIRg
error_msg String HIRER
request_id String TERIE—IRIR
encoded_authoriz | String IIZRIERER
ation_message

iERBI

EiEERFNERSIERER

GET https://{hostname}/v1/identity-stores/{identity_store_id}/users

il iz 73~ 451
R 200
Successful
{

"session_list" : [ {

"creation_time" : 1753858567,

"ip_address" : "your ip",

"session_id" : "ea70c04b-d510-41c7-b0d1-51d56xxxx",

"session_not_valid_after" : 1753887367,

"user_agent" : "[Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138.0.0.0 Safari/537.36]",

"user_id" : "201dca3f-965b-4311-XXXX-XXXX"

1]
}
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IAM S5

APl &% 4 API
REB

RSB 0%

200 Successful

400 Bad request

403 Forbidden
iR

52 ERE.

URI

RIEAFID, MBRTGRAIAMBHHORF . LRI

SEITEERRRKSIER .

ReeHALRNEERKSIER

DELETE /v1/identity-stores/{identity_store_id}/users/{user_id}

% 4-626 BRIZS¥#

fil

e eIt

fEk

ali

identity_store
_id

String

SRRNERME—IRRFF
(ID)

RIMKE: 12
RAKE: 12

Fali

user_id

String

SHREPIAMEHR R OBEFRIE
BE—tRRE (ID) .

=RIMKE: 1
RAXKE: 64
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IERSH

% 4-627 53K Header 2%

2H EEWIE e St fEk

/

X-Security- S String WRIEEFRIRIZEEE, U
Token Ltbheader2%FERY, %BERI
HNZeZRENEZESHE (SEFS
) .

BRAEKE: 2048

=351
JRASED: 400

3= 4-628 K7 Body 2%

2¥ SR A

error_code String E1=E .
error_msg String BIRER,
request_id String 15KID,
encoded_auth | String IIENEIRIER .
orization_mes

sage

WK&G: 403

% 4-629 IR Body 2%

S8 SR A

error_code String LI
error_msg String EIRER.
request_id String 1BKID,
encoded_auth | String INZRIEIRER
orization_mes

sage

KE/: 404
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IAM B{peuly

APl &%& 4 API
2 4-630 1L Body &%§
S SRR R
error_code String 2=,
error_msg String BIREE
request_id String 153KID,
encoded_auth | String INEREIRER .
orization_mes
sage
=P R
RIEFAFID, MEEXSNAIAMBDHROEF,
DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}
I Rz~ A51
"
RSB
1%%%%&;\55 o
EIRD
52 ERB.

URI

BRIAMB 5 ORIRER

ST LATEAPI Explorerdifidiziz O, SXIFEMAIESEEN . API Explorera] LABRI4ERK

SDKACHERBY, FHEMSDKRISREIEIRINEE

POST /v1/identity-stores/{identity_store_id}/users/{user_id}/enable
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=EnableUser

IAM B{p el

APl &% 4 API
% 4-631 [RIZSH
2¥ =AWk SR )%
identity_store | 2 String SHRNEBMEE—IRRFF (1D )
_id
user_id =2 String B{piEsIdentityCenterFAFHY
ERE—RRF (ID)
BRESE
K 4-632 153K Header 2§
28 BBk SRR iR
X-Security- & String NRFEFRIRRNZEER, T
Token Ittheader2@ % FEHY, ZEREIN
HEZ2ERENEZE<HE (SiES
F2) o
D)VE254
RE&RS: 200
Successful
RE&ES: 400
2 4-633 L7 Body &%
2H SR iR
error_code String e
error_msg String BEIRER
request_id String 1B KE—IRIR

R7SE5: 403

3 4-634 [KZ Body &%

e SRR R
error_code String TEE)
error_msg String BEIRER
request_id String 1B KIE—IRIR
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AP &% 4 API
28 SR ik
encoded_authoriz | String INZREIRERE
ation_message

RE&ES: 409

% 4-635 57 Body %
2% SRR R
error_code String e
error_msg String HEIRER
request_id String BKRE—FRIR

=Rl
BERIAMBHHORIER

POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/enable

il iz 73~451

7
RSB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
409 Not Found
IEEL
B2 EIRE.

4.11.7 ZHAFIFEE

ab
IRENR

RIERAID, EEXNIAMBDHOAFINIFRER . WRFRERARNEERKS

HERRSEZIEEIERAARIKSITER .
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IAM B{p el

APl &%& 4 API
URI
GET /v1/identity-stores/{identity_store_id}/users/{user_id}
#+ 4-636 IR12BH
2% =RWIE SR )
identity_store | 2 String SRR E BRI
_id (ID) .
RIMKE: 12
BRAKE: 12
user_id 2 String BpiEFRIAMBS L BEFRIE
BE—RREF (ID) .
BIEE: 1
RAKE: 64
BRESH
2 4-637 153K Header 2%{
2% =Rk SR R
X-Security- & String WRIEEFERIRITZEEE, U
Token ttheader@FERY, (BRI
HNZeERENZeSHE (SFS
) .
BAEE: 2048
R3S
R&ES: 200
2 4-638 I Body &%
¥ SRR U
addresses Array of FRPaotiHEE%IZE .
objects SRR 1-1
display_name | String BEFRERER,
=ME: 1
BRAKE: 1024
emails Array of BRI FHRFEERTIZE.
objects SRR 1-1
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IAM S5
APl &

4 API

SH

SHRE

g

external_id

String

SMEBEHD RS BRI RIRAIARIRT o

external_ids

Array of
objects

FERPRIMNBMRRTHEEIIZE
#HAEKE: 1-10

identity_store
_id

String

SpENEBEE—RRE (ID)
BIME: 1
RAKE: 36

locale

String

Pt XIsEER .
RAMKE: 1
BEAKE: 1024

name

Object

BEAFERERIINR

nickname

String

FAFBRHR
BME: 1
BRAEKE: 1024

phone_numb
ers

Array of
objects

FFRRIESHEERYIER.
HAKE: 11

preferred_lan
guage

String

AFESEER.
BRIMKE: 1
RAKE: 1024

profile_url

String

S5AFXEXAIURL,
RAMKE: 1
BAKE: 1024

timezone

String

FBEFIX,
BIME: 1
RBRAXEE: 1024

title

String

Pk,
RAMKE: 1
BEXKE: 1024

user_id

String

SHREPIAMBD R OREFRIZ B E—TRRT

(ID) ,
=RIM<E: 1
BRAKE: 47

user_name

String

BFRE, BT RRAFRE—FE.
&AMRE:! 2
BAKE: 128
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IAM B{p el
APl &%

4 API

2% SR fEA
user_type String FARFZE,

BME: 1

BAKE: 1024
created_at Long BlFE P ATAYART B o
created_by String BlEE
updated_at Long EH A ATAYRT B o
updated_by String BE.
email_verified | Boolean — RRME, TRAPEHNEFHMEREIIE.
enabled Boolean —MRME, ZAFERERER.
enterprise Object SERARPIEEXESINR.

£ 4-639 addresses

2H

SHE

R

country

String

E=xR/MIX .
BME: 1
BRAEKE: 1024

formatted

String

BAEEE RIS IR ARIFERTE .
BME: 1
BAEKEE: 1024

locality

String

MV E
RAMKE: 1
BEAKE: 1024

postal_code

String

HREERAS o
BIME: 1
BAKE: 1024

primary

Boolean

—M/RE, RRXESESNAPRE/LL,

region

String

X1,
RAMKE: 1
E2AKE: 1024

street_address

String

=
BRIMKE: 1
RAKE: 1024
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IAM Bl
AP| &%

4 API
2H SR iR
type String TR FREER
BME: 1
BAKE: 1024
Z 4-640 emails
B4 SHRT faR
primary Boolean —MRME, FRXERARAPNERFHRE.
type String R FHBFERENF RS
BIME: 1
BAKE: 1024
value String BB FHEIURFRE,
=BME: 1
BRAEKE: 1024
verification_st | String FBFHRFEBLEAYIIPIRTS
atus KZME:
e NOT_VERIFIED
e VERIFIED
K 4-641 external_ids
2% SHEE iR
id String SNEBE D IREE A LS LR TRAIRIR ST o
BIME: 1
RAKE: 256
issuer String HMNERARIRFFRIMA E o
RAMKE: 1
BAEKE: 100
2% 4-642 name
2% SR iR
family_name | String FAFRYEES .
BME: 1
BAKE: 1024
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IAM S5
APl &

4

API

SH SHRE

g

formatted String

BEEERBTRIMER R ANERE
BME: 1
BAKE: 1024

given_name String

BFRIE=.
RAMKE: 1
BAKE: 1024

honorific_prefi
X

String

RS FREIER
BMSE: 1
BEAKE: 1024

honorific_suffi
X

String

FFPIBIRESR.
RAMKE: 1
BEAKE: 1024

middle_name | String

FBFBESE.
BIME: 1
BAKE: 1024

€ 4-643 phone_numbers

2% SHRE

g

primary Boolean

—1M/RE, FRXEENBPINERIESHE

type String

FTFEIESIORERIFR R
BRIMKE: 1
RAKE: 1024

value String

BERIESBIN=RE,
RAMKE: 1
BAKE: 1024

2 4-644 enterprise

2 SR R
cost_center String BEASHC .

BIM<E: 1
BAKE: 1024
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IAM B{p el

APl &% 4 API
2% SR fik
department String =

RIMRE: 1
BRAEKEE: 1024
division String pa )=
RMRE: 1
BAKE: 1024
employee_nu | String RTHHS,
mber BMRE: 1
BRAKE: 1024
manager Object =1,
organization | String A4,
RIMRE: 1
BRAEKE: 1024
Z 4-645 manager
8% SHEE fik
value String 238,
BRAMKE: 1
BRAEKE: 1024
REMB: 400
2% 4-646 L7 Body &%
8% SR fiik
error_code String LN
error_msg String EIREE,
request_id String 1B5KID,
encoded_auth | String INZRIEIRER
orization_mes
sage
RE&HB: 403
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IAM B{a el

AP &% 4 API
K 4-647 0[; Body 2%
8% e el ik
error_code String eI
error_msg String EIRER.
request_id String 1BKID,
encoded_auth | String INZRIEIRER
orization_mes
sage
RSB 404
2 4-648 [[IF Body 8%
2% SR R
error_code String LTI
error_msg String BIREER,
request_id String 153KID,
encoded_auth | String INEREIRER .
orization_mes
sage
1=
RIEEFID, EaXMIAMB R OBEFPRIEBER.
GET https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}
i 7~
WR&ES: 200
Successful
{
"addresses" : null,
"display_name" : "B R5RE",
"emails" : [ {
"primary" : true,
"type" : "Work",
"value" : "email@example.com"
11
"external_ids" : null,
"identity_store_id" : "d-a00aaaa33f",
"locale" : null,
"name" : {
"family_name" : "#EG",
"formatted" : null,
"given_name" : "&ZF",
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IAM Bl
AP| &%

4 API

"honorific_prefix" : null,
"honorific_suffix" : null,
"middle_name" : null
1
"nickname" : null,
"phone_numbers" : null,
"preferred_language" : null,
"profile_url" : null,
"timezone" : null,
"title" : null,
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"user_name" : "FHFP&ZuU1",
"user_type" : null,
"created_at" : 1687184129925,

"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",

"updated_at" : 1687184129926,

"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",

"email_verified" : true,
"enabled" : true

52 EIRE .

4.11.8 ZFHAR
INEEN B

ZRIAMBRHRORAR . IHRFRERBNRNEEKSHIEF RS EZIEEERAIMN

RAMKSFEA

i

RB]LATEAPI ExplorershifidiziEz, ﬁhﬁﬂ]ﬂbﬁé&o API Explorerra] LABZI4ERK

SDKACHERAY, FHRMESDKAIEREIEIHINEE

URI

POST /v1/identity-stores/{identity_store_id}/users/{user_id}/disable

& 4-649 BIRBH

el =AWk SRR iR

identity_store | 2 String BiniENEBEE—FRRAF (ID)

_id

user_id = String B{piEsIdentityCenterFAFHY
LBE—RRE (1D)

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF

280


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DisableUser

IAM B{peuly

API &%

4 API

IERSH

=351

3 4-650 153K Header &%

8% BE W% SRR 1k
X-Security- B WMRIEEFERIRITLZEETE, T
Token Itbheader@&FERY, ZEZIM
e ERENZE<S (215S
B2 o
RE&ES: 200
Successful
R&ES: 400
2 4-651 gL Body %1
2% SRR fR
error_code String BIRS
error_msg String BIREE
request_id String TBRIE—IRIR

K& 403

% 4-652 IR Body 2%

2% SR faig
error_code String =g
error_msg String EIRER
request_id String IERE—HRIR
encoded_authoriz | String INZRIEIREE
ation_message

K& 409
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IAM Bl

APl &%& 4 API
2 4-653 I Body &%
S8 SRR 3%
error_code String EI=g
error_msg String HEIRER
request_id String EKE—FRR
BRI

ZHIAMB SR ORIRER

POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/disable

N Rz 7~ 51

y
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
409 Not Found
IS
B2 EIRB.

4.11.9 HIFRFAF MFA g8

MIPRFBFSPERIMFAIRE . HRIEREERARNEERSTUENRSZIEEIERAIAN

ZBJLATEAPI ExplorerdRiidiziE [, ZIFEINMAIEEN . APl ExploreraJ LABENERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .

LIRENA

RIKSEA.
il
URI

DELETE /v1/identity-stores/{identity_store_id}/users/{user_id}/mfa-devices/

{device_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteMfaDeviceForUser

IAM BB
AP| &% 4 AP

3 4-654 BRIZSH

2¥ =AWk SR R
identity_store | 2 String BB EBEE—FRRAF (ID)
_id
user_id =2 String B{piEsIdentityCenterFAFHY
ERE—RRF (ID)
device_id 2 String wEEID
BRESH
% 4-655 153K Header 2%
28 BBk SRR ik
X-Security- & String WMRIEEFEAIGIZEERE, U
Token Ittheader2@ % &FEHY, ZERIN
HEZ2ERNEZE<HE (S1ES
F2) o
D)VES54
R&RS: 200
Successful
RZEES: 400
& 4-656 lIL7 Body &%
2 SR iR
error_code String TEE)
error_msg String BIRER
request_id String 1B KE—IRIR
RE&ES: 403
2 4-657 gL Body %1
2H SR iR
error_code String e
error_msg String BEIRER
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IAM B{p el

APl &% 4 API
2% SR fR
request_id String TBKE—IRIR
encoded_authoriz | String IEREIRER
ation_message

K&EMS: 404

7 4-658 gL Body %4

2% SRR ik
error_code String BIRS
error_msg String BIRER
request_id String 1B KE—IRIR

I5RTA
IR AP SEERIMFAIR S

DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/mfa-devices/{device_id}

il iz 73~ 451

y
RSB
RSB iR
200 Successful
400 Bad request
403 Forbidden
404 Not Found
TS
B2 EIRE .
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IAM B{peuly

APl &% 4 API
4.11.10 EBFfHRF
IgEN4A
RIBEFID, EFXMIAME M OBEFRENE. WREREERALRIEEKSIE
NIRSEITEERAIRRKSER.
URI
PUT /v1/identity-stores/{identity_store_id}/users/{user_id}
X 4-659 IRRBH
24 BEWYIE SR R
identity_store | 2 String SMENERBE—IRREF
_id (ID) .
RIMKE: 12
RAKE: 12
user_id 2 String BipiEHRIAMB R OBEFPNE
Bl—trREE (ID)
BIEE: 1
RAKE: 64
BRESH
& 4-660 153K Header 2#{
2H BE W% SRR fER
X-Security- & String WMREEFERIRITZEETE,
Token Lttheader@ % FEHY, ZEREIN
HZEEENZeSE (SEFS
B2 o
BAKE: 2048
% 4-661 153K Body ¥
8% BE W% SR R
operations 2 Array of EINARENTIE.
objects é&gﬁﬁrg‘- 1-100
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IAM S5

APl &% 4 API
2K 4-662 operations
2H e Ay SR iR
attribute_path | 2 String EFMNETNFFERERT.
RIMKE: 1
BRAKE: 255
attribute valu | & String EEHMNEME. HEMANR
e ZEBIAY, IEAMESIISRAYISON
FER . FnullBTRRMIBRIT R
=
i RE&E
R&ES: 400
7 4-663 gL Body &%{
2H SR R
error_code String E1= .
error_msg String BIREER,
request_id String 15KID,
encoded_auth | String IIENEIRIER .
orization_mes
sage
RS 403
% 4-664 K Body 244
S8 SR A
error_code String LN
error_msg String EIREE,
request_id String 1B5KID,
encoded_auth | String INZRIEIRER

orization_mes
sage

RSB 404
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IAM B{p el

APl &% 4 API
2 4-665 NI Body &%§
2% SRR fiik
error_code String LI
error_msg String HEIEIS
request_id String 15KID,
encoded_auth | String INZREIRERE .
orization_mes
sage
15K~

N Mz 73~ 51

W&

Hixhg

4.11.11

ab
THEEN R

i

RIEAFID, EfdMIAMESOBRIER

PUT https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}

{

"operations" : [ {

"attribute_path" :

"attribute_value"

I

"attribute_path" :

"attribute_value"

I

"attribute_path" :

"attribute_value"

]
}
7
55 RS .
52 SR

ISIEF FHRAE

"emails",
S "[{\"primary\":true,\"type\":\"Work\",\"value\":\"new-email@example.com\"}]"

"name",
: "{\"family_name\":\"#£EE\",\"given_name\":\"Z=F-new\"}"

"display_name",

"BARPRREZ-new"

IIEFRFHRTE . LEERIFRAE

H.

FRARNEERSSFNIRS ETEERIRRIKSE

&B]LATEAPI Explorerdididiziz [, XIFEMAIEEN . API Explorerfa] LAEENERY
SDKAESRM, FHRESDKAEREIEIHINGE.
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=VerifyEmail

IAM B{peuly

APl &% 4 API
URI
POST /v1/identity-stores/{identity_store_id}/users/{user_id}/verify-email
* 4-666 R1ZSH
S8 =AWk SR R
identity_store | & String BN EEE—tmR&F (1ID)
_id
user_id =2 String B{piErRIdentityCenterFAFHY
EBEHE—RRRT (ID)
BREH
3£ 4-667 153K Header &%
S BRIk SR i)
X-Security- B String WMREEFERIRITZEETE,
Token ttheader2 &R, Z(EZIR
HEZ2ERNEZE<SHE (S1ES
) .
R &%
K&/ 200
Successful
RSB 400
2 4-668 I Body &%§
2% SR i)
error_code String BIRS
error_msg String BIRER
request_id String TEKIE—IRIR

K& 403
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IAM Bl

APl &% 4 API
2 4-669 1L Body &%§
S SR 7%
error_code String TEE)
error_msg String BIRER
request_id String TBKE—IRIR
encoded_authoriz | String INZREIREE
ation_message
K& 404
7 4-670 I Body 2%
2 SR iR
error_code String e
error_msg String BIRER
request_id String 1B KIE—IRIR
RS 409
K 4-671 Ui Body 2%
S8 SR ik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
BRI
SOUEFIFHRFE
POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/verify-email
N Mz 73~
7
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IAM B{pehily

APl &%& 4 API
RS
RS A
200 Successful
400 Bad request
403 Forbidden
404 Not Found
409 Conflict
T
B2 EREB.
4.11.12 EEFAEF ID
INEEN4A
RIERRPRATIINEBEMIRID, LASHITER SN EGRFID. AFREZFIMNISHIEID
AHEIIARN Ti%—, AXFEMEN. HRERERABLHNEERSHIFEIIRSZE
FEEERIRRWSER
URI

POST /v1/identity-stores/{identity_store_id}/users/retrieve-user-id

% 4-672 IRIZBH

8H BRI SRR ik
identity_store | 2 String SRR BE— IR
_id (ID) .

BIMKE: 12
BRAKE: 12
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IAM S5
APl &

4 API

IERSH

2 4-673 153K Header 2%{

2¥ BRIk SR ik
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader@WER, ZERIG
HNZeEENZe<HE (8FS
) .
BAEE: 2048
K 4-674 153K Body 2%
¥ 2RIk SHER fER
alternate_ide | 2 Object BRRRRT
ntifier
3£ 4-675 alternate_identifier
2% =A% SR R
external_id S Object INERE IR MR LR L RRRY
PR .
unique_attrib | & Object S E SR HE—RISCR B

ute

2 4-676 alternate_identifier.external id

24

R

SHEE

HEk

id

=
=

String

INERE D IR R AR 28 LR TRRY
FRRF .

BIVMEE: 1

RAKE: 256

issuer

ali

String

ANEBA MR TR A S o
=RIMSE: 1
BAEKE: 100
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IAM B{p el
AP| &% 4 AP

2 4-677 alternate_identifier.unique_attribute

2 BEWI% SR R
attribute_path | 2 String EESETEN

BIVMEE: 1
RAKE: 255
attribute_valu String EHRYE.

€ RIMEE: 1
BAKEE: 255

ali

) 7 2#
WRASED: 200

% 4-678 MK Body 2%
28 SR ik
identity_store | String BRI BEE—F RRREF (ID) .
- BMRE: 1
RAKE: 36
user_id String BpiEFRIAMB ORI BE—RRET
(ID) .
BIM<E: 1
RAKE: 47

RSE5: 400

% 4-679 I Body 2%

2% SHRT R

error_code String S
error_msg String BIRER,
request_id String 15KID,
encoded_auth | String IIENEIRIER .
orization_mes

sage

W&G: 403
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IAM BH{p el
AP| &% 4 AP

7 4-680 I Body &%

2H SR iR

error_code String E1= .
error_msg String BIREER,
request_id String 15KID,
encoded_auth | String IIENEIRIER .
orization_mes

sage

=GNl
RIEAFZINIBMIRID, LSHRIESXEIGARFID,
POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/retrieve-user-id

{
"alternate_identifier" : {
"unique_attribute" : {
"attribute_path" : "user_name",
"attribute_value" : "FHR&u1"
}
}
}

i Rz 73451
R&HE: 200
Successful

{
"identity_store_id" : "d-a00aaaa33f",
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaad4dd9"

}
WRATD
B2IRER,
$RED
IR
4.11.13 %t%ﬁi’eﬂ?ﬁiﬁﬁi)ﬂﬁ'%
IRENE

WEEWEEAPIFE. HRFRERARNEERSTUFNRSEITEERNNR
WSER
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IAM Bl
AP| &% 4 AP

i

RBJLATEAPI ExplorerdRididiziEz ], IFEMAIEEN . API Explorerf] LABEENERK
SDK{HERBI, FHEMSDKRBRAEIEXINGE .

URI
POST /v1/identity-stores/{identity_store_id}/users/batch-query
% 4-681 [R1ZBH
2% BRIk SR )
identity_store | £ String BipERNEBH—RRFT (ID)
_id
=P
K 4-682 153K Header 2§
¥ 2RIk SHER R
X-Security- 5 String WMRIEAEFAIREZEERE, U
Token ttheader2 BRI, Z(EZIR
HNZeZRENZESHE (SiFS
) .
2 4-683 i53K Body 2%
¥ =AWk SHELR R
user_ids 2 Array of BRFHE—FRR (ID) FI%E
strings
R &%

R&ERS: 200

% 4-684 I Body S

2% SR A

users Array of BRPiFEsIE
DescribeUserRes
p objects
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DescribeUsers

IAM B{p el
AP| &%

4 API

% 4-685 DescribeUserResp

ExternalldDto
objects

ol SR 220
addresses Array of FBRaYttHE 2SI
AddressDto
objects
display_name String BFHRERBIR
emails Array of EmailDto | FHFRIEE FHFEEESIE
objects
external_id String SMEBEAD RS EeLE R RRIRRRF
external_ids Array of BRBMBIRRFHERYIER

identity_store_id | String BRI BEE—FRRAF (ID)
locale String RS EER
name NameDto object | @EHFHRAEEHINIR
nickname String FAFIRFR
phone_numbers Array of HAPHEIESBEEYIE
PhoneNumberDt
o objects
preferred_languag | String FAFESEIEIR
e
profile_url String 5P XEXAIURL
timezone String BFPIX
title String APk
user_id String BpiEIdentityCenter BRI B HE—
FRRFF (1D)
user_name String BR&, BFRREPIE—F5ES
user_type String BPzEa
created_at Long Gl A FRTRYAT B EL
created_by String elfEi=y
updated_at Long BT FRTRYAT EEK
updated_by String EirE
email_verified Boolean —NMu/RE, FrRAFPENBEFIFER
BIIIE
enabled Boolean —IMRE, ERAPEREEHR
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IAM Bl
APl &

object

4 API
2% SRR fR
enterprise EnterpriseDto SERARPIEBEXERSRINR

2% 4-686 AddressDto

¥ SR fik
country String ElzxR/EX
formatted String %@%@ﬁﬂ’\]ﬂiiﬂ’ﬂ‘%ﬁ{%ﬁﬁzlmg?ﬁ
locality String | VA==
postal_code String MR B mAS
primary Boolean E/N‘E KE, FrRXEEERAPRELD
region String X5
street_address String fing
type String TR RBIFRF
% 4-687 EmailDto
2 ST ik
primary Boolean —PMO/R(E, RRIXEEEHAFIER
FHRFE
type String F R TFHFEREAIFERTER
value String BB FHBFEIP U F TR
verification_status | String B FHpFEHHERYISIEIRS

=% 4-688 ExternalldDto

2H SR iR
id String HMEBE D IR R IR AL FRIRRI R T
issuer String HMNEBFRIR TR A &
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IAM Bl
AP| &% 4 AP

£ 4-689 NameDto

2% SR 1230

family_name String FIPRIMEEG

formatted String BEEERNBERINSR A Z R
Sdisplay.

given_name String FBFRI&=

honorific_prefix String BRI ETREIER

honorific_suffix String BRIETRES

middle_name String BRPrEE

£ 4-690 PhoneNumberDto

e SR ik

primary Boolean —MRE, FRXEA=RFES
1ESH3

type String FREBIESBRENFHS

value String B EBIESBIN=ERAS

& 4-691 EnterpriseDto

2% SR fik
cost_center String BA Ay
department String &BI7J
division String DEB
employee_number | String RIHES
manager ManagerDto =18
object
organization String £H4Q

2 4-692 ManagerDto
2 SR fik

value String Manager(E &8
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IAM Bl
AP| &% 4 AP

R&RD: 400

% 4-693 IR Body 2%

S SR ik
error_code String EEL
error_msg String EIRER
request_id String ERE—HRIR

WR&RS: 403

% 4-694 I Body 2%

e SRR R
error_code String e
error_msg String BEIRER
request_id String B KE—IRIR
encoded_authoriz | String INZREEREE
ation_message

=P Nl
HtETEEEAPIFE
POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/batch-query

{
"user_ids" : [ "c59a3e4f-2cb2-4649-9874-3880664xxx" ]

}

il iz 73~f51
KRG 200
Successful
{

"users" : [ {

"addresses" : [ {
"country" : "country",
"formatted" : "formatted",
"locality" : "locality",
"postal_code" : "postalCode",
"primary" : false,
"region" : "region"”,
"street_address" : "streetAddress",
"type" : "work"

11

"display_name" : "displayNamexxx",

"emails" : [ {
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"primary" : true,

lltypell : "WOrk",

"value" : "xx@xx.com",
"verification_status" : "NOT_VERIFIED"

11

"external_id" : "nickName",
"external_ids" : [ {
"id" : "nickName"

11

"identity_store_id" : "d-a23adaabca",

"name" : {

"family_name" : "familyNamedhf",

"formatted" : "givenNameupdategfgdhf familyNamedhf",

"given_name" : "givenNameupdategfgdhf"

%

"phone_numbers" : [ {
"primary" : true,
lltypell : "Work",
"value" : "100845277237"

11

"title" : "title",

"user_id" : "c59a3e4f-2cb2-4649-9874-38xxxx",
"user_name" : "your name",
"created_at" : 1753794283870,

"created_by" : "SCIM/87905e14-e3ab-43dd-8a48-xxxx",

"updated_at" : 1753794283878,

"updated_by" : "SCIM/87905e14-e3ab-43dd-8a48-xxx",

"email_verified" : false,
"enabled" : true,

"enterprise" : {

"department" : "department",
"employee_number" : "employeeNumber"

}
1]
}

TN

WS

fik

200

Successful

400

Bad request

403

Forbidden

B2 WEIRE .

4.11.14 ;£ MFA &

FHEPAEFMMFAIRS, IREI—1"MFATARBLE . LEIR(E

&

RS EIEEERRIARIKS AR

EHRAARIEEKSEL
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APl &% 4 API
A
R LATEAPI ExplorerdRiidiziEz [, IFEIMAIEEN . APl Explorera] LABENERK
SDK{CHERGI, FHRESDKAIBREIEIRXINGE
URI
POST /v1/identity-stores/{identity_store_id}/users/{user_id}/mfa-devices/register-
mfa-device
+ 4-695 IR1ZBH
84 =AWk SHERR faR
identity_store | £ String BHRNEEHE— KRR (1ID)
_id
user_id 2 String B{piE"IdentityCenter BFEY
LRBE—RRE (ID)
IBRESH
2 4-696 153Kk Header 2%
2% BRWIE SR fER
X-Security- S String WMREEFERIRITLZEETE,
Token Ittheader2 % FEHY, Z(EZIR
HZ&EENZeSE (SiEFS
) .
VRS54

WR&RS: 200

2 4-697 IR Body 2%

28 SRR )%

identity_store_id | String SR REE—RRE (1D)
user_id String BpREPARE—FRRRF (ID)
work_flow String EMMFAEER— IR RN F T
redirect_url String MFAE AR EE E @itk

WR&ERS: 400

SRR 02 (2025-08-21) WIS © AR BRABRAT 300


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=RegisterMfaDeviceForUser

IAM Bl
AP| &%
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7= 4-698 [ Body &%

2% SR fiig
error_code String EI=g
error_msg String HEIREE
request_id String =i S R

R&G: 403

3= 4-699 IR Body %

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TEKRIE—IRIR
encoded_authoriz | String INZRIEIREE
ation_message

Bkabl
FARAEFMMFAIRS

POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/mfa-devices/register-mfa-

device

Nl Mz 73~ 51
KERS: 200
Successful

{

"identity_store_id" : "your identity store id",

"user_id" : "your user id",
"work_flow" : "random string",
"redirect_url" : "redirect url"

}
RS
K& fik
200 Successful
400 Bad request
403 Forbidden

MAERRAS 02 (2025-08-21)
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xS
BESIEIRE.
4.11.15 SIHARF MFA 28
IheeN4A
EBiSEERAFHIMFAIRETIZFR.. HREREEHALRNEEKRSHIEANRSEITEER
IR RS ER
I 1
RB]LATEAPI ExplorerdRiidiziz [, IFEMAIESEN . API Explorerfa] LAEENERK
SDKﬁﬁF’;T{ﬁJ FHIRHSDKACRBRBIEIINEE
URI
POST /v1/identity-stores/{identity_store_id}/users/retrieve-mfa-devices
% 4-700 RS
8% BE W% SRR ik
identity_store | 2 String BRENEEH—IRRRF (ID)
_id
IBREH

% 4-701 53K Header 2%

8% BE W% SRR 1k

X-Security- & String WMREEFERIRITZEETE,

Token Itktheader2%FEH, ZERIf
H;%‘E@%EE’J?@%HE (2ES
)

% 4-702 53K Body S

2 ey i SR )%
user_list 2 Array of FBRF%E

RetrieveMfa
DevicesForUs
erDto objects
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IAM Bl

APl &% 4 API
2% 4-703 RetrieveMfaDevicesForUserDto
el =A% SR R
identity_store | 2 String BiniERNEBEE—FRRAF (ID)
_id
user_id 2 String FAFlE—#RRe (ID)
R3S
REES: 200
Z 4-704 W[ Body 2%
B8H SR A
user_mfa_devices_ | Array of BRMFAIREEESIZE
entry_list RetrieveMfaDevi
cesForUserEntry
Dto objects

2k 4-705 RetrieveMfaDevicesForUserEntryDto

B8H SR ik
mfa_devices Array of MFAIR&5IZE
MfaDeviceDto
objects
user RetrieveMfaDevi | FHPEE
cesForUserDto
object
3£ 4-706 MfaDeviceDto
2% SRR A
device_id String MFAIZ S HE—FRIREF (1D)
device_name String MFAIZZBFR
display_name String MFAIZ & ERBIR
mfa_type String MFAZEEY
registered_date Long JEARATIE]
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2 4-707 RetrieveMfaDevicesForUserDto

2% SR A
identity_store_id | String BHiRNEBHE—RAHT (1ID)
user_id String FFH—tRAE (1D)

REB: 400

2 4-708 IR Body 2%

2% SRR R
error_code String e
error_msg String BIRER
request_id String 1B KE—IRIR

WR&RG: 403

2 4-709 L7 Body %1

BH SR ik
error_code String e
error_msg String HEIRER
request_id String ERE—FRR
encoded_authoriz | String IEREEIRER
ation_message

== < —
BRI
BiEERAFRIMFAIRSEIIZE
POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/retrieve-mfa-devices
{
"user_list" : [ {
"identity_store_id" : "d-a23axxxx",
"user_id" : "201dca3f-965b-4311-8830-dc7953axxxx"

1]
}

[ iz 73~5)
RZF: 200

Successful

SRR 02 (2025-08-21) WIS © AR ERABRAT 304




IAM B{p el
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{
"user_mfa_devices_entry_list" : [ {
"mfa_devices" : [ {
"device_id" : "m-fd4e4981d8",
"device_name" : "MFA1",
"display_name" : "MFA1",
"mfa_type" : "TOTP",
"registered_date" : 1753862382307
11
"user" : {
"identity_store_id" : "d-a23adaabca",
"user_id" : "201dca3f-965b-4311-8830-dc7953aecdcc"
}
1]
}
RS
R A
200 Successful
400 Bad request
403 Forbidden
H D
B0

TS EIRB .

4.11.16 T MFA 18 ERER

ab
hREN A

EIMFAIRE ERETR. M FRAERBRIEEKSIF RS EIEEERAIAR

MKSEA o

i

EaJLATEAPI Explorerdifidiziz [, IFEIAIESEAN . API Explorera] LABRNI4ERK

SDKIAIRGI, FHRMSDKARIREIEIHINGE

URI

PUT /v1/identity-stores/{identity_store_id}/users/{user_id}/mfa-devices/{device_id}

% 4-710 B2S¥

2% =% SR R
identity_store | 2 String SHENEEHE—RRFE (1ID)
_id
user_id = String B{piEsIdentityCenterFAFHY
LRBE—RRE (ID)
Si5kRA 02 (2025-08-21) WRINERE © ARITERARBIRAE 305
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APl &% 4 API
28 BRI SRR ik
device_id = String MFAIZESID
BRSS!
& 4-711 153K Header 2%
S8 =A%k SRR R
X-Security- & String WRIEEFERIRIT L2 EE, U
Token ttheader2 % &EHY, Z(EZIR
HZeERNZE<SHE (£21ES
) .
% 4-712 153K Body &
S8 =AW SRR g
display_name | 2 String MFAIR & BRBR
)24
RZEES: 200
Successful
REES: 400
% 4-713 I[IR Body 2%
2 SR iR
error_code String e
error_msg String BIRER
request_id String TBEKIE—IRIR

RZSE5: 403

% 4-714 AL Body 2%

24

sHxm

114

error_code

String

IS
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28 SR ik
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IENEIRER
ation_message
BRI

BEFTMFAIRE EREAR

PUT https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/mfa-devices/{device_id}

{
"display_name" : "my mfa"
}
I Rz 7~ 5
7
RS
RS R
200 Successful
400 Bad request
403 Forbidden
xS
ESIEIRB.

4.11.17 #HLEMRERPERSIE

TORENA

HWERRRAPERRIE, HRERERARNEERSTHENRSEITEERNHER

SIAA.
i

RBJLATEAPI ExplorerdRiidiziE ], IFEMAIESEN . API Explorera] LABEENERK
SDKAXAB =AY, FHEMSDKARBREIEIXINGE.

URI

POST /v1/identity-stores/{identity_store_id}/users/{user_id}/sessions/batch-delete

MAERRAS 02 (2025-08-21)
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IAM B{peuly

APl &% 4 API
£ 4-715 IR122H
2¥ =AWk SR R
identity_store | 2 String BB EBEE—FRRAF (ID)
_id
user_id =2 String B{piEsIdentityCenterFHFHY
£RE—RRF (ID)
BRkSH
% 4-716 153K Header 2%{
2 BRIk SR iR
X-Security- & String WMRIEAEFAIRIZEERE, U
Token Ittheader2@FEHY, ZEREI
NZ2ERNEZE<SHE (Si1ES
) o
2 4-717 153K Body 2%
S8 =EWIE SRR A
session_ids 2 Array of BRERSERRT (ID)
strings
il fiz 228
REES: 200
Successful
REES: 400
2 4-718 L7 Body &%
2 SR ik
error_code String BIRg
error_msg String BIREE
request_id String TEKIE—IRIR

RZSE5: 403

MAERRAS 02 (2025-08-21)
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%= 4-719 IR Body &%
2 SR iR
error_code String e
error_msg String BEIRER
request_id String TBEKE—IRIR
encoded_authoriz | String INZREIREE
ation_message
=Rl

WEMRRRERRIE

POST https://{hostname}/v1/identity-stores/{identity_store_id}/users/{user_id}/sessions/batch-delete

{
"session_ids" : [ "ea70c04b-d510-41c7-b0d1-51d56d1ab7d9" ]
}
Ml iz 73~ 451
y
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
S
B2 EIRB.

4.12 FFHEE
4.12.1 S3EBFA

TORENA

TS DREPEIZ—NAMBLPRORFE, tHRFRERARNEERSIHE

HRSBEEEERAIRRIKSER
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URI
POST /v1/identity-stores/{identity_store_id}/groups

% 4-720 BIZS#

28 Py p i SHEER )%
identity_store | 2 String BRNEBE—IRRRT
_id (ID) &

BMEE: 12
BRAKE: 12

IBRSH
& 4-721 153K Header 3#
8% =% SR 1k
X-Security- S String WMRIEEFERIRIZEEE,
Token Itbheader@FE0Y, ZERIR
NZEERENZESE (2159
B2 o
BRAKE: 2048
2 4-722 153K Body 2%
2% BEWI%E SRR ik
description & String BFEEA,
BME: 0
BRAEKE: 1024
display_name | £ String BRASREIR.
RIMRE: 1
BRAKE: 1024
e

HKEB/: 201

M i%hRA 02 (2025-08-21) AR © AR BRABIRAE 310



IAM B{p el
AP| &%

4 API

K 4-723 g Body 2%

2%

SHE

ik

group_id

String

SEREPIAMED R OBRENEBE—RRA

(ID) o
RAKE: 1
RAKE: 47

identity_store
_id

String

SnFERIZREE—RRF (ID) .
&AMRE: 1
EAKE: 36

RS 400

K 4-724 g Body 2%

B8H ST ik
error_code String LI
error_msg String HEIRER
request_id String 15KID,
encoded_auth | String IEREIRER .
orization_mes
sage

KREE: 403

R 4-725 Wi Body 2%
B8H e el R
error_code String S
error_msg String EIRER.
request_id String 1BEXKID,
encoded_auth | String IENEIRER .

orization_mes
sage

RSB 409

MAERRAS 02 (2025-08-21)
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K 4-726 0[; Body 2%

orization_mes
sage

e SR R

error_code String FESIE
error_msg String BIR(EE
request_id String 15KID,
encoded_auth | String IIENEIRIER .

BRI

FERRENSHRPEIZE—NMAMB L HRORFE,

POST https://{hostname}/v1/identity-stores/{identity_store_id}/groups

{

"description" : ";RBGIFBFAE",

"display_name" :

il iz 73~ 451
RE&EE: 201
Successful

{

"FIFEEg!"

"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",

"identity_store_id" :

"d-a00aaaa33f"

SEERMIR FRIAMBHROBRAYIZER. HHRFREEMRABRIIEEWRSIIFN

IREZEEE R RMWSIER .

}
IRASED

B2RER,
432D

B2EIRE,
4.12.2 51K AAF4AE
INRENEB
URI

GET /v1/identity-stores/{identity_store_id}/groups
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% 4-727 BIZSH

el BEWI% SHRT (i35
identity_store | 2 String SRR E BRI
_id (ID)

BAMKE: 12
BRAKE: 12

2 4-728 Query 3#

SH =A%k SHR R
marker S String P TARIC,

BIMEE: 24

RAKE: 24

Integer BMERIREIPERKLERE .

=/IME: 1

=XE: 100

th&fE: 100

String BEErREEMESRFARE
=

~

iy

limit

iy

display_name

IBREH

% 4-729 153k Header 2%
28 BARWiE S¥EER )%

X-Security- & String WMREEFERIRITLZEETE,
Token Ittheader@FEHY, ZERIG
HZeEENZe<H (2iFS
) .

BAKE: 2048

R S5

WK&G: 200
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7= 4-730 IR Body &%

2% S¥RT iR
groups Array of WEEERMHHIBRENRIIZER,
objects
page_info Object BELITERINR.
K 4-731 groups
2% S¥RT iR
description String SEBFEEANFRE,

RAMKE: 1
BEAKE: 1024

display_name | String

BEAPHERBRFERFSE,
BIME: 1
BAKE: 1024

external_id String SNERED IR D ECLE L SR IRARIR T
external_ids | Array of BEINEE D IREEMA LS LR RARRFFAIRS
objects K&,
#HAKE: 0-10
group_id String SPEFIAMEHFORARENEBE—RRR

(ID) o
=BME: 1
RAKE: 47

identity_store | String

SRFERIEREE—RRF (1ID) .

- BMREE: 1
BAKE: 36
created_at Long BUEERTAYAT EEL o
created_by String BlEEE .
updated_at Long EFRATAIRTEIEL
updated_by String &

MAERRAS 02 (2025-08-21)
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2K 4-732 groups.external_ids

28 SHE faR
id String SMEREAD IR IR B L R TRRAIFRIRTT o

RAMKE: 1
BEAKE: 256

issuer String SNERARIRFFAIM A E -
BIME: 1
RAKE: 100

2 4-733 page_info

2% SHHER e
next_marker | String WMREFE, WFRRTBEELEHEaimN+Es

st E ., EXHRMENRLART, ERESIER
SHPFERLE, DEREGREHN T35 . &N
ZEEIMEIE, BFInext_markerlgiztEiR[E]

Fanull,
current_count | Integer ATUREIZBHE,
K& 400
7 4-734 IR Body 2%
2¥ SR A
error_code String IR,
error_msg String BIRER,
request_id String 15KID,
encoded_auth | String IIENEIRIER .
orization_mes
sage
RE&MS: 403
% 4-735 MR Body 2%
S8 SR A
error_code String TSN
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28 SR A
error_msg String BIREE.
request_id String 15KID,
encoded_auth | String IEREIRER .
orization_mes
sage

iER7pl
EHIEESHIE FRIAMEB ORGSR,

GET https://{hostname}/v1/identity-stores/{identity_store_id}/groups

il iz 73~f51
HEB/: 200
Successful

{
"groups" : [ {
"description" : "RBIFEFA",
"display_name" : "FBF£Bg1",
"external_ids" : null,
"group_id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",
"created_at" : 1677175760379,
"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"updated_at" : 1677175760379,
"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5"
1]
"page_info" : {
"next_marker" : null,
"current_count" : 1

}

}
WRAD

B2IRESB,
$orm

B2ERE,
4.12.3 fBRAAF4H
IHREN 4B

RIERFAID, MERINAIAMBDHORBRH, WRFRAEHABRRIEEREKSIIF
RS EEEERAIRIKSER
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URI

DELETE /v1/identity-stores/{identity_store_id}/groups/{group_id}

% 4-736 BRESH

8% BEWI% SRR fik
identity_store | 2 String BpIRENEBE—IRRE
_id (ID)
BRAMKE: 12
BRAKE: 12
group_id = String SiEFIAMB DO EFER

2RH—tRRF (ID)
BIVMEE: 1
RAKE: 64

BREE
& 4-737 153K Header 2%
28 =EWI% SR )%
X-Security- S String MREAEFEARZEENRE, U
Token tktheader@WEHY, 1ZERIR
%2 ERENEZE4SHE (£21FS
B2 o
BRAXEKE: 2048
IS5

REB/: 400

7= 4-738 lghi Body %4

S8 SR A

error_code String HI=fg,
error_msg String BIREER,
request_id String 1BEXKID,
encoded_auth | String INZRIEIRER .
orization_mes

sage
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KEB/: 403
7 4-739 IR Body &%
2 SR iR
error_code String LI
error_msg String BIREE,
request_id String 15KID,
encoded_auth | String IEREIRER .
orization_mes
sage
KE&E: 404
7= 4-740 Ngi7 Body %4
2% SHER R
error_code String FESIE
error_msg String BIRER,
request_id String 153KID,
encoded_auth | String NZRIEIRER .
orization_mes
sage
=Rl
RIEAFLAID, MIFRXINAIAMB DO ERE,
DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/groups/{group_id}
) aa ]l
y
REB
52 IREB .
iR
B2 EIEB.
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4.12.4 BFHEPRAE
IhEEN 4R
IRIBEF4EID, EFHXNNIAMEDFHOBFENEM . WRIERERARNEEKS
FHENRSZEIEEERIRRKSER.
URI
PUT /v1/identity-stores/{identity_store_id}/groups/{group_id}
X474 BRSY
24 BEWYIE SR R
identity_store | 2 String SMENERBE—IRREF
_id (ID)
BRAMKE: 12
RAKE: 12
group_id = String SHRIEFIAMB MO EFER
£RE—RRR (ID)
BIEE: 1
RAKE: 64
IBRESH
K 4-742 153K Header 3#
B8H BEWI% SRR ik
X-Security- & String WMREEFERIRITZEETE,
Token Ittheader@FERY, ZERIR
HZEEENZeSE (SEFS
) o
BRAKE: 2048
% 4-743 153K Body 2#
BH R wI% SR 1k
operations 2 Array of BB AEREMNYIZE.
objects i&gﬁﬁrg‘- 1-100
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APl &% 4 API
2K 4-744 operations
B8H =Rk SR ik
attribute_path | 2 String EFHNREENF
=2 NEH
BRAKE:
attribute_valu | & String EFHMELE. JEMANR
e XERY, IHAMESXISRAISON
FRFER . AnullBTERRIBRIT R
B
N Rz SE
7
=]
RIBAFHEID, EFHTMIAMBSFORPEHEINER.
PUT https://{hostname}/v1/identity-stores/{identity_store_id}/groups/{group_id}
{
"operations" : [ {
"attribute_path" : "description",
"attribute_value" : "B EIEIA"
1
}
i Rz 735
7
KB
1%%%%&:\55 o
=
BESIEEIRE .
4.12.5 ERAFAFE
IhEEN 4R
IRIBEF4AEID, ERIAMB T OREFPENFRER . WRERERARNEEKS
FIENIRSEICEERIRRKSTER .
URI

GET /v1/identity-stores/{identity_store_id}/groups/{group_id}
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APl &% 4 API
= 4-745 BBRBY
2% BEWIE SRR R
identity_store | 2 String SMENEBE—IRREF
_id (ID)
BRAMKE: 12
RAKE: 12
group_id = String SHIEFIAME MO EFER
£BM—HRRT (ID) .
BIMEE: 1
RAKE: 64
IBRESH
7= 4-746 153K Header 2%
8% BEWi%k SRR ik
X-Security- & String WMRIEEFERIRITZEETE,
Token Ittheader@FERY, ZERIR
NZ2EENZESE (215
B2 o
BRAKE: 2048
N Rz SE

R&G: 200

2 4-747 AR Body 2%

2% e ESitl iR
description String BEHEEANFHE,

BIME: 1
BAKE: 1024

display_name | String

BEEERBIRINERE
RAMKE: 1
BRAEKE: 1024

external_id String INEREDIR D EeLE b SRR RIRRT o
external_ids | Array of BEIMEREDIRAREMA LS LR RAVRRFTAIXT
objects KII%E.
HAKE: 1-10
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2¥ SR A
group_id String SHEFRIAMEHHORAFPENEBE—IRRE

(ID) .
BIME: 1
RAKE: 47

identity_store | String

SHRNEEE—RRE (ID) -

- BMREE: 1
RAKE: 36

created_at Long GUZEATRYIRT IR o

created_by String BlEEE .

updated_at Long RSN EREI A

updated_by String BEE.

3 4-748 external_ids

2% ST S

id String SRR DR E AR LS I RRARIRGG -
RAMKE: 1
RAKE: 256

issuer String ANERPRIRFFRIM A E o
RBMSE: 1
BRAEKEE: 100

i5RHl

RIERFAID, ERIAMBGHORFANFRER.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/groups/{group_id}

0 Rz 735
REB: 200

{
"description" : "7~GIFBF4E",
"display_name" : "FIF£B&g1",
"external_ids" : null,

"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",

"identity_store_id" : "d-a00aaaa33f",
"created_at" : 1677175760379,

"created_by" : "5146d03d8aaaaaaaaaaaabbae60620a5",

"updated_at" : 1677175760379,

"updated_by" : "5146d03d8aaaaaaaaaaaabbae60620a5"

MAERRAS 02 (2025-08-21)
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APl &% 4 API
RED
1%%%%&;&5 o
2260
B2 NERG,
4.12.6 AP ID
ThEEN A

RIEERZSNEEDIRID, LUSHITENSNESRAFAID. BRafliNiRmiR
IDFRFEIIS I _ik—, AXIFRIMEN . IHRIERERABLNRIEIERSIIERS
HIEEERRIARIKSER

URI
POST /v1/identity-stores/{identity_store_id}/groups/retrieve-group-id
F4-749 BRBH
BH = Wi% SR ik
identity_store | 2 String BHRRENEBE—IRRE
_id (ID) &
RAMKE: 12
RAKE: 12
IBRESH
K 4-750 153K Header 2#
B8H BE W% SRR ik
X-Security- S String WMREEFERIRITZEETE, T
Token Ittheader@FERY, Z(ERIG
HZE&EENZeSE (2iEFS
B2 o
BRAKE: 2048

2 4-751 153K Body 2%

B8H =AWk SR faR
alternate_ide | 2 Object BHIRRRT
ntifier
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3£ 4-752 alternate_identifier

el =AWk SHRT (i35

external_id S Object INERE IR MR LB LR RRY
FRIRE

unique_attrib | & Object S ESLAHE—RISCR B .

ute

2 4-753 alternate_identifier.external_id

2H b=y gy SHE R
id = String HMNEBRHD TR A LR L R RAY
RIRT o

BIVMEE: 1
BRAKE: 256
String ANEBARRFFRIMA S o
BIVEE: 1
BAEE: 100

ali

issuer

2K 4-754 alternate_identifier.unique_attribute

8% =AWk SRR faR

String B,
RIMKE: 1
BAEE: 255
attribute_valu String BHERYE.

€ BIMEE: 1
BRAKE: 255

attribute_path

ali

i

il iz 228

W&HE: 200
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AP &% 4 API
2 4-755 IR Body &%
2 SR iR
group_id String SpEFRIAMEHFORARPENEBE—RRR
(ID) »
=BME: 1
RAKE: 47
identity_store | String BpERNEBEE—RER (ID)
_id BIMKE: 1
RAKE: 36
KE/: 400
& 4-756 L7 Body %1
2 SR R
error_code String 2R,
error_msg String BIREE
request_id String 153KID,
encoded_auth | String INEREIRER .
orization_mes
sage
RE/: 403
% 4-757 IR Body S3
28 SR A
error_code String LN
error_msg String EIRER,
request_id String 1B5XKID,
encoded_auth | String INZRIEIRER
orization_mes
sage
=Rl

REERZEIMNEBEMIRID, LUSHITENSNE-RAFAID,

POST https://{hostname}/v1/identity-stores/{identity_store_id}/groups/retrieve-group-id

MAERRAS 02 (2025-08-21)
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AP| &%

4 API

MRz~

N

{
"alternate_identifier" : {
"unique_attribute" : {
"attribute_path" : "display_name",
"attribute_value" : "FIF4B&g1"
}
}
}

REB: 200
Successful

{
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f"

4.12.7 t=EE8IEEAFPAIFIS

ab
ThEEN A

iEi

URI

WETWIEERAPEFR. M EREERBRNERKSIE RS EITEERAI
ERSTERA.

RB]LATEAPI ExplorerdRiiiziz [, IFEMAIESEN . API Explorerf] LABENERK
SDK{HERBI, FHEMSDKRBREIEXINGE .

POST /v1/identity-stores/{identity_store_id}/groups/batch-query

% 4-758 BIRESH

2 = Ta Ay SR iR
identity_store | 2 String BiniEREBE—FRRAF (ID)
_id

SRR 02 (2025-08-21) WIS © AR BRABRAT 326


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DescribeGroups

IAM Bl
APl &

4 API

IERSH

MR S4L

% 4-759 53K Header 2%

e EEWI%E SR R
X-Security- B String WRIEEFRIRIZEEE, U
Token Itbheader@ AT, ZE=R/R
HZeERENZE2SE (215
) o
3 4-760 153k Body S
8% BRI SRR ik
group_ids 2 Array of BFAEE—RRE (ID) FIF%E
strings
R&ES: 200
3R 4-761 i Body &%
B8H SR R
groups Array of FFE5IZE

sp objects

DescribeGroupRe

%t 4-762 DescribeGroupResp

B8 SR R

description String BEEmANFRTE

display_name String BEEERBIRNFRE

external_id String HMEBEAD RS EeLE R RRIRIRRF

external_ids Array of BEIIMEBE D IREEMALS LR IRRIR
ExternalldDto IRFFRIXTRTIZR
objects

group_id String BipiEAIdentityCenter BPAENE B

—RREF (I1D)
identity_store_id | String SmENEEE—RREF (1D)
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2% SR fiik
created_at Long ClIZEATAYRT B EL
created_by String tlEE
updated_at Long EHTATRIRT A&
updated_by String EIhE

=% 4-763 ExternalldDto

2% SR R
id String HMNEBE D IR R A AL R IRRIRR T
issuer String AMNEBA MR FFRUIAR &

KR&G: 400

7 4-764 IR Body 2%

2% SRR fR
error_code String BIR6g
error_msg String BIRER
request_id String TBKIE—IRIR

RED: 403

7= 4-765 gL Body %4

8% SRR R
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String INEREIRER
ation_message

iERTpl

WEEEERPREIFE
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POST https://{hostname}/v1/identity-stores/{identity_store_id}/groups/batch-query

{
"group_ids" : [ "749aad4a2-6774-4fbb-aefa-94c68cf15a81" ]

}

N Rz 7~ f51)
REB: 200
Successful
[{

"description" : "description",

"display_name" : "group test",

"group_id" : "749aa4a2-6774-4fbb-aefa-94c68cxxxx1",
"identity_store_id" : "d-a23adaxxxx",

"created_at" : 1753794050369,

"created_by" : "9ec6f4f5dd28485cbcdd9804c5428331",
"updated_at" : 1753794050369,

"updated_by" : "9ec6f4f5dd28485cbcdd9804c5428331"

3]
RSB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
iR

52 ARG

4.13 AR /BAPEPEXRREE
4.13.1 48 EAFFI4A

TRENA
SRPRIZIAFEAT, BPARPESTER —SHRT. IHRFRERARNE
K SHERIRS S ERRNARKSTER.

URI

POST /v1/identity-stores/{identity_store_id}/group-memberships
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APl &%& 4 API
% 4-766 IEIRSH
2 =A% SR R
identity_store | 2 String BRI EBHE—RRR
_id (ID) &
=RIMKE: 12
BRAKE: 12
=25
2K 4-767 153K Header 2§
2 EE W% SR iR
X-Security- & String WMRIEEFERIRITZEETE, T
Token Ittheader2&FEHY, Z(EZIR
HZeERENZESE (21FS
) .
BRAIKE: 2048
7 4-768 153k Body S
2 AW SR iR
group_id = String SHIEFIAMBMHHOEFER
£RE—RRR (ID)
BIEE: 1
RAKE: 47
member id 2 Object BEERRFRAFTR,
2K 4-769 member_id
2 AW SR iR
user_id 2 String BipiERIAMB DO BEFPNE
Bl—+rREE (ID) .
BIEE: 1
BRAKE: 47
R &%

REB: 200

MAERRAS 02 (2025-08-21)
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IAM B{p el

AP &% 4 API
7 4-770 I[IK; Body &%
2 SR iR
identity_store | String BRI EBEE—FRRRF (ID) .
_id BIM<E: 1
BRAKE: 36
membership_i | String SpiEHRBFIEXEX RN BE—RRRF
d (ID) »
BIME: 1
RAKE: 47
KE/: 400
2 4-771 [O[; Body 2%
2 SR R
error_code String 2R,
error_msg String BIREE
request_id String 153KID,
encoded_auth | String INEREIRER .
orization_mes
sage
RE/: 403
X 4-772 Q[ Body ¥
28 SR A
error_code String LN
error_msg String EIRER,
request_id String 1B5XKID,
encoded_auth | String INZRIEIRER
orization_mes
sage
=Rl

BRRRMEIBREY, BRMBRAEGIER—BHIET.

POST https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships
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{
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",

"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
}
}

N Rz73~A51
REB: 200
Successful

{
"identity_store_id" : "d-a00aaaa33f",
"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3as"

}
RS

BB IRED.
Ei=tS

BEIERO.
4.13.2 3 HABAFRIABF
TORENA
IRIBRAEID, SIS . IR R e SR ST E RS BT
SRR ARSI

URI
GET /v1/identity-stores/{identity_store_id}/group-memberships

£ 4-773 BRSH

8% BE W% SRR 1k
identity_store | 2 String SRS BHE— IR
_id (ID)

=BIMKE: 12
BAKE: 12
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2K 4-774 Query ¥

ol BE Ik SRR )%

limit B Integer BNMEKRIREIERKRERE,
=ME: 1
BA{E: 100
TR&{E: 100

marker S String P TARC,

=BIVEE: 24

RAKE: 24

String SniRFIAME {50 FZERY
LRBE—RRHE (ID) .
B2IVEE: 1

RAKE: 64

i

group_id

BRkSH
% 4-775 153K Header £
28 BARWI%E SR ik
X-Security- S String WMREEFERIRITLZEETE,
Token ttheader2FEHY, Z(EZIR
HZeERENZeSHE (2iFS
) .
BAEKE: 2048
Nl iz 221

RS 200

% 4-776 IR Body 2%

8% e et fik

group_memb | Array of HEEIIRHRIKBERRITRIIZE,
erships objects

page_info Object BEPRERAINTR.
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APl &% 4 API
K 4-777 group_memberships
2% SR R
group_id String %('ﬁﬁgﬁ'? IAME BB ENE BE—IRRRF
ID) .
BME: 1
RAKE: 47
identity_store | String SMHENEEHE—IRREF (ID) .
_id BME: 1
BRAKE: 36
member_id Object BEHEMRINRAFAINTR
membership_i | String %{ﬁiJ;ﬁEPFHF'WéH%E%?E?\E’\JéE ME—HRIRRF
d D) .
BME: 1
RAKE: 47
£k 4-778 group_memberships.member_id
B8H SRR U
user_id String BmEPIAMB S OBAFNEBE—RRET
(ID) .
BIME: 1
RAKE: 47
2 4-779 page_info
2% SRR iR
next_marker | String WMRFE, UFRFTHEPHEE SN ES
. EXHRMENRLEARF, EiRsiEk
SHPFERLE, LERBGREHN T35 . &L
ZEEIRE, EHRnext_markerli N ITEIRE]
Fnull,
current_count | Integer ATUREIZBHE,
=]

RIEAFAID, JIERAFESRIAR.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships

MAERRAS 02 (2025-08-21)

IRIERE © LATITERAGIRAT 334




IAM Bl
AP| &%
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N Rz
RBM: 200
{

"group_memberships" : [ {

"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",

"identity_store_id" : "d-a00aaaa33f",

"member_id" : {

}

"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

1]
"page_info" : {

"next_marker" : null,
"current_count" : 1

}

}
AT

BB RSB,
XY

52 WEIRMB

4.13.3 FIHARMAREA

ThRENA

RIEAFID, SIHAFIMARNRFA, LHEF

"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3a5"

BERAIARKSIER

URI

GET /v1/identity-stores/{identity_store_id}/group-memberships-for-member

% 4-780 BRIZS#

ERERNEERRSTUENIRS T

e EE W% SR R
identity_store | 2 String BRI EBHE—RRRT
_id (ID) .

=AMKE: 12
BAKE: 12

MAERRAS 02 (2025-08-21)
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APl &%& 4 API
2 4-781 Query ¥
2% =A% SR 1)
limit S Integer BMEKREINRKERE.
=ME: 1
BAE: 100
fR&(E: 100
marker & String S TIRFRIC.
=BIVEE: 24
BRAKE: 24
user_id 2 String BRE—tRR,.
BMEE: 1
BRAKE: 64
IBRESH
2 4-782 153K Header 2%
2% =A% SR faR
X-Security- B String WRIEEFRIRIZEEE, U
Token Ltbtheader2% &R, %BERI
HNZeZRENZESHE (SEFS
) .
BAEKE: 2048
R3S
R&ES: 200
7 4-783 gk Body 2%
2% SR A
group_memb | Array of WEEIRMHRIKBARRITRIIZER
erships objects
page_info Object a7 RERINR.
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4 API

2K 4-784 group_memberships

el S¥RT iR

group_id String SHEFRIAMBHHIOAFPANEBH—IRRRT
(ID)

identity_store | String SFENEEE—RREE (ID) .

_id

member_id Object BEEMRIPRTINR

membership_i | String SEPAFPFIEXBEXRNE BE—RREF

d (ID)

2k 4-785 group_memberships.member_id

2¥ SR R
user_id String B{piERIAMB S FIOBEFH 2 BHE—FRRAT

(ID) ,
BME: 1
RAKE: 47

2 4-786 page_info

8% SHRT R
next_marker | String WMRFE, WERRTANmEE NS
It E ., EXHRMENRLERART, FEfREiEk
SHHPERLE, LERBGREHA T35 . &L
ZEEIRME, BEInext_markerliirTERiR[E]
ﬂﬂ nu ”. o
current_count | Integer AWREIZBHE.
RE&ES: 400
# 4-787 IR Body 2%
2% SHRT T
error_code String LS
error_msg String HIRER.
request_id String 153KID,

MAERRAS 02 (2025-08-21)
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APl &% 4 API
2% SR fik
encoded_auth | String INEREIRER .
orization_mes
sage

WK&G: 403

% 4-788 [ Body 2%

B8H BHEE R

error_code String LI
error_msg String HEIRER.
request_id String 1BXKID,
encoded_auth | String IENEIRIER .
orization_mes

sage

ISR
IRIZFAID, ZULFBFPIMARIAERA.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships-for-member

N Mz 73~
KEB: 200
Successful

{
"group_memberships" : [ {
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

%
"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3as"
1
"page_info" : {
"next_marker" : null,
"current_count” : 1
}
}
RS
B2 RSB
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tHI=0

52 IEIRE .

4.13.4 fR48FAFF4A

ab
ThEEN A

URI

MR SEL

RIEXECKRIDESRAIIRAFE, BiE2SBPBERAPE. WRFREEMRBRRY

BEEKSEIFARSETEERAIRRIKSIER

DELETE /v1/identity-stores/{identity_store_id}/group-memberships/

{membership_id}

% 4-789 BRRSH

28 BRI SRR ik
identity_store | 2 String SRR EBHE— RIS
_id (ID) »
RIMKE: 12
RAKE: 12
membership_i | 2 String SRR AP AXEXRENSE
d BH—RRF (ID)
RIMKE: 1
BRAKE: 64
2 4-790 153K Header 2%
28 =AW SRR A
X-Security- & String WMRIEEFERIRITZEEE, U
Token ttheader2 BRI, Z(EZIR

NReERNZEOE (RIFS
hE) o
RAKE: 2048

WK&G: 400

MAERRAS 02 (2025-08-21)
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K 4-791 g Body 2%

2% SR R

error_code String 2=,
error_msg String EIREE.
request_id String 153KID,
encoded_auth | String INEREIRER .
orization_mes

sage

KEB: 403

& 4-792 Wi Body 2#{

S8 SR A

error_code String LN
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String INZRIEIRER
orization_mes

sage

(=R &Nl
IRIEXEX X RIDRSIAFFIAFA, SRR ERPA,
DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships/{membership_id}
i Rz 7351
7
N
ESIRESE
= ST

52 EIRB .
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AP| &%

4 API

4.13.5 EIFHEXRIFE

INEEN4A
IRIBEXEAXRID, B XBEXRFBER . HRERERALNEERSHIEN
IRSBZZAILEE R RKSIER,
URI
GET /v1/identity-stores/{identity_store_id}/group-memberships/{membership_id}
£ 4-793 IRIFBH
2 BRWIE SR i)
identity_store | 2 String SRR EBE— RIS
_id (ID) &
RIMKE: 12
RAKE: 12
membership_i | 2 String BipREPAPAXEXRENSE
d B¥—tmR% (ID)
=RIMEE: 1
RAKE: 64
BREH
£ 4-794 153K Header &3
S BRIk SHEER fik
X-Security- & String NRIFEFERIRRNZEERE, N
Token ttheader@ B0, ZERIR
HZeFZRENZEShHE (2FS
) .
BAEKE: 2048
RS EL

RSEE: 200

MAERRAS 02 (2025-08-21)
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IAM BH{p el
APl &

4 API

7= 4-795 IR Body &%

2% S¥RE iR
group_id String BHIEFIAMBEHHOBFENE BSE—IRREF

(ID) &
BME: 1
RAKE: 47

identity_store | String

SnFERZREE—RRF (1ID) .

- BMREE: 1
RAKE: 36
member_id Object BEHEMRINRAFAINTR

membership_i | String
d

%ﬁ:‘i‘gﬁﬂPﬁHP?FﬂéH?éE%?é%E’\Jé% MHE—FRIREF
ID) o

BME: 1
RAKE: 47

2% 4-796 member _id

8% e il R
user_id String SPEFRIAMBEHFOAPHNEESE—RRRF

(ID) o
BIME: 1
RAKE: 47

WK&6G: 400

7= 4-797 i Body %4

2 SR iR
error_code String 2=,
error_msg String BIREE,
request_id String 153KID,
encoded_auth | String INEREIRER .
orization_mes
sage
KES6G: 403
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APl &% 4 AP

7= 4-798 IR Body &%

¥ SR R

error_code String IR,
error_msg String EIREE.
request_id String 1B5KID,
encoded_auth | String INEREIRER .
orization_mes

sage

5K
IRIBXBEERID, EMILXBERIIEEEE.

GET https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships/{membership_id}

il iz 73~ 151
REB: 200
Successful

{
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"identity_store_id" : "d-a00aaaa33f",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

'}"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3as"
}
KA
ESWIRESE
$HIR0
BESIEIRE.
4.13.6 EIFHEXE ID
ThEEN4B
IRIEFFIDFAFEID, EEXIMNAIXREXKERID, RERERALRINEEKSIHE
NRSFSEHTEERRIRRKS AR
URI

POST /v1/identity-stores/{identity_store_id}/group-memberships/retrieve-group-
membership-id
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APl &%& 4 API
£ 4-799 BIRSH
2% =A% SR R
identity_store | 2 String BRI EBHE—RRR
_id (ID) &
=RIMKE: 12
BRAKE: 12
=25
2 4-800 153k Header 2%{
2 EE W% SR U
X-Security- & String WMRIEEFERIRITZEETE, T
Token Ittheader@FEHY, Z(ERIG
HZeEENZe<H (2iFS
) .
BRAIKE: 2048
7= 4-801 153k Body &%
2 AW SR T
group_id = String SHIEFIAMBMHHOEFER
E£RE—RRFE (ID) .
BIEE: 1
RAKE: 47
member id 2 Object BEHERIMRFAINTSR
& 4-802 member_id
2 AW SR )
user_id 2 String BipiERIAMB DO BEFPNE
BHE—RRFEF (ID) »
BIEE: 1
BRAKE: 47
VRS54

REB: 200

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF

344




IAM Bl

APl &%& 4 API

7 4-803 3K Body &%
S SHERR R
identity_store | String SMHENEFEHE—IRREF (ID)
_id
membership_i | String SpiEHBFEXEX RN E BE—RRRF
d (ID) »

JRZARG: 400

5 4-804 L7 Body &%
S8 SR A
error_code String B,
error_msg String BIREE,
request_id String 15KID,
encoded_auth | String INZREIRERE .
orization_mes
sage

KEB: 403

Z 4-805 I Body 2%
28 SR A
error_code String IR,
error_msg String EIRER.
request_id String 1B5KID,
encoded_auth | String IIENEIRER .
orization_mes
sage

=Rl

HRIEAFIDFAFAID, EFXYNAIKEEXERID,

POST https://{hostname}/v1/identity-stores/{identity_store_id}/group-memberships/retrieve-group-

membership-id

{

"group_id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",

"member_id" : {
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AP| &%

4 API

N Rz~

N

URI

"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"

}
}

WK&E: 200

Successful
{
"identity_store_id" : "d-a00aaaa33f",
"membership_id" : "2b0aa970-7aa4-3aaf-0aae-7a2eaaaae3as"
}
1%%%%&:\55 o
52 WHEIRG .

RIERFIDFIAFAIDYIR, EURFERNAPENNR.. HRERERARNE
WSS FARSZEIEEERAIRKSIER

POST /v1/identity-stores/{identity_store_id}/is-member-in-groups

% 4-806 BR&H

8% BE W% SRR 1k
identity_store | 2 String SHRIENEBE— IR
_id (ID)

BIMKE: 12
BAKE: 12
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AP| &% 4 API
IBREH
2 4-807 153K Header 2%{
2¥ BRIk SR ik
X-Security- B String MRIEEFRIRRNZEERE, U
Token ttheader@WER, ZERIG
NZ2ERENZESE (2159
B2 o
BRAKE: 2048
7 4-808 153k Body &%{
8% 2RIk SHER fER
group_ids = Array of FBPEFRRHESIE.
strings EMEE: 1
RAKE: 47
HAKE: 1-100
member_id 2 Object BEEAMRRIHRFIONR.
Z 4-809 member_id
2% =RWIE SHEER R
user_id 2 String BiniERIAMB D OEFPE
BE—FRRR (ID)
BIEE: 1
RAKE: 47
N Rz SE
R&FB: 200
% 4-810 NLZ Body &8
2H SR iR
results Array of R REATERFEANNERSIZE.
objects R 1-100
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AP| &%

4 API

2% 4-811 results

e SR fiA

group_id String %lﬁ[J;J)?q:' IAMB{H OB FENEBE—IRRET
BME: 1
RAKE: 47

member _id Object BEEMRIFRTIINR

membership_ | Boolean —RME, FrAPEEEAF.

exists

2 4-812 results.member_id

8% e et it
user_id String SRERIAMEHFOAPHNEEE—RRE

(ID) &
RAMKE: 1

RAKE: 47

REMB: 400

% 4-813 R Body 24
84 e e R
error_code String FESIER
error_msg String HIRER.
request_id String 1BEXKID,
encoded_auth | String NZREIREE .
orization_mes
sage

RE&M: 403

K 4-814 I Body 2%
2% SHRT fEiR
error_code String LS
error_msg String BIREER,
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APl &% 4 API
2H SR iR
request_id String 15KID,
encoded_auth | String INEREIRER .
orization_mes
sage
RSB 404
K 4-815 I[; Body 2#f
B8H BHER R
error_code String LN
error_msg String HEIRER.
request_id String 1B5KID,
encoded_auth | String IENEIRER .
orization_mes
sage
1= Nl
RIBEEFIDIIAFAIDIIZE, ERBFEANAERPEANKR.
POST https://{hostname}/v1/identity-stores/{identity_store_id}/is-member-in-groups
{
"group_ids" : [ "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a" ],
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
}
}
N Rz7~f51
RSB/ 200
Successful
{
"results" : [ {
"group_id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"member_id" : {
"user_id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
%
"membership_exists" : true
1]
}
RS
IEE I
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AP| &%

4 API

tHI=0

5= EIRE .

4.14 BORHREE

4.14.1 SN B D IREREECE

IHEENA
CIBINBBNIRHEEE .. HRERERALRNEERSTENRSZSZICEERAIN
RSIER,
e
RBJLATEAPI ExplorerdRididiziEz ], IFEIMAIEEN . API Explorerf] LABEENERK
SDKHERAI, Fi2HtSDKARBREEIRINEE .
URI
POST /v1/identity-stores/{identity_store_id}/external-idp
x 4-816 IK122H
2 A% SR iR
identity_store | £ String BipERNEBH—+RRFT (I1D)
_id
BRSH
K 4-817 153k Header 2%
2¥ =A% SR R
X-Security- B String WRIEEFRIRI LS EE, U
Token Lttheader@W &R, 1ZERI
HZeERNEZE<SHE (21E5S
) .
7 4-818 153K Body &%
S8 =AW SHEER g
idp_saml_met | & String B MHEESAMLITEIE, 58
adata PIRHRSAMLECE —i%—
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateExternalIdPConfigurationForDirectory

IAM B{peuly

APl &% 4 API
2% BEWI%E SRR ik
idp_certificate | & String SinirttmiEs, S8MmiEME
SAMLECEEXS{EM
idp_saml_conf | & idp_saml_conf| SHIREFESAMLEEER, 5
ig ig object BRI R SAMLITEE —ik—
2 4-819 idp_saml_config
e EEWI%E SR R
entity_id S String SMniREEEHERR
login_url 5 String BNRUBERIEE
Ve
KEE: 201
5 4-820 TRL Body B
B8H SR R
hws_sp_saml_conf | SPSAMLConfig IRBIREBEEER
ig object
idp_certificate_id | String BHREFITEBEBHE—RRF (1D)

idp_certificate_ids

Array of strings

BHRMUBIEREBEE—IRRRGIIER

idp_id

String

9(F§B%{ﬁﬁ1¥tft‘ﬁﬁﬂé%ﬂﬁ—7fﬁﬂﬁ
ID

£ 4-821 SPSAMLConfig

2 SR i)
acs_url String RSS2k S o Ntk
issuer String RBIREHEAE
metadata String RSB TTEIRE
K& 400
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APl &%& 4 API
K 4-822 I Body 2%
el SR E[::)%
error_code String e
error_msg String ERER
request_id String TBKE—IRIR
RSB 403
2 4-823 L7 Body &%
2H SR 1
error_code String e
error_msg String HI=EE
request_id String ERE—HRIR
encoded_authoriz | String INZRIEIRER
ation_message
e —
=Rl
SIS DI EE
POST https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp
"idp_saml_metadata" : "<?xml version=\"1.0\" encoding=\"utf-8\"?><EntityDescriptor ID=
\"_678cd4a8-4915-4e2d-adce-6****** +xixkcd [saml2\" /></IDPSSODescriptor></EntityDescriptor>"
}
I pz 751
REB: 201
Successful
{
"hws_sp_saml_config" : {
"acs_url" : "https://cn-north-4-signin.huaweicloud.com/v1/platform/saml/acs/xxxxxxx",
"issuer" : "https://cn-north-4.signin.huaweicloud.com/platform/saml/xxxxxx",
"metadata" : "<?xml version=\"1.0\" encoding=\"UTF-8\"?>xxxxxxx</md:EntityDescriptor>"
h
"idp_certificate_id" : "553523a6-ebde-4570-xxxxxxx",
"idp_certificate_ids" : [ "553523a6-ebde-4570-xxxxxxx" ],
"idp_id" : "a48e3f1b-59f8-4b8f-xxxxxxx"
}
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IAM Bp e

APl &%& 4 API
REB
RSB 0%
201 Successful
400 Bad request
403 Forbidden
TS
B2 WEIEB.
4.14.2 Ei5¥IM PSR IR ECE
INRENA
BTN BN IRHBEE . R EREAAEANEEKSTHENREZEZILEERAIA
AKSIER,
it
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . APl Explorera] LABENERK
SDKCEBMI, FHERHSDKILIBREIEIRINEE
URI
GET /v1/identity-stores/{identity_store_id}/external-idp
X 4-824 IR1Z2H
¥ BRI SHER i)
identity_store | & String BENEEE—RRE (ID)
_id
BRSH
K 4-825 i53K Header 2
2% =A% SR R
X-Security- B String WRIEEFRIRIZEERE, U
Token ttheader@ W &ERY, ZERIG
Ea‘%éﬁ%ﬁﬁ’ﬂ?ﬁé@ﬁ% (21ES
F2) o
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IAM BH{peul
APl &% 4 AP

MR SEL

RZSFS: 200

% 4-826 I Body 2%
2 SR R

associations Array of NSRBI IREESEEER
ExternalldpConfi
gurationDto
objects

2k 4-827 ExternalldpConfigurationDto

8% SRR R

idp_certificate_ids | Array of SMHREEIEB NI BE—RR
IdpCertificateBod | 53
y objects

idp_id String SIREREXI RIS BE—IRR

(ID)

idp_saml_config IdpSAMLConfig | BHiIEHEEEEE
object

is_enabled Boolean EAREREBMIRMEE

2 4-828 IdpCertificateBody

2% SHERR )
certificate_id String IFREBE—RRRF (1D)
status String WERIRTS

2 4-829 IdpSAMLConfig

8% SR fiik

entity_id String SMHiREEEHEIRR
login_url String BniRHmERHE

Wéa nt_request_sign | Boolean EBERSAMLIEREZIGIUE
e

RZSES: 400
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APl &%& 4 API
7 4-830 IR Body &%
el SR E[::)%
error_code String TEE)
error_msg String HIREE
request_id String TBKE—IRIR
RSB 403
7 4-831 gk Body S
2H SR 1
error_code String EI=g
error_msg String HIRER
request_id String ERE—HRIR
encoded_authoriz | String IEZREIRER
ation_message
=P
EiF/MERE IR E
GET https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp
M Rz~
RSB 200
Successful
{
"associations" : [ {
"idp_certificate_ids" : [ {
"certificate_id" : "553523a6-ebde-4570-9409-xxxxxx",
"status" : "ACTIVE"
11
"idp_id" : "a48e3f1b-59f8-4b8f-9944-795xxx",
"idp_saml_config" : {
"entity_id" : "https://sts.windows.net/36118e7b-55b4-4a70-8d9f-xxxxx/",
"login_url" : "https://login.microsoftonline.com/36118e7b-55b4-4a70-xxxxxx/saml2",
"want_request_signed" : false
B
"is_enabled" : true
1]
}
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APl &%& 4 API
RS
RS A
200 Successful
400 Bad request
403 Forbidden
T
B2 EIRB.
4.14.3 [FAINBED RIS
INREN4A
BERIIN S DR . tRERERBLRNEEKRSTHIENRSZITEIERRIAR MK
SER.
UL
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . API Explorera] LABENERK
SDKACEBRMI, FRHSDKILIBREIEIRINEE
URI

POST /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/enable

#* 4-832 BIZRSH

2% AUk SR R

identity_store | 2 String SHENEEHE—RRFE (1ID)

_id

idp_id 2 String SN BRI MBI B E—RIR
7 (D)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=EnableExternalIdPConfigurationForDirectory

IAM Bl
APl &

4 API

IERSH

% 4-833 i53K Header 2%

2% BRIk SR fiEid
X-Security- & String MR EEFERIGINZEERE, U
Token ttheader@ &R, ZEZI
e ERENZESH (R1ES
) o
IDJVE=S5't
RSB 200
Successful
RS 400
% 4-834 IR Body 244
2% SR fiik
error_code String BIRS
error_msg String HIRER
request_id String TERIE—IRIR

WR&ERS: 403

2 4-835 l[R Body 2%

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IEREIRER
ation_message

BRI

ERINEBHIRMHE

POST https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/enable
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APl &% 4 API
Nl Mz 73~
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
e
B2 EIRB.

4.14.4 ERINIEE DR

TORENA

i3

URI

IZRSMEREDIRME . IR EFRBERBRIEEIKSSF RS EITEERAIRRMK

SiEH.

RB]LATEAPI ExplorersRiisiziz [, IFEMAIESEN . API Explorerfa] LABENERY

SDKACHERBY, FHEMSDKRISREIEIRINEE

POST /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/disable

% 4-836 BRIZS#

S¥ EEWE SR R

identity_store | £ String BHiRNEEHE— KRR (ID)
_id

idp_id 2 String ShERSniRtEI 2B E—IRR

# (ID)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DisableExternalIdPConfigurationForDirectory

IAM B{p el
APl &

4 API

IERSH

% 4-837 i53K Header 2%

2% BRIk SR fiEid
X-Security- & String MR EEFERIGINZEERE, U
Token ttheader@ &R, ZEZI
e ERENZESH (R1ES
) o
IDJVE=S5't
RSB 200
Successful
RS 400
% 4-838 K Body 244
2% SR fiik
error_code String BIRS
error_msg String HIRER
request_id String TERIE—IRIR

WR&ERS: 403

2 4-839 IR Body 2%

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IEREIRER
ation_message

BRI

ERINEBHIRME

POST https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/disable
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APl &% 4 API
Nl Mz 73~
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
e
B2 EIRB.

4.14.5 BFRSINT SO IRIHRECE

ThRENA

i3

URI

BBRSMEBEDIRMEECE . IHRERBERBLRIERKSTIE MRS EITEERAIL

RS

RB]LATEAPI ExplorerdRiisiziEz [, IFEMAIESEN . API Explorera] LAEENERY

SDKACHERBY, FHEMSDKRISREIEIRINEE

DELETE /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}

% 4-840 BRIZS#

S¥ EEWE SR R

identity_store | £ String BHiRNEEHE— KRR (ID)
_id

idp_id 2 String ShERSniRtEI 2B E—IRR

# (ID)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteExternalIdPConfigurationForDirectory

IAM B{p el
AP| &%

4 API

IERSH

% 4-841 53K Header 2%

2% BRIk SR fiEid
X-Security- & String MR EEFERIGINZEERE, U
Token ttheader@ &R, ZEZI
e ERENZESH (R1ES
) o
IDJVE=S5't
RSB 200
Successful
RS 400
% 4-842 IR Body 244
2% SR fiik
error_code String BIRS
error_msg String HIRER
request_id String TERIE—IRIR

WR&ERS: 403

% 4-843 I Body 2%

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IEREIRER
ation_message

BRI

mERIMER HDIRMHBERE

DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}
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APl &% 4 API
Nl Mz 73~
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
e
B2 EIRB.

4.14.6 EHFIINEBDIREREEE

ThRENA

i3

URI

BN NIRMEECE .. IR ERBERBRIERKSTIENRSEITEERAIK

RS

RB]LATEAPI ExplorerdRiisiziEz [, IFEMAIESEN . API Explorera] LAEENERY

SDKACHERBY, FHEMSDKRISREIEIRINEE

PUT /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}

% 4-844 BRiIZS¥

S¥ EEWE SR R

identity_store | £ String BHiRNEEHE— KRR (ID)
_id

idp_id 2 String ShERSniRtEI 2B E—IRR

# (ID)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdateExternalIdPConfigurationForDirectory

IAM Bl

APl &% 4 API
IBREH
2 4-845 53K Header 2#
84 =AWk SHERR faR
X-Security- & String WRIEEFRIRIZEEE, U
Token Itbkheader2% @09, (BRI
HNZeEENTe<HE (8EFS
) .
7 4-846 153K Body ¥
8% BRWIE SR fHR
entity_id = String BniRHEERHEIRR
login_url 2 String SMHiREEERERE
N S 3
K&/ 200
Successful
RSB 400
& 4-847 Kz Body %
84 SRR A
error_code String e
error_msg String BEIRER
request_id String IBRE—HRIR

KRS8 403

7 4-848 MK Body 2%

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERIE—IRIR
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AP| &%& 4 API
28 SR ik
encoded_authoriz | String INZREIRERE
ation_message

(=R GNl
BN B RS ECE
PUT https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}

{
"entity_id" : "https://sts.windows.net/36118e7b-55b4-4a70-xxxxx/",
"login_url" : "https://login.microsoftonline.com/36118e7b-55b4-xxxxx/sam(2"

}
M Rz~
.
RS
RSB A
200 Successful
400 Bad request
403 Forbidden
T
B2 EED.
4.14.7 I HIMNP S D 1R RIEB
IhEeENA

EIMEBMIRMHEIERYIZR. WRFREMRARANEERSSFIRSETEER
AIRRIKS VA o
iz

RBJLATEAPI ExplorerdRiidiziE ], IFEIMAIESEN . API Explorerl] LABEENERK
SDKAXAB =AY, FHEMSDKARBREIEIXINGE.

URI

GET /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/certificate
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListExternalIdPCertificates

IAM Bl

APl &% 4 API
* 4-849 IR1ZBH
2% BEWYIE SRR R
identity_store | 2 String SmENEEHE—RRE (1ID)
_id
idp_id 2 String ShERSDIREEINE B E—IRR
& (1D)
iERSH
% 4-850 53K Header 2%{
e BEWYIE SR R
X-Security- B String MREAEFEARZEENRE, U
Token Itbkheader2% @09, %(ERIR
HZeEENEedHE (2EFS
) o
) E=2:5
REES: 200
5 4-851 L7 Body &%
2% SRR R
idp_certificates Array of ANERB D IRIEEIERYIE
IdpCertificate
objects

2k 4-852 IdpCertificate

2% SR fiik

certificate_id String IFREBHE—FRR5F (1D)
issuer_name String ShiztastarE
not_after Number IEBEXER

not_before Number IEBEXER

public_key String IEBRIA

serial_number Number EBFI=S

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF

365




IAM B{p el

AP| &%& 4 API
28 SR ik
serial_number_stri | String IEBFISA
ng
signature_algorith | String TREE
m_name
subject_name String Subject
version Number hRA
x509_Certificate_i | String Xx509F&TCIEH
n_pem

K&/ 400

7 4-853 gL Body 2%

2% SR fiig
error_code String EI=g
error_msg String HEIREE
request_id String ERE—HRIR

WR&RG: 403

25 4-854 IR Body 2%

2% SRR Rk
error_code String BIRS
error_msg String BIRER
request_id String TEKE—IRIR
encoded_authoriz | String INZREIREE
ation_message

i5RHI
SRS R D IRHBEIEEYIZ

GET https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/certificate

e iz 735
RSB 200
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AP| &%

4 API

N

S

iEi

URI

Successful

{

"idp_certificates" : [ {
"certificate_id" : "47e2272e-7dc9-4dd0-880b-9exxxxxx",
"issuer_name" : "CN=Microsoft Azure Federated SSO Certificate",
"not_after" : 1799587006000,
"not_before" : 1704892606000,
"public_key" : "your public key",
"serial_number" : 1.0778418080746175E38,
"serial_number_string" : "107784180807461748442456173960326386288",
"signature_algorithm_name" : "SHA256withRSA",
"subject_name" : "CN=Microsoft Azure Federated SSO Certificate",
"version" : 3,
"x509_Certificate_in_pem" : "X509 Certificate"

1]

REEL R
200 Successful

400 Bad request

403 Forbidden

52 EIRB .

14.8 SNIMERR D REEIES

SNINEEDIRMEIED . IHRIERBERARNEEKSHUFARSEZITEIERAL
RS .

RB]LATEAPI ExplorerdiidiziEz [, IFEMAIESEN . APl Explorera] LAEENERY
SDKRERAY, FHEMSDKRIBRENEIIINEE

POST /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/certificate

% 4-855 BIRSH

¥ =AW SHER i)
identity_store | & String BiENEEE—RRE (ID)
_id
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ImportExternalIdPCertificate

IAM B{peuly

APl &% 4 API
2H BRWIE SR fHR
idp_id 2 String SN S IREHEINEBHE—IRR
& (1D)
IBREH
2 4-856 153K Header 3#
¥ BRWIE SR fER
X-Security- S String WMREEFERIRITLZEETE, T
Token Ittheader@FERY, ZERIR
HZE&EENZESE (SiEFS
) .
7 4-857 153k Body &%
84 =Rk SHERR faR
x509_certifica | 2 String PEMIEXHIBHIRERIEBAS
te_in_pem
certificate_use | 2 String B2t BAEE, Hallx
BFEZ
)RS
K& 200
& 4-858 M7 Body &%
2% SHEER A
certificate_id String IEBHNEREE—FRRRT (1D)

RSE5: 400

% 4-859 I Body S

2 SR iR
error_code String e
error_msg String BEIRER
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IAM B{p el

APl &% 4 API
2 SRR g
request_id String TBKE—IRIR
REHG: 403
7 4-860 IR Body 2%
2% SHEER HR
error_code String e
error_msg String BIRER
request_id String TBEKIE—IRIR
encoded_authoriz | String INZRIEEREE
ation_message
=R N
SN EBEDIREEIED
POST https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/certificate
"x509_certificate_in_pem" : "-----BEGIN CERTIFICATE-----****ssssssess_____END CERTIFICATE-----\r\n",
"certificate_use" : "SIGNING"
}
Il iz 73~ 451
R&ES: 200
Successful
{
"certificate_id" : "cef00a42-28a6-4218-a137-XXXXXXXX"
}
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
SjEi
B2 EIRB.
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IAM Bp e

APl &% 4 API
4.14.9 HIFRIMBS D IRARTIES
IngEN4A
RIBRIMEBEDIREEIER . tHRERBEAALIERKRSHIENRSZITERERAIL
RRSER,
iz
R0 LATEAPI ExplorerdrifFiiziEz [, STIFEIAIELEIN . APl Explorera]LABRI4ERL
SDKACHERI, FIRMHSDKAHERBIEIXINEE -
URI
DELETE /v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/certificate/
{certificate_id}
#* 4-861 IR12BH
¥ BRIk SR fHiR
identity_store | 2 String SHENEEHE—RREF (ID)
_id
certificate_id | 2 String BRI EEEH—F R
(ID)
idp_id 2 String SRS HIREENEBEE—RR
& (1D)
IBREH
2 4-862 153K Header 2%{
2% =EWIE SRR R
X-Security- S String WMRIEEFERIGIZEENE, U
Token Ittheader@ TR, ZERIG
HNZeZRENZeSHE (SFS
)
R3S

R7&85: 200
Successful

RZSES: 400
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteExternalIdPCertificate

IAM BH{p el

APl &% 4 API
7 4-863 UL Body 2%
2% SR 3%
error_code String e
error_msg String BEIRER
request_id String B KE—IRIR
RS 403
2 4-864 IR Body 2%
¥ SRR g
error_code String EI=g
error_msg String HEIRER
request_id String =i S R
encoded_authoriz | String INZREIREE
ation_message
=Rl
IHBRINERS D IR ESIED
DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/external-idp/{idp_id}/certificate/
{certificate_id}
il Rz 73~ 15
7o
RS
RSB 0%
200 Successful
400 Bad request
403 Forbidden
iR
B2 EIRE.
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IAM Bl
AP| &%

4 API

4.15 BRIFEEE
4.15.1 EEBHWRE

INEEN4A
FRBME, FRESCIMINYBEmREINEE, RIEREERBLNEERSIENIR
SEITEERAIRRKSER.
it
ST LATEAPI Explorerdifidiziz 0, SXIFENAIESEEAN . API Explorera] LABRI4ERK
SDKASRIRA, FHEMSDKACESRBEIXINEE o
URI
POST /v1/identity-stores/{identity_store_id}/provision-tenant
%+ 4-865 IR12BH
2% =A% SHEER iR
identity_store | 2 String SmENEEE—RRFE (1ID)
_id
BREH
K 4-866 153K Header 2H
¥ BRI SHEER i)
X-Security- & String WMREEFERIRITLZEETE, T
Token Ittheader2@ % FEHY, ZEREIN
HNZeFZRNZESHE (8FS
) .
V254
RSB 201
% 4-867 N[ Body S%
2% SR 3%
creation_time Number EUEELENLE)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateProvisioningTenant

IAM Bl

APl &%& 4 API
28 SR ik
scim_endpoint String SCIMZimT =
tenant_id String SN = = M=l SN = e Rt
(1D)

WR&S: 400

7 4-868 lILi Body 2%

2% SRR R
error_code String BIRg
error_msg String BIREE
request_id String TERIE—IRIR

RS 403

% 4-869 [ Body 2%

e SR R
error_code String R
error_msg String BIRER
request_id String TEKE—IRIR
encoded_authoriz | String INZRIEERERE
ation_message

5K
RRBEME, FRESCIMNYEHREEEE

POST https://{hostname}/v1/identity-stores/{identity_store_id}/provision-tenant

N Rz73~51
REB: 201
Successful

{

"creation_time" : 1754277890722,

"scim_endpoint" : "https://scim.cn-north-4.myhuaweicloud.com/e0d69be4-ee68-4653-97e4-9e8xxxxx/
scim/v2/",

"tenant_id" : "e0d69be4-ee68-4653-97e4-9exxxx"
}
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IAM Bp e

APl &%& 4 API
REB
RSB 0%
201 Successful
400 Bad request
403 Forbidden
TS
B2 EIRB.
4.15.2 EHEEIMERER
INRENA
BHEAHEEMME, REIEARSCIMBITREEEEE . HRIEREHRAELRNEE
WSHENIRSEZIEEE RN RS ER .
it
R LATEAPI ExplorerdRiidiziE ], IFEIMAIEEN ., APl Explorerl] LABENERK
SDKACEBRI, FHRHSDKLIBREIEIINEE
URI
GET /v1/identity-stores/{identity_store_id}/provision-tenant
* 4-870 IR128#
¥ BRI SHER i)
identity_store | & String BENEEE—RRE (ID)
_id
BRSH
2 4-871 153K Header 2H
2% =A% SR R
X-Security- B String WRIEEFRIRIZEERE, U
Token ttheader@ W &ERY, ZERIG
HZeERNZe<SHE (21ES
) .

SRR 02 (2025-08-21) WIS © AR BRABRAT 374


https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListProvisioningTenants

IAM BH{peuly
APl &% 4 AP

MR SEL

RS/ 200

% 4-872 u i Body &#

28 ST ik
provisioning_tena | Array of SCIMBmIfRECECEIE R
nts ProvisioningTena

nt objects

%k 4-873 ProvisioningTenant

2% SR ik

creation_time Number GRS

scim_endpoint String SCIMZ&imT5 =

tenant_id String JEFE %ﬂ]ﬁ@ﬂféiﬁiﬂ’ﬂiiﬁ HE—RRRT

K&/ 400

% 4-874 I Body 2%

e SR ik
error_code String EEEL)
error_msg String BEIRER
request_id String TBEKRME—HRIR

W&RG: 403

2k 4-875 [ Body 2%

2¥ SR fiid
error_code String EI=g
error_msg String HEIRER
request_id String ERE—HRIR
encoded_authoriz | String INZRIEIREE
ation_message

SASRRAN 02 (2025-08-21) WA © EARUERABIRAE 375



IAM BH{peul
AP| &%

4 API

iBERTA

N Mz 73~

T

i

URI

EEREEHEEHME, REEKRSCIMBEXTREREES

GET https://{hostname}/v1/identity-stores/{identity_store_id}/provision-tenant

RSB 200
Successful

{
"provisioning_tenants" : [ {
"creation_time" : 1754277890722,
"scim_endpoint" : "https://scim.cn-north-4.myhuaweicloud.com/e0d69be4-ee68-4653-97XXXXXXX/
scim/v2/",
"tenant_id" : "e0d69be4-ee68-4653-97e4-9exxXXXXX"
1]
}

INAE 1k

200 Successful
400 Bad request
403 Forbidden

MFREZIRE ., IHRIERERBNNEERSHEFARSZEZEEERINNRKSE

38

RB]LATEAPI ExplorersRidisiziz [, IFEMAIESEN . API Explorerf] LAEENERY

SDKACESRAY, FHRHSDKAISREIEIHINGE .

DELETE /v1/identity-stores/{identity_store_id}/tenant/{tenant_id}

SASRRAS 02 (2025-08-21) WRIERE © LEARITERARERAF
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteProvisioningTenant

IAM B{p el

APl &% 4 API
x 4-876 IR122H
2¥ =AWk SR R
identity_store | 2 String BHRNEEHE— KRR (1ID)
_id
tenant_id 2 String BoifiEhcENEBE—FRRRT
(ID)
BRESE
K 4-877 153K Header 2§
28 BBk SRR iR
X-Security- S String WMREEFERIRITLZEETE, T
Token ttheader2FEH, Z(EZIR
HEZ2ERENEZE<HE (SiES
F2) o
IR S%
RE&RS: 200
Successful
RE&ES: 400
& 4-878 N7 Body &%
2H SR iR
error_code String e
error_msg String BEIRER
request_id String 1B KE—IRIR

R7SE5: 403

% 4-879 I Body ¥

e SRR R
error_code String TEE)
error_msg String BEIRER
request_id String 1B KIE—IRIR

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF
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IAM BH{peuly

APl &% 4 API
28 SEEER ik
encoded_authoriz | String INZREIRERE
ation_message

REEE: 404

& 4-880 i Body 2%
2% SR R
error_code String e
error_msg String EIRER
request_id String BKRE—FRIR

BRI

B B EhTRE

DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/tenant/{tenant_id}

il iz 73~ 45

7
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
404 Not Found
IEEL
B2 EIRE.

4.15.4 BI@iHIT<hE

ThaEN A

BIEINIEShHE . IR ERBERARRNEEKSSUF RS EITEERIARIKSE

H.

MAERRAS 02 (2025-08-21)
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IAM BH{a el
AP| &% 4 AP

i

&0 LATEAPI Explorerdidifiziz [, SXIFESNAUESEM . API Explorera] LABZ4ERE
SDKACHE B, FHEMSDKARBREIAIRXINGE .

URI
POST /v1/identity-stores/{identity_store_id}/tenant/{tenant_id}/bearer-token
% 4-881 IR12BH
¥ BE W% SRR fHR
identity_store | £ String SHRENEREE—RRE (ID)
_id
tenant_id 2 String BofiE8hcENEBHE—RReT
(ID)
IBREH
K 4-882 153K Header 2H
84 EE W% SHERR R
X-Security- B String WRIEEFERIRIZEERE, U
Token Lttheader@W &R, 1ZERIR
HZeEENTe<HE (8EFS
) .
V254

R&mG: 201

% 4-883 ljuf Body &%

2% ST ik

creation_time Number ellfE NI

expiration_time Number ISHARTIE]

token String IE)ShE

token_id String BIaShENEBE—REST (ID)

WR&RS: 400
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateBearerToken

IAM Bl

APl &% 4 API
2 4-884 N7 Body S
8% SRR R
error_code String TS e
error_msg String HEIRER
request_id String ERE—HRIR
R&ES: 403
2K 4-885 NI Body 2#f
2¥ SRR fR
error_code String BIRg
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IEREIRER
ation_message
=]
BUEEIHIRI<ShE
POST htps://{hostname}/v1/identity-stores/{identity_store_id}/tenant/{tenant_id}/bearer-token
N Rz 751
RE&ES: 201
Successful
{
"creation_time" : 1754278569275,
"expiration_time" : 1785814569000,
"token" : "ey)raWQiOUMZUVAUQOXRV st 3y QUY",
}"token_id"  "715ad873-3b32-48a3-a08f-50x00Xx"
RSB
RSB ik
201 Successful
400 Bad request
403 Forbidden
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IAM B{p el
APl &

4 API

tHI=0

52 iEIRE .

4.15.5 FHipa<$hE

INEeN4A
'R ESE, HRERBERALNNERKSIENRSZSEZITEERIKRRKS
228
U
RO LATEAPI ExplorerdifFiiziz [, STIFEMIAIELEN . APl Explorera]LABRI4ERL
SDKACEBRMI, FHRHSDKILIBREIEIINEE
URI
GET /v1/identity-stores/{identity_store_id}/tenant/{tenant_id}/bearer-token
% 4-886 IR12BH
2% =% SR R
identity_store | 2 String SHENEEHE—RRF (1ID)
_id
tenant_id 2 String BoifiEhENEBH—FRRRT
(ID)
IBRESH
2 4-887 153K Header 2%
84 =AWk SHERR faR
X-Security- B String WRIEEFERIRI L2 EE, U
Token ttheader@FERY, (BRI
HNZeZRENZeSHE (SEFS
) o
=25
R&ES: 200
M A4hRAS 02 (2025-08-21) WRINERE © £ ATITERABIRAE 381



https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=ListBearerTokens

IAM Bl

API &% 4 API
2 4-888 I Body &%§
S SR )%
bearer_tokens Array of BIa<$hEsZE
BearerToken
objects
2% 4-889 BearerToken
2% SRR )%
creation_time Number GRS
expiration_time Number 1T HAATE)
token_id String ihia$hELREE—+ xR (1D)
KE&ES: 400
7 4-890 3K Body 2%
2 SR 7%
error_code String BIR6g
error_msg String BIRER
request_id String TEKIE—IRIR
KESS: 403
% 4-891 IR Body 244
28 SHEKER )%
error_code String EI=g
error_msg String HEIRER
request_id String FKE—FRR
encoded_authoriz | String IEZREEIRER
ation_message
=P Gl
EGiHa<ShEYIE
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IAM B{p el
AP| &% 4 AP

GET https://{hostname}/v1/identity-stores/{identity_store_id}/tenant/{tenant_id}/bearer-token

N Mz 73~
RS 200
Successful

{
"bearer_tokens" : [ {
"creation_time" : 1754277891140,
"expiration_time" : 1785813891000,
"token_id" : "5bd76fe3-48cc-4e4b-a235-adebxxxx"
Lo
"creation_time" : 1754278569276,
"expiration_time" : 1785814569000,
"token_id" : "715ad873-3b32-48a3-a08f-50fxxxxxx7"

11
}
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
e

B2 NEI=RE.
4.15.6 fRlfRiHIT<SHE

LIRENA
HIRIAITCHE . R AR BRI SR E RS B EE RN RIK ST
A

i

RBJLATEAPI ExplorerdRiidiziEz ], IFEMAIEEN . API Explorerf] LAEENERK
SDKAXAB =AY, FHEMESDKABREIEIXINGE.

URI

DELETE /v1/identity-stores/{identity_store_id}/tenant/{tenant_id}/bearer-token/
{token_id}
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteBearerToken

IAM Bl

APl &%& 4 API
% 4-892 IRIZBH
2% =A% SR R
identity_store | 2 String SHERNEEHE—RRFE (1ID)
_id
tenant_id 2 String BoifiEhcENEBE—FRRRT
(ID)
token_id 2 String plaShEeBEE—FRRAT (ID)
BRSH
Z 4-893 153K Header 2%{
2 BRI SR i)
X-Security- & String WMREEFERIRITZEETE, T
Token Ittheader2@ % &FEHY, ZERIN
HNZeZRENZESHE (SiFS
) .
D)VES54
R&RS: 200
Successful
RZEES: 400
& 4-894 N7 Body %1
2% SHEER R
error_code String TEE)
error_msg String HIRER
request_id String 1B KE—IRIR

WR&65: 403

& 4-895 Mg Body %1

2H SR iR
error_code String e
error_msg String BEIRER
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IAM B{aeuly

APl &% 4 API
2H SR )
request_id String TBKE—IRIR
encoded_authoriz | String IEREIRER
ation_message
KREE: 404
2 4-896 N7 Body %1
2% SR )
error_code String BI=g
error_msg String HEIRER
request_id String ERE—HRIR
=GNl
fRIRR GBI <ShE

DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/tenant/{tenant_id}/bearer-token/{token_id}

il iz 73~ 451

7
REB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
404 Not Found
iR
B2 EIRB.

4.16 B{pFRECHREE

MAERRAS 02 (2025-08-21)

WRIERE © EARITERARERAF
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IAM Bl
APl &

4 API

4.16.1 H1EEEEESE

INEeN4a
EHASMIRRMER .. R EREHANNEIERSHENRSEITEERIIR R
SER-
iz
ZATLATEAPI ExplorerdrifidiZiz [, SZIFEEIAIESEM . APl Explorera] LAB 4R
SDKAXAB =AY, FHEMSDKAEREIEIXINGE.
URI
GET /v1/identity-stores/{identity_store_id}/identity-store-summary
% 4-897 R1ZSH
8% BE W% SRR ik
identity_store | 2 String SRENEEHE—RREF (ID)
_id
I5RESH
% 4-898 153K Header 23
8% BE W% SRR ik
X-Security- 5 String WMREEFERIRITZEETE, T
Token ttheader2 W EHY, ZERIR
NZ2ERENZESE (2159
B2 o
VRS54
REES: 200
7= 4-899 gL Body %4
8% SR R
users Long ERIEARHE
users_quota Long FIFEcEn
groups Long EEZRIFAFEAHE
groups_quota Long FAP£EECER
NHShRZA 02 (2025-08-21) RIS © EATIHTERABRAT 386



https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=GetIdentityStoreSummary

IAM B{aeuly

APl &%& 4 API
RE&EE: 400
% 4-900 i Body %4
¥ SRR g
error_code String EI=g
error_msg String EIRER
request_id String ERE—HRIR
KEB: 403
2 4-901 gL Body %1
¥ SRR ik
error_code String TEESE
error_msg String HIRER
request_id String ERE—HRIR
encoded_authoriz | String INZRIEIREE
ation_message
=Rl
EOSMIEREEE
GET https://{hostname}/v1/identity-stores/{identity_store_id}/identity-store-summary
M 7~ A5
RZEES: 200
Successful
{
"users" : 1,
"users_quota" : 50000,
"groups" : 0,
"groups_quota" : 10000
}
RSB
RSB ik
200 Successful
400 Bad request
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IAM Bl

APl &%& 4 API
RSB A
403 Forbidden
BRI
B2 EIRB .
4.17 BHEMNZERIRETE

4.17.1 EHETE N ZEEKE

INRENA
EOBEXNEERE . RMEREERABLRNEEKSHIENRSZSZITEIERAIK R
SEB.
it
EaTLATEAPI Explorerdifidiziz [, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDKAECHE R, FHRMSDKACRDRAEIEIXINEE
URI
GET /v1/identity-stores/{identity_store_id}/password-policy
£ 4-902 [R1ZB#
2% =AWk SR A
identity_store | 2 String BiniEREBE—FRRAF (ID)
_id
BREH
K 4-903 153K Header 2§
S BRIk SHEER fhik
X-Security- S String WMREEFERIRIT LS ETE,
Token LttheaderE%ER], ZEZIG
HNZeEENZe<H (2FS
) .
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DescribePasswordPolicy

IAM BH{p el

APl &% 4 API
e
R 200
% 4-904 IR Body 244
B8H SR ik
password_policy | PasswordPolicyD | BENZEHRIREE
to object
2k 4-905 PasswordPolicyDto
8% SRR ik
minimum_passwo | Integer BINEBRKE
rd_length
require_lowercase | Boolean EAERNEFZH
_characters
require_numbers | Boolean EERERYF
require_symbols | Boolean EEREREFHRFR
require_uppercase | Boolean EAERKEFE
_characters
max_password_ag | Integer ZiE A
e
password_reuse_p | Integer EHEESFERXE, BARXHE
revention
RSB 400
X 4-906 i Body %4
8% SRR ik
error_code String =g
error_msg String HEIRER
request_id String IERE—HRIR
JRERG: 403
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IAM B{p el

APl &% 4 API
K 4-907 i Body 2%
2 ST R
error_code String TEE)
error_msg String BIRER
request_id String TBKE—IRIR
encoded_authoriz | String INZREIREE
ation_message
(=R GN
i B
GET https://{hostname}/v1/identity-stores/{identity_store_id}/password-policy
iz 7~
R 200
Successful
{
"password_policy" : {
"minimum_password_length" : 8,
"require_lowercase_characters" : true,
"require_numbers" : true,
"require_symbols" : true,
"require_uppercase_characters" : true,
"password_reuse_prevention" : 1
}
}
T
K& 1k
200 Successful
400 Bad request
403 Forbidden
EiRtg
5= WHEIRG .
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IAM B{peuly
AP| &%

4 API

4.17.2 EFBEEXEB RS

INEEN4A
FHEENEEREE . WREREEHALRNEEKRSTENRSZITSIERRILR MK
SER
izt
R LATEAPI ExplorerdRiidiziE [, IFEIMAIEEN . API Explorera] LABENERK
SDKACHERAI, FHREASDKAIEREIEIHINEE
URI
PUT /v1/identity-stores/{identity_store_id}/password-policy
#+ 4-908 IR1ZBH
B8H BE W% SRR ik
identity_store | £ String BpERNEBHE—+RRFT (I1D)
_id
IBRSH
Z 4-909 153k Header 2%
8% EEWI%E SR R
X-Security- B String WRIEEFERIRILEERE, U
Token Ltbtheader2%FEHY, %BERI
HNZEEENTe<HE (8FS
) o
% 4-910 153K Body &#!
B8 EE W% SR R
password_poli | & PasswordPoli
cy cyDto object
2 4-911 PasswordPolicyDto
8% =W SRR 1k
minimum_pas | & Integer BNEREIKE
sword_length
SCHEhRAS 02 (2025-08-21) RIS © £ ARITERARBIRAE 391



https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=UpdatePasswordPolicy

IAM B{peuly

APl &% 4 API
28 BBk SRR ik
require_lower | & Boolean EAERNEFZE
case_characte
rs
require_numb | & Boolean EEERYF
ers
require_symb | & Boolean EAERF®RER
ols
require_upper | & Boolean BEEERAEFH
case_characte
rs
max_passwor | & Integer ZIEREA
d_age
password_reu | & Integer FHRESFERXE, MARTF
se_prevention 1

V254

REB: 200

Successful

RE&E: 400

7= 4-912 ghZ Body %4
2 SR R
error_code String e
error_msg String BEIRER
request_id String 1B KE—IRIR

WR&G: 403

% 4-913 IR Body 2%

2% SR fiik
error_code String e
error_msg String HEIRER
request_id String ERE—HRIR

MAERRAS 02 (2025-08-21)
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IAM Bl

APl &% 4 API
2% SR fR
encoded_authoriz | String INZREIRERE
ation_message

1=

BB E X EE5REE
PUT https://{hostname}/v1/identity-stores/{identity_store_id}/password-policy
{

"password_policy" : {
"minimum_password_length" : 8,
"require_lowercase_characters" : true,
"require_numbers" : true,
"require_symbols" : true,
"require_uppercase_characters" : true,
"max_password_age" : 80,
"password_reuse_prevention" : 1

}

}
M iz 7~ A5
7

RS
RSB iR
200 Successful
400 Bad request
403 Forbidden

S
BESIEIRB.
4.18.1 SIEHF
IheeN4a
ERSCIMINY, BIZRAPEIAMEEHC
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IAM B{p el

APl &% 4 API
URI
POST /{tenant_id}/scim/v2/Users
= 4914 BRERSH
2% R WwI% SR fik
tenant_id = String HFPNEBE—RIFF (ID) .
RS
% 4-915 {53k Header ¥
2% mEWI% SR fiEid
Authorization | & String RESHE,
& 4-916 153k Body &
2% =A% ST ik
externalld & String AMNEBFRIRET o
userName = String BR&, BFmREPNE—F
FeRo
name 2 Object BEAPEEEENNR,
displayName | 2 String BERRPERBRNFRE,
nickName & String BEBRPRIRIN=ZER S
profileUrl & String BEaAsESAPXEKNURLIF
FeRo
emails 2 Array of B&APNEBEFHEERAINTR
objects LIES
addresses = Array of SEBFIHEERNIRIIZER,
objects
phoneNumbe | & Array of B EHEFPBEIESIBEENTRY
rs objects o
userType B String ERBPERENFRS,
title S String BEBPLENERS,
preferredLang | & String BERFPEIEESINFAE,
uage
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IAM Bl

APl &% 4 API

2H BRWIE SR fHR

locale S String & BPHIE XIS BT
=z

timezone & String EBEBFPHXIN=ZRE,

active &5 Boolean E AN == bty ===

schemas 2 Array of BE,

strings

urniietf:para | & Object BERAPIFEXERINSR.

ms:scim:sche

mas:extensio

n:enterprise:

2.0:User

% 4-917 name

8% =AWk SRR R

formatted o String BREETRNZRIMEIARA
=R,

familyName |2 String BRI

givenName 2 String BFiIEF,

middleName | & String HPIERE .

honorificPrefi | & String BAFREFREIE .

X

honorificSuffi | & String BRIEREE.

X

2 4-918 emails

2% =A% SR R

value 2 String BB FHRFERIIRYF T

type 2 String R FHPFERBIRIF T

primary 2 Boolean —MRIE, TRXEERAR
B9 FHBFE o
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2 4-919 addresses

2 AUk SR R

formatted & String B E SRR LIRS
HFfFE.

streetAddress | & String finE.,

locality B String M E .

region B String X1z,

postalCode S String HRBERAS o

country S String EZxRHEX

type B String FRHHERRINF RS,

primary B Boolean —MRE, TRXEERAR
B9,

2K 4-920 phoneNumbers

e =A% ST ik

value & String BEBIESBINERE,

type & String FREIESHHRBENFRE,

primary B Boolean —MRE, FRXEERAR
HEEIESH.

2 4-921 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

24

e St

HEk

costCenter

Py
=

String

BAAL
BRIKE: 1
BAKE: 1024

department

i1y

String

= e
=MRE: 1
BAKE: 1024

division

iy

String

VAN
JTabo

BMEE: 1
BAEE: 1024
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2% BEWI%E SRR ik
employeeNu | & String RIwmS,
mber SRR 1

BRAEKE: 1024
manager & Object 218,
organization |& String H,
BIVEE: 1
BRAKE: 1024
K 4-922 manager
8% BE W% SRR ik
value & String 218,
BMEE: 1
BRAEKE: 1024
)RS5t
K&\ 201
2 4-923 L7 Body &%
8% SHEE iR
id String BERHNEZEE—FRREF (ID) .
externalld String AMNERFRIRFT o
meta Object ToEURE
schemas Array of BE,
strings
userName String BR&, BFRREFNE—F/FE,
name Object SEAPUEERINR.
displayName | String SERARERBIRIFRE,
nickName String BEHERFRRIZEE,
title String BEAPLEINERE,
userType String ERBRPERENFRGE,
preferredLang | String SEBEFE%EENFGS.
uage
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2% SR fEA
locale String SBEAPHIE XIS ENF/FS
timezone String SBEAPNXPNERFE,
active Boolean *rAFREARER.
emails Array of SEBFEFEFEEEINRIIE.
objects
addresses Array of BEAFIHERRINSRIIZER.
objects

phoneNumbe | Array of BERAFPBEIESBERSINRIIE.
rs objects
urn:ietf:para | Object SEHAFRIEBXERNNTR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

& 4-924 meta
2% SR f#iA
resourceType | String RIREE,
created String RIRCUEERTE
lastModified | String REREEMATE,

% 4-925 name
2% SR fik
formatted String BEEETRNBRAISIUUIREZRFE,
familyName | String FAFRIEES
givenName String BRPEIE=,
middleName | String FBFRBFESE.
honorificPrefi | String BRFBSFREIER
X
honorificSuffi | String BFRIESTREE.
X
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K 4-926 emails
2¥ S ik
value String BB FHfEUAFRTE
type String R FHBFEREENF RS
primary Boolean —M/RME, TRXEENAPIERFHRE.

3£ 4-927 addresses

2% SR ik

formatted String BAEE RIS MR AR BIF T .
streetAddress | String #naE,

locality String MM E .

region String X1,

postalCode String HRBRES

country String ExRaEX

type String FRHERBINFREE,

primary Boolean —M/RIE, FRXEENERPNER L,

€ 4-928 phoneNumbers

2¥ S iR

value String BEBIESBINFERFE,

type String FREIESIBERBNFRE,

primary Boolean —MRME, FRXERARAPNERIESHE.

2K 4-929 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

B8H SHRT e
costCenter String AT,

BME: 1
BRAIKE: 1024
department String =
BME: 1
BRAEKEE: 1024
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2H SR iR
division String 8B,
BME: 1
BAKE: 1024
employeeNu | String RIwmS,
mber BMREE: 1
BAKE: 1024
manager Object Z18,
organization | String A,
BME: 1
RAKE: 1024
X 4-930 manager
84 SHRT R
value String =218,
BM<E: 1
BRAKE: 1024
REHB: 400
2 4-931 Wi Body 2#{
84 SHRT R
schema String WE,
schemas Array of WMEIE,
strings
detail String SEFB.
status Integer LN E
timeStamp String AYTE)Ek o
K&mB: 403
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4 API
K 4-932 I Body 2#f
24 SHRE T
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
& 4-933 g7 Body &%
2% SHRT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
K& 409
5 4-934 L7 Body %1
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K73588: 500
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7 4-935 I Body &%

2% SR fik

schema String ME,

schemas Array of WMEIxE,
strings

detail String SEFB.

status Integer LN

timeStamp String ATiEE .

5K
el

POST https://{hostname}/{tenant_id}/scim/v2/Users

{
"externalld" : "123456",
"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
1
"displayName" : "xxx",
"nickName" : "xxx",
"profileUrl" : "xxx",

"emails" : [ {
"value" : "xxx",
"type" : "WOrk",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",

"type" : "WOrk",
"primary" : true
11

"phoneNumbers" : [ {
"value" : "xxx",
”type" : "WOrk",
"primary" : true

11
"userType" : "xxx",
"title" : "xxx",

"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",

"timezone" : "xxx",

"active" : true,

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ]
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4 API

Nl Mz 73~
K& 201

Successful

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
}

)
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
"userName" : "xxx",

"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
1
"displayName" : "xxx",
"nickName" : "xxx",
"title" : "xxx",
"userType" : "xxx",
"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",
"timezone" : "xxx",
"active" : true,
"emails" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true
11
"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "work",
"primary" : true
11
"phoneNumbers" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true

1
)
T
BEIREE
IR
S EIRE
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4.18.2 FHFERF

ThRENA

MIMBERFYIRATHIEER, RZREERE501MER.

URI
GET /{tenant_id}/scim/v2/Users
%+ 4-936 IR1ZBH
2% =A% SR R
tenant_id 2 String HFPEEE—RREF (ID)
BREH
2 4-937 153K Header 2%
S =AW SHER U
Authorization | & String IRESHE,
VRS54

WK&G: 200

7 4-938 l[ghi Body S

2H SR it
totalResults Integer BEERH,
itemsPerPage | String BFRATERNH.
startindex String FCIaZs|,
schemas Array of WE,
strings
Resources Array of BEHAFERTIER.
objects
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2K 4-939 Resources
2% SR R
id String BPRNEEE—RRFF (ID)
externalld String HMNERFRIRET o
meta Object ToEURE .
schemas Array of BE,
strings
userName String BFR&, BFmREFNE—F/FFE,
name Object SEBFUEERNNTR,
displayName | String BERAREREIRIIFRH,
active Boolean E AN = by === 8
emails Array of SE BB FEFEEENNTRIIE,
objects
userType String ERBRPRENFRGE,
nickName String FAFBRHR
BIMEE: 1
BRAEKE: 1024
title String AP,
BIME: 1
BAKE: 1024
preferredLang | String HPIES =%,
uage RIMKE: 1
RAKE: 1024
locale String RIS EER .
BME: 1
BRAEKE: 1024
timezone String FBRFIX,
=BME: 1
BRAEKE: 1024
addresses Array of BERPRttiHEESIZE .,
objects HOEEE: 1-1
phoneNumbe | Array of FFRIRIESBEESIER.
rs objects HOREE: 1-1
Si5kRA 02 (2025-08-21) WRINERE © ARITERARBIRAE 405



IAM Bl

APl &% 4 API

2% SR fEA
urn:ietf:para | Object SERARPIEEXESINR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

£ 4-940 Resources.meta
e SR fix
resourceType | String RIREE,
created String HIRCIERTE
lastModified | String RiRex/S EHATE

£ 4-941 Resources.name
2 SR A
formatted String BAEERBTRIME MR ARRIF /& .
familyName | String FAFBYEES .
givenName String BPE=,
middleName | String FFRBFiESE.
honorificPrefi | String FFRIEFRAIS
X
honorificSuffi | String BFEFREZ.
X

2 4-942 Resources.emails
e e et fik
value String BB FHFEBUAFRTE,
type String R FHBFERERIF /TR
primary Boolean —MRME, ZTRXERARAPNERFHRE.
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£ 4-943 users.addresses

2% SHE

ik

formatted String

SAE BRI AR AR F /5 .
BIME: 1
BAEKE: 1024

streetAddress | String

#ma.
BM<E: 1
BAEKE: 1024

locality String

M
BIMKE: 1
BAKE: 1024

region String

BRIMKE: 1
RAKE: 1024

postalCode String

HREERAS o
RAMKE: 1
BAKE: 1024

country String

E=xR/MIX .
BIME: 1
BRAKE: 1024

type String

FRIHEERI SR,
BIMKE: 1
BEAKE: 1024

primary Boolean

—RE, REXESHAFPRIELIL,

%% 4-944 users.phoneNumbers

8% SHE fiik
value String BEBIESBINERE,
=BME: 1
BRAEKE: 1024
type String FREBIESIBRBNFRE,
BIME: 1
BRAEKEE: 1024
primary Boolean —MRME, FRXEBRRRAPNERIESHE.
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2K 4-945 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User
2% SR R
costCenter String ARy
BIME: 1
BRAKE: 1024
department | String 2B
BME: 1
BRAEKE: 1024
division String 2EB.
BME: 1
BRAEKE: 1024
employeeNu | String RIRS,
mber BMREE: 1
BRAKE: 1024
manager Object =18,
organization | String A,
BME: 1
BRAEKE: 1024
Z 4-946 manager
8% BHEE iR
value String =8,
BME: 1
BRAEKE: 1024
R 400
K 4-947 [ Body 2%
BH SR R
schema String WE,
schemas Array of BMEIE,
strings
detail String BEIFE.
status Integer RESRS
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2H SR iR
timeStamp String AYTE)Ek

RS 403
2 4-948 i Body 2%
2% SHEE it
schema String WE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RESRS
timeStamp String AfiElE .
KEMS: 404
% 4-949 IR Body %
2% SHEE iR
schema String WE,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
K& 409
X 4-950 i Body %4
2H SHEE iR
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
Si5kRA 02 (2025-08-21) WRINFTE © AR ERABIRAE 409




IAM B{pely

APl &%

iERpI

N Rz~

4 API
2H SR iR
status Integer RS,
timeStamp String AYTE)Ek o

R7SF5: 500

% 4-951 lghi Body S

B¥ SR ik

schema String WE,

schemas Array of WMEIE,

strings

detail String FEFS.

status Integer RS,

timeStamp String REIES A
HIHAF.

GET https://{hostname}/{tenant_id}/scim/v2/Users

REHE: 200
Successful
{

"totalResults" : 1,
"itemsPerPage" : 10,
"startindex" : "649040aaaaaaaaaaaa3e3050",
"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:ListResponse" ],
"Resources" : [ {
"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z2",
"lastModified" : "2023-04-08T14:53:43Z"
}

)
schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
"userName" : "xxx",
"name" : {

"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx"
"honorificSuffix" : "xxx"

’
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"displayName" : "xxx",
"active" : true,

"emails" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true
11
"userType" : "xxx"
1]
}
N
1%%%%&:\55 °
=
BEEIEIRB.
4.18.3 EHAFFE
ThEEN 4R
ETNEREFIFEEER.
URI
GET /{tenant_id}/scim/v2/Users/{user_id}
* 4-952 IRZSH
2% BEWI% SHRT (i35
tenant_id 2 String HPNEBW—RRFF (ID) .
user_id = String BFIE2EE— R (ID)
BRESH

% 4-953 53K Header 2%

2% =A%k SRR ik
Authorization | 2 String IRESHE,

VRS54
AT 200
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2 4-954 iKY Body S
2% SR R
id String BPRNEEE—RRFF (ID)
externalld String HMNERFRIRET o
meta Object ToEURE .
schemas Array of BE,
strings
userName String BFR&, BFmREFNE—F/FFE,
name Object SEBFUEERNNTR,
displayName | String BERAREREIRIIFRH,
active Boolean E AN = by === 8
emails Array of SE BB FEFEEENNTRIIE,
objects
userType String ERBRPRENFRGE,
nickName String FAFBRHR
BIMEE: 1
BRAEKE: 1024
title String AP,
BIME: 1
BAKE: 1024
preferredLang | String HPIES =%,
uage RIMKE: 1
RAKE: 1024
locale String BFRItIE XIS uEER .
BME: 1
BRAEKE: 1024
timezone String FBRFIX,
=BME: 1
BRAEKE: 1024
addresses Array of BERPRttiHEESIZE .,
objects HOEEE: 1-1
phoneNumbe | Array of FFRIRIESBEESIER.
rs objects HOREE: 1-1
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2% SR fEA
urn:ietf:para | Object SERARPIEEXESINR.
ms:scim:sche
mas:extel?sio
n:enterprise:
2.0:User

& 4-955 meta
e SR fix
resourceType | String RIREE,
created String HIRCIERTE
lastModified | String RiRex/S EHATE

2 4-956 name
2 SR A
formatted String BAEERBTRIME MR ARRIF /& .
familyName | String FAFBYEES .
givenName String BPE=,
middleName | String FFRBFiESE.
honorificPrefi | String FFRIEFRAIS
X
honorificSuffi | String BFEFREZ.
X

% 4-957 emails
e e et fik
value String BB FHfEBUAYF TS
type String R FHBFERERIF /TR
primary Boolean —MRME, ZTRXERARAPNERFHRE.
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3£ 4-958 users.addresses

2% SHE

ik

formatted String

SAE BRI AR AR F /5 .
BIME: 1
BAEKE: 1024

streetAddress | String

#ma.
BM<E: 1
BAEKE: 1024

locality String

M
BIMKE: 1
BAKE: 1024

region String

BRIMKE: 1
RAKE: 1024

postalCode String

HREERAS o
RAMKE: 1
BAKE: 1024

country String

E=xR/MIX .
BIME: 1
BRAKE: 1024

type String

FRIHEERI SR,
BIMKE: 1
BEAKE: 1024

primary Boolean

—RE, REXESHAFPRIELIL,

2 4-959 users.phoneNumbers

8% SHE fiik
value String BEBIESBINERE,
=BME: 1
BRAEKE: 1024
type String FREBIESIBRBNFRE,
BIME: 1
BRAEKEE: 1024
primary Boolean —MRME, FRXEBRRRAPNERIESHE.
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2 4-960 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User
2% ST RER
costCenter String By
BIME: 1
BAKE: 1024
department String &R,
BME: 1
BRAEKE: 1024
division String 2EB.
BME: 1
BRAEKE: 1024
employeeNu | String RIHmS,
mber BMREE: 1
BRAKE: 1024
manager Object =18,
organization | String A,
BME: 1
RAKE: 1024
Z 4-961 manager
2% e et ik
value String =8,
BME: 1
BRAEKE: 1024
R 400
% 4-962 1 Body S
2% e il ik
schema String WE,
schemas Array of BMEIE,
strings
detail String SEFB.
status Integer RESRS
Si5kRA 02 (2025-08-21) WRINFTE © AR ERABIRAE 415



IAM B{p el

4 API
2H SR iR
timeStamp String AYTE)Ek

RS 403
2 4-963 i Body 2%
2% SHEE it
schema String WE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RESRS
timeStamp String AfiElE .
KEMS: 404
% 4-964 IR Body %
2% SHEE iR
schema String WE,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
K& 409
% 4-965 i Body 2%
2H SHEE iR
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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2H SR iR
status Integer RS,
timeStamp String AYTE)Ek o

R7SF5: 500

2 4-966 gL Body S

B¥ SR ik
schema String WE,
schemas Array of WMEIE,
strings
detail String REFSE.
status Integer RS,
timeStamp String REIES A
(=R GNl
FHRARFES.

GET https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}

i Rz73~51
REHE: 200
Successful
{

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
I

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],

"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
I
"displayName" : "xxx",
"active" : true,

"emails" : [ {
"value" : "xxx",
"type" : "WOI’k",

MAERRAS 02 (2025-08-21)
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"primary" : true
1]

"userType" : "xxx"

R
1%%%%&;\55 o
=R
B2 WEEB.
4.18.4 MR
INEEN4A
llESAE=P==ISIN
URI
DELETE /{tenant_id}/scim/v2/Users/{user_id}
+ 4-967 IB12BH
2% =AWk SR A
tenant_id 2 String HPHEEE— AR (ID)
user_id 2 String BRIEBH—RRFF (ID) .
iBRESH
K 4-968 153K Header 2#
2% =Rk SR A
Authorization | 2 String RS
R &%

R7SE5: 400

K 4-969 NI Body 2%
2% SR i
schema String W,

K
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2H SR iR
schemas Array of BME5%E,

strings
detail String SEFB.
status Integer NN
timeStamp String AfiEIE .
K& 403
7 4-970 Igii Body 2%
el SHEE R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
K&\ 404
7= 4-971 ghZ Body %4
2% SR fER
schema String BmE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
K& 409
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K 4-972 0 Body 2#f
2% SR R
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
K&mB: 500
& 4-973 gL Body &%
2% SR R
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
=]
MIBREBF -
DELETE https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}
M 7~ A5
7
KB
IEE
=
BESIEIRB.
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4.18.5 BFTHPR
INREN4A
ERMERF.
URI
PUT /{tenant_id}/scim/v2/Users/{user_id}
*4-974 IR1EBH
8% B SR R
tenant_id 2 String HPREBE—FRRAF (ID) .
user_id 2 String RFNERBE—RRFF (ID) .
IBRESH
7% 4-975 153K Header %
2% =AWk SHERT faR
Authorization | 2 String RS
7 4-976 153k Body &%
S =Rk SR faR
id & String BFR2EE—RREF (ID)
externalld & String AMNEBFRIRET o
userName = String BR&, BFRRERPNE—F
FeR,
name = Object BERAPEEEENNR,
displayName | £ String BEBERERBTNFE/RE,
nickName & String B BPRIRIN=ZSEE,
profileUrl & String B & nee5 AR XERIURLAYF
TR,
emails 2 Array of B&BAPNEFHEEEAINTR
objects FF.
addresses & Array of BEBFPHHIHERRINTRIIZE,
objects
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APl &% 4 API
2 BRIk SR i)
phoneNumbe | & Array of BEAFPRIESIHERITRY
rs objects e
userType B String BRBPERENFRS,
title B String B2 APLENFRE,
preferredLang | & String BERFPEIEESIFME,
uage
locale ES String B AP X ENFRF
==I8
timezone B String BERAPRNXIZERSE,
active e Boolean =rEFRERA.
schemas 2 Array of BE,
strings

urn:iietf:para | & Object BEBFIEEXERNNTR.
ms:scim:sche
mas:extensio
n:enterprise:
2.0:User

2 4-977 name
2% =A%k SHEER )
formatted B String BREETRNZRAMEARA

i=arss==

familyName | 2 String BHFAITEES .
givenName = String BPBIE=E,
middleName | & String HPIRERE
honorificPrefi | & String HPIEFREIR
X
honorificSuffi | & String BRIEREE.
X

2 4-978 emails
2% =RWIE SR iR
value 2 String B EBFHRFEREIIAY =TS,
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APl &% 4 API

2% mEwI% SR fiEid

type 2 String R FHBFERBINF T,

primary = Boolean —IMRME, FRXEENAER
HOEEE FHBFE

£ 4-979 addresses

B2¥ BEWI% SR fEiR

formatted & String B8 EE IR LIRS
HF#FE.

streetAddress | & String S

locality B String M E .

region & String X1z,

postalCode & String BB B RAS o

country S String EzxRHEX

type & String TR F RS,

primary S Boolean —MRE, TRXEERAR
A9,

& 4-980 phoneNumbers

2% EEUE ST ik

value B String BEBIESBINERRSE,

type & String RTEIESERENFRE,

primary S Boolean —MRE, TRXEERAR
HEBIESH.

2 4-981 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

2% =EW%E SRR R
costCenter & String BRI o
BRAVMKE: 1
BAEE: 1024
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2% BEWI%E SRR ik
department & String 87,

RIMKE: 1
BRAEKE: 1024
division & String 2EB,
B2IVEE: 1
BRAKE: 1024
employeeNu | & String BTHRS,
mber BMRE: 1
BRAEKE: 1024
manager S Object =g,
organization | & String 4840,
BMEE: 1
BRAEKE: 1024
2 4-982 manager
8% BEWi% SRR ik
value & String 218,
BIMEE: 1
BRAKE: 1024
e
REFS: 200
3 4-983 ljgh Body &
B8H BHEE R
id String FERNEZREE—RRFEF (ID) .
externalld String HMNERFRIRFT o
meta Object ToEURE
schemas Array of WE,
strings
userName String BFR&, BFRRBFRNE—=r/E,
name Object SEAFPUEERINSR.
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2% SR fEA
displayName | String SERARERBIRNFRE,
nickName String BEBRFRRIZEE,
title String BEAPLEINERSE,
userType String ERBFPERENFRGE,
preferredLang | String BEAPEEESNFERS,
uage
locale String SEAFEXISSENFRE,.
timezone String SEBAFNXIFERS,
active Boolean AN = b~y =) == I8
emails Array of B2 APIREFHEEREINNRIIE.
objects
addresses Array of S22 APHTHIHEEIXRSIER,
objects

phoneNumbe | Array of BEHAFREIESBERINNIRIIZE.
rs objects
urn:ietf:para | Object SERARPIEBEXEEINR.
ms:scim:scl'!e
mas:extensio
n:enterprise:
2.0:User

Z 4-984 meta
2% SR A
resourceType | String RIRREL,
created String RIRGIFERTIE
lastModified | String RiFex/a EFATE

K 4-985 name
2% SR ik
formatted String BAEERB RS MR ABIFRTE .
familyName | String FAPBIEE .
givenName String BRPE=,
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2H SR iR
middleName | String FBRPa9hE&,
honorificPrefi | String FFRISFRAIE
X
honorificSuffi | String BFEFREZ.
X
Z 4-986 emails
84 e e R
value String BB FHFEBUAYF TS
type String R FHBFERERIF /TSR,
primary Boolean —MRE, FRXEEHNEPRIERFHFE.

3£ 4-987 addresses

2% SR fEA

formatted String BEEERAIUAME R AIFERT S .
streetAddress | String f#nE,

locality String 1| VA=

region String X1,

postalCode String HRBERAS o

country String ExmitX,

type String FRHERBINF RS,

primary Boolean —MRME, JTRXEEREPRELL

2k 4-988 phoneNumbers

2% SR A

value String SEEBIESBINFE/FE,

type String FTRHEIESHERENFHE,

primary Boolean —M/RE, RRIXEENAFPNERIESHE.
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2 4-989 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User
2% ST RER
costCenter String By
BIME: 1
BAKE: 1024
department String &R,
BME: 1
BRAEKE: 1024
division String 2EB.
BME: 1
BRAEKE: 1024
employeeNu | String RIHmS,
mber BMREE: 1
BRAKE: 1024
manager Object =18,
organization | String A,
BME: 1
RAKE: 1024
Z 4-990 manager
2% e et ik
value String =8,
BME: 1
BRAEKE: 1024
R 400
% 4-991 @R Body 2%
2% e il ik
schema String WE,
schemas Array of BMEIE,
strings
detail String SEFB.
status Integer RESRS
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2H SR iR
timeStamp String AYTE)Ek

RS 403
2 4-992 i Body 2%
2% SHEE it
schema String WE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RESRS
timeStamp String AfiElE .
KEMS: 404
% 4-993 IR Body %
2% SHEE iR
schema String WE,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
K& 409
% 4-994 [[F Body S
2H SHEE iR
schema String BE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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AP| &%

4 API
2H SR iR
status Integer RESRS
timeStamp String AYTE)Ek o

REF: 500

% 4-995 IR Body £3
2H SR iR
schema String BE,
schemas Array of BME5%E,

strings

detail String SEFB.
status Integer REEB,
timeStamp String AfiEIE .

ISR
EHEF.

PUT https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"externalld" : "123456",

"userName" : "xxx",

"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx"
"honorificSuffix" : "xxx"

’

I
"displayName" : "xxx",
"nickName" : "xxx",
"profileUrl" : "xxx"
"emails" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true
11
"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "work",
"primary" : true

I H

’
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4 API

MRz~

}

MAERRAS 02 (2025-08-21)

"phoneNumbers" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true

11

"userType" : "xxx",

"title" : "xxx",

"preferredLanguage" : "zh-CN",

"locale" : "zh-CN",
"timezone" : "xxx",
"active" : true,

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ]
}

RED: 201
Successful

{

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"externalld" : "123456",
"meta" : {
"resourceType" : "User",

"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-16T21:32:55Z"

}
"
"userName" : "xxx",
"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx",
"honorificSuffix" : "xxx"
1
"displayName" : "xxx",
"nickName" : "xxx",
"title" : "xxx",
"userType" : "xxx",
"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",
"timezone" : "xxx",
"active" : true,

"emails" : [ {
"value" : "xxx",
”type" : "WOrk",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "work",
"primary" : true

11
"phoneNumbers" : [ {

"value" : "xxx",

"type" : "work",

"primary" : true

1]

b
schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
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APl &%& 4 API
RS
1%%%%&:\55 °
TESS
B2 IEIRE.
4.18.6 FEFAHF
INEEN4A
(EXINBERFRIEID B
URI
PATCH /{tenant_id}/scim/v2/Users/{user_id}
£ 4-996 R1ZBH
2% =Rk SR A
tenant_id ! String HPEEE—RRAR (ID)
user_id 2 String BFRIEBH—RRFF (ID) .
5RKESH
2 4-997 153K Header 2%
2% =A%k SR iR
Authorization | & String IRESRE,
7 4-998 153k Body &%{
2 AW SR iR
schemas = Array of M=,
strings
Operations = Array of EHATHYESURIEYIE
objects
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APl &% 4 API
2K 4-999 Operations
2 BRIk ST fEiR
op 2 String ERITAVEUR(EZEEL . add:
RNNEME, replace: Bz
t, remove: MIBREM.
path & String ZEEMLRE . REHRPHN
AT BRI LS :
userName, active,
externalld, displayName,
nickName, title, userType,
preferredLanguage, locale,
timezone, name,
enterprise, emails,
addresses, phoneNumbers,
value B Object EENREIEE. PITHIFREE
REHES.
[ e
RE&E8: 200
2 4-1000 iKY Body &%
2¥ SR fi#iA
id String FERNEZREE—RREF (ID) .
externalld String HMNERFRIRFT o
meta Object ToEURE
schemas Array of WE,
strings
userName String BR&, BFmRBFPINE—F&FE,
name Object BERAFPUEERIINSR.
displayName | String SERARERBIRIFRE,
nickName String BEBRFRRIZEE,
title String SEBEFLEINFRE,
userType String ERBRPERENFRGTE,
preferredLang | String BEAFEEESHNFHE.
uage
locale String SEAFEXIGES M ENFRE,.
timezone String BEHAPHXIERSFS,
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2% SR fik

active Boolean =rAFPEBRER.

emails Array of SEBFEFEFEEEINRIIE,
objects

addresses Array of SEHAFIHERAINIRYIZE.
objects

phoneNumbe | Array of B2 AFPEIESHERINNRIIE.

rs objects

urn:ietf:para | Object SEHAFIEBXERNNR.

ms:scim:sche

mas:extensio

n:enterprise:

2.0:User

2% 4-1001 meta

8% SR ik

resourceType | String AP LA

created String HIRCIEERTE

lastModified | String RRREEHATE,

Z 4-1002 name

e SHRT R

formatted String BEEERNBRAISIUREZR/RFE,

familyName | String FAFRIEES

givenName String BRPRIE=,

middleName | String FBFaYhEIA.

honorificPrefi | String FBRPRIEFREIER .

X

honorificSuffi | String RIS TREE.

X
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4

API

2% 4-1003 emails

2¥ S ik

value String BB FHfEUAFRTE

type String R FHBFEREENF RS

primary Boolean —M/RME, TRXEENAPIERFHRE.

2% 4-1004 addresses

2% SR ik

formatted String BAEE RIS MR AR BIF T .
streetAddress | String #naE,

locality String MM E .

region String X1,

postalCode String HRBRES

country String ExRaEX

type String FRHERBINFREE,

primary Boolean —M/RIE, FRXEENERPNER L,

€ 4-1005 phoneNumbers

2¥ S iR

value String BEBIESBINFERFE,

type String FREIESIBERBNFRE,

primary Boolean —MRME, FRXERARAPNERIESHE.

2 4-1006 urn:ietf:params:scim:schemas:extension:enterprise:2.0:User

2H SHE

R

costCenter String

AT,
BME: 1
BAEKE: 1024

department String

EBi T,
BME: 1
BAKE: 1024

MAERRAS 02 (2025-08-21)
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APl &% 4 API
2H SR iR
division String 2EB.
BME: 1
BAKE: 1024
employeeNu | String RTHS,
mber BMREE: 1
BAKE: 1024
manager Object Z18,
organization | String A,
BME: 1
BAEKE: 1024
€ 4-1007 manager
84 SHRT R
value String =218,
BM<E: 1
BAKE: 1024
REHB: 400
7 4-1008 K7 Body £
84 SHRT R
schema String WE,
schemas Array of WMEIE,
strings
detail String SEIFE.
status Integer LN E
timeStamp String AYTE)Ek o
REL: 403
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4 API
2 4-1009 L7 Body &%
24 SHRE T
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
2 4-1010 ML Body &%
2% SHRT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
% 4-1011 MR Body 53
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K73588: 500
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i5RBl

il iz 73~ 451

2= 4-1012 5 Body 2%

2% SR fEA

schema String BE,

schemas Array of BME5%E,
strings

detail String SEFB.

status Integer K&,

timeStamp String AfiEIE .

(BB RFRIERD R

PATCH https://{hostname}/{tenant_id}/scim/v2/Users/{user_id}

{

"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:PatchOp" ],

"Operations" : [ {
"op" : "replace",
"path" : "active",
"value" : "false"

1]

}

RSES: 200

Successful

"id" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"externalld" : "123456",
"meta" : {
"resourceType" : "User",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-16T21:32:55Z"
}

n

)
schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],
"userName" : "xxx",

"name" : {
"formatted" : "xxx",
"familyName" : "xxx",
"givenName" : "xxx",
"middleName" : "xxx",
"honorificPrefix" : "xxx"
"honorificSuffix" : "xxx"

’

L
"displayName" : "xxx",
"nickName" : "xxx",

"title" : "xxx",

"userType" : "xxx",
"preferredLanguage" : "zh-CN",
"locale" : "zh-CN",
"timezone" : "xxx"
"active" : false,
"emails" : [ {

1
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"value" : "xxx",
"type" : "work",
"primary" : true

11

"addresses" : [ {
"formatted" : "xxx",
"streetAddress" : "xxx",
"locality" : "xxx",
"region" : "xxx",
"postalCode" : "123456",
"country" : "xxx",
"type" : "xxx",
"primary" : true

11

"phoneNumbers" : [ {
"value" : "xxx",
"type" : "work",
"primary" : true

1]

}

N
SRS,

tHI=ES

TS EIRB.

4.19 SCIM FHF4EETE
4.19.1 SIEBFH

TIRENA

EASCIMINY, REZREFRAZIAMBDFIL,

POST /{tenant_id}/scim/v2/Groups

& 4-1013 BRESH

2% BE W% SR R
tenant_id 2 String HFEEE—RRET (ID)
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IERSH

% 4-1014 153k Header 2%

2% AW SR iR
Authorization | 2 String FEHSHE,

% 4-1015 53K Body 8%

2% BRIk SR fHR
externalld & String HMNERFRIRET o
displayName | 2 String BEBFHEERBETNFRFE,
members S Array of BPHEPIIERTRIIZE,
objects
schemas 2 Array of =,
strings

2% 4-1016 members

2% =A% S ik
value 2 String HRRIIEEE—RRHTF (ID)
$ref B String RIS IBER.
type & String RS, User: AR,
VRS54
KREE: 201
% 4-1017 KL Body £
2% SR fHiA
id String FRFRANZEE—RRF (ID) .
externalld String HMNERFRIRET o
meta Object ToEURE
schemas Array of WE,
strings
displayName | String SERAPERREFRNFRE,
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2H SR iR
members Array of FPEBPBIRITRIIZE
objects
2% 4-1018 meta
8% SHEE iR
resourceType | String ZIRSEE,
created String RIRGIZERTE
lastModified | String RiFex/a EMATE .
Z 4-1019 members
B8H BHE faR
value String RRNERBE—IRREF (ID) .
$ref String RIS IBER .
type String FRZER, User: AR,
RE&ES: 400
#= 4-1020 N[5 Body 2%
2% SR T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
RE&EG: 403
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% 4-1021 MR Body 53
24 SHRE T
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
% 4-1022 IR Body S
2% SHRT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
2 4-1023 N[IL7 Body &%
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K73588: 500
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AP| &% 4 AP

2% 4-1024 K Body 2%

2 S ik
schema String WE,
schemas Array of WmEIxE,
strings
detail String REFE.
status Integer RERD
timeStamp String AYiEE .
(=R GRl
BIZAFA,

POST https://{hostname}/{tenant_id}/scim/v2/Groups

"displayName" : "SCIMFIF£B:&g1",
"members" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"$ref" : "../Users/ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"type" : "User"

11

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" ]

}

N Rz 73~/
KEG: 201

Successful

"id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"meta" : {
"resourceType" : "Group",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
h
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" 1,
"displayName" : "SCIMEBFR4B:&g1",
"members" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"$ref" : "../Users/ac6aa714-daa7-1aaa-aaa2-6715aaaaddd9",

"type" : "User"
11
}
RS
IEE I
=
B2 E=D.
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AP| &% 4 API
4.19.2 FIHARA
INEEN48
NI ARFHEYRNTIFIEEID, 2 REGREIS501MER.
URI
GET /{tenant_id}/scim/v2/Groups
* 4-1025 BiESH
84 =AWk SHERR faR
tenant_id 2 String HFPLEE—RRS (ID) .
BREH
2 4-1026 153K Header 2#{
2% =AWk SR ik
Authorization | & String IRESHE,
)RS
RSB 200
% 4-1027 I Body S
2H SRR it
totalResults Integer BEERH,
itemsPerPage | Integer BFRATERNH.
startindex String FCIaZs|,
schemas Array of WE,
strings
Resources Array of SaAPAERNYIE.
objects
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2% 4-1028 Resources

2 SR A
id String FPEN2EHE—FRRAT (ID) .
externalld String HMNERFRIRET o
meta Object ToEURE
schemas Array of BE,
strings
displayName | String BERAPERREFRIFRH,
members Array of FAPA+FHIERITRIIZFR .
objects

3£ 4-1029 Resources.meta

2% SR A

resourceType | String RIREE,

created String RIREUERTE
lastModified | String RiFex/G EATE

2 4-1030 Resources.members

2% SR ik

value String RRNERBE—IRRFEF (ID) .
$ref String RIS IBER .

type String FRRZERY, User: AR,

WR&6G: 400

# 4-1031 gL Body 2%

2% SR fHiA

schema String BE,

schemas Arljay of BME5%E,
strings

detail String SEFB.

status Integer RS,
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2H SR iR
timeStamp String AYTE)Ek

RS 403
2 4-1032 g Body 2%
2% SHEE it
schema String WE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RESRS
timeStamp String AfiElE .
RE&HS: 404
% 4-1033 IR Body %
2% SHEE iR
schema String WE,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
K& 409
X 4-1034 g Body &%
2H SHEE iR
schema String WE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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2H SR iR
status Integer RESRS
timeStamp String AYTE)Ek o

KRE&ME: 500

2 4-1035 gL Body 2%
8% SHRT R
schema String WE,
schemas Array of WMEIxE,

strings
detail String SEFE.
status Integer K&,
timeStamp String AYiEE .
=]
FIHFAF4H.

GET https://{hostname}/{tenant_id}/scim/v2/Groups

N Rz~

WK&G: 200

Successful

{

"totalResults" : 1,
"itemsPerPage" : 10,

"startindex" : "649040aaaaaaaaaaaa3e3050",

"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:ListResponse" ],

"Resources" : [ {

"id" : "Oefaa0db-6aa4-7aaa-6aa5-c222aaaaf31a",

"meta" : {

"resourceType" : "Group",

"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"

b

"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" ],
"displayName" : "SCIMEF4H:Zg1",
"members" : [ {

"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",

"$ref" : "../Users/ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"type" : "User"

1]
]
}
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4 API

N

4.19.3 EHAFHIFE

IheeNA
ERNERFENFEER.
URI
GET /{tenant_id}/scim/v2/Groups/{group_id}
% 4-1036 BBRBH
84 =AWk SRR faR
tenant_id 2 String HPHNE2REE—RHRAR (ID)
group_id 2 String BFENEEE—RRET
(ID) &
IBREH
7 4-1037 153k Header 2%
2% =AWk SRR R
Authorization | 2 String ERESHE,
N RE&E
RE&ES: 200
% 4-1038 [[IK7 Body S
e SHRE R
id String FFENEEE—RREF (ID)
externalld String AMNERFRIR T
meta Object ToEURE
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2H SR iR
schemas Array of BE,
strings
displayName | String BERAPERREFRIFRE,
members Array of FPEAFHIRRITRIIFR .
objects
2 4-1039 meta
2H SHER it
resourceType | String RIREE,
created String RIRCUEEATE
lastModified | String REREEMATE,
Z 4-1040 members
B8H BHEE R
value String RRNERBE—IRRFEF (ID) .
$ref String RIS IBER .
type String BRZEEY, User: AR,
RE&E: 400
% 4-1041 I Body %
el SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
K& 403
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% 4-1042 IR Body B3
24 SHRE T
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
RS 404
2 4-1043 L7 Body &%
2% SHRT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
% 4-1044 [ Body %
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
K73588: 500
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APl &% 4 API
2 4-1045 I Body 2%
e SHRT RhR
schema String BE,
schemas Array of BME5xE,
strings
detail String SEFE.
status Integer NN
timeStamp String AYiEE .
=P
BEiGAPHFRS.
GET https://{hostname}/{tenant_id}/scim/v2/Groups/{group_id}
N Rz~
K&/ 200
Successful
{
"id" : "0OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"meta" : {
"resourceType" : "Group",
"created" : "2023-04-08T14:53:43Z",
"lastModified" : "2023-04-08T14:53:43Z"
T
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:Group" ],
"displayName" : "SCIMAAF4B4g1",
"members" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"$ref" : "../Users/acbaa714-daa7-1aaa-aaa2-6715aaaa4dd9",
"type" : "User"
1
}
RS
IEE
xS
BES ISR
4.19.4 IERAFA
INEEN4A
IHBRENE R4 .
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URI
DELETE /{tenant_id}/scim/v2/Groups/{group_id}
%+ 4-1046 RIS
S8 =AWk SR R
tenant_id 2 String HFPLBEE—RRS (ID) .
group_id 2 String BFENEEE—IRRE
(ID) .
IBRESH
% 4-1047 53k Header &#f
2% =AWk SR )
Authorization | 2 String FEESHE,
)%
K& 400
% 4-1048 [ Body 2%
84 SHRT RhR
schema String WE,
schemas Array of BEESIE,
strings
detail String FEFB.
status Integer AN
timeStamp String AYiEE .
REMB: 403
7= 4-1049 [IL; Body &%§
24 SHRT R
schema String W=,
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API &% 4 API
2H SR iR
schemas Array of BME5%E,

strings
detail String SEFB.
status Integer NN
timeStamp String AfiEIE .
KEB: 404
2 4-1050 L7 Body &%
el SHEE R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REMB: 409
% 4-1051 Lz Body &%
2% SR fER
schema String BmE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String ATiEE .
RE&M: 500
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APl &% 4 API
7= 4-1052 gL Body &%§
B8H e il R
schema String WE,
schemas Array of BMEIE,
strings
detail String FEIFB.
status Integer RS,
timeStamp String AYTE)Ek o
1=
HBR AP .
DELETE https://{hostname}/{tenant_id}/scim/v2/Groups/{group_id}
I Rz~
7
N
1%5%)'_“*&»55 °
S
ESIEIRB.

4.19.5 B EFAFA

ThRENA

URI

BB RPEE S B, MEERFAFRIAR.

PATCH /{tenant_id}/scim/v2/Groups/{group_id}

% 4-1053 BRESH
2% AU ST R
tenant_id 2 String HPEEE— AR (ID)
group_id 2 String ﬁ?:‘; é)HEI’:'Jé% ME—HRIRRF
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APl &% 4 API
RS
7 4-1054 53k Header 2%
2% =EWi%E SR R
Authorization | 2 String IERESHE,
7 4-1055 753k Body 2%
B8H EawYI% SR ik
schemas y— Array of BIE,
strings
Operations = Array of ERITRUESURIESIZR
objects
Z 4-1056 Operations
8% =EwI% SR ik
op = String SHATAYEUR(EZEEL . add:
B, replace: EBiRjE
M, remove: MIEREME.
value & Object EEXEIHE-
path & String EEELERRE. REHAPA
AT EERTLAE -
displayName, members,
externalld,
IDJVE=S5t
RESEB: 400
5= 4-1057 I Body S
8% e el ik
schema String BE,
schemas Array of BESZX,
strings
detail String SEFB.
status Integer RS,
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2H SR iR
timeStamp String AYTE)Ek

RS 403
2 4-1058 [I[; Body 2%
2% SHEE it
schema String WE,
schemas Array of BMEIZxE,
strings
detail String BEFB.
status Integer RESRS
timeStamp String AfiElE .
RE&HS: 404
= 4-1059 IR Body %
2% SHEE iR
schema String WE,
schemas Array of BMEIxE,
strings
detail String SEIFE.
status Integer RESRS
timeStamp String AfiEIE .
K& 409
X 4-1060 I Body &%
2H SHEE iR
schema String WE,
schemas Array of BMEIE,
strings
detail String SEIFE.
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APl &% 4 API
2% SRR fik
status Integer RESRS
timeStamp String AYTE)Ek o

RS 500
2 4-1061 [ Body 2%
2% SRR fiik
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer REEB,
timeStamp String AfiEIE .
\$ —
1=
BEHMBFENESD R
PATCH https://{hostname}/{tenant_id}/scim/v2/Groups/{group_id}
{
"schemas" : [ "urn:ietf:params:scim:api:messages:2.0:PatchOp" ],
"Operations" : [ {
nopn . "replace",
"value" : {
"id" : "OefaaOdb-6aa4-7aaa-6aa5-c222aaaaf31a",
"displayName" : "B B RZHR"
}
h Al
l|opl| : "add",
"path" : "members",
"value" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4ddo"
13
o
"op" : "replace",
"path" : "members",
"value" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
In
"value" : "1bdaa75c-7aaf-3aa2-7aac-6a00aaaa335f"
1
o
"op" : "remove",
"path" : "members",
"value" : [ {
"value" : "ac6aa714-daa7-1aaa-aaa2-6715aaaa4dd9"
In
"value" : "1bdaa75c-7aaf-3aa2-7aac-6a00aaaa335f"
3
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APl &% 4 API
11
}
N Rz 73~451
7
KT
52 WIS
Z) e
52 LEIRB.

4.20 [RBERHHEIE

4.20.1 EHRFZIEHEEE

ThEEN R
BFIAMB D HORSCIMIBXEEER .
URI
GET /{tenant_id}/scim/v2/ServiceProviderConfig
% 4-1062 IR1Z28H
2% BEWIE SRR R
tenant_id ! String HPEEE— AR (ID)
IBRSH
% 4-1063 157k Header 2%
e B WI%E SR R
Authorization | 2 String RS
e
R&ES: 200
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2 4-1064 L7 Body &%

8% SHEE iR
schemas Array of BE,
strings

documentatio | String RS EE

nUri

authenticatio | Array of INIEBEESIZ .

nSchemes objects

patch Object ERIRSBIEEREE TN IESURIE, RXTEB
PHECSURERIBXRECE

bulk Object ETRIRSIREREE LSRR, KXitEiR
ERIIBRECE o

filter Object FTRRSIREERE T IERE, RITIEE
ERIIEXECE -

changePassw | Object FRRSBIREEEREIFHESEDRIE, KXHE

ord TR ERIBRECE

sort Object FTRRSIREEREIFHEFRE, RGHIFE
ERITEXECE -

etag Object RNRSIREHEEITEFINE, RIEBEFHIR
TRIBEXECE

2 4-1065 authenticationSchemes

2% SR f#iA

type String INIEZEEY, IEEEiNAIBE.
name String INIEBEEZFR

description String INEEZRIERIAER .
specUri String MepkE,

documentatio | String RN SR SEE

nUri

primary Boolean R RAEERPAELR

2 4-1066 patch

8% e et it
supported Boolean —MRME, JRRSIRUBEE X TR
1’E o
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APl &% 4 API
2 4-1067 bulk
2% S¥RT iR
supported Boolean —MRME, JRRSIRUEEEIFIXFR
E.
maxOperation | Integer —IRABRERIERRNNEL
S
maxPayloadSi | Integer RABYHATE
ze

2% 4-1068 filter

el SR R

supported Boolean —MRME, FRRSBIRUBEE ISR
Eo

maxResults Integer BRAERE

2 4-1069 changePassword

2H SHE fik
supported Boolean — 1 /RE, FRESREREREE TS
(=

2 4-1070 sort

2% SHE R
supported Boolean — 1 /R(E, FRESREREESITXME
(=

2 4-1071 etag

2H SHE R
supported Boolean —1M/R(E, RRRSREREESITXME
(1

REB: 400
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4 API
% 4-1072 IR Body 53
24 SHRE T
schema String BE,
schemas Array of WMEIxE,
strings
detail String SEFB.
status Integer LN
timeStamp String ATiEE .
REMB: 403
2 4-1073 L7 Body &%
2% SHRT T
schema String W=,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NN
timeStamp String AfiEE .
REE: 404
% 4-1074 IR Body 53
e SR R
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer NI
timeStamp String ATiEE .
RE&HB: 409
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APl &%& 4 API
2 4-1075 [IRZ Body 231
¥ SR fEiA
schema String BE,
schemas Array of BME5%E,
strings
detail String SEFB.
status Integer RS/,
timeStamp String AfiEIE .
WR&E: 500
2 4-1076 IIRZ Body &%
¥ SR fEiA
schema String BE,
schemas Array of BMEIZxE,
strings
detail String SEIFE.
status Integer RS,
timeStamp String REIE A
(=R
HiFIAMBHHORISCIMBXEREER
GET https://{hostname}/{tenant_id}/scim/v2/ServiceProviderConfig
N Rz~
K788 200
Successful
{
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:ServiceProviderConfig" ],
"documentationUri" : null,
"authenticationSchemes" : [ {
"type" : "authenticationtype",
"name" : "Authentication Name",
"description" : "Authentication scheme using the AAA Authentication Standard",
"specUri" : "http://www.example.org/doc/auth1234",
"documentationUri" : null,
"primary" : true
1]
"patch" : {
"supported" : false
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1

"bulk" : {
"supported" : false,
"maxOperations" : null,
"maxPayloadSize" : null

1

"filter" : {
"supported" : false,
"maxResults" : null

1

"changePassword" : {
"supported" : false

B
"sort" : {
"supported" : false
B
"etag" : {
"supported" : false
}
}
7N
52 WIAESE
H
IBIRAD

INREN4A
BUEEIRSBSIEERSAMUINNEZIER . REREERALRNEEKSHIF RS EITE
BRI RKSERE.

U
R LATEAPI ExplorerdRiidiziEz [, IFEMAIEEN . API Explorerl] LABENERK
SDK{CHERBI, FHRESDKAHBRAEIEIRXINGE .

URI

POST /v1/identity-stores/{identity_store_id}/saml-certificates

& 4-1077 BBIZS¥

2 ey SRR iR
identity_store | 2 String BiniERNEBEE—FRRA (ID)
_id
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=CreateSpCertificate

IAM B{p el

APl &% 4 API
RS
3K 4-1078 153k Header &%
8% BEWI% SRR ik
X-Security- S String WMRIEAEFAIRZEERE, U
Token Itheader@ &Y, ZERIR
L2 ERNZESE (2159
B2 o
I)VE=S5't
RE&ES: 201
2 4-1079 gL Body 2%
e SR R
certificate_id String UEHID
x509certificate String X509
algorithm String THREE
expiry_date Long IERITHART ),
state String IFREERS
R 400
2 4-1080 gL Body 2%
8% SRR #hR
error_code String TS e
error_msg String HIRER
request_id String ERE—HRIR

RZSE5: 403

% 4-1081 IR Body 2%

24

sHxm

114

error_code

String

IR
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28 SR ik
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IENEIRER
ation_message
BRI

BIEIRS IR R SAMLMY S ZIEH

POST https://{hostname}/v1/identity-stores/{identity_store_id}/saml-certificates

Ml iz 73~ 451

KEB: 201

Successful
{

"certificate_id" : "cer-89a0723d-fdfd-40cb-9fb6-14xxxx",

"x509certificate" : "----- BEGIN CERTIFICATE

END CERTIFICATE-----
"algorithm" : "SHA256withRSA",
"expiry_date" : 2069798400000,
"state" : "INACTIVE"

}
RS
RSB 0%
201 Successful
400 Bad request
403 Forbidden
BI=0
B2 EIRE.

4.20.3 5l HHiRSFSIRAHRSIES

EEIRSIZ R SAMLMYES ZIER

EaJLATEAPI Explorerdifidiziz [, IFEIAIESEAN . API Explorera] LABRI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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IAM Bl

APl &% 4 API
URI
GET /v1/identity-stores/{identity_store_id}/saml-certificates
+ 4-1082 IRRBH
2% BE W% SRR ik
identity_store | 2 String SRENEEHE—RREF (ID)
_id
IBREH
% 4-1083 153k Header 2#{
8% BE W% SRR ik
X-Security- S String WMREEFERIRITZEETE, T
Token Ittheader@ 4 ERY, Z(ERIG
HZE&EENZeSE (SiEFS
B2 o
e
RS 200
7 4-1084 gLz Body S
B8H SR fiR
Array Array of IRSBIRERIERIFIE
SpCertificateDto
objects
2k 4-1085 SpCertificateDto
8% SRR fR
certificate_id String WEHID
x509certificate String x5091F#H
algorithm String TEBEE
expiry_date Long IEHIS HARY )&k
state String IERHERES
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R&RD: 400

% 4-1086 [ Body 2%

B8Y SR R
error_code String e
error_msg String HIR(EE
request_id String ERE—HRIR

WR&RS: 403

2 4-1087 IR Body %%

e SRR R
error_code String e
error_msg String HIREE
request_id String B KE—IRIR
encoded_authoriz | String INZREEREE
ation_message

=P Nl

RS IEHBESAMUIMYEZIEH

GET https://{hostname}/v1/identity-stores/{identity_store_id}/saml-certificates
N 7~

REES: 200

Successful
[{
"certificate_id" : "cer-6bea67d1-a875-4e63-b91f-c8081axxxx",
"x509certificate" : "----- BEGIN CERTIFICATE----- \r\nMIIEzDCCAzSgAWIBAgICAdQwWDQYJKoZIhy*****+++Q8=\r

"algorithm" : "SHA256withRSA",
"expiry_date" : 2069798400000,
"state" : "INACTIVE"

e
"certificate_id" : "cer-89a0723d-fdfd-40cb-9fb6-148xxxxxx",
"x509certificate" : "----- BEGIN CERTIFICATE----- \N\nMIIEzDCCAZzSg********QDAO\r

\nMDAWMDAWW;]CBqDEhMB8GA1UEAWwWYaWRjZW50ZXIuaHVhd2VpY2xvdWQuY29tMSgwJgYDVQQLDBIT
\r\nZXJ2aWNLIFByb3ZpZGVyIE9wWZXJhdGlvbiBEZXBOMSUwIwYDVQQKDBxIdWF3ZWkgVGVjaG5vbGOn\r
\naWVzIENvLiwgTHRKMREwDwWYDVQQHDAhTaGVuWmhlbjJESMBAGA1UECAWIR3VhbmdEb25nMQswCQYD
\r\nVQQGEwWJDTjCCAalwDQYJKoZIhveNAQEBBQADggGPADCCAYoCggGBALFKkWYIQXCYtJFQC+BpnaFwg\r\nT
+zH7E9cnplccR55k66zHYRIJAGITW7ZLhEDeVMy5whHxJ+gL+Fv4E0z82kH8nXa1QERAWYvbu54\r
\nnyOZopnQOYhlIYLW6s7X3pDvxo1WMm7JIgEGuQoY7XF9+AdBeLv/kv2Jsb5g/F/pTZWc+a2ToX7k\r
\ngErPdNtbLSueDwpWacmOa/TDCXmrDM1DihX6Bw3/d/BsQnDglDCvYBlscgxv8IEDTqtLOZ7fpaGh\r
\nwGliabwVgsl2C1nMeNijNzau3U9tvzzs0Ty)+1657yq2KD60cWBnjUaVAwrawf741Q9qZjfYFojP\r
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\nFBoCkdLozNmIDZOFKHWuk81j/Z6J1Z4qEPkeFS+mjk/wBRVHYM5Tzj38XbMVvebQgykf3HKGICWN\r
\nu5HzIftK8T9QVrF20KYQNGplGt82aMA1fMhTMSWO0pB6ab2byOdCOGrD7HoiThD8D680G4sPT+KKE\r
\nFSE3YKQRHNdSKb3efRULSqZpNGE44iOKzQIDAQABMAOGCSqGSIb3DQEBCWUAA4IBgQALh5RKknXV1\r
\NTEEXwWVxF+6vMZ/+e9a541S61vSwXHPf8rPA0e9vhhpONOxRb2nKQKygcwYAW98BVYy;Z1v5INfFPo\r
\nTe5Zje8iM9sSNAxD6kUJifWzGhemu9Dv4tCnZUSIzPnffZkbxbUsyX5JngryQXZUiNMbRTV6IEt7\r
\niDQ8HaNaVXuGbQtZFAOkia78kkQd8p19C/TEIfl0YX6p+Kvhu130q9TIBs+r9tfUoYsKsHYwF4gb\r
\nKKK30Nxq9VbNuZkLbLP20CNrcywMvng81RklhA2kTkkgtb8lvoakLfnfCg6FbFrNfagHOQSlyrEh\r
\nZ5XzQFsqhCfR8elYFPQ6rLDGPtrUVi/t270TquAUjoCRHtuy44y+OKATKismvFvl+/LAb5SwtNuWB\r
\nmpzYUFEBE7vVOdJfez9Sd5ujTtr1BDoVNfQ76eMo/p/EHtQjBOcfYnFV8SRON9q4et00j15w4gZp\r
\n4XwzOATBmM1A0G5blbbJjKGFU/RSVINPA8UxkJudibOrPhEc=\r\n----- END CERTIFICATE-----

"algorithm" : "SHA256withRSA",

"expiry_date" : 2069798400000,

"state" : "INACTIVE"

11
RSB
RSB 0%
200 Successful
400 Bad request
403 Forbidden
==

52 SR .

4.20.4 fFRIRSSIEAREIER

TORENA
MIPRARSS IR SAMUINMY ERIES . iR FREERARIIEEKSSIFARSETE
ERRIRL RIS .

iz
IR LAFEAPI ExplorershifEifliziz [, SXIFERIAIEREM . API Explorera] LABIENEERY
SDKIASRGI, FHEMSDKARREIFIHINGE .

URI

DELETE /v1/identity-stores/{identity_store_id}/saml-certificates/{certificate_id}

& 4-1088 IBIZSH

2% BEWIE SRR RR

identity_store | 2 String SHERNEEHE—RRE (1ID)

_id

certificate_id | 2 String BpRPIEB L BEHE—RRHS
(ID)
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https://console.huaweicloud.com/apiexplorer/#/openapi/IdentityCenter/doc?api=DeleteSpCertificate

IAM B{peuly
AP| &%

4 API

IERSH

2 4-1089 {53k Header %

2% BRIk SR fiEid
X-Security- & String MR EEFERIGINZEERE, U
Token ttheader@ &R, ZEZI
e ERENZESH (R1ES
) o
IDJVE=S5't
RSB 200
Successful
RS 400
X 4-1090 [[I[i; Body 2%
2% SR fiik
error_code String BIRS
error_msg String HIRER
request_id String TERIE—IRIR

WR&ERS: 403

% 4-1091 IR Body 2%

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IEREIRER
ation_message

BRI

IPRIR SRR SAMLIMY S ZIEH

DELETE https://{hostname}/v1/identity-stores/{identity_store_id}/saml-certificates/{certificate_id}
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APl &% 4 API
Nl Mz 73~
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
e
B2 EIRB.

4.20.5 HiBIRSZIEAHRSIES

AimBRSS IR SAMLMYEZIES . WR(FREEMBRARNEERSEIFIRSETE

RB]LATEAPI ExplorerdifiiziEz [, IFEMAIESEMN . API Explorera] LAEENERY

SDKACHERBY, FHEMSDKRISREIEIRINEE

LIRENR

RN RS,
i
URI

POST /v1/identity-stores/{identity_store_id}/saml-certificates/{certificate_id}/active

% 4-1092 IR1ZESH

2 =AW SR A

identity_store | & String BN EHE—tmR&F (1D)

_id

certificate_id | 2 String BRI P BE—tRRNT
(ID)
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IAM Bl
AP| &%

4 API

IERSH

2 4-1093 {53k Header 2%

2% BRIk SR fiEid
X-Security- & String MR EEFERIGINZEERE, U
Token ttheader@ &R, ZEZI
e ERENZESH (R1ES
) o
IDJVE=S5't
RSB 200
Successful
RS 400
X 4-1094 [[I[i; Body 2%
2% SR fiik
error_code String BIRS
error_msg String HIRER
request_id String TERIE—IRIR

WR&ERS: 403

% 4-1095 [ Body 2%

2% SR fiik
error_code String BIRS
error_msg String BIREE
request_id String TERE—IRIR
encoded_authoriz | String IEREIRER
ation_message

BRI

HEIRSIREESAMLMNYES ZIEH

POST https://{hostname}/v1/identity-stores/{identity_store_id}/saml-certificates/{certificate_id}/active
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IAM Bl

APl &% 4 API
Nl Mz 73~
7
REB
RSB )%
200 Successful
400 Bad request
403 Forbidden
e
B2 EIRB.

4.20.6 HHESZEHEEREEE

EERSIERUBEERES . HRMERERARNEEKSHHUFARSEZITEIERAI

RS

RB]LATEAPI ExplorerdRiisiziEz [, IFEMAIESEN . API Explorera] LAEENERY
SDKRERAY, FHEMSDKRIBRENEIXINEE,

URI

GET /v1/identity-stores/{identity_store_id}/sp-config

% 4-1096 IBREESH

B8H =AWk SR R
identity_store | & String BN EHE—tmR&F (1D)
_id
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IAM B{peuly
AP| &% 4 AP

IERSH

% 4-1097 {53k Header 2%

8% BE W% SRR 1k
X-Security- S String WMRIEEFERIRITLZEETE, T
Token ttheader2@ W EHY, ZERIR
e ERENZE<S (215S
) .
i R&E
RE&ES: 200

2 4-1098 Iz Body %]

2¥ SR )%
sp_oidc_config SPOIDCConfig IRSBIZHEOIDCELEE R
object

sp_saml_config SPSAMLConfig IRSZIRMHBESAMLEEER
object

%t 4-1099 SPOIDCConfig

2% SR )
redirect_url String E=paa{hiichil

Z 4-1100 SPSAMLConfig

2% SHRE R

acs_url String ARSI R T S o it tE
issuer String IRBIREBERE
metadata String IRSZIRHFS TTEIRE

R&S: 400
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APl &% 4 API
2 4-1101 I Body 2%
2H S fiiju
error_code String TS e
error_msg String BEIRER
request_id String 1ERE—HRIR
WR&6G: 403
% 4-1102 gL Body 2%
2H SRR fi:pu
error_code String BIRg
error_msg String BIREE
request_id String TERIE—IRIR
encoded_authoriz | String IERNEIRER
ation_message
BERTH
EERSRMEEERER
GET https://{hostname}/v1/identity-stores/{identity_store_id}/sp-config
W Rz~ f5l
WR&RS: 200
Successful
{
"sp_oidc_config" : {
"redirect_url" : "https://cn-north-4.signin.huaweicloud.com/platform/oauth2/callback/xxxxx"
1'sp_saml_config" |
"acs_url" : "https://cn-north-4-signin.huaweicloud.com/v1/platform/saml/acs/xxxxx",
"issuer" : "https://cn-north-4.signin.huaweicloud.com/platform/saml/xxxxx",
"metadata" : "<?xml version=\"1.0\" encoding=\"UTF-8\"?><md:EntityDescriptor xmlns:md=
\"urn:oasis:names:tc:SAML:2.0:metadata\" entitylD=\"https:xxxxxx\">xxxxx</md:EntityDescriptor>"
. }
SRS
K& 1R
200 Successful
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APl &% 4 API
K& ik
400 Bad request
403 Forbidden
=0T
BESIEIRB.

421 ERiRSE

4.21.1 EREFis

EIAMBHOROEMEFlR, XRFEFIRENIRERN, BHNZSAKUMETS

ThREN A

PIIEEKREM.
URI

POST /v1/clients
ERESH

= 4-1103 153k Body £%§
y

2 AW SR R
client name | £ String ZRigRAiR.
BIVEE: 1
BAEE: 1024
client_type = String EFiRHIRE , ZIRSB (NG
publicfEAZEFimEE,
KA
e public
token_endpoi | 2 String B hiRnmAIXIERIS RIS
nt_auth_meth PIESE,
od HAS(E:
e client_secret_post
scopes S Array of = FimE X AERESIE ., =N
strings &, WIERBFEZEFIHIESHE
RS PR HIANBR o
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APl &%& 4 API
2% BRIk S faiR
grant_types 2 Array of E Pima] LATEShEim = FRY
strings OAuth2. 08N ZEBI4H
wzME:
e urn:ietf:params:oauth:gra
nt-type:device_code
e authorization_code
response_type | 2 Array of = Fiwmn] LAE S R == FERY
s strings OAuth2. 08N ZEBI04H
ESI=R
e code
V254
KR&MB: 200
% 4-1104 gL Body 2%
2 SRR R

client_info Object

BEEFimEMERAINR.

% 4-1105 client_info

B8H SRR R

authorization | String = R n] LU KRIE A% = o
_endpoint

client_id String &= Fim N FAE—RR .

client_id_issue | Long
d_at

B FiRtmR AR P in B REMETE .

client_secret String

AEFinERRMEF R, ZPIRBERLF
FFEREREIARPIRIGIRS IS M.

client_secret_ | Long
expires_at

B PIRIMRFFIE PR 2 AR AYES E o

token_endpoi | String
nt

EFim ] LAEEIRENS S REATIR S o

scopes Array of
strings

RS NEFImEMEERES IR . FEEL
[ <HERT , IXPREBNIZIRFITELL/FRREZIRAYF
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AP| &% 4 API
\$ —
=
[IAMESHIOERE i
POST https://{hostname}/v1/clients
{
"client_name" : "exampleClient",
"client_type" : "public",
"token_endpoint_auth_method" : "client_secret_post",
"scopes" : [ "openid" ],
"grant_types" : [ "authorization_code", "urn:ietf:params:oauth:grant-type:device_code"],
"response_types" : [ "code" ]
}
Il iz 73~ 451
RSB 200
Successful
{
"client_info" : {
"authorization_endpoint" : "https://example-region-oidc.examplehh.com:443/v1/authorize",
"client_id" : "example_client_id",
"client_id_issued_at" : 1677175760,
"client_secret" : "example_client_secret",
"client_secret_expires_at" : 1684951760,
"token_endpoint" : "https://example-region-oidc.examplehh.com:443/v1/tokens",
"scopes" : [ "openid" ]
}
}
N
B2 RSB
H D3
BI=e
= S
A\
4.22 ShHESIE
A\
4.22.1 BIEESHR
ab
INEEN4A
KRBTSR
URI
POST /v1/tokens
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AP| &% 4 API
IBREH
% 4-1106 53K Body 2%
2¥ BE W% SR ik
client_id 2 String =ZFiRhIHE—FRR .
client_secret | & String NEFIRERIMBEZHTSR, B
Pl ERLtF R ERLER
PIRSIRSZ ISP IGIE .
code & String MIZRRSBZIZWAIIEHRUCET .
TIPS FiE RGBT S hEaY
BN R R EL S .
device_code & String NENEECIENEEEN A AL
APIRT S
grant_type ! String ERAVIEPEER , TIFERUS .
RERE. ERIRESIEFRIFHTS
FEEIEANZEEY
KEE:
e authorization _code
e urn:ietf:params:oauth:gra
nt-type:device_code
redirect_uri B String BRBIENAABEI N BB FaY
B, APENERSBEREIEXE
LAE
refresh_token | & String RIFTSRE, tEShERITEIRIEI<ShE
ITHAE SRR G0 ShE
scopes S Array of ERimENXIERETIE, Fx
strings EPiREEREAIINIR . 151X
&, WIRBFEZEFIHESHE
RS PRHIA PR o
IR SEL
RE&ES: 200
% 4-1107 I Body 2%
2% SHRT R
token_info Object SESHERINR,
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APl &%

4 API

2 4-1108 token_info

2% S¥RT R

access_token | String F!);/F\Egllﬂﬁj\ﬁﬂ%ﬁi)jE'JIAM%ﬁEPlu RIRAIAE

expires_in Integer hin<ShERNIERRYE) ( LARYAERAGL)

id_token String BT xRBEFSHEAERSHE,

refresh_token | String RIFTSHE, LtbShEnI7EIsa<S R RS IRENETAY
HiEI<hE

token_type String BT EMNEFmRERISHEEH S, Bais
BearerToken,

=]
BIERIBIEISHE

POST https://{hostname}/v1/tokens

{

"client_id" : "example_client_id",

"client_secret" : "example_client_secret",

"code" : "1234567890123456",

"device_code" : null,

"grant type" : "authorization_code",

: "https://example-redirect.example.com/redirect/url",
"refresh token : null,

|||||

"scopes" : [ "openid" 1

i Rz73~ 51
REG: 200
Successful

{

"token_info" : {

"access_token" : "

example_access_token",

"expires_in" : 1684955360,

"id_token" : "example_access_token",
:null,

"refresh_token"

"token_type" : "Bearer"

}

}
N

B % '{kuﬁo
e

Efb

1 B= A %ﬂ‘nﬁqo
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APl &% 4 API
\n ‘vv2
4.23 RFENEE
4.23.1 iIBRIREFHFN
IgEN4A
EEIREENEK,
URI
POST /v1/device/authorize
IBREH
%+ 4-1109 153k Body &%
2¥ BRIk SR ik
client_id 2 String FEIAMB eI E Fimad
HE—HRIRRT o
client_secret | £ String NEFIRERIMEFRFSR,
FimfS{ERL =B RLLER
PIRSIRSZ IS DL,
start_url = String FFIJFBRYURL,
IR SEL
RSB 200
% 4-1110 IR Body 2%
84 e e R
device_code | String IRBEIISIE S ERINZEE,
expires_in Integer IRERBEMAETE (LA AEG) .
interval Integer IBRICIESIER, BRIRERRAEINZ BWRE
FROREL,
user_code String —RMEFFRIEE,, ENEEFERISENFEE
[lig=J(
verification_ur | String {EF—R 4 B P3RS A S AYSGIE DA RY
i URlI,
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IAM B{p el

AP| &% 4 API
2H SR iR
verification_ur | String ZRixo] BFBoiEsiiNie eI AURL, g
i_complete fEPhd B EEIE R EF AN CIBRIFaE
&R

== —
=]

IBRIZEFFIN

POST https://{hostname}/v1/device/authorize

{
"client_id" : "example_client_id",
"client_secret" : "example_client_secret",
"start_url" : "https://example-start.example.com/start/url"

}

N Mz 73~ 51
REB: 200
Successful

{
"device_code" : "1234567890123456789012345678901234567890123456789012345678901234",

"expires_in" : 1684955360,

"interval" : 10,

"user_code" : "1234567890123456",

"verification_uri" : "https://example-erification.example.com/erification/url",
"verification_uri_complete" : "https://example-erification-complete.example.com/erification/url"

}
N

BESIREE.
tE=f

e

4.24 {SINEE

BRFNFER,

URI
POST /v1/logout

SRR 02 (2025-08-21) WIS © AR BRABRAT 480



IAM Bl

APl &% 4 API
BREH

Z 4-1111 153Kk Header 2%

84 =AWk SHERR faR
access-token | 2 String tIZShIEOAREANAIES
Hﬁ o
BAXEE: 4096

i R&E

y
=GNl

ZHAR,

POST https://{hostname}/v1/logout
M Rz~ 51

y
RS

1%%%%&: ﬁg °
T

B2 WEI=EB.
4.25 KWSEE
4.25.1 F|HK=
IheeN4A

FE S BB PR EKS .
URI

GET /v1/assigned-accounts
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APl &% 4 AP

% 4-1112 Query ¥

24 =% SR R
limit ES Integer NEYPHEAERYS.

=/IME: 1

BA(E: 2000

HR&E: 200

String PRIRC. IEPTAYEO, A F
Bizi&.

=B2IVEE: 4

RAKE: 400

1y

marker

BRkSH
£ 4-1113 153K Header 2%
2 =AW SHER A
access-token | 2 String SIEShEOERSEAEES
.
BAEE: 4096
Il iz 228

WK&G: 200

2 4-1114 92 Body %1

B8H SR R

account_list | Array of HEEHIEMHFIIRSIRIIER,
objects

page_info Object BE7RERAINTR.

2 4-1115 account_list

¥ SR iR

account_id String PELEBFPIIKSHEBEH—RARF (ID)
account_nam | String DB B FRIKSHIETR.

e
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APl &% 4 API
2H SRR iR
email_address | String 2 Eess Fl PRI S AV FREFEHELL
BME: 1
BAKE: 254
£ 4-1116 page_info
¥ SHE iR
next_marker | String WMREFE, NFRRTHNEEE SN +AE s
M E . EXHRENRLEARF, EiRsiEk
SHPFERLE, LERBGREHN T35 . &L
ZEEIMIRE, EZInext_markerlif TR (Gl
Fnull,
current_count | Integer ATUREIZBHE,
B pl

S EEBFRIFBKS .

GET https://{hostname}/v1/assigned-accounts

I Rz73~ 451
REG: 200
Successful

{

"account_list" : [ {

"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"account_name" : "example-account-name",

"email_address" : "email@example.com"

11

"page_info" : {
"next_marker" : null,
"current_count" : 1

}
)
T
B2 RSB
HixS

52 iEIRE .

4.26 ZHEEE
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APl &%& 4 API
4.26.1 FIHIKSZEHE
INREN4A
I ERS DAL APFE RIS EEERIT.
URI
GET /v1/assigned-agencies
2 4-1117 Query 2%
SH =AWk SR faR
limit =S Integer NEYHEAERES.
=IME: 1
BAE: 2000
fRe&(E: 200
marker B String PRIRC. FFHTEEO, ME
FiZE.
=B2IVEE: 4
BRXEE: 400
account_id 2 String WSHELEE—IRHREF (ID)
=P
& 4-1118 153K Header 2%
2% =AWk SHERT faR
access-token | 2 String tIZShEOAREANAIES
H.ﬁ o
BAXEE: 4096
R3S
KEB/: 200
2 4-1119 I Body 2%
¥ SRR T
agency_list | Array of HEEIRHNEIRLFEZRIENRIIE.
objects
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APl &% 4 API
2% SR fik
page_info Object BEPREENXR.
2 4-1120 agency_list

2% S¥RT R

account_id String PEEBFPHIKSHEBEHE—RRRT (ID) .

agency_name | String DB A PRI EEEIERTR,

permission_se | String PREZTR

t_name

agency_urn String FRSEFRICIHR—RBEZTR (URN) ,

description String BRMEE.

2 4-1121 page_info

8% SHEE fik

next_marker | String WMREFE, WFRRTBEELEEaimN+EE
iR E . EXHEERNELEEARY, EiRsiEK
SPFERLE, LEREGEEHN T 309 . B
ZESIIRIE, BEInext_markerliftERIR[E]
Fnull,

current_count | Integer AREIZBHE.

=]

N Rz 7~f5

SIS ECLS R PRI e EEEE.

GET https://{hostname}/v1/assigned-agencies

ARG 200
Successful

{
"agency_list" : [ {

"account_id" : "5146d03d8aaaaaaaaaaaabbae60620a5",
"agency_name" : "example-agency-name",
"permission_set_name" : "example-permission-set-name",
"agency_urn" : "example-agency-urn",
"description" : "example agency"

11

"page_info" : {
"next_marker" : null,
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AP| & 4 AP

"current_count” : 1

W&

tRI=0S

ESIER.
4.27 FEurEE
4.27.1 SREVEIEEIE

=}

INEEN4A
SRENS Eota FB PRI B (S 1EERITAISTSIEHAEIE -
URI
GET /v1/credentials
# 4-1122 Query 2%
B8H =Rk SR faR
target_accoun | 2 String BirkSHEBH—FtRREG
t_id (ID) &
agency_urn = String ZIESEERIENRE—RBERFR
(URN) o
BREH
2 4-1123 153K Header 2#{
2% =A% SR R
access-token | 2 String tIZShIEAREANAIES
2,
BAXEE: 4096
=25

REB: 200
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APl &% 4 API
3= 4-1124 1 Body 8%
2 S iR
agency_crede | Object Pl AP EREEZRIENEERIE TREIL.
ntials
2 4-1125 agency_credentials
28 SHERE R
access_key_id | String BFRitE 2 EIERFRRT .
expiration Long IRAZ 2 EIEEIHRRY B ER
secret_access_ | String FTF AR TR B,
key
session_token | String BTGB EIEAIShE
(=R GN
SREN S Bcta AP RIZ IS EEFERISTSIZHREIE .
GET https://{hostname}/v1/credentials
M Sz~ f51
KE&\: 200
Successful
{
"agency_credentials" : {
"access_key_id" : "example-access-key-id",
"expiration" : 1684955360,
"secret_access_key" : "example-secret-access-key",
"session_token" : "string"
}
}
T
IEE I/
=0
52 EIRE .
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AP| &%

5 Mgz

D sz

5.1 K&

& 5-1 IRE&H8
REHE ) WiAA
100 Continue PREFIER
XANIGAI N BRBEIE Fin, SRIEDIEREE
WARSS2EEW, BIAREIES
101 Switching Y . REETIREIESRAIMN
Protocols B0, PERIHTTPRGSTAR AN o
201 Created BUEERANE KT E/MIN.
202 Accepted ELEZIER, BERCIETK.
203 Non-Authoritative | IESHUSE., &R,
Information
204 NoContent BEREEHI, BIHTTPIIN A SRR
ZNIRZOPTIONSHERIHTTPiE KT IR [EILLIRZS
5,
205 Reset Content BFEND, IRFIGIERKIN,
206 Partial Content RSB 2R INAL IR T BB GETIE XK o
300 Multiple Choices | Zfu%iE. BERNFEAISEZSNMIE, BNANR
[E— MRSt A9 R BT RPRiE (4l
an: MBSEE ) kR,
301 Moved KA, 1BKZR RSB AR NEIFRAY
Permanently URI, RESESEIEFFAIURI,
302 Found REHIGAIFEED
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AP| &% 5 iR
RSB T itz
303 See Other BEEHCHIL,
{EFAGETAIPOSTIEREE .
304 Not Modified FrBRAVRIEARIEN, IRZFHRREILVIASAEAT, &
SIREYFHIEIR
305 Use Proxy FrigskaSR RS IuEI IR .
306 Unused ERBEFHTTPIRER
400 BadRequest IEEBK,
FNEEESZBEK, FEEHiZIEK,
401 Unauthorized EEFIRIRMANEEER, REIZIASE, FIPIR
Fimtg P inFriR AT S EARERTIAEE,
BRI ABRPRMEBEE 1R,
402 Payment Required | {REBIEK o
403 Forbidden BREERIAE .
IRENZIAESS, RBIEKEEIEEIARS IR, BIRS
iR IR PIEK, (BRIERMESHER,
ZBRWIRERIESEIAE, ENEEEXZIE
x, AEHFIXIZIBEK,
404 NotFound FMERINEBEAFE
I EEERZIEK, FEEHZEK.
405 MethodNotAllow | IEKRAHFBEIZRIEAIFAIGIE.
ed ENEBENZER, FTESRZER.
406 Not Acceptable RS LERIBE P imE KRBT ETHRIEK
407 Proxy ERERREBISMDINE, 5401240, EiEkE
Authentication N 2 IR TS
Required
408 Request Time-out | PRSZEEHRIEKAT A LFERT
= Rima] AR B /R izIa Rk ot T a8
X
409 Conflict RS RIETRIEKRAT AL IR,
IRENZIAER, KAZEFIE=IRENTRERF
£, ERT RIS ROEIIRERBEH TS
410 Gone ﬂF‘iﬁ”ﬁ%YEL\EE‘, EAREFE,
IRENZRERS, RBIBEKRAVSRSH X AMBR
411 Length Required | IRSBEELIEIEE FimAIXAIA T Content-
LengthE’Jla‘Rﬁ: 2,
412 Precondition R ERIRSRM, REBARFBEBEKRETEKRPIR
Failed ERNEP—PEHREM.
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AP| &%

5.2 taI=tS

5 Bz
RS fRis 5488
413 Request Entity BTSRRI K, IRBF[/LIELE, it
Too Large BKR. AEIEERIRENELER, RSBEETES
TiERz . MRRZBIRSBEEEITEANIE, WSS
—/MRetry-AfterfJIILR{ZE -
414 Request-URI Too | iEXKAJURIE IS (URIBEAMLE ) , IRSBEELIE
Large RhIE,
415 Unsupported RS 2R LI A IRIE KM RIS
Media Type
416 Requested range | ZFimiEKRASEEITLTH o
not satisfiable
417 Expectation Failed | JRSZ28 L EExpectAIiERLIEE
422 UnprocessableEnt | i5RIEZV1EMR, (ERATEEEBENEIR, LA
|ty F_“Z )
429 TooManyRequests | FREFIEKIEH 7 & FinipasuZ=AIPRHIsk & RS5in
BWRIZT et BaNE K. BINEFimEEUERN
HIRetry-AfterB &0, AREFZEEHEHAETES
BEi,
500 InternalServerErro | RBFIRSInEEHRIFKIBINE, (B2 BIEMAFAY
r BKo
501 Not Implemented | BRSZEEASIFIERAIINEE, TiETHIEK
502 Bad Gateway TEMXHCERIRSSEE, MminiRS s EWE T
— PN EHBIEK
503 ServiceUnavailabl | #1EXKAIIRS TR -
€ ENEEERZIEK, FESFRiZEK,
504 ServerTimeout BRELTEAIRIBIARTIETRK . ZFiR(XTENIEK
1SERBAY ( Timeout ) SHATESEENZITR
505 HTTP Version not | BRSZ8EAZENFSKAIHTTPIMYAYRRA, Toik5Thk

supported

ﬂ}E o

LIEFBAPIRT, WSRIBE “APIGW” FFLRYSEIRID, 152 IWAPIRIEIZIDH T

i#,

BEZIRFZEIRGIES WAPKREIRFLD

AR 02 (2025

-08-21)
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https://support.huaweicloud.com/devg-apisign/api-sign-errorcode.html
https://apierrorcenter.developer.huaweicloud.com/apierrorcenter

IAM BH{p el

APl &% 5 Bg%
R | BER | BRER iR AIEfEE
N ﬁg
B
400 | 11IC.40 | Bad Request: {0}. IERESHEEIR BREERSHER
0 1Eff,
404 | 11IC.40 | Bad Request: {0}. IERESHIEIR BB KRESHER
0 1Eff.
404 | 11IC.40 | Not Found: {0}. HAZZRIR . BOERREAE
4 £.
403 | IIC.10 | No permission for ZBNR BREEREEEMN
00 action {0}. AIBR o
403 | 1IC.10 | Access denied: {0} KEEOLRRE. | BREERREEHEN
01 E’JWBE&R‘EWE’JW
MR
404 | 11IC.10 | Bad Request: {0}. BRESHEIR. BREEKSHES
02 IEH,
403 | 1IC.10 | Bad Request: {0}. IERSEIEIR, BIREEKSHES
03 1FHf,
403 | 1IC.10 | Bad Request: {0}. IERESHEEIR BREIERSHED
04 125208
409 | 11IC.10 | Concurrency AR, BHEE | BREIERSHES
06 conflicts. Try again it o MRARER .
later.
409 | 1IC.10 | Data modification (RS S BIERIEEAHE T
07 failed. =,
409 | IIC.12 | The permission set | I fREEBIE, BREER E@UET
04 already exists. 7fEﬂE’JWBE
404 | 11IC.12 | The permission set AR PREE BINENRERRF
05 does not exist. Tj_:o
409 | IIC.12 | A permission set WIREZREE BREERCEET
06 with the same name BRI ZFREMNPREE
already exists.
409 | IIC.12 | Duplicate system- TT‘*EHE’J%% 5 *AE HEINR
07 defined policy or HERSD R ERNTIERNRS
identity policy. KEIERSMDHE
B o
500 | IIC.12 | Bad Request:{0}. PITALRIRSIRIERT | IBEXERE ARSI,
09 RETHEIR.
400 | 1IC.12 | Account not found. | HAZILKS . BNERSEAF
10 £, BUFHER
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409 | 1IC.12 | The permission set FHEXBHIKS, & | 155cmRRSKE,
10 has been attached to | JEHUITHIBRZIE RIEEI .
accounts and cannot
be deleted.
404 | 1IC.12 | System-defined EBZRBAERBD | BRERARIEHRR
11 policy or identity RIEARFE FEDRIERBTEN
policy not found. PREEH,
404 | 11IC.12 | Request ID not EAZIERIDITN. | B EIEKRIDERE
12 found. AIIBEK o ;8
400 | 1IC.12 | Region not FiEMXIE BREEEEMTX
14 registered in the 1%,
service.
403 | 1IC.12 | This operation is IHRERBAHLNEE | BRI HLNSEER
15 available only for the | RSABINRH | IKSEFHITUHRE.
organization's 170
administrator.
409 | 11IC.12 | Only one region can | ReFEM—1Xig%, | iBREEECSEMHM
16 be registered. THXIE,
404 | IIC.12 | HTTP request header | [@BHEIHTTPIER | BREESES T
17 {0} not found. 3L, FERIHTTPIER:L .,
400 | 11IC.12 | Invalid X-Request- TRHNERIERL . | BIEEIERIERALE
18 Proof request header. BIEH
400 | 1IC.12 | Failed to obtain the | SAENIGHSEIBEAM .. | BHCERTFIAENIGET
19 identity token. EIRAYEKIERRLE
B
403 | 1IC.12 | Failed to obtain the | SAENIGHSERBEM .. | BCERTIAENIGET
19 identity token. EIRAYEKIERRLE
BEY.
400 | 1IC.12 | Failed to create BIZIRSXIAEIEKR | BIOBEIBTRSHES
20 service-linked W, BHEEER. ;.
agencies. Try again
later.
400 | 1IC.12 | Failed to enable FREERSEM, | BOBEERSHER
21 trusted services. Try | TiRBIAMBHh | IEHf.
again later. S5HEFRYHEER
409 | 1IC.12 | IAM Identity Center | IKEIDE# S, BREKSEREE
22 has been enabled in BlEE 7 BRSSEH .
another region.
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400 | IIC.12 | Organizations not ADIRSFFE BB ALRRSS .
23 enabled.
404 | IIC.12 | Failed to update the | BHIIERK, HAH | BHEBNIRESKS
25 permission set status | SPREXRSWSHK | KB,
because the BX,
permission set is not
attached to
accounts.
400 | 11IC.12 | Identity store BUEBDTREY BREERSHER
27 creation failed. 1FH#,
500 | [IC.12 | Identity store B SDIREM BRI
27 creation failed.
400 | 11IC.12 | Identity store HIBREDTREM o BREERSHER
28 deletion failed. 1FH#,
500 | IIC.12 | No service instance | BIFSEHSTELK BRI,
29 can be deleted.
400 | 11IC.12 | Service-linked MHBRERSS KEXZIEL | IBRBEIBRSHESR
30 agency deletion o IEff.
failed.
400 | IIC.12 | Failed to query the | EEAFIMARAL | BREBRSHES
31 groups which the o I
user belongs to.
500 | [IC.12 | Failed to query the EEAPIARAEASLX | BEEREEARZF.
31 groups which the g8
user belongs to.
400 | 11IC.12 | Invalid {0} TS o BREIEKRSHES
36 BY.
403 | IIC.12 | please open the ARSSSLBIARFHIE 1B EFHBARSS LA
42 service instance first!
400 | IC.12 | Failed to create the | SIREEZIEEM. | BEBEBERSHES
43 trust agency. I
400 | 11C.12 | Authentication PPRIEELM BIREIEKSHES
44 failed. 1Eff,
403 | 11IC.12 | Authentication BIRIEE LY BREEEESRIRE
44 failed. R o
500 | IIC.12 | Authentication PRI E LM BRI AR 1 o
44 failed.
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400 | 11IC.12 | Only one instance HQoJFFE— 1 ELfl. | BREERCETE
45 can be provisioned. T,
400 | IIC.12 | System-defined IDA{policyld}NR | BIRERASMHRE
46 identity policy whose | ZiBMHHKIEAFE. | BIIDEREIER.
ID is {0} not found.
500 | [IC.12 | Failed to delete the | MIBRMEEZIEEM ., | BEFERATIE,
47 trust agency.
500 | [IC.12 | Failed to query the BEREEREEM ., | BRI,
48 trust agency.
400 | 1IC.12 | Deletion failed. XK SAFE, T | BREIRESIKS
49 Associated account | JEHUITHIBRISIE =AXE,
not found.
400 | IIC.12 | Associated principal | XEXFEAEATFE, T | IBIRENRESFENRK
50 is not found and ERITIHIBRIRE o =EXEL,
cannot be deleted.
400 | 1IC.12 | Incorrect format of | SRATHTTPIZISLES | iBIEEHTTPIEGEL
52 the X-Request-Proof | M, BRAEEIER.
request header.
400 | IC.12 | Failed to deregister | RESSLHIFIERT, A | B FAIRS L,
53 the region because | AIMIPRX1E; .
an associated service
instance exists.
404 | 1IC.12 | No region registered. | #AZFMPIXIE, | BRERHTMTX
54 ijao
409 | 11IC.12 | Duplicate entity FHEESHNIAHY | BREHIERSE
57 objects. Ko s,
400 | 11IC.12 | The start time FHARTBIARIE T4 | iBtRIRFFIARTBIE T
58 cannot be later than | SRAY/E, £ETRAT(E] .
the end time.
404 | 11IC.12 | Service instance not | 3AZISL, BIBRSLAEE
59 found. elsE,
500 | 1IC.12 | Internal server error. | PIERARSBEIR IBEARMA .
60
400 | IIC.12 | Failed to obtain the | EIAXEAISMIEL | BINESNEREEF
61 identity store g8 T'_o
information.
404 | 11IC.10 | no permission to RBEHEWRSHIN | BREKRSZEIA
00 bind account. PR o THHH,
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409 | 1IC.10 | This account does WK S & BIARSSSE | isteEMSIDFISLA]
00 not have this service | fil, DEBIEH,
instance.
409 | IIC.12 | Permanent delete KAMBRsdrREIE | BINEHIRERS
61 sdr meter db data FEEIREFER AW =1
filed.
400 | 1IC.12 | The account has not | JELNTMARF, BIEEBEAN,
63 applied for OBT.
400 | 11IC.12 | Account tag query BAWSIrELE. | BREEKSHES
64 failed. 1FHf,
403 | IIC.12 | HTTP request header | ¥ AZIHTTPiERK BREERET 7 ¥
65 not found. %, EE’JHTTP@‘R;&O
400 | 1IC.12 | HTTP request header | TLAIHTTPIEK BIREHTTPIEKL
66 not found. sk, =RE.
400 | 11C.12 | Synchronization PBERPARMEEY . | BRBESHES
67 failure: account:{0}, 718
permissionSet:{1},
The detailed causes
of the failure:{2}.
403 | 1IC.12 | fail request for RENFIEEIEEY ., | BREEEEEERE
69 assume with service AR -
principal.
400 | 1IC.12 | Failed to obtain the | SREXSMIRAIMFAZ | IBIMESHESIE
70 MFA settings of the | B, .
identity store.
409 | 1IC.12 | The alias can be SpEIDRIZES | BREREEECIE
70 modified only once. | &. TERIEIDRIE
400 | IIC.12 | Failed to update the | EFEMIENMFAR | IBINESHES
71 MFA settings of the | B, .o
identity store.
409 | IIC.12 | The alias already BpBEIDIBEE., | BERIBEEL.
71 exists.
403 | 11C.12 | No permission to ,zﬁ&BEFF Boy ki | IBREEREE R
72 perform this 5l El’J’fXBEo
operation.
400 | 1IC.12 | The identity store BHBEAETRS. | BRIABHERESE
73 does not belong to TN EEKS .
the account.
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403 | IIC.12 | The operation is not | IKSAFHENRT, | BREKSZEHF
73 allowed because the | RAIFIRIE. 7=,
account is frozen.
403 | IC.12 | The operation is not | IKSAFZIRIRTE, | BHREKSERES
74 allowed because the | RFAIFIRIE. R o
account is restricted.
400 | IIC.12 | The region is invalid | X LFIX | BRBEXINESE
75 or IAM Identity TEBBIAMBS S | ¥,
Center cannot be [
enabled in the
region.
400 | 1IC.12 | Service instance not | SEIRTFLE BESHER
76 found. .
404 | 1IC.12 | Service instance not | SEfEIATELE BHIALHI 2 BEF
76 found. £,
400 | 11IC.12 | Agency creation BIERZITERM BRESHERIE
77 failed. 8.
500 | 1IC.12 | Agency deletion HIBRZAER ML o BRI
78 failed.
500 | IC.12 | Role query failed. BRI BRI AT,
79
500 | IIC.12 | Agency query failed. | EAEIEEM BRI A1 .
80
404 | 1IC.12 | Role ID {roleld} not | RTFIERMID: BIEREIDEEF
81 found. {roleld}. =,
409 | 11C.12 | A conflict occurred BUEEIRS KEAZIE S 1@ _Lﬁﬂﬁﬂééﬁﬁiﬁ
82 during the service- =, iEfEEER. AR, HEiE.
linked agency
creation. Try again
later.
400 | IIC.12 | Failed to process IAM%{%‘EF“U}E'ﬁéﬂ BRESHER
84 Organizations REHER .o
broadcast messages.
403 | IIC.12 | Failed to process IAM%{%‘EFI/L,\}%%%%H BEEAA BB
84 Organizations LEHEEIR, PR
broadcast messages.
500 | [IC.12 | Failed to process IAM%{%‘EF“U}E'%%%H BRI AR
84 Organizations LEHEEIR
broadcast messages.
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400 | IIC.12 | Custom role creation | HENFKEIEL | BREEENEEE
85 failed. g8 R
400 | 1IC.12 | Custom role update | BENXRIEEHX | BREBENKEZ
86 failed. W o B1Eff,
500 | [IC.12 | Custom role deletion | BENXFEMREL | BEHFEREATIE,
87 failed. g8
500 | 1IC.12 | Authorization HAZIRIRIAUZANK | IBERRIE AT .
90 association not BARZER, TR IEZ
found. =5
403 | IIC.12 | The target account BirkSAETFEH |BREEnRKSES
91 does not belong to | £2, Paizkinl==l
the organization.
400 | 1IC.12 | Size limit exceeded. | BIFREEHNBANR | BREREASES
93 A policy content can | . IUWN
contain a maximum
number of 6,144
characters.
500 | 1IC.13 | Internal server error. | PIERIRSEZEEIR . BRI ATF,
00
409 | 1IC.13 | Failed to create ILWSLFIBEHE T — | BRELHIRETESR
01 another identity PMEDIR. e TEDIR.
store because an
identity store has
been configured for
the service instance.
400 | 1IC.13 | Account not found. | IEAZILKSIINAY | IBREIEKRSHES
02 HOEE, 1FH,
400 | IIC.13 | Organizations not ARPRSAFE 1B FHBHENRS .
03 enabled.
500 | IIC.13 | Bad Request: {0}. PUTALIREEIR . | IBECEREARSZF.
04
403 | IIC.13 | This operation is IHRERBHENER | BUHRAHEREER
05 available only for the | RS ABNIEH | WSEHITIIRE,
organization's 7o
administrator.
409 | IIC.13 | The {0} is associated | WtFEARTFIEXRERRINK | 1BEBIREARSIKS
06 with an account. =, 1BERXEEE | g9KEX, REEH.
Disassociate the il
account and try
again.
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404 | 11IC.13 | Principal not found | EFRARGFEDHERSE | BREEARREEFE
07 or principal type not | BYRIFHf, BFAREBITER,
correct.
400 | 1IC.13 | Identity store not KAZISHIE,. BRESDIRIDES
08 found. IEff.
404 | 11IC.13 | Identity store not EAEISDIR- BRABDIREEE
08 found. o
500 | IC.13 | Failed to obtain the | SREXPKIHREM ., | IBEXREARZH,
09 access token.
400 | 1IC.13 | Duplicate username | FAPZXEBFHRE | X EMAPZE
10 or email address. WEE. FEFHRAbL .
400 | 11IC.13 | The maximum BHEFRIAFHE | BIOBEEH. SR
11 number of allowed | XEITAIEERAFH | e HERR
users has been AYERR, X, BRI EE
reached. o
404 | 11IC.13 | User not found. FRAFE. BRERFREE
12 o
404 | 1IC.13 | User extended BFREREMHAE | BRERAFPEMES
13 attributes not found. | #£, T,
400 | 11IC.13 | Invalid password. EZHRERENHELR | BERAESRNE
14 EER, 9.
400 | lIC.13 | The password cannot | FiIZREARESIAZRS | IEEIREZE,
15 be the same as the | Bi—XEZRIHE o
old password or one-
time password.
404 | 1IC.13 | Unique user ID not | AZIE—RIAR | BREEODSHES
16 found. ID, IEf.
400 | IIC.13 | User disabled. BEZH, BRENRRSES
17 E£H.
400 | IIC.13 | User enabled. 55EMH. IBRENRRERE
18 EREM.
400 | IIC.13 | Login credentials FRE%ZBER. | BREEREIEES
19 cannot be verified. IEte, FEid.
Please try again.
404 | lIC.13 | we couldn't verify HARP&E5Z 84T B BRI
19 your sign-in £o EEFE
credentials. please
try again.
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400 | 11IC.13 | User disabled. FBBP#RER. BRERFREEE
20 H.
400 | 1IC.13 | duplicate email. BEFEMtiEF | =i EE AR
21 = ik,
500 | 1IC.13 | Algorithm not found: | EERIFE, BRI
22 {0}.
400 | 11IC.13 | The new password SENFBRAESH | BEBREE.
24 must be different R&8E.
from the username.
400 | 1IC.13 | Invalid one-time TR —RMEZD, | BREXEEREE
25 password. B,
500 | 1IC.13 | Internal server error: | RERARSZEEIR, BRI AT IF,
26 {0}.
400 | 11C.13 | Invalid metadata. ToHHISAMLITEL BNEEKRSHES
27 = a:
400 | 11C.13 | IdP configuration IdPECEERE, & | BREIdPEERS
28 already exists. RFESCIE, BE&FE,
400 | 1IC.13 | The IdP |dPECEIRSAIE BN EIdPEREIRS
29 configuration status | i, =R,
is incorrect.
404 | 1IC.13 | IdP configuration not | #AZIIdPECE . B EIdPELERS
30 found. ==,
400 | 1IC.13 | IdP tenant already F1EIdPFER, BHREIdPIHRESE
31 exists. BEREFE.
404 | 11IC.13 | Tenant ID not found. | ¥ARZIIdPFEF, BREEIdPIERPES
32 =F=E.
400 | IIC.13 | Failed to delete the | 7ZESHE, AARUFM | iBEMIBRSHE,
33 tenant because it is f&,
associated with a
bearer token.
404 | 1IC.13 | Bearer token ID not | ¥ ARFISHE, BNBESHEREF
34 found. =,
400 | 1IC.13 | The maximum SENART £ | iBRESEEE.
35 number of allowed PR o
bearer tokens has
been reached.
400 | 1IC.13 | Username KIFFAP&EIR. BREEKSHES
36 verification failed. 1FH#,
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403 | 11IC.13 | No permission for REWTIREINR | BREEREEEERE
37 action {0}. PR R
403 | IIC.13 | Request parameter is | S ARREAZ, BRESHERILE
38 required. ;8
403 | IIC.13 | Service instance not | 2¥&IR, HAZIR | BREBESHESR
39 found. 53Lf, 8o
409 | 11IC.13 | Duplicate display AR REBRELF | F=HEMER
41 name of the group. | %, Ao
409 | 11IC.13 | Duplicate entity HIBREBALIRL | BREHIERSE
42 objects. Mo g,
404 | 11IC.13 | Group not found. KAZIRFA. BRERFEREF
43 o
400 | IIC.13 | The query condition | BRHIERIRRAFT. | BIRRFLRIRE
44 must be an external HUTERZ—:
ID or a unique external_id,
attribute, and they unique_attribute,
cannot be specified
at the same time
400 | 1IC.13 | The query condition | REZEexternal id, | iBHES(CIFRGE
48 must be an external | unique_attributed ;:.,JE}EHT—/\Q
ID or a unique B—1 &, %,
attribute, and they
cannot be specified
at the same time
404 | 1IC.13 | The attribute_path HREFEE—E | PRNEREREAIE
49 must be unique. N —EtE.
400 | 1IC.13 | The maximum BHiIEFRIFFA | BOERE. SR
51 number of allowed | EXETHEERRF | &N HERR
groups has been HEH LR Xk, BRI EE
reached. Ao
400 | 1IC.13 | The identity store BHEAETLHK | BRESnERERE
52 does not belong to = 3:5(]7"' NEEKS,
the account.
400 | IIC.13 | The display name of | FAFPENETREAEE | IBRNERFHETRS
53 the group is A= S SN
required.
400 | 1IC.13 | The association FEFFIHENXECRR | BRERECEKH
70 between users and FFE. FiInEE+T
groups already
exists.
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404 | 1IC.13 | The association HAZIMNXKEEXZRID | BB XBEXRIFR
71 between users and POV RE RSN RS IER,
group does not exist.
400 | 11C.13 | Group not found. FPAREFE. BRBEAFERSE
72 £,
404 | 11IC.13 | Group not found. FPEREFE. B EAFEHRSF
72 =,
400 | 11IC.13 | User not found. BRAEFE. BRBERFRRARF
73 £o
404 | 11C.13 | User not found. BRAEFE. BNBEREPEREE
73 =,
404 | 1IC.13 | The association HARILAFIEYY | BIEERFEERN
74 between users and MNAIKEEX R, B TEHF,
group does not exist.
404 | 11IC.13 | Group member not | FERFTFE. BEEAERP
75 found. B REFE.
400 | IIC.13 | The start time FHARTEME T 4ERAT | IBRERFRIEREF
80 cannot be later than | [&8, £ETRAT(E] .
the end time.
500 | IIC.13 | Request processing | HFHEBIRSZRHIN | IBEBARARIF.
81 failed due to an KAEIR. SR
unknown error, IE, BRGIEELK,
exception, or fault
on the internal
server.
409 | 1IC.13 | Permanent delete db | K AMIFREBEEXIE | BREHIEES
82 data filed. FERLM =18
400 | IC.13 | The account has not | ~2Betalk=ID, E{#HBetalk 2,
83 applied for OBT.
400 | IIC.13 | Account tag query HEKSIIELE. | BREEKRSHED
84 failed. 1FH#,
404 | 1IC.13 | HTTP request header | ¥ AZIHTTPiEK BRERRET T ¥
85 not found. %L, ERIHTTPIER L
400 | 11IC.13 | HTTP request header | EHHIHTTPIEK IBERBEHTTPIERL
86 not found. L, =8,
400 | 1IC.13 | MFA device {0} not | #AZIMFAIRE BIRESHESR
87 found. 13:: 18
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400 | 1IC.13 | The maximum FFBIMFAIREHE | iIBIQEMFABCAT.
88 number of allowed AEECE IR, ik
MFA devices has )18
been reached.
400 | 1IC.13 | Incorrect format of | IANMESLIETEIR, BREIAIELES
89 the X-Request-Proof ;8
request header.
404 | 1IC.13 | HTTP request header | #{AZIHTTPiER BREEKRLERT
90 {0} not found. %L, =,
400 | 11IC.13 | Invalid X-Request- IEKIERBEEIR . BlREEKRLSEHE
91 Proof request header. B,
400 | IIC.13 | Failed to obtain the | JREXSTSEiEHiE. | BREEKSHES
92 identity token. Ef.
403 | IIC.13 | Failed to obtain the | 3REXSTSEitHiE., |BREEREEEER
92 identity token. R
403 | IIC.13 | The operation is not | IKSAFHERT, | BREKS EEHE
93 allowed because the | ARFIFIRIE, .
account is frozen.
403 | IIC.13 | The operation is not | IKSAFZIRKT, | BREKSEAS
94 allowed because the | ARABIFIRIE. PR o
account is restricted.
404 | 1IC.13 | Tenant not found. HARIER,, BNERPEEE
98 =,
400 | 1IC.13 | Failed to obtain the | SREVAHSHELM . | FRESHES
99 bearer token. =28
400 | 1IC.14 | Bad Request: {0}. CIEIFOSELM ., | BEEEKRSHES
00 a: N
500 | IC.14 | Bad Request: {0}. SIERIBIRISHEEM . | IBEAREARZ .
02
400 | 11IC.14 | Access denied: {0}. BIaELE BINBEIERSHES
04 1Eff,
403 | IIC.14 | Access denied: {0}. HIaHEL ., BREEAEERE
04 R o
400 | 11IC.14 | Bad Request: {0}. BRSHREEE. | BREEKRSHES
05 1Fff.
500 | [IC.14 | Bad Request: {0}. BRSHRNEBE. | BRERAE.
05
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404 | 11IC.14 | not found HAZINA, BRBENAREEF
06 application. =,
400 | IIC.14 | Failed to request the | FHAZIEN . BREEKRSHER
07 authorization of the 1FH#,
account.
400 | 1IC.14 | Invalid token. TREIDSHE, BRBEIDSIRES
09 o
401 | IC.14 | {0} AR o ISIRIERRME ST
10 03
401 | IIC.14 | Failed to verify the | RIEZIERM, A | BREREZAT
10 session because the | S Ha, HA,
token is not found.
400 | 1IC.14 | Client registration EMERIRRE BREIERSHED
11 error. 1FH.,
500 | [IC.14 | Client registration IMEFIRRS. BRI AT,
11 error.
500 | 1IC.14 | Algorithm not found: | ;8B LLE%, ISHAEEEE
12 {o}. i, SRR ARE
.
400 | IIC.14 | Invalid session state: | TTHHISIBIRSIFIR | IBEIASIERESER T
13 {0}. o FenIER,
400 | 11IC.14 | redis error. HiTRedisiZIER BRBEIEKRSHES
14 o 1Eff.
400 | IC.14 | Failed to obtain the | SKENERSHFE. | BREBKRSHES
15 login token: {0}. IEff.
500 | [IC.14 | Failed to obtain the | RENERSHERE., |BEARATT,
15 login token: {0}.
500 | 1IC.14 | Internal server error: | PIERIRSBEIR IBEARMA .
16 {0}.
404 | 1IC.14 | Identity store ID not | X AZISHIEID, BRESHIRIDES
17 found. ==,
400 | IIC.14 | The workflow cannot | Bl T/ERLEM . BINESHES
18 be created. ;18
400 | 1IC.14 | An error occurred IR EIENDE BRESHES
20 when activating the | iR, ;8
device authorization
code.
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400 | 1IC.14 | An error occurred BB RIS ns BRNBESHES
20 when canceling the | iR, 7218
device authorization
code.
403 | 11IC.15 | Invalid Token. THENHIESHE, BEIRUSHEES
00 B
500 | IIC.15 | Failed to obtain the | SRENSAEIEShEL | BEEARALIF,
01 identity token: {0}. 8o
500 | IIC.15 | Failed to list SREVFFBIR S | IBEXERAF .
02 accounts for the 5K,
user: {0}.
500 | IIC.15 | Failed to list HIRSFIEFRIE(E | BEARATT,
03 agencies for the ERFEEM
account: {0}.
500 | IIC.15 | Token verification RIGIHIDSHREN . | IBEREBATIF.
04 failed: {0}.
400 | 11IC.15 | Invalid Param: {0}. THHNERSH BREEKSHES
05 1Fff.
500 | 1IC.15 | Algorithm not found. | ;8B ULLE%, BRAREES
06 i, SEARRARE
.
400 | IIC.15 | Failed to obtain the | SXEVIRSZSLAIEELk | BRESKSHES
07 service instance g8 1FH.
information: {0}.
500 | lIC.15 | Failed to obtain the | SREVIRSELHUSEL | BEAEARIZE,
07 service instance g8
information: {0}.
400 | IIC.15 | Failed to delete the | MIFRFEEFIIMFAIRE | IBINESHEDR
08 MPFA device: {0}. L. o
500 | [IC.15 | Failed to delete the | MIBRAFHIMFAIRE | IBEBF R AT,
08 MFA device: {0}. e
400 | 1IC.15 | Failed to create the | R THEREM . BINESHES
09 workflow: {0}. ;18
500 | IIC.15 | Failed to create the | S TIEREM ., BRI AR,
09 workflow: {0}.
400 | IIC.15 | Failed to obtain the | TiXIXENFIFHIMFA | BIOESHESR
11 MFA settings: {0}. BIEZEER. 3::18
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500 | IIC.15 | Failed to obtain the | FToiEFKENFIFHIMFA | iBEXRI AT IF,
11 MFA settings: {0}. EERERER.
400 | 1IC.15 | Failed to list MFA TENAFSIEMFA | BICESHER
12 devices for the user: | 8%, o
{0}.
500 | [IC.15 | Failed to list MFA TENAPSIEMFA | EBERIE AR,
12 devices for the user: | 8%,
{0}.
500 | lIC.15 | Request processing | HFHEBIRSZEHI | IBEBARART IS,
13 failed due to an KIEIR. SR
unknown error, &, BEROGIEELM,
exception, or fault
on the internal
server.
400 | IC.15 | Failed to update the | TiZNFEFEHMFA | BINESHES
14 MFA device: {0}. 2% .
500 | IIC.15 | Failed to update the | TLiEFAAFEHMFA | BEREATE,
14 MFA device: {0}. "&E
400 | 1IC.15 | Failed to obtain the | SEEVANPREELM BINESHER
15 permission set. .
500 | IIC.15 | Failed to obtain the | SXENARPREELLN BRI,
15 permission set.
400 | 11IC.15 | Email verification KBB4, | BINESHESIE
16 failed: {0}. i,
500 | 1IC.15 | Email verification IR FHRE R, | IBEENAF.
16 failed: {0}.
500 | IIC.15 | failed to get the PKI | ToiEFRENPKISHE, | IBEAERMAZF,
17 token.
403 | 1IC.15 | read permission does | IZEMRAZIEMFA | IBHEREE BIEN
18 not support MFA . R o
registration.
403 | 1IC.15 | MFA disabled. MFA#ZEF 1B5EEEMFA,
19
400 | 1IC.15 | Invalid access token. | TEXHGIHIEISHE, BREIROSHEES
20 BM.
404 | 11IC.16 | Client not found. EFin A MFE BEEEFIGIDES
00 1Fff.
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R | ER | BRER fiik ReIEfEDE

N ﬁg

i

403 | 1IC.16 | Client expired. = FimidHl . BREEFihead
01 HA, WNRIHREE

EMREF.

403 | 1IC.16 | Client secret expired. | ZFimE4EITHA BIREEFinEAE

02 EEHE, WRIHAE
SiNEMEFn.

500 | IIC.16 | Internal server error: | PIZBERSBEEIR. BRI AR 1
03 {0}.

401 | IC.16 | Invalid token. TXIAVIBIEISHE IBEMRIEHDS
04 e, FER.

500 | lIC.16 | Algorithm not found: | BiER1FE BRI
05 {0}.

400 | IIC.16 | Invalid param: {0}. THNEKRSEL BREIEKRSHES
06 1Ff,

403 | IIC.16 | Invalid param: {0}. TRRNERSEL BREIERSHED
06 I

404 | 11IC.16 | Invalid param: {0}. THNEKRSEL BEIEKRSHES
06 1Ff,

400 | IC.16 | Failed to verify the IWTSHERE IR, | BRBIWTSHEES
07 JWT signature: {0}. 1FH#,

400 | IIC.16 | Authorization i Pending®E. |BEHEZER.
08 pending exception.

400 | 1IC.16 | The client does not | ZFiHEATIE, BREIEKRED
09 support {0}. tfa.

500 | IIC.16 | Internal server error. | PIZBERSBEEIR. BRI AT,
10

500 | [IC.16 | Failed to obtain the | FKENIBEISHEIE ., | IBEARRAZIS.
11 access token.

401 | IIC.16 | Invalid authorization | {ERCERITH IBOERIEREER
12 type. IEff.

404 | 1IC.16 | Authorization RIS BHARAFREEEE
13 rejected. 03

400 | IIC.16 | Requests of this type | AZIFUERANE | BREBKRERES
15 are not supported. Ko IEff.

400 | 11IC.16 | The workflow is not | Rz TER. BRETERSERS
16 supported. B
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400 | IIC.16 | Failed to parse the | RRHTIDSHEIKR, | IBNEIDLHERS
17 ID token. o
400 | 1IC.17 | User verification WIFARP Y. BINEIEKRSHES
01 exception. I
500 | IIC.17 | User verification KIERFPEE. BRI AR F
01 exception.
400 | 1IC.17 | Login authentication | BZFIAIFHEIR. BIOERINEEE
02 error. o
400 | 1IC.17 | Unsupported FERTAZENR | BREERSHR
03 encoding. = BeaER.
400 | IIC.17 | approve code error. | HL/EEAEBHIEE . B ERINEES
04 Ao
423 | IC.17 | User locked. FP#WSiESZM. | BRAFXERR
05 F.
424 | 11IC.17 | User expired. FAF &5 8HE EEHAFEE,
06
400 | IIC.17 | Incorrect username, | BF&. BR%EMD | BRERAFE. BB
07 password, or identity | JEFRIRFFAIEM . FHEDFIRRGEE
store id. 1Eff,
400 | IIC.17 | An error occurred SRENSHNIEMEER | BREERSHES
08 when obtaining the | 1§, I
external IdP.
400 | 1IC.17 | An error occurred MESAMLIEXREE | BlREERSHES
09 when constructing M oz H S o 1FHf,
the SAML request or
response.
400 | 11IC.17 | No supported FERRIFNG L. | BREBERSHES
10 methods. 1Eff.
400 | 1IC.17 | An error occurred SRENSAMLITHEIEY | BREIERSHES
11 when obtaining 2, 1Eff.
SAML metadata.
400 | IIC.17 | The signature TERIELZUER . | BREIERSEES
12 certificate cannot be 1Eff.
decoded.
400 | 1IC.17 | Incorrect SAML HIRAISAMLIER. . | B ESAMLIBALE
14 response. BIEH
500 | 1IC.17 | Algorithm not found: | EiERTFE, BRI
16 {0}.
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400 | IIC.17 | Session expired. STHEEEM. BRERIERERE
17 o
400 | IIC.17 | Failed to reset the EEFBPHE. BREEKRSHES
18 password. B™Y.
400 | 1IC.17 | Username Eall s ) Sk o= 18 BIREEKSHES
19 verification failed. ;1
400 | IIC.17 | Session timed out or | ISR FBAIE, | BEFBEEITIE
21 stopped working. TR, BEHE | Mo
Restart your BB TIER
workflow.
400 | IIC.17 | Request cannot be HAIMELETRE | 1BEEER.
22 completed. Try again | B9iEK., BHEEE
later. ido
400 | IIC.17 | Failed to process the | TERAMELN, 15 | BHEEEIL
24 workflow. Try again | FEEEIR .
later.
400 | IIC.17 | This operation NELENTZIR | BREEKRSHES
25 cannot be £, I:
performed.
400 | IIC.17 | Failed to verify the MFARB156 LT . BREERSHES
26 MFA code. BY.
400 | 11IC.17 | Failed to create an TiERBPEIEMFA | BRESRKSHES
27 MFA device: {0} "&o 1Fff.
400 | IIC.17 | Failed to update the | TiEZEFHAFPHIMFA | BREEBBERSHES
28 MFA device: {0} 8% 1FH#,
400 | 1IC.17 | Failed to find the HKAZIBAFRIMFAR | IBIRBEMFAIREEE
28 MFA device: {0} Fo EZ e
400 | IC.17 | Devices of this type | EARBEREMULSER | BB TMAIMFAIR
29 cannot be registered | H9I8%E . BHEREEIAT L
again. R o
400 | 11IC.17 | Failed to obtain the | SKEXRSZSLAUSEK | IBREBTRSHES
30 service instance o 1FA,
information.
400 | 1IC.17 | Invalid session state. | TTRHHISIFIRS . BlRESEEAET
31 HA,
400 | 1IC.17 | User search failed. IEBPEW, BREBERSHED
34 ;8
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400 | lIC.17 | Incorrect username, | AF&. B8, Wik | 1BAFA. BB, &
35 password, BHSMIRIDAIE | IS EMDIRIDES
verification code, or | . 1FH#,
identity store id.
400 | 11IC.17 | Workflow creation SIETEREW, 15 | BEEE.
36 failed. Try again BEE.
later.
400 | IC.17 | Incorrect username, | BP%. 3. I8IF | BAFS. 15, &
37 password, B BMIREIDALE | IEB%SDIRIDES
verification code, or | i, ;8
identity store id.
500 | IIC.17 | Failed to obtain the | FoiEFRBNERIFAD BRI AR 1
38 verification code.
403 | IIC.17 | Login failed. Contact | &TiEER, BER | BHEREER M
39 the administrator to | EIER;FMMFAIZ MFAIRE .
add an MFA device. Fo
400 | 11C.17 | Invalid {0} THRISE - BEEKRSHES
40 B,
400 | 11IC.17 | Invalid one-time THN—REZR. | BRE—XEEERE
41 password. BE™Y.
500 | 1IC.17 | Algorithm not found: | 3{AZIRIRAIELEL, | IBEARATF,
50 {0}
400 | IIC.17 | Failed to update the | EFEEFHMPRETEK | BRBEBKRESHES
51 email status: {0} M o 1FH#,
% 5-2 SCIM $Ei2f5
HT | laf; | IFEEIRER ik R-IEIEHE
TP | {&4K
b7 N
=
5
40 | 400 | Bad Request: {0} ARZEHRIS . B BEIE RS R
0 EEIEH,
40 | 404 | User [{0}] not found. BRA=ZFE. BINERRPEAE
4 £,
40 | 404 | Group [{0}] not found. | BFERFE. BRERPHESE
4 =
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HT | @R | FAEIRER iR RbIEfETE
TP | &K
=
i3
40 | 404 | Group member not RRRFE BRERAPEEE
4 found. £, FBERHEAIRK
R,
40 | 409 | User [{0}] or email BRE&FE. BRERPERRES
9 address already exists. ==,
40 | 409 | Group [{0}] already BFREEREFE. BRERFEREE
9 exists. ZFEFE.
50 | 500 | There was an internal | FEREPIRSZEIR. | BRI
0 server error.

5.3 KBS . IAM ABF. InH. AFPA. XiE. ZEHE

FRF0 ID

REKS . IAM BB, IRE/RYAFRF0 1D
o NEHIARIKES. WEID. AFS. FAID. IESHR. HEID

a. EHERNEERALRA, BE BHE .
EALANERSRIEE “RIETE” .

5-1 EANFAVEIE

FE1E &=

e

o] rAS=hey

A-Company
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¢ & “ERREILE" FE, APFIERES, EEKSSE. KSID. AFE. BF
ID. IME&FR. IEID,

BIXERIIRE IDBEIAE, FERESEAERIXIEEREISRAYIREID.

El5-2 EEWSE. kS ID. AF&. AR ID. IE&R. IKE ID

APIIE @

o AMAPISXEXFIFID. TEID
- FEBPIDESE: EERENIAMARIIE.
- FEURRIDESE: EREERMTHREE.
SRENFFZH2 7570 1D
SB BRENE, BNAMESHIE, &F “BPE” .
$B2 PEBESANRPANNTIIE, BTSEMPESER. APEAID,

5-3 EiRAFHEBIR. BFR4AEID

G SONDES BRE O
= 217078 Q

.

IREX[X 15 1D
SB BREDT, HANAMBHES, %2 ‘TR T,
$E2 “TE” JIMRZEEIAFTEXIERIRAID .

5-4 BF XI5 ID

ssmEms umo
. O S EEHUEE—RE, LESEURE SRR AN REKS SRR NS AR, NRTREOURE, S SEAN, A SEOURE x
Q
T e B
e
-

s
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IAM B{aeuly
APl &% 5 Bf#F

IRENZHEEZTRF0 ID
FIE1 BRERT, HAAMEBRE, &R ‘&5 1%,
£ RIS ohEIEEERZMIDNEIT L, ZRESGEMIVE—THZIEER, BT
AEEID,
5-5 BEZF4EID

E - Q

E R = ORI iz oE = e = e
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