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1TPR®H .

o A RTEFN MR FENRIBEMREHERILLERTEH
o RE— BT ERIHTERRIFOARS/REIE, FEENESEITEIEANTZ

TE=EH.
MRTERERRSTHMEPREN—IRE, BRLIEEZTR[ERTITER BT

SOEE’\JIN%QEO WMRZERILIETFREEEREN, IITFABREMETIRKNR
iﬁl o

ECCERZBIETE5Dockerfiledfly “ENV” 4ER+EE
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https://support.huaweicloud.com/usermanual-cce/cce_10_0208.html
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https://support.huaweicloud.com/usermanual-cce/cce_10_0232.html

Kubernetes FFE£IIR 2 EARMEE

iR (Chart)

API Server

KubernetesEEE¥ ol LUBIT HelmELMIX GBS, iXEAIKubernetesiRF-E IR IIER
(Chart) . Helm3¥3FKubernetesfJXZZE{UFEUbuntuRFH{ERAJaptas<S, Bt
EBECentOSEZPFEANyuMTmS, TrEBHRIRER . TEHMNZEENR (Chart) .

&4 (Chart) 2—fhHelmAYTEIRH, SREMAT —HEXREREREN, M
FREENERRGE . BRPUNE ST ATEIEKubernetesi FIR—FRFIYAML
%, ERLEHemBIRPEE X NAREFII—ESHIRE . RIRASEIRE=IE
B, HemSAREEIRPEIYAMLMHE LEERFPRIZERIR, BXNTRREHIS
BEEERREF, MEKIBNYAMLBEMIFIREG CEFHITHE,

MTNAFAENS, FERSNRREBAMIEREE, FETHelmpIRRGZE
NMARIKIKRE—HE, ME—LEXRSH, KEENAESEREE.

MFNAEREMNS, ALERHelmBEHIENR (Chart) BFTFHEEBENSH
HelmSRIEEIREFRYAMLX (4 BIR TSR P RN e R EIRE, NAGERE
FRREEFNAIEX M, EIRTLSSERNNAER . 2. A&, @R,
o

KTFHRIRATE Z IR FIES IARIREEAE o

API Server ( Blkube-apiserverfB{4 ) @KubernetesEB$ I OMEHZ—, BB
Kubernetes&RFtHIG— AN . API ServerfaRAMBRIERBEFinHIAPIER, HtH
. EEPIIARRE D FIERFIMPEMHEER(E, FraXEEFSIR (1Pod.
Service. Deployment&s ) RIIRIEERUEITAPI Serversek o

API Serverf9XE4FEANTNAEIN T :

e Kubernetes APHEIREE: API ServeriZ2{it T—/'RESTful API, FITEIBMIRME
Kubernetesizi&, #NPod. Service. DeploymentZs,

o IANESIEN:

- IAIE (Authentication ) : IEIFEREZFNSMD (20@D Token. ZEFIFIER.
BRE%REE) .

- 81 (Authorization ) : KB SINFAPEEENHIITERIVRIE (@S
RBAC. ABAC 5515 ) .

o AN (Admission Control ) : fEZIREIZE/EH/MIRET, ELENEHIZE
( Admission Controllers ) XHEKFITIRIGEHIEK -

. ngIHJi$%"IE: STHFZARAAP! (20V1. apps/v1E ) , Fo{EINREEHNRA 4

o SHEMBEHRIRZE:
- eted! ESetcd LUSANERRRE.

- kube-controller-manager: @EIAPIAIFEEZM, HITIEHIZE (TS
1=HIEE. replication =HIZE ) o

- kube-scheduler: BISAPEREVFEAEPod, BHIAELER,
- kubelet: MAPILIRTSFIPodIRZ, U PodECEFF T,
- kubectl: FBF@iTkubectliEFHAPBRIELEEERS,

BEZXTAPI ServerfIBcEiRBE, 155 Mkube-apiserver,
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https://helm.sh/
https://support.huaweicloud.com/usermanual-cce/cce_10_0191.html
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/kube-apiserver/
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3 [EE5 Kubernetes

A8 5 Docker

BRARRETLinux, 2—MAZEIMEAR, REBRSRE, LIEREHE
MBR. RESHRASEHIMRX, AEMEDockerAIHIIMERSE AAK,
Docker@FE— MEFRAER RN ZEBEIRS . EANEN THTENABRIR
2, EUTHIENANENRE, EERMRERRIHRREBITEH—1E
BRABENE, XPMELUKAREEEEMEZEITDockerfIH 28 EEM .

AR ESEUNRRREEMNSELI, BREWLTRIERSEMAZEH,
EINEENS.

3-1 28 vs EHN

Containerized AppIications Virtual Machine Virtual Machine
‘ APP ‘ ‘ APP ‘
‘ middleware ‘ ‘ middleware ‘

APP APP APP APP APP
Linux Kernel Linux Kernel

‘ Hardware

‘ Hardware ‘

HBEETEREMIL, SRBUTMR:

STRGHRA 01 (2025-08-16) RS © ERRTBRABIRAD 12
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o FEEMMABRAKLRE
HTFASRAEERTIEEEIA RIS TR ERASETINTE, BRURHER
FERRBRES., TICENARTEE . AEREHE XEHEFEERE, SELUE
FEIMNEAESE . B, BEEEMIEAR, —MEREEREN, FEALL
BITESHENNA,

o EWNERISEIATE
EFER RN AR BN ARSZSFFEEH S, MmDockerdzeE, HTEHE
BITTFEER%Z, TEBHZENRERS, EtTLUHRIMNER . EEZRHRN
BEIATE, KAPTATHA. Wik, SBEBAYETE.

o —HHIEITINE
FRIEF—IMERNORERE—HMEEE, BFFARRE. WKHKE. &5
KEA—H, SHELOEHREFAIETHEAI . MDockerfIHEIRE T
HNIZIPZENNETIINS, IR T NAETIHE—3E.

o FHRRWAAUIEE
FHFDockertff® T HATIMER—EE, (FEMNBINTFREINSS . Dockera] LATE
REFELIET, TICERYEN. B, EETERE—H. FitaTLARE
ZHEE—NES LETHINA, TS —EESLE, MAREMETIAER
TUESHNBTEEEIZTHIER.

o ERMRIHIFFIY R

DockerfEFBRID EFMHELUNRERIRA, FEENAEETTHNERENTS,
(ESN AP EHENEE, ETEMBEREH—IT BREEREIFERR.
L5k, DockerBIARIENFHEINE B\ —ie4EiR 7 A S RERNESRE, BRI
gi%%gg;iﬂﬁﬁﬁﬁ, NETLAMERERH—SEH, AKHFERE T N AERSSHY
SEHIERAS o

Docker B2 BiRVEFRIE
DockerBef8 B F=1MFEM=:

o & DockeriZREEVET EITERINAEFREMKIRIIIEG . CBENAEE
PRI BRI R GAIE b TTEIE, WREIETRRIAT TS ERR .

o RIRBE: DockerfZ G GERTFMDockerHg, LIRIEHARAFARBRKZ
EHZXEG, SRFEEE, BEATUEREFECIER LET, EAFLUE
EERGR—NMREGREE, ARTHIIBI—EBRLEHIETE. FECEER
FRY, RFFRBAMPHENRS, BIFEE—LEFAEH, (NED AFYRE

No
o BB DockerBFEBEER—ILinuxFEE, BETFDockeriZGHEEIE, —MzfTh

HNBRE—MEITEDocker £ ERGHIZ, BEMEN, URFBEITEENL
HNEMHEHEIEEN ., XMEEERREZRN, ERECReEHMERS
B8 EHEE (CPU. BEE) &

AR A AN Bl 3- 27
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{ERTAI

3-2 Docker RESHIBVFHIRIE

FERIE S T
N~

2.1 Docker &
_ ERBIREE
- - | | . H ’ @
e
A EE——
3.1 DockerM\§E

1 QORISR

1. FRNA 2 RELE ¥ 3.2 Docker&EF

FEIEER | BERHS @gﬁ{g‘@ﬁgﬁg N
777777777777 > e
|
3. BIEIE(T
; whee |,
FEH

s el

1. BSRFARBEEFAKMENR DR NBHEIESRS
DockerifiTas<, MWRIRGHEFMENRL.
2. FRERELEREGHS.
DockerlfZIep<fa, BAMIRE LEZRERERE.
3. FRBEEFHENRRXETRRG S
EFIMRTREIRLE, Dockerae NRIRCEREURGEINZE L, AEETR
Biz{TE=R.

TEEMADockerFEFTNGinGREITE—NEFRRR, HETERRHEITNA, A
[EHEXERIERRRCE.

Z#EDocker
Docker [l FZIFEMBIRERAR LRE, AR ALURIESEGFEEZRAIDockerik

o

LA “CentOS 7.5 64bit(40GiB) " #ERF M, ERENRBEIREZEDocker
1. PUTLATFE<, Ailyumig.

yum install epel-release -y
yum clean all

2. PUTLAT &S, REFENTHE,
yum install -y yum-utils device-mapper-persistent-data lvm?2
3. WITLATHS, I®EDocker yumiE,
yum-config-manager --add-repo https://mirrors.huaweicloud.com/docker-ce/linux/centos/docker-

ce.repo
sed -i 's+download.docker.com+mirrors.huaweicloud.com/docker-ce+' /etc/yum.repos.d/docker-ce.repo

4. PITLATES, BEETBAIDockerki A,

yum list docker-ce --showduplicates | sort -r

STRGHRA 01 (2025-08-16) RS © ERRTBRABIRAD 1
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BERNT:

Loading mirror speeds from cached hostfile
Loaded plugins: fastestmirror

docker-ce.x86_64 3:26.1.4-1.el7 docker-ce-stable
docker-ce.x86_64 3:26.1.3-1.el7 docker-ce-stable
docker-ce.x86_64 3:26.1.2-1.el7 docker-ce-stable

5. WITLAT®S, LEIEERAHIDocker, EiNZEAIDockerhkA7£18.06.0 (£
B) £24.09 (AF) 28, LMERLREFEINER, XTREGINERAFMR
BRLANIERXEIES IR ERGINERS .

sudo yum install docker-ce-24.0.9 docker-ce-cli-24.0.9 containerd.io

A3LA24.0.9796), WNREEER T HMIRA, 51524.0 0B AENAIIRAS .

6. HUTLATER<S, BaiDockerfRSs .
systemctl enable docker # i2EDockerlRBERSEEIITEEIBEN
systemctl start docker # [EE1DockerfR$%

7. KMEREER.

docker --version

EIRERUT:

Docker version 24.0.9, build 2936816
DockerfTERIR
Dockerigfft 7 —F{EEAVEIA N BT ERIA T, MUEDockerfile, #EBiFDockerfileiEH!
— MNMEERAINGINXER .

1. EEUTEBIRESFINESE ., SERINERTLAX IS EBIFRE G T T
N, FEMBRATFZERMEERSHENE=SEKREE (40 Docker Hub ) #iI
S GBI THIEEELAMNEE ., Bal, SENEERERESXE, Bk
HAEES NI EESINESE

BRSWRIZHE,

FEEMSHI=EE “REER > REHP07 . EERREHOINEER, 5
FRIENSRIXESFFHRGE P OINEE, FRIBENREPOLIRSIRE

c BT EERINEST , EEMEDHRE Conikssibi” , BEC, SR
WS HF IR

3-3 SfnEEbE

ARTESR ” e a) GE= ) o

d. HIFLLTHS, 18K “/etc/docker/daemon.json” 34,

vim /etc/docker/daemon.json

AR TRA:
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{
"registry-mirrors": [" JiESEHHl"]

e. EEERHE, BT THSERERSIE,
systemctl restart docker
MREFFEW, WEEIRERAEMAE (20: /etc/sysconfig/
docker. /etc/default/docker ) 2EEE T registry-mirrors&%f, fifxLES
HHERERES AT,

f.  BITLATSHS, BEBDockeriFMEE

docker info
Registry Mirrors=2ERRIMBIUE I NNEREEAIELEATY, 1RBEINREE A ER
I,

Registry Mirrors:
https://xxx.mirror.swr.myhuaweicloud.com/

2. fEmynginxi&E T, BIE—1E9DockerfileAIS 4.
mkdir mynginx
cd mynginx
touch Dockerfile

3. WTLATS, #miBDockerfile3X {4,
vim Dockerfile
BRI T
# ERANgINRIRIE A ERERER
FROM nginx:latest

# A"hello world"B=index.htmBEERS
RUN echo "hello world" > /usr/share/nginx/html/index.html

# RVFINRIGIDEZERI80IR O
EXPOSE 80

4. HITUATESS, 1T8ER.
docker build -t hello .
Hep-RAEEI—MEE, RRAREIS, KEHEEhelo. LR
5. FREISIER THUTIZHIE6H<S
5. WTLATEGS, EEREESAEIERI.
docker images

RERWT, WikBAhelloBIRELEIZERMIN.

REPOSITORY TAG IMAGE ID CREATED SIZE
hello latest 1ff61881be30 10 seconds ago 236MB
IBRIGHEXEIRG O E

1. BERSWRERS, AAMEE “HARG” , ARREAN “EPin LER
&>, EEHAEOFSE “ERIGIIERIES” , ARETIZIESHESINR
AT, BREISWRERCE,
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BERRES BHBE O
mse | e
I sms Rl x_

BRI

ol

&

¢ 0 @m0 3
H
5

2. LHERGRFELSRGH—TENZIR, WRAR:

docker tag hello swr.cn-east-3.myhuaweicloud.com/container/hello:v1

IXEswr.cn-east-3.myhuaweicloud.com@ G EMIE, FXIEAIHEIEARRE, vIRl
EhellofE B D ERINRAS .

- swr.cn-east-3.myhuaweicloud.com@ G FE#biE, S XigRItIEARE

- container24ARAZ, HMA—IRESWREBSIEE, WNERE0IZENE X _HERIRT
R=BE18E, ANZERIMXFRLBEE—, TEERESEHHRLNZIR,
- VvIZheloiZE B D BERINRAS

3. HFUTHS, BERLEEESWR,

docker push swr.cn-east-3.myhuaweicloud.com/container/hello:v1

4. HTLATE<, BDAJHIEN ( FE ) ZRKR.

docker pull swr.cn-east-3.myhuaweicloud.com/container/hello:v1

3.2 Kubernetes

Kubernetes 2{t4

Kubernetes MRBEZ MBS RTINS RS, [FHKubernetesaElg
HENEE ﬂF F04mHE

SN FAFAEETMS, AJLUEKubernetesER— NEEHEIERF . Kubernetesi2HtIRSS
7@% 45, RAFI9E . BREE®REFINGE, LK ENEMEHEXE SRR

Kubernetesa] LB K SRIIRSZEEM—ESEXAIRSSE, E—aXKIRSEE EEIE TN
27 . FTiCKubernetesfUERFIEZ /D BIRSEE, EKubernetes EEPE N FEFRYA
KT,
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3-4 7£ Kubernetes &8 HizfTN FiERF

APP APP APP
API / kubectl / {=#l&
‘ [ kobectt/ #E " o or
FEE
APP APP APP
Kubernetes£Eg¥

Kubernetes EEE¥22443

KubernetesSEB¥ I &SI AN TERS S, MAMESELFSSL, BULEIRE
HER N PR B E R B A L

AR
B ZA=R5 | BRSBZERNER, EHTRIBHAZERSIZERSTE, BRFENdeT =,

KubernetesSEBAYZRATUN N7

3-5 Kubernetes EEE$¥2243

- .

Scheduler Controller Manager kube-proxy
Master l
Container
Runtime |
Node

EHT R
BT R R ERRYIEHIT5 =, HAPI Server. Scheduler. Controller Managerf1ETCD
PO EHHIRY o

e APIServer: SZEMEREIAIPEL, EZINAHEK, FIBERERIETCDH,

e Controller Manager: H{TERERINEE, BHIAIEFIE M, RIFT(EH =, LEW
mEEE,

e Scheduler: ARNARENEM, RIESMEG (NTBORER. RATFEME
%) BEREAEEINode LiE1T.
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o ETCD: — "o HXEURFMHEM, ASFEEHNEERER.

FEEFRER, ITREEENSTRHE, BESPESNEHT R, MCCEHNER ST

AERFE3INMEHTE,

TEP=

TFPREREFNTET R, ETERNMNBIIT R,

e kubelet: kubeletEEfmZERIContainer RuntimeiT3Zi&, F5API ServerizH,
EETR LRSS

o  kube-proxy: RFIEMEERNAIENIE, AT = ERNFERYGEERE,

e Container Runtime: REIE1THT, WDocker, BREEMIINEER FHBEBRINZETE
250

Kubernetes 193 Bt

KubernetesFFAl T B28izfTA0#E0 (CRI) . BFEMLZED (CNI) FIBSEF#EEO
(CSI) , X&EiEKubernetesf9 EHE SR AW, MKubernetesABNEFFE
SERE,

e CRI ( Container Runtime Interface ) : Bg8iz{TATEO, EHITERIE, CRIE
BIENAES|E2EANER, MEBEIFE—IEOSENARE5|EZEHITHE
&,

e CNI ( Container Network Interface ) : Z2ep£&iE], 1BHMLZEIE, BIZCNI

$#O, KubernetesR]LASZIFARIMLEINE . BIANCCERL 2T ABICNBEESZIE
Kubernetes&EEHE{TFEVPCLZEH

e CSI ( Container Storage Interface ) : AeEfFiBIEL, I2EHFMWEE, BITCSHE
A, KubernetesAJLASZ#5&FHSEBIRYTFNE . BIANCCERBILATS (BItEXIHEIRTF 1
(EVS) . 3{47Ff& ( SFS) FOxds7FfE (OBS) o

Kubernetes R AITS:

EEN4BKubernetesEERBFRIIERY, TEISNBKubernetesPEARITR R E1ZERI—
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3-6 Kubernetes EA33%

E— Deployment
ISP StatefulSet
E=RS
ConfigMap « \
1=&IPodiafT 7 s
EFRERES P e iEB 0
Secret « {ﬁﬁﬁgg
ot Y CronJob
PVC
l DaemonSet
PV
e Pod

PodEKubernetesBliE ok EPENIR/NENL, —PPodFHE—NHBN DR
( container) . FFEZR (volume ) « —MNHEIMZAIMILZIPLAR & IE}I%J 2BiE1T
BRRIRIRIEIR

e Deployment

Deployment@XJPodiIBRSZ 2745 . —*DeploymentB] LABE—1 52 Pod,
B PoddIRmEHERE, FRARSZSBENIDeploymentdIZ4-Pod3&IEK

e StatefulSet

StatefulSet 2R EEBIRSN BRINIR . FDeploymenttHEIRIZ, StatefulSet
B T ETERERENAI—HPod ., {BF1Deployment A EHIZ, StatefulSet/s
BAIIRIENPod4E R T — M EERIID . XEPod2ETHHERIEARLIZEN, BR
TEeEEEMR, TICEAEE, S/ Pod&E— 1N KARZERID,

e Job

JobRFRIZHIALAIEEESAINIR . AW S SKHAEIIR IV SS

( Deployment ) FIEZXFIRAAIBISHNETELEE, MKEERWSER

F'T EIEER TKITEIT. JobEIEAIPodiRIB IR EIEESMINME
B ( PodBznfiER )

e CronlJob
CronJob2EFaTiEzEHIAYob, EMTFLinuxFRFHIcrontab, TEISERIATEIEEA
ETIEERES -

e DaemonSet

DaemonSet@iXtF—fXdR (FiPHiz ) , eEEHNENPRLLET—
Pod BFRIERB—1Pod, XIEFEE—LEXFZEEBINA, AIMIBTKE. &

RiniEE, XENARTEBINDREET, BAFTELSIO, —PNERIFRIBI
??}L;EKUbernetesE’\Jkube-proxyo

e Service
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Service 2R APodIHTTIEAAY ., ServiceE— N EREIPHBLE, Servicelgiiain
BtEk%5Pod, MBServicen]LALRIXLEPod it faEktaEs .

e Ingress
Service@EFIUETCPFIUDPIMNEERRY, IngressE] AR TFHERIHTTPFIHTTPS
hiEE A, TJLABIS ISR NREMEIEMAERNRS .

e ConfigMap

ConfigMap2—M BT FENARFEEESIRREEE, BT RFREIUEN
#EXS . BT ConfigMapRI LIS EMMMEIECERAE, (EEARIMNEERERIE
%0

e Secret

Secret2—MIIEFHEIIRIENR, EILUSAMEESRE. B, FARFRFREFE
Secretdl, MAFEICXLEBEIEREZREGEEPodENXF, NTEMNZEM

Rido
e PersistentVolume ( PV)

PVIEIS A EIEF IS, TEENHNR—MFANFREBEN LHNER, ki
—/NFSHYEHIE S

e PersistentVolumeClaim ( PVC)

Kubernetesi2tPVCET I TFIFANEFENRIE, PVCHLULELTEXOIEREFE
;J-—-’:QEZIMEJQUE\ BEE, MRASERPTSE2MOMEENFEIR. 2K
Fhi&E=S(a),

&% Kubernetes &8+

Kubernetesfi 522 2KubernetesEEB$19755%, Bl40minikube. kubeadm
=

MR R1THEEKubernetestER¥, AJLATECCERRSS WL, AN/EEABHERIGECCE
SRIASERYSERY LIRFET .

Kubernetes SSRHEIA
kubernetes &R LMERAYAMUEIR (IIREIYAMUER A TR, TLISEYAML
EE) , ELAMERISON, ERATLIS I FUANERD
e typeMeta: MWHREEWTIEE, FENRERPDAPIKRA, BNEERITR,
e objectMeta: WRHITIEE, BIETREIR. ERIGES,
e spec: WRAVHAERZ, HIINRERAAEGR. BSLEIRE,
e status: WRAILPRAT, REENROEREE, SIENRITLHIEE.
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https://kubernetes.io/docs/setup/
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3-7 YAML fEiR 4

apiVersion: apps/vl
kind: Deployment

metadata:
name: nginx
labels:
app: nginx

spec:
selector:
matchlabels:
app: nginx
replicas: 3
template:
metadata:
labels:

app: nginx

typeMeta

objectMeta

»

spec:

containers:

- hame: nginx
image: nginx:alpine
resources:

requests:
cpu: 100m
memory: 200Mi
limits:
cpu: 100m
memory: 200Mi
imagePullSecrets:
- name: default-secret

status: {}

£ Kubernetes HizfTR
%3-7¢E4Jljﬂf§£l3ﬁstatusﬁ7ﬂ

7N

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
labels:
app: nginx
spec:
selector:
matchLabels:
app: nginx
replicas: 3
template:
metadata:
labels:
app: nginx
spec:
containers:
- nhame: nginx
image: nginx:alpine
resources:

»

spec ( BRERIRE

status ( SEFRIRTS )

N Anginx-deployment.yam A3, S0TRAR

N5k 01 (2025-08-16)
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requests:
cpu: 100m
memory: 200Mi
limits:
cpu: 100m
memory: 200Mi
imagePullSecrets:
- name: default-secret

{EFkubectiEZERE, HITUITH<S:

# kubectl create -f nginx-deployment.yaml
deployment.apps/nginx created

S HUTIE, KubernetesEEB¥H=BIE3"Pod, (ERINTas<SHLUEIDE!
Deployment#[Pod:

# kubectl get deploy
NAME READY UP-TO-DATE AVAILABLE AGE

nginx 3/3 3 3 9s

# kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-685898579b-qrt4d 1/1  Running 0 15s
nginx-685898579b-t9zd2 1/1  Running 0 15s
nginx-685898579b-w59jn 1/1  Running 0 15s

Btk AL, B TRRESSEFIDocker. KubernetesEEE%, KubernetesEA#ES:, FH@id—
NRBIT Ekubect IRERFER, ANXGEEEEERANBKubernetesXIRAIHEZLL
RERRAE, HNENSZEN*ER,

3.3 {# Kubectl S$IRIEEEERE

kubectl

kubectl2KubernetesEE2$ 10ar ST LR, EAILUSkubectlZEE(F=—EEL,
Bidkubectlin${EKubernetes&EEE

CCEER AIkubect|ZiEiES MiE T kubect WEIZEER . EEEE LI Tkubectl
cluster-infoEBEERHEE, WX,

# kubectl cluster-info
Kubernetes master is running at https://**.**:5443
CoreDNS is running at https://**.**:5443/api/v1/namespaces/kube-system/services/coredns:dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.
HiTkubectl get nodesrILAEEERFFIITRIER

# kubectl get nodes

NAME STATUS ROLES AGE VERSION

192.168.0.153 Ready <none> 7m v1.15.6-r1-20.3.0.2.B001-15.30.2

192.168.0.207 Ready <none> 7m v1.15.6-r1-20.3.0.2.8001-15.30.2
192.168.0.221 Ready <none> 7m v1.15.6-r1-20.3.0.2.8001-15.30.2

BEZkubectlip$igeEkubectl RiESE,

get
getin S AT RGN — I I —ERRINFEAEE
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Zan LRI LAGIH SR A RIFAFMER, BEST R &17AIPod.

Deployment. ServiceZ,

ikl

SRS MR TiE, KiEEWRITENBERT, FAMSESR--
namespace=default, Bl&EifldefaultdsZ= 8 FEIRIE,

Bign:
SREXFTEPodRYIFAER
kubectl get pod -0 wide
REFTE a2 =8 TR TRIATE Pod:
kubectl get pod --all-namespaces
SRENFT B a2 =E FRIEITAIATE PodAIHRES |
kubectl get pod --show-labels
IRENZ T BB a2 =)
kubectl get namespace
() %88

AT LAER “kubectl get sve” ,  “kubectl get nodes” , “kubectl get deploy” SFKENE
ERRIER .

LAYAM LIS Pod B9 4RIE 2. -
kubectl get pod <podname> -o yaml
LUSONE =g HPod AR R :

kubectl get pod <podname> -o json
kubectl get pod rc-nginx-2-btv4j -o=custom-columns=LABELS:. metadata.labels.app

AR

Hrh| ABELSHE/RASIARER, AILIECIRE, “metadata.labels.app” HEARIEIEEEILIR
ZHIRIYAMLELJSONFEEY,

create
createap S AT IRIEN (el \ B2 ERFRIR -

tﬂ%g%fﬁ)‘é?’fﬁﬁﬁﬁﬁﬂ’\JYAM LEISONI 4, EiEERIATar<RIRI eI HAE
XHIRR

kubectl create -f <filename>
expose
exposeF— 1N RIREIEPod. DeploymentEFEAFA— 1 #hHIService,

kubectl expose deployment <deployname> --port=87 --type=NodePort --target-port=80 --node-port=37000
--name=<service-name>
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(AR

LA Edn$ataDeploymentBlliE— 1 NodePort3:BIRSS, --portAlRSZ RO ( BFEEHS
@), --typelafRSSEE, --target-port HIRSSXI R fZimPodAdiR, --node-port®&~NodePort
w0 (FTEEMAE ) o HEh--node-port HEik2%], KRigERS, SEEHISE30000~327675E

AEH D ES
run
Bl PodskDeploymentfytRiE#<, EEMIXIAE,
g0

kubectl run <deployname> --image=nginx:latest
ERT, BILATEGIEEPodakDeploymentAEEIEITRIAS !

kubectl run <deployname> --image=busybox --command -- ping example.com

set
AR LIRERNERE .
fuan:

RENEH— DeploymentfI B HRIR L9 1.00R AN :

kubectl set image deployment/<deployname> <containername>=<containername>:1.0

edit
editfeft 7 B —FhEFTEIRAVRIE,
fn:

{EFeditEEE#HTPodiIaR<SIa:
kubectl edit pod po-nginx-btv4j
LFEaSSHRERT:

kubectl get pod po-nginx-btv4j -o yaml >> /tmp/nginx-tmp.yaml
vim /tmp/nginx-tmp.yaml

# do some changes here

kubectl replace -f /tmp/nginx-tmp.yaml
explain

BEXEESERM.

fgn:

BEPodRITEXNIS:

kubectl explain pod

delete

RIERRZ AR EMPRRIR .
Buan:

S ZUMBRIZPod:

kubectl delete pod <podname> --now

kubectl delete -f nginx.yaml
kubectl delete deployment <deployname>
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HEwS

SRHEEHS

rollout

BERFENRT.

fBIan:

BEREERFIESERS:

kubectl rollout status deployment/<deployname>
BERERFEINARMAE:

kubectl rollout history deployment/<deployname>
EIREERIR, BUARIRE E—ThRA:
kubectl rollout undo deployment/test-nginx

scale

scale TR EREMNEI LA\ EHSRIARNRITT a8\
kubectl scale deployment <deployname> --replicas=<newnumber>

autoscale

autoscalefn $12MHt T BiRIE TIEZAICPURI BRI ERI AT 48891088 .
autoscalefi$ELE T EfAE; ( Deployment. ReplicaSet. StatefulSet ) iI5E— 1 EIA
HAVGEE, ELFRMETHRIEEPodiFIICPURI BB NTEIEEIEE X PodiH
T BRED . WRFIEEBMIBRWIRENRE, BERIANBNYT E5RES

kubectl autoscale deployment <deployname> --min=<minnumber> --max=<maxnumber> --cpu-
percent=<cpu>

cordon. drain. uncordon

BESBEXEFE—MES, I TRFEAR, BREZTRENEIFSIEITH
Pod, SiEZTREERME, FEFAIEWSENTE, WFREAXAGSBLTR
LisfTaIPodifREIEMT = £ ERERUT:

{FERcordon@pSE— NP SARCHATEE . XEKREFFPodBASHWBAERNZT
=k,

kubectl cordon <nodename>

CCEHh<nodename>ZRIA 9 SFAMIIP o

{EMAdrainds<, KZFiZT = ERIPod, EIE1TEIZT = EIZ1THIPod i BRIMIERIEA:
Tert,
kubectl drain <nodename> --ignore-daemonsets --delete-emptydir-data

--ignore-daemonsetsFx R~ ZHEDaemonSetFizEHIAYPod, --delete-emptydir-datazk
BMEFIEERemptyDir ( BT SAHSMBRAIBEEE ) RIPodth ST,

SHZT R T D REEPRYIRE, NEETRF.
TRHEHPSEE, ERuncordontp SERIZT R, EEEHLEAIEARE.

kubectl uncordon <nodename>

R
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cluster-info

EEEER P THIEMS

kubectl cluster-info
BEIFMAER:

kubectl cluster-info dump

top*

if’._m_?’m;ﬁ ( CPU/Memory/Storage ) {§F, 1z HEEEFPHIMetrics ServerlEEIE
1Jo

taint*

ER— B PIT RS R,

certificate*

IESLEBRIR

BEIZWFIAIR S
describe

describean@2&{ll Fget, FHFMATIRIERIVEXESE . FRAE, getiRISAIRTEN
IZZRFANFMER, MdescribelRISHIRRREERHFNBEXAVMAKES . describedn
ElgetzX{ll, {BRdescribef Az F-0iklN, XWFR—EBAVEIR, describernSi)
HRVUERRRIL, ABIEIERE .
kubectl describe pod <podname>
() #8e
MREMEEBENRFAIER, FERgetd THRIGRIEINIFRIVER . ERNREETOE
PMERFIVRE, WEANPodHARZErUNNingRZ, XITRERNEFRIVKSEERT, MAZ
{EF3describeds< o

logs

logsap & AT ERPodiz{TH, BRNEFBEIIRERENRNS . NRERS ail -f
B, FBER-AERK.

kubectl logs -f <podname>
exec

5DockerfJexecHiEBL, INER—Podih, BENBE, TEFEH-aETUESERS.

kubectl exec -it <podname> -- bash
kubectl exec -it <podname> -c <containername> -- bash

port-forward*

BRI EHS AR OZE—Pod,

fBign:

RN A i 150003 4% & Fl<my-deployment>ElZ2AIPod B AYix[16000:
kubectl port-forward deploy/my-deployment 5000:6000

cp
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SHMHHERTIESE:

kubectl cp /tmp/foo <podname>:/tmp/bar -c <containername>

¥&/tmp/foo R4 EHIZIimFZPod RS EREEAY/tmp/bar o
auth*

WEFN.

attach*

attach@p SR U TF logs -f, IBHEEFEActrl-co MNER— P PodHEZNFEE, B
BEEMNENSS=EE, FEEPodBEER-c containernameigEIZ1TRIRES .

kubectl attach <podname> -c <containername>

replace

replaceir S BTN ERZRRIHITEN . Bit. HFTEFMRRI—LEHEA00HE, a0
RIENEIAHE, 18I0, BXGrE, FXBGIRA, BXiRO%F, #MaliERENR
YAMLI {4, PAIEH Treplaceds<.

kubectl replace -f <filename>

BIRBTRABEWER

apply*

applyip SR T tbpatch, editFEEM™EAIEMERAIS . BiZapply, BFETLUE
HiEAconfigurationfEfsource control B9 AR EMRAER . EIXEEHAT, KB
BN {HfEiXserver, sAIG{ERkubectl applySEFHMBEIRIR. KubernetessfEMF3
BEFEE R E TR ER EEN AR EMILE, HREMEXREIED, m
A FIMERHITRPRIEENEED . applyds$hIERA X Ereplacet8E, REIAY
=, appyA=RREERIE, ARCIENR. appyEIERTEEERENEM LHITE
?‘i ERTkubectl applyifSTERBRRRII—FERE, frcHailJapply, T gitig

kubectl apply -f <filename>
patch

MR—NBREREIET, XHEBH—LFEBRBEHITER, NFEHIREE, 5
R @@ replacef A X TE . KubernetesiRi2 (it T —HERSLIE(TAT, EIEX
e TEXHIEN, FiRpatch@®d<$, FIMIEFEE—PodRItRE Fapp=nginx1,
MREBEEETIRES, BEIEKHapp=nginx2,

kubectl patch pod <podname> -p '{"metadata":{"labels":{"app":"nginx2"}}}'

convert*

RERIAPIIRAZ (B4 AR E S5 o
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MLED AL
REWBD
label
EIRIR AR
kubectl label pods my-pod new-label=newlabel
annotate
SEHIRIRE LAER:
kubectl annotate pods my-pod icon-url=http://*****

completion

BFcikubectl TEBm 2.

Hfthap

B

api-versions
FTENSZSFFRIAPIRR A :
kubectl api-versions
api-resources
FTENSZFFRIAPIRIR

kubectl api-resources

config*
{Eefkubeconfig3Zf4: FFAEIAPI, ELUNECEINEES
help

PR <.

version

FTENE FIRFIARSS AR AE R

kubectl version
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Pod. Liveness Probe. Label #[]

Namespace

4.1 Pod: Kubernetes Ffigs/NEENS

MBS

e3¢0 (Pod)

F854 (Pod ) REKubernetesSIEABHIBNPIL, — P PodiiE— B
(Container ) . 774 (Volume ) . —MEZAIRILEIPLUR EIBEHIBIIE TS

ROSEMRIEIN .

PodFHEED AREMAT:

e PodHiE{T— AR, XEKubernetesiE WHIAE, EHaJLLGPodil BN ET3E
AIA2E, {BREKubernetes2EIEEIEPodMA2EES.

o PodHiETZNEERSEEIE. FEHZ=ZRRNAR. BEXMIHS TN
B — NEAREM LN #ENZA SR ( SideCar Container ) , WE4-1FTR, BlIIES
2R —PwebfRS32E, N— 1 EIEBF FIMRHSEIRSS, MmisEiAEEEA
MM TR EFEFEIX M EERERT.
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ElEE Pod

4-1 Pod

Main Container

SideCar
Container

e e

Volume

SChMERFPROERECIZEPOd, ME{FERKubernetesdFRAControllerfIiMRERETE
Pod3Lfll, BlaNDeploymentfllob, Controllera]LABIZFIEIESMPod, I2HEIAE
B, RARINEREE . B, Controller{#HPod TemplateskBIiEHERMAIPod

kubernetesFERA LUERYAMLUER (ANRENYAMUESHATRE, oTLASEYAML
Bi%) , BALYERISON, INTRREIHHRT —4 & anginxdJPod, XAPodHEE—
PN Hcontainer-0B9AF2E, {FMnginxalpinei®i®k, (FAAYERIE/I100m CPU., 200Mi
AF.

apiVersion: v1 # KubernetesHJAPI Version
kind: Pod # Kubernetesg9i&RZERY
metadata:
name: nginx # PodRIZFR
spec: # PodBIEAIE ( specification )
containers:
- image: nginx:alpine # {ERRIEZS nginxalpine
name: container-0 # REER
resources: # RISARENER
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
imagePullSecrets: # WEUERERINES, ECCEL%/RAdefault-secret

- name: default-secret
W0 EEYAMLASIEER, YAMUBARNETFERINTERSD
e metadata: —&FFR/ARE/namespaceF(EE .
e spec: PodIfrHVECEER, SIEFERMHA4ER, volumedE,

WNEREEEKubernetesiIRIR, BEBEILBE—status=ER, statusiiirkubernetes
BRSPS, IENAZELRE . XPNRHIR— /)&, EttsHENEES

BEME.
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(ERFEEE

PodE X IF/ERLAT LAEAkubectl B, 215R EEYAMLI4EFRAanginx.yaml, TIEE
LW TR, -FRRERXESIEIE.

$ kubectl create -f nginx.yaml
pod/nginx created

PodBliE5EmiE, TLAEMkubectl get podsipi<$EIAPodEVIR, WNTRATR.

$ kubectl get pods

NAME READY STATUS RESTARTS AGE

nginx 1/1  Running O 40s

ATLAEZIAEnginxiX N PodBIIRZSIRUNNING, RRIEFEIETT; READYA1/1, FRiX
MPodFHINE=E, HPIPMSRAVAEIReady,

BJLAfERkubectl getar S EIBERPodRIELEEE., WA, -0 yamlZFRaRLEAYAML
BUIRE], EATLUER-o json, LUSONERIR[E.,

$ kubectl get pod nginx -0 yaml
AR aLAfEBkubectl describefp$EEPodIIES

$ kubectl describe pod nginx

F&podAd, Kubernetes#ZlEPodFiEZEEE, KubernetesaliHi2&IXSIGTERM{ES

HEF T (BHAH30) iLBLIFEXA . NREIRBEXMITEIRETF,
Kubernetes& & 1%— N SIGKILLEEL1HZHTE

PodiUIFIESMIBREZMITE, LLAEEIRMER, WMTFPAR.

$ kubectl delete po nginx
pod "nginx" deleted

EIRSHIERZ 1 Pod .

$ kubectl delete po pod1 pod2

IBRFRAPod.

$ kubectl delete po --all
pod "nginx" deleted

tRiELabelfif%Pod, LabeliFHABREEEF—1TETNA.

$ kubectl delete po -l app=nginx
pod "nginx" deleted

MELER AR TIMEFIREN—IEE,

WRT BN BRERARIRESE, EUTUENAREFPERMEEE, FLIES R
AR REWE, SFTIZIMEEERE, NTHEIRENEE, MAES
IXEREF RS N REFHIERR

WETERFERG XTI, BiEspec.containers.env2ERENE],

apiVersion: v1
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx:alpine
name: container-0
resources:
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limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
env: # RET=E
- name: env_key
value: env_value
imagePullSecrets:
- name: default-secret

RITHToLEERRPRINEEE, JLUERlenv_keyXMIMETE, HiEH

env_value,

$ kubectl exec -it nginx -- env

PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

HOSTNAME=nginx
TERM=xterm
env_key=env_value

WEZ =X LIS |BConfigMap#iSecret, BxFRAEZFENERETEPFS|IA

ConfigMapiITEHIET =+ 5| HSecret,

BEARMERoEHE, (BELIHE, BriEHiEs], SE—WHESTIE. tkin
MySQLEERIEIEZE, T BE—LHIRERSE .. MIREHNIE, XETIEEEREN
MySQLARSS 2Iz1TZBIftISE . IXLEIRIE, RILATESRIERGAT @I EDockerfile3Z {4
ugENTRYPOlNszCMD;EEEJZ W FErRAYDockerfiledhig & TENTRYPOINT

["top", "-b"]18<, EGSERR

FROM ubuntu
ENTRYPOINT ["top", "-b"]

BRI HAAT

SCRMERRY, REREPodiYcontainers.commandS%, iZ&H2list2kE, F—I1&

HAMTHS, EEEAGSHSE

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi

command: # BEhamd

- top

- H_bH
imagePullSecrets:

- name: default-secret

Bt dnEHA

Ku bernetes}'mﬁi?@%%i sERRF, 7

B Eas BRI EM BRIITIER, thad

BREELNBEHTEIURIE, MATLUEMENAEFRE. BriMtavddsEHA

i"]? 2K ?&WT}EET No
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o [Snfi/EAEE (PostStart) : BEEMEMA .
o (ELERIALEE (PreStop ) : BeSZLERTANR .
SCRRERRT, REREPodRYlifecycle.postStartaylifecycle.preStopS%, A=

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
lifecycle:
postStart: # BohiaitiE
exec:
command:
- "/postStart.sh"
preStop: # (=1EgI4k e
exec:
command:
- "/preStop.sh"
imagePullSecrets:
- name: default-secret

4.2 Liveness Probe: EERIEENH

FiaiRet

HTTP GET

Kubernetesti2it 7 BRIAYEE D, BT EREERINEIAERE S, AREBERXNE
25, (BERBEGINavaizRRFEH]RE T, BRLEEEI(E, BRIVMHIZEIZE—
BEiEz789, XFXMNAASSEE TEANMER, Kubernetesi2{it T Liveness Probe
s, Bt NEERN RS EERREERER, X2—MRIFIIERIEEIE .
ETERE, B PodRIFERE N Liveness Probe, FNKubernetesToiE4&NPod2E
FiaiTo

KubernetesSZ3F41 T~ =FURNALH]

e HTTP GET: MIBSRAEXHTTP GETiESK, tNEProbeliZ2xxak3xx, HAAEREE
EE SN

e TCP Socket: =it 5AReeiSEin B TCPIERE, TNEREERMINGE T, HABREE
fEEERY .

e Exec: Probel{TARHIGSHIEEHRSIBEAVATD, WNBRRSIE 0N
BNEEEEN,

S5EERNANEE— 1 &Rt ( Readiness Probe ) , 151£7.4 FEIRE

( Readiness Probe ) F&FMNE,

HTTP GETHZ2RENARNTGE, EREAYFIZOER[LEHTTP GETIER, R
Probell{Z2xxal3xx, HIARRERER, EXITEWM TR,

M H%kRAS 01 (2025-08-16) WA © EARTERABIRAE 34



Kubernetes FHEFIIR 4 Pod. Liveness Probe. Label #1 Namespace

TCP Socket

apiVersion: v1
kind: Pod
metadata:
name: liveness-http
spec:
containers:
- name: liveness
image: nginx:alpine

livenessProbe: # liveness probe
httpGet: # HTTP GETZENX
path: /
port: 80

imagePullSecrets:
- name: default-secret

BlIEX{Pod.

$ kubectl create -f liveness-http.yaml
pod/liveness-http created

Wk, X ProbefA22HI80UKOAIEHTTP GETIER, WRIBRAHIN, Kubernetes
SERAS

BEPodiFE.
$ kubectl describe po liveness-http
Name: liveness-http
Containers:
liveness:
State: Running
Started: Mon, 03 Aug 2020 03:08:55 +0000
Ready: True

Restart Count: 0
Liveness: http-get http://:80/ delay=0s timeout=1s period=10s #success=1 #failure=3
Environment: <none>
Mounts:
/var/run/secrets/kubernetes.io/serviceaccount from default-token-vssmw (ro)

AL EZIPodHBIAZESERuNNing, Restart CountH0, BB ER. W Restart
Countf~ 90, MiHBBELER.

TCP Socket=i 5B BIEERIZEIITCPERE, WMRIERMINEY, HIAERZERE
B, EXITEA TR

apiVersion: v1
kind: Pod
metadata:

labels:
test: liveness

name: liveness-tcp

spec:

containers:

- name: liveness
image: nginx:alpine
livenessProbe: # liveness probe

tcpSocket:
port: 80
imagePullSecrets:

- name: default-secret
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Exec

ExecBIfTEAGES, BIMIEIZProbeiiTERPHIGSHILE R SIRBAVASS,
NSRS IONHBRRER, EXI5EM TR,

apiVersion: v1
kind: Pod
metadata:
labels:
test: liveness
name: liveness-exec
spec:
containers:
- name: liveness
image: nginx:alpine
args:

- /bin/sh
--C
- touch /tmp/healthy; sleep 30; rm -rf /tmp/healthy; sleep 600
livenessProbe: # liveness probe
exec: # ExecEN
command:
- cat

- /tmp/healthy
imagePullSecrets:
- name: default-secret

FEENXERSETFHITcat /tmp/healthyis<$, SIRAIIHMITFHREI, UHASER
Ry, EEENXH, 30MEm<SEMIBR/tmp/healthy, X&SHLiveness Probe¥E
Podb FAERIRES, AESERESR.

Liveness Probe BECE
_FAEliveness-httpiidescribeds SEIEH B TT.

Liveness: http-get http://:80/ delay=0s timeout=1s period=10s #success=1 #failure=3
X—fT%mLiveness ProbeflIEASHECE, HENXIUT:

o delay: FEIR, delay=0s, FrER=EMNEMZAIFHREN, REERATE

o timeout: {BRY, timeout=1s, FREEYAESHEHTINRL, BNKRIRMISIE
ESL

e period: FHA, period=10s, FRE10siFU—REE

e success: R, #success=1, FERELTREINGICIERID

o failure: kW, #failure=3, FRELIRKMEEEREE

U EEFER SRR BREEMAITHRL, WR1sABERRASBREINNC/HR
WKW . BRIEFRT0sHIT IR, ERNEEXMIREERER

XL RIRIEOAIRERY, BRAILAFECE, AR,
apiVersion: v1
kind: Pod
metadata:
name: liveness-http
spec:
containers:
- name: liveness
image: nginx:alpine
livenessProbe:
httpGet:
path: /
port: 80
initialDelaySeconds: 10  # REEENESAFHRIEN
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timeoutSeconds: 2 # BB ERVIRTE2sAHEER R iSRG probe, BRI
periodSeconds: 30 # IRNEHE, |30siRU—R

successThreshold: 1 # JELRFEN R IR TR
failureThreshold: 3 # RN R A T TR A

initialDelaySeconds—fREIREAT0, XEHTREER FARBARBRAI, BN
AEtLEE—ENIE, FEFNENBZEZ 8RBT, BNHESHprobez
BRY

F4MailureThresholdAJLUR B ZIREIMAN, IXAFAESEIRN PR RICERIEFA
BEZIXEN, X—REFRNARTEEIR.

AcEBE R Liveness Probe

e Liveness ProbeiZi&&E(TA

— M 4FHILiveness ProbeNiZte BN FARERFTE KBRS BERER, HERA—E
BRURLIAE, Blg/health, Hifa/health BRHATIXNINEE, ABIREINILLE
R, XBEFTEREEN, FTAhprobeia—BEELUSHPENERBIITLER .

BIMEEREEIRHITER NSRS, FEeEKIRIMNEIIERD, FlaNZaiisweb
serverNEelEEEIEERT, X A BER Rk web serverfMiEZRE

e Liveness Probe4 i e

Liveness Probe A gE i AT ZHIRIR, BARELATIKAEIE, SUREREIEREE
HEENE, XMSEENT . fltlavafif, #MEFAHTIP GETAI, MRA
ExecH5 =, IVMEMHERTIFESHRIR.

4.3 Label: B4R Pod BYFIEE

IR

AT AEE Label

LR BETEIEESHIIE, TS REEHMIFEEET, Kubernetesi2it 7 —HHLH!
KHEBREDZE, BiriELabel (472 ) . LabeldEEEE, {BRAREK, Kubernetes
L FRrE&ZRESLAHELabelskBH

Label g9 B (A0 2key-valueAIHRICYS, AILATECIERIRAIBHRIRE, e LAERERR
InFME

LAPodJafhl, HPodFiGZiekls, MEEREALEMIUEE, MTFEMR.
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4-2 ;2B DAL Pod

Pod

SNRFAAPod] EAENRE, BMERMTEARET, WTFEM=.

4-3 {EF3 Label 4219 Pod

Pod Pod Pod
app=nginx app=web app=database
env=prod env=prod env=prod

Pod Pod
app=database
env=dev

i7hn Label

Labelg9fzz key-valuefiest,, {ERAEEEE, AT, SHPodigE T app=nginxfl
env=prodg~Label,

apiVersion: v1
kind: Pod
metadata:

name: nginx

labels: # J9PodiZ B Label
app: nginx
env: prod

spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
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{Z24 Label

memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
imagePullSecrets:
- name: default-secret

Pod& T Label/§, E&EfIPodiIAH RS _--show-labelsiiR] LB ZIPodfyLabel

$ kubectl get pod --show-labels
NAME READY STATUS RESTARTS AGE LABELS
nginx 1/1  Running 0 50s app=nginx,env=prod

TR LAMER-LRE IR LEER Label.

$ kubectl get pod -L app,env
NAME READY STATUS RESTARTS AGE APP ENV
nginx 1/1  Running 0 Tm nginx prod

XEFEAPod, RJLAEREFEAkubectl labelds S EiZiFRNLabel,

$ kubectl label pod nginx creation_method=manual
pod/nginx labeled

$ kubectl get pod --show-labels
NAME READY STATUS RESTARTS AGE LABELS
nginx 1/1  Running 0 50s app=nginx, creation_method=manual,env=prod

SFEFTERILabel, MNRBEXNHNE, FEEGSP™ L--overwrite, TR,

$ kubectl label pod nginx env=debug --overwrite
pod/nginx labeled

$ kubectl get pod --show-labels
NAME READY STATUS RESTARTS AGE LABELS
nginx 1/1  Running 0 50s app=nginx,creation_method=manual,env=debug

4.4 Namespace: &EiEDH

MBS

F+4EZE Namespace

LabelB5X1F, {EXFLabelfViE, BBLabelSIFEZ, AizEEEE, MEASXES
Z EBINFERE—tLabelIFEAS{E ., KubernetesiZfit 7 Namespacek =R
k5, EFZNamespaceILUSBEERBAHNRESR D HAEDAIEH .. Namespaceth
BILABRMZSIEFYS, XEFEZSNENTAEE—NEEE, FERAYEIRANamespace
plyapai®

A ERINamespace FRIRIEZFRAILAUER, KubernetesFRKERHD RIERILAR
NamespaceXllsy, FIBLEEARIT, fldiNode. PVE, ENBETEEER, ~E
FHE—1"Namespace, EHSERSZME,

BT T ap S AL AEIARI HEEERE FAINamespace

$ kubectl get ns
NAME STATUS AGE
default Active 36m
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kube-node-lease Active 36m
kube-public Active 36m
kube-system Active 36m

FIBRIALLE, FEfIEEEdefault Namespace NE(E, HfFERkubectl getfiAtExE
Namespaceld, EXiAJgdefault Namespace,

& TFkube-system FEBYHAGFRA,

$ kubectl get po --namespace=kube-system

NAME READY STATUS RESTARTS AGE
coredns-7689f8bdf-295rk 1/1  Running 0 9m11s
coredns-7689f8bdf-h7n68 1/1  Running 0 11m
everest-csi-controller-6d796fb9c5-v22df 2/2  Running 0 Im11s
everest-csi-driver-snzrr 1/1  Running 0 12m
everest-csi-driver-ttj28 1/1  Running 0 12m
everest-csi-driver-wtrk6 1/1  Running 0 12m
icagent-2kz8g 1/1  Running 0 12m
icagent-hjz4h 1/1  Running 0 12m
icagent-m4bbl 1/1  Running 0 12m

BILAEZIkube-systemBEZPod, HAcoredns2FAFHIRSZ &I, everest-csi2FF
SHEIFMEIRSS . icagent2EATFIHEWRIZR A,

XLEAR . YRR FBRTEkube-systemiX N ap B =ad, AENgiEI SE ttPod a8
[BE, EHMGEZEPAREET kube-systemiXNZEFHIRA, FERKE
I,

£l Namespace
FREITANEN Namespace,

apiVersion: v1
kind: Namespace
metadata:

name: custom-namespace

{ERkubectldpSBIE

$ kubectl create -f custom-namespace.yaml
namespace/custom-namespace created

1A aT LA{EEkubectl create namespacefn S BlIEE,

$ kubectl create namespace custom-namespace
namespace/custom-namespace created

fEfexENamespace FRIERIR

$ kubectl create -f nginx.yaml -n custom-namespace
pod/nginx created

XFEfEcustom-namespace T, FLEIE T —1 & AnginxAYPod,

Namespace FIFRES 58

Namespace REERIZEIALR LXI5, MHEITAITSREKIR, SAEMEIEIERRE . 254
X, AR Namespace FRIPodXIEXTSHIIP, MKubernetestkERAVEEMLS %
BiRtNamespaceZ [BIIMLEIREANE, IPXFPodZiR]LAEMEISIE .
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Pod HY4RHFSTEE

5.1 TIKEHRE ( Deployment )

TIRZERE, ( Deployment )

PodZKubernetestlZ et ZPENER/NE(I, {BE2Pod2BIZit HIEXIEERI—IXIEST
1K, Podal AR ( ¥ REEAEN ) « MEERENT SEERMmEEL.
Kubernetest2{it 7 Controller ( #5128 ) KETEPod, ControlleralLAGIRFIEIES
Pod, IRHEIASIE., RIARIMBEEEH, HYmAEBFIREDeployment,

5-1 Deployment

Deployment

— Deploymenta] LABE— 18 Z /1 PodgIZA, B/ PodBIAREEHERE, FRLIERS
2Bz 9DeploymentfIZNPodBI AR S &iBK o

Deployment§epl T LEERE  iRaIFHR. BIERIAR. XS L&RIIhEE, ERMER
£, DeploymentsEMBEABETHI L, AKMHET LTRSS R MEFRIEXIL o
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213 Deployment

AT RBIEIEZE—1 2 AnginxBIDeploymentfadk, {EMAnginx:latestiRIRBIEF D
Pod, & \Pod{5FE100m CPU. 200MiKZ.

apiVersion: apps/vl  # FEIXE5Pod#IX 3, DeploymentEapps/v1TiAEv1

kind: Deployment # BRIFEZEE /9 Deployment
metadata:
name: nginx # Deploymentf9ZFR
spec:
replicas: 2 # PodR9#E2, Deployment&HfF—EB2 PodizlT
selector: # Label Selector
matchLabels:
app: nginx
template: # Podf9ENX , FAFEI#EPod, tBFRHPod template
metadata:
labels:
app: nginx
spec:
containers:

- image: nginx:latest
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
imagePullSecrets:
- name: default-secret

MIXNEX A LAERIDeploymentfZFRFanginx, spec.replicasiEX. T PodiIEE,
BNiX{ Deploymentiz=#l24°Pod; spec.selectoriZLabel Selector ( Fr&ikiFes ) , &
TIX N Deployment&ifkiELabelsapp=nginxAJPod; spec.template2PodlIEN , K
B5PodPFHIEN TE—H,

¥ M DeploymentfIE X RFZEIdeployment.yamI3 4, {EFERkubect 8)EEIXA
Deployment,

{#Fkubectl get&E&DeploymentflPod, BJLABZEIREADY{EH2/2, BI— 1 2FKR=A)
B2 PodizfT, FE—12FEREAEHE 2/ Pod, AVAILABLE 523K ~E21PodEaIF
A9

$ kubectl create -f deployment.yaml
deployment.apps/nginx created

$ kubectl get deploy

NAME READY UP-TO-DATE AVAILABLE AGE
nginx 2/2 2 2 4mb5s

Deployment #{dJzHl Pod

PEEBEIFPod, WA
$ kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-7f98958cdf-tdmgk 1/1 Running 0 13s
nginx-7f98958cdf-txckx 1/1 Running 0 13s

WNEMIE—1Pod, EBEEMIZEE—NFPodEIFELR, TR, X
HT5AYDeploymentS iR BE 21 PodfEiz T, WNRMiE—, DeploymentSEF#tl
E—, NEEANPodifEsEEABIE, Deployment&BEIHFEIXMPod,

$ kubectl delete pod nginx-7f98958cdf-txckx
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$ kubectl get pods

NAME READY  STATUS RESTARTS AGE
nginx-7f98958cdf-tdmgk 1/1 Running 0 21s
nginx-7f98958cdf-tesqr 1/1 Running 0 1s

EFBITHENR Hnginx-7f98958cdf-tdmgkFdnginx-7f98958cdf-tesqriiPod, H
Finginx; 2B 1E{FEADeploymentf9ZFR, -7f98958cdf-tdmqakF1-7f98958cdf-tesqriz
kubernetesfBHlERRAIEER o

FHFERIXANEETPEIE 2 21B8RER9, #27f98958cdf, XZEE A
Deployment A2 E#=4IPodi, Deployment2i@id—Fh4Z JoReplicaSetfizgeis
#Pod, BIZEN T A< A LA AReplicaSet, Efrs2ReplicaSetlI4ES .

$ kubectl get rs
NAME DESIRED CURRENT READY AGE
nginx-7f98958cdf 2 2 2 m

XM ReplicaSetHIZ ¥R Janginx-7f98958cdf, f543-7f98958cdfth ZREMAERAY .

DeploymentiziPodfy 5 X ANEIS5-2F7<, DeploymentizfiReplicaSet, ReplicaSetiz
#JPod .

] 5-2 Deployment 1@id ReplicaSet &= Pod

ReplicaSet

Deployment

AR {EABkubectl describefp$EZEDeploymentfi¥i¥ts, EialLAEZIReplicaSet, 4l
TFr, BILAEZIBE—{TNewReplicaSet: nginx-7f98958cdf (2/2 replicas created),

mmBAEventsEEEHFARICReplicaSetAISLAI FEI2H . FEELMERFEEIFAEE
}ﬁ%{’ERepllcaSet BT fZDeploymenti@idizHlReplicaSetkizHIPod=E BN FIEENL

B

$ kubectl describe deploy nginx

Name: nginx

Namespace: default

CreationTimestamp: Sun, 16 Dec 2018 19:21:58 +0800
Labels: app=nginx
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FHR

NewReplicaSet: nginx-7f98958cdf (2/2 replicas created)
Events:
Type Reason Age From Message

Normal ScalingReplicaSet 5m deployment-controller Scaled up replica set nginx-7f98958cdf to 2

ESLRRR AR, FRE—NERIGS, DeploymentEis R @ESTIEN BT
Deploymenta] LUK EARRIRIFHR RS, B TR,

e RollingUpdate: RaIFHK, BIELEIEIHPodEMRIBRIEPod, HEIAZKRS

e Recreate: BiaHL, BISEEAFIPodilisBEEIEPOd,

DeploymentASHKBILLZ AT, Rl RFEE(EDeploymentASYAMLTE XA
A, tbunfERkubectl editdp$4E _EEDeploymentfARFIE Anginx:alpine, &4
Sehk/5 B &EifReplicaSetflPod, &MEIE T —1 #HIReplicaSet, PodtBEHBIET o

$ kubectl edit deploy nginx

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-6fof58dffd 2 2 2 Tm
nginx-7f98958cdf 0 0 0 48m

$ kubectl get pods

NAME READY  STATUS RESTARTS AGE
nginx-6fof58dffd-tdmgk 1/1 Running 0 Tm
nginx-6fof58dffd-tesqr 1/1 Running 0 Tm

DeploymentB] LAi@IE maxSurgeFimaxUnavailableF M SHU=$IH RS F2h R E R
BIEPodBILLAl, XERZIMERIEEEH, BN TR

spec:

strategy:

rollingUpdate:
maxSurge: 0.25
maxUnavailable: 0.25

type: RollingUpdate

e maxSurge: RNERMNEHIRED, RIFEHHIERNEBVRASTHIEEELG,
RmRERTLARIRY I 22 DT Pod & |HPod,, BAIAME25% ., EfRARIETES,
EufIsieEoExdEy, Fm CENEE,

Bilnspec.replicas 2, BRIARE TERZEIATEIE2*0.25=14 (@ LEEE ) Pod,
B R S &2 REFE31Pod,

e maxUnavailable: RRNEZRMNEFNIEF, ARIFLTFAUTBRENEAILOEE

ggtbfl, BPSCPRiziTPod# AR TFHAERI AR AR, FAIA925% . SEFRAHER
Si2h, OISR BEAMEITE, FaTEE,
Blanspec.replicasi2, BRARS TFERSH2+0.25=01 ([EFEEE ) Podsky, BN
LFRETTPod AR FRALEEI AL, RAPRDBE2NPodbTFIZITIRT, 5
Z, ERAREREY, —ERB21PodtFETRE, BXHE—1Pod, FXPD
PodtliZmINEEMiE—HPod, BEZEPod&3B A Pod,

EIRBIRAENR, BIHAMARKRLINCERRS, 1LY EEZIZRINRA . DeploymentaILA
EELEEIREIZRA.

fFlan EEAHKAFREG SRR, AL Tkubectl rollout undods S #1TELR
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$ kubectl rollout undo deployment nginx
deployment.apps/nginx rolled back

DeploymentZ FTLABERNIL B S ithMEIELR, EEIDeploymentZi@idReplicaSeti=Hl
Podfd, FHEkfEZBiReplicaSet#i—EFE, DeploymentEiZ MBI (R ZBIAY
ReplicaSetE)RiBPodEliEH 3k, Deploymentm{R#FReplicaSetAUEHEaTLAEF
revisionHistoryLimit2#R#, BKAEH10,

5.2 BRERAE ( StatefulSet )

BREHRE (StatefulSet )

DeploymentizH#IZ§ FHIPodEF BN HEFR, BBFLEE 1 PodlR 7 ZFRFNIPHELEAR
B, Hx=&HEE. FERAHE, Deploymentm] LAEE PodiEiREIZEFHIPod; FFH
ER9RHE, DeploymentFial LAMIBR{EE— Pod .,

ERERSIFST, XARNHEER, ttinELsHns, ERE/PodiiEES
iiﬁﬁ’ﬂﬂﬁgﬂi%tlﬁtﬂﬁ?ﬁiﬁ%ﬁ%ﬁ, B PodERBEMAIEFNE, XATDeploymentc
EHEEWSEK,

PHXBRSNANESEEERNBSESNBPHNACAKRE (B9 IARE ) , tbing
EBEGER. Podz[BBHKF, EKuberneteshEPBEIRSNEXIPodBUINTNEK:
e PodeeiE#ERIAYPodIkEl, ERPodBEIERIFRR,
o ﬁgPodﬁ EMTEE, PodiEMibRIRERR, WUEEURFRIEIE, BUKRESHEFR
Kubernetest2{it 7 StatefulSet B XMNagR, HEARNT:
1. StatefulSet?5& 1 PodiZHEERIR, PodBTRIBINMO-NRIEIRE/ESR, PodEHT
BEEPod&E R FIHostName ARz,
StatefulSeti@idHeadless Servicef5E 1 Podi2 L E VBT S o

StatefulSeti®id B EEIMRAIPVCIRIEPod EFTEE EIL 2 REHIDEIERIATEA
R

5-3 StatefulSet

AR PVC-O

StatefulSet <—— > W LLEFSE —» PVC-1

™
™,

“WLLVSR ——» PVC-2
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£z Headless Service
ANBIREmIA, Bl StatefulsetEE— Headless ServiceF§FPodifzia,
(ERA T3 {4iAHeadless Service, Ern:

e specclusterlP: U EINone, FHeadless Service,
e spec.ports.port: PodEEFiKOS,
e specports.name: PodE@SiHOZR.

apiVersion: v1
kind: Service ~ # X3RRI HgService
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- name: nginx  # PodEi@(SHYIROZ R
port: 80 # PodiBBENROAS
selector:
app: nginx # 1ERFRE Sapp:nginxAgPod
clusterlP: None  # #4/Ri&EINone, FxHeadless Service

WiTaN eSS tlEHeadless Service,

# kubectl create -f headless.yaml
service/nginx created

tlEE SR r] LAZ I Service

# kubectl get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nginx ClusterlP  None <none> 80/TCP 5s

Blj3E Statefulset
StatefulsetfOYAMLENX SEMXISEAEE, TEERIERS:

e serviceNamelSE T Statefulset{E B Headless Service, EEIHSHeadless
ServiceBY3BF5R o

e volumeClaimTemplates2FIRERIFIFALEAPVC , XEBEEN T—1Z data
BIEIR, BEESREBPodBIE— PVC, storageClassNamelSiE T1FANWIFERY
XA, 7£8.2 PV, PVCHIStorageClassiFHM43; volumeMountsZIPodEZ;
Fit. SARMEAREZFENETTLMIBRvolumeClaimTemplatesF]

volumeMounts=zEg& .

apiVersion: apps/v1
kind: StatefulSet
metadata:
name: nginx
spec:
serviceName: nginx # headless serviceBJZFR
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: container-0
image: nginx:alpine
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resources:
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
volumeMounts: # Pod¥EZEAITE %
- name: data
mountPath: /usr/share/nginx/html  # {ZfiEiEEZ/usr/share/nginx/html
imagePullSecrets:
- name: default-secret
volumeClaimTemplates:
- metadata:
name: data
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas # AN ERIZEE

HITII A< Bl

# kubectl create -f statefulset.yaml
statefulset.apps/nginx created

W HITE, &if—TStatefulSetflPod, FAJLABEZEIPodBIRFREHRMOFFIAEI2, END
B,
# kubectl get statefulset

NAME READY AGE
nginx 3/3  107s

# kubectl get pods
NAME READY STATUS RESTARTS AGE

nginx-0 1/1  Running 0 112s
nginx-1 1/1  Running 0 69s
nginx-2 1/1  Running 0 39s

IR R FaMibRnginx-11X1Pod, AEEXEIEPod, FJLAEZRStatefulSetEFel
ET—1NZ2FREREAYPod, B EIERNE5sILAE Hnginx-12RINIEIZERT .

# kubectl delete pod nginx-1
pod "nginx-1" deleted

# kubectl get pods
NAME READY STATUS RESTARTS AGE

nginx-0 1/1  Running 0 3m4s
nginx-1 1/1  Running 0 5s
nginx-2 1/1  Running 0 Tm10s

HABEEEREMhostname, ATLAFZRIE#E#REnginx-0. nginx-1#0nginx-2,

# kubectl exec nginx-0 -- sh -c 'hostname'

nginx-0
# kubectl exec nginx-1 -- sh -c 'hostname'
nginx-1
# kubectl exec nginx-2 -- sh -c 'hostname'
nginx-2

ERFEILAE— T StatefulSetBIZERIPVC, TILABFZRXLEPVC, #BLA “PVCEIR-
StatefulSetZFR-RS" AN, FHELATFBoundIkZE,

# kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS
AGE
data-nginx-0 Bound pvc-f58bc1a9-6a52-4664-a587-a9a1c904ba29 1Gi RWX csi-nas
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2m24s

data-nginx-1 Bound pvc-066e3a3a-fd65-4e65-87cd-6c3fd0ae6485 1Gi RWX csi-nas
101s
data-nginx-2 Bound pvc-a18cf1ce-708b-4e94-af83-766007250b0c 1Gi RWX csi-nas 71s

StatefulSet BIMZRHRIR

StatefulSetfliEf5, AILAE FPod2BREIEZFRAY, BBHeadless Service 2a{alc{ERR
AU, APFLEFEFRIDNS, APodi2tEIEAIEE, X#EPodiEgt e LA &A51E, B
{EPod#EFBIEMESHPodBYIPHINEEE T, XMEZEFAERETK.,

Headless Serviceli£fE, B PodiIIPEI<E FTEASAES .
<pod-name>.<svc-name>.<namespace>.svc.cluster.local
Bian_EmAY="PodiUigZ i 2

e nginx-0.nginx.default.svc.cluster.local

e nginx-1.nginx.default.svc.cluster.local
e nginx-2.nginx.default.svc.cluster.local

SCRRA RIS R LA RS IS EAY.<namespace>.svc.cluster.local .

TESSEERtutum/dnsutilsiE R EIZE—1Pod, HNIXMPodiIFEE, FH
nslookup@s S EEPodXI M AYE 2, ATLAKIIEERETHPodAYIPHELL . IXEBRTLAEE!
DNSHRS38891B1EE10.247.3.10, X2TECIFECCEERITEAINZ 3 CoreDNSIRIE, A
FIEMHDNSPRSS, [E4E1E7 KubernetespIZES1F M43 CoreDNSEIER

$ kubectl run -i --tty --image tutum/dnsutils dnsutils --restart=Never --rm /bin/sh
If you don't see a command prompt, try pressing enter.

/ # nslookup nginx-0.nginx

Server: 10.247.3.10

Address: 10.247.3.10#53

Name: nginx-0.nginx.default.svc.cluster.local

Address: 172.16.0.31

/ # nslookup nginx-1.nginx

Server: 10.247.3.10

Address: 10.247.3.10#53

Name: nginx-1.nginx.default.svc.cluster.local
Address: 172.16.0.18

/ # nslookup nginx-2.nginx

Server: 10.247.3.10

Address: 10.247.3.10#53

Name: nginx-2.nginx.default.svc.cluster.local
Address: 172.16.0.19

AT AN R FRIMIFRIXFENPod, BEiE#StatefulSetEFEIZEAIPodRIIP, SAR(EH
nslookupap < fEHrPodiYiEisZ, ATLAAINNginx-0.nginxFOnginx-1.nginx{J35ABEREATZI
XFRIAIPOd o IXFRAFRIIE T StatefulSetMEEFRAREE

StatefulSet 7FBIRZA

FEiR T StatefulSet A LUBISPVCIEF ALFE, RIEPodEFNEAEEEE/EHIDZEE
ERVSANENE, EMERPodRY, PVCREMMIER .
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5-4 StatefulSet Y Pod 2132

P Pod A-0 » PVC-0 P Pod A-0 » PVC-0

StatefulSet PVC-1 - StatefulSet Pod A-1 PVC-1
R Pod A2 > PVC-2 h Pod A-2 > PVC-2

Pod A-1 HIBREERES, PVC-1BREFHEFEETIPod A-1E

TESE I SEFRMSEIRIEX— S 2UEMEIRY, BT TFENGS, Enginx-198
F/usr/share/nginx/htmlIFEN—LRHZE, HlalGindex.htmBIRBFERSA “hello
world” .

# kubectl exec nginx-1 -- sh -c 'echo hello world > /usr/share/nginx/html/index.html'

BX5eia, WNREPodARIAE] “http://localhost” , BREE=IR[E] “hello world” o

# kubectl exec -it nginx-1 -- curl localhost
hello world

LERTAN R FapMiBRNginx-11X"Pod, AEEXEIEPod, TJLAEZ|StatefulSetEFt!
BT —1NZFREREAYPod, BT EIERE4srT LA Enginx-12RIRIEIZEAY .

# kubectl delete pod nginx-1
pod "nginx-1" deleted

# kubectl get pods
NAME READY STATUS RESTARTS AGE

nginx-0  1/1  Running 0 14m
nginx-1  1/1  Running 0 4s
nginx-2 1/1  Running 0 13m

BRipaiZPodilindex htmlBam, £&MBAIRE “hello world” , iXikBEIXNPod
PARIBIOERIAYEE .

# kubectl exec -it nginx-1 -- curl localhost
hello world

5.3 TLiE{ESS (Job ) FIERT{ESS ( CronJob )

Ei&E{E55 (Job ) FNTERMESS ( CronJob)

Job#1CronJob R FH S IBIFERI—IRME(ESS (short lived one-off tasks ) , BMX
WIT—IREESS, SIRIEH B ESAI— B N PodRIHES R -

e Job: EKubernetesFIsRizHIHIMIREUTEZAEENTR . HEAIR S SKEBEARLY
55 ( Deployment. StatefulSet ) FIFZEX IRV SRNEITELERE, i
HAEIRR LV S37E FA P AME LEIEIR TKIZIE T . JobEIRRIPodIRIE A FRNIREICIE
SRINSERFLERNERL ( PodBanifilER )

e CronJob: E2ETFHFEIAY0b, FEMTFLinuxRFZBIcrontab3FHaI—147, 75
ERAT 8] B ERiz1TIEERYob

ESABRIXMAEMZ ILANFIHSRIE S —IRIEESS, PUanFEeserk.
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BlEE Job

ATF2—MobftE, EHitEnZE)2000/7FFTEN4EE . JobLRFEEIRIT50Pod, XA
REIPREFTEIN 5007, HiTiET51Pod, PodilRAMEZEIHXSXN.

apiVersion: batch/v1

kind: Job
metadata:

name: pi-with-timeout

spec:
completions: 50
parallelism: 5
backoffLimit: 5

template:
spec:
containers:

- name: pi
image: perl
command:
- perl

- "-Mbignum=bpi"

_ "‘Wle"

- print bpi(2000)
restartPolicy: Never

# BITRYREL, BlIobfSRFEZRMINEITHIPodIEL

# FHTIZ{TPodBIEIE, EOAAN

# RREMPodNEIXGRARE, BEXNRHEASRESIA
activeDeadlineSeconds: 100 # ZF~PodiBHARYE], —BIXZIX/ ATiE], JobREFBRIPodEISIZIL,

# PodiENX.

tR#EcompletionsflparallelismAYigE, BILAEIobXl53 JILATRILFSEE,

x®5-1{F55%E

JobHY izLi)z sEFR I

—IRfHJob BlEE— 1 PodEEEMINGER | BUEETE

BEIEERRE | HRBIE— " Podiz{TEHE Q018 T YEBAFIAIPOd

A9Job completions M IhEE TR

BIRERRE | HORECIEZ N PodiETHE Z - PodEIRTLLIE T VERAT

H9FF1TIob completionsMERINER

F17Job BIEE— P HZ N PodEEE— | 2/ PodERIAMIETERNTI
[BANEEES

€% CronJob

f8tkJob, CronJobFE—MINT EATHYJob, CronJobilfTRIZIEIEENIATERIZEL

Job, AIGHJobeIEtiPod,

apiVersion: batch/v1

kind: CronJob
metadata:

name: cronjob-example

spec:

schedule: "0,15,30,45 * * * *"

jobTemplate:
spec:
template:
spec:

# EREXEE
# JobRITENX

restartPolicy: OnFailure

containers:
- name: pi

image: perl

command:
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WRIERE © LEARITERARERAF

50



Kubernetes FHEXIIR 5 Pod HRHESIEE

- perl

- "-Mbignum=bpi"
- II_Wlell

- print bpi(2000)

CronJobAItENM\BIZIEFHZ :
e Minute

e Hour

e Day of month

e Month

e Day of week

gn"0,15,30,45 * *** ", FIHESRANES, EEHFE— Frng/Md, F210*
®REPBANEX, F=41FREH, BUMFRREENEX.

MREREZNTANE—REASENNTHRITR, BBAATLUKER" 0,30 1**"
INREEENEHRAIZamBITIRIESS, BRBEILURES "0 3 ** 0",

5.4 SHPHIEE ( DaemonSet )

FiPiHF2EE ( DaemonSet )

DaemonSet ( SHPHIZEE ) EEBNEN TR LE{T— 1 Pod, BRIERE— Pod,
EEEE—LERFEAPONA, fINAEKE. FREES, XEENAZEEEI TR
#z1T, BAZELSZLA, — P EERIFAIBIFRiEKubernetesikube-proxy o

DaemonSetiR T mfE%, MRTRRE, UASEEMT REHOIE,

5-5 DaemonSet

DaemonSet
N\
N
AN
_ N
Node Node Node

Bl DaemonSet
THER—1"DaemonSetdIR~fl,
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apiVersion: apps/v1
kind: DaemonSet
metadata:
name: nginx-daemonset
labels:
app: nginx-daemonset
spec:
selector:
matchLabels:
app: nginx-daemonset
template:
metadata:

labels:
app: nginx-daemonset

spec:

nodeSelector: # TRikE, Y ailEdaemon=needitAET = EEJEPod
daemon: need

containers:

- name: nginx-daemonset
image: nginx:alpine
resources:

limits:
cpu: 250m
memory: 512Mi
requests:
cpu: 250m
memory: 512Mi
imagePullSecrets:
- name: default-secret

XEr]LAEH DaemonSet;& & DeploymentaiStatefulSetdfireplicas&#, EHH
DaemonSet=EB1Bir = LEEEBE—1 Pod.

Podi&tR=E 1~ nodeSelector, 1I5E 7 REHR “daemon=need” BIT = LA BFE
Pod, WITEF7R, DaemonSetRTEIEEREINT = LEIiEPod, MNREFEEEE—T
= FRIEPoda] LABRZARES .

5-6 DaemonSet TEEEIREHIT = LEIE Pod

DaemonSet
daemon=need daemon=need
| Node Node Node
BliEDaemonSet:

$ kubectl create -f daemonset.yaml
daemonset.apps/nginx-daemonset created
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& & Mnginx-daemonset;Z B PodBlJiE

$ kubectl get ds
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
nginx-daemonset 0 0 0 0 0 daemon=need 16s

$ kubectl get pods
No resources found in default namespace.

XEREAT R ERBdaemon=neediX M5, FRINITHRSHTUBET SRS

$ kubectl get node --show-labels

NAME STATUS ROLES AGE VERSION LABELS

192.168.0.212 Ready <none> 83m v1.15.6-r1-20.3.0.2.B001-15.30.2 beta.kubernetes.io/arch=amd64 ...
192.168.0.94 Ready <none> 83m v1.15.6-r1-20.3.0.2.B001-15.30.2 beta.kubernetes.io/arch=amd64 ...
192.168.0.97 Ready <none> 83m v1.15.6-r1-20.3.0.2.B001-15.30.2 beta.kubernetes.io/arch=amd64 ...

£8192.168.0.21 21X =F] EAR&E, AEBEH, KMELLIE T —1Pod, HHIX
/\Pod,—ET192 168.0.212 XN B E,

$ kubectl label node 192.168.0.212 daemon=need
node/192.168.0.212 labeled

$ kubectl get ds
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
nginx-daemonset 1 1 0 1 0 daemon=need 116s

$ kubectl get pod -o wide
NAME READY STATUS RESTARTS AGE IP NODE
nginx-daemonset-g9b7j 1/1  Running 0 18s 172.16.3.0 192.168.0.212

B%5192.168.0. 941X M 4T L15&, RTNGIE T —1 Pod:

$ kubectl label node 192.168.0.94 daemon=need
node/192.168.0.94 labeled

$ kubectl get ds
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
nginx-daemonset 2 2 1 2 1 daemon=need 2m29s

$ kubectl get pod -o wide

NAME READY STATUS RESTARTS AGE IP NODE
nginx-daemonset-6jjxz 0/1  ContainerCreating 0 8s <none> 192.168.0.94
nginx-daemonset-g9b7j 1/1  Running 0 42s 172.16.3.0 192.168.0.212

INR{ECHR192.168.0.94 T RAYRE , AJLAALIIDaemonSet=MlfRIX M = LAIPod

$ kubectl label node 192.168.0.94 daemon=no --overwrite
node/192.168.0.94 labeled

$ kubectl get ds
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
nginx-daemonset 1 1 1 1 1 daemon=need  4mb5s

$ kubectl get pod -o wide
NAME READY STATUS RESTARTS AGE IP NODE
nginx-daemonset-g9b7j 1/1  Running 0 2m23s 172.16.3.0 192.168.0.212

5.5 FMSRFMARE

7£5.4 sTPHFEEE ( DaemonSet ) i El{#FEEnodeSelectoriEiEPod BEEPEMN T =,
H3KubernetesiAsziFEFEM. BRIFAVERNE, BBFEEFEM (affinity ) SKEM
(anti-affinity ) AE,

Kubernetes3z3515 mANPodANERAIFEINS RFEM . BB EF NS RFEFMMN,
AJLASIFESE ZFEEETEBE%U:E%F 1%, FIEETSPodilfE&PodSiBE—i#S. HEMNA
HEIFLSFENT R, FARNEDREIRENT REFES,
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Node Affinity ( $5555F0)
,azaz’Em%EUT%%%DE%MJE’J%&H FHEIRE, skE— FCCEERhT S FaLt

*T\_‘L o
$ kubectl describe node 192.168.0.212
Name: 192.168.0.212
Roles: <none>
Labels: beta.kubernetes.io/arch=amd64

beta.kubernetes.io/os=linux
failure-domain.beta.kubernetes.io/is-baremetal=false
failure-domain.beta.kubernetes.io/region=cn-east-3
failure-domain.beta.kubernetes.io/zone=cn-east-3a
kubernetes.io/arch=amd64
kubernetes.io/availablezone=cn-east-3a
kubernetes.io/eniquota=12
kubernetes.io/hostname=192.168.0.212
kubernetes.io/os=linux
node.kubernetes.io/subnetid=fd43acad-33e7-48b2-a85a-24833f362e0e
os.architecture=amd64

os.name=EulerOS_2.0_SP5
os.version=3.10.0-862.14.1.5.h328.eulerosv2r7.x86_64

XEARE AR CIE T RAURHECCERBaIRINERY, TENAB N ERAEFEAEILE
REHTRE

e failure-domain.beta.kubernetes.io/region: FRT=FERIXIE, N8R X
B RirE(EAn-east-3, TP RELIE—XIE,

e failure-domain.beta.kubernetes.io/zone: FRT=FAERIRTAKX ( availability
zone ) o

e kubernetes.io/hostname: T5=f9hostname,

7345ME4.3 Label: HAPodNRIRETLIENMEBENITE, BEBERT, WF—1K
BlKubernetestEf, SESRIBEWSTEENRBIFRE,

1£5.4 <FPiHF2E ( DaemonSet ) /B nodeSelector, @iInodeSelectora]lAiL
Pod AEpEEEBEFERENTR L, Zlﬂ-FﬁﬁT , PodRESEREEIRBgpU=truei X iR
‘_‘LE’J-IjI\\\

apiVersion: v1
kind: Pod
metadata:
name: nginx
spec:
nodeSelector: # TEkE, Y ailBgpu=trueld A ET = EEJ#EPod
gpu: true

BT RFEMERNES, BTUMEIREENSEE, WA

apiVersion: apps/v1
kind: Deployment
metadata:
name: gpu
labels:
app: gpu
spec:
selector:
matchLabels:
app: gpu
replicas: 3
template:
metadata:
labels:
app: gpu
spec:
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containers:
- image: nginx:alpine
name: gpu
resources:
requests:
cpu: 100m
memory: 200Mi
limits:
cpu: 100m
memory: 200Mi
imagePullSecrets:
- name: default-secret
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:

- key: gpu

operator: In

values:

- "true"
EERXESENMRZ, BXMHoLUISEIERIIFXEN, BESH—2SNE,
XEBaffinityZR~3#, nodeAffinity®R<T =30,
requiredDuringSchedulinglgnoredDuringExecutiondEE 1, FIATLUSIX N 1ERER

*&:
e FU¥ErequiredDuringScheduling®/~ FEIE X BN 4 GEFFHE ( require )
AiEEPodEIT S L,

o [F¥EIgnoredDuringExecution®R RELEET M LIZTAIPOAAEEHRHE FTHIENX
BUFAN, BPERBTRERNENMRE, IBEREET SR8 IZIrSIPod A EHE

E,
;‘Z':?Hs“.'s{’lff%operatorﬂ’ﬂﬁﬂsln, RS EBEEvaluesgI31zR+, EfthoperatorBUE
IS

e Notin: FRERIEREREFIERF

o Exists: ENMREEE

e DoesNotExist: EMRERFE

o Gt: IRERNEXTFENME (FFRFHEIER)

o Lt: IRERIENTENME (FRFELLER )

FEIRBAIZRFIZEnodeAntiAffinity ( i3 ) , EJINotinFlDoesNotExista]
VAR HABEREIRITRE o

TESREIEXERMNREEY, B5545192.168.0.2121X M5 mF] _Egpu=truefIiRss .

$ kubectl label node 192.168.0.212 gpu=true
node/192.168.0.212 labeled

$ kubectl get node -L gpu

NAME STATUS ROLES AGE VERSION GPU
192.168.0.212 Ready <none> 13m v1.15.6-r1-20.3.0.2.B001-15.30.2 true
192.168.0.94 Ready <none> 13m v1.15.6-r1-20.3.0.2.B001-15.30.2
192.168.0.97 Ready <none> 13m v1.15.6-r1-20.3.0.2.B001-15.30.2

BliEiX Deployment, AILAEIFAERIPOodEREREIE 7192.168.0.2121X M= L,

$ kubectl create -f affinity.yaml
deployment.apps/gpu created

$ kubectl get pod -o wide
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NAME READY STATUS RESTARTS AGE IP NODE
gpu-6df65cd44cf-42xw4  1/1  Running 0 15s 172.16.0.37 192.168.0.212
gpu-6df65c44cf-jzivs 1/1  Running 0 15s 172.16.0.36 192.168.0.212
gpu-6df65c44cf-zv5cl  1/1  Running 0 15s 172.16.0.38 192.168.0.212

TRSTIEER

LmEiHAIrequiredDuringSchedulinglgnoredDuringExecution@—Fh&HIEIFATIRNY ,

T RFEMNEE—MUICEEMN, B
preferredDuringSchedulinglgnoredDuringExecution, FRRSIRIERNIEITEIRHRLE

RE) =1

NETRXNRER, A LENERFRII— TR, BXTM PRSI =T EAER
— I "THKX, @UEEZEEQ%ME’JTFHEHE, WITRER7R, FmANI0AYTS mRfEen-
east-3cXMNATHK

$ kubectl get node -L failure-domain.beta.kubernetes.io/zone,gpu

NAME STATUS ROLES AGE VERSION ZONE GPU
192.168.0.100 Ready <none> 7h23m v1.15.6-r1-20.3.0.2.B001-15.30.2 cn-east-3c
192.168.0.212 Ready <none> 8h v1.15.6-r1-20.3.0.2.B001-15.30.2 cn-east-3a true
192.168.0.94 Ready <none> 8h v1.15.6-r1-20.3.0.2.B001-15.30.2 cn-east-3a
192.168.0.97 Ready <none> 8h v1.15.6-r1-20.3.0.2.B001-15.30.2 cn-east-3a

TEENX—1Deployment, ERPodfftseEfEEA X cn-east-3af9 5= L, _JL,U%!
THEIXHEEN, {EpreferredDuringSchedulinglgnoredDuringExecutionfilll, #5cn-
east-3aIR EXE ( weight ) 7980, gpu=truetX&EH20, X#EPodFiifscEtEECn-
east-3afd P = k.

apiVersion: apps/v1
kind: Deployment
metadata:
name: gpu
labels:
app: gpu
spec:
selector:
matchLabels:
app: gpu
replicas: 10
template:
metadata:

labels:
app: gpu

spec:

containers:

- image: nginx:alpine
name: gpu
resources:

requests:
cpu: 100m
memory: 200Mi
limits:
cpu: 100m
memory: 200Mi
imagePullSecrets:

- name: default-secret

affinity:
nodeAffinity:

preferredDuringSchedulinglgnoredDuringExecution:
- weight: 80
preference:
matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:
- cn-east-3a
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- weight: 20
preference:
matchExpressions:
- key: gpu
operator: In
values:
- "true"

SELIREEGEHER, TIAERIEFERI192.168.0.2121XM P 2 ERIPodE51S, M
192.168.0.100_ F 3BE214,

$ kubectl create -f affinity2.yaml
deployment.apps/gpu created

$ kubectl get po -o wide

NAME READY STATUS RESTARTS AGE [P NODE
gpu-585455d466-5bmcz 1/1  Running 0 2m29s 172.16.0.44 192.168.0.212
gpu-585455d466-cg2l6 1/1  Running 0 2m29s 172.16.0.63 192.168.0.97
gpu-585455d466-f2bt2 1/1  Running 0 2m29s 172.16.0.79 192.168.0.100
gpu-585455d466-hdb5n 1/1  Running 0 2m29s 172.16.0.42 192.168.0.212
gpu-585455d466-hkgvz 1/1  Running 0 2m29s 172.16.0.43 192.168.0.212
gpu-585455d466-mngvn 1/1  Running O 2m29s 172.16.0.48 192.168.0.97
gpu-585455d466-s26gs 1/1  Running 0 2m29s 172.16.0.62 192.168.0.97
gpu-585455d466-sxtzm 1/1  Running 0 2m29s 172.16.0.45 192.168.0.212
gpu-585455d466-t56cm 1/1  Running 0 2m29s 172.16.0.64 192.168.0.100
gpu-585455d466-t5w5x 1/1  Running 0 2m29s 172.16.0.41 192.168.0.212

LFERXMIFF, BFDSHFRERIN TR, BT MRENT R FRS, R
Bcn-east-3airE T RAEFSE = (INEH80) , RAgpu=truelI T =HIFE=, 18
BT AR,

5-7 {RSERHFINT

zone=cn-east-3a zZone=tn-east-3a

Epu=trus Epu=true
Node Node Node Node
ek B8 = Fm: S= RER: BIE

XEBEERIPodFHIZBREERI192.168.0.94X MR L, XREERAXNMFTRLEEETR
ZHftPod, JEERARZE, UFKEEXIMTRLAE, XA
preferredDuringSchedulinglgnoredDuringExecution2(t5EN, MAE&EIFN ,

TR0 ( podAffinity )

T AR RN Pod I = Z [BAYFEF0, KubernetesifszFPod#1Pod 2 E]RY
FM, BN BRIRRTIRiREREE—E, NMEMAEGER . PodFFIEES
requiredDuringSchedulinglgnoredDuringExecution]
preferredDuringSchedulinglgnoredDuringExecution @ FH#ENl ,

(e
SHFIVEGESEMSKIR, ErequiredDuringSchedulinglgnoredDuringExecution#l
preferredDuringSchedulinglgnoredDuringExecutionflAY, topologyKey=FEE R FiF R,
RETEXNMIF, BRETNANEIREESE, BisBapp=backenddJtrss,

$ kubectl get po -o wide
NAME READY STATUS RESTARTS AGE IP NODE
backend-658f6cb858-dlrz8 1/1  Running 0 2m36s 172.16.0.67 192.168.0.100
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EriimfrontendfpodEfEEbackend—ifeld, AILUMMEN FPodFEFIMNIER S .

apiVersion: apps/v1
kind: Deployment
metadata:
name: frontend
labels:
app: frontend
spec:
selector:
matchLabels:
app: frontend
replicas: 3
template:
metadata:

labels:
app: frontend

spec:

containers:

- image: nginx:alpine
name: frontend
resources:

requests:
cpu: 100m
memory: 200Mi
limits:
cpu: 100m
memory: 200Mi
imagePullSecrets:

- name: default-secret

affinity:
podAffinity:

requiredDuringSchedulinglgnoredDuringExecution:
- topologyKey: kubernetes.io/hostname
labelSelector:
matchExpressions:
- key: app
operator: In
values:
- backend

tlEfrontend?AIFEE, AILIBZEIfrontendEFEIEZIIRbackend— B = LT,

$ kubectl create -f affinity3.yaml
deployment.apps/frontend created

$ kubectl get po -0 wide

NAME READY STATUS RESTARTS AGE [P NODE
backend-658f6cb858-dlrzZ8 1/1  Running 0 5m38s 172.16.0.67 192.168.0.100
frontend-67ff9b7b97-dsqzn 1/1  Running O 6s 172.16.0.70 192.168.0.100
frontend-67ff9b7b97-hxm5t 1/1  Running 0 6s  172.16.0.71 192.168.0.100
frontend-67ff9b7b97-z8pdb 1/1  Running 0 6s  172.16.0.72 192.168.0.100

J‘&Eﬁ/\topologyKey?—Eﬁ ( BFRID1RIMNE ) , BRRERBIEtopologyKeyiEEATE

, BRI, EDERNSBIARR—RIMNY, AEBEEE TEMLENX
E]'Jliléo XEBENT S _F#BBkubernetes.io/hostname, FFLAZ A HtopologyKeyieZ)
B9ER .

N backendEH{ Pod, DAIERRNT =L,

$ kubectl get po -o wide

NAME READY STATUS RESTARTS AGE |IP NODE
backend-658f6cb858-5bpd6  1/1 Running 0 23m 172.16.0.40 192.168.0.97
backend-658f6cb858-dlrz8 1/1  Running 0 2m36s 172.16.0.67 192.168.0.100

£5192.168.0.97#10192.168.0.9437 _Eprefer=truefItr=s .

$ kubectl label node 192.168.0.97 prefer=true
node/192.168.0.97 labeled
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$ kubectl label node 192.168.0.94 prefer=true
node/192.168.0.94 labeled

$ kubectl get node -L prefer

NAME STATUS ROLES AGE VERSION PREFER
192.168.0.100 Ready <none> 44m v1.15.6-r1-20.3.0.2.B001-15.30.2
192.168.0.212 Ready <none> 91m v1.15.6-r1-20.3.0.2.B001-15.30.2
192.168.0.94 Ready <none> 91m v1.15.6-r1-20.3.0.2.B001-15.30.2 true
192.168.0.97 Ready <none> 91m v1.15.6-r1-20.3.0.2.B001-15.30.2 true

$EpodAffinityfdtopologyKeyie X Japrefer, N5 sa3AaFMEATLIS A0E]5-8F 7=

affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- topologyKey: prefer
labelSelector:
matchExpressions:
- key: app
operator: In
values:
- backend

B 5-8 #HIMEREE

| Mode 1 Node 2 Node 3 |

I labels: labels: labels: I .

| prefer=true prefer=true prefer=true | TieRAFMEREE ]

EHME | app=backend

: backend : |

| | |

- __ Il
,,,,,,,,,,,,,,,,,,,,,,,,, . /1

| Node4 Mode 5 MNode 6 ] I

| labels: labels: lahels: I P < !'

| prefer=false prefer=false prefer=false I - |

topologyKey=prefer oz | ————" /

| | Tiefa#EsEmidEe

| | app=backend ‘r’l

| |

I /
_________________________ /

" “Node7 Node 8 Node 9 N /

HEAREFE WERFE BErEE | s
preferfilabel preferddlabel preferfilabel I P

|
|
|
M3 : ll-———-"’
| |
| |

EER, SiREpreferfrEXINTI=mtaME, ARAIH192.168.0.97F1192.168.0.944
5?.U1’EH—¥E?I‘£E AR LRFMIHRIEITE app=backendfPod, BI{EZIAFMEFFIEER
BT Ri8i1a177 app=backendfJPod ( AFiZIBFMEH{X192.168.0.97 5 = LFTE
app=backendfJPod ) , frontendEFSERBELLIAIMEH (1XEAI192.168.0.975
192.168.0.94 ) ,

$ kubectl create -f affinity3.yaml
deployment.apps/frontend created

$ kubectl get po -o wide

NAME READY STATUS RESTARTS AGE [P NODE
backend-658f6cb858-5bpd6  1/1 Running 0 26m  172.16.0.40 192.168.0.97
backend-658f6cb858-dlrz8 1/1  Running 0 5m38s 172.16.0.67 192.168.0.100
frontend-67ffOb7b97-dsqzn 1/1  Running 0 6s  172.16.0.70 192.168.0.97
frontend-67ffOb7b97-hxm5t 1/1  Running 0 6s 172.16.0.71 192.168.0.97
frontend-67ffob7b97-z8pdb 1/1  Running 0 6s 172.16.0.72 192.168.0.94
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TERERFEM ( podAntiAffinity )

BUEH T PodRYFEA, BISFEAISPodRiBE—iE, BIMERFERAEEIER, TS
Pod3FERE , flaIPodZ[ERRBE—REFIMIERERIIER .

MR

WHFTVERERFEFR, FrequiredDuringSchedulinglgnoredDuringExecutioniRNIAT,
KubernetesBRIARIEENIEHIZE LimitPodHardAntiAffinityTopologyZsktopologyKey=FE HRE2
kubernetes.io/hostname , MNREHFE(FEREMEFIIAINEIE, TR SEZRZENES
%go

TERAIFFEN T RFEFMN, XMNERIEEKubernetes.io/hostnametr&EX 5>
TRipME, BUNRiZaiMEHHEN T R LELEFETBapp=frontendtr&HY
Pod, BRAIEEHEEIFERIPoISEAREMIAEINZIGIMEANEMT = L,

apiVersion: apps/v1
kind: Deployment
metadata:
name: frontend
labels:
app: frontend
spec:
selector:
matchLabels:
app: frontend
replicas: 5
template:
metadata:

labels:
app: frontend

spec:

containers:

- image: nginx:alpine
name: frontend
resources:

requests:
cpu: 100m
memory: 200Mi
limits:
cpu: 100m
memory: 200Mi
imagePullSecrets:

- name: default-secret

affinity:
podAntiAffinity:

requiredDuringSchedulinglgnoredDuringExecution:

- topologyKey: kubernetes.io/hostname  #75 sa¥aFha
labelSelector:  #PodtRESILEZARINI
matchExpressions:

- key: app
operator: In
values:
- frontend

BIEBEHBERIEYR, FIPiRIEkubernetes.io/hostnametRi&EXoD T MG M, =
#Bkubernetes.io/hostnametrEIT =P, BN P REFEENAE, FELtt—AMHh
IMFFRE— TR, H—NMaiMEF (EI—1M B 5 ) BE&EFErontendizEShY
PodiY, iZiEIMEASRHERAEEBHERRESAIPod, AMIhRBEANT S, EILiE
B—PoditFPendingRETEREE .

$ kubectl create -f affinityd.yaml
deployment.apps/frontend created

$ kubectl get po -0 wide
NAME READY STATUS RESTARTS AGE IP NODE
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frontend-6f686d8d87-8dlsc 1/1 Running 0 18s
frontend-6f686d8d87-d6l8p 0/1 Pending 0 18s <none> <none>
frontend-6f686d8d87-hgcq2 1/1  Running 0O 18s 172.16.0.54 192.168.0.97
frontend-6f686d8d87-q7cfq 1/1  Running O 18s 172.16.0.47 192.168.0.212
frontend-6f686d8d87-xI8hx 1/1 Running 0 18s 172.16.0.23 192.168.0.94

172.16.0.76  192.168.0.100
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6 FcEEHE

TR

6.1 ConfigMap

ConfigMap2—MATFENAIREEERINRIEEE, BT REFREHIERVRE
XF, AILARREFERENEY, WILBRRFEREN 4.

BiZ ConfigMapRILAS EMMEEIECERRAE, (5 FRMEERERER.

tlJ#E ConfigMap

TEREIEIE T —1 & Aconfigmap-testiConfigMap, ConfigMaplIBLEEIE1E
dataz?H—Fﬁ-FI'_ES( o

apiVersion: v1

kind: ConfigMap

metadata:
name: configmap-test

data: # MeEHIE
property_1: Hello
property_2: World

FERETEPS| A ConfigMap
ConfigMap& A ERERH X HREREZEMVolumed 5|,

BN FEFIF, 5|7 configmap-testiproperty 1, SEENFIETS
EXAMPLE_PROPERTY_189{#, XH¥&2EEx/EEMEXAMPLE_PROPERTY_18YEHME
property_1HJ{&, BD “Hello” .

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
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memory: 200Mi
env:

- hame: EXAMPLE_PROPERTY_1
valueFrom:
configMapKeyRef: # 5|FHConfigMap

name: configmap-test
key: property_1
imagePullSecrets:
- name: default-secret

1£ Volume H#15|FH ConfigMap

f£Volumedi5|FConfigMap, FiEEII RIS EIZERK ConfigMapfIEFEEREAN
Volume, BREHIERE— 1N, BMENHS, BEMENHEHAS.

WTFRBIAH, BIE—1 & Hvol-configmapiJVolume, X4 Volumes|FHE A
“configmap-test” B9ConfigMap, Bi&VolumetfHZIZFEMI “/tmp” 18R, Pod
BlEERING, EA=EM “/tmp” BBET, MEMAXGproperty_1F0property 2, ©
118982 BIA “Hello” #1 “World”

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
volumeMounts:
- name: vol-configmap # HE#Z Avol-configmapiiVolume
mountPath: "/tmp"

imagePullSecrets:

- name: default-secret

volumes:

- name: vol-configmap
configMap: # 5|FConfigMap

name: configmap-test

6.2 Secret

Secret@—MIIEFHINRFENSR, BEILUSINIERER. EB. FAHFRIFESecret
B, MAREEXLEHBMIEREIIRENEPoIEN T, NMEMZEMRIE.

Secret5ConfigMapIEER, #f=key-valuef2BXIH, FREBNEER, FARENZE
Secret2INZFE, FRLUERFFESREE.

Base64 J®hd

Secret5ConfigMap#flEl, RUABENHINFRFEIRE, FIARIRECIZERS, Secretfd
Value4ZR{EFHBase644Rh3 .

XF TR TBase64dwtD, AJLAERE(ER “echo -n ZYRAGAIAZE | base64” RN
a, R

root@ubuntu:~# echo -n "3306" | base64
MzMwNg==
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Bl# Secret

A TFRBIAE M AISecret P B & 5iKey-Value,

apiVersion: v1

kind: Secret

metadata:
name: mysecret

data:
key1: aGVsbG8gd29ybGQ= # "hello world" Base644Ri3RHIE
key2: MzMwNg== # "3306" Base644RIZRAYE

EINETEHS|F Secret
Secretir i MHAE2ERNIMETETNZEIEEF, N6,

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
env:
- name: key
valueFrom:
secretKeyRef:
name: mysecret
key: key1
imagePullSecrets:
- name: default-secret

£ Volume 15| Secret

f£Volumer5|FSecret, FiEBIEX{4AIAXEZESecretBIBEEIREIE A Volume,
BRYEIEE— XY, BEXHER, BEREXHERS.

ANTRAIF, BlE—EAvol-secrethgVolume, X NVolume3|FB&EH “mysecret”
A9Secret, FIEVolumeEHZIZREEHT “/tmp” R T . PodBIEMING, EREH “/
tmp” BBIET, BER I itkey1Flkey2,

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
volumeMounts:
- name: vol-secret # EFHZ Avol-secretigVolume
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mountPath: "/tmp"
imagePullSecrets:
- name: default-secret
volumes:
- name: vol-secret
secret: # 5|F3Secret
secretName: mysecret

HAPodBEEH, oJLAE/tmpBR T AWkey1F0key2 NS, HEZISEGFRIER
base64fERLIGHIE, H5UH “hello world” #0 “3306” .
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Kubernetes %%

7.1 ML

Pod i&(5

Kubernetes KRB HAREMEZEB(S, BIRMHTEEEMLEZIZOCNI ( Container Network
Interface ) , ERRIMILEEISITHCNIEASRSCM . FHERCNIEEEES, &
Flannel. Calico. tX¥Kubernetesf4g, CCERNARRIMEZETLAIERHZHEARIAIM
BIRESLI, AT RERERANSZEE.

KubernetesSBAAR A RIBZEMEEE, (BERERIMNZFHEUTEK:

e PodgE¥E1EE(S, BPodw /BT ENATMEEER:, BIEIRVEEERAYIRIPIZ
RIXEHREPodAIIP,

o  TRZIERLATEIENATRIZE I AEIRRIEIR FBls.

B— 1P RPEIPodiEE

Podi@id il EthernetiZOXT ( Veth Pair ) S4MEEE(S, Veth Pairfg—iEMLL, —ifk
FEPodWER, —imfEPOdIMER. E— 5= ERIPodiEIT M ( Linux Bridge ) i®(5, &
TEF.

7-1 E—ANsEhfg Pod B(E

Pod Node

172.16.3.2

ethl ——» Veth

Bridge

Pod 172.16.3.1

172.16.3.3

ethl ——————* Veth2
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FERE—T = EAPodRiET VethiR B S —imiEEEIRMGT, BE(IRYIPIEIEE ST M)
SIRENRY, FIMFFIPETRE—MER. ttsh, B—T < LAIPREPodBIALS ARSI
*ﬁ{, MF= A RBERA A AR EHTHE R . BItt, B—P < EAPodaILIERE
B .

AR = EHPodiEE

KubernetesZ23k&EEfPodatblItE—, FEULEREPIIB NP RS E—1NFM, LA

{RIEPodfYIPHBI BN EREANEPASEES . EAET = LizfTAIPodE@IZIPHBIE T
BE, ZIIEEEETEREMEIEMESLI, 1IRREEKB AR5 A0verlaytEs . B8
tER. UnderlayfEzt =25,

o OverlayiEz{ 2ET = MEEM_ @IS E T EAEAIRIING , IHEESHIAY
IPHEdIFZSIE) . 3RS & BREAYSEIL . VXLANINY 2 B BisiiTa0verlayM&iE
MY Z—,

o EHEXARAVPCERHAXRINASANSESEEMNEBES, T IEEIEESEE
N, 7EMERE ESMTFOverlayfiiET e,

e UnderlayfE 2EENIRENERIET = EEM B IZE O EIZRE LD S FA—
MBI AR, ZERSMEE, BRAENRIBRSZERIP VLANSE,

7-2 RNET = LAY Pod 1Bf5

i
| |

Node 1 Node 2 Node 1 Node 2 : Node 1 Node 2 :
Pod Pod Pod Pod : Pod Pod :
172.16.3.2 172.16.4.2 172.16.3.2 172.16.4.2 : 192.168.0.33 192.168.0.44 :
etho etho etho etho : etho etho :

| | | | | |

| Veth1 | | Veth1 ‘ ‘ Veth1 | | Veth1 ‘ : :
| |

| |

Bridge Bridge Bridge Bridge | |
172.16.3.1 172.16.4.1 172.16.3.1 172.16.4.1 : :

| |

| |

| |

| |

| |

| |

t t t t | \ \ |

T T T T | ‘ ‘ |
[ | v | |

[:3E] EEE : = :

Overlay bt : Underlay :

FEESE, FRHEEMSE R B, S ERIEREME o HwEREMELH |

U LR S mMERERE, FEFHE—LENBKubernetestal LR AP
Hipian=, BiKiE207.2 Servicef17.3 Ingress,

7.2 Service

BRI
Ei#&i519 Pod AYjE)E

PodBIE5ERkfE, AfalihEPodie? EiEAIEIPodEBUIT/LANER :

e  Pod=fERI#KDeploymentiXt+aU=HIZEMIFREZE, ARIAIEPodRILERMETIEA
AR
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o  PodfYIPHBIREPodBIEA #D L, ERsIIHAFIEPodAYIPHELIL
o NWAFFHERASMNETHEEERIN—HEPodAR, ENMFIAPodtETEARISE,

HENMIF, BRIEEXE—NEERE, {FADeploymentflZ2 TEIRHIES, BIASE
HEaH—LitEai8, E7-3FR. F8IE1T 731 Pod, XLPod2iEEMIIHR]

;&gfﬂ’ﬂ, LPod BT RIFERAT, FiEAPodaYIPHELIEETIP, BISHIPodTEEE
IR ZIN

7-3 Pod [Ei(a]

.
/
-~ \\
.
// ™,
p .
Py \
\
~
- .
- \
> =~
J:/_\ s .
=)= I \J i

{s5F8 Service f#R Pod AYI5[a)[EIRR

KubernetesdfgService IR 5k 2 SRR R HiRPodiAT|EIREAY . ServiceE— N EEIP
ok (ECIEECCEERIIE— MRS MERANEE, XMMEREI AT LA Service S BLIPHE
k) , ServicelgihiAERIMER ALGPod, BERiEALEHILEPodET LabelSRIEE, M

BServicer] LAZAIXLePod iR &0 .

BBAXTF EEBEIF, REEHRINI—NService, @idServicekifiaPod, XiEai&Pod

AR RBAEEPodIIZIL, WIE7-4F 7,

7-4 i&@Z Service 35id Pod

A&

m ihlalService

ServiceffselectorifiZF

. ABapp:nginxiFEiiPod
N\

AN

AN
N

/
£ AN
== ;/ v A

FrEE app: nginx
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BIZFS& Pod

Bl Service

BE5c8IE— 1 38K RIDeployment, BI34°Pod, HPod L#HEHRE “app: nginx” ,

BRI AR.

apiVersion: apps/v1
kind: Deployment
metadata:

name: nginx
spec:

replicas: 3

selector:

matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- image: nginx:latest
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
imagePullSecrets:
- name: default-secret

TEREIBIZE—NEH “nginx” BService, i@idselectoriEiFRHres “app:nginx” HJ

Pod, B#rPodiyi[1580, ServiceXdyMREAVIH1798080,

HERSREEEY ‘RSB IIIINRENHRO” O, JIRAFIED
“nginx:8080” , Xt¥, FEHMIPod, RFEE @I “nginx:80807 FATLAIAGEIE]

“nginx” XEXAIPod,

apiVersion: v1
kind: Service
metadata:
name: nginx
spec:
selector:
app: nginx
ports:
- name: serviceO
targetPort: 80 # PodaVix
port: 8080  # ServiceXt4MEEERIHT
protocol: TCP  # R&AHMMYZEERY, ZHFTCPFIUDP
type: ClusterlP  # Servicef92s8Y

# ServiceRIZFR

# Label Selector, #EEEZapp:nginxiresHIPod

% _EmServiceRIE MARTFEZInginx-sve.yamI3 {4, {FBkubectlElziX/{ Service,

$ kubectl create -f nginx-svc.yaml
service/nginx created

$ kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterlP 10.247.0.1 <none> 443/TCP  7h19m
nginx ClusterlP  10.247.124.252 <none> 8080/TCP 5h48m

&eJLAEEServiceB 1 Cluster IP, IXPIPREEARZRY, BRrIFServicetfifR, FrLAE

B aTLUE A Cluster PIEEEEEI A alService o
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TEAIE—PodFHHNEEE, FHClusterlPif@Pod, AJLIBEIEEERREINS.

$ kubectl run -i --tty --image nginx:latest test --rm /bin/sh
If you don't see a command prompt, try pressing enter.

/ # curl 10.247.124.252:8080

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{&5F9 ServiceName i5]a] Service

BIIDNSHITIEHZ RS, TTLMER “ServiceName:Port” iAialService, iXth2
KubernetesdPaxEFIAY—F{FEREH . TECIECCEERFAIRN R, SRAERZE
CoreDNSHH{4, fEkube-system#nZ =) FAJLAEAZ|CoreDNSHIPod

$ kubectl get po --namespace=kube-system

NAME READY STATUS RESTARTS AGE
coredns-7689f8bdf-295rk 1/1  Running 0 Im11s
coredns-7689f8bdf-h7n68 1/1  Running 0 11m

CoreDNSZEERINEESEJIDNSIRSS S, HtliEServicefg, CoreDNSE£IEServiceld7:3
FREIPICHRiEk, XHEPodgtr] L@ [ECoreDNSEIfIService IR FRIXS ServiceAYIP
i1

IFIBRT @IS nginx.<namespace>.svc.cluster.localifsial, Efnginx/gServiceAIZFR,
<namespace>AfZEEZIR, svcclusterlocal HIFZEE, ELMERAT, EE—
M Z =@ Fa L & R&<namespace>.svc.cluster.local, E#E{FERServiceNameBld

Flan_EmEeIEEAIR AnginxA9Service, BEHEIT “nginx:8080” FLATLAAIDE!
Service, HMiFOE&Pod,

{EFServiceNamefI AR BN EEZIM 22 LAEF &N BRI LS
ServiceNameBEEZERFH, XIFLERFEKServiceAIPHBLL

HITIA TS, CIE— 1 PodHHEHNBEEINE, (FAnslookupEifnginxAIZfETeE
R, ALAEZInginxSEFRITIAIZ ServiceAI55EE 52 nginx.default.sve.cluster.local, EH
FRNTHHAYIPHELESD 10.247.124.252,, BEfSi@iZcurl nginx:8080i5IaliZARSS, BILABKIN

REITREAS, HBRSZAIEEISE,

$ kubectl run -i --tty --image tutum/dnsutils dnsutils --restart=Never --rm /bin/sh
If you don't see a command prompt, try pressing enter.

/ # nslookup nginx

Server: 10.247.3.10

Address:  10.247.3.10#53

Name: nginx.default.svc.cluster.local
Address: 10.247.124.252

/ # curl nginx:8080

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

Service RUNMIHEIARSS L IAY

BIENRZEIE T Servicefg, FTiEPodilf@aZx{t, Service#BreizAINEIPod.,
WNERiEAAkubectl describefp S EEServicefIEE, BB TER,
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$ kubectl describe svc nginx
Name: nginx

Endpoints: 172.16.2.132:80,172.16.3.6:80,172.16.3.7:80

BILAEZI—Endpoints, EndpointsEft2KubernetesfI—fi&iEX S, AILAZEE
5%, KubernetesIF2i@iZEndpointsiizZIPodRIIP, MimitServicegEig&HPod,
$ kubectl get endpoints

NAME ENDPOINTS AGE
nginx 172.16.2.132:80,172.16.3.6:80,172.16.3.7:80 5h48m

XERY172.16.2.132:80, 172.16.3.6:80, 172.16.3.7:80;:2PodfJIP:Port, BN T @<
AL EEEIPodiiIP, 5 EMEAYIP—EL,

$ kubectl get po -o wide

NAME READY STATUS RESTARTS AGE IP NODE
nginx-869759589d-dnknn 1/1  Running 0 5h40m 172.16.3.7 192.168.0.212
nginx-869759589d-fcxhh  1/1  Running 0 5h40m 172.16.3.6 192.168.0.212
nginx-869759589d-r69kh 1/1  Running 0 5h40m 172.16.2.132 192.168.0.94

——»  Endpoint

ANERMIBE—Pod, Deployment&iGPodEE, #FHHIPod IPEELEZK .,

$ kubectl delete po nginx-869759589d-dnknn
pod "nginx-869759589d-dnknn" deleted

$ kubectl get po -o wide

NAME READY STATUS RESTARTS AGE IP NODE

nginx-869759589d-fcxhh  1/1 Running 0 5h41m 1721636 192.168.0.212
nginx-869759589d-r69kh 1/1  Running 0 5h41m 172.16.2.132 192.168.0.94
nginx-869759589d-w98wg 1/1  Running 0 7s 172.16.3.10 192.168.0.212

BX&EEEndpoints, £&MEndpointsfIABHEEPod&ZE T,

$ kubectl get endpoints

NAME ENDPOINTS AGE
kubernetes 192.168.0.127:5444 7h20m
nginx 172.16.2.132:80,172.16.3.10:80,172.16.3.6:80 5h49m

TEHE—Z T X EAMISEIAY

EKubernetesEE LR AN 4RI NodeTo s _EAYkube-proxy, SLFR_EServicetBXHIEE
1EEBET = _EAYkube- proxy&JE 7EServicel@ZAtKubernetes& 9 ELIPZ8Service, [@
AYEIZAPI ServeriBHIFTBkube-proxyB#iServiceBlIf£ T, kube-proxyWZE 1518
idiptablesieRServiceXd R AYIPFIIx O, MmitServiceE T = ERJLAREIAZ]

TEE—LfrifiaServiceBE =, Pod XiFlalService ( 10.247.124.252:8080 ) , &
FINEEIRERT, ET s EiRiEiptablestl ) B AYIP:Port#iEH &R 9Pod 1HIIP:Port,
Mmi@id Serviceis @ EISEFRAYPod .
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f&TiCFEServiceXt M AYIPFNIR, kube-proxyidsiaizService 1EndpointAYZE{t, M
MfRIUEPodE 2 S {37AREEII Servicel[a)EPod

7-5 Pod X id Service B933F2

Pod X
172.16.3.2
Destination IP:Port

Node

iptables N N Pod 1
Destination IP:Port
10.247.124.252:8080 172.16.2.132:80

Node

API Server

Endpoints:

172.16.3.6:80
172.16.2.132:80
172.16.3.10:80

Service IEBIS(FERIGS

Servicef9ZERYFE T ClusterlPixENodePort. LoadBalancerflHeadless Service, iX/J1
FhzEBRServiceBEARIRIAIE

ClusterlP: FAFEERAZEEIHONZS, @BidClusterlPifiaService

NodePort: HFMNERHIMNDIBIDANES, BET = EAYROGEService, 1F47
152 I NodePortE i Service .

LoadBalancer: FBFMEEFIIMNEDAIERYAS, HELENodePortlI9 &, BE—1
4E7ERILoadBalancerifiglService, X/ NLoadBalanceri&igkEAZE T a9
NodePort, M4MEBREZ f{a)LoadBalancer, ¥/ 4Ei52 M LoadBalancerss
BUYService .

Headless Service: FHFPodiEfIEIEAIN, 1Z2EEHServiceH A EcE MY
ClusterlP, TMBERBBASACIIRITAEITEFIERA . BoBZIEE
spec.clusterlPEEZAYES “None” k6liEHeadless Service, FMNBBESR
Headless Service,

NodePort 2891y Service

NodePortZBgServicer]LAiEKubernetesEE BN =2 HRBE—MERER®O, 4b
SRR B ST T RIP:-Port, AAERIX G R GRS XINAIPod . SN EIRR

No
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7-6 NodePort Service

30120 f D 30120

“‘

Node Node

TEE— 1 6JENodePortz£Ef Service , BliEFRE, HLABET =AYIP:PortifalZ|
BE&Pod,

apiVersion: v1
kind: Service
metadata:

name: nodeport-service

spec:

type: NodePort

ports:

- port: 8080
targetPort: 80
nodePort: 30120

selector:

app: nginx

tIEHEE, AJLIEZIPORTIX—%198080:30120/TCP, iHBBServicefd8080im 2k
BYZT5 2A9301200% 0 »

$ kubectl create -f nodeport.yaml
service/nodeport-service created

$ kubectl get svc -o wide

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE SELECTOR
kubernetes ClusterlP  10.247.0.1 <none> 443/TCP 107m <none>
nginx ClusterlP  10.247.124.252 <none> 8080/TCP 16m app=nginx

nodeport-service NodePort 10.247.210.174 <none> 8080:30120/TCP 17s app=nginx
RS, @S aIPiROiAEService AT LAAI@RIPod, SNTFFR.

$ kubectl run -i --tty --image nginx:latest test --rm /bin/sh
If you don't see a command prompt, try pressing enter.

/ # curl 192.168.0.212:30120

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

LoadBalancer 2£8UHY Service

LoadBalancerZEEYfYServiceESCENodePortZEEServicef9¥ B, @3 —MFERY
LoadBalancerifzjalService, iX/‘LoadBalanceriiEKkit & ZIT =A9NodePort,
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LoadBalancer KB A ZEFKuberneteshI2B14, XEHBEERHENR & ( =RSE
1 ) 12ft, RR fAYKubernetesfERE S5 LoadBalancerfIRg#ELIEZAMER, HIan
CCEXI#ZE TELB, XS T el LoadBalancerz:BYService B ARIAYSLHL

7-7 LoadBalancer Service

&LoadBalancer

AL
<

&

Node Node

THERE— el LoadBalancerz(EfService, BIEESEMIE, ATLUBEIZELBAYIP:Portif
BZIfE&Pod,
apiVersion: v1
kind: Service
metadata:
annotations:
kubernetes.io/elb.id: 3c7caa5a-a641-4bff-801a-feace27424b6
labels:
app: nginx
name: nginx
spec:
loadBalancerlP: 10.78.42.242  # ELBSEfIRYIPitbiE
ports:
- name: serviceO
port: 80
protocol: TCP
targetPort: 80
nodePort: 30120
selector:
app: nginx
type: LoadBalancer # 258479l oadBalancer

_LtMmetadata.annotationsEBRYSEECE R CCEAILoadBalancerzB.Service EE B &
RS, FTRIX{Service4BEMANELBSESI, CCEEZHFBIE LoadBalancerz£EY
ServiceRTFZEELBSLH, ¥HARINTIES W HAEII% (LoadBalancer),

Headless Service

BUEIHAYServicefZ R T PodAIASMERIGIGIEIRR, RIFE FimiEiEElService XBEAIEA
Pod, {BiAFE FEIXLLQIRGERER o

o [ERTiAEERTEPOd
o —NServiceEBRIPodBHIAIT)

STREFRA 01 (2025-08-16) RS © ERmI BRABRAT 74


https://support.huaweicloud.com/usermanual-cce/cce_10_0014.html
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RTRBRUALEB, KubernetesiRiit 7 B—Hix 0455k A7Service28Y, FRIIHeadless
Service, XFHEAfthService>kiR, EFin{TihaiRSAT, DNSEiIGAR&iREServicey
ClusterIPittit, BE{RiGEZEIEAPodEREERE &N ( IPVSEiptables ) RER. M
Headless ServiceHA~& 4 HBegimAdClusterlP, 1E#{TDNSEIERLIREFTEPodlY
DNSIER, X#FtaI &S PodidIPHtlE . BIRESHE; ( StatefulSet )
StatefulSetlF 2/ Headless ServicefiZRPod|a) B HiA ARy,

apiVersion: v1
kind: Service ~ # JIRIERIHService
metadata:
name: nginx-headless
labels:
app: nginx
spec:
ports:
- name: nginx  # PodiEiE{SHYIR R TR
port: 80 # PodiEBIEMIRAS
selector:
app: nginx # IR J9app:nginxPod
clusterlP: None  # W& INone, FxHeadless Service

HITaN T ap$tlEEHeadless Service,

# kubectl create -f headless.yaml
service/nginx-headless created

SlE SR E R LAE T Service,

# kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

nginx-headless ClusterlP None <none> 80/TCP 5s

BUEE—1 Podk&EifIDNS, AJLAEZIEEIREIMBPodiNCR, XA T ihiETEPod
BYERR T o

$ kubectl run -i --tty --image tutum/dnsutils dnsutils --restart=Never --rm /bin/sh
If you don't see a command prompt, try pressing enter.

/ # nslookup nginx-headless

Server: 10.247.3.10

Address: 10.247.3.10#53

Name: nginx-headless.default.svc.cluster.local
Address: 172.16.0.31
Name: nginx-headless.default.svc.cluster.local
Address: 172.16.0.18
Name: nginx-headless.default.svc.cluster.local
Address: 172.16.0.19

7.3 Ingress

MR

FHATFEZE Ingress

Service2EFIUETCPFIUDPIMNYEEARRY, MingressA] LAEFCERIHTTPFIHTTPSH R
Witk , nILUBSg A FIIREMEI M ERIR S, W TFERFR.
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7-8 Ingress-Service

www.example.com/foo :
> Service
Ingress www.example.com/bar > Service

foo.example.com :
> Service

Ingress T{EHLHE

£z Ingress

EB(EMAIngressINBE, W/RFEKubernetesEERf F%%EIngress Controller, Ingress
ControllerG R SHMLIN, RE DA EKubernetesE S #FRYingress-nginx; ~[E
I EBEBECRISTI, FIaNCCEFRE MR EIRSSELBTHIngresshY-CE A ETY
&,

HMERIBERE 552k Ingress Controller, Ingress ControlleriRiEIngressHIBREIN, &
RN N AYService, Himi@IZEndpointEiGZIPodaIIPHBLE, AREISIERIEERLEPOd,

Ingress —“—b Endpoint
» Ingress Controller

N
SN
// \

/ ‘ AN
// \\

TEGIFF, ERhttpiMY, XBEAYSiHService/s “nginx:8080” , {FHFIELBIES
Ingressiz=#lg& ( metadata.annotations=FEREB RIS EEAERNELBSLAI ) , Zifia
“http://192.168.10.155:8080/” R, iEdkA “nginx:8080” XF[AYService, MiG
MEiEAREIXIRPOd,

TEIRIT GERFV1.23RLAEARASHIERY ) -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: test-ingress
annotations:
kubernetes.io/elb.class: union
kubernetes.io/elb.port: '8080'

7-9 Ingress T{EHE!
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kubernetes.io/elb.id: aa7cf5ec-7218-4c43-98d4-c36c0744667a
spec:
rules:
- host: "
http:
paths:
- path: /
backend:
service:
name: nginx
port:
number: 8080
property:
ingress.beta.kubernetes.io/url-match-mode: STARTS_WITH
pathType: ImplementationSpecific
ingressClassName: cce

IngressFRRI LUK ESMERIEE , XS AT LABE & KIGAZIELB, #HTmipaZlfE
imhRSS o

[MARY:E

2B RE T2 AT, RS ZAENTISELBSLEFIRIPHELL, FIANERTLUER =BT IR
55 DNSSEECUNE Z MR .

spec:
rules:
- host: www.example.com # 113
http:
paths:

- path: /
backend:
service:

name: nginx
port:
number: 8080

REZSI RS
IngressaT LABIATESEREIZMRSS , BEoBEWI AR,

e  HiAa “http://foo.bar.com/foo” B, IHTHIE “s1:80” Fif.
e  HiAa “http://foo.bar.com/bar” B, iHEHIZE “s2:80” FiF.

ikl

Ingressi& & RAEHFRYpathIE R EKfGinN ARFEEREE, BUEELEER.
%0, NginxpzZFABRARIWebIFEIERZR A “/usr/share/nginx/html” , FEJIIngressis
AERBERIN ¢ /test” BRRAY, BEMNAIWebIFIIER NEEESHEHBEZR, B “/usr/
share/nginx/html/test” , BNIEIRE404,

spec:
rules:
- host: foo.bar.com # hosttbit
http:
paths:
- path: "/foo"

backend:

service:
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name: s1
port:
number: 80
- path: "/bar"
backend:
service:
name: s2
port:
number: 80

7.4 5483575t ( Readiness Probe )

— MHTPodBlIiEfS, ServiceslBEMBNEREIE, HARIEIBERERLPod, BREEHE
T, BE—PodEEREMER, WRPodiRRESF (AIREHZAERINEEE
SR, EURREIIT —ITRERZE ) , XEHEIBKIESPodANE, Podtht
FIE, IERIBREM

AR EIREIRR, Kubernetesi2ft T iZ&IREt ( Readiness Probe ) HITHAEE, FLZ&IREt
ZHIPod BN BREMNEEN, REMEEEMEIRIAIS=EIR NI, Pod

SFRICH “FiE (Ready ) ” K&, FEUDRET, PodAES#IIANEIServiced
EndpointsZlZ&, FIBEKIRE.

Readiness Probe[E# 2FRAMRICNIZSEE, AERIESEEIINKE K Pod2E T
4, 54.2 Liveness Probe: EERIEENFIER, EIRFHESIFUNT=FEE,

e Exec: BEIERXERHITIEE®S, FRIEBEHEBHRSHHIMBSEEEHME. W
RBSHITRINFHRENASIZ0, MIANABREERE; BN ARTLE

e HTTP GET: fERIHTTP GETZEAYIREAT, kubeleteEHAE “Pod IP: 8%
0”7 RIZEHTTP GETiE K, BIREIRPAZSIES2xx 85 3xx, NIRNELTD, %M
N, EKRE. TN, BERBHEIARRE, Service A RBEEAAZ

==
=]

e TCP Socket: RIHXEAREITCPIERE, WMREEIEFRPARCENE .

Readiness Probe BT {E/EE

BiTEndpointsEta LASLHIReadiness ProbefI%4R, LPodifRFtLERT, $EPodiy
IP:Port \Endpointsshifll, Podwfié&EEINAZRIEndpointssh, W TFEFTR.

7-10 Readiness Probe BYSCI SR

——»  Endpoint

PodF BT Endpoint
o ARASEINPodBIIP:Port
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Exec

B1Z1E, MIREIO0, HRABPodFAZE Y, BNIREEMIREI

Exec A SHTTP GETAR—, WMTFFR, X MREHIITLs /readydnid, WBRIXANZ

FERLITYAMLIZ 4RI Deployment, BRIRERAINginxiZG TR/ /readySfd, IEIE

iZDeploymentHRIPod 2 HRETERLE

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
readinessProbe: # Readiness Probe
exec: # X ls /ready @5%
command:
-ls
- [ready
imagePullSecrets:
- name: default-secret

¥4 FEiDeploymentAYiE M AR1FZEIdeploy-ready.yam(3Z{Edr, MfsZ Btz
Deployment, Fdeploy-ready.yaml@li#ixX/ Deployment,

# kubectl delete deploy nginx
deployment.apps "nginx" deleted

# kubectl create -f deploy-ready.yaml
deployment.apps/nginx created

TR, ngindRGAREE/readyiX NN, FRLAEEIZERIPod R EReady R, B

READYX—%IA9E/90/1,

# kubectl get po

NAME READY  STATUS RESTARTS AGE
nginx-7955fd7786-686hp 0/1 Running 0 7s
nginx-7955fd7786-9tgwq 0/1 Running 0 7s
nginx-7955fd7786-bgsbj 0/1 Running 0 7s

Bl5EService,

apiVersion: v1

kind: Service

metadata:
name: nginx

spec:
selector:

app: nginx

ports:

L
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HTTP GET

- name: serviceO
targetPort: 80
port: 8080
protocol: TCP

type: ClusterlP

BEService, AMEndpoints—{THIERZ, &

$ kubectl describe svc nginx
Name: nginx

T BEndpoints,

AR ISR 2R EIE—1/readylISZf4, 1.EReadiness ProbepiIl], MIEFZSALTF
ReadyiAZ® . BEZEPodFEndpoints, &HLEIET /readyIFHIBZEE L Ready,

EndpointstB 2450
# kubectl exec nginx-7955fd7786-686hp -- touch /ready

# kubectl get po -o wide

NAME READY  STATUS RESTARTS AGE
nginx-7955fd7786-686hp 1/1 Running 0 10m
nginx-7955fd7786-9tgwq 0/1 Running 0 10m
nginx-7955fd7786-bgsbj 0/1 Running 0 10m

# kubectl get endpoints
NAME ENDPOINTS AGE
nginx 192.168.93.169:80 14d

IP
192.168.93.169
192.168.166.130

192.168.252.160

Readiness ProbefIEe B 51FEIRET (liveness probe ) —#¥, 7EPod Templatefd
containersAIATECE . WNTFR, ZITIEREAHEN31Pod, BEAPodh{iEN—
NEER, BB PodPHBIRNRING, PodiS#HIRCH “Higk (Ready ) ” K&,

apiVersion: apps/v1
kind: Deployment
metadata:

name: nginx
spec:

replicas: 3

selector:

matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
readinessProbe:
httpGet:
path: /read
port: 80
imagePullSecrets:
- name: default-secret

# readinessProbe
# HTTP GETENX

N5k 01 (2025-08-16)
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TCP Socket

[E%E, TCP SocketZEEAYIRET A AT

apiVersion: apps/v1
kind: Deployment
metadata:

name: nginx
spec:

replicas: 3

selector:

matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- image: nginx:alpine
name: container-0
resources:

limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
readinessProbe:
tcpSocket:
port: 80
imagePullSecrets:
- name: default-secret

Readiness Probe B2l E

# readinessProbe
# TCP SocketZENX.

5lLiveness ProbetB[a], Readiness Probeth BREFAISRECEIEIN, LEMEnginx PodlY

describeap S EIEMWT:

Readiness: exec [ls /var/ready] delay=0s timeout=1s period=10s #success=1 #failure=3
X—1i7%Readiness ProbefYEASHECE, HEXUT:

o delay=0s RRBEEEoNEIZBIFAIRT, RBIERAYE

o timeout=1s RTRERVINE 1 sHMHEN RIRLEprobe, BN URERTSKLL
e period=10s FE&10siRM—IR

o  #success=1 FRMNELL1RBKINFRTALIN

o  #failure=3 IRMZELLIRKMERREY

XL Z RIEITRONRER

readinessProbe:
exec:
command:
-ls
- /readiness/ready

, BOHUFHEE, WA

# Readiness Probe
# EX s /readiness/ready 5%

initialDelaySeconds: 10  # REEBENEBAFFAIRN
timeoutSeconds: 2
periodSeconds: 30
successThreshold: 1
failureThreshold: 3

# RUEHR, =30siRM—K
# RN 1R ATIRBE TN
# BRI KRR K

# FRTBRRDIE2sAIHEER R ihE5probe, BNIFLIIERNSELM

N5k 01 (2025-08-16)
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7.5 MRS ( NetworkPolicy )

MLESEEE ( NetworkPolicy ) ZKubernetesigitFsRIEHIPodifEAINISR, =T MAL
BHEmEE T —EfXEE, H—SFIETMELZ S, NetworkPolicySZ3FAI8EIEUR
FERFHIMLEIRGAIEEST o

RIAMBERT, MRBBZEPAFEETREE, WEAEHE ZeRZETRIPodRYRE

EBH LI o

NetworkPolicy IR BT LAGEZRL0 T 354 :

e namespaceSelector: RIFGFETEANTEILE, BBEIZIFEAGZTEERTLAIL

o

e podSelector: tRIEPodAIIREIESE, BBIZIFEAIPodERRILLAIA
e ipBlock: tRIBMIZZIERE, MERPIAIIPHBILERATLAGIE), ({XEgress3zisIPBlock )

PZE SRS S FRISERFXIEL

= i Sid] CCE StandardfE | CCE Standard& | CCE TurbofEg#
23 B
P LSAEEY BESREMLSIEE | VPCRISSIEEY =REREE2. 068
NetworkPolicygg | BRIAFFE EOAXHA, WFHEE | BUAXE, WFEE
EEERIAFE FBNetworkPolicy | FENetworkPolicy

BENEECREER | SRRl ERs
BdFFiEDataPlane | BdFFfEDataPlane
V2 V2

HURmESCM openvswitch eBPF eBPF

NRMSTISROEERE | FRBhRA v1.27.16-r30, v1.27.16-r10.

RS v1.28.15-r20. v1.28.15-r0,

m ST NI v1.29.13-r0. v1.29.10-r0.
HRSTFR0ERE | v1.23R LA EERER v1.30.10-r0. v1.30.6-r0R LA
RA ZN v1.31.6-rORLLE | SEEFHRA

SEBHRRA
NN SZ#:5A91%#% | namespaceSelecto | namespaceSelecto | namespaceSelecto
Tj-it r r r
podSelector podSelector podSelector
NS H5A01%8% | namespaceSelecto | 1PBlOck ipBlock
A= r
podSelector
ipBlock
SISRURER R EulerOS Huawei Cloud Huawei Cloud
CentOS EulerOS 2.0 EulerOS 2.0
Huawei Cloud
EulerOS 2.0
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= Fic Sid] CCE Standard£E | CCE Standard& | CCE TurbofE#¥
& B
pILEETY BREFEMNSEBIEE | VPCRIEIEE =IREMLE2.06E5
EEXFIPVEMEE | A3ZiF Sz ¥
REE
BETEFRTERR | 5 S ZHF
ipBlockPRHISEE TR FZHECERSEN | A EcED =M
. IRSBMEEAEY | BB, IRSBMERRAY
WIEZLAR T5 1P PIEZLAR: T5 = IP
BEXEHFBIIE | A2 2HF ¥
RERIRZ RS
ClusterIPRYi[a]
A ZIEHIRT 2HF ZHF S EE
100.125.0.0/16 [
EB=ARSS M ER
EEZIFSCTPIMY | AZiF 2HF S EE
SEEBBTRIAE | iF ZHF ¥
1ZT = EAYPod
A RZHF ZHF 25
NetworkPolicy=
EndPortfic &
(11 #%H8

e DataPlane V24FEFCCEZRIL, (EMRIBIRR T RLECCERSZHITHIB.

o NetworkPolicyEEATIFLZ 2T (

SO

BaelE

TRt H9Kata ) o

o AFEMFEMLZAICCE StandardEREh, B RMAREISZIFEgressHIERERA, RTFA=F

T RRMERS, SSHLAEREgress, HER MEEET R

o AERFEMEEREFENetworkPolicyfs, PodifaiRSMERIBIIES, STEIPEIERIZAIAIIE
FEREBIEFPodIRIP, LUEEBMiKPod_EAINetworkPolicy N AT LAEFPodiRIP#H{TRILE SRR

PR o

iE1d YAML {£F8 Ingress 31

o IFR—: BUENERIEREIPod REEEEERFEIREAIPOdISIE
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7-11 podSelector

\

seitisiE

*—

FsrifFiniE

Bi#rPodBEBrole=db#r&, ZPodRBiFmarole=frontendirEMIPodimalE

6379w . IREZMEZRERFIEMIRIEL RN T :

a. BlIEEEHaccess-demol.yamI3Zi4,

vim access-demo1.yaml

AT HYAMLY RS

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: access-demo1
namespace: default

spec:
podSelector: # NS E G role=dbirEERIPod R
matchLabels:
role: db
ingress: # RN
- from:
- podSelector: # R fiFEBrole=frontendtREEHIPodifT)

matchLabels:
role: frontend

ports: # REYERTCPIMNYIAIE6379i% 0

- protocol: TCP
port: 6379

b. HITUUT#HS, RIELIRMaccess-demol.yam S4Bl MR HERE

kubectl apply -f access-demo1.yaml

At

networkpolicy.networking.k8s.io/access-demo1 created

. R BT MESREEIREIPod REEMRIEEAF R 2 E) FAYPodif|E)

& 7-12 namespaceSelector

|
|
-
-
|
|
|
|
|

I |

*—

FeiFiaE

SASPRZA 01 (2025-08-16)
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BitrPodBBrole=dbf5&, iZPodR feiFproject=myprojectirzAIarE =8 HY
Podif|aHE637%k M . &EIZMERISAIEMIRELS RN :

a. BIEEE Faccess-demo2.yamI3Zi4,

vim access-demo2.yaml

LA THRHYAMLY RS :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: access-demo2
spec:
podSelector: # MNIFFEBrole=dbirEAIPod LR
matchLabels:
role: db
ingress: # RN
- from:
- namespaceSelector: # Qi EAproject=myprojectirZAIEpZ =B FRIPodifIE
matchLabels:
project: myproject

ports: # JEEEATCPIMYAIA637%1%
- protocol: TCP
port: 6379

b. HITUUT#S, RIELiRMaccess-demo2.yam {4 BIEE ML SRES

kubectl apply -f access-demo2.yaml
FERAI -
networkpolicy.networking.k8s.io/access-demo2 created
J@iT YAML fF3 Egress HI
(1) %288
BRREMASIETIERFR, 1.23% 1A EERFMRA IFEgressHINRIER S .

VPCZZH=BYFNCCE TurboEEfh, v1.27.16-r10. v1.28.15-r0. v1.29.10-r0. v1.30.6-r0K%LA
FRRARIEERS S DataPlane V253745 Egressiillll, {X3Z#FHCE OS 2.0 RSk .

o IZT— BUNKZRIEREIPod REEIEHEE AL
7-13 ipBlock

»
»

172.16.0.41

AR 172.16.0.40

7% role: db

HirPodBArole=db¥5&, iZPod R 1Fi/H181172.16.0.0/16MER, {BARFIFIAIE
ZMEEHAY172.16.0.40/321tht , 1EEIZMERISHIEARIRIEL BT :

a. BlIEEEHaccess-demo3.yamI3Zi4,

vim access-demo3.yaml

LA AYAMLXHREA:
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: access-demo3
namespace: default

spec:
policyTypes: # {EFAEgressA B EpolicyType
- Egress
podSelector: # MG EBrole=dbiRrZAIPodERL
matchLabels:
role: db
egress: # N
- to:
- ipBlock:
cidr: 172.16.0.0/16  # FUFTERFAEISEILERIEE
except:

T17216040/32  # FRAFEHISTIVSIELRER, exceptRERTETECiAIIIER
b. #ITLUT#S, 1RIELLiIRMaccess-demo3.yam XLl MLRERE .

kubectl apply -f access-demo3.yaml
FiHR%A L -

networkpolicy.networking.k8s.io/access-demo3 created

27 EUMERIEIEF Pod REE RIS EIRERIPodiSEl, BREEHTIEE
Pod

7-14 [EHJ{EF Ingress #0 Egress

T Fnwsia

o

RAVFIE

=% role: db

=% role: web

BH#rPodE&role=db#5r&, iZPodR ftiFm G role=frontendtxEAPodif I E
6379%, BizPod RALiHiaiEarole=webir&HIPod, MLZEREFAYINgressH
EgressR]LAEX FERI— MR, BEREELSEWT:

a. BlIEEEHaccess-demod.yamI3Zi4,

vim access-demo4.yaml

LA AYAMLHREA:

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: access-demo4
namespace: default

spec:
policyTypes:
- Ingress
- Egress
podSelector: # MU EGrole=dbiRZEAIPodERY
matchLabels:
role: db
ingress: # RN
- from:
- podSelector: # RiFEArole=frontendtzZHIPodif5ia)

matchLabels:
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role: frontend

ports: # HBEEATCPIMYAIE6379%% 0
- protocol: TCP
port: 6379

egress: # N
- to:

- podSelector: # A aiFisiaESrole=webirEIPod

matchLabels:
role: web

b. HITLUT#HS, 1RIELIRMaccess-demod.yam S4Bl MR HERE

kubectl apply -f access-demo4.yaml
FHR%I -

networkpolicy.networking.k8s.io/access-demo4 created
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A E

8.1 Volume
ARSI FEIGHTEE, SARERN, SEPWTIHSAEL, B4

HE—PodFENEITZN SR, BEEFTEAXLSRZEAHE G, XtLERE
RFRRRAYE, KubernetesiiR 7 Volume R RIX NI, Bt EFES,
KubernetesfyVolumeZPodiJ—&F%, Volume AR Z2EIHAINISR, FeEIolE, Hae

FEPodhEN ©
PodHHIFFE RSB LAISIEVolume, (B REIES:, BAILERHIIARHEME
Fo

SRR ERSREFEN TER, BERIIASEREVolumer, EdVolume®1
BREEI T FHEES,

Main Container

SideCar
Container

—

Volume

VolumefYEmEHESiEE ERIPodIERE, {BEVolumeEBMEAIIEEIEEIEVolumeiEk
EBsATFE, XEURTFVolumefyEEL
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Volume R8I

EmptyDir

HostPath

KubernetesfyVolumeBIFEZHIZER, FELIMERAPFERRSEEAT,

e emptyDir: —MERENZEHR, TEATIREIFE
e hostPath: BEHNENBREHIIETRT.

e ConfigMap. Secret: 4F#k3ER!, JEKubernetestFERINTZRERNEHEPod, £
6.1 ConfigMap#016.2 Secret&T5 /MBI AN ConfigMap#SecretiEZ
Volumerh,

e persistentVolumeClaim: KubernetesHUEA (WIFESEEY, FMNRIBESES.2
PV. PVCHIStorageClassh&iFHN4E.

EmptyDir2e@E—FfVolume3EY, RIEEFHMEEEL, XVolumelEEHEHM =2
— 1 =BR, NAEFAUUEEmESHE, emptyDir VolumeRy4asERASPodiE
&, Podffli&/EVolumelIEUE BRI MRS

emptyDirf9—LE iR

o EiF=E, HIMETFHENTHHEERF.

o JNHENRKAITEESRENES, IMEESEMNERIIREIRERIT.
emptyDirfcEBIa0T o

apiVersion: v1
kind: Pod
metadata:

name: nginx
spec:

containers:

- image: nginx:alpine
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}

emptyDirSEfREREVolumelIN B EEPodFRIE B mRY#EE L, S9bemptyDirtBaILAR
EFENERARE, TR, mediumig&IMemory,

volumes:
- name: html
emptyDir:
medium: Memory

HostPathZKubernetes i —METF TR AN HRFAUTANMFEERE, TETR
RS ES M B RIEFEIPodAIED, ([FPodBEBERIAFIOT RN ER. SFEA
TimRI=fiERYemptyDirfBEL , HostPathfZTELI T

o HIREWEMSTRIE: ATRBERAERANEIRT, BIfEPodEMER. &
FEIEEEEMT SN, HRNYIREER.

o WIFEPoAHETRRFRE: T ERIZPod (EBURAIFHIERT ) , aliEd
+HHRBAYHostPath R IR LMEIEH=

M H%kRAS 01 (2025-08-16) WA © EARTERABIRAE 89



Kubernetes FRHEXIIR 8 I A IFE

o TEEEMATAMGFHIE: HostPathBBIEHT S FEFENNHHER (MRS
REXH. BUIRIERS ) , Sear ERIEINEEXEFERE .

HostPathiE@BFHAEIX. EABHEHHBHFTEHOBEENSENS, IFEE
PodhEZBEENHEBEZR . Docker5|Eoy A MEFIRES . tb5), HostPathiFiE—
ERBRMY, FHRNFEZEE:

o RAS5THE4E, BLERETE (REaIBEl ) , tAFET = IR
MENESS B o

o LZENERE, BHEHTABURIER (W/etc. /var/run/dockersock ) , AIEES:
MABHBOHA T EER,

o HUEISFAMEKSS, —BT SIS EIRIR, FENEIESEL.

Ftt, BEIEEXENHIELZSE . TREERSNETHE, HREAER

HostPath,

apiVersion: v1
kind: Pod
metadata:

name: test-hostpath

spec:

containers:

- image: nginx:alpine
name: hostpath-container
volumeMounts:

- mountPath: /test-pd
name: test-volume
volumes:

- name: test-volume
hostPath:

path: /data

8.2 PV, PVC#[] StorageClass

F—EBBNBEHIHostPath2— A (L 1FiE, BRHostPath5T R ABHEXR, X
HIfE D R AESEAF SR PodiAEEZEMT Y, ATFEIRNURFEERD =AM,
PodAJRELEIERRBHIE, FEHIBELRNNXE

fEKubernetesd, YNRFBEPodEEFIEE ( FIANT mtfEsFH4R ) FkIABEIE 5T
ZBIREIE, FURERESIFANRENIINEFE . SAMEFERRE, WEFER
KT ENBEART R, BEBEPodAERIEMT REMALHRMEuERnT, MiFRERES
AOIFEEME . MBFEREIZTMZIE, TIRFBEHBDEEIRMREME . EFE. X
REFE=F ENEEFHEEE, A7 EFRXLEEFEESR, Kubernetesti2ft 7PV
( PersistentVolume ) ¥1PVC ( PersistentVolumeClaim ) B9IISAE . BISIXERE
B, AREARTSEXOFERFNEARSEZEINSCMAT, IFERRIBECPUIIARET—
¥, ERRENFEEEMNNNEI, Kubernetese B S EEFEESEE
Ho XML T FEZIEN “#iB° —(FERERARIRYEEKR, FEB8I7TK
HIEROPCECFIALES, WA T EBRIR BT BEM

e PV: PVIERRIRIIAUEES, TEEXHNE—MFANEEEREEN LR
R, HII—NFSRUEHBER.

e PVC: PVGHIRRIZPodFR A EBERANFAMFIERIENME, tEal, Volumefz iRy
K TEERRES.

KubernetesEIE R EIFMEFERVRE, RIHTMAIPVIFIATFECERKubernetes,
(ERETEFENIHEREECIZEPVC, AFTEPod{ERVolumeXEXPVC, BNALLE
PodEARZEIFMEEIR, SIZENXRN TEFR.

M H%kRAS 01 (2025-08-16) WA © EARTERABIRAE 90



Kubernetes FRHEXIIR 8 A IFE

csli

PV

8-1 PVC 45E PV

Pod

Volume

SAMTEE

Kubernetesi2{tt 7 CSI## [ ( Container Storage Interface, Z2&/FfEiEO ) , EFCSI
XEEO, JLAFFAESILCSHESH, MNMSIFHFENFME, KEIEBNEN. flinE
4.4 Namespace: FiRSHFERIRIkube-systemanZZS |8 Feverest-csi-controllerf]
everest-csi-driverffl 2CCEFF AR &I HIZE IR . B 7 XLIRENFL T LAEREVS.
SFS. OBSTFfi,

$ kubectl get po --namespace=kube-system

NAME READY STATUS RESTARTS AGE
everest-csi-controller-6d796fb9c5-v22df 2/2  Running 0 9m11s
everest-csi-driver-snzrr 1/1 Running 0 12m
everest-csi-driver-ttj28 1/1  Running 0 12m
everest-csi-driver-wtrk6 1/1  Running 0 12m

RE— TNPVRUIIERIFTAWIZE, BIGNTESFSH IR T — NXHFME, XA E=E
ID968eda4fd-d759-444b-8265-20dc66¢8c502, b FIsfs-nas01.cn-
north-4b.myhuaweicloud.com:/share-96314776, INRABTECCER{FERIXNIETF
fiff, WFEEFCIE—PVRIERXNZiE, W=

apiVersion: v1
kind: PersistentVolume
metadata:
name: pv-example
spec:
accessModes:
- ReadWriteMany # ESE
capacity:
storage: 10Gi # EXPVAIARN
csi:
driver: nas.csi.everest.io # FEBRfEFIAYIREN
fsType: nfs # FhEEE
volumeAttributes:
everest.io/share-export-location: sfs-nas01.cn-north-4b.myhuaweicloud.com:/share-96314776 # it
b1l
volumeHandle: 68e4a4fd-d759-444b-8265-20dc66¢8c502 # Z%ID

XEBcsi FHRIRBMECCEPIFERNTFR, EEMIESTAFER,
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THEEXNPVHES.

$ kubectl create -f pv.yaml
persistentvolume/pv-example created

$ kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM  STORAGECLASS
REASON AGE
pv-example 10Gi RWX Retain Available 4s

RECLAIM POLICYZ2IEPVHIEIKEERE, RetainZexPVCHERSPVAELEFEE . STATUS
{E9Available, FRPVAEFRIAAPIRE,

PVC
PVCRILABE—PV, REIZOTR,

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: pvc-example
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 10Gi # EERTEMERIAR /N
volumeName: pv-example # PVRYZTR

BIZEPVCHEE,

$ kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-example created

$ kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-example Bound pv-example 10Gi RWX 9s
XEATLAEFNASEBound, VOLUMERZpv-example, FERPVCEXR4PETPV,
BXRE TPV,

$ kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS
REASON AGE

pv-example 10Gi RWX Retain Bound default/pvc-example 50s

ALAERASBZER TBound, CLAIMRdefault/pvc-example, FRIXANPVESE T
default@pA =B FAYpvc-exampleiXNPVC,

XE— M EREE RIS ECLAIMZdefault/pvc-example, AHAZEERdefault
e, XEENPVEREFRINKE, AFrETEAGE=E, MPVCEirZ=aHm
RORIE, PVAEILAS(HOmZ=ERIPVCEIFSEE .
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8-2 PV 5 PVC

StorageClass

ETRAIPVAIPVCIS IR R AREEUIFREE, (BRPVEIZLLIREZ (RILUIFRIPV
PsiFRIVECERERGN ) , BEHESHEHNEERERE, XIFETHE.

KubernetesfiZ RiXNalRAY G i = 2o HalSE EPVIY S, AILABGNeIPY, BIE&R[]
LAEBEPVECESS ( provisioner) , SAJSEXXIRIAYStorageClass, XHFFFRETECIE
PVCAIRHER AT LUEIRFECGEFERIREL, PVCHEIEStorageClassiEiELaPV
provisioner, FprovisionerEzlgliEPV, UWCCEFR{Htcsi-disk. csi-nas. csi-obsZ
StorageClass, fEABAPVCRIAN_LStorageClassName, FEEILABEENGIZEPV, FHERHE
ERERIFERR

AT T A S RN AT EiaICCER I AYERIAStorageClass . RATLAfSE FACCEIRERICS RIS
TEM BliEStorageClass, {BMINEEMAESCCELZHAIEAIAStorageClassH X5, XE

Mg 24k

# kubectl get sc

NAME PROVISIONER AGE

csi-disk everest-csi-provisioner 17d # =IFFZ StorageClass
csi-disk-topology everest-csi-provisioner 17d # FERSPTERI=IELE StorageClass
csi-nas everest-csi-provisioner 17d # X{47Zf# StorageClass

csi-obs everest-csi-provisioner 17d # IIFRIFE StorageClass
csi-sfsturbo everest-csi-provisioner 17d # MRES{41F % StorageClass

{&EFStorageClasstlEPVC,

apiVersion: v1
kind: PersistentVolumeClaim
metadata:

name: pvc-sfs-auto-example
spec:

accessModes:

- ReadWriteMany

resources:

requests:
storage: 10Gi
storageClassName: csi-nas # StorageClass

MR

YEIARSZ I FEHcsi-sfsturboZE B StorageClassEHIEZBIFEPVC, ANFEEMASFS TurboZEBUHYTELE,
BIZRUEIEESFS TurboSLHIFHEITEFSEFEERIA N EIZEPVAIPVC, # BB NBIRSEFES
R BRIENEZFE
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BIEPVCHEFPVCHIPY,

$ kubectl create -f pvc2.yaml
persistentvolumeclaim/pvc-sfs-auto-example created

$ kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

pvc-sfs-auto-example Bound  pvc-1f1c1812-f85f-41a6-a3b4-785d21063ff3  10Gi RWX csi-
nas 29s

$ kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS

CLAIM STORAGECLASS REASON AGE

pvc-1f1c1812-f85f-41a6-a3b4-785d21063ff3  10Gi RWO Delete Bound default/pvc-sfs-
auto-example csi-nas 20s

XA LAEZI{EAStorageClassfg, AMYEIETPVC, MBRIE TPV, HEB“E4E
T o

TEX T StorageClassfg, FRATLAR/DCIZEFFLIFPVEITIE, PVEERL T BRIGIE, EX
AL, REEESBAPVCIHEEStorageClassNamell T, XF AR TIES .

BRIRBE, StorageClassNamefIZEBVEARRE MRV M ESAERE, XBEREFERT
XAFFEESRA .

1£ Pod dh{EFE PVC

BTPVCE, EPodERBZFANMFEMIFES(E T, E£Pod TemplateFEYVolumeE
BEXBXPVCHIRTR, SASHESEIREZHRIA], TR, EZEEStatefulSetiZkaTLL
BEERAPVC, #1EiE2 5.2 BIRERE ( StatefulSet) .

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-deployment
spec:
selector:
matchLabels:
app: nginx
replicas: 2
template:
metadata:

labels:
app: nginx

spec:

containers:

- image: nginx:alpine
name: container-0
volumeMounts:

- mountPath: /tmp # HEHIRE
name: pvc-sfs-example

restartPolicy: Always

volumes:

- name: pvc-sfs-example
persistentVolumeClaim:

claimName: pvc-example # PVCHIZFR
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INIES RN

9.1 ServiceAccount

KubernetessRFrBRYIAIE), FTICHMERAIER, ERSEITAPI ServerRbig, iAid)
KubernetesZRRIFHBELITINIESIEIN

e Authentication: FFIRBIFBRPBMANAILE, Kubernetess7MaRIRSZ S FIRER
RESKS, REABRDAIENG, BifiESIAIESServiceAccount,

e Authorization: BFEHIAPITERIADAEN, XBERENBERIEEFER
RBACHL#, ¥E1E9.2 RBACN B,

9-1 API Server BUIAIEIEY

IANIES ServiceAccount
KubernetesfFEFP D AIRE M ( ServiceAccount ) FIEIEM A FRFHEEY

o JREBMKFSENamespace4fE, XKEB—ERIE, PodtlIEAtiEE Token, NMIARIFS
API ServerZ 8RR .

e KubernetesF;RBREZBWFIINR, XEMFEOARIIMIRSIMIEE, L
WECCERIF2ARIAMEER,

5Pod. ConfigMapZ&{il, ServiceAccount@KuberneteshHIEIR, EBFHpATBR
A, JRIE— N FRIGEZEN, RASBMNEEPER— 1B Hdefaultdy

ServiceAccount,

FERTEGSHLAEEServiceAccount,
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kubectl get sa

NAME  SECRETS AGE
default 1 30d

AR

o 121LABINRAAVEREH, PodrbhsiEN TokenfIF R 2iEid i ServiceAccountfiSecretRIXEN
Token, XS ILIREHIToken@XK AR o ZHREL 21 R ERRARABHEEFFER, HE
IRIBE XRAIER RS, E1.25RA EARARIEREF, ServiceAccountiEASBRIBIEIIMN
BYSecret,

1.21 LA ERRARIEERE, EiZ(ERTokenRequest APIEK{SToken, F{FEMAIZEIE
( Projected Volume ) #£&FIPodH . ERIXFMTEIRIGAITokenEBEIERIEHREEE, FE
SHEEHRIPodRMIPRATIX L Token S BEKR . 1¥IBIES M TokenT 2R HHA -

o MEEBENSHEFE—KATEIRToken, EHAILUEIZFFRIEE ServiceAccounttl
Secret, REFEFNBIEEX A ServiceAccount TokenfB9H1E, (B 2EEFER
TokenRequestfy /5L {FEFMERAEIToken, LUREZ £,

1.25LABIRRARIEEREH, ServiceAccount=BnltIENIMAYSecret, 1.258 LA ERRAAY
ERfth, ServiceAccountBA=BEMNEIEIIMNAYSecret, FEID BIEEFHRIMERETRY
ServiceAccountRzs .
e 125U FIhRANERE, BER HdefaultdServiceAccountikz,

kubectl describe sa default

EERETUT, HEAdefaultBaIEIZEITMNAISecret, Bldefault-token-vssmw,

Name: default
Namespace: default
Labels: <none>
Annotations: <none>

Image pull secrets: <none>

Mountable secrets: default-token-vssmw
Tokens: default-token-vssmw
Events: <none>

o 125K\ EhRAERE, BEFR NdefaultfyServiceAccountihZ,
kubectl describe sa default

HEISEAETH, defaultkBEhBIZEIIMAYSecret

Name: default
Namespace: default
Labels: <none>
Annotations: <none>
Image pull secrets: <none>
Mountable secrets: <none>
Tokens: <none>
Events: <none>

FEPodIEN S HFH, AILABIEEMFBIRAISE— 1 ServiceAccounttd{ELE—1
Pod, MNERFISEFMSERIKIARIServiceAccount, HAPI ServeriEIEI— N EHIAIIE
TokenH9i53KAT, API Server&FHiX{NTokensRIGUEAIZIEKAIE FimFTXEARY
ServiceAccount 2 & SRIFHITIERATERE

Bll3E ServiceAccount
B LN 29KRAERF I, FRIITds<EdefaultinZ=SBIAEIEServiceAccount,

kubectl create serviceaccount sa-example

serviceaccount/sa-example created

FRUTSSHLGEsa-example 25 EIEERKIN, HNAMESHHsa-exampleMliFiBH
BIEERLIN .
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kubectl get sa

NAME SECRETS AGE
default 1 30d
sa-example 0 2s

AT ARZGERRIEREMRATET.25L0 £, ServiceAccountiS A& BRI RAY
Secret, {EALUTHSAIUBEEGIFEAIServiceAccountfIiFAEE., B+ Mountable
secretsfITokens{Eanone, MIiRABIZServiceAccount;ZB BxhtliESecret,

kubectl describe sa sa-example

Name: sa-example
Namespace: default
Labels: <none>
Annotations: <none>

Image pull secrets:  <none>
Mountable secrets: <none>
Tokens: <none>
Events: <none>

XEBEEFaNEESecret, MNMEEIXAFIIHIRToken, FIBLATKEE, Fohtl@EE R
sa-example-tokenf9Secret, 57 sa-examplefServiceAccount3Ex,

kubectl apply -f - <<EOF
apiVersion: v1
kind: Secret
metadata:

namespace: default

name: sa-example-token

annotations:

kubernetes.io/service-account.name: sa-example

type: kubernetes.io/service-account-token
EOF

K& sa-example-token2ECIEMIN . HipBA=EdefaultfdSecretsHTsa-
example-token, MiBABIEERLIN .

kubectl get secrets

NAME TYPE DATA AGE
default-secret kubernetes.io/dockerconfigjson 1 6d20h
paas.elb cfe/secure-opaque 1 6d20h
sa-example-token kubernetes.io/service-account-token 3 16s

BESecretlINS, ALALTca.crt. namespaceFltoken=PHUE .

kubectl describe secret sa-example-token

Name: sa-example-token
Namespace: default
Labels: <none>

Annotations: kubernetes.io/service-account.name: sa-example
kubernetes.io/service-account.uid: 4b7d3e19-1dfe-4ee0-bb49-4e2e0c3c5e25

Type: kubernetes.io/service-account-token

Data

ca.crt: 1123 bytes
namespace: 7 bytes
token:  eyJhbGciOilSU...

1 IEServiceAccount SHETEERISecret X BX 2 A TN, BItEESServiceAccount2E3#EE!
Token, HEIEABEAIF], sa-example5sa-example-tokenx<ExRLIN o

kubectl describe sa sa-example
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Name: sa-example
Namespace: default
Labels: <none>
Annotations: <none>

Image pull secrets: <none>
Mountable secrets: <none>

Tokens: sa-example-token
Events: <none>
R

1£ Pod Hh{§EFH ServiceAccount
Pods{FHServiceAccountIEEHE, REEIEEServiceAccountfIZFRENA , TEIL

$IR2

“nginx:latest” Jaf§, /ATE\-{ZM/%O

BIE— N2 Hsa-pod.yamlAYiEIAS S . AR, mysqlyamlABENXZFR, EaLiER

G

vim sa-pod.yaml

ikl

R T HBRPodaEIS(ERFENBIFERISecretbfToken, EHEERHHEIEZSecreti £ E!
Fegth, HEHHNES RFRASEHRINNFEMREE

XHRBWT:

apiVersion: v1

kind: Pod

metadata:
name: sa-pod

spec:
serviceAccountName: sa-example # I57Esa-exampleAPod{FERBEAIIRSEZIKF
imagePullSecrets:
- name: default-secret
containers:
- image: nginx:latest

name: container-0

resources:
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
volumeMounts: # Y82 Hsecret-volumefI1FfiEEEEZIPod
- name: secret-volume
readOnly: true # TREZNEHEEERIZM
mountPath: "/etc/secret-volume” # IEEFEETEREENEPRERIERE, TLIEEX
volumes: # TEMPodo] LAERRYSecretiZ &S
- name: secret-volume # $EESecret§ﬁ%§E'€l%fff\, AUBEX
secret: # IBEXNMFEERIZEEI NSecret
secretName: sa-example-token # G ZEIEIIAYsa-example-tokeniEEEIE M AR5 S

CIBEHEEXPod, BJLAEEZEIPodiEE; 7 sa-example-token, BIPodd] LUFERIXA™
TokenZHuAIE .

kubectl create -f sa-pod.yaml!

EERFWNT:

pod/sa-pod created
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FRALITRE, RIEPodE2HEIERKIN.
kubectl get pod
EIERBIWNT, Hsa-poddBRZEARuUNNing, NiKABPodEliE ALY

NAME READY STATUS RESTARTS AGE
sa-pod 1/1  running 0 5s

FI3 BHEsa-podIEAKEE, mILEEEsa-example-token 2 EHEEIN -
kubectl describe pod sa-pod

EIERETNT:
Containers:
container-0:
Container ID:
Image: nginx:latest
Image ID:
Port: <none>
Host Port: <none>
State: Waiting
Reason: ImagePullBackOff
Ready: False
Restart Count: 0
Limits:
cpu:  100m
memory: 200Mi
Requests:
cpu: 100m

memory:  200Mi
Environment: <none>
Mounts:

# FRPodEHE#sa-example-token, BIPod&JLA{EFHIX N TokensMEIAIE
/etc/secret-volume from secret-volume (ro)

# BafERiYTokenRequest, AJLURHLFGHARToken

/var/run/secrets/kubernetes.io/serviceaccount from kube-api-access-2s4sw (ro)

HAPodRIER, EATLABRIRIMAIN A, BRasSUT . He, cdFRIEEIRSsecret-
volumelJEEIRE—H,

kubectl exec -it sa-pod -- /bin/sh
cd Jetc/secret-volume
Is
EERFWNT:
cacrt namespace token
S IIFFERNEIiEAYServiceAccount TokenBERER o

1. fEKubernetes£EEfh, ERIAJIAPI Servertli2 7— & SkubernetesgiService,
BigiX N ServiceTT LA BIEEREAAIPodEE . ctri+diBHPodfg, FAHALAT&GSHE
EEZRSIERER,

kubectl get svc

EIEABNT:
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes  ClusterlP 10.247.0.1 <none> 443/TCP 34
2. #APod, FteEPodEEEEBEAFERTokendIIE IR FIBITAPI Serverif[al&EEE
ARIPod&IE .
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kubectl exec -it sa-pod -- /bin/sh
curl https://10.247.0.1:443/api/v1/namespaces/default/pods
EIRLRINT, iREBPodAEEEIZEITAPI Serverifa)EEE¥AAIPodZEIR .

curl: (60) SSL certificate problem: unable to get local issuer certificate
More details here: https://curl.se/docs/sslcerts.html

curl failed to verify the legitimacy of the server and therefore could not
establish a secure connection to it. To learn more about this situation and
how to fix it, please visit the web page mentioned above.

REca.crtiIMEEE . fGca.crthiIIRIREZICURL_CA BUNDLEIMEZEH, X
BERcurli SERIZER XA EREEHR S

export CURL_CA_BUNDLE = /etc/secret-volume/ca.crt

B TokenBIABHEITOKENA,

TOKEN=S$(cat /etc/secret-volume/token)

KISTOKENZEREMI

echo STOKEN

AEIEABNT, WIREKN,

eyJhbGciOiJSUzI1NilsimtpZCl6l...

FIFSTOKENIITAPI Server,

curl -H "Authorization: Bearer STOKEN" Attps.//10.247.0.1:443/api/v1/
namespaces/default/pods

SLERWNT, WKABPodEeSEITIAIE, BIFENEIERYServiceAccount Tokensg
R, EAPI ServeriR[EIAYEcannot get path \"/api/v1/namespaces/default/
pods\"", MBI EBEIIRIAE, FTESEUSNABEAE, BRWFHIESMH9.2
RBAC,

"apiVersion": "v1",

"metadata": {
"resourceVersion": "13267712"

}

"items": [
{

"metadata": {

-

9.2 RBAC

RBAC &R
Kubernetessr5E A TAERIFLERBACHLHI, RBACIEAUN 2@ Ui R R 1T
[i=18
e Role: fatd, HLEEN—HMKubernetesiZiE ( apZ=Sa4% 3! ) BIHIEIFN .
e RoleBinding: ME4lE, EXTHFIIABHXER,
e ClusterRole: B, HLEENX—EHXIKubernetesiZiR ( EEER S, BE&2

EpEpAZE ) BB

e ClusterRoleBinding: &EEtABYE, EXTHFIIEEAEHNXER,
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Role#IClusterRoletgE 7 AT LA IHRLL R AIEBLETN{E, RoleBinding#(l
C_lusterRoleBindingﬂ%ﬁ@,ﬁﬁfﬁ%ﬂ%x"éﬂ’ﬂﬁﬁ)ﬂ\ FFH5kServiceAccount £, SNTFEIFR
o

9-2 ABHE

ﬂ Deployment

StatefulSet ConfigMap

—————————————— |

| | (== |

| I RoleBinding

! }EHF'& ; Secret

] I

! e NameSpacefkBI 53R

| | T T |

! | ServiceAccount | |+ : i

] | I |

I I ]

! | ClusterRaleBinding seesmg — Py }

i

——————————————— | |
[ I
i StorageClass 1

|

[ I
! I
| EEESIAE |

Bl Role

RolefI5E X AFRE, $EiEnamespace, SAEHRErulesfIN . M1 FERAIFFATHAMIE
EaiFitdefaultipZ =8 FAIPodHITGET . LISTIR(E,

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:
namespace: default # Bp R =E)
name: role-example
rules:
- apiGroups: [""]
resources: ["pods"] # BILAiAalpod
verbs: ["get", "list"] # TLAATGET . LISTIRME
£l RoleBinding

BTRoleZfg, #ALAERoleSEARIABF4IERK, SLIXAIFLZRoleBinding
T o WA

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: rolebinding-example
namespace: default
subjects: # IEERR
- kind: User # ZEBRR
name: user-example
apiGroup: rbac.authorization.k8s.io
- kind: ServiceAccount # ServiceAccount
name: sa-example
namespace: default
roleRef: # IECRAE
kind: Role
name: role-example
apiGroup: rbac.authorization.k8s.io

XEBRJsubjectsFiEERole SHHPEIEREK, FFRILIZ/EEERAR, BallE
ServiceAccount, IXFEFHEHFZERITE9.1 ServiceAccountBiI3 B . HEBHIZEN
TEIF=o
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9-3 RoleBinding 4BzE Role F1FF

NameSpace: default

user-example . n
1 GET, LIST
RoleBinding: B N
rolebinding-example
GET X

: . & /
SerwceAccotmt. © A Deployment
sa-example

TERGIE—MEINEEEN .

FERIE— 1 ET#EAServiceAccountd, GIE—1Pod, {FH7T sa-exampleixX1™
ServiceAccount, MINININX £5sa-example4BiE T role-exampleX 1M EBE, HEHAE
Pod, {#Fcurldp$iBIZAPI Serverifal R BERIGIEAE 2 HER -

{#sa-exampleXIifJca.crtfTokentAIE, &ifldefaultipZ =B FErGPod&FIE, Xt
RIgIEERoleFRILIST,

$ kubectl exec -it sa-pod -- /bin/sh
# export CURL_CA_BUNDLE=/var/run/secrets/kubernetes.io/serviceaccount/ca.crt
# TOKEN=$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)
# curl -H "Authorization: Bearer $TOKEN" https://kubernetes/api/v1/namespaces/default/pods
{
"kind": "PodList",
"apiVersion": "v1",
"metadata": {
"selfLink": "/api/v1/namespaces/default/pods",
"resourceVersion": "10377013"
1
"items": [
{
"metadata": {
"name": "sa-example",
"namespace": "default",
"selfLink": "/api/v1/namespaces/default/pods/sa-example",
"uid": "c969fb72-ad72-4111-a9f1-0a8b148e4a3f",
"resourceVersion": "10362903",
"creationTimestamp": "2020-07-15T06:19:26Z"
}

n

spec": {

IREIEERIFE, 15BHsa-example2BLIST PodHIINPRAY ., B&EiE— FDeployment, iR
BN, HBERBAEIDeploymentAI IR o

# curl -H "Authorization: Bearer $TOKEN" https://kubernetes/api/v1/namespaces/default/deployments

"status": "Failure",
"message": "deployments is forbidden: User \"system:serviceaccount:default:sa-example\" cannot list

resource \"deployments\" in API group \"\" in the namespace \"default\"",

RolefIRoleBinding/EFRATEERMETE, BRIl —ERRERINIRIREE, tTEFRT
~, LMHEENXrole-examplegiAgeisalkube-systemapZ Z(E FAIRIR
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9-4 Role # RoleBinding {EFASEE 2 ZE

NameSpace: default

GET. LIST
role-example —

NameSpace: kube-system

CREATE

GET. LIST

£ EEPodHrékEmipal, IREUNT, REARSEIREINR.
# curl -H "Authorization: Bearer $TOKEN" https://kubernetes/api/v1/namespaces/kube-system/pods
m"status": "Failure",

"message": "pods is forbidden: User \"system:serviceaccount:default:sa-example\" cannot list resource

\"pods\" in API group \"\" in the namespace \"kube-system\"",
"reason": "Forbidden",

f£RoleBinding™, & o] LA4FEEtharE =S iEAYServiceAccount, REfEsubjectsFEg
TR INEhEsE == ERYServiceAccount BT .

subjects: # IEERR

- kind: ServiceAccount # ServiceAccount
name: kube-sa-example
namespace: kube-system

IMAZJS, kube-systemTkube-sa-exampleiX“ ServiceAccounti#ATLAGET ., LIST#p
Zzsialdefault FA9Pod Y, SAFEIFR.

9-5 EEdp R =iEisin

NameSpace: default
rolebinding-exampleF 487 T kube-sa-example

i |
i |
| |
i - +

|
i RoleBinding: Role: | GET. '—'SL }
: rolebinding-example [l role-example |

|
| |
i |
i I
] \ ‘
| \ |
] : ‘
i |

h

i
i
. |
! |
! |
! |
T |
[ - |
|
| L] :
| ServiceAccount: :
i
. |
! |
! |
[ |
[ |
[ |
! |
! |
|

I
1

kube-sa-example
T

FLFFGET. LIST

ClusterRole #[ ClusterRoleBinding
f8EERoleFRoleBinding, ClusterRoleFClusterRoleBinding Gl F/LEAE :

e  ClusterRolefClusterRoleBinding~FHTE X namespace=E&
e  ClusterRoleAJLAE X SRR BRI EIR

BJLAE H ClusterRoleFClusterRoleBinding I SRR BIRITUR o
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EKubernetesd, EHATEN TIEFEZHIClusterRoleFIClusterRoleBinding, 0 FAf
o

$ kubectl get clusterroles

NAME AGE

admin 30d
cceaddon-prometheus-kube-state-metrics 6d3h
cluster-admin 30d

coredns 30d
custom-metrics-resource-reader 6d3h
custom-metrics-server-resources 6d3h

edit 30d

prometheus 6d3h
system:aggregate-customedhorizontalpodautoscalers-admin 6d2h
system:aggregate-customedhorizontalpodautoscalers-edit 6d2h
system:aggregate-customedhorizontalpodautoscalers-view 6d2h

view 30d

$ kubectl get clusterrolebindings

NAME AGE
authenticated-access-network 30d
authenticated-packageversion 30d
auto-approve-csrs-for-group 30d
auto-approve-renewals-for-nodes 30d
auto-approve-renewals-for-nodes-server 30d
cceaddon-prometheus-kube-state-metrics 6d3h
cluster-admin 30d
cluster-creator 30d

coredns 30d
csrs-for-bootstrapping 30d
system:basic-user 30d
system:ccehpa-rolebinding 6d2h
system:cluster-autoscaler 6d1h

Hep, REERERANRUN T ClusterRole,

o view: HAEEEHGZTARIEAINR

o edit: HBEHNGEZTTRIBEIINR

e admin: HEHIATEEENR

e cluster-admin: ABEEEEAILEINIR

{#F3kubectl describe clusterroledr < REBREFEIZ M MUABIE AR -

BEBRT, ERXIIClusterRole SEFPHMEIE, FATLARIFHIIMEISIRIEE . X
By E—a2E/EEIRole (M. R ) SEFRRSFHI, REEiIRolebindingk
X FEHITHEE B MR R RIES
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1 O SR (e

1£5 Podi%mHESTEEEZE T /B T DeploymentiX 3528 skizHPodIBIAKE, &
JiFEreplicashIR/NA A LUARISE N BF T EENERY . (BEERLLIRMGRT,
FNFR—EEN, “REREKEHBAR, THEENRELIEFERIERENT
A RIER N

Kubernetessz#fPodf IR T mAIB R I RYE, BITIRBERIERA NN, S5MERR
% (UNCPUERR ) AR —ERMET, RIEFIN B ah{RgEPodF IR TR,

Prometheus 5 Metrics Server

EEMEIBREE LS, SASEMEREERIEZMETEIR, HIIERETS=. Pod.
BEAICPU. ATHFERXRESE, MXLEIREREIEEEIKubernetest; R 5B SC,
M EMINE &Y FEKubernetesfJ8E1] -

e Prometheus2—EFFRHNRFIITIREIELR, BEEREFEMNIMetrics ( EE2H
i£), BRIEEEAREKubernetesfUtnESIEFE,

e Metrics ServerE2KubernetestEESSBEER{ERABIENERSEE, Metrics ServerM
kubelet2FFAYSUmmary APIRREESEHIE, ERBIESIETPod. Node. &
28, ServiceEFFEEKubernetestz/ DR BENESEEIRE, BXIMEH—EIRER
API,

{EFHPA ( Horizontal Pod Autoscaler ) fig&Metrics Servero] LASCIIEFCPUFINTE
RIB N RgE, BBcSPrometheusiAA] LASLHI B E X B8RV B 558 445 .
HPA T{EHLH

HPA ( Horizontal Pod Autoscaler ) 2Mskiz%IPod/K F{RE4Ea014122, HPARIHAME
BPodIEEHIE, TEFEHPARRFIREN BFHERSNREIAHE, HmiEEE
&R (aNDeployment ) Areplicas=ES .

M #%hRA 01 (2025-08-16) AR © AR BRABIRAS 105


https://prometheus.io/
https://github.com/kubernetes-sigs/metrics-server
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{S5F3 HPA

Q

=] 10-1 HPA T{EH4!

Deployment

Horizontal

Pod
Autoscaler

HPARTLIEREERNMIZS N EEIER, RERNEEERT, REEXPodRIMRIESEH
JESKRAN, BRUIABREEENRE, RS EEEE, MESEIHENRIAH. flune—
Deploymentiz#l&31Pod, B PodiICPUEREZRET70%. 50%. 90%, MHPAES
BRYHAEER50%, 1TEHAZEEIARE= (70 + 50 +90) /50 = 4.2, 6 HEVEESEIS,
RIHAZERIAEMES

MRBEES I ESEER, NWSoilitERTESETIEERIFYNE, AFIEF
RAE, MEREHERIANE.

TEEIS EERHPARYER . B5EFERNgini= & EIE— N 48IZ4HIDeployment,
$ kubectl get deploy

NAME READY  UP-TO-DATE AVAILABLE AGE
nginx-deployment 4/4 4 4 77s

$ kubectl get pods

NAME READY  STATUS RESTARTS AGE
nginx-deployment-7cc6fd654c-5xzlt  1/1 Running 0 82s
nginx-deployment-7cc6fd654c-cwjzg 1/1 Running 0 82s
nginx-deployment-7cc6fd654c-dffkp  1/1 Running 0 82s
nginx-deployment-7cc6fd654c-j7mp8 1/1 Running 0 82s

BUE—NHPA, HEEECPURIRIEZEN70%, BIARFASEER1-10.

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: scale
namespace: default
spec:
scaleTargetRef: # BFr&IR
apiVersion: apps/v1
kind: Deployment
name: nginx-deployment
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minReplicas: 1 # BirsRR/NEIAEE
maxReplicas: 10 # BirERIRKEIAEE
metrics: # ESigtR, HIECPURIFIFEZERN70%
- type: Resource
resource:
name: cpu
target:

type: Utilization
averageUtilization: 70

S EHPABE.

$ kubectl create -f hpa.yaml
horizontalpodautoscaler.autoscaling/scale created

$ kubectl get hpa
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
scale  Deployment/nginx-deployment 0%/70% 1 10 4 18s

BaJLAEE], TARGETSHHRER(ER70%, MLhra0%, XMEREHPARMHIESEN
£, HREEEIA%E=(0+0+0+0)/70=0, (ERHTFH/NEIARE A1, FALAPodHEREEE
%1 o %1§_E§Ejlﬁ_|, ﬂLlEEUPOdé&%ﬁyg’I o

$ kubectl get pods

NAME READY  STATUS RESTARTS AGE
nginx-deployment-7cc6fd654c-5xzlt  1/1 Running 0 7m4is

BEHPAFES, TLAEEventsEEBIIXF—FICR . XFRRHPAE21 R BIRLIIAYA
1T TREBE, FHIPodHIEN, [REEMEESHELLENMER.

$ kubectl describe hpa scale

Events:
Type Reason Age From Message

Normal SuccessfulRescale 21s horizontal-pod-autoscaler New size: 1; reason: All metrics below target

MRBEEDeploymentfi¥lE, BJLAEEventsEEERIXEFE—RICHE . XER
DeploymentBIRHEWIREN1T, IRHPARERIA—.

$ kubectl describe deploy nginx-deployment

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 7m  deployment-controller Scaled up replica set nginx-
deployment-7cc6fd654c to 4

Normal ScalingReplicaSet Tm deployment-controller Scaled down replica set nginx-
deployment-7cc6fd654c to 1

Cluster AutoScaler

HPAREXIPodZk 58, (ERINRERIRREAE T, PBMRENTRHITT BT . &
BT AR REARE—HIEERRNER, BRFENTENERAZSHENET
1EJ:, = ERJ U B AREORIINGR T =, XMESER T R R4EEEIEER
&,

Cluster Autoscaler@KubernetesigHAVEERET st HgELR M, IRIEPodIAEIRE R
RRFERBERIERNT S TEY BES . HTERB= LEOSCHGRESE,
XEHEEEARRME LRI SERASZAERE, XERNEMANE.

CCERIEERF TS ORI (HR4EIE S I BT = a SRR -
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https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
https://support.huaweicloud.com/usermanual-cce/cce_10_0209.html
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