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RFEMBNBUEFERAK/SKEZINES A REIAPIM XA =IRSAPI, 121
FERESTMIBIE, LIKklava. Go. Python. CEZSHAEIESHISZSDKIIEAA

N/
o EIDTARSFFKAIAPI, FEIAPIMX, ERINERIZESSERRSESREM
RIAPIZEFH

o ZRRBSAPISEFMPR “UMETEABAPI” T75, NMBTINESGE.

o SDKITEIFETAIG, FIEIRSRENSDK, AESERAISEIESHIAPIEFIREEED
53, YESDKEERLEIZRIN AH .

o WIRAFMNBESEAMISBREEERNREZES, BREES/ESE
%, BELIERNES,

o APIEARIS—MIANESL T ATokeniAiE, TokeniMIERVHBISRAIBESES =R
SHAPIZEFMHPH TNEEN” B,

o AK/SKEZINERT, (Z#FBodyik K/NA12MLARA, 12MUEAEBSER, HBER
TokeniAiLE,

o ZHRSEAFRIAPHERZIRSZAIAPIZEFHFIIE,

o  EFURAUEEAMAIEISIITARSSZRAIEY, BERIEKIEELX-Sdk-DateRI{EH
PIRKIRZE -
APIRIKER T G A ARSI, R RIIZATEESMXIEISRAVETEZE, R
RHEZBIS 1558, APIRFIGIEMREIEK .
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2 AK/SK BZINIEER¥RR

AK/SK B2 \IEEEI¥AR

2.1 AK/SK

2.2 ta1ER

AK/SKEZINIERE
AETINER-P

BIEFEFFTEH

S| Al
ITER%E

IR R EERIERk

ERZIA\UERTE

= Fims R AJAK/SKEZ LA NIB KR AZEARAZAIN T :

1. MBEEBEX.
BiERENERABSIREBSAPINXEELTENMNEL, WREFIHEZ. API
Mm% EATAERHERINERKRNE—H .

2. (FREEKRIEMEEIRFEER/RE,

3. [FERAK/SKIMFEEHFRITEES,

4. BERHNEZEEENBRERLFNFIHTTPERY, EZEAEOFHFESH
FINRIHTTPIE R,

AEDFERTHEBEFRBITRHAPIERIIESR

BESDKSdemoETiRM T EAIESAIEZSDKLAKRdemo, SRETRIEHIE XS
B3, EYLEEER, 8XB885 %K.

=
NEA=$23
(FERAK/SKEHITEZ5NE, EESZSENEERANS, ARBHITER. Bk

SIRSAPINKEREEANISKRIE, ALSHRE—HTTPIERAIRIEIRSEEE
HIERER, MMz B DR,

HTTPIERAB RIS T :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
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SER2

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

UEFAB =IRSBII— P EIBVPCHIFREO 6, HEBALEIERIEES R,
RIZERIEK:

GET https://service.region.example.com/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs?
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0 HTTP/1.1

Host: service.region.example.com
X-Sdk-Date: 20191115T033655Z

KIEHTTPIERS% ( HTTPRequestMethod ) , LURITHRF4EER,
HTTPiEK A%, ANIGET. PUT. POSTE, 15K Aml:

GET

PINFEEURIBH ( CanonicalURI ) , LUGITRFEER

B

MSBURI, EMBREEREZ, SURIAILEITIRZEFSHIURIZRHD
&t

FRIERFC 3986/ SBLURIERR, BIRTRINMEIIRRES, BRPENEBD VA AURI
YR, WNRURIEEARLL “/” &R, WERSRHM “/” .

451

URIEARERSBIAPISEER, SPAPIEDEEMTNAVEEIREZR . NENFIAE S
ARSSRIEIEVPCEIZR: /v1/{project_id}/vpcs, LERTHISEAIURIZRIST:

GET
/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs/

IHEEER, URISERLL “/7 SR . RIXERET, AILIFRLL “/7 &R,
AINREEEEFHFFE ( CanonicalQueryString ) , LURITRFEER .

BX:

?E_i’eﬂ?—ﬁ%, AEgSH. MRSEEISH, WATFEHER, ANCEENERAE
To

&t

MEEAFHFEFEREUTHRS:

o RIELITHNNENSHZFEHITURIZRG:

- IBZDXIRFC 39865 X AN TIEFARRFZ I TURIZRAS, XLEZRFEIE: A-Z.
a-z. 0-9, -. . F~,

- (FR%XYXErBIFRBEHITEOLLRE, EHPXFYA+798E=5F (0-9
FOA-F) . flt0, EHEFRFVRRIBH%20, I RUTF-8ZRFWUMEA “ %XY
%ZA%BC” ¥&=t

o WFBENSHE, 1B “ URIGHEBHISHEH=URIGIEBAISHE" . IR KESH

8, WATF=HFBRRE, BFEEE “=7 .

BINLA T EBERm N2, ERE -/ M=2Hparm2BEAZE.

parm1=valuel&parm2=
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o REFHABLAFINFENSHEHTHRF. fl0, UXSFEFFLRISHEH
FELUNEFEOFFLRIZH B ZH .

o LUHIFEMNE—SHZTE, WEEEAZEGS,
451

BiVPCHIRAMANNIESE: limit ( BIUREIRINEL) « marker ( S TREIEAVENR
VPCEIRID )

GET

/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0

INASEEESL ( CanonicalHeaders ) , LURITFRIER
BN
ISEHESL, ENEKERLTIER ., AIESZERPIFFEHTTPERLIIER ., jHEL%

MEEX-Sdk-Date, BT RIGEZMIE, #8zLHISO8601 MBAIUTCRIEIFEL:
YYYYMMDDTHHMMSSZ,

A ER
EFiRGT SRR SRS ERAIES, BRIERKEEkX-Sdk-DatefYEH IR
PNESS
APIRISKBR T 1B RTEIRE TN, MERIZAEES MXINEIERAIATEZE, N5RATE
ZBII15580, APIRKIGIERITK.

Bt

CanonicalHeaderstA B MERiEELILFHRL, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EFE/MEKEEL ( CanonicalHeadersEntry ) B9
& ILowercase(HeaderName) + "' + Trimall(HeaderValue) + '\n'

o Lowercase RSB FHHEIRNNEFHRIRE .
o TrimallRTMIBRERIERIZ REMAIREL

e ERE—NMNBENRHEELMSET—MRITH . SIIFE+CanonicalHeadersE51%
BRTE, AkSER—1N21T.

451

ERVPCHIRRTHESL, FEASEEME (X-Sdk-Date ) , =BRSSEndpoint
(Host) . W&ZEA! ( Content-Type ) o
GET
/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json
host:service.region.example.com
x-sdk-date:20191115T033655Z
/R I==1T
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+1R6

ikl

AEHRLFTEREUATAS:

o FHBABMEIRINER, FHRRRISTEIERMTR
o REBFHAENBERABMEITHRHF
LIRSS E SR

Host: service.region.example.com\n
Content-Type: application/json;charset=utf8\n
My-headerl: a b c \n
X-Sdk-Date:20190318T094751Z\n
My-Header2: "x y \n

XHELEMENG, RBELEMFHANBXEELARE, BHERLNEXENS
TREEMTR .. REREIIEEEEL:

content-type:application/json;charset=utf8\n

host:service.region.example.com\n

my-headerl:a b c\n

my-header2:"x y\n
x-sdk-date:20190318T094751Z\n

FINAFEZA9EELER ( SignedHeaders ) , LUR{TEF4ER,

BX:

BFEZRNEKREELIIER, BITRINLGEESL, [APIMNXSEEINERFPFLEESLE
B2 —E29, AR ERIFSRATAPINEA LA ZERBLEE R L, X-Sdk-datedssR
EREEZRIEEL,

B

SignedHeaders = Lowercase(HeaderName0) + ;' + Lowercase(HeaderName1) + ;"
+ ..

EERIESAFTERENNE: BESBRBEBLBMELIRNNERNL, RERFN
KBXHEEHTHER, FHER 7 kRSN ERL
LowercaseRNGFTBE F R NINEFE

2545

UTERE=1EELE25%%: Content-Type. Host. X-Sdk-Date
GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json

host:service.region.example.com

x-sdk-date:20191115T033655Z

content-type;host;x-sdk-date

BREBEELEN:

SignedHeaders=content-type;host;x-sdk-date

HELRINEERIEAROIESERINEREREIBREL

{SFASHA 256157 HEIARFHTTPEHTTPSIERIESZ FAIbody Ak
( RequestPayload ) , EIZENEHE,

BY:
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BKBEER ., BERTEMMERE: HexEncode(Hash(RequestPayload)), EHH
HashRRERHERENRE, HaikiESHA-2568%, HexEncodeRRLUNEFHE
FezbiRElEERIBase- 160w AL, #1401, HexEncode("m") IREHES “6d” MA=
“6D” ., BMINHNB—INEDEERTRAWNHNHEIER

& RequestPayloadfIISEEAT, XWF “RequestPayload==null” R9i7E, BIEE
B FKitE,

2451
ARBIAGETAE, bodyfkhzs, RiFIG7AEAIEMbody (=& ) 1T
GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json
host:service.region.example.com
x-sdk-date:20191115T033655Z

content-type;host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

Elt, WEIBKREIETTH .

SHIIEIFAIRLBIERETIR B IR, Hix5S3IRequestPayloadla B IBRIEEXHER .
K MRHELEBEIRSEIBERUALUNE 7 ZF R R R

Ei£(Hti8: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
ZINI NS YINERE D N I
b25362e603ee30f4f25¢7858e8a7160fd36e803bb2dfe206278659d71a9bcd7a

-

2.3 BIEFEF IR

MHTTPIBXRIFTHEEHESERNIERER, BESEZE X, B E—RHNEF
BEFHE
StringToSign =

Algorithm + \n +

RequestDateTime + \n +

HashedCanonicalRequest

AP SEUREBANT
e Algorithm

BEHIE, XJTFSHA 256, HiEHISDK-HMAC-SHA256,
e RequestDateTime

IERATE . SEREELX-Sdk-DatefI{EER, &K
YYYYMMDDTHHMMSSZ,,

e HashedCanonicalRequest
BIEILEIERPAISRIILEIERASHA256 B X & Ak AYhashfE

EIRBIFEEINGFEF RN

SDK-HMAC-SHA256

20191115T033655Z
b25362e603ee30f4f25¢7858e8a7160fd36e803bb2dfe206278659d71a9bcd7a
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2.4 1HEHERZ

¥5SK ( Secret Access Key) EENSFEAATRENNFISBREAVEA, 1TEE
2, BoHsERR S NHEIRRA

RCHBaN T

signature = HexEncode(HMAC(Secret Access Key, string to sign))

HeAHMAGEZSAEXMIAFIZE, HexEncodelgie+7 it . (ARBhSEGRALN
%2'1ﬁﬁ7_|_?0

% 2-1 SHuKA

SHEM SRR
Secret Access Key EE2EB
string to sign BIRRIGEF/EH

BRi&Secret Access Key IMFyf**VmHc, Mit+E15ZIAYsignature’y:

f12f84a5ecf9eff3206499c4a55b13d1adad745dc8624a2e31f15c6b381d5b80

2.5 FINERERENERL

FIHEEEE, BeiinglAuthorizationfIHTTPEEL . AuthorizationiBE2LFKE
B 5\4% BELF, FEFFEMIIIE.

RN

Authorization headerBZ{5%3:
Authorization: algorithm Access=Access key, SignedHeaders=SignedHeaders, Signature=signature

FEIENRE LESAccessZBIBTIREIRBIES, (BRSignedHeaders5Signature
2B EFRESE-

BEINERERLI:

SDK-HMAC-SHA256 Access=QTWA***KYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=f12f84a5ecf9eff3206499c4a55b13d1adad745dc8624a2e31f15c6b381d5b80

BREEHEELE, BEIENFIREBHTTPIERASTY, BREREIXLE=IRSSAPIN
X, HAPIMXFTHSDIANIE. SHIANEBEE, Z5 KA SRRIXEEERNRIRSHT
AVSS4LIE,

BEERERNTEERUT:

GET /v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?limit=2&; marker=13551d6b-755d-4757-
b956-536f674975c0 HTTP/1.1

Host: service.region.example.com

Content-Type: application/json

x-sdk-date: 20191115T033655Z

Authorization: SDK-HMAC-SHA256 Access=QTWA**KYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=f12f84a5ecf9eff3206499c4a55b13d1adad745dc8624a2e31f15c6b381d5b80

SASRRZS 01 (2025-07-08) WRIERE © HERRARBIRAT 7



APl 218 2 AK/SK BZINIEERi¥R

Curl F=CAEBIENT

curl -X GET "https://serviceregion.example.com/v1/77b6ad44cba5143ab91d13ab9a8ff44fd/vpcs?
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0" -H "content-type: application/json" -H "X-Sdk-
Date: 20191115T033655Z" -H "host: service.region.example.com" -H "Authorization: SDK-HMAC-SHA256
Access=QTWA**KYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=f12f84a5ecf9eff3206499c4a55b13d1adad745dc8624a2e31f15c6b381d5b80" -d $"

SASRRZS 01 (2025-07-08) WRIERE © HERRARBIRAT 8
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AK/SK EZI\IHE{EIE S

AK/SKEZINIHRIERIZ
¥RENEndPoint
FREYAK/SK

SRERIREID

IRENK S ZF K-S 1D
EHASDK5demo

3.1 AK/SK EZI\NIHEERIZE

AK/SKEZINIBRERIZNT:

1. APIEREERIKE.
FERBATEE, 8iF:
- FTFERKIEKRURLAIENdpointFIURI .
-  FBTFEIFMAIERIAK/SK,
- HBFXoSH#EFMIREID. FIREID,
- BAFXSHEPHOKSE. KSID,

- BAFAPIBSIRIEEE,
- AT HostiiEZEE,
= 3-1 (EEMER
(EEIm izl
Endpoint WXS5ZigT R, B=RSZEAERegionEARRIGIENIE
2o
SKREN A iE2EIAENEndPoint.
URI APIZORYERBRENRSE
B2EETIRSIIEMZEOSZ BRI,

SASRRZS 01 (2025-07-08) WRIERE © HERRARBIRAT 9
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3 AK/SK EZINIBREES:

SEIN 4B

AK/SK HIEZEY, B8%AIDSEHE. AK/SKETFIERAEH
TE2,

RENG IESEIRENAK/SK

Project_ld IREID, EXRZBHAPIEOBABNEZEREEURIF, BLUR
FARIME .

RGBS EIRBIMEID .

X-Project-Id FIEID, EZMBZEHER. IRCRSKFECIEEF
ImEH, AK/SKINERRT, BEZZRNZEORARSET
1BKIEE L PH#ETEX-Project-Id,

RGBS EIRBIMEID .
X-Domain-ld W=D, BAiE:
e TokenAIEF = F3kEXToken,
o AK/SKINMEART, £BIRSZAVEOAR, SEEKER
SkfcEX-Domain-Id, (£BIRSS: RSBEHBE[MAXS
YIBEX1s . WIAM. OBS. CDN%Z, )
RENG B2 E RS ZFMRSID,

x-stage APIEORIRE, BEEZTRSIZFOAPINKEEE .

Host APIEOFRE D BARYEIIEZ eI T2 o
B2EERBZEOFREAPIDEFRIFEZAER .

2. APHER,
AFEMHEMava. Go. Python. CEZFARIESHSZSOKIIERERE, &0
LINERSDKEdemo i IREEANES, AESEREISAPIERIREES, &
SDKEERLEIZRIN AF
APIEFELERIAMINIERT, tBZHFIGETAK/SK, BifiESEERIGRTAK/SKEEE
2.
3.2 ¥XBY EndPoint

WXS5RiETR, BERSERERegionERERILIEES
R AHBESE XML R

AR

AEMEFBEXTFIERURLAYEG, EEndpointlAservice.region.example.com/afil,

3.3 3XHEX AK/SK
AR ESERITAK/SK, NWEATHNMILEEIE, HEERE TEHBIAK/SKIE, EE—R

J9: credentials.csv,

UNTERRR, AK (Access Key Id) , SK ( Secret Access Key ) o

SRR 01 (2025-07-08) IS © ERRAGIRAT 10
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APl 2157 3 AK/SK BEZINIBREES:

3-1 credential.csv SHERAE

A B C
1 User Name Access Keyld Secret Access Key
2 huedz QTWATEEEBUT2O0VEYUC MFyfvK4lba2 Sl o d UK GpownRZImyVmHc

EEREIR
1. 81REAFPRSECIE2MEIAER, FZRASINERE. 8MEaEENRER, 18
B¥7, BiE—XAK/SK, BRERAKA, BMAOEPRETE—R. ATK
E&ett, BNEEZEREHEESOHNZE . EXGHAZBTEIMERIE
IBIOEE, REEHREN.
2. AEXEPAEEEIEIAIEN, ERILISIRIGRHAITEIE (IFTAK/SKEI
SecuritityToken ) , EARFIESN: IGETHIEZEA
3. WMBERIAMAR, BE “‘ReRE>-SURIRIE>-IHZREP” WARBKS 2
B EHREEFRF .
- HIIFPFRPXIN, FFEAMBRTUEE (S50, BHE/(=REH
f%) HCRYBIaZAE.
- IHIRPRPTER, (NEERYUSERFIAER .,
4. WRETEEBRENHIOENE, EHREER:
- HEEREEENRNER, HiEE2: SRIAMARATESR.
-  EEERNEEENREXANZRFRPRS . NERENRESN: £
IAMBFER, MBERLHIaZARSBESN: HIaZHRERP
5. BERFTLIE “FAP¥E REESEAMBPREEZEID (AK) , WEbEER
8 (SK) HIAMARBTRE.
BREL TR

SR BREHE.
£E2 BREGBEREA LANAREL, ETSIRPRE “BRAEIE” .

&5

S|3 B “HEER .
$RA BFE “FHHEER" , HA EHEEAE" NHE.

o BYAPRSALENERER, FTFENEM. RECHRE2MNEEE
B, BERECIENIER.

o WNFEXLHAER, BMERLIEEREERCE.

o ATIRIEREFRSM, REERHOERLEREIENREERITENYS
8. ARMEMRZONRER, RAEBBMRIFREERIE.

RS MAERER, BEF “BE” .
S£8R6 CIEpINfE, £ “CUIEmRIN HED, BE ‘URAITERT THER, AFERE.

,‘%*:EID;H’:Eiﬁl‘lﬂ'&h.‘%ﬁﬂﬁﬂlﬂééiﬁl‘tﬂ%%ﬂID (AK) , FTEFEHR.csv P ESIHIDEH
SK) »
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https://support.huaweicloud.com/usermanual-iam/iam_01_0652.html
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o FKREVIGRTAK/SK, 1BE2EIAMIZEON.,

o BERETHRE, HEXASBELEBRINZERER, BETEHCIZHRY
%%ﬁo

o SETHIHAERE, ATLMENGREREA FAFTFHEINA.csvRNRRIE A,
SENERE “ TERAET BT

o NTKSHEN, BNEZESREFESHELHAEN, ES0hDERTEN
MFRIEGIaZER, AREHMER.

et

3.4 3XEIRH ID
FERFEOMAIE, MOURLFESEARERS, HKiltokenty, EFHEHEAE
RS, FARBEEEERHE LHENERS . RERSRIEENT:
1. BRESHA.

2. BESABERNEALANBREL, ETRIIRFSEE “RYTIE , EF ‘I
HID” ,

BT RRSH=RRETIIERE, i GregionalAIfRE, AT
Region MEUZIMH, MEMARINRE. Eit, E5ETE, TaN5IFRS L
FIERIIRSS 2R RIEAI N AIRegion ( FTEXY ) , AAHZAMZIRFZREVRBID,

3-2 8FWH ID
APIEE ®

O SXEREHS, IWTRFIRENEXES. BaazE

IAMFAE =

IAMFEF=ID (w) IS (u]

REIE

5EH © FRENKIE ©

IEMFE

MRBEEFIMBID, BREHZINE, EAFIRBYIERFIRE

3.5 SRERSAFIMKS ID

EEAEORRE, B2 URLPEBREAKSEFIKSID, IAFESAEEERSS
EIREVEIMKSEMKSID . WSHFKSIDIRENE RN T

1. BRTFE.

2. BESBRERNEALANAFRRL, ETFRSIFRPSEE “BREIE” .
BEKSZMIKSID,
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https://support.huaweicloud.com/api-iam/iam_04_0002.html
https://console.huaweicloud.com/
https://support.huaweicloud.com/usermanual-iam/iam_05_0001.html
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& 3-3 EEKSZFKS ID

APIEIE ®

O FRLAEKS, AMTEFAIRENENES, Bxtal

IAMFEF=E HEE

IAMFEFID o ESID a

mEn=

EHID € &H & FERE ©

af-north-1 FHFTE

3.6 £ SDK 5 demo

3.6.1 Java

R

¥REX SDK

ABLADEAT BB, MBI avaliEHEERAPIEREZAISDK, ERILIEES
ATBICES, AESEERRIAERD G R A SDKEEREIZRIN .
AR

KEZSDKREEEZIEE, TEERRSBAISDKINGE, =IRSSSDKIESMSDK,

o FREVFFZREEIDEA 202221, AIEIDEAEL ML FEETHITSHHITRE, HET
HEEEREHRERERER.

o BEZEIDKEKLLLE, IDK17LAThRAAY)ava Development Kit, BJZEOracleE
TERE o

ML TFESDKSDemo.
RIEEEREEWNT:
R otz
libs\java-sdk-core-x.x.x.jar FHASDK
pom.xml gEMavenIEﬁEﬁF’%, TE X ELth kst
changelog TEHEHE
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https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-java-sdk.zip
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src K Z SDKAYdemofLh3:

e WebSocketDemo.java

OkHttpDemo.java.

LargeFileUploadDemo.java
e HttpClientDemo.java
5|A%:

e Constant.java

e SSlCipherSuiteUtil.java

e UnsupportProtocolException.java

IDEA BEcE S0
IFATIMECE R IU, APaRIEL ST RIERE,
o  SARHHLE
e GIZEIDEA mavenTiE
1. BARHMLE
a. 3$TFFIDEA, TESEEEF21%EE “File > New > Project from Existing Sources” o
EIRRIERAY “ APIGW-java-sdk-x.xx” X3, BE “OK” , ENFREIT

B
b. 7£ “Import Project” TaM, i%&#F “Create project from existing
sources” o

ELEEETE “Next” , 3E1FE “Maven” , BB “Create” .

ject

Create

STREFRA 01 (2025-07-08) IR © ERRABIRAT 12



AP| £Z15m

3 AK/SK BZINIEREIES

C.

IDEAISAESIIEOSFHEOCIETRE. that, AREPEE “New

Window”

2. QUEIDEA mavenIig

a.
b.

FTFFIDEA, TESEERFZEIR “File > NEW > Project” o

TEHEPIEIE “New Project” , IESFHIEELUTSHE, BF “Create” .
Name: IEE “apig-sdk-maven-demo” .

Build system: &% “Maven”

JDK: FIFBECHIMRA.

IDEASZISEHEIE DS FEOCIRETIZ, thit, EEEPEE “New

Window” .

BRBITIERHY “src” #0 “libs” XS FIZapig-sdk-maven-demoT#E

EeEFEEMaven TiEAYpom.xmI3Z{4,

FEAMRFIREXE, Wi “pomxml” BIATRBEHIHEEIRERER
B {JEMKREEE TR EI RN EFEHITITE

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.apigateway</groupld>

<artifactld>java</artifactld>
<version>1.0.0</version>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.8.0</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
<encoding>UTF-8</encoding>

MA4RRAS 01 (2025-07-08)
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</configuration>
</plugin>
</plugins>
</build>
<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>

<dependencies>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.15</version>

</dependency>

<dependency>
<groupld>commons-logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.2</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.13</version>

</dependency>

<dependency>
<groupld>com.squareup.okhttp3</groupld>
<artifactld>okhttp</artifactld>
<version>4.9.1</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpcore</artifactld>
<version>4.4.13</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-api</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>

</dependency>
<dependency>
= AR & SThRER >

<systemPath>${project.basedir}/libs/java-sdk-core- XXXjar</systemPath>
<groupld>com.huawei.apigateway</groupld>

<artifactld>java-sdk-core</artifactld>

<version>SDKKgZE</version>

<scope>system</scope>

</dependency>

<dependency>
<groupld>org.openeuler</groupld>
<artifactld>bgmprovider</artifactld>
<version>1.0.3</version>

</dependency>

</dependencies>

</project>
. BeEmavenpIEcEsettings.xmlo
i. fEprofiles B RHARIMMITAS:

<profile>
<id>MyProfile</id>

S#EihRAR 01 (2025-07-08) WRIERE © HERRARBIRAT
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<repositories>
<repository>

<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>

<enabled>true</enabled>
</releases>
<snapshots>

<enabled>false</enabled>
</snapshots>

</repository>
</repositories>
<pluginRepositories>

<pluginRepository>

<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>

<enabled>true</enabled>
</releases>
<snapshots>

<enabled>false</enabled>
</snapshots>

</pluginRepository>
</pluginRepositories>
</profile>

EmirrorsT 2 1E0:
<mirror>

<id>huaweicloud</id>

<mirrorOf>*'HuaweiCloudSDK</mirrorOf>

<url>https://repo.huaweicloud.com/repository/maven/</url>
</mirror>

ENactiveProfilestr S Bl S -
<activeProfiles>

<activeProfile>MyProfile</activeProfile>
</activeProfiles>

TEMaven{kih, &R “pomxml” HAEEE “Maven > Reload
project” .

MAERRAS 01 (2025-07-08)
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apig-sdk-maven-demo

Jidea

h. FEEMTRETER “src” X4, XWiE “HttpClientDemo” , WITEIBRES
SLFRREIZERIN .

API EFH

REMCRESOARMREREUERBR . LITLERETIERM, N EMEEEaIN
FARiEASDKHITIERESE .
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1 IEAPHSEEZEHttpClientDemo.javaF TR E -
RRBILAAKFISKIRFEMEZEFT A0, BITARBIRNESRERIMEHIRER

1.

1ETFEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD _SDK_SK ., LALinuxZ %594
EAEEFEHIAK/SKIZEE N ITETE,

a. ¥THZE, MAUTHSITARETERENX .
vi ~/.bashrc

b. REMFEE, REXMFHIRHIRIESS.
export HUAWEICLOUD_SDK_AK="EZEIAKIE"
export HUAWEICLOUD_SDK_SK="E#£EVSK/E"

¢ AT EREXHER.

source ~/.bashrc
EAPHE RIS IRENMEZEE#EHttpClientDemo.java XN E o
(1 #eA
HttpClientDemo 3 |FBLATRZE, AITE “SKENSDK” 8rhfy “src” X TFEE:
- Constant: SDKEHFERINESE,
- SSLCipherSuiteUtil: tISAIFECESHIT RS, HINEEZEPinARIGIES

- UnsupportProtocolException: FELMEE,

public class HttpClientDemo {
private static final Logger LOGGER = LoggerFactory.getLogger(HttpClientDemo.class);
public static void main(String[] args) throws Exception {
// Create a new request.
Request httpClientRequest = new Request();
try {
// Set the request parameters.
// AppKey, AppSecrect, Method and Url are required parameters.
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in
the configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.

// Before running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

httpClientRequest.setKey(System.getenv(" HUAWEICLOUD _SDK AK"));

httpClientRequest.setSecret(System.getenv (" HUAWEICLOUD_SDK_SK"));

httpClientRequest.setMethod ("POST");

// Set a request URL in the format of https://{Endpoint}/{URI}.

httpClientRequest.setUrl("put your request url here");

httpClientRequest.addHeader("Content-Type", "text/plain");

// Set a body for http request.

httpClientRequest.setBody("put your request body here");

} catch (Exception e) {
LOGGER.error(e.getMessage());
return;

CloseableHttpClient client = null;
try {
// Sign the request.
HttpRequestBase signedRequest = Client.sign(httpClientRequest,
Constant.SIGNATURE_ALGORITHM_SDK_HMAC_SHA256);
if (Constant.DO_VERIFY) {
// creat httpClient and verify ssl certificate
HostName.setUrlHostName (httpClientRequest.getHost());
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClientWithVerify (Constant.INTERNATIONAL_PROTOCOL);
} else {
// creat httpClient and do not verify ssl certificate
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClient(Constant.INTERNATIONAL_PROTOCOL);
}
HttpResponse response = client.execute(signedRequest);
// Print the body of the response.

S5k 01 (2025-07-08) WRIERE © HERRARBIRAT
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SER2

3.6.2 Go

HttpEntity resEntity = response.getEntity();
if (resEntity != null) {
LOGGER.info("Processing Body with name: {} and value: {}",
System.getProperty("line.separator"),
EntityUtils.toString(resEntity, "UTF-8"));
}
} catch (Exception e) {
LOGGER.error(e.getMessage());
} finally {
if (client '= null) {
client.close();
}
}
}
}

i=fTHttpClientDemo.java, SHEKHITER . HIDAPIFHITEILER,
HIEERNT:

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the authorization: [Authorization: SDK-
HMAC-SHA256 Access=3afe***ba29, SignedHeaders=host;x-sdk-date, Signature=26b2***dbf6]

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the status line of the response: HTTP/1.1
200 OK

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Date and value:
Fri, 26 Aug 2022 08:58:51 GMT

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Content-Type and
value: application/json

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Transfer-Encoding
and value: chunked

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Connection and
value: keep-alive

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Server and value:
api-gateway

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: X-Request-Id and
value: 10955c5346b9512d23f3fd4c1bf2d181

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Body with name:

and value: {"200": "sdk success"}

E7~{"200": "sdk success"}, FREEAMI, APIFINIEKEIEH.
WNRLZAKELSKAYE, APIMIEIREIRIEEIR(SSerror_msg,

.

AT LAIntelli) IDEATE R, NMBEIUIEGoMEFERMAPISREZRISDK, EaTlL
BIESNRATRRERE, AESERBIRBIROIESZSDKERZIEIN AR,

AR

FZSDKREEEENEE, FEE=IRSBAISDKINEE, =RZSDKIiESMSDK,

% IDEA FFRIRIR

o JREVFZZIntelli) IDEA 2022.2.18LA ERRA, BJZEIntelli) IDEAE/7LLE &L .
o FREVHZEGoRZER1.145 LA LIRAK, AIEGoES FERE M.
e Bffintell) IDEAFRZEGOIEHE, MRKZE, BIRIBES-4FIRTE,

SRR 01 (2025-07-08) IS © ERRAGIRAT 20
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3-4 &% Go

Plugins

o
g

q Go Template
<2

GoToTabs
GoogleTranslation
GoYacc Support

google-java-format

Plugins

> Version Control

v Build, Execution, Deployment

Godot Theme

?

¥KEY SDK
Atk FE SDKSDemo
TR & FRIRENAYSDKACIB R BRI T A& o
=4 T 588
core\escape.go KSR F TR X
core\signer.go FHZSDK
demo.go ~EIES

FETIE
FIE1 FTFFIntelli) IDEA, &S “File > New > Project”

s “New Project” XHEHE, “Name” EHESDKEFEMIHLAIZIR,
“Location” EEIZMEXAREIRR, “Language” &R “Go” , B
“Create” ,
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https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/APIGW-go-sdk.zip

APl B2i55 3 AK/SK BEZINHEFIES

3-5 Go

Add sample code

Create

$2 e TiztlEfR, BREWUT.

3-6 FETHE go HIRREM

go [:\ldeaProjects\go
idea

ﬂ demao. go

go.mod

“demo.go” JRPIES, IBRIESEIMERIENSHEER . BRBIRBESEE
KREZSAPIER.

R
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BREZS APIER

gzl

SER2

$ER3

ET 25| A\sdk (signer.go)

import "./core"
SR —#TRYSIgner, D BIEINAKFISKIE.

1. ARBIAAKFISKIRFEEREZEFHM, EITAREENE AR KEFIZER
BT EHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK. LALinuxZ& %t 9/
EAMISE EFREAK/SKIEE NTIETE,

a. FIA%m, MAUTGHSHARETEREN .
vi ~/.bashrc

b. REWREE, RENHHIRLRERS.
export HUAWEICLOUD_SDK_AK="Z#ERAK/E"
export HUAWEICLOUD_SDK_SK=" 5 EVSK1E"

¢ BAUTaLSEREXHER.

source ~/.bashrc
2. HEp—1#ESigner, DRBAERENRETE,

s = core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Key: os.Getenv("HUAWEICLOUD_SDK_AK"),

Secret: os.Getenv("HUAWEICLOUD_SDK_SK"),
}

$— 1 FR9Request, IEEEZ . HiEZ . iB5Kurlflbody.

//The following example shows how to set the request URL and parameters to query a VPC list.
//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.

r, _ = http.NewRequest("GET", "https://service.region.example.com/v1/{project_id}/vpcs?a=1",
ioutil. NopCloser(bytes.NewBuffer([]byte(""))))

RINEEEZNIE L, siEEMARROkE, WNBMBHSESRIMX-Project-Id,
& 2 BIRSH=HIRI0X-Domain-1d,

/Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
r.Header.Add("X-Project-I1d", "xxx")

HITER, FUTIHRHESERRPFINATEZRAIX-Sdk-DateskFlAuthorizationsk,

s.Sign(r)

BIEAPI, BEIHESER.
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

-

3.6.3 Python

A LAntelli) IDEARRA 9B, M4EINMAIEPYthonIREEERKAPIEREZRISDK,, 4
AILIEESANTIIERE, AESERARERSEEESOKEREIEIINAES

[MARY:E

§gSDK/E|\€], gl}]ﬁb: \@I EHE&E’JSDKIJJEEH EHE%SDKFEE%JHL‘SDKO
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HERER

o JREVFHZZEIntelli) IDEA 2018.3.58LA_EhrA, BJZEIntelli) IDEAE/TMILLE .

o FRENFZEEPythonZ2EE ( AJfEM2.7.9+83.X, B52.79) , AJEPythonEH
TEHRRE T
Python&3e5ehkfE, EaniTH{FEMpip%ix “requests” &,

pip install requests

MR
NRpipZirequestsiBENEREIR, 15 FHFEAPythonfUTILIE, FAkpip, ARE
WITLA LSRR
o  TEIDEATRZZEPythonfEt, ITEFR.
Settings
Q- Plugins Marketplace 2 Instal
Appearance & Behavior Q- python 3
Keymap - -
Editor Search Results (41)
L Plgins [ MicroPython
Version Control B Languages T ]
Build, Execution, Deployment The Python plug-in provides Support for h
Languages & Frameworks :”"‘:r':'cTii'“':J "f":',-";l"f'“ . ff'ci':f" in _"f
Lz :E_ :::'_L@:- __:1 3.9 :E : _
4
¥XEY SDK
AU TFESDKSDemo,
RIERBREMWNT:
B otz
apig_sdk\__init__.py SDK{LHS
apig_sdk\signer.py
main.py ~ECES
licenses\license-requests FE=HFlicense3 {4
TREHTESA

FIE1 FTFFIDEA, EiREE “File > New > Project” o
s “New Project” IHEHE, iEE “Python” , B “Next” ,
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New Project @
—
Grails Project SDIG: | # Python 3.7 (Python 3.7.2) ~ ||  New..
Application Forge Additional Libraries and Frameworks:
7 Go [1EJ bjango

§ Go Modules (vgo) 1€ Google App Engine (Python)
% Dep [ 2. 5QL Support

% App Engine

Static Web
(5 Nodejs and NPM

E Flash
aa PHP Template language:
K Kotlin Templates folder: templates

2 Empty Project Enable Django admin

Cancel Help
L2 BREE “Next” , BHLUITIWHEE, 2F “..7 , ERBAHEERISERERN
SDKi&{E, B “Finish” ,
Bl New Project @

Project name: | APIGW-python-sdk-2.0.1

Project location: | E\ApiDemo\APIGW-python-sdk-2.0.1

H$I]R3 TRIECIEE, BREWUT.

STRERA 01 (2025-07-08) IRIFTS © ERRABRAT 75



APl ZZ18F

3 AK/SK BEZINIBREES:

APIGW-python-sdk-2.0.1 [EAApiDemo’\APTGW-python-sdl-2.0.1] -
File Edit View Mavigate Code Analyze Refactor Build Run

N 1 Project |

APIGW-python-sdk-2.0.1 main.py

Project + E:} = T — ma

~ [ APIGW-python-sdk-2.0.1

b idea
> apig_sdk
> licenses
m APIGW-python-sdk-2.0.Liml
main.py

test_signer.py

» External Libraries

Scratches and Consoles

-

BKRERLS APIEA
TE1 TEmd1TH, FERpipLEE “requests” FF,

pip install requests

&2 EIfEP5|Napig_sdk.

from apig_sdk import signer
import requests

I3 ER— N FRYSigner, IEANAKFISK,

1. ARBILAAKFISKRFERRZEFR 6, BITARGIBIESERIREFRIRER
1B EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, PALinuxZ& % /944
ARG EIRENRIAK/SKIRENIMEEE,

a. AL, MAUTHSITARETEREN .
vi ~/.bashrc

b. REWEBETE, REXHFHEBRLRIESS.
export HUAWEICLOUD_SDK_AK="E#£EXAKIE"
export HUAWEICLOUD_SDK_SK="EFXAVSKIE"

c. WAUTSHSEREXHFE.
source ~/.bashrc

2. HER—HRYSIgner, BABREBENINETRE,

sig = signer.Signer()

# Set the AK/SK to sign and authenticate the request.

# Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

# In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = os.getenv('HUAWEICLOUD_SDK_AK'")

sig.Secret = os.getenv('HUAWEICLOUD_SDK_SK')

A FER— 1 FRIRequest, IBEESZ . HiEF . i5Kurifllbody,
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gz

+IR6

FER7

3.64 C#

HEEIME

XRKEX SDK

VARHAFAE =BRSSIEAVPCHIERREO 6, HTTPHIEAGET, 1% (Endpoint ) /9
service.region.example.com, &K
URI: /v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs?limit=1

# The following example shows how to set the request URL and parameters to query a VPC list.
r = signer.HttpRequest("GET", "https://
{service}.region.example.com/v1/77b6ad44cba5143ab91d13ab9a8ff44fd/vpcs?limit=1")

# rbody = "{\"a\":1}"

AINHBEZRNERESL, SRR, MBHEZSPRIX-Project-
Id, BEZRRFZIZHRFIRINK-Domain-Id. IMRFMSMERKBEEL, ERARES
)i

r.headers = {"X-Project-Id": "xxx"}

HITEHE, PITHRBESEERSHPRINATERZM9X-Sdk-DateskFlAuthorization
sig.Sign(r)

o X-Sdk-DateR— MRS E5RZRNEKEBEELSH.

o BEFXIMLBEELSHSETES, HSDKEITEHK.

ILIEIAPI, BFBILIEER.

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

R

N\

W

W

ALAVisual Studio TEAFI, NMEIMTECHMRRERAPIERZEZAISDK, EATLL
BEESATOIIEGER, AESERRIRIAED RS S SDKEREIERINAF

[MARY:E

EEZSDKREEERIEE, FEERRSAISDKINGE, =IRSSSDKIESMSDK,

FRENFEZEEVisual Studio 2019 version 16.8.48¢LA ERRZA, BJZEVisual StudioES R
UhTEL

AU TFESDKSDemo,

RSB RGBT
R AR
apigateway-signature\Signer.cs SDK{LHES

apigateway-signature\HttpEncoder.cs

sdk-request\Program.cs BRBRTBIE
csharp.sln TEXH

SRR 01 (2025-07-08) RIS © ERRAGIRAT 7


https://support.huaweicloud.com/devg-sdk/zh-cn_topic_0070637169.html
https://www.visualstudio.com/zh-hans/downloads/
https://www.visualstudio.com/zh-hans/downloads/
https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-csharp-sdk.zip

APl 2155 3 AK/SK BZINEHEFES

2R 1588
licenses\license-referencesource FE=FElicenseX (&

FIHIE
WHSDKBHRY “csharpsin” 4, ITHIE. TIEFERW T3 RE:

e apigateway-signature: SLIIEZEXAIHEE, nJHTF Net Framework5.Net
CoreliiH .

e backend-signature: FIRIREZEZRA,
o sdk-request: KEZEZRFARTGI, BEELRERIENSEHEER.

ISRERBS AP A
S| ETRF3| Asdk.

using System;

using System.Net;

using System.IO;

using System.Net.Http;
using System.Threading;
using APIGATEWAY_SDK;

F£IE2 ER— P HFAYSigner, BAAKFISK,

1. ARBIAAKFISKIRFEMRZE T M), BITARGIBNESERIMEFIREIR
152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ s/l

ARG ERBIAK/SKIEENETE.,
a. FIHZG, MAUTGHSIIARETEREN .

vi ~/.bashrc

b. IREWFEE, FRENMHHRLRESS.
export HUAWEICLOUD_SDK_AK="SZARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4¥SK/&"

¢ BAUTaLEREXHER.

source ~/.bashrc
2. E—1#EESigner, EEABEREBEMIHETE.,

Signer signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

signer.Key = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK");

signer.Secret = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK");

£33 ER— 1 #RIRequest, EEEE . 5iE& . iHERuriflbody,

//The following example shows how to set the request URL and parameters to query a VPC list.
HttpRequest r = new HttpRequest("GET", new Uri("https://
{service}.region.example.com/v1/77b6ad4cba5**********9a8ff44fd/vpcs?limit=1"));

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.

rbody = ""

TEA FNEEEZRVEMLEY, BEEMESRLE, WAPINREERRIIX-stage, £
B H=iANNX-Project-Id, mxE2BIRSZHSZFIRIIK-Domain-Id,
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FIR5

r.headers.Add("x-stage", "RELEASE");

r.headers.Add("X-Project-1d", "xxx");

r.headers.Add("X-Domain-Id", "xxx");

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.

HITEE, PITHREEER— 1 FAHttpWebRequest, HEBRSHPHFMBTFE
B HB9X-Sdk-DateskF0Authorizationsk,

WNREFERHTTP Client, BJLAMNIEKRAIREBELEMERFERH . XTFLEMER, 5%
AK/SKEZINEEEIFR

HttpWebRequest req = signer.Sign(r);

BIEAPI, BEIROER,

try

{
var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);
writer.Flush();
HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

catch (WebException e)

{
HttpWebResponse resp = (HttpWebResponse)e.Response;
if (resp != null)
{

Console.WriteLine((int)resp.StatusCode + " " + resp.StatusDescription);
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

else

{

Console.WriteLine(e.Message);

}
}
Console.WriteLine("---------------- ");
-t

3.6.5 JavaScript

i5-:57 81

AFLAIntelli) IDEATE R, NBIMTE)SIMERERAPISREZHISDK, EHATLAE
EENRAITRAE, 9*Fé*<%ﬂﬁﬁx%ﬁﬁ“ﬂ MEEZSDKEEIZRIN A,

LAFE#ENode jsHATRE BT 4B)avaScriptHISDKEERY o
AR

FZSDKRBEEENEE, ~EE=IRSBHISDKINEE, =RSZSDKIESMSDK,

o IRENFHZZIntelli) IDEA 2018.3.58 LA LRRA, ATZ=Intelli) IDEAES ML TE
o FRENFHZZENo0dejsZ 2 15.10.08k LA LA, BJZENodejsES FEIE 3.

NodelsZiEfg, Eap<1TH, FAnpmZZE “moment” 1 “moment-timezone”

=R,

npm install moment --save
npm install moment-timezone --save

o 7EIDEAFZZENodejsiEfE, WTERM=.
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Settings
Qr Plugins Marketplace 2 Installed Updates
Appearance & Behavior Q- nodejs 3
Keymap
) Search Results (4)

Editor

BT s NPM Scrpt Runner
Version Control e JavaScriot
Build, Execution, Deployment Support for Node,js projects. Modejs packagejson sc
Languages & Frameworks Features Run Node,js runner,

applications from the IDE and A E 9 1T L 13

Tools C+—H 26,2017 13

¢ —B 11,2019 L 6M tr4.2

A 2

$KEY SDK
St FESDKSDemo.,
FRERNEREER SRR, BEEEREWWT:

2R 5EA

signer.js SDK{LH3
node_demo.js Nodejs~HLHS
test.js ppswz=1tl
licenses\license-crypto-js FE=FElicenseX 4
licenses\license-node

tlETIE
1 FTFFIDEA, 82528 “File > New > Project” .

58 “New Project” XHEHE, E#E “Static Web” , B “Next” .
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-

B HTMLS Boilerplate

S Groovy
. ¥ Web Starter Kit
) Griffon & arer ™
, & React App
Grails

Foundation
Application Forge a
Ed Twitter Boatstrap
Y Angular)s
¥
& Dep Y Angular CLI

(2 Node.js and NPM

¥ Go

Web modules are used for developing Web applications using technologies
F Flash such as HTML/CSS, JavaScript, PHP and so on. They do not support
developing Java applications.

K kotlin

@ Python

Coneel || b

MNew Project @

5 Gradle

$|2 BE .7, EREAHEERIEEMEERRISDKERR, 2dE “Finish” .

Mew Praject

Project name: | APIGW-javascript-sdk-2.0.0

Project location:  E:\ApiDemc\APIGW-javascript-sdk-2.0.0

b More Settings

Previous Cancel

$I3 R ITRCEE, BREWUT.

Help
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Project B - o —
v [y APIGW-javascript-sdk-2.0.0 £\ ApiDemo\ APIGIN-)

> idea

b licenses

w APIGW-javascript-sdk-2.0.0.iml
3 node_dema.js
srpackage-lockjson
5 signers
5 testjs
¥ |l External Libraries

o Scratches and Consoles

#0124 EIDEABOA LS, 8F “Edit Configurations” & “Add Configurations”

Edit Configurations...

5 BE ‘47, &E “Nodejs” o

Run/Debug Configurations

* »
Add New Configuration

 Gruntjs

¥ Gulpjs

| JAR Application
[55 JavaScript Debug
;ﬂ lest

AF JUnit

i Jupyter Moteboolk
K Kotlin

K Kotlin script

) Lettuce

1 Maven

) Mocha

(5] Nodeunit

186  “JavaScript file” % “node_demo.js” , B “OK” , SERkECE.
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=

Run/Debug Configurations @

+ — B F W » Name: node_demojs [ share []Allow parallel run

~ (5 Node.js

. Configuration Browser [ Live Edit V8 Profiling Logs
(Enode_demo.js
>/ Templates MNode interpreter: C:\Program Files\nodejs\node.exe 10.15.3 ~

Node parameters:

Working directory: E\ApiDema\APIGW-javascript-sdk-2.0.0

JavaScript file: node_demo.js|

Application parameters:

Environment variables:

¥ Before launch: Activate tool window

35

(7] Cancel Apply

.

API A (Node.js )

FB1 EHS1TH, AnpmZ%E “moment” 1 “moment-timezone” &1k,

npm install moment --save
npm install moment-timezone --save

LB2 TEILEFS|Asignerjs,

var signer = require('./signer")
var https = require(‘https')

I3 Ep— P #FEYSigner, IEAAKFISK,

1. ARBILAAKFISKIRFEMEZ 2R NH, EITATGIRNSSEABIMEPIRER
152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ& %794l

EAMISEHFINAK/SKIZ B HIMETE,

a. FIHER, MAUTGSHTAREZSEE Y.
vi ~/.bashrc

b. REMEBELE, REFENXHFHFBRLRIESS.
export HUAWEICLOUD_SDK_AK="Z#ERAKE"
export HUAWEICLOUD_SDK_SK=" 2 #EXSKZ"

c. WALTHSFERESHFER.
source ~/.bashrc
2. Ep— 1 FSSigner, BASRENHETE.,

var sig = new signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = process.env.HUAWEICLOUD_SDK_AK

sig.Secret = process.env.HUAWEICLOUD_SDK_SK
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B4 E— 1 FEORequest, IEEEHZ . HixE. iB5Kuriflbody,

//The following example shows how to set the request URL and parameters to query a VPC list.
var r = new signer.HttpRequest("GET",
"service.region.example.com/v1/77b6ad44cba5143ab91d13ab9a8ff44fd/vpcs?limie=1");

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.
rbody =";

TS HFINFESZHIEMSLE, SEEMBERAIE, NSMEHSHIRINX-Project-1d,
& 2BIRFBH=HARI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
rheaders = {"X-Project-1d": "xxx"};

TE6 HITER, NITHWRHSEMB RS, ATFEIZhttpsiEK, BERSHEPHRIMNTHATF
FBAHIX-Sdk-DateskF0Authorizationsk,
var opt = sig.Sign(r)

H£I8T7 [IEAPI, BEEIBUVER.
var req = https.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
bl
reg.on("error",function(err){
console.log(err.message)

bl
req.write(r.body)
reqg.end()

et

3.6.6 PHP

AT AIntelli) IDEATE R, N EINTEPHPIREPERMAPIEREZHISDK, Eafld
BESANTHTITRAE, AESEARRBPIEOISESZSDKERIIERINAES .,
(AR

KEZSDKREBEZIEE, FEE=RSBAISDKINGE, =IRSSSDKIESMSDK,

HEENE
o JREVFHZZIntelli) IDEA 2018.3.58LA_EhA, BJZEIntelli) IDEAE /7ML E .
o RENVHZEPHPZLZEEMS.0.38kLA LA, AIEPHPERS FEHRE FE .

o EPHPZEHZFHRY “php.ini-production” ZHEEHIF “C:\windows” , HZH
“php.ini” , HEXHHIENMTARS
extension_dir = " {phpZLEH R} ext"
extension=openssl|
extension=curl

o 7EIDEARRZEEPHPIGM, W TFEFIR,
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Settings
Q- Plugins Marketplace 2 Installed Updates
» Appearance & Behavior Q- php| 3
Keymap
— Search Results (129)
itor
| Plgina [ PHP Annotations
» Version Control Languages Framework integratic
» Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHut
> Languages & Frameworks debugging, PHPUnit, Smarty, Issues | Donate Install:
Twig and various frameworks... Just install and be hap
* Tools C—F 08 2019 +19M 35 C+F 05,2018 L 11
4
RHY SDK
S TFESDKSDemo,

FRIERNEERER HRIEE, BEEEREENT:
B 15RH
signer.php SDK{LHES
index.php ~ECHS

BETEE

$1 FTFFIDEA, &iRZEE “File > New > Project” o
s “New Project” XHiEHE, ¥E#E “php” , B “Next” o

New Project IEI
. e e D PHP Empty Project
® Spring Initializr

@ Composer Project
Maven

# Gradle

S Groovy
73 Griffon
Grails

Application Forge

= Scala

PHP Create empty project for PHP

K Kotlin
¥ Go
¥ Deo

Concel [ Help

S HBFE .7, EREARHEERIEEZEGAISDKIER, BE “Finish” .
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New Project @

Project name: APIGW—php—sdk—E.D.q |

Project location: | EAApiDemao\APIGW-php-sdk-2.0.0

P More Settings

Previous Cancel Help

£|3 TR IRRCIEE, BREWNT.
APIGW-php-sdk-2.0.0

Project = B = o -
APIGW-php-sdk-2.0.0
Jidea
m APIGW-php-sdk-2.0.0.iml
ahe index.php
ahw Signer.php
¥ |l External Libraries

L]

I 1 Project |
£

Scratches and Consoles

e

iERETRS APIERA
S ERBEPSIAsdk.
require 'signer.php’;
L2 Epk— 1 HTRYSigner, EANAKFISK,

1. ARBIAKFISKIRFEERBET ST A0, BITARRGIENELEABINMERIZEIR
1BETTEHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK, PALinuxZ %44l
EAMSEIFIAK/SKIZ B HIFETE,

a. 1AL, WMAUTGHSHTARBEEERENH.
vi ~/.bashrc

b. IREWMZLE, FRENMHHIRLRESS.
export HUAWEICLOUD_SDK_AK="SZARAKE’"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/&"

¢  BAUTaSERENHEX.
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source ~/.bashrc
2. HEp—1NFRRYSigner, EBABIRENRETS,

$signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

$signer->Key = getenv('HUAWEICLOUD_SDK_AK');

$signer->Secret = getenv('HUAWEICLOUD_SDK_SK');

T3 E— 1 #FRIRequest, IBEEBZ . HFiER . i5Kurifllbody,

//The following example shows how to set the request URL and parameters to query a VPC list.
$req = new Request('GET', 'https://service.region.example.com/v1/{project_id}/vpcs?limit=1");

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.

$req->body = ";

T4 FINFESZHEMSLE, SiEEMBERAE, NSMEHSHIRINX-Project-1d,
& 2BIRFBH=HRI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
$req->headers = array(

'X-Project-Id' => "xxx',

);
$|S HITER, PUTHRESEM— 1 Scurl ETFEE.

$curl = $signer->Sign($req);

H£I6 iHITAPI, EFIHITER.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

et

3.6.7 C++

EERIE
PALinux UbuntuR&F A6, BEFSELRRSSUHEXIE,

1. Z&opensslE,
apt-get install libssl-dev

2. ZRxcurlE.

apt-get install libcurl4-openssl-dev

¥KEX SDK

(0 AR
EEZSDKRASSZIEE, FEEEREMSDKINEE, =IRESDKIEEISDK,
st TFESDKSDemo.,

R ERTGIREERISRIER, BERBREWUT:
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2R

ol

hasher.cpp

hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

constants.h

SDK{ES

Makefile

Makefile3Z44

main.cpp

D

5RER5 APIER
1 Emain.cppFIINLATEIF,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

ER— N #RYSigner, JEAK/SKDBIEN

£IR2

L3

1.

RRBILAAKFISKRFEIMEREF N6, IETARGIRNIE RN BIME IR EIR
152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ s/l
ARG EIREAIAK/SKIRBERIRETS .

a. AR, WMAUTGHSTARBEEERENH.
vi ~/.bashrc

b. IREWMEEE, FRENMHHRLRESS.
export HUAWEICLOUD_SDK_AK="EZARAKE’"
export HUAWEICLOUD_SDK_SK="ZZE4¥SK/&"

c. WAUTHSEREXHFE.
source ~/.bashrc
HRE— 1 Fr0Signer, BEABRENINET S,

//Set the AK/SK to sign and authenticate the request.

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Signer signer(getenv("HUAWEICLOUD_SDK_AK"), getenv("HUAWEICLOUD_SDK_SK"));

HRk— 1 #rBYRequestParams, IBERIER . W& . BKuri. E@FFFEFbody,
//Specify a request method, such as GET, PUT, POST, DELETE, HEAD, and PATCH.

//Set a request URL.

//Set parameters for the request URL.

//Add a body if you have specified the PUT or POST method. Special characters, such as the double

MAERRAS 01 (2025-07-08)

WRIERE © HERRARBIRAT 38



APl ZZ18F

3 AK/SK EZINIBREES:

quotation mark ("), contained in the body must be escaped.
RequestParams* request = new RequestParams("GET", "service.region.example.com", "/v1/{project_id}/vpcs",
"llmlt 2|l |lll)

RNEBEERZAILE, SEEMERLE, NSMBAIGSSIRI0X-Project-1d, &
E£BIRSEH=FiRINX-Domain-Id,

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
request->addHeader("X-Project-1d", "xxx");

HITER, HITIHRHESIEERIERZ LI requestT =S,

signer.createSignature(request);

{ERBcurlZFE1BEIAPI, BFEIBAER,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());

struct curl_slist *chunk = NULL;

std::set<Header>:iterator it;

for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

nweon

+ header.getValue();

curl_easy._ setopt(curl CURLOPT HTTPHEADER, chunk);

curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);

curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);

res = curl_easy_perform(curl);
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if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0;
}
FB,T7 BiTmakedpSiwIE, BRI Emain, HiTmainX{yd, BEER,
-t

368C

HERWRIE
PALinux UbuntuRZAHI, BEEELRESSLHEXIR,

1. ZZopensslE.,
apt-get install libssl-dev

2. FEcurlE,

apt-get install libcurl4-openssl-dev

¥REX SDK
(1 588
BESDKRBAREEE, FEATRSHISDKINEE, =IRSSDKIESNSDK,
AUtk FESDKSDemo,
FRERNAERRET RNk, BEREREENT:

SR otz
signer_common.c FRASDKHE

signer_common.h

signer.c

signer.h

Makefile MakefileSZ {4
main.c ~HILHS
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B5KEZ5 APIEA
B Emain.cFIIALL TSR,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

T2 Hpi—sig_params_tZERINTE, EANAKFISK,

1. ARBILAKFISKREFENEZEEFHH, IZTAREIBNESERIMEPIREIR
153 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ 454l

EARHE EFRENIAK/SKIR B NIMETE .
a. AL, WMAUTGHSHTAREBEEERENH.
vi ~/.bashrc

b. REWEEE, RENXMHFHRLRERS.
export HUAWEICLOUD_SDK_AK="E#AXAKIE"
export HUAWEICLOUD_SDK_SK="EZ¢ErSK/&"

¢ AT EREXHER.

source ~/.bashrc
2. HEp—sig_params_tEBINEE, EADRENHEEE.

sig_params_t params;

sig_params_init(&params);

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig_str_t ak = sig_str(getenv("HUAWEICLOUD_SDK_AK"));

sig_str_t sk = sig_str(getenv("HUAWEICLOUD_SDK_SK"));

params.key = ak;

params.secret = sk;

B3 BERESR. BB, 5Kuri. EiFFRFEFbody,
sig_str_t host = sig_str("service.region.example.com");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/v1/{project_id}/vpcs");
sig_str_t query_str = sig_str("limit=2");
sig_str_t payload = sig_str("");
params.host = host;
params.method = method;
params.uri = uri;
params.query_str = query_sttr;
params.payload = payload;

$EA EINLEISE, sREEMRRALE, BB HS=FEINX-Project-Id, & LBIR
Fiz=thiRnX-Domain-Id,

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
sig_headers_add(&params.headers, "X-Project-I1d", "xxx");

SRS HITER, PUTIHRBSBERBIZELINArequestTEH .

sig_sign(&params);

FIB6 (FRcurlZEBIEAPI, BEIHIEER,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;
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}

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%\V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti = 0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);
chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
sig_params_free(&params);
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return 0O;

}
ST E{Tmaked SRR, BRITHITEmain, HiTmaindit, BELEE,
—
3.6.9 Android

AT LAANdroid StudioTEAAI, N BINETEANdroid M EHEERAPIIERERZAISDK,
BRI EESANRATEARE, RESEERIRPEDIEEE SDKEREIZRAIN B

H.
HEERE
IRENFFZL2EANdroid Studio 4.1.28kLA EhRZA, BIZEAndroid StudioB75 it &,
¥REX SDK
MR
BEZSDKRBEEREE, FEERIRZHISDKINEE, =RSSSDKIEEISDK,
Mt TFESDKSDemo,
RERBREMWNT:
B 588
app\ ZETERS
build.gradle gradlefc & {4
gradle.properties
settings.gradle
FIAILRE

£81 FJFFAndroid Studio, i%&#E “File > Open” ,
B H A NEE IR AR R FFRISDKES R .
B2 ITHIER, BREBUNT,
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e app
b manifests
v Java
e com.testappsignature
£ MainActivity
» com.testappsignature (androidTest)
> com.test.appsignature (test)
v res
» drawable
v layout
5 activity_main.xml
> mipmap
> values

w (# Gradle Scripts
# build.gradle (Project: android)
# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)
= proguard-rules.pro (ProGuard Rules for app)
gradle.properties (Project Properties)
 settings.gradle (Project Settings)
-

local.properties (S0 Location)

R

iEKLZZ5 APl EH
$E1 EAndroidTHEFR “app/libs” BRT, #IASIA “java-sdk-core-x.x.xjar” &,
L2 tlfErequest, MNAKFISK, FHEERZ . 5iESE. BKuriflbody,
1. ARBILAAKFISKIRFERREZEF A, 1IE7ARORIESEAEHRREFIRER

152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ s/l
ARG EIRERIAK/SKIRBE NGRS

a. AR, WMAUTHSHTAREBEEERENH.
vi ~/.bashrc

b. REWMELE, REXMHHIRLRIESR
export HUAWEICLOUD_SDK_AK="SZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4¥SK/&"

c. AT SHSERENHER.
source ~/.bashrc
2. tlgErequest, IEAERENKETE, HEEHE. HiZ&. B5Kuriflbody .

Request request = new Request();

try {

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
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HUAWEICLOUD_SDK_SK.
request.setKey(System.getenv("HUAWEICLOUD_SDK_AK"));
request.setSecret(System.getenv("HUAWEICLOUD_SDK_SK"));
request.setMethod ("GET");
request.setUrl("https://servicerregion.example.com3/v1/{project_id}/vpcs");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
//request.setBody("demo");

} catch (Exception e) {

e.printStackTrace();
return;

}

T3 WEKFITER, &Eokhttp3.RequestiTERKIFTAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

R
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4 $EIRADIR A

HixtoiehA

LIRFERASTIRSHIAPIES, MNRIBEILA=AR

) ==

SRMAIAPIZEFAMPAY “tHIRMI
13, BEEUWNEN SRS EHTAIE,

* 4-1 {218

B1

sor
EiE

IR, B2EE=REE
HITRME; WRIBRI “APIGW” FFLAVEEIR

=B | ERER HTTP | iEX BRI E
s
APIGW. | The API does not exist | 404 APIRZFESR | i5E5% " "The API
0101 or has not been REIAE does not exist or
published in the has not been
environment. published in the
environment."{[l
oI R? Qb8
APIGW. | The API does not 404 | APERFGIER | RBAPHEXKRTGE
0101 exist. = EESAPIENRY
LR
APIGW. | The backend does not | 404 T E fEin BEFALIE
0103 exist.
APIGW. | The plug-ins do not 400 | BiEEUEMAED | BXRRARSF
0104 exist. =1
APIGW. | The backend 400 TiEHEIEIRES | BXER ARSI
0105 configurations do not =1
exist.
APIGW. | Orchestration error. 400 HmHEEIR BEAPIBLERIET
0106 EiRsHEaEE
APIGW. | API request error. 400 | BRBAAEZE | FRGEEK
0201
APIGW. | Request entity too 413 | iBKbodyid Kk | E/NEKbody K/
0201 large. (KF12Mm)
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4 $EIRADIR A

fEIRg B2 HTTP | iEX BRI R
K&
i}
APIGW. | Request URI too large. | 414 | i&RURIIZX R/ INERURIA /N
0201
APIGW. | Request headers too | 494 | i&skskigk B RSL AN
0201 large.
APIGW. | Backend unavailable. | 502 [EimAn] A BEAPIRBNG
0201 Imitei 2 A A
APIGW. | Backend timeout. 504 [EimiBaT N N ET B
0201 NSRBI BT 8]
APIGW. | Incorrect IAM 401 IAMINIEHEESE | IB2EIAMIAIEES
0301 authentication = Bz E
information.
APIGW. | The IAM user is not 403 IAMBRARF | ERRPEEHE/
0302 authorized to access 5Ia]API A2 ERE
the API.
APIGW. | Incorrect app 401 APPINIESESE | APPEZINIERT,
0303 authentication = MU TEE:
information. o HEERIT
&, BR. &8
S8, BRI
ERAFERNS
%, BRE. B8
2. BKIKE
B
o IEEFimilE
A8 =& E
B2EFEHAPPIA
IEEAAAPIIEES
ZLrBaYER,
APPCODEEZIA
UERY, fanTiE
B: KEBEKRES
s 7 X-Apig-
AppCodesLig;
APIGW. | The app is not 403 | APPASAIFIAIE | INEAPPEEIEN
0304 authorized to access API 15I1aJAPI
the API.
APIGW. | Incorrect 401 INIHEEEIR KMEANHEERS
0305 authentication 1FH#
information.
APIGW. | API access denied. 403 AAVFABBIAPI | BEEEIENAD
0306 API
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4 $EIRADIR A

=B | ERER HTTP | iEX BRI R
K&
i3
APIGW. | The token must be 401 TokenFEEEH | o FTFFMNIAMIRS
0307 updated. ¥%HYToken
o thBRBEEEH
T A [Eregioniy
0O, SEFER
FTokenskRL,
N EREO
URL
APIGW. | The throttling 429 | BERIRERS | o HFMIZRIFE
0308 threshold has been AEl. BAEY
reached. APIB¥®RZIH
1a]200)%
o =ARSFHIAY
AP, —iRFiE
BEEREN, 155
TR Eh
iaJ
o MGHEAPIRIXIR
el =FaellfE
APIl, WNFTEFE
PRER, BRI R
BEBATIF
APIGW. | The project is 403 projectA~BIfEEH | {EERAEEprojecti
0310 unavailable. ia]
APIGW. | Incorrect debugging 401 MRS | RERASIS
0311 authentication =
information.
APIGW. | Unknown client IP 403 TRRBERIR | BRERARSZE
0401 address. |PHBLE
APIGW. | The IP address is not | 403 IPHBUE AR FBIFIS | 1B IPHIIEE B
0402 authorized to access ia) B/B2ERF
the API.
APIGW. | Access to the backend | 403 FiwIPAFIFL | RimlPHEtslfSin
0404 IP address has been i3] 1A 3T R AY I PHbE
denied. AFFipaE, 15
BIPHI R EHE/
HRRRE, e
BN EIRIPES
==,
APIGW. | The app quota has 405 | APPEEBHIAT | T3SLAPPECAR
0501 been used up. 3
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=B | ERER HTTP | iEX BRI R
K&
it
APIGW. | The app has been 405 | APPH#RIGRES REAE, BaiE
0502 frozen. “REEE &
=8
APIGW. | Internal server error. 500 AEREEIR BRI
0601
APIGW. | Bad request. 400 | IEEIBXR KMEEKEEAR
0602
APIGW. | Domain name 500 | BRI mEREHS, L
0605 resolution failed. Mg B2 REHET
izl il
APIGW. | Failed to load the APl | 500 | RNNELAPIECE | BXERIEAS
0606 configurations.
APIGW. | The following protocol | 400 | MY A#EAIF, | BUASTIFAOINY
0607 is supported: {xxx} RN E (HTTP/HTTPS)
XXX 1508)
R oxASE
PRI AR S
sk
APIGW. | Failed to obtain the 500 TESRENEIEIE | BXEBATF
0608 admin token. =)
APIGW. | The VPC backend does | 500 | #FZlivpc/Fin | BFRBASIF
0609 not exist.
APIGW. | No backend available. | 502 REMEENE | KERERnER
0610 i aJH
APIGW. | The backend port 500 | EimiwORKE | BREREAE
0611 does not exist.
APIGW. | An API cannot call 500 | APIERBES 1ELZAPIfSimbeC
0612 itself. B, BERE
ReEEBIE10E
APIGW. | The IAM service is 503 IAMBRSZERIA | BARRARSIF
0613 currently unavailable. 1)
APIGW. | Backend signature 500 |itBEmREREX | BRERASE
0705 calculation failed. 5y
APIGW. | The service is 403 RS 1EXHE S EPTBITAYIRSS
0801 unavailable in the regionAaJifiE | @& XZiFiEregion
currently selected a1l
region.
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4 $EIRADIR A

ERE | ERER HTTP | IBX BRI
g
APIGW. | The IAM user is 403 | ZIAMARFES | REEARFE
0802 forbidden in the Biregionmhifss
currently selected H
region.
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pul
=
Tj
&

FIMBmE NEAERAPI

AP EIFRKIERE
Body(A 2B AR S E5EZ
BRERLSHERBULUFRSE5ES
{FEAIIRATAK/SKIESZ

IAMINIHEE 51

"The API does not exist or has not been published in the environment."q0{aJ#ZR?

5.1 FInHia= T EAER API

FINE 7= TERAPI:

MRERIRREFIESF, FRARRSAPIFREEEIN—NERKBERLSHX-Project-
Id, SHERERIIREID,

S¥X-Project-1dtBKIZFIEE WEZSDKEdemo,

5.2 APl R EIFIIER
APIR X ST I FIIERS .
FEEYER, BRHRAZER.

5.3 Body AR EBRILAFS5ES
LHIEABIIBodyHITERAY, BEHEBLFIMIUATSHMSHIE:
X-Sdk-Content-Sha256:UNSIGNED-PAYLOAD
HINZE, ftbodyit&hashA9ERIEHIUNSIGNED-PAYLOAD,
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3k

ERKHEASHERT LIS SRS

WNRIFIRER AK/SKﬁfgiAiIE%EﬁﬁEﬁ;—EEJZAPIi%ﬁ?'E%, 5 EX-Sdk-Date4ms
5%%2, HiiEKEELSH %

RIEERENTIRMRAISDKHITE R, WAFEZEPLBERERLSHSEE
#, SDKREEGEBITREMLESHS 5L, HEMSRER . WRENEKE
BASHREAEBREERERN, BmEBEBNERE.

5.5 (EAIIGET AK/SK {23

ANREFIGATAK/SKIIERE S, IS ZSDKEMFINARY, BERRLFINLITS
HrsHE:

X-Security-Token:{securityToken}

SAIS(EFIGRTAK/SKITBERIHITE S, 2 SDKSAK/SKIIEESZSDK—H .
ST FREVERIMKSHIIRRTAK/SKS security Token}, 1ESEIAMEEAY

lﬁﬂﬂﬂﬁ%ﬂl‘-ﬂﬁ_\iﬁﬁiﬂg :

"credential": {
"access": "POHE****69X0",
"expires_at": "2022-10-17T18:51:25.231000Z",
"secret": "3WJu****hDVs",
"securitytoken": "XXXXXX....."
}
}

2 MiEEK, EEEZSH.

request.setKey("POHE****69X0");
request.setSecret("3WJu****hDVs");

request.setMethod (" GET");

request.setUrl("urt'),

request.addHeader ("X-Security-Token", "XXXXXX....." );

R

5.6 IAM IAIEES 2R
IAMIAIF S B8 1RE:

e Incorrect IAM authentication information: verify aksk signature fail

e Incorrect IAM authentication information: AK access failed to reach the
limit, forbidden

e Incorrect IAM authentication information: decrypt token fail
e Incorrect IAM authentication information: Get secretKey failed

Incorrect IAM authentication information: verify aksk signature fail
{

"error_msg": "Incorrect IAM authentication information: verify aksk signature fail, ......
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"error_code": "APIGW.0301",
"request_id"; "rerekn

}

QGRS

BRRINEEEERGEIE, EFintENERERSAPINXITERNEZERAE,
fERTTE

ZB1 THjshRA, BEEURAERZSDK, KENEZFRMFH,
B2 BIEEREE, FRNSEEETH “demo.html” X4,
FIE3  FREUX-sdk-datefH, x-sdk-date{B¥R5SHBIRTEMEZETE15minkAR .

1. ERERIET “F127 , HEREPIEE “Sources > Snippets > New
snippet” ,

2. BUTRBEHZEIAMAYScript snippetd, AEELMIGHEScript snippetZFR,
% “Run” 5, “Console” H#JENRYER EX-sdk-datefd,

Conth() + 1) + twoChar(date.getUTCOate()) + "T" +
es()} + twoChar(date.getUTCSeconds()) + "2"

function twoChar(s) {
if (s >=10) {
return "" +s
}else {
return "0" +s
}
}

function getTime() {

var date = new Date();

return "" + date.getUTCFullYear() + twoChar(date.getUTCMonth() + 1) + twoChar(date.getUTCDate()) +
e

twoChar(date.getUTCHours()) + twoChar(date.getUTCMinutes()) + twoChar(date.getUTCSeconds()) +

nzn
}
getTime()

B4 1Ex-sdk-dateiMNZEIHeaderssh, FHIESHSRSE, B “debug” REERFERE,
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API £&Zi5r

Apigateway Signature Test

Key Secret

Beciell- 54368d3b495a8 2854z 345cdbc
Method Url

GET =

Headers

X-Sdk-Date 20221208T015751Z

[ Debug ‘ Send request

curl -X GET "=y fget” -H "X-5dk-Date: 20221208T015751Z" -H "host: -H "Authorization: SDK-HMAC-SHA256 Access

=6ccTel 3b495a8, SignedHeaders=hostx-sdk-date, Signature=488409e25642d( 1e03b3470160a9289415
[Note: accessing the API from browser requires support far CORS
rejected

canonicalRequest

GET

fget/

host:

x-sdk-date:20221208T015751Z

hostx-sdk-date
£3b0c44298fc1c149afbf4c89961b92427ae4124649b934ca495991 b7852b855

SDK-HMAC-SHA256
20221208T015751Z

d66f33d28fa397i57- Wedf0229a5415d92fcabbad6240dc

---------- authorizationHeader----------

SDK-HMAC-SHA256 Access=6ec) 5a8, SignedHeaders=hostx-sdk-date, Signature=488409e25642fd03753a1623889e35b4
66e9= 94537921082

JEget\delete\headimz=k, FEETbodylk, FEE LEBodyEFRIMbody (185
Ei%iEkabody—3 )

EERAAII P ERERS|SAIIIHERER

FlanHEEjavaiE S & 28 FAYcanonicalRequest. stringToSign.
authorizationHeader(g, S5jsaiiltEZFFEERE—H,
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3k

ingException

ContentHash(request)

iHeaders(request)

signature, request.

.

Incorrect IAM authentication information: AK access failed to reach the
limit, forbidden
{

"error_msg": "Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden." ......

"error_code": "APIGW.0301",

"I’equest_id": Mkkkkkk!l

}

RIS

o akskEZITEEIR,
o akWRAYSkAILEC,

o akskMEHIEALEE, ELERSRIAL, REESDHP ( SOTHREEY, 1R
AR FERIERER) -

R E
e EZ&FIncorrect IAM authentication information: verify aksk signature fail
RRTTIE

o BIEERAIkESIES,
o BESHHMZEER.

Incorrect IAM authentication information: decrypt token fail
{

"error_msg": "Incorrect IAM authentication information: decrypt token fail",
"error_code": "APIGW.0301",
"request_id": kkkkkk!l

}
ATRERE]

FAFPRIAPIEREIAMIAIE, TOKENARHTEEML,
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ERIE
o IGEIRENtokenYTTiE, tokenEEIEH .
o IEIREtokeniIMESIEANMREEE—E,

Incorrect IAM authentication information: Get secretKey failed
{

"error_msg": "Incorrect IAM authentication information: Get secretKey failed,ak:****** ,err:ak not exist",
"error_code": "APIGW.0301",
”I’equest_id": Tkkkkkk!l

}
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5.7 "The API does not exist or has not been published
in the environment."{oJ#ZR?

BRZIRSFAIAPIRE, BRI TIRFHETERERE:

1. JARAPIRRERNES .. BKGIE. BBEARIER.
- LEUnBUEEAIAPIDPOST/5i%k, BMFR T GETAIEER.
- ELUmBIEAYURLELAPHEREFAJURLD—A “/” thE ST AITEL_EILLAPI,
f5lanhttps://vpc.region.cloud.com/test/Fhttps://vpc.region.cloud.com/test
S EARRERIAPI,
2. WRTALEN. MNRAPIRNEE .. i5KGE. IBRIEM, BaeeaRE EiRET
EIXIRzRegionBIAPIRIEN O .
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