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L. FH L&IEAgent, HFFHSSEHF/E, BIRTERISHSSIRILAIENBGIFIORE

Agent R9/EF
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AgentE]8ESFIDenyHostsiXERER{E =4 s,
o HZEEI: BFRENAIIPHIEHSSIRBIANILEIP/S, WHSSEZE, BEENPATR
BE(FRIZIPHENEE R EH. .

o hsEEE: I FEHIZEHDenyHostsEEIRTII A RIRE KT IPRUZ RIPHENE, &
WFENZLTEmEE DenyHostsETEE9IPHbLIE ,
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o AMEFE: EiF1EDenyHosts,
o IRELE:
a. LirootlFPERRESER.
b. HATLUT®S, KMERAZLLE 7 DenyHosts,
ps -ef | grep denyhosts.py
MRFEEERULATES, WiHBAZEE T DenyHosts,

[rootghss-test ~l# ps -ef | grep denyhosts.py

root 54493 1 6 17:483 7 BE:00:00 py - -daemon
c. HIFLATESS, {FLlEDenyHosts,

kill -9 'cat /var/lock/denyhosts'
d. TLATES, BUEDenyHostsBIEEED

chkconfig --del denyhosts;

2.3 WN{aJiENEk Agent?

MEABEERWFNLZENEHRSESIZMGR, STLASBRASEFH Agent,
AgentElE E R FN LG = LIRS A9 TUFIRGF

i3l E= = WEnl:
AgentiRHaN T RFENIE A :

o —iEElE: BURWFNREiEHarUEEINGE—EEE, BARESSIER
W ENZEEHE—REFHAgent,

o FEfEDE: AEVIAMTFIER, BRESSIETNAbIFaIEZAgent,
IR EIERE—REIER S U EAgent, ZAVRERERESH. MREEHIS LR
HAgentiAZEN “BLE” , TEPUTEIEIRIERS, ERILUGEFaENRAISTURENR,
Agent,

HURSR
BRI A —REEAgentrS, RARSSEAY “AgentikiS” ‘L .

R FY LR H & —RENE Agent
S BROWTNZSEREE
S fEEslar e, BaliEy, SERESEE.

$|3 EEMNSHRNER “LR5EE > FHLKSEE > AgentEIR” , HAAgentEIE
A,

59%4 L?x “ E’-—‘-A:I:EEH'L 7 ﬁé) ﬁ% Agentréiﬁljﬂﬁjj ag o
2-1 ik Agent FEZ&HIIRSS 28

(B masmmses 19 =) mEESE 55

0 wARESS 57 @ 58 133
X AGeNISIFR
.
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S5 PEERRSEE “BIE7 7I8Y “EFAgent” , TEEEPHIANEREELTR, BE ‘B
&, FHAREE.

AL AiEFEEAgenttIBiriRSEE, HBREHIIFRLAM “HtEEHHAgent” , #t

2 NIRS 2R EIZAgent,

£I6 ZRFS~100HAG, BIF “RLEEN E, BHREIBFRSSE, BinkSEM
Agentiki&H “RLR” FnEIEAgentFk I,

.

FEENAHFRDEIE; Agent
RAREASZEERAT I FZENHEE ST TRAgentl, AITNABEIZMRZAAgent,
[MARiTL:
H#AgentiFEWENZ SR TENZRSH[/RMUEDBF
e H#FLinuxhRASAgent

a. %iﬁ%ﬁﬁﬂiﬁﬁﬂiﬂﬁ%AgentE’\JEHE%Eﬁ, AT T ap St root
su - root
b. BRUWTERE, FELEEWVFNZE,
i BT T aRSELRSS .
/etc/init.d/hostguard stop
i.  (AE) MARAEREANAEER . B IAEERFER.
AR T W FHNZEBFRPIEN, ZHEHITIHRE.

2-2 INIEFFF

root@glz-ubuntu-2:/usr/local/hostguard# setc/init.d/hostguard stop
hostguard stopping ...

input this string to confim you're not robot: |NZGLYZ2

NZGLY2

input correct, please wait...
your agent 1s in normal mod.
hostwatch stopped

STgUaTt -

¢ EEEEFRMTUT®HS, HEAgent,

ABJLATE/usr/local/hostguard/ R MTEIEEGS, JLEEMESERT
PATEHE DS

" £XJEulerOS. CentOS. Red Hat&ziFrpmZi=iX(4aJ0S, W17
< rpm -e hostguard

" £XFUbuntu. DebianZ37iFdebZiRFAI0S, HfTd<: dpkg -P
hostguard

HAREEIBRWTFELUES, WFRREFHAgentTH, BHENTTF—2, &F

5o AGEIFNZeEHE LIRSZHBNAgentRESEH A “KRLE”

& ‘BT . REHEMIENITI,

Stopping Hostguard...
Hostguard stopped
Hostguard uninstalled.
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d.

( |\ ) TN Agent kAT, AISEW T AR EIEAgent,
" £43FEulerOS. CentOS. Red HatZ&szirpmZEE4HYIOS .,
1) HUTI TS, BBRZECR.
rpm -e --justdb hostguard
2) TS, BBEEBhostquardiZBiHiE,
ps -ef | grep hostguard
WMREEE, BHRITHESkIll -9 “HiEpid” EIEFAIERBHE.
3) PUTAITas<, EF “/usr/local/hostguard” BREEBEFE,
Ul /usr/local/hostguard

WMRZBREFE, BHITEHSrm -rf Jusr/local/hostguardffif& B
Fo

4) HITITES, BE “/etc/initd/hostguard” XHBEEFE
ll /etc/init.d/hostguard
WMEBRIZSHTRTE, i5HITa<Srm -f Jetc/init.d/hostguardfif&sz
%o

" #%3Ubuntu. DebianEziFdebZER4HHIOS,
1) HITITaR<, EiE&BhostguardiLBEiHZ
ps -ef | grep hostguard
WMREFRE, BTkl -9 “HiZpid” ELEEKEHE,
2) HITUT®S, BF “/usr/local/hostguard” BREBET.
Ul /usr/local/hostguard

WMRZEREFE, BHITaSrm -rf Jusr/local/hostguardfif&H
Fo

3) HITUIT &S, BF “/etc/init.d/hostguard” XHEBFE
ll /etc/init.d/hostguard

WRIZHTFIE, BT S rm -f /etc/init.d/hostguardfifEsz
%,

o HEFWindowskrAsAgent

a.

d.
e.

(T ) XHENZEBRIP

MRFAETEWVENRZEBFRIPIEE, BEXABIEIHAgent, BUTLEEE
;f)ijZISﬂEEDEJEAgent, EERFRIPARRSHXAB RIS IIMTXAEE

ERFEHH W FNLZEAgentBI=IRSE -
£ “I=HmEiR > FEFEF0I0EE” ik “HostGuard” , AT “EE”
(1] %88
o FFPHEILUENC:\Program File\HostGuardB&E T, W& “unins000.exe” , 3
HEEAER o

o WRLTEAgentiIEIEE T FHAZEE FEMAgentIUES NI 43, BRI LE
“FFe4 > HostGuard” Fiki® “ElFHostGuard” #HITENE; .

£ “HostGuardiEl#m@E” I2niEd, B3 “B7 , FHREE.
(|l ) EEEM.
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" NREARTMRBERN, HEFAgentFBEEFIEN. & “HostGuardiEl
H@E” #Eh, BF ‘27 , ERFEN.

" WNRIEKRABMRBER, THEEFFN. £ “HostGuardElzE@S”
BER, B ‘w7, FERFE.

2.4 Agent LR KM IO R TR

SNRAgentZIRENM, IBSEARHIELE,

Eid HSS =H 5 RE %3 Agent KK
MBLHET “ REZRE RREERXTEAgentEY, BEREHSSEIRINFISHERE
B, &% RIEAgent KM EE IR HATE A IR TR,
% 2-1 L% Agent LAY

EEEHSER | AEEN

=8
MLEAE, 15T e Linux
elin] 1. BARS R BT EE SR,

- MFZIBEES, 172,
- MZBFERE, BRENEERE, RIERSFETIES
BRI
2. KBRS SEMEZEHEANF LIRS RIE22iKH .
HSSHEBIZ SSHIMN ERIRSZ2e L4 =Agent , FtL, 1R
REUE22im 0, HSSETIETRHAgentZ %,
Z2AREHNES WEETEEIN
e Windows
1. WIARSREE I IER AL,
- WLIREER, 172
- MBIHORE, BRENSKEE, RIERSEAIIES
BIEEE,

2. ERSHRAEZEHEHANSREEBIE5985K M .
B AL E R ENZRAgentl, BT HATHIARRS
7%, HittARSZRIIFEEREHENTS ERIE59851%H o
HSSELIRITRIARIIRSS 2R EHATHL, B8T5985im =
FERSS R EAgent,
ZeHRESNES NEEREHMN

NERIR, A< | BRHER, BRECESHIERER.

A1EHf

AEZEARE LHEEAgentlt, EE(REZE/DS50MBRESEAE, BREHS
BREDE,

metadatat@EL | metadataREVEK, B2 ELinuxIR(ERFZ=IRFZEE IR

W TCEIEEA? fRIRTR,
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BEEHERT
=8

SbIBEEIY

expectZ LM

IFREMNEREEEFER, FNEREIEREFENZRAgent,
MRMBIERDALEEY, BEEEIREEEH AL
M, B ‘TR >HETR , BETRERARARSRKE
1,

FTIEBVPCLR LY

1EFRIEVPCOperatePolicy i FRIZEFHSS, HSSTiXIT@ARVPC
ZIEIMLE . FBINSE LU TRIETIIEI:
1. BRIV FNZeEHE,

2. EREEERFIGE LA E’Ja, IR BKIANINE

3. AEMSH=, HR “RESEE > BINEE” , #ANEN
S

4. BERINGIRA LT “$HBIE7 , HVPCOperatePolicytX
PRIEFHSS,

X FVPCOperatePolicyS FRAVE MAWER, 1BS IISINEE,

HPERIDEWEEA
WERE

BB REIDEWERXIRES “‘EE” K&,

VPCEP$Ti@sk

1RARIGVPCEPOperatePolicytX fRIZFHSS, HSSTiAGELR R
Ta, RiETaATFAgentSHSSIRSIHHTES . BINSELL
THERESERIFIN:

1. BRI FENZEEHE

2. ERFEEEHSE LA E’\Jﬂ, EEXIHFNINE .

3. EEMSHEE, ®F “LEERE > IFNNEE” , HAEKR
EENAE .

4. BEERIIRAE LS “HigEN” , ¥VPCEPOperatePolicy
PRIEZFHSS .

F*FVPCEPOperatePolicy S PRAYE LAWER, B2 IISINE
.

BIHERKMW

i)

EIPHEIR, BOERESHNEBER.

ap
A

Fan S TR

1]

S
v shi

ATRERE: /tmpBRAITHATIIA, ShbashigBHATIIR

QLIRS :
o EWEINE DRAERSNHEEEEHENIR.

o MNRBEFZHENBIRIPAZELY, BEEEHIZERTHE
ngéﬁﬂ;’ BE ‘TRES>HFETR” , BETEORAAR
SKEHD .
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BEEHERT
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SbIBEEIY

TR K
M

RLinuxENSHIULEIRE, BNSEUTREIERZE2A.
DNSECE -
o WNEZEH
TRIRSEE, TUTHS, WARSHRLZEAEFEER
F§3E100.125.0.0/16MEZAY10180i% M .
curl -kv https://hss-agent.Xiz{t;
f8.myhuaweicloud.com:10180
PN, BIXIGERE, FRFEAEES X
M/ o
LA “fedb-dbm—" A, =Ea<mBl: curl -kv https://
hss-agent.cn-north-1.myhuaweicloud.com:10180
- BB ping@pSHITIER, FRASHUE100.125.0.0/16
MIEZH910180i% 0 -
- RIUE: pingdanSHIT/RE, REREARR, RAKBE
100.125.0.0/16MEZAY10180i% 1, HS WAL 2EM
M RBuE ZiwE
o IQEDNSECE
BRIRSE, YUTLTHS, WIBSEONSHEBIERREY
T#HAgenthIiHE .
ping -c 1 hss-agent.X1g{t#8.myhuaweicloud.com
PHIXERE, 81 KigAE, FXIFGLEESIBX
MR R .
L “fedb-dbs—" o, EHBSTE: ping -c 1 hss-
agent.cn-north-1.myhuaweicloud.com
- FRITERTN: RERIZEITEHAIP, RRDNSETIESR

- M FREEE “name or service not known”
RAEHTHIP, FTRDNSEENTELM . 15SE(EDNS.,

HERE

BB TER, RREETERE:

e Linux
- Jusr/local: AgentBNINLIRIZR, THRHFREETHBTEX
F300MB,
- [temp: AgentZERE THIER, TRREETTRAETEX
F100MB
e Windows

- C:\Users\xxx\Downloads: AgentZiE IR, TR
RiEETHBSEAT100MB,

- C\Program Files\HostGuard: AgentBAIAZEIRER, RN
iR#EE I BEEXF300MB,
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BEEHERT
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SbIBEEIY

DEWRIEIIEE
AYFATH

B EFHRFREIERN EEDEWHITIEE

IRFIRIETTMITE , LEAGentBTHSSIBATRRIEARLEIT
ERIRAIE, AIREREIRIRIKSHIAMFIKSTHEEKS, RO
HIEMNZARSS ( DEW ) FRESAXIEIRARSS (KPS ) HXANR
ERLIBIEIAMIZEH S, SR TSN —#TEX:

o IBNAHIL: AZEAgentfIKSIZFDEW
KeypairFullAccesst¥fR ( ZEXIEIRRSHIFFENIR ) -

o BB MEEREEREAGentHIKS SEME A
SR, G R AR R, FHSZEISIE
fézeﬂzaxgentagm&%o EFOESEEE: SlREE Y

AR, S EE

{

"Version": "1.1",
"Statement": [
{

"Action": [
"kps:domainKeypairs:exportpk",
"kps:domainKeypairs:list",
"kps:domainKeypairs:get"

1

"Effect": "Allow"

}

]
}

IESE LT RIERRRITR:
1. EREVENZEEFS,.

2. ERLEEESIEAE LA E’\Jﬂ, I XIFIINE .
3. AEMSH=, ER “LESEE > BINEE” , #ANEN
B,

4. BEENZIERFPEEEVPCEPOperatePolicy.
VPCOperatePolicytX[R .

o 2 BEAEEERHNANGLA, BF ‘T8 >HET
B, BETREORAARIKEH.

o & BERHIENBIRAELS “HSER , &
VPCEPOperatePolicy. VPCOperatePolicyfXfR#ZFHSS
fa, Eiil%3EAgent,

KX F EIRPRAYE XANER, B ENER,

)RS ERIHERAS
XEHTIBVPCILS

ARSI -RANMITAgentZ R AIBRSS SR E A R AV M R 17
FERREITER, AZEHTEVPCNEE, BINBEmIITANLE
Agent,
BMRIFES MBI ST AN ERTENRIEAgent
(FAKSZE)

o
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W ENZE
= IR 2 Agent tH%
SEEHERT | LEEN
ER
ZEHEREVPCHIER | 1. BN STZEAgentlIfRSEZEEVPCTREEEEL—F
#riRAgent?ELE R AgentfE&HIIRS 22
HAHL o 2, HiT2.
o B, BITIEHIERELREAgeNtITE/IREVPCRELE
—BAgentE&AIARSEEE, EATEAgentiTSIEER

VPCRIEIENUEAHITHL, MRRBAELHNENSSEE
S SITHHENERNTENZRRAgent (FKSEE)
TR EENZIRAgent,

2. BIAAgenthR A2 E3.2.13 R LA EMRA .
o 2, FHilZ&Agent,
o &, iBHRAgent, BFIEIEESIHEENAgent,
EiTRS1TRE Agent K
WMREET ‘17" TEER (AIERREZENITHS ) TEAgent kY, AISERK

TIRERI TS BRIFE O EAR

Linux 23 Agent £

[ERREISR: MEEANE, IHiERd

2-3 WEBAE, plaiERd

h:

=

pawn ssh -t -p 22 root@l<
connect to host 19

ConnectTimeout=1
2: Connection timed out

-0

REEEFRIN: IBIEMSEEE, FIERSSAIERERIEIME,
o [IFHR: KBINR
2-4 ;2BIR
1dd (GMU libc) 2.28
RMIEFEN: AT PRI IErootlF, BFRrootBFRERIRSEHRE, BITR
[}
7.myhuawe1cloud.com: 1@ /package/agent/linux/config/c shostguard_setup_config.conf
. 7.myhuswescloud.con] ... Tailed: Name or service not known.
weicloud. con’
oud. con cage/agent/Linux/config/c stguard_setup_config.conf
I nyhuaweicloud.con ... failed: Name ice not known.
‘.!’Eéfl’i;'.""‘“ kage/agent/Linux/config/c stguard_setup_config.conf
e Cort —— weicloud.com)... failed: Name or service not known.
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SMEBEY: BRSBZEETIEBITAgent FEtblt, FEEBLATAMDNSHEIE . B
BIMRFBES51EMDNS.

o [OFEIISR: /tmpRLEAE100MB

2-6 /tmp B E 100MB

/Jtmp of disk 1s not enough available_mem=36573768

end check tmp failed

SLEEFEY: /tmpEREAGentZIREAI N HIERR, MRREETHETEXT
100MB,

o [OJFIIZR: /usr/local#ZZ2AE300MB

2-7 Jusr/local #EAE 300MB

[root@ljb-ecs-6c8f-0001 installl# bash linux_install.sh

Jusr/local of disk 1s not enough local available mem=36573764

end check_user local failed
[root@lib-ecs-6c8f-0001 installl#

QMBI Jusr/local B R 2AgentBUAREIRR, TRFRUEBTRSEAT
300MB,

o [DEEINSR: TLSHMYAZFEZcurl: (35) SSL connect error

REIBFEIN: REEHSS agent, ERTLSH1. 2R EARAK . MIRTLSHRATRHE, B

FapigLEmSHR “curl -k -O” B “curl --tlsv1.2 -k -07 , FXLE

Agent,

LT EanMESURp, BAREEEER.

- [EERREGRS
curl -k -O 'https://hss-agent.xxx.myhuaweicloudcom:10180/package/
agent/linux/install/agent_Install.sh' && echo 'MASTER_IP=hss-
agent.xxx.myhuaweicloud.com:10180' > hostguard_setup_config.conf
&& echo 'SLAVE_IP=hss-agent-slave.xxx.myhuaweicloud.com:10180'
>> hostguard_setup_config.conf && echo 'ORG_ID=' >>

hostguard_setup_config.conf && bash agent_Install.sh && rm -f
agent_Install.sh

- BRERNREGS
curl --tlsv1.2 -k -O 'https://hss-agent.xxx.myhuaweicloud.com:10180/
package/agent/linux/install/agent_Install.sh' && echo
'MASTER_IP=hss-agent.xxx.myhuaweicloud.com:10180' >
hostguard_setup_config.conf && echo 'SLAVE_|P=hss-agent-
slave.xxx.myhuaweicloud.com:10180' >> hostguard_setup_config.conf
&& echo 'ORG_ID=' >> hostguard_setup_config.conf && bash
agent_Install.sh && rm -f agent_Install.sh

Windows &% Agent 5K
{EAPowerSheliz{THIAE, HIERRER, BESELITENBRIER,

o BiR27R: username and password cannot be empty

QMBI #HtEZEEAgentld, HEHEHY “windows-host-list.xlsx” EHFIESRIAR
SRR SHEREEARER, BEMZXIFHITIEX
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{2487 remote connect failed

RAIBFERIN . HtERRAgenthY, BRTHTHIARIRSES, EtIRSSREERELSE

ENTT A BRI TRIARIARSS 28 1PIA 59850k [ . B BERRBIRSELEEN

B EERRBIES985Im O . iRMINZEEMNES WiRINZEEMN ,

f&i=t2~: download package failed

WAIBEIN . THREEXMW, RSEXEHIDAgent FEML, BieEZEA.

DNSECE o

- KEZEA: BRNERSHEETEAT FEEERUE100.125.0.0/16MEZARY
10180iw . BExiEsE(EMZ LA,

-  HKEDNSHE: BREIRSEDNSHINIER/AELNZRMDNS, B{fiEE8%E
{E3IDNS,

fEi=iga: hostguard install failed

IR BREEEEHENALEA, B ‘TR >HETR” , BETEED

RARANRSKEE

fHIRIER: Invoke-Command: FTEISH “session” HITSHEGIE. S P

Nullgi= ., BRE— I RANulEEZHNSH, AREXZHL.

AR . WINRMARSBEOAZRBIENZE T . BSE W TRIE, RFIENEE

Ho

a. LAWindowsEHEIER B{piz{TPowerShell,

b. T TS, BEEETFHTTPHWINRMESHE-
winrm enumerate winrm/config/listener

2-8 & WinRM AFRIER

" RFEREBER, WRRWINRMIRSAKFE, BT

" IRAEFERBER, WRRAWINRMIRSERRE, BHiTd,
. HUTUWITEr<LFHEWINRM, iXFyFTiIRE
winrm quickconfig

2-9 Fig WinRM

PS5 _ winrm qul
g A WinkN =
3=ch

d. BEcEAuth,
. PITANTaS, BEEAUth(EE.
winrm get winrm/config/service/auth
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AW FHNZRE
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2-10 & Auth (58

= winrm get winrm/config/service/auth

Basic = false

Kerberos = tTrue

Negotiate = true
Certificate = true

CredssP = false
CbtHardeningLevel = Relaxed

i. PUTIN TR “Basic” BYE “true” ,
LIR[EES “Basic” BHER “true” BY, TEWITIZEER,
winrm set winrm/config/service/auth '@{Basic="true"}'
e. BeEMZERXAFIEMNE,
i BT, BEclientER.
winrm get winrm/config/client

2-11 &ZE client 52

PS C:\UsershAdministrator> winrm get winrm/config/client
Client
is = 5000

owlnenc }pted = talse
Al LII
Basic = true

TrustedHos

LiREES “AllowUnencrypted” 73 “false” B, iSHhfTe.iio
i. PITUTES, 18K “AllowUnencrypted” J9 “true” ,
winrm set winrm/config/client '@{AllowUnencrypted="true"}'

2.5 Agent KE&EFE MO IE?
AGentiRSEESHEI TSR, MBAGentiIEFRAN “FEE” HE “BE" 1,

FRAgentlKERE
o RLE: EHNMKZIEAgent, FAgentELHBRMEINE .
o i% AgentSIRSHRBERE, EHPAIAgentSHMIEE, SHAEEAZENE
o TEZk: EHIHBIAgentEITIER .
ARERR A
o i %JL‘AgentJjLuEEE%?o
ZRAgent/5, FARUER, FEFES- 100 HEAIEHETSRIE .
o BERFALZIS,
HSSEBISFHNRIER RIES I HSSSTIFANRER A M IR A o
o LIS,
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AW FHNZRE
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WEFE

1=
a4

*

g2

1

%2

%3

%6

FNPRAgentF IR IwIGIFFOHIMRE, WN-REFE. PR R HERIK.
o FHAERE

=R =R

e AgentiHiZRE.

AENZFEAgentEBII1028, EHIGAGentREER “BLL” &E “KR&ex™ .

o ! BHIT2,

o A BEMOFGAgent L, TEHTRELRIF. RiRAgentpINfE, FAEZED
£, FEFES-100ERER e SRIFIRES.

BRI AENIRERZ R B EHS SR ER A RIRATEEN

o E:! BHITEES

o A RUFNEZEAIAGeNtBEIERLEMETEGHIENL, BEAEAEIEN
RZEXFHREFRFEEB=NZEAgent,

IBHAENL SR IEE AR

o Z: FHHIERREIME, BHRITEER.

o A BHRETHIENBEESNIMNERS, BRIfEHSSIEFIGERAgentiRZE.

IBAEN 2 HEUL TRME:

o HFRT7 . “Fm-HE— XiF
BSEWIIMEERITERY, WAENFREVPCHIREEEZRA
“com.myhuaweicloud.xxx.hss-agent” BIZRIRT Mo Z&in T A FEVFIHSS
IRSS iR
- FE ENTEERS.

- AFE: BEEEFNTENSG, FOtlEZRIRTR. SIRRET AR
#, XebBE—1NVPCFMIP, BIETMRE, FF3DHHAG, BrRIEHSS
BHEIEEEAgentkZE,

o [R“HFRT7 . “FAm-HE—" LUMIEMEXIE
BEIAEVFTERZSHEHREE 1FA13100.125.0.0/16MEZRY10180i% M o
- 2 BITEES.
- & EEZmOE, FE3PMAG, BRifEHSSIEFIEEEAgentIkE,
BEMERLEENREES BT LA,
BN FREAgentIEE T2 R ST A F300MB,

XFFLinuxEH, AgentBRIAZ%ETE/usr/local/hostguard/BRET, BHEEMINXIERET
EHES XFIRBS 2B KT3I00MB, 3FFWindowsEH, AgentBRIALZZEETE
C:\Program Files\HostGuardi&R T, ZEEMACERNRASEEAT3I00MB,
o 2: BHITER6,
o & FNHNEAERESHAgentEL, B THEARE, B=V 7txk/E, Agent
BiIkE L&
AgentiHiZRE, BRI TRIEEFAgent,
o  Windowsig{ER %
a. LIBESRAdministratorffEZEFEH.

/
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b. #TFF “(ESEERE

c. 1E “BR3” mEikH “HostGuard” o

d. BEEcAE, &F “SEs" , TlERBAgent,
o LinuiBERS

iBLAroot iR E SITERIRHUTLAT <, TRERAgent,

/etc/init.d/hostguard restart

MREIEUTER, WERRERKI.

root@HSS-Ubuntu32:~#/etc/init.d/hostguard restart
Stopping Hostguard...

Hostguard stopped

Hostguard restarting...

Hostguard is running

BERHEEFF2-30:

o WRAgentikKEN “TEL” , WHFEERR
o WRAgentikENA “KRLE” TE ‘B , iBiElHAgent, BEHTE
Agent,
a. EFEAgentiBEANIEIEAgent? .
EIEIREITRRE, BEE5~100%, MIARSRERIEHSSEHIEH
“FNZRSEE > AgentEIE > KLEFH AR, BifTEEAgent
1BE
b. ZIEAgentiBZ2NAFENZEEAgent,
T . “TER-E—" Xig, BiIaSiT AT ENREEAgent
BY, HFLHRIEEITEIIIRS RN, FLE “EEITEMERSE &
B, THEEIERERSES, BT~ 28I,

R

2.6 Agent UENAZRIRIREBMTA?

2.7 Agent

fELinux/WindowsiBERFRIEN FZeiAgentl, REITEPTRMLRRZAIE
B, BUAREREUTERESR, NR2-2F7x.

& 2-2 Agent FUENAZ AR R

BERR ANZERE
Linux /usr/local/hostguard/
Windows C:\Program Files\HostGuard

BT EZ /A CPU. AEHHEEIR?
HSSIRS RABEMAGent, SFFATRNLD, FRWINENAIEBIER ST,

AKX RENBAgentEWITHENNESETS, FEENABRZ TSP EAERICPU. RFELAR I
BARBR. AgentERTEIMESSETFERAMEATEEEHO00: 00-04: 00HfT, £
FRENISSE, FEMENNBSENEEIET.
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CPU HAIEE

RESRAIEE

AgentfEENHBE T = LIzfThY, —MRER FCPUSRIEHIE1vCPURI20%LAR; 4l
RAgent EAERITHRSER{ES, HTHRSEREFSMIMIARSCPU, CPUSAR
IEHITERSAEBIT B CPURYI30% . CPUSERR S ABLLAISEWL=RSEIIET
9&, i$m§2'3o

ANERCPU S ALLAFIRBIZ 1vCPURI20%, AgenteEBEEIFECPU; BxifECPUS, Agentid
MEHBHEELFER, (BARZMIRSER . WRCPUSABLLHIFEIZ 1vCPURY25%, Agent
SEEER .

XFRESERNFAN BB IHESER

% 2-3 A[@ vCPU A& T Agent B9 CPU HATER

vCPUs SFACPURIRLLHI (IE PUTIREERE, SH
B) CPUIRELAI (IE(E )

1vCPUs 20% 50%

2vCPUs 10% 40%

4vCPUs 5% 35%

8vCPUs 2.5% 32.5%

12vCPUs £11.67% £131.67%

16vCPUs #11.25% £31.25%

24vCPUs £0.84% £30.84%

32vCPUs £0.63% £330.63%

48vCPUs £90.42% £930.42%

60VCPUs £0.34% £330.34%

64vCPUs £J0.32% £330.32%

AgentTEEH Ez1T7RY, —RIER FTRFRZSHA500MB, 1RAgentEAERITRSE
RIS, BFRSEREFSIINARNS AT, RFOASEFIERIES00MB,

AgentiEBFHRT R LEITH, AFEARXSLATREMER:

o BVPRTE: NREERSEANTNREAgent AT RE—FEMAgent, —RRER
TAgenti=Z HAMN500MBARTE, WMIRAgent EEHITIHRSER(ES, HTRSE
FEFSKFYIMEBESNE, AFLESIEFHIEIY{E800MB.,

o TR NREBESENEHLIRAGentiEEENERHZAHSS, AgentiELATR
HIZEE ( DaemonSet ) BIFZNIETT. —MRIER FAgent&=Z 5F1100MBR7Z,
WMRAGentEEHITREBERES, BT RSEREFSFIINBSONE, BF
L ESEHEISE1400MB,

gnRAgentRIFHREETEAAFRG], AgentRESSTTRBER.
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A ENZE
= W ia)RR 2 Agent tB%

AR SERNFANAFZFESER.

&S RIEE
AgentfEEN BT = HiEfThY, #ELBBERINT:
o Linux: REBZRNF/usr/local/hostguard, =2 HFH600MB, HEE R
F/var/log/hostquard/, &% 5FH250MB,
e Windows: LZEBFRMBAEBRIINTFC:\Program Files\HostGuard, &% 5
700MB,
2.8 WEA[ERA HSS, RILALAE[E— Agent 57
LA,

B—ARSS e %= —IXAgentBN ol EFIBMRARIER .

2.9 MIEFARZZ Agent RYFEHL?

BERLEAgent I ENAVREINT:
1 EReVFENZeEHE.

$E EEslas e, axlEn, SEREREE.
SI3 EAEMSHRER “RESHE > TNESHE” , HAAgentSERH.
S %I SRIEEN R[S, BERTEAgentIEN

TR

2.10 IV FHNLZEFREBEALIE?

Agent F&xiAH

o  TICHRRIEEARER—EENMBEERERNENEZEH. BIREMR, KSS
ERASLAERREH SRS

o  EANFRAgentiIIRITHRE,

o FHREIEE “AgentikE” B “EE” ABEEEHARK.

o FARIBRPARMEERRS == LI SHIERER.

o  FREWKENMRCconoslet{TitER, |AhRIFLEITEE,

o HRERRSB[ERWENZE (k) BEWPF, B FEZE (1BR) &

=L,
4% Agent [RIE

FERIFNZeERHSREHRAgents, RFEGEMIREEEHAgent1.0, AE%%E
Agent2. ORYIFHIT, TEAPDERE.

o FZRATAgentfEIRMRIZHI B RIRAPIRE:

MHRRAS 20 (2025-09-17) WA © EARTERABIRAE 25


https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0583.html
https://console.huaweicloud.com/hss/?locale=zh-cn

AW FHNZRE
= e

2 Agent fH%

KW= RFE

FHRRIN: ERARAIN, aRESWENZE (Fik ) EEBIPEBER.
Ak AgentIEFEFHR

FHREW: AgentFH KKK

o FHRHETAgentEFThRIEHI G RIRAVIRZ:

FeH: BIrENEFRIEH SRR HITAgentLEE,

% Agentiz{iTIEE .

B4 AgentBEERE.

AR
BRIBUTHERTME, FEEFES~100EAAgentA =B RIFAgentiAZ
AgentFHER KB FFRTEIIA BRI REREEN T :

1. DNSTEfRHT: AgentFHR RACE@ITIIMDNSERT, FEILEZE(RIERMDNSHbHE
RITERRE

2. 10180uwE#PRHIAIE): AgentH 4k FHEEEIix1018081Ti51E.

3. TARGAR: AgentFHRFEEZESA—ERNE, FHRRAF/NF300MESFITE

B

4. FTEIEFEIREImetadata: AgentFHREZIREVIRSZZAIID. BFR. RegionZH(S

nYe)

REHFE R FRIIE

o  DNSTEiXf#T

HIEZ R

BITiEEIE TR (U: SecureFX. WinSCP ) imfe B RBIr=RSBEE,
MITUA TS, EiEBR=iRSEFAIAMDNSIHELLE,
cat /etc/resolv.conf

1eRBiRIRE R EEIGAIDNSHENFIFTERegion, SHEPIRIDNSHEHEXT
tb, AR ESinERIRegionFIDNSHbFFEITHL .

SN HEEHEIARegionFIDNSITAL, MIFEDNSHERHTIEIME, HEESEMER.
4N5ERegionFIDNSAILES, MAIAMDNSHETHBLIEEIR

RRIIE
ffiiARegionFIDNSAILECfS, FEMWIARSFREIRERINMDNSIELEZEER
A NI

WMEAREN, TSR INEIRSEEAIDNSIHBIHEM RS S2RINMDNS, &
KEHITHE

MRS, WMNDNSEEHITIEY, BREEZFI B 5Pt
ZERMSIX R, FIMEEREMITHE, BIELRNT:
1) BERBir=iRSEE.
2) WATLAT®SS, tIHRZErootiiR,
sudo su -

3) HATLATEs<S, ZRighosts3i4,
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A ENZE
= MiElRR 2 Agent tB%

vi /etc/hosts
4) BEEN V7, HAREER.
5) FRIITHELAIMED, BINMEIXER,
RBIPHLY FHS
[=~61] :
192.168.0.1 hostname01
192.168.0.2 hostname02
6) BREHEAN “Esc” BHERIEER.
7) HATUT®S, ®EHER.
‘wq
e 10180ixOERENAIE
FREFHRAgentNE L ENFESENERIEE, EXRENRSHELLELH @AY
BB IFIAFE100.125.X.X/16MEZAY10180i% 0 .
- HEZPE

i EREEZLAIEE ‘XKiET , B

oo’

, B HE > BIERIRSS

o

i. PEBRRSHEBR, BEARSHFERE, £F ‘TR , EER
E£HMN

ii. EF ‘HEEEMNT , EEZIEKEPEEE10180iwH,
1) WE&H, FrIEwmOKRFEIGEIEE,
2) WREFE, ®riwOwESAE.

- BRRINE
s O#ERFIAIE, FEEIRORBEXARTF, BIEFHEESNEERZSE
N A9EES
o TWHAERRE.
- HELE
" LinuxE
1) BIEiEEETE (40: SecureFX. WInSCP) i B R Bir=iRS
2) WATUUTHS, EEERCIRESSENREERBER -
free -m

3) WITHSRIBERUE2-12FR, BEEfreelIIVEE.
N availableXE/N\F300M, NERHERE.

-2 BERE

2
G 2]

Fwap : 2]
[opsadmin@cn-shengji- 3-CSP-master-consoleserver-852154182123

" Windows=E#1
1) BEmEEETE (90: mstsc. rdp ) 2B RBIr=RSEE
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AW FHNZRE
= e

2 Agent fH%

2) FIFHESSEERS.

3) &I “MEE> WET , HA ‘RET TE, EERNRTRREF.

METRBIENTFI00M, WETHERE.
- R

" XA-LEERELBIINBER.

" TRAGEEEBHITRE, T AREFHEEIEERSHENE.

o TiXIEEIREmetadata,
- HIESE

HFERAREIER RN metadatadiF IR FIF BTSN EigMetadatast iz .

- RELR

HECE IR S5169.254.169.254BR A BEIERIREY, BIFFHEESNaIRSE

FTRIRETEHREAD? -

2.11 RSB 8% Agent FiFOHPLE SRR ?

EHTIRSHFELFAgeNtFEEBRSNAANRE . IP. iwONFR2-4E7.

7 2-4 3% Agent i5/a){EIRIHER

R |[JRIP | VR | BB | BRUIP | B | | J5iEnkEEE &iE
& s | BE B |
O i
O
(
i
Wr
)
HSS | Agen | B | HSS | HSSAR | 101 | TC | HSS Agentifial | &/ RegionHy
Age |[t& |#|BRSS | Bik- |80 |P | HSSIRSBIHT HSShRS3 i Pt
nt | HEIP i | ip1 =, FERIRE | HUARE, Agent
HSSHR RSsesin NARRY | BidEEiAIn,
=i RE&/ECE/E hiElAYEEEZ 8=
ip2 <. T#Agent | /9: hss-agent.
BB/ AR . | {REGION_ID}}.
TEAEEE. £ | myhuaweicloud
REZEM/ AT | .com.REGION_|
1IB8EERE /B | D, B Region
KMEERMEAR | 8%, 81
FERGFRI L | RegionfIE{Kig,
EaIRERYETHGT | BRTLUEE
R, AgentZIEiER
FHZEWRSE
EIHSSHRSS 281
eZ9 ichil g
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AW FNZRE

AR 2 Agent tB%
Eig |JRIP | VR | B8 | Ba9IP | B | th | i5iakER = pad
=1 i | 8T B |

O Ui
|
(
%‘
I
)
U | JTEWE | 80 HSS Agent3XEY | -
B | RS AgentFRTERRSS
£15 | =P 22fYmetadatals
= 2, SEIKEX
ECSHYuuid.
availability_zon
e. project_id#[
enterprise_proje
ct_idf5=.

2.12 AMafEAREMEZ S Agent?

ETEFERFAE RENFCIENIRS I TZEEE
EENFABEE T IEEReqgionfER, ERegionfEFAESHAgentREETEARE,

=~ EARISHIERNFAE BGESEEBX, HERMEBXIEFNAGentKEEETRSA
AL, NREAXHFITEE, MAgentiKSIEE .

WNREIERegion(F, BRLETRG, FAk I REAgentiHTEIE,, SR RAgent(S
B, AEIKEV B RRegionfIZin SHITAgentZ 4],

Windows 2{EE%

windowsE{ERGATLUERIRERI S it EZR=Agent, BFLRINT:

WEEANRBERRS R, BERREANWIndowsRAIHSR, FHRRIESES WL
ERREERIRSER
WA = ARSS B P R4EHSS Agent, EMIRIEIBES W& 3EAgent,
BRAEENRLRIEHSSHIAgentsh, 5 EEMARSSSHITIEXECER(F
HATLATRIE, BEERMERRSH[IIBHPRE.
1. EREEERSS
2. GEREALAER CRE, BRI, WEE LA > RUENRS” , HA
W ENZERE.
3. HEEMSHE, &R “Br-gE > ENEE” , #A “ENEER TH.
. &R “mIRSERE RE.
5. EBEFRSHEN ‘PHPRET 5, EBERIPRES.
- BEPRES “BEIRE  BHITEREE
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AW FHNZRE
= aE

2 Agent fB%

R4

g

+IR6
SERT

- BEPIRESS CRRGIRT 8 “FRiPHRERT - ISIHITEREES.
HATLATIRE, KEHSSEEIR

1. EERIRSSRAIFRTETANSIES], BE “XAMHF” .
2. B “HAE” , XA
3. EEBNRSH|AGIPRES “RIR7 . RRKAGIFRI

LAAdministrator AR & R8It =IRSS =8, HEIFMFRLAT S,

C:\Program Files\HostGuard\run\agent_info.conf

KABEMUERIRS RS, ERZEMRRSHEIEREG, FRIRMESSIERER.
EFRZROHIERRGH EIERS R

IRSZEIENING, FRE~100HAEAAGentRESEHN “HL” ©

R

Linux {EX %

+LE6
gz Y

LinuiRIER G A LABE U T At ERAgent:

mﬂigﬁﬁﬁﬁﬁiﬂﬁ%ﬁﬁ, EEFRERNILNuERRRS, FHRIFES LWLE
=hRSEE .

IE A RS S8R 2R e HSSI0Agent, IEARIRIESS M EAgent .
BRTEENRZREHSSAAgentst , TR EMARSS S THEXEL BRI .
HATLATIRIE, SEBURRSBIDIRES.

1. BREERHS

2. GEREALfEER CRET, BRI, WHE LA > PUENRS” | HA
AW FHNZEFRE,

3. EAEMSHE, &R “Br-gE > TNEE” , #A “ENEER THE.

. &R “mIRSERE 1.

5. BRSPS 5, EFRBIPRS.
- BEPRES “BEiRET  BRITERE R
- BEPIREE “RBGIRT 86 “ROiPHRiET ¢ BHUTSRERS.

HATLATERE, RIEAHSSEEIR

1. EEWRIRSSRABAETAURIES, BE “XAFF” o
2. B MR, XA,
3. EEBWRSHMGIPRES RGP RRKAGIFRI

LARootFIPE R M =IRSSER, HUTLAT MR “agent_info.conf” 3244,
rm /usr/local/hostguard/run/agent_info.conf

KB RIRSS SR, ERIZEMRRSH[FFREG, FRIRMFSSIEERER.
(ERL R ARG EFERS SR
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A ENZE
= )RR 2 Agent tB%

IRSSEETEERLING , S/55~1 09 R EHAGent RS ST “” .
R

2.13 Fi£iA1@ Windows 3§ Linux fRZAs Agent TEHERE?

LFIEES

Agent FEREE L AAMMBIE, FLETEAgentsl, BEELAFNEEELIR
ARIDNSHBE . R BEELEN=AMDNSHELL, FHIEHEAR T TR,

ERINE

BHECE IEFEAIRMDNSHELE, FAHUINZERELHRIEMHAIAIRDNSIBILHTART
&, hEN R R GRRARIAgent FEiEEE, Eii&icAgent,

2.14 A4 Agent £, 127~ “ B3N

[FIRRENSR
EEUENRSERHA ‘RESHRE > TNRESEE > AgentBIE” A, FHE&
Agent/s, AgentFHRRSER “FHREN” , RITRBMEFRAMIFAEEINLT
CERTIERL

RRRINE

I FENZEAgent 3.2 AR TIRAFEEFBHEEINMRA, FILEEEFINEE
324K LA IRAAgent, BEMLEFIRAAgent, FMIREESE:

1. HiFAgent,

2. Z¥Agent,

2.15 tEZF%E Agent KK, 127~ “ B ARE”

BRI

BEKSZBNA M ERENZEAgentEM, KWERIET “MERBIHEE
B o

FRRIDE
1. BIAFIIRESRER “1IB1797
- B STk eHEEEE .,
- B ENRER BT B, FEEiTAgentZz A, BHEEENISHIAE
NikEaTRERRSE.
2. MAtEZREAgentIENEETER—NVPCT,
BT ASE W T REIA:
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A ENZE
= MiElRR 2 Agent tB%

a BREWERHE.

b mrEmEHas ok, EEREIRE.

¢ BEREALSHT, %% i8> BESRRET , HABESRSER
.

d. BEFE—AEREEARESRER, HARKSERE.

e. 7 ‘ZRSRED’ B, BRENAESST, MMEEEMFAEERAE,

f ZEVPCRRTE(THD “BRSSANE” 5, MM, WtEEZVPCTHRENSIR

588,

AR E RS EERIFERS:S.
= 2 EHIT3REHEEER,
" A BUIRSER—EfERRAgentNT RS E(NERF AE—VPC
THENFHTLE, BALISERRAgentiHITINERE,
3. AAtEREAgentHENKSEBEEEE.
- 2 BT EHEE TR,
- B BIRSEB—EtELRAgentNREL XNERT AKSEBERAY
FNHITEE., BOSEREAgentHITHIERER,
4. HITUUTEGS, WIAETZREHHSEREMGET00.125.0.0/16MEZHI10180i%
He
curl -kv https://hss-agent.Xi%{{F5.myhuaweicloud.com:10180
I SHIXERE, 81 REAR, SXIFLEESIXIZRTS.
LA “Hedb-db3—" Hfl, &SR curl -kv https://hss-agent.cn-
north-1.myhuaweicloud.com:10180
- EHE: pingdSHITIER, FRERuE100.125.0.0/16MEZAI10180i% M,
IBITS 4R ELHFE alRR .
- REUE: pingep*HITIE, REREARD, FRRAMIE100.125.0.0/16MEZHY
10180i% M, BESNHRINZEEMNHBIEZiR .
5. BYTLAT®S, HIATHDNSRES [EE MR FakAgent i .
ping -c 1 hss-agent.Xigf{#5.myhuaweicloud.com
aSHIXEAR, 81MXEAE, EXKEREESIMKIILETR.
LA “fedb-dbm—" offl, TEan<7afl: ping -c 1 hss-agent.cn-
north-1.myhuaweicloud.com
- FRWTRRIN: FREREMETHAYIP, FRADNSHEITIEE, BHIT64EIHIE T
X o
- R KREEIE “name or service not known” EiREEHTHEIP, TR
DNSHEITRM . iBHITIA TRIEIECADNSHRSSES -
i PUTLA TR Frresolv.conf3Z 4
vi /etc/resolv.conf

i, ESEFRINE I =IMDNSHENE, DNSHbiES A=A RN
DNS,

a0, #dt-1t5E—AYDNSHELE/A100.125.1.250%0100.125.21.250, M7
EFTID “nameserver 100.125.1.250” #0 “nameserver
100.125.21.250”
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AW FNZRE
= e

2 Agent fB%

iii. #WAwq, FHZEnteri#, ==,
6. WITIAT®S, HAENBEEIREITEIE.
curl http://169.254.169.254/openstack/latest/meta_data.json
- WRFEERENE, FROUGRETTEE, BHIT7HEHEDR .
- MRFAEEREEHRERD, BEELinuxIRSTIEIRBTEIEEA I ME
IRFCEIRENTTEUER -
7. HAENZREEANLEEEZEBICMPEHS

FERAB—EEHpingEEREAgentlIENIP, FAEpingll, FREEENSEE
RA7TICMPE<, IBENIRIMZEEMNBEICMPEES

2.16 YABGUEENS HSS RS iRAIMEZ 2B FERIN?

HEl “BETT | ‘A=l X, EREFNZEAgent T, INREZEIERIE
B TRE” , WEEERERENITEMNLS

BRI EENETEVPCHE|— P VPCRIHET = ( §E—NVPCEMIP) , 1EEM
FIHSSIRSSIRREISHITIES, LMEENBE FH LR EEAgent, X FVPCEimT mEIEMAY
NEES UM ARVPCERIFTE?

AN BIIENE RSB F I TBMEERYERIES .

IR R AT E AL

gz

HENLE T RFIRR

$R2 ERFDRIIERTR, EEEEFERIRTSRIRSERA

“com.myhuaweicloud.xxx.hss-agent” F9&iHTI &,

Hr “xxx” ZF/~Region ID, fIa1%ZR_RYRegion IDJI “cn-east-4” ,

2-13 BigT e

. BE
ERMECITE, EAUERCWENRSREHE, TEETEAGent iR,
R EES MBS ST ALRZEHZEAgent,

. RBE
ST, ERTLR A TEmE:

- BiiTE: RERVENZSES, EMITRERETZEAgentiRE,
£ EETENERSR PR, GhEFRRSSR, tUFENRESBHA
B TEARSS MG . (FMIRIEES WBT ST AENTENREAgent,
- FTE: FEREESUFITERNES .

e
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A ENZE
= iElRR 2 Agent tB%

FRIFTEME
B £ ‘BirTR’ REALS, 8F ‘“WILRFEDLR , AW “EirHR” RH.
£H2 RENEES, REWISH.
1. RKig: 8% ‘R 5 “‘FER-RA—" o BIREENERANNKIEE.
2. BRS3EAN: %R ‘TR
3. RS

- 1EE “com.myhuaweicloud.xxx.hss-agent” , Ef “xxx” ZF/~Region ID,
fFlan%eZ&= _AYRegion IDJfIcn-east-4,

- A% ‘eIEAMEE” .

RIFAE R IERSEEYNEEBNIAE S
T BRI TN

IPv4: &8 “ BN ECIPv4” o

. Ht2¥: RIEFERTEFEE.

$I|3 S “YEWEL” , TRITRER.
$R4 RO “RigTR7 WA, ALK SEIETMN.

R

N o v op
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AW FHZRE
= 3 BatFHER

3 YIERIEPS

3.1 PRl

[BJREIR
FERWFNZER “BEIE > THEER" TE, BRRSHRIBIPREESR “BiF
ST o
3-1 B3R R
%nrmsaﬁaguss TUME swmE O sems 3 wmm (zenzaon ) (RIS
: T e
R

BANSSE “PriPdl” KEERY 2 7 L, EEPWEE.

o REBHBXV. AgentiBESREHAgentTIHEIE .

- BRS3EEXM
WRRSZHRIEEXN, ERS[HFAVE, WRSEEMEE, BHPRES
MKRER “BpIPR” .

- AgentiBEREIAgentEHXENE
£ “Agentik7E” %1, BEHBIAGentFTAMIATS . tNERAgentER “BLk” ok
‘R , BRAGentiRERE, BSEAgentiKERENINAILE? HiE
%EEO

e Agent=#;

NRAgentiz{TH SR ENRFEIREE R EMERSHAgentER, £305
HABERXREA12R, AgentSHREHANATEHRE, EE_XRIKEIERE. T
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AW FNZRE
= A 3 BatFHER

IS TAgentFRARGIFIIREXRA, (NA@BITizFIaiTHER .. EERF. Agenth
RENRFFRREES RRFERIEE.

MFFNGAGentREIRE IERFZ WiISAgent \E R B ZEIRSIKE N IERR

e AgentEREL

AgentiHENBREVIASHIEE G-

- FNRIRTTBARAGFEAES0MB, K30 WAA, AgentSHNEREVIRE, &
ATHENERE (KXF250MB ) lIIASKREEE.

- WNRAgentiZf T SRENAFERBERHEMER SHAgentEF, &
TN ERIREOX17IR, AgentHXESHRNFIHRE, EE-XIKEIESE.
Agent s AFANFANFERBIES WRESRIEE.

EFMRET, AgentFiBRIRINEEXA, HEAR B IEFIEHMITHR . ENEiE

Eo
iE%%iEm%Agentﬂﬁﬂ&'WEIE’%‘i%%mﬂ%AgentMﬁ%ﬁﬁ?iﬁ%&’ViE?ﬂEﬁ%

¥ Agent NS EIRTIRENIERERTE

MNEZENAERESHAgenttRE, BN BENAE, FEENTHRERT
250MB, Agent=B{TIRENIEEIRS.
WNRZAGentERREIIZ S Agent=HoFRE, ErILIFFAgentXHBITIREIE
2, BT NMEEF B AgentikRENIEEIRE.

AR
REFET BRIPRE, BEXHBRIPRIEBHITIUTRE . (FBIRIFSENTUEFAgent
BRIPEREE? o

1. {BAgentZZEHZR FHYconf/framework.conf3 {4, Erun_mode B SEEAIE
& Hnormal,

2. BITIATRME, BIBRCRERIREEISHE

- Linux: $14785<rm -f /usr/local/hostguard/run/restart.conf,

- Windows: #ZlC:\Program Files\HostGuard\run\restart.confFli& .
3. HITLATIRIE, EEAgent,

- Linux: #1178 /etc/init.d/hostguard restart,

- Windows:

" Agent34.0.17RLATFARA:
1) LDIEERAdministratorfiREZEH.
2) 177 “{EBEERET , ®1F RS 1E,

3) i&FHostwatch, BHFIAAEIER “FIL7 , SHERELER
‘BfFLE” BRITEER.

4) &+ Hostguard, BEBEIAARIERE “FIE7 .
5) i&HHostwatch, BHEBIMGRIER “‘FHR™ , SHER.
[BEIHostwatchfe & BahfiueHostguard .

= Agent94.0.18 % LA ERRA:
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AW FHZRE
= aE

3 BpIPtEX

1) EERAdministratorfJREFZ .

2) FTHmdGHRRFEO, RXIITIATHSELLRS.
sc control hostwatch 198
sc control hostguard 198

NE FLERRSFIRAERNSR, FRERIPIEN EASER
sp_state.conf3{4,

3-2 (ZIERSS

\Users\Administratoz

3) FIFF “1ESEERET , ®E ‘RS 1¥.
4) EHHostwatch, BHEBIFERIER ‘R’ , ERERS.
[BaHostwatchje&BahfifcHostguard.,

3.2 BpiFREE

PrirRRgRE R EHZERIAgentER D BHIFIIRER R EERMXARAER, SEX
FEHRIBFIFRES PR

SpAFTMES ARV ENZ eSS “BegE > THEET T, PERSSH
B, HARSRMGIFFERNE, BF ‘RE2EE > RIREE" PRIRIBINSHIET
AgentBIFRERER . MRFEREH “‘BRRE" RIRE, FRTAgentFERFRE
o

KX FEN EAGentiZ THIRIFGIP FHRFAgent BHIF R RAIRRE R ARIR 5 2R o

Agent PP ERi5AA

AgentétF “izfTHh” KSEY, BHFERDARENER:

. AgentBiiFER=1, LLEIAgentIAZSIER, FRBRIFINRELER

2. AgentfiiFEFR=2, LRIAgentXiATBHIPSRIAIRES, RE T FHIFFR2M38Y
RE& . BHIPREEXI NAIPGIFFR RS-,

3. AgentpiiPEFR=3, LtRFAgentXiA T BHIPSRIFI2AIZRES, REE T FHIPFHR3AY
RER . BHIFREEXS ARSI SR ARS-1.

4. Agentz#y, LRFAgentFRARGIFINRERH, (NAIETEHIGIMITHR. EHIR
1, ENHPRESETA “BDiRFEr” o

5. AgentE#ER, LEtRTAgentERBERGIFINREXE, FHEATEIEHSHITHR. HE
BIE, ENBHPREETR ‘PRl o

% 3-1 FHIPREEXI ARG IF SRR

SIS BIRSR
SEREA BN 1
BHELIE ;
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AW FNZE
=

3 BpIPHEX

EREERTR

BIiRER

Bz

1

BRHEARS

1

REBRETH

1

T

iy 1 F A

HEREITH

root}z2fY

rootkit#&:n|

AVEST

MR

Btz

webshell#&: N

RS

ERZ 20N

SCRYEHFE

BRERRIR

HIPSAZ

T 31

=gl

SARIP

BRIP

ssO<4am

W W W W] W[ N[IN[ININIDNIDNDN

AR

R3-1HETRRIRAF MR FIE S RS EETA .

Agent B5iFRRRIREE

AgentBHIPPERIEELNT -
AgentEBEIREBIR: Agent

i R ENRFERBNERSEMRR S

AgentEE, EEANRENITZ, SEAgentHIFfER . AgentE BRI SIHIFFER

KERUT:
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AW FHNZRE
= e 3 BatFHER

- 309fhA, 5R<AgentEEEIRE<8IX, LKRAgentBHIFEISMIRIEE?2
K, BXKIKEIESR.

- 309FhA, 9R<AgentEREIRE<1TXR, HRAgentPHIFERIGMN2RIEE3
K, BXIKEIESR.

- 309HA, 12K<AgentEREIRH<I6MR, HRAgentfHPERIGMIRIEESS
BIRE, EZXIREEE.

- VNEIA, AgentERIRE=17R, HXRAgentBHANEMRIRE, FXIKEIE
o

o FHAFERE: FHHEFEREBS0MBITESHAgentBHIFES . INRFVHEFER
B, BFERA3DHER, AgentSFEEHREH NGRS FENTHERN
F#7=E (KF250MB) AT, AgentikEASIREIEE,

V.

3-3 Agent [HPRER

ANHERITA . S0SHAERI2R- _I0SHMEROR . 305HNERER_

« Agent=EREiRE
FNAFTFE

FHAFTE FHAFTE FHAFE

Agent [HiRBEREBRS R

MREENAEREEEHIFRE, BIET SENAE, FIEENTRARERT
250MB, Agent=B{TIREREEIRTE.

R BAgetBRREIIZSHIHIFER, BRALIERFAgentRHBTIREIER, thA]
LUBE Ul MRIEF a8 AgentikERIEEIRE.

(1 588
WMREHFET BRIPRE, BEXABRIPRIEBHITIUTRE . (FRIRFSENTUEFAgent
BERIPEREE? o

1. {BAgentZZEHZR FHYconf/framework.conf3 {4, Erun_mode B SEEAIE
& Hnormal,

2. BATLATRE, BIBRCRERIRERISE .

- Linux: $14785<rm -f /usr/local/hostguard/run/restart.conf,

- Windows: 3#%kZ|C:\Program Files\HostGuard\run\restart.confFfifx .
3. BUTLATIR(E, ERAgent,

- Linux: $1178< /etc/init.d/hostguard restart,

- Windows:

" Agent}34.0.17RLAThRA:
1) UUEERAdministratorfREZREM.
2) I “{EEEERT , &R ‘RS 1E,

3) i&HHostwatch, BERIFARIERE “SIE” , FHRETLER
‘EffLE” FHITER4.

4) &+ Hostguard, BHERIMGREIERE “SL7
5) &AHostwatch, BHEIRGHIEE “FR” , TRER.
[EEHostwatchfe & BahfiufeHostguard .
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AW FNZRE
= e

3 BpIPtEX

Agent}94.0.18 &2 LA ERRAS:

1) LIEERAdministratorifREZEH..

2) FTHcmdGRRFEO, RMTIUA TS SELLRS.
sc control hostwatch 198
sc control hostguard 198

NE FILRSFIRAERERR, FREFRIPNEN EASER

sp_state.conf3Z{4,

3-4 (Z1EARSS

‘\User

3) I “ESEERRT , EmE RS 1R,

4) i&fRHostwatch, BEBIAARBIEE “FHR” , THRER.

[BaHostwatchf[&=Bah$i#cHostguard,
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AW FHZRE
= e 4 mREE

TR

=y E =g

4.1 WMt EiE"?

plutyapryilbig:
SB EERFRUER.
SB2 FEERENERATNERIESESENRRSRE N TRAIES.
o  WindowsRERBRIEE=HREREER.
o LinuxERGtKeme KR RIEERREBEER.

$IE3 MIENZEEREEEESERENLInuxENFIWindowsEHL, URIENWeb-CMSHY
TBiE, BEEERKEENIEMNITIE, HSHEEER.

TR
= ESEI
SR R RS

4.2 fmREEE, AR RRmEEE?

ER U ENZLEHA HERRREZENEESRAREREN, NRETREES
%, BRI FAIEEE:

(0 3588
RS ERRIES SIS S RS 22 R TEE.
Linux Z5IRSSE

o  TyumFECE

SRIARSS AT RERBCEyumiE, IBREENLINuRFIZZRyumREHTEE . B&
STRfE, EFRPITRIEIESERE.

o yumERBHEMREHIERHAHRE
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AW FHZE

= aE

4 mREE

B EENEERyumIR, BEESE, EFHTRIMIESIRE.

o  ARMREER EAN
FXEEREN, FE&EZInternet, BIIMPyumBRARIEIESRSS . MNRR
SeRFiEpAInternet, BESMByUMIRIREAIBRS FIRER, TLUERENTR
HAVRGIFEHITRES

o RABREBIRAFHE

HTFARFRIEBAR, —REBSBERAFENTR, EalEIHITIESHS

EEISRIERNRZRAEEEFSREERANRES . WIATIRE, MTFiZkE

5E, SYLERIFEZEEREFIER “REEE > LnudXtREER" &
EiH TR . RIS, ARERFRERTA%.

% 41 WiHEEHS

BERSR BEn<

CentOS/Fedora /Euler/Red | rpm -qga | grep ¥R{4EZFR
Hat/Oracle

Debian/Ubuntu dpkg -l | grep BRIERFR
Gentoo emerge --search TRGBTR

o RNEEEESRE, REBE
NixRREExME, FEEREN, FERENFRENEERFE.

4.3 jRASEERNENAFE?

iy RER/RRIFEEIRRERE, WRARIENEFERRE, 2T ENA
W, REFHITREEE, KEYIRNDSEREENER.

4.4 fEREE5NE, ZERIEIL?

“WindowsZR&tiwiE" 1 “LinuxRFKernelZERIwIR" 185G, FEERRS
2, EERSHEERBEETSEN, SUEIFNZEIHIANEHRRERTTHRIE
g, BiIsEheEE. HikBRREER, WEFEERSE

4.5 HSS IfTERRRE. BEEEZEICR?
BECEERE

S BROVINRSEREE,

$E EEslas e, axlEE, BERESEE.

£3 ELENSHNDESR KSR > BEEE’ , #A “REEE’ T

£BA EZETARS, HaEECIESRE.
RRANEERERERERtE, A RasEsi tRXEIESIRE.
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AW FNZRE

= I ERR 4 EREE
E 41 BiEEsRE
Linuximid 697 WindowsisiE 53 Web-CMSiER 6 RIFEiRIE 68 NEiRE2
Q
Eax B B ox {F x v | [l W ﬁ waE: EEAD ~ ST
EmEERE BEMER ERRe
4T
BECEERE
O$ERESK. RBBOSRKINESR, FYEEERRESIER. Hallss
AN EECIESNEBHER,
SIR] BROWENZLEEE.
S fEERslAE HE, BillER, ERXKIESSEE.
S3 ELEMSHREEE “RIGHD > BR0E7 , #A “EL0s” TE
SA %1% “EAERBERKR T8,
$IE BERESIR, HAESIEER,
$Ie %iF “HEN > CEY’ 15, SECIESINER,

.

4.6 imAEEXMEAT?

MBEDIFHZEEFIEEELinuxFIWindows REERIERT AN, BSEARSGHTHE
Eﬂi@ o

BERRESXMIEER

HIE1
IR
$IE3
gl

EROWFNZLREHE,
ez, pxlEn, sRREREE.

EEMSHMT, EE KRR > REEE , EANRREERE.

(Tt ) MREEFBEEWINE, JERE LS “BWIRE " THAEPEEE VIR
B, EEEFEWIRE FREXEEFHEE.

i ‘RREEE” REALA, BE (ESERET  EAMISEERE.
wFE “EEEST X, EEREEEER.

EERRmRMESESRET “BE" 7, BE ‘BEEKNER" , EERSHES
KA “RMIRE” 0 “RENREE” o

IERILMRIRAMRE, & LinuxiBIEEXWRERERTE. WindowsiFiRIEE
LMEER RS EGIERRIE S L MEEE .,

-
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AW FHZRE
= e 4 mREE

Linux EiRf2 S KR E M AR5 %

A ES

e CCE . MRS, BMSRYEHNABEIEE AR, BRAEETESHEARTA,
o KernelZERUREIEETRE, FEEREN, FERENKRNEZETFE.
o KMERREIMTEOXEFR, BEFMERBUEIENZ2EFHIEETHE.

KR E [RERRI | BERINE
timeout EEtEN | BESVIIEERESERE. NRPAESEE

B, BN EEEReNa LA, 25
‘TEHE>HFETIR , BETERARAARS

KESED
This agent version | AgenthRZAs | BRSBBELEEMAgenthRAIT(E, i5FRAgent/5
does not support | X% HiITREES.
vulnerability
verification
Agent status is not | AgentikZ® | AgentBEB%, Tir=mRRIEE. 55
normal 258 AgentikERENAMTLIE? FAgentiKEIRE

IEERE, #TRRES.

Error: software FERE |e MBI ERAHBINULITER, aTLARIRIBMR
have multiple AOERAERR 8, EHENREREEFEE.

versions KRB HATLAT s S UK BRI B A B B LHRIE -
rpm -e --test XXX
15288

“XXX” BRI THIRASHEA NS, AEd
rpm -qam S EIFTEANE.
- HRBEIRE: FTREREEES, Ao
bR, BNEREZRIE.
- MIBRFEIRE: ATHATLA TS HIBRIBARA
&,
rpm -e XXX
o R EKernel. GlibcZERItZiEXAHHTIL,
iR, MERIBARAERIgESS REIRIER ST
i, NGB ZImIE .
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AW FHNZRE

= aE 4 mREE

KWEH FRREE | BRINE

No package KHEFF | AWEREZRRG EEA RN HBIRRIESIFN

marked for update | fRAHE | &mERAE, EBREBDBAFT.

Error: software o 15288

info not update o I2{ERZiCentOS 7, CentOS 8, Debian 9. 10,
Windows 2012 R2f0Ubuntu 14.04%LAT~, ER

Error: kernel is not E',{%U:é&})f', EE?EEKH:’:?‘#TFEQ(%;%“%E, @

update WERIEEHIPIIRERS .

o IRERZUbuntu 16.04~Ubuntu 22.04, Z5%NT
is already the AXIFREEH, FE2UTPUbuntu ProZ BeRs
newest version FRE, KREEUbuntu Pro2SXRAIEE X

W, WL EREEEEITRUbuntu Prois2 R
Dependencies UbuntulBiRIEERABFEITAUbuntu Pro?,
resolved. Nothing o THYRE—: BIREREER,
to do. Complete! ERBEKE EFEREE, EHESR
il o
o AEEREET: FHEIEWZRRIES.
BENZmRERESHINEEAT R, WFE
ERZRR, BEAEEIZEEBEHENA
A, Bk ‘Te>HEIe” , BdIx
A ARANRTKER, o
CCE . MRS, BMSHIENMABEIEENIZTF
i, BIAMESHIRESEMINEEATR, B52H
R,
Error: Failed to TiziEE | 1BRIAEYETERegion@BE: Eib-Ibm=—.
download Elyumig | fedb-1bmI. f5R-Eis—. fR-EE8T ., &
metadata for repo B-rM. PE-&8.
One of the o 2 MRENEREHERTEERN, &
/N o
Errors during T BREEHEAERHEIE, SNEE
own doa ']':'9 EEE R RGESREME, (NRFVEEIES
meta .tata or AN, (BERAEIRIRE, ERILARE
repository AEHITFFEEGE .
Error: Cannot
retrieve repository
metadata
Failed connect to
E: Failed to fetch
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AW FHZRE
= e

4 mREE

KMIRE [FRREE | BRRINE
Error: kernelis not | AZAKE | e TREEE—: RREERXRERS.
update # fRRNE: BERFEN. kernelFRESEST,
. ) RESRFINAREN, BV TNXFEEEE
error: kernel info EHHIEZRRRES .
ot Hpaate o FREET: EHEIRRBRIES.
(EENZRR SN, NHEE
SENZRERE, BEREEAEEEHENG
rR, B ‘TR>HETH , BEIR
AR ARARIKEEH,
Please installa | yum&< | SIRIBAMERPIRRISE, BEHSRAMR
package which AoJH )R
provides this
module, or verify
that the module is
installed correctly
command not
found
Error downloading | T&EHAHK | BAEVIREIERIEZEIMNN:
packages BXM . 2 spEmESR, BSEREEEE,
EMEGRER, EFEERE.
o & BRIEGRIENTLAEREERZIMNNG,
BHEERE.
There are no KEEH TWEEFRREERERESEIR, BSE0hER
enabled FARYIR ®iE, ENEGgRE, EMEERE.
repositories
Error: Cannot find
a valid baseurl for
repo
There are no
enabled repos
dpkg was dpkg®d | BIRIBEMERTETMNT A, EEHSTIR
interrupted NG 51]-508
Create backup tliEFD | BEF10DHEENIEERE. NRHAEEX
error S W, BRI EEEHENa LA, BE
‘TEHE>HETR , BEIREARAARS
KESEN o
Request vaults REVEE | BEFI0DHEERXIEERE. NRPAEBEL
error ES W, BErtNEERHenNa LA, B
‘TE>HETR , BETRERAARS
KEGED .
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AW FHNZE

I a)R 4 RREE
KMIRE [REHEE | BRINE
Vault is full FiEET | RE[RPENFSHEFEETERE, TiEHIR
BIAE 5%, ESHRREEXRM . B S7F1#
E, BEREERE, BEXRESSIT SFE
E.
Create checkpoint | BIE&H | BEFF100HEFRNEERE. WRIHAEBESKX
error e W, BEEEAEERENENG LA, B
‘TEHE>HETR , BEIRERAARS
KESED o
Obtain backup FEED | 1BEF0nHEERIEERRE. RIPAIEELX
status error REXM | W, B sEEienNa LA, 25
‘TE>#HETHR , BETRERAARS
KEGED .
Backup status is BORE | BEFIDHEERNEERE. IRHAESX
abnormal =5 W, BEEEAZEEENENG LA, B
‘TEHE>HETR , BEIREORAARS
KESED o
Error: grub.conf BERG | BRERSSEEA%RE 7 grub2-pc-modules.
still use old f#/DGRUB | grub2-tools-extra. grub2-pc=1M4, &FXRZE
version. EP SN RNHZLA T SRR :
f SE 1 sl Fee, N L bd= 0
LEHTHR 1
AR yum install grub2-pc-modules grub2-
%}‘&Epc\]igf tools-extra grub2-pc -y
pams |2 WEUTHS, BELMGETORZIER.
jgﬂ?ﬁE]’\JIi] uname -r
AT 3. PTLA TS, EFIRCTRAIFERZ

4. PUTLAT S, HEdeik RS T HRETH

LRHRRAS
rpm -qa | grep kernel-[0-9]

1ZR9E
yum remove [FhRASHISTEIHE]

5. EffiEEIRAE.

Windows imiRIZE XMIEE R AERTTE

A R

o WindowsthT%%f5, FEEREN, FERENSFELITRM:

o ATAREX.

o HALRRHMRTGANT MRS, URESSHERRERF. TixE.
o KMERREMTHDXERFER, BFMERIBUEIENZEIEFIEETNE,
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AW FHZE

E N ERR 4 RREE
KM E FREREE | #RINE
timeout EEE | BEFVEEERESRE. MRPAESEE

B, B EEN S SRS AN LR, B
‘TS RIS, @Y LREEAARSS

2
Agent status is AgentikZ | AgentBBL%k, TiETHIRRIES. BS%E
not normal (=4 AgentiRERERUNAIMIE? [FAgentKSIKE

EFERE, #rRREE.
This agent version | AgenthR A | EHZEEAIAgenthiR RIS, B5FERAgent/5#

does not support | X% TiREES.

vulnerability

verification

Search patch BEAT | EWREEERTREN ERFHIWindows UpdatetH
failed: Search 5 AR, BELA TNMRIEREWindows
failed, UpdatefBitf5, EFEERIA:
errmsg(Unknown 1. 3T FcmdSSERSEO.

error . S 1A e At

0x8024401C) 2. Z—HIFLUATaSERIRE .

net stop wuauserv

reg delete HKEY_LOCAL_MACHINE\SOFTWARE\Policies
\Microsoft\Windows\WindowsUpdate

net start wuauserv

Search patch BHANT | KWEREZFRTRWindows UpdateZ Fim o LiERE
failed: Search e EIWindowsE RS e . BIEIATHIEZEHIKE
failed, Windows UpdatefBi4f5, EFEERIE:
errmsg (Unknown 1. REEHMEERREIER.

error *zEE Iql;_J—i ‘EE arl & ::E 3 .
0XB024402C) B ERENENTLOERE BN

2. ;&FWindows UpdateEfz,
a. FIFH=HImER .
b. AN “ERZilZe > BIETEH > RS .
c. %9 “Windows Update” R%%, BEHH
2, ®F =17
d. FJFFC\Windows3Z {43z, #ZIFMIrE
“SoftwareDistribution” 3Z{&.,

e. i%&# “Windows Update” RS, A
e, 1E® “Beh” .

3. PTFLA eSS EEWIndows UpdatefBi4,
net stop wuauserv
net stop cryptSvc
net stop bits
net stop msiserver
ren C:\Windows\SoftwareDistribution
SoftwareDistribution.old
ren C:\Windows\System32\catroot2 catroot2.old
net start wuauserv
net start cryptSvc
net start bits
net start msiserver
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AW FHZRE

= a)R 4 RREE
KMIRE [REGEE | BRINE
Search patch BHANT | EWERZRREN EAIWindows UpdatefRSS#%
failed: Search S xil. BRIATRIEBHRSE, EfMESER
failed, &l
errmsg(Unknown 1. zatk| .
error 0x80070422) \ﬂ;:H « %Jﬁjﬂi_., & »
2. N “‘EFNLEe > EETHE > RS .
3. W& “Windows Update” ARSS .
4. £ “Windows Updatef9Ett” &0, 1&IRE
hRBH “Bah” .
5. $$ “E I-—E” o
Search patch BT | KMERZFRIENAIWindows Updatetfif&, &
failed: Get S KBTS RSO
updates count is 0 1. BB RMGEEEEIE.
Search patch BT o = WITEER2,
failed: Search K o T BENRSEREEE, BRETR
failed,errmsg EsE
Not install BT | 2. $TFFWindows Update, HIAMGBEEHEEHE
security patch SN KMERFLELT .
Add patch to BT o 2 BRWTHERIEMN.
update collection | £ o &:
failed: Update MR EEXWREEFSEIRG, BIRIEE
collection count is IRISTE IR E M R N AVRRIR TS 2R
0 NRIES MR PR SIEIRD, ESE
Not find patch BT HMERE S IRHAIEBWindows UpdateXX
oF Tind pate i?ﬁi] 1, Z=iXEEWindows Update,
Add patch to TRAT
update collection | £
failed
Com init failed AR
Windows
BRI
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AW FHZE

PR 4 RS
KMIFEEH [REHER | SRRINE
Download patch | F#i#hT | o TAYERE—: Windows Updatefit & aal; X
failed SN Windows2008. 20128]AE& H IRt Fh|a)Es .
FEENI=EHIEIRPIELE “Windows Update >
BERIRE” , RUTEE:
- EEEH: EEFETHEN, B2LFHEE
ERTEREN.
- EEEH 9k,
- Microsoft&E#: XAk,
BcESeR/E, $JFfWindows Update, B
‘KEEH , FEBLEFLREWTE, £
=T HEBEN.
o TIREEET: FHIKATERFT* T, B3
Windows Update 2%,
1. BFENFFFTFWindows Update,
2. BF “WEEH
3. MEHFRET R, LRINTHERE
Mo
izl
A SHATRE—RTETREE, BRENER
MEERESREHT .
Some REFHR ZiRE—X T EREEE, BEREN, BXE
vulnerabilities FARF | ERDEERIEETHK
have been fixed. %N
You need to
restart the server
for the patch to
take effect before
fixing the
remaining
vulnerabilities.
Create backup SIEHRD | BEFI0oMEENEERE. NRIPAEBELX
error KW W, BEEEAEBERNENA LS, BE
‘TE>HFEIR , BEIREORAARSS
28,
Request vaults REVFE | BEFI0DHEENEERE. NRPAEBEL
error EESI W, BEEEEIEREHENGLEH, BF
‘TE>HETR , BIIREEFARARIXK
#E,
Vault is full FiEET | RSRPENSOHEEETERE, TEHIR
B E SeEEln, ESHRRIEERM .. 1Bl SFE
E, BEREERE, BXEFEESIY BFE
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AW FNZE

PR 4 /RS
eS| [REHER | SRRINE
Create checkpoint | BIE&ED | BEFEF100HEEREERE. MNRMBAEEX
error e W, BEEEIEEENENG LA, Bt
‘TR>HFETR” , BETEORARAARSS
A,
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#!/bin/bash

# J5F Bash RUZmEELRIE
shopt -s globstar nullglob

# $KELsysctl fs.inotify.max_user_watchesfJ{E
max_user_watches=$(sysctl -n fs.inotify.max_user_watches)

# HHE30%A(E
threshold=$(echo "$max_user_watches * 0.3" | awk '{print int($1)}')

# it /opt/app B R RIS IEEL
app_files_count=$(find /opt/app -type f | wc -1)

# LWRHBIHER

if [[ "$app_files_count" -gt "$threshold" ]1; then
echo "Hgijfs.inotify.max_user_watchesf9{E9: $max_user_watches"
echo "/opt/app B R FRISHEJ9: $app_files_count”
echo "fFEDMA S AERR! "

else
echo "Hgijfs.inotify.max_user_watchesf9{E9: $max_user_watches"
echo "/opt/app B R FRISHE/9: $app_files_count”
echo "RMEFESWS @R, "

fi

BIELATES, $fTcheck_inotify.sh3Z{4,
chmod +x check_inotify.sh./check_inotify.sh
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R
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IRAERIFHEBES N~ mINEE.
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)RR
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L SE S

W FENZERIAgentEBII A 2IZEIRS RITERORE, WREIEN T RS HT
BiwL, BRI THNERAgent,

e Windows: LAAdministratortfJRER I, EESSIESEF, &
“HostGuard” , BEEirGEE, %% “‘|FBE57 .

e Linux: LArootiXPR#117/etc/init.d/hostguard restartis< .
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E: TRSSOSIESR, BNEZRIMITFMEN, BEFSBOSEELER. MRE
RETFMIGIEERKATETOEN, HSSSERAIREHNITEGIE,

8.2 AIJ{E Linux ¥ %% PAM HigEOSEFEFERE?

%3 PAM

AR LETENPFRZEEPAM ( Pluggable Authentication Modules ) , HSSgtTiEAE
HUIRHOSEZRERIZGENINEE . RLEPAMAIEN, HSSEE “ XIEFRRH > Bt
&> OSEREREXEG” WA, REVENPIRTELEPAM,

MR =IRSEZRIUSIER S HDebianggUbuntu, BB ERBPEGSITRIENITHS
apt-get install libpam-cracklibi#{T%3E

0 #a8
CentOS. Fedora. EulerOSEZEIALZEE T PAMASIARBL .
WEOSERERR

ATHRRGNZ 2, BURENOSCEREREN: OSRIMKERNNTFEYMR
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e HETFRed Hat 7.0f9CentOS. Fedora. EulerOSE%
man pam_pwquality
o HitbLinux&%

man pam_cracklib
e CentOS. Fedora. EulerOSIR{EERS
a. WIFLAT®S, @wIEXXE “/etc/pam.d/system-auth” .
vi /etc/pam.d/system-auth
b. #FHEIXMHHRILITARE.

= HETFRed Hat 7.089CentOS. Fedora. EulerOSER%:
password requisite pam_pwquality.so try_first_pass retry=3 type=

= H{thCentOS. Fedora. EulerOSE%::
password requisite pam_cracklib.so try_first_pass retry=3 type=
c. HINBH “minlen” . “dcredit” . “ucredit” . “leredit” |

“ocredit” . WMRXHFEEXLSH, HFEXNSEERNR, SE0KAW
#=8-1Fix .

o~

password requisite pam_cracklib.so try_first_pass retry=3 minlen=8
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% 8-1 2HiRAA

S8 wiAA ]l
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BEARYENERREDENNEE,
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BEARYENHERREDENDIAEE

, EAEHINAEEBNSE
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BEARYENHERREDENNMNEE
E%J{E?SIE;*SZEWET/J\E FENIRE
PRE o
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a. WIFUTHS, wmESUE “/etc/pam.d/common-password”
vi /etc/pam.d/common-password
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password requisite pam_cracklib.so retry=3 minlen=8 difok=3
c. NS “minlen” . “dcredit” . “ucredit” . “leredit” .
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password requisite pam_cracklib.so retry=3 minlen=8 dcredit=-1
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ATWHREGNZ 2T, BNRENOSCEREREN: OSRIMERNNTS, =
LEEXEFH. NEFE. HFMEHRFAPH=M.

IREAZ R RPN REES I T
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Linuxx %
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passwd [<user>]

“user” REZRHEFPZ. W
BTRMANEZHERSR, WM&
B HEAFPNOS,
ST, BIRIEIR
TEAFHOS,

MySQLE R
JE3

1. BFEMySQLEUER

2. WTUAT S, BEEMIEERAFE
S
SELECT user, host,
authentication_string From
user;

&R MySQLEUEERR A AT BEA 245
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WMRRITI LRSS BEIRENEIRF
EREER, BT,

SELECT user, host password
From user;

3. FUTU @<, RIEENERKLSS
EREEES, EXEEARNE
ﬁgo
SET PASSWORD FOR 'AF&'@"'
E#1'=PASSWORD (‘#&t3");

4. Eﬁl«‘l‘Fﬁ%, RIFEIAIZRDE

15N O

flush privileges;

7z

Redis#iE
=

1. ¥TFRedisEHEZERIECE 4

redis.conf,

2. BUTLATESS, BEEO<S,
requirepass <password>;
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o MREEFEEROS, M
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A0S,
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- REHE: THABEREAERID, GALhENSEISE0mAR,
. EELH
7 “CRESILTERITSIING?  MEER, “HRIER” T REt
B, A ¢ ( SBRSRSREER) 7 .

SR B “BE” , AETRIR, BRRSSE ‘BRMIPRET TER HRRT, R}
BT R EF B

(1] 588
— N ERLERTIF— I R R,

-

10.3 MO H ST =HIR?

FETSBEFNERN, RASBINZTRZESRLZE[H.
£E1 BREVFNZSEHE.

S EEHAELA, BElER, HERENRE.

S NS, SR ATEE > FREE’ | HASSEERME.

BIBA [EHSHIRN BET 5, BE CTEBR , hEERERHPNTS SR,
SIS FERHAETIESD, IO ‘ROIDSHEE (SRR RBREFH) 7 .
$Be BE W , FEDSMHR, AN THRRST N SR, RE%nSeHT

I=1Vatial
AR
— P EN B ER I — N R A

TR
10.4 E# K8s BEFUIFF/S apiserver BitI0gE?
=G

ﬁﬁF‘EEK8S§%§O
AR

o CHEEHBMIF, HEXREEESIHBEHRT =GR
o CffithapiserverBiTINEERTR, WAL EBUT:
a. EFZFlkube-apiserverFFIERITH A,
b. &ZEkube-apiserveryam|X{4a#&E B EaIRIkube-apiserverif#iz .
= #\/etc/kubernetes/manifestBx, &&kube-apiserveryamlbh2&EF

#£--audit-log-path#0--audit-policy-file, FTFERIZFR RapiserversgitIh
BERIEEFS.
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= HiTpsmd, EFEkube-apiserverfUiHiZar SITHE B FE--audit-log-
path&--audit-policy-file, {FTEEIZE RapiserveriiitIHRERIEETFF
B

FF/E apiserver BitINEE
1 B TyamABEFHIHRESyamIXXE:, Figyam34amE A “audit-

policy.yaml” .

ZyamlA B IK8SHITINEERIBECE XY, LI BEZFEREIRELR S E R
5,
apiVersion: audit.k8s.io/v1 # This is required.
kind: Policy
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"
rules:
# The following requests were manually identified as high-volume and low-risk,
# so drop them.
# Kube-Proxy running on each node will watch services and endpoint objects in real time
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core
resources: ["endpoints", "services"]
# Some health checks
- level: None
users: ["kubelet"] # legacy kubelet identity
verbs: ["get"]
resources:
- group: "" # core
resources: ["nodes"]
- level: None
userGroups: ["system:nodes"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["nodes"]
- level: None
users: ["system:apiserver"]
verbs: ["get"]
resources:
- group: "" # core
resources: ["'namespaces"]
# Some system component certificates reuse the master user, which cannot be accurately distinguished
from user behavior,
# considering that subsequent new functions may continue to add system operations under kube-system,
the cost of targeted configuration is relatively high,
# in terms of the overall strategy, it is not recommended (allowed) for users to operate under the kube-
system,
# so overall drop has no direct impact on user experience
- level: None
verbs: ["get", "update"]
namespaces: ["kube-system"]
# Don't log these read-only URLs.
- level: None
nonResourceURLs:
- /healthz*
- /version
- [swagger*
# Don't log events requests.
- level: None
resources:
- group: "" # core
resources: ["events"]
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# Don't log leases requests
- level: None
verbs: [ "get", "update" ]
resources:
- group: "coordination.k8s.io"
resources: ["leases"]
# Secrets, ConfigMaps, and TokenReviews can contain sensitive & binary data,
# so only log at the Metadata level.
- level: Metadata
resources:
- group: "" # core
resources: ["secrets", "configmaps"]
- group: authentlcatlon k8s.io
resources: ["tokenreviews"]
# Get responses can be large; skip them.
- level: Request
verbs: ["get", "list", "watch"]
resources:
- group: "" # core
- group: "admissionregistration.k8s.io"
- group: "apps"
- group: "authentication.k8s.io"
- group: "authorization.k8s.io"
- group: "autoscaling"
- group: "batch"
- group: "certificates.k8s.io"
- group: "extensions"
- group: "networking.k8s.io"
- group: "policy"
- group: "rbac.authorization.k8s.io"
- group: "settings.k8s.io"
- group: "storage.k8s.io"
# Default level for known APIs
- level: RequestResponse
resources:
- group: "" # core
- group: "admissionregistration.k8s.io"
- group: "apps"
- group: "authentication.k8s.io"
- group: "authorization.k8s.io"
- group: "autoscaling"
- group: "batch"
- group: "certificates.k8s.io"
- group: "extensions"
- group: "networking.k8s.io"
- group: "policy"
- group: "rbac.authorization.k8s.io"
- group: "settings.k8s.io"
- group: "storage.k8s.io"
# Default level for all other requests.
- level: Metadata

2 RKaudit-policy.yam 34 L&Z/etc/kubernetes/B&1E T o

$I83 N\ /etc/kubernetes/manifestsBR, BIATRATIES EHE X {Fkube-
apiserveryamldr, FFZapiservergitINge.

--audit-policy-file=/etc/kubernetes/audit-policy.yaml
--audit-log-path=/var/log/kubernetes/audit/audit.log
--audit-log-maxsize=100

--audit-log-maxage=1

--audit-log-maxbackup=10

non
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(1] 588
e --audit-policy-file: }EERRITINREFT{ERRIECE 4.
e --audit-log-path: 1EEFREANFHITEMHRIATHIERER . MEEMTSSZRBAEREIR.
e --audit-log-maxsize: EMEHITHEXHHEEZRINRAKRN (FWT) .
e --audit-log-maxage: EX{REIBEITHEXHNREAXE.
e --audit-log-maxbackup: EMEFREBRIFITHTXHHNEAHE.

B HRAEESHIES ERLE X {4kube-apiserveryamlit, & Skube-apiserveryamlHE
MEHIEHRIF—, BAREEESIERR (tab) o

$4  (FNik ) WNREAIkube-apiserverZLAPodZRFE, BRI TERGHITATITAK
BENM L.

1. #Ekube-apiserveryamldi#ElvolumeMounts=FEg, R FECEIEHEIES .

volumeMounts:
- mountPath: /etc/kubernetes/audit-policy.yaml
name: audit
readOnly: true
- mountPath: /var/log/kubernetes/audit/
name: audit-log
readOnly: false

2. ftkube-apiserveryamldiikEvolumes=E:, 1RUNTNECEES .

volumes:
- name: audit
hostPath:
path: /etc/kubernetes/audit-policy.yaml
type: File
- name: audit-log
hostPath:
path: /var/log/kubernetes/audit/
type: DirectoryOrCreate

HIB;5 ZFigkube-apiserverfFECE SN o
REHE T ESkube-apiserverfI75iAARE, BERIBXIMERHITER
gN5Rkube-apiserver@i@idsystemdEERY, AIHITLATHRSERRS -

systemctl restart kube-apiserver.service

.

10.5 FRRERE PG EIE KRR A D?
R RE

SEHFNEFESBEGEE TR, BIHSSES SR TaEaRK .

S
fERTLAERIkubectlE S IIEAPI ServerflOfEBEERETI RMATUI T HRE, RITTEDEE 2
LRI

1 BERIEE—NTLUERKubectl§5S351EAPI Serverfl&ERE T &,
FI2 E/tmpER THEpluginyam3Z, FRBEANTHIARZEE N ZEpluginyaml3Z{4,

apiVersion: v1
kind: Namespace
metadata:
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labels:
admission.gatekeeper.sh/ignore: no-self-managing
control-plane: controller-manager
gatekeeper.sh/system: "yes"
pod-security.kubernetes.io/audit: restricted
pod-security.kubernetes.io/audit-version: latest
pod-security.kubernetes.io/enforce: restricted
pod-security.kubernetes.io/enforce-version: v1.24
pod-security.kubernetes.io/warn: restricted
pod-security.kubernetes.io/warn-version: latest
name: gatekeeper-system
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: assign.mutations.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: assignimage.mutations.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: assignmetadata.mutations.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: configs.config.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: constraintpodstatuses.status.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: constrainttemplatepodstatuses.status.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
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annotations:
controller-gen.kubebuilder.io/version: v0.11.3
labels:
gatekeeper.sh/system: "yes"
name: constrainttemplates.templates.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: expansiontemplate.expansion.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: expansiontemplatepodstatuses.status.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: modifyset.mutations.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.10.0
labels:
gatekeeper.sh/system: "yes"
name: mutatorpodstatuses.status.gatekeeper.sh
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
labels:
gatekeeper.sh/system: "yes"
name: providers.externaldata.gatekeeper.sh
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
creationTimestamp: null
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-manager-role
namespace: gatekeeper-system
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
creationTimestamp: null
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-manager-role

apiVersion: rbac.authorization.k8s.io/v1
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kind: RoleBinding
metadata:
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-manager-rolebinding
namespace: gatekeeper-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: gatekeeper-manager-role
subjects:
- kind: ServiceAccount
name: gatekeeper-admin
namespace: gatekeeper-system
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-manager-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: gatekeeper-manager-role
subjects:
- kind: ServiceAccount
name: gatekeeper-admin
namespace: gatekeeper-system
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-mutating-webhook-configuration

aprer5|on admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:
labels:
gatekeeper.sh/system: "yes"
name: gatekeeper-validating-webhook-configuration

B3 E/tmpBERT#Euninstall.sh3 4, FISUTHIARNZEIE R ZEuninstall.sh3 4,
#!/bin/bash
kubectl delete -f /tmp/plugin.yaml
kubectl delete ns cgs-provider

LA PUTIN T ap T ENH B BB DIPE

bash /tmp/uninstall.sh

EEITESRLUEE, RBHEETEM .
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namespace "gatekeep ystem" deleted
resourcequota "ga ritical-pods" deleted
customresourcedefinition.apiextensions.k8s.io "assign.mutations.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io ssignimage .mutations.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io "assignmetadata.mutations.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io " s. ig.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io ”can<t|alntpad<tatu<e< status.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io "constrainttemplatepodstatuses.status.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io "constrainttemplates. template< gatekeepe deleted
customresourcedefinition.apiextensions.k8s.io ”expanalontemplate expansion.gatekeeper.sh" deleted
customresourcedefinition.apiextensions.k8s.io "expans pods s s.g per.sh" deleted
customresourcedefinition.api sions.k8s.io
customresourcedefinition.apie sions.k8s.io
customresourcedefinition.apiextensions.k8s.io "pn
serviceaccount ”gatekeeper-admin” deleted
role. rbac.authorization.k8s.io qatekeepel manager-role" leted
clu<te||ole rbac.authorization.k8s.io "qatekeepEI manag yle" deleted
rbac.authorization.k8s.io qatekeepel manager-rolebinding" deleted
.authorization.k8s.io "gatekeeper-manager-rolebinding" deleted
ook-server-cert” deleted
- ice" deleted
udit" deleted
"gatekeeper-controller-manager" deleted

poddisruptionbudget.policy "gatekeeper-controller-manager" deleted
mutatingwebhookconfiguration.admissionregistration.k8s.io "gatekeeper-mutating-webhook-configuration" deleted
validatingwebhookconfiguration.admissionregistration.k8s.io "gatekeeper-validating-webhook-configuration" deleted

R

10.6 SEEHEREAAMH ( ANP-Agent ) BB

SERHERABM (ANP-Agent ) Z5RXW
IR
FERNES RN ERERTET, PTUTHOTEEMERAN (ANP-

Ll ==

Agent ) ZEEIRE,
kubectl get pods -n hss | grep proxy-agent

RELERIN TR, JREEHERAMN (ANP-Agent ) XM,
proxy-agent-5dc5cf6cd7-khdlt 0/1  ImagePullBackOff 0 42h
proxy-agent-5dc5cf6cd7-n56bx 0/1  Pending 0 42h

ERIE
SR BERERTE—TRo
£E;2 PITUTHS, BEFETRER.

kubectl describe pod proxy-agent-xxx -n hss

Hrhproxy-agent-xxx3 “[BIIKR " REISAIEEHERZABMZTR, BHIa: proxy-
agent-Schcf6cd7-khdlto

£R3 RIEREEIZHADRRE .
o HRERE: TEREVERHERAMHIRE.

&l 10-5 AR ENEERHEIRA AR

ﬁﬁ&j}li IRIENERIFAIR “IECCEERE (RN ) 7 , BIHRIEAIER
BB AMAIEES (BN EFRREISWREER ) ; NREAIERELLAI AN,
aﬁﬁﬁ “JECCEESRY (FAMIEEN ) 7, FHRIRIFIECCESEHENHSS (FAN) -

o TAER: TEMCPURAEFZEARE, EaInsufficient cpu/memory,
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B 10-6 P50 CPU S NESEARE

Age From

Warning FailedScheduling 15h (%277 over 17h) defzult-scheduler No nodes are available thg
match all of the predicates: Insufficient cpu (1).
Warning FailedScheduling 3m (x71 over 23m) defzult-scheduler No nodes are available thg

BRINE: B A PRRRGE, BIITENERE.
o HIRERE: REFEREERANNTS.

10-7 i RBEFSREERNAT =

are available: 1 node(s) didn’t match pod anti

BRIk SERRERHAM (ANP-Agent ) ARIESTIAMY, BIMNSRNIEIEE
AFENT =L, BRFREFPEDEFEERTTRT R,

-

SERFIEIRAAM (ANP-Agent ) iEZKIK

SER1
SER2

H$IR3

R4

IBEREISR

ERENE=PEBENARERIREYD, FUITUTRSEEERIEEAN (ANP-
Agent ) IERRTS

for a in $(kubectl get pods -n hss| grep proxy-agent | cut -d ' ' -f1); do kubectl -n hss logs $a | grep 'Start
serving';done

REEES ‘=7 , TREEIHSSIEEEMY .
FRIRINE

BREFHT—T.

WATUAT S, BEETRHET.

kubectl logs proxy-agent-xxx -n hss

RERISNE EEE LW AR, TRERHEZAMIRFIHSS serveringAdgrpciEiziz
STRM

10-8 &R KW

ISRIA T RAFEF AR
(0 %8R

ERAEIEAMRIIRSEZ BT Z R hss-anp.Kig{{iE.myhuaweicloud.com,
ZFXIFEASES IR TS,
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1. KMEEHLTSANEALEE IFAIT100.125.0.0/16MEERY809 11w .
- RFAE: BEHITEE4.2,
- Efipa): HEETEEE A EATRLEZIEO, BEIRNBANEREA".

2. WATLUTSHS, IaEREEpingBEEHERBMHHIRSEEE .
ping {{SEB¥ERHAIHAORSS 251021}

- BEpingil®: BMEHNITEEA.3,
- FEeEpingi@: 1BBECEDNSHENE AR ZAMDNSHNE, EIHEFXITAIAMN
DNSHttHES M =AMDNSHElE . BiBESRKE, EBIIENERREFT,

3. HTLUTa<, RERAILIIERERAMIRS RV EEIRN
telnet {{EERFIEIRAMRIARSS B]15E}} 8091
- BEAIA: BT ERA4,
- FEGNIE: BXRAMKIER, EREAERES
4. BEAEHZEEEHENG LA, B ‘T8> HETR , BEITREEKRAK
ARSREE

R

10.7 SEEHRFE

EEEIE
FE1
T2
$E3
g
FIE5

ISIREHR ]

RRINE
T

H Sé%?éﬁﬁ"]ﬁ%ﬁﬁilﬂﬁgﬁﬁ , EEAHSSHE=F=ERfo BRERFESENREE
FRYER -

AR B EURIS BT
BEROVENZLBEA,
aErslara, pxlEr, SERESREE.

FEEMSHE, &R “REhE > FRLEShkE” , HA ‘BRT&5kE” 1’
Ho

iR “ERET W
BEEREREMR, SANEHTSIFERE, ERNIRIIE.

f&ﬁﬁ%‘%ﬁ%E’\JIJJﬁE#%'IEFE?:EF;E’\J ‘BHRBLIR” JIBTR ‘F7 , RRARERIZES

R

E= =R BB ERHE NHSSHERAYKubeconfigyi 4, 2iEIFAIIHSSERR
gFﬁKubeconfigYﬁ:, FEEMIZXEERES, SRFEESIEGERERTEN TREES

EREHI—TRER,
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i3 Fr>

WENZE
DU

F*

L2 BlIEhss-rbacyaml3y, FHELITREEFIFRFZEhss-rbac.yam34.

nn nn

{"metadata":{"namespace":"hss","name":"hssRole"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"Role","rules": [{"resources :["configmaps"],"verbs":
["create","delete","deletecollection","get","list","patch","update","watch"],"apiGroups":[""]} {"resources":
["daemonsets","deployments","deployments/rollback","replicasets"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update","watch"],"apiGroups":["apps"]1},
{"resources":["cronjobs","jobs"],"verbs":
["create","delete","deletecollection”,"get","list","patch","update",
{"resources":["ingresses"],"verbs":
["create","delete","deletecollection",
{"resources":["ingresses"],"verbs":
["create","delete","deletecollection”,
["networking.k8s.io"]}]}H{"metadata":
{"namespace":"hss","name":"hssRoleBinding"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"RoleBinding","subjects":[{"kind":"ServiceAccount","name":"hss-
user","namespace":"hss"}],"roleRef":{"apiGroup":"rbac.authorization.k8s.io","kind":"Role","name":"hssRole"}}
{"metadata":{"name":"hssClusterRole"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"ClusterRole","rules":[{"resources":
["namespaces","pods","nodes","services","endpoints","configmaps", persistentvolumeclaims",
tentvolumes","podtemplates","replicationcontrollers","serviceaccounts", pods/log"] 'verbs":
["get","list"],"apiGroups":[""]}{"resources":["pods/status"],"verbs": ["update"],"apiGroups":[""]},{"resources":
["daemonsets","deployments","replicasets","statefulsets"],"verbs":["get","list"],"apiGroups":["apps"]},
{"resources":["horizontalpodautoscalers"],"verbs":["get","list"],"apiGroups":["autoscaling"]},{"resources":
["cronjobs","jobs"],"verbs":["get","list"],"apiGroups":["batch"]},{"resources":["endpointslices"],"verbs":
["get","list"],"apiGroups":["discovery.k8s.i0"]},{"resources":["events"],"verbs":["get","list"],"apiGroups":
["events.k8s.i0"]},{"resources":["ingresses"],"verbs":["get","list"],"apiGroups":["extensions"]} {"resources":
["ingressclasses","ingresses", "networkpolicies"] ‘'verbs":["create","delete","update","get","list"],"apiGroups":
["networking.k8s.io"]},{"resources":["clusterrolebindings","clusterroles","rolebindings","roles"],"verbs":
["create","delete","deletecollection","patch","update","watch"],"apiGroups":["rbac.authorization.k8s.i0"]},
{"resources":["clusterrolebindings","clusterroles","rolebindings","roles"],"verbs":["get","list"],"apiGroups":
["rbac.authorization.k8s.io"]},{"resources":["storageclasses","volumeattachments"],"verbs":
["get","list"],"apiGroups":["storage.k8s.i0"]}] H{"metadata":
{"name":"hssClusterRoleBinding"},"apiVersion":"rbac.authorization.k8s.io/
v1","kind":"ClusterRoleBinding","subjects":[{"kind":"ServiceAccount","name":"hss-
user","namespace":"hss"}],"roleRef":
{"apiGroup":"rbac.authorization.k8s.i0","kind":"ClusterRole","name":"hssClusterRole"}}

WATLA TS, BeEHSSHTERIE=rbactiR

kubectl apply -f hss-rbac.yaml

BRHSSIEHIG, BENRIIRTD “BEENR” 9K “B7 , RAIRIKEIE
[EJERARR o

RS % NS B RF IR
UGG — B EBAEHSSHURSIRIE, AR BsER RIRT F .
e

nn

nn

watch"],"apiGroups":["batch"]},

nn nn

get","list","patch","update","watch"],"apiGroups":["extensions"]},

nn nn

get","list","patch","update","watch"],"apiGroups":

o

nn nn nn nn

events”,

nn

persis

nn

10.8 LERBEEFABRECRY

FAM B ERERHEAHSSIHIES, EEEf FITHRR LGS LIERGEFABREG X
miz, RsE “http: server gave HTTP response to HTTPS client” , 40& _{&ELMER

No

=] 10-9 J:Fé%%l
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SIR3

FRNTHS, BiREG EEDSHH “docker manifest push --insecure
hub.docker.com/1/anp-agent:24.5.0” &85>

# (FIFEEAImanifestiEATI)ISONIZ
docker manifest inspect ({E&EERY/{RLRZIRY/{BEBFR:(FBERMRA} >manifest.json

FRITHS, BREg EEGSHRY “docker manifest push --insecure
hub.docker.com/1/hostguard:3.2.13” &4

# Bicurlds S manifest HHEXEIRER C

curl -s -u "{APR}{ZB}" -X PUT -H "Content-Type: application/
vnd.docker.distribution.manifest.list.v2+json" http://{E& CZFR}/V2/{BLRZIRY/BIR B TR}/ manifests/{$E1RAR
7K} -T manifest.json

FEERT R LHRITIESOIRYRE LEwmS .
PHITERERIZNE REC LIEMIFR, FrEER,

10-10 $B1RE L1ERKIH

R

10.9 CCE EERHFAREZ RS RE

SHR1

£HR2

CCEER IF—RARRWENZE, SAPARRWLENZEE, RAEEMIERH
AT ELEAgentH B

FAFEESRN ‘BREPO > REHR THEE “‘R£2RS" ARRER.

MRZERBETR “FOPIF” , RO ERTRARLZEREZEN, BSEUWT
STRAFELMREH:

KEKSEERE,
1. BREEEHE
2. EEEE ﬁiUL‘_tTi BFEEH, ENERZKNNHE, MASSFEXREES.
- WIERE, BHITEER2.
- WERXRE, BREENRE, HITNTEER,
| ESEEHAL L, BET, HF A% > SAEIIECCE” , HA
ERIEIENMH,
ii. BPEBERERHRIR, EAEHFMERTE.,
i, &R ‘BRESLC > REMK” , RELZERS ‘B, kXALER
5, BARZRERS, EAMETRHEMF.

RARE, BRERARARBREE,
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AW FHZRE
= e

10 BHEE

BREEAREEETaNALEs, BE “TH > HETR™ , BETRORAAR

Sska.
-

10.10 BEEGIAEEW

BERGAERITEMIEEN&10-3,

& 10-3 BERGHABENERNERS E

KR E BRINE

IHIESWRARSS HitE BREENEEERIeNa LR, BE ‘T8 > hE
T8”, BITRERARARIREN.

ER/DSWRIE IBRIEARRERIRSEHaTRENR, BNTEESR

SWRIEINITiE .

IREVRIRIFEREERY,
REEPHREERFE

BRECERGIIRLYS, B "RPREIIER" , Bl
RBIIRER, WAZREREEEERF T,

[l

BIR T EEW BRAEEH=EERNENA LA, B ‘T8 > g
T8, BITEREARARIKER,

i%@?tlJ\iEBE, AR | EBUEEER

]

ﬁﬁi}%ﬁﬁﬁﬂﬁ, AR | BNGEEER,

]

Schema VIS BATIET | iESchemaiB & FAREIV2hRA

it
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AW FHNZRE
= e

11 #HEHIP

1 1 FNZPHIF

11.1 RGPS HESEZHEMTAKR?

W FNLZEHRGIPFIZHERITZEMRS, REWITZEMKRS, HRENH
ZREIEREER.

Eit, EEHIE. FHEELRERBX?, E—XIRHRENSERIRER
RSN

ERPIPRIF DI HS R EDIRSAOFOIE, HRGIPIIEHXEIESEMHR
SH—EENEE, aBHIHIFEESIEONE .

1.2 RPBIFFE

MERIP S EEERI MRS BAIBMRGIPRSETR “FHIPERR” 0 PR
BRI LURIES RIGIPRSEA X P EHR A AR EEFBERSE

L) EXUitab STV

?i%%%ﬁb?ﬂﬁ?ﬂﬁ%?@n—? ‘DRl , EESRRBREZRSENONEER

HRERE—: RixAgentlt, FFETEMBGIFRMG (40360) , SHERBSIHIR
IX=ARDNFALI -

RRIE: KAEMPBIPRE, EXFHEERFESHIF.

AERE: AgentikERE, SFEEEEERKS,

ERIE: 1 “RESEE > FNETESEE > AgentEE” TUH, BIABRE
HIB9AgentikZ, HRPBHIREIEE . AgentiERELIEESINAgentiRER:
ENANaabE?

AgERE=: FrEIFERAEESEBLEW, SEHIPEW .

RRINE: BIRESystemBFHAESREHIFBRITEZHNR . BIFRNEER
PER, GELEBRIRSSE “BHIPREE 5, REHIPFRIESIRES.
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AW FHZRE
= e 11 #hZRpHIF

k) EXUitialiahy

o FER: ENIFERIOBERERN, IWEERHIFRR
o MRRINE: BIRESystemEHARBABIZIIIFERITEIEFINIR .
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AW FHZE
= e

12 XigFIaT X

X ey F1R] FE

IX

12.1 (HARKIRFIRTAX?

HARKE., TRHKX?
A REFIA ARR AR OMONE, ETLERENRE. TRROEE

o

X1z (Region) : MR EFIMERSIELERID, FE—RegionAHZE 41+
B, REME. WREFMHE. VPCRNLE., BHEAMIP, BHREAHRS . Regionh
iBFIRegionf1EERegion, BFARegioniEEMAHIEFIRILER=RSHY

Region; & JERegiontg RiFEE—RI Sk REM4FEE PR S IRSIEH

Region,

AKX (AZ, Availability Zone ) : —PAZR— P EB MRS OES,
BRITAIXAOKE, AZRIZIE EERBIHE . NE. FESRRUSMSNER.
— P RegiondFHIZMNAZEIET SR EFRIE, LIBERFRBAZINESIAMRS
AIEK

El12-188 T X AKX ZERIXR

12-1 KiFFIRTAX

ey PN

Xis 2

al X3

X1k 1

el X3

B, AREASERSMIEANARS, SRLURESERIEEES B ChIXEN
AKX,
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AW FHNZRE
= aE

12 XigFIaT X

SRR X P

EEXIEES, SFEBRERIATLTREE:

AMTEFEAT X ?

=

XIS RiRT =

Oard

SISBITAPIERRIRE, S isERKIHRR TR, BXENTHKFEMLZIRT =

EARBRFERER—TAXA, EZERATEYS

W&

—RIERT, ENFinEEEaEsECIBFRAPIXE, XL MES
BHE, RSHIIERE, A7, TEMIRNE. BGPMEZmEA. BRI ESEES
B, FEXESMXEEXBIAK, NREREZENBERBEPEREXM, &
VAT % BN ) X 15GE A AY R AR BTSE (R RR

- AERFEXEUSMNIT R X B SHIAER, FLUER ‘“PE-FE™ . ‘I
R-2887 5 “WR-HFHIK” Xig.

- HEIRMEXBWSHIAR, FJLUEE “BAE-LO8REE” XK.
- ERUMXBSSAIAF,, TJLUEE “RH-BRR7 KiK.
RIRAINHE

FEREGHFRNMETREEES, BEREIRRESHHEFE.

SREESFNMEEAIZERIEEK o
P

MREHINAFERSHEREES, ENERRREEF—XBHNAETHEAX

S

!égl%@ﬂ’\JM%EKEEWUZIE RIMLEIERTIRAR, NN EIRREER—THAX

HNESER, BEMRKMZIRTI .

12.2 BPEEXIESTIFENIFE AT EN?
AN RENR A AR,

WREHNENAREHTAN, FEEY “EEHHUIE” AUHGIVGEIURAHSS, BEAK
TR . FRIRFESNE=S ENEIT LIRS FFEAHSS,

RERIENRENAAN, ATLAERAENZEAgent ANTTIRAHSS, FHIRFEEN
AE=FENZRAgent, STHFBETZHEANRNKEINT:

it-Jtm—
23] sl A=t
K- Fis—
R-Fi8—
Erg-rM

hE-EFE

TP -HrniE
Farg-s=PA—
PR -FEDNE

M i%hRA 20 (2025-09-17) AR © AR BRABIRAS 108


https://www.huaweicloud.com/pricing.html
https://developer.huaweicloud.com/endpoint
https://support.huaweicloud.com/bestpractice-hss2.0/hss_06_0028.html
https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0235.html

AW FHZRE
=

12 XigFIaT X

FRZR-FIFES

G2y S

it ==
erg-IIN-RIFBPIAE
erm-R
eib- B =8 Hh—
-5 RG-15E—
IX-Bfefi
EM-L0E R ERE
TEHE-REBERR
EM-FZ

AVESS T

FAVE B Trite=
HIZE- IV

fIE-ERE—

12.3 HSS AILABXigisEFAIE?

AALA

NREWIL T SENAER—KIHAIEER, BRI ECE /G EFHWSLENFREXIERIEC

U8
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A ENZE
= MiE)RR 13 22l E

1 3 ZEhicE

13.1 4{aliEkR HSS FECERY SSH EF IP HRER?

POiFECEEARRIAS T, iBPRHSSHECERISSHERIPHERMN A AR, iBHRIEACER
BYRT, EEFERSSHERIPEHER2MA .

FCEUAS Y “IEE” F1 “EgH” B, SRILAERERAS, BUEEEHE ‘2
7 3 “Biks” BECERISSHERIPRZE, BIELSBINTAR.

SB1 BROWINSROEEE,
S fEEslAE e, BEllER, ERRKESRE.

S\ TEAMSHILEEE ‘ESHE > THRESRE” , HATHNRESRERE,
12 “RLRE > SSHERIPESE” , #A “SSHERIPASE” T%.

+IR4 ES%EI%%WEEGE’\J “IRMET PUERTE “ZERT SE MR, BIRECERISSHER
IPE&E,

R

ERE/IREHRR, ECERIRR

SEEUASH “BERET i, EFEHER, RIWARRIRGE, HSSHASBRF
BRYEN, BREET BRI SIBRSSHERIPRRE,

iBPRECERISSHERIPARE, BIESEINTER.

ST BREEEMRSSHERIPEZ SN EN.

F]2 PTLATas<, &F “/etc/sshd.deny.hostguard” X4, SIE13-1F7R.
cat /etc/sshd.deny.hostguard
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A ENZE
= WiElRR 13 £l E

13-1 BEENHRE

LrantRAacsbindhss ~]1# cat /etc/sshd.deny.hostguard
ALL

[Touteecsbindhss ~]#
[root@ecsbindhss ~]#

FIE3 HITLATEHS, $3TFF “/etc/sshd.deny.hostguard” 3214,
vim /etc/sshd.deny.hostguard

L4 17 0V BAREEL, Wk “ALLY

SIS & “Esc” BHRE, WA “wq” REFEHEL

13.2 FgEEI SSH ImiEERFEN, BADR?
BN
AT A SR G EFREN, BELEEISSHIZEEREN.
EIEEELES
o [FHWFRHEEE (HIEN: MABBERRETE, 300H, EiRREGARISKRLL
F) , SEENIPHEIEE .
o gF‘TSSHﬁiIPE%EIJJab, BEEEIISSHEREYAIIP;EERINZEIPESZ
HESSHERIPHZ®EE, RAIFAKERMNIPEISSHERZIRSE, ELASZ
ELISMYIP,
BRBE

SR WAERSRAKF R, SEENIPHEI=E.
o E, BIRUTEREE:
BREWFNREEHE.
AEEMSHERE “CNSHN > 2EEEEHE" , #A ‘ReHESRH7

FEO
c &R ‘ENEERMT RE, 5L ‘BiEEIP” XgREE, BE ‘S8
IP” TI@,

d. &HhBHRERIP, BEIRLES “GBRIRER" |, BRIPER.
o 7T, BWITEE2,
TE2 WARBEHBSSHERDRE, BEFRFHNIPEERNZIPEHZE,
o 2, BEFRIVMIPINAZISSHERIPEHZSE,
o T, BEHEFALIFIREIN,

s
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AW FHZRE
=

13 2B E

HEXRE

o  LGEBEBRILinux=RBBEAD?
o  LiEBERFIWindows=iRZEEAN?

13.3 el RN EFIAUE?

AELIRSHAPINOERNEF AL,

SMIFE

52 FENEFAIEDEE.

ER5EH

o EFLinuxEH

a.

{EAPUTTY/XshellER=FH,
ERAT, BEE “Keyboard Interactive” , MNP BHIGIE,

= PuTTY
BNIRIES %I “Keyboard Interactive” , F&ad “HE”

= Xshell

ERIEBMHES, ®iF “1&EE > BRSMKIE > 57 , BF “HE
THOEIR, %#F “Keyboard Interactive” , B “HHE” .
BMA=ENRKFSZES
BANFHSIBaHRFEH TINNE, FRENIGIERS .
gi%%%?i)\ﬁﬂﬁ, BT “ERBHMER" IFNSEhfETSIE!
JwUEAT o

" AFNSE, ZFENSHITENER FRORBITRRE (FIS. BB
8 ) HEWEBIERSHEE .

= EINERFE, (ZEFFESUEIEIERBERE .
HINLT R RiR I EIR0ISIERT .
13-2 WA IIERS

[ root@PEK1080164604 /]# ssh 1c

uthorized users only. All activities may be monitored and reported.

Password:
Phone/Mail:
Input #15 Code:li

AR
ANRARMENIGIERS, EIQESElnuxBXIBREXHE, XHAEE .

o EFRWindowsE#

a.

BE ‘FHR” X8, AEFRIEPRA “TREREmEE , 1R “Enter” , 1TH
AR R EIEE .

MAERRAS 20 (2025-09-17)

IRIERE © LATITERAGIRAT 112


https://support.huaweicloud.com/ecs_faq/zh-cn_topic_0105127983.html
https://support.huaweicloud.com/ecs_faq/ecs_faq_0013.html
https://support.huaweicloud.com/usermanual-hss2.0/hss_01_0051.html#section4

A ENZE
= MiE)RR 13 Z2fE

b. 7 “It&N” EA=ENAYIPHELL, HEads “EE .
13-3 IciE R mEERE
Y. oiESEmES o | B |||
TLAESE H

HEA ©): _ -
APE:  FiEE
SiEEETSOERIRE-
) IR Q) EEw || FEpoD |
¢ NMREFENEFNL, BEHNREFISHEE, BE “FKEHIE
B .
maliy:
* BAFNS, RENSTANETORETRAR (FNS. wiE) Bk
IIFRDRE(S

o HINMBFE, {IZHBFESULEIISIERSHP o

d. SREGIERSE, AERFEBARIED. =ENKSHE, E?E, =i

F=EN.
13.4 FRWNEFANIELM, BATD?
EEIENE]
o ENAFMNIEIET, ZBFHBNEFANENEN.
o FRERNHEFALEE, FREX.
o FHEWNEFAEELM.
ABEREH
o  EWRFBBHIF
o FRBRWNEFANEARAESMENER, FEEAXLSHHAER.
o LinuxFEHigBEXA “EHET” BERHH.
e 5 “MFHGOT” 4. IRSZ2EIRI60ZE P EFEHSE,
o ZBHXIFISElinuxpfakiE,
RRS R

F£E WASHBENREFANENEN, EEEFEENZEMHF.
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AW FHZRE
= e

13 2B E

o =
o« A

IBHRITEER2,
BB EHENEFANENEN R ENZEMHF.

R WAFBRNETFANLES, 2BEFH559H.

o =:
e A

$]W3 MIAES

IBHITEERS.
IBSR50ME, BIATRINEFAMERSE.
JlinuxEH, BER “B|AY BHER

o E: BXA ‘AN BRAN, FRE ‘B BERHGH. FEERFESLinux
SRS R EFIRERERIEEER?

o A:

BT,

£]A FIAETEEEXMASElnuxBa XIS,

o =:

° 3B

BTG

A BT TS, KIASElinuxBakiE,

If5BT R FASElinuxBh kS
setenforce 0 #IERTXF
KA KASElinuxBa kIS .

vi /etc/selinux config
selinux=disabled #&xA XA

£IW5 AENEEEELLE “MWHGo1” i, IRSSEER360ZE T,

o =:
o A

IBHITEERG
BZIE “MBEGOT” GRS BMR360RE T,

$I6 BHRERAIF

.

13.5 FBENEFAEEWAZIEUERD?

o FHEWEFANENEES, ASMEER.
EBLAANSHIAEL

o  FBEWEFRAEFEXMASEnuxfh KIS
iBXASelinuxPpaXIBEER .

o LinuxENFEFER “B8” BFRHH.
BIRUTESBINRERERNEBESR:

a.

FRZAERLINnUX=IRSES, RErootEhis .
sudo passwd root
NRZHHELRIERIL, 1FEErootZiL .
{Eroot D mIE=IRS 2EMIsshER LT o
su root

vi [etc/ssh/sshd_config

{EaN N ECEIN:
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AW FHNZRE
= e

13 i E

= 3iEPasswordAuthentication nogZgPasswordAuthentication yes
g, kigPasswordAuthentication yesBiEIAI#FFFE

= EPermitRootLogin nof{APermitRootLogin yes
g EigPermitRootLogin yesEImEAY#FREE
c. EEsshd{EEER .

service sshd restart
d. EBER=RSEFHAILUERrootBFRIIFNEENZERERT .
(MAETY::

5 LESEFSAN FE P B SR VBB S BBl Linux = iRSS 28, 1548 /root/.ssh/
authorized_keys3Z{4MIpsakiEZSauthorized_keysSHERE o

13.6 AENEFALEEEREEK?

N4 EcEtaix

ERH IR

BRFNAWHERATSEAN G EERIER S UEIRSH

TR BERE N R EIER.
BCESU4RRR: /etc/ssh/sshd_config
T 2 AIARYBECE I
PermitEmptyPasswords no
UsePAM yes
ChallengeResponseAuthentication yes

AR

NRIEERRIRrootE R, EFEERENHI:

PermitRootLogin yes

KYWRE: FENEFANLET, JEEBEUTHRERZENSHERIW.

e iEidCloudShel TEZER=FM,
e LinuxEHF, BI=E2NER=FN.

BARRE: WEFRGIFSLI B NERRETIONE, AFUEERSALEEH
ﬁﬁﬁiﬁ, «—:ESZLlE?EW

RRINE: EASRNEIERNEFAIE? EEFFEFIAIL.
(AR
FENAFHIRHREE . ORSEFEZSEEEENLZEESESETIN “FENAFALE” .
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A ENZE
= MiE)RR 13 Z2fE

13.7 QAL DINEFAIERYFH S THHBFE?

HIEFREWNEFAE, &F “REMHIGIE" , A LR RBHIRS ERFRINF
WS/ HBFEIZUIBRIERS -

CEFERBMIRSS T THIIERF, RAEFRESERANESERRS R

o UIRRAER, FRE ‘EEHEBHMRSER #HT0E, CIETNE, BE
CRINTIR , IREFEEZEARIFUSHIEHRE

o IREHEE, FENEENFINSIE. #FFE:
- INIIFNSHREHRRE

BF “‘EEHREMRSER” FAETERE, BF HINTRET , HI0FE
B H BB FH L SHIEHRE o

- MIBRFHUSHBEHRFE

BF ‘EEHREMRSER” FAETHERE, PHEERZIR, HEAEEF
fBEmE, EFTRHDHRE, PEBFREHER R E RN

13.8 WE-FAERVIGIED 2 EERIIS?
Z:%O
T ERE TSN AR, GaILAE “BIFERTE” . X

EEXERTENR, HSSHEER— I EIISIERAXZENERAE, CEER
ABEHISIERB BT B RIZ = E .

13-4 IGIFASLEIE

HFEREFIAME

HAERIFESESE WEFMEES

13.9 SEENEE2ETIE?
W2k,

W FEEHEEBNEETESEMRSS SMNSTIAY, HEEHARSS TR
5, MEFEBSASMNETREES
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A ENZE
= M ialRR 13 Z2fE

13.10 dfIIS AR S E BN FH L SERHEFE"?

FESZEAEERE, HSSETZRENFISHMERIELEEEEM, BIER
B3 T AEEN/ MITRRIR 2 X .

IREHSSHZEEAY, ZaLiEE “HEP0” 5 “HRER , WE13-57R.

o EFRIR “HEHL , NSBHEEPRMELFSIHFE.
o IEEMRE “HEER’ , WSREBERELFSIHBTE.

13-5 HEHH

1 Lo o 4
TS _E._EE'C
BERG @ @ ®ExZE @
zgtest v | C EEREEAREESE

SR SREREHS
S22 HNHBHRO, #gsEl HEH0” PREEZEMRIEE. FINS.
SEMFOAREEWSIEKREA, EURKEETE “THRHPO > HEEWRE > %

%ﬁg > ZEHRMEM” , FESEXIRA, BNREESIZSIEE R

13-6 FEEIEN S EEAHRWA

EHBAIRGET (im0

BEEL RS

et E s A Bt

v Rk

v ~mse

~ =i
=ezeEn EEEA (4]
=rEaEn FEEEA s
=emsEn HEEEA

v %

v =0k

v e
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A ENZE
= MiE)RR 13 £l E

SI|3 ERER “EGERIERIKAT BOF, AiEsEUEAIRFHENNERRA, BE i
&, STRESURIE.

TR

HEER

NSRS BT RRE ( FHSHE ) TE, FEMMTIENE, EFRNE
IS E BRI FH ST o

Bian: HFEMPRHSSEZBAAYEEEMEZIRZE “HSS-warning” , BEITHZ NS
“test@example.com” ,

RS
#BSMN Administratoril R .
BELP R

B EREEESS

$ ERELAEEREE, 25—, &F ‘NARS > EEEARS .

$|3 BE TR, ENTRRNE, BREMRITERE (FYSSERE ) , WE3-7
PR7Ro

13-7 BRFEFHRNTRRIR

RS iTE ®
(5]
25 [ FrATL - || s
== - STHURN Y TR & =EER #&
== o s Ch-north-7 84bS266C1436480a05A6271032.. Bt test@example.com Hss-warning = e
=Jo
e

LA BIRE TR FCEEERT , WA TRRIREAIRHSSHEEER .
S| BE “BERT , BRRTIE.

AR

MIERITIEE, BRIJAERBEERWHSSHEERTER, BEERE,

$]e MIMTHEE, ®F ‘TR’ , EWIHEEER, HEBMIFAGITE, FHREES

DR IMTIRFAERITE .

13-8 ZINITIR

HENBRIES =\ ©

B2

== - ES 7N =mURN @ L2 s

e
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A ENZE
= MiE)RR 13 22l E

13.11 BB EEBHNMEAZEE FRE?

REUiEFHE
£ CSZENT HE, BE ‘EEHREMRS TR , HASMNIRSS, CSIEHIE
B, BAIRESSNEIZBER,
13-9 BEEHEIEARS FA
EEE T
hss v | C|=SHEEBABRSEE
THAERRRTRRES, A RSN,
FRAKRITIA

BIEERE, BFENZETMI—IHS NI, FHRKEIRGERRRIALT
(4, BURTEEZNZER, HEINTRIES LRI,

13.12 & aILAAHRE HSS SE@R?
ATLARFFRHSS S 5B

MREFET ENGIR, RERESEEM, BRELERWEIHSS KX SEEA,
K=K TREN/ MR EXE . IRFETHENNREXGE, TRESRERE
EHeBETES.

IRESZEA
FRENZLMPE, NREERESEEN, TIUBTU FTSEHTRE:
1. BRENZEHE.
2. AR CRESKRE > SERE" , SAGERERE, RESLEN.

EHEEEA
FRENZLBIPE, NBREREWZIHSSHISZE, ErLBGHIEEHSSEZE
M. ESEBAGE, TeREENK, BHREERERETHERITES, TiEl
B EEIE (S
BHIREHSSEZ @IS, WTFxR:
o HH—: WIREREMERR
MpsERSS, EEENSEBIEFEER .
o HHT: MEREREMERPAITE
MFRITRE, SBASKEISEE.
o HN=: BUHIXABREMERPAITE
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vi /etc/selinux/config

b.  #ZUSELINUX=enforcing, IZiFEARERI, FSHIEN
SELINUX=disabled.

13-11 4wtE selinux JRE

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of three two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.
SELINUXTYPE=targeted
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NN TRE
FRIZIRER S
Windows 11 ( 6443 ) v x
2]
NN RE
{FERIZIRIERS
Windows Server 2012 R2 ¥R 64 | v
{553 (40GB)
Windows Server 2012 R2 ¥R 64 | V v
i8R (40GB)
Windows Server 2012 R2 FiEy v v
hix 64432232 (40GB)
Windows Server 2012 R2 #iE(» v v
iR 6443 &R+ (40GB)
Windows Server 2016 frfERR 6447 | V i
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644353 (40GB)
Windows Server 2019 iR R v v
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CentOS 8.1 (6441 ) v v
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EulerOS 2.2 ( 644 ) Vv v
EulerOS 2.3 ( 644 ) Vv v
EulerOS 2.5 ( 644 ) Vv v
EulerOS 2.7 ( 641 ) v x
EulerOS 2.9 ( 644 ) Vv v
EulerOS 2.10 ( 64437 ) v v
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Ubuntu 24.04 ( 6443 ) v v

15288
ERZISRIBREET,
Red Hat Enterprise Linux 7.4 | v x
(64431)
Red Hat Enterprise Linux 7.6 v X
(6441)
Red Hat Enterprise Linux 8.0 |V x
(64431)
Red Hat Enterprise Linux 8.7 v X
(64431)
Red Hat Enterprise Linux 7 v v
(64431)
Red Hat Enterprise Linux 8 v v
(64431)
Red Hat Enterprise Linux 9 v v
(64431)
openEuler 20.03 LTS ( 6447 ) v
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