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1 Before You Start

Before You Start

SecMaster is a next-gen cloud-native security operations center that helps with
cloud asset management, security posture management, security information and
incident management, security orchestration, and automatic response. It helps
prevent risks, detect threats, and automatically handle security incidents.

Before calling SecMaster APIs, ensure that you have understood the concepts
related to SecMaster. For more details, see Service Overview.

Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. For the endpoints of all services, see Regions and
Endpoints.

Basic Concepts

Account

An account is created upon successful registration with the cloud platform.
The account has full access permissions for all of its cloud services and
resources. It can be used to reset user passwords and grant user permissions.
The account is a payment entity and should not be used to perform routine
management. For security purposes, create IAM users under the account and
grant them permissions for routine management.

User

A user is created using a domain to use cloud services. Each user has its own
identity credentials (password and access keys).

The account name, username, and password will be required for API
authentication.

Region

Regions are divided based on geographical location and network latency.
Public services, such as Elastic Cloud Server (ECS), Elastic Volume Service
(EVS), Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP
(EIP), and Image Management Service (IMS), are shared within the same
region. Regions are classified as universal regions and dedicated regions. A
universal region provides universal cloud services for common tenants. A
dedicated region provides services of the same type only or for specific
tenants.
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Availability Zone (AZ)

An AZ comprises one or multiple physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Compute,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to support cross-AZ high-availability systems.

Project

A project corresponds to a region. Projects group and isolate resources
(including compute, storage, and network resources) across physical regions.
Users can be granted permissions in a default project to access all resources in
the region associated with the project. For more refined access control, create
subprojects under a project and create resources in the subprojects. Users can
then be assigned permissions to access only specific resources in the
subprojects.

Figure 1-1 Project isolating model

Project A_1 Project A_2 Project B_1 Project B_2
ProjectA Project B
Region A Region B

Enterprise project

Enterprise projects group and manage resources across regions. Resources in
enterprise projects are logically isolated from each other. An enterprise project
can contain resources in multiple regions, and resources can be directly
transferred between enterprise projects.

For details about how to obtain enterprise project IDs and features, see
Enterprise Management User Guide.
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2 API Overview

APl Overview

You can use all SecMaster functions through APIs.

Type Description

Alert APIs APIs for creating, deleting, and converting alerts to
incidents.

Incident APIs APIs for creating, updating, and obtaining incidents.

Indicator APIs

APIs for managing indicators, including APIs for
creating, updating, and obtaining indicators.

Playbook APIs

APIs for querying, creating, and modifying playbooks.

Alert rule API

APIs for creating, deleting, viewing, and enabling alert
rules.

Playbook version APIs

APIs for querying, creating, and updating playbook
versions.

Playbook rule API

APIs for creating, querying, and deleting playbook rules.

Playbook instance API

APIs for querying and operating playbook instances.

Playbook review API

Playbook review APIs, including the APIs for reviewing
playbooks and querying playbook review results.

Incident associations
APIs

APIs for querying, creating, and cancelling incident
associations.

Data class APIs

APIs for querying the data class list and field list.

Workflow APIs

Workflow APIs, including the API for querying the
workflow list.

Data space APlIs

Data space APIs, including the API for creating data
spaces.

Pipeline APIs

Pipeline APIs, including the API for creating a pipeline.

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 3



SecMaster
API Reference 2 APl Overview

Type Description

Workspace APIs Workspace APIs, including the APIs for adding and
querying workspaces.

Metering and billing Metering and billing APIs

APIs

Metric APIs APIs for querying metrics, including the API for batch
queries.

Baseline inspection Baseline inspection APIs, including the API for searching

APIs check results.

Issue 10 (2025-06-24) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 4
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3 Calling APIs

Calling APIs

3.1 Making an API Request

This section describes the structure of a REST API request, and uses the IAM API
for obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI

A request URI is in the following format:

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

URI-scheme:
Protocol used to transmit requests. All APIs use HTTPS.
Endpoint:

Domain name or IP address of the server bearing the REST service. The
endpoint varies between services in different regions. It can be obtained from
Regions and Endpoints.

For example, the endpoint of IAM in region CN-Hong Kong is iam.ap-
southeast-1.myhuaweicloud.com.

resource-path:

Access path of an API for performing a specified operation. Obtain the path
from the URI of an API. For example, the resource-path of the APl used to
obtain a user token is /v3/auth/tokens.

query-string:

Query parameter, which is optional. Ensure that a question mark (?) is
included before each query parameter that is in the format of "Parameter
name=Parameter value". For example, ?limit=10 indicates that a maximum of
10 data records will be displayed.

For example, to obtain an IAM token in the CN-Hong Kong region, obtain the
endpoint of IAM (iam.ap-southeast-1.myhuaweicloud.com)) for this region and

Issue 10 (2025-06-24)
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the resource-path (/v3/auth/tokens) in the URI of the API used to obtain a user
token. Then, construct the URI as follows:

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Figure 3-1 Example URI
https:// iam.ap-southeast-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URl-scheme Endpoint resource-path
L] NOTE

To simplify the URI display in this document, each API is provided only with a resource-
path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server:

e GET: requests the server to return specified resources.

e PUT: requests the server to update specified resources.

e POST: requests the server to add resources or perform special operations.

e DELETE: requests the server to delete specified resources, for example, an
object.

e HEAD: same as GET except that the server must return only the response
header.

e PATCH: requests the server to update partial content of a specified resource.
If the resource does not exist, a new resource will be created.

For example, in the case of the APl used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows:

e Content-Type: specifies the request body type or format. This field is
mandatory and its default value is application/json. Other values of this field
will be provided for specific APIs if any.

e X-Auth-Token: specifies a user token only for token-based API authentication.
The user token is a response to the APl used to obtain a user token. This API
is the only one that does not require authentication.
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(11 NOTE

In addition to supporting token-based authentication, APIs also support authentication
using access key ID/secret access key (AK/SK). During AK/SK-based authentication, an
SDK is used to sign the request, and the Authorization (signature information) and X-
Sdk-Date (time when the request is sent) header fields are automatically added to the
request.

For more information, see AK/SK-based Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

Request Body

The body of a request is often sent in a structured format as specified in the
Content-Type header field. The request body transfers content except the request
header.

The request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the APl used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Set username to the name of
a user, domainname to the name of the account that the user belongs to, ********
to the user's login password, and xxxxxxxxxxxxxxxxxx to the project name. You
can learn more information about projects from Regions and Endpoints. Check
the value of the Region column.

(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
"password'"; " #HEEEE
"domain": {
"name": "domainname"
}
}
}
}I
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX"
}

}
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}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, x-subject-token is the desired user token. This token can
then be used to authenticate the calling of other APIs.

3.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:

e Token-based authentication: Requests are authenticated using a token.

e AK/SK authentication: Requests are encrypted using AK/SK pairs. This method
is recommended because it provides higher security than token-based
authentication.

Token-based Authentication
(110 NOTE

e The validity period of a token is 24 hours. When using a token for authentication, cache
it to prevent frequently calling the IAM API used to obtain a user token.

e Ensure that the token is valid when you use it. Using a token that will soon expire may
cause API calling failures.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the API.

You can obtain a token by calling an API. A project-level token is required for
calling DEW APIs. When calling an API to obtain a user token, set project in
auth.scope in the request body, as shown in the following example.

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password"; " ##HEEEEA
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project": {
"name": "xxxxxxxx"
}
}
}
}
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After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEFG...., add X-Auth-Token: ABCDEFG.... to a request as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users
Content-Type: application/json
X-Auth-Token: ABCDEFG....

AK/SK-based Authentication

(11 NOTE

e AK/SK-based authentication supports API requests with a body not larger than 12 MB.
For API requests with a larger body, token-based authentication is recommended.

e You can use the AK/SK in a permanent or temporary access key. The X-Security-Token
field must be configured if the AK/SK in a temporary access key is used, and the field
value is security_token of the temporary access key.

In AK/SK-based authentication, AK/SK is used to sign requests and the signature is
then added to the requests for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

e SK: secret access key used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK-based authentication, you can use an AK/SK to sign requests based on
the signature algorithm or use the signing SDK to sign requests. For details about
how to sign requests and use the signing SDK, see API Signature Guide.

NOTICE

The signing SDK is only used for signing requests and is different from the SDKs
provided by services.

3.3 Response

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Codes.

For example, if status code 201 is returned for calling the APl used to obtain a
user token, the request is successful.

Response Header

A response header corresponds to a request header, for example, Content-Type.
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Figure 3-2 shows the response header fields for the API for Obtaining a User
Token. The x-subject-token header field is the desired user token. Then, you can
use the token to authenticate the calling of other APIs.

Figure 3-2 Header of the response to the request for obtaining a user token
[EII'II'IGE‘iDFI -+ eep-alive
content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GM

server — Web Server

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options — noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4993-af3a-2d0235ba41b5

x-subject-token

x-xss-protection — 1: mode=block

(Optional) Response Body

A response body is generally returned in a structured format, corresponding to the
Content-Type in the response header, and is used to transfer content other than
the response header.

The following shows part of the response body for the API to obtain a user token.
For the sake of space, only part of the content is displayed here.

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
1

"'catalog": [
"endpoints": [

"region_id": "XXXXXXXX",

If an error occurs during API calling, the system returns an error code and a
message to you. The following shows the format of an error response body:

{
"error_msg": "The format of message is error",
"error_code": "AS.0001"

}

In the preceding information, error_code is an error code, and error_msg
describes the error.
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API

4.1 Alert Management

4.1.1 Querying the Alert List

Function

This APl is used to query the alert list.

Calling Method

For details, see Calling APIs.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/search

Table 4-1 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Issue 10 (2025-06-24) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Request Parameters

Table 4-2 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type

Yes

String

Content type.

Table 4-3 Request body parameters

Parameter Mandatory Type Description
limit No Integer The number of records on
each page.
offset No Integer Offset.
sort_by No String Sorting field: create_time |
update_time
order No String Sorting order. Options: DESC
and ASC.
from_date No String Search start time, for example,
2023-02-20T00:00:00.000Z.
to_date No String Search end time, for example,
2023-02-27T723:59:59.9997.
condition No condition Search condition expression.
object
Table 4-4 condition
Parameter Mandatory Type Description
conditions No Array of Expression list.
conditions
objects
logics No Array of Expression name list.
strings

Issue 10 (2025-06-24)
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Table 4-5 conditions

Parameter Mandatory Type Description

name No String Expression name.

data No Array of Expression content list.
strings

Response Parameters
Status code: 200

Table 4-6 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-7 Response body parameters

Parameter Type Description
code String Error code.
message String Error message.
total Integer Total number of alerts.
limit Integer The number of records on each page.
offset Integer Offset.
success Boolean Successful or not.
data Array of Alert list.
ListAlertDetail
objects
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Table 4-8 ListAlertDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

ListAlertRsp
object

Alert entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an alert. The value
is in UUID format and can contain a
maximum of 36 characters.

type String Data type.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.

Table 4-9 ListAlertRsp

Parameter

Type

Description

version

String

Version of the data source of an alert.
The value must be one officially
released by the SSA service.

String

Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id

String

ID of the account (domain_id) to
whom the data is delivered and
hosted.

Issue 10 (2025-06-24)
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region_id String ID of the region where the account to
whom the data is delivered and
hosted.
workspace_id String ID of the current workspace.
labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the alert was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the 1ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Alert title.

description

String

Alert description.

source_url

String

Alert URL, which points to the page of
the current incident description in the
data source product.

count

Integer

Incident occurrences.

Issue 10 (2025-06-24)
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Parameter

Type

Description

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality

Integer

Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

alert_type

alert_type object

Alert classification. For details, see the
Alert Type Definition.

network_list

Array of
network_list
objects

Network information.

resource_list

Array of
resource_list
objects

Affected resources.

remediation

remediation
object

Remedy measure.
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Parameter

Type

Description

verification_state

String

Verification status, which identifies the
accuracy of the incident. The options
are as follows:

Unknown: The incident is unknown.

True_Positive: The incident is
confirmed.

False_Positive: The incident is a false
positive.

The default value is Unknown.

handle_status

String

Incident handling status. The options
are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

String

Closure time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

update_time

String

Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time

String

Closure time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase

String

Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.
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chop_phase String Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

ppdr_phase String Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation String Debugging field.

actor String Alert investigator.

owner String Owner and service owner.

creator String Creator.

close_reason String Closure reason.
False detection
Resolved
Repeated
Other

close_comment String Comment for the closure.

alert_list Array of strings Alert ID list, which is the list of alerts
associated with alerts, incidents, or
indicators.

incident_list Array of strings Incident ID list, which is the list of

incidents associated with alerts,
incidents, or indicators.

indicator_list Array of strings Indicator list, which is the list of
indicators associated with alerts or
indicators.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
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e

Parameter Type Description
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.
objects
origin_id String Original ID of the alert incident. The
value can contain a maximum of 128
characters.
ttd Integer Detection time. Unit: minute.
ttr Integer Response time. Unit: minute.
is_auto_closed String Auto close status. The value can be:
AutoClosed: SOAR is automatically
closed.
Manual: It is closed manually.
system_alert_tabl [ Object Layout fields in the alerts list.

Table 4-10 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-11 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:
1: Cloud service
2: Third-party product
3: Private product
domain_id String Account ID to which the data source
product belongs.
project_id String ID of the project to which the data
source product belongs.
region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".
company_name String Name of the company to which the
data source product belongs.
product_name String Name of the data source product.
product_feature String Name of the feature of the product
that detects the incident.
product_module String Threat detection model list.

Table 4-12 alert_type

Parameter Type Description
category String Category.
alert_type String Alert type.
Table 4-13 network_list
Parameter Type Description
direction String Direction. The value can be IN or OUT.
protocol String Protocol, including Layer 7 and Layer 4

protocols.
Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-14 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO
3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-15 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-16 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which is the same as
the type field in the RMS service.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special
characters (+, -, =, ., _, ;, /,@).

Table 4-17 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-18 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-19 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description

process_launche_t | String Process start time. The format is ISO

ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

process_terminate | String Process end time. The format is ISO

_time 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-20 user_info

Parameter Type Description

user_id String User ID (UID).

user_name String Username.

Table 4-21 file_info

Parameter Type Description

file_path String File path/name.

file_content String File content.

file_new_path String New file path/name.

file_hash String File hashes.

file_md>5 String File MD5 value.

file_sha256 String SHA256 value of the file.

file_attr String File attributes.

Table 4-22 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can

contain a maximum of 36 characters.
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Parameter Type Description

name String Data class name.

Status code: 400

Table 4-23 Response header parameters

Parameter Type Description

timestamp-hostname.

X-request-id String Request ID. Format: request_uuid-

Table 4-24 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Query the alert list. Time range: January 20, 2024 to January 26, 2024. Alert
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

{
"limit" : 10,
"offset" : 0,
"sort_by" : "create_time",
"order" : "DESC",
"condition" : {
"conditions" : [ {
"name" : "severity",

"data" : [ "severity", "=", "Medium" ]
o

"name" : "handle_status",

"data" : [ "handle_status", "=", "Open" ]
jap

"logics" : [ "severity", "and", "handle_status" ]

b
"from_date" : "2024-01-20T00:00:00.000Z+0800",
"to_date" : "2024-01-26T723:59:59.999Z+0800"

}

Example Responses
Status code: 200

Response body of the request for querying the alert list.

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
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"message" : "Error message”,
"total" : 41,

"limit" : 2,

"offset" : 1,

'success" : true,
'data" : [ {
"data_object" : {
"version" : "1.0",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
2
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description” : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : {},
"network_list" : [ {
"direction" : {
"IN" 2 null
b

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
b
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"
%
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"verification_state" : "*Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; *Closed**: Closed. The default value is **Open**.",

"sla" : "2021-01-30T23:00:00Z+0800",

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"alert_list" : [ "909494e3-558e-46b6-a9eb-07a8e18cab62f", "909494e3-558e-46b6-a9eb-07a8e18cab2f" 1,

"incident_list" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f", "909494e3-558e-46b6-
a9eb-07a8e18cab62f" ],

"indicator_list" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f", "909494e3-558e-46b6-
a9eb-07a8e18cab62f" ],

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%
"system_info" : { },

"process" : [ {

"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

1

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"

11

"file_info" : [ {

“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"

1

"labels" : "MyXXX",

"origin_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",

"ttd" 1 1,

"ttt 1,

"is_auto_closed" : "Manual",

"system_alert_table" : { },

"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",

"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18ca620"

%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"id" : "MyXXX",
"version" : 123,
"format_version" : 123,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX"
}
]
}
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SDK Sample Code

Java

The SDK sample code is as follows.

Query the alert list. Time range: January 20, 2024 to January 26, 2024. Alert
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util ArrayList;

public class ListAlertsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ListAlertsRequest request = new ListAlertsRequest();

request.withWorkspaceld("{workspace_id}");

DataobjectSearch body = new DataobjectSearch();

List<String> listConditionLogics = new ArrayList<>();

listConditionLogics.add("severity");

listConditionLogics.add("and");
listConditionLogics.add("handle_status");

List<String> listConditionsData = new ArrayList<>();

listConditionsData.add("handle_status");

listConditionsData.add("=");
listConditionsData.add("Open");

List<String> listConditionsData1 = new ArrayList<>();

listConditionsData1.add("severity");

listConditionsData1.add("=");
listConditionsData1.add("Medium");

List<DataobjectSearchConditionConditions> listConditionConditions = new ArrayList<>();

listConditionConditions.add(

new DataobjectSearchConditionConditions()
.withName("severity")
.withData(listConditionsData1)
)
listConditionConditions.add(
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new DataobjectSearchConditionConditions()
.withName("handle_status")
.withData(listConditionsData)

)

DataobjectSearchCondition conditionbody = new DataobjectSearchCondition();

conditionbody.withConditions(listConditionConditions)
.withLogics(listConditionLogics);

body.withCondition(conditionbody);
body.withToDate("2024-01-26T23:59:59.9997+0800");
body.withFromDate("2024-01-20T00:00:00.000Z+0800");
body.withOrder(DataobjectSearch.OrderEnum.fromValue("DESC"));
body.withSortBy("create_time");

body.withOffset(0);

body.withLimit(10);

request.withBody(body);

try {

ListAlertsResponse response = client.listAlerts(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

Query the alert list. Time range: January 20, 2024 to January 26, 2024. Alert
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListAlertsRequest()
request.workspace_id = "{workspace_id}"
listLogicsCondition = [
"severity",
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Go

"and",
"handle_status"
]
listDataConditions = [
"handle_status",
"Open"
]
listDataConditions1 = [
"severity",
"Medium"
]
listConditionsCondition = [
DataobjectSearchConditionConditions(
name="severity",
data=listDataConditions1
),
DataobjectSearchConditionConditions(
name="handle_status",
data=listDataConditions
)
]
conditionbody = DataobjectSearchCondition(
conditions=listConditionsCondition,
logics=listLogicsCondition
)
request.body = DataobjectSearch(
condition=conditionbody,
to_date="2024-01-26T23:59:59.999Z+0800",
from_date="2024-01-20T00:00:00.000Z+0800",
order="DESC",
sort_by="create_time",
offset=0,
limit=10
)
response = client.list_alerts(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Query the alert list. Time range: January 20, 2024 to January 26, 2024. Alert
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

Issue 10 (2025-06-24) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 30



SecMaster
API Reference 4 API

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListAlertsRequest{}
request.Workspaceld = "{workspace_id}"
var listLogicsCondition = []string{
"severity",
"and",
"handle_status",
}
var listDataConditions = []string{
"handle_status",
"Open",
}
var listDataConditions1 = []string{
"severity",
"Medium",
}
nameConditions:= "severity"
nameConditions1:= "handle_status"
var listConditionsCondition = [Jmodel.DataobjectSearchConditionConditions{
{
Name: &nameConditions,
Data: &listDataConditions1,
b
{
Name: &nameConditions1,
Data: &listDataConditions,
by

conditionbody := &model.DataobjectSearchCondition{

Conditions: &listConditionsCondition,

Logics: &listLogicsCondition,
}
toDateDataobjectSearch:= "2024-01-26T23:59:59.999Z+0800"
fromDateDataobjectSearch:= "2024-01-20T00:00:00.000Z+0800"
orderDataobjectSearch:= model.GetDataobjectSearchOrderEnum().DESC
sortByDataobjectSearch:= "create_time"
offsetDataobjectSearch:= int32(0)
limitDataobjectSearch:= int32(10)
request.Body = &model.DataobjectSearch{

Condition: conditionbody,

ToDate: &toDateDataobjectSearch,

FromDate: &fromDateDataobjectSearch,

Order: &orderDataobjectSearch,

SortBy: &sortByDataobjectSearch,

Offset: &offsetDataobjectSearch,

Limit: &limitDataobjectSearch,

}
response, err := client.ListAlerts(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}

}
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More

Status Codes

Error Codes

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Description

Code

200 Response body of the request for querying the alert list.
400 Response body for an alert list query error.

See Error Codes.

4.1.2 Creating an Alert

Function

This API is used to create an alert.

Calling Method
For details, see Calling APIs.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/alerts

Table 4-25 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.
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Request Parameters

Table 4-26 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type

Yes

String

Content type.

Table 4-27 Request body parameters

Parameter Mandatory Type Description
data_object Yes Alert object Alert entity information.
Table 4-28 Alert

Parameter Mandatory Type Description

version No String Version of the data source of
an alert. The value must be
one officially released by the
SSA service.

id No String Unique identifier of an
incident. The value is in UUID
format and can contain a
maximum of 36 characters.

domain_id No String ID of the account (domain_id)
to whom the data is delivered
and hosted.

region_id No String ID of the region where the
account to whom the data is
delivered and hosted.

workspace_id | No String ID of the current workspace.

labels No String Tag (display only).

environment No environment | Coordinates of the

object environment where the alert

was generated.
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Parameter

Mandatory

Type

Description

data_source

No

data_source
object

Data source reported for the
first time.

first_observed
_time

No

String

First discovery time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

last_observed
_time

No

String

Latest discovery time, in the
ISO 8601 format of "YYYY-
MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

create_time

No

String

Recording time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

arrive_time

No

String

Receiving time, in the I1SO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

title

No

String

Alert title.

description

No

String

Alert description.

source_url

No

String

Alert URL, which points to the
page of the current incident
description in the data source
product.

count

No

Integer

Incident occurrences.
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Parameter

Mandatory

Type

Description

confidence

No

Integer

Incident confidence.
Confidence is used to illustrate
the accuracy of an identified
behavior or problem.

Value range: 0 to 100. 0
indicates that the confidence
is 0%, and 100 indicates that
the confidence is 100%.

severity

No

String

Severity level. Value range:
Tips | Low | Medium | High |
Fatal

Note:
0: Tips. No threats are found.

1: Low. No actions are
required for the threat.

2: Medium. The threat needs
to be handled but is not
urgent.

3: High. The threat must be
handled preferentially.

4: Fatal. The threat must be

handled immediately to
prevent further damage.

criticality

No

Integer

Criticality, which specifies the
importance level of the
resources involved in an
incident.

Value range: 0 to 100. 0
indicates that the resource is
not critical, and 100 indicates
that the resource is critical.

alert_type

No

alert_type
object

Alert classification. For details,
see the Alert Type Definition.

network_list

No

Array of
network_list
objects

Network information.

resource_list

No

Array of
resource_list
objects

Affected resources.

remediation

No

remediation
object

Remedy measure.
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Parameter

Mandatory

Type

Description

verification_st
ate

No

String

Event verification status,
which identifies the accuracy
of the incident. The options
are as follows:

Unknown: The incident is
unknown.

True_Positive: The incident is
confirmed.

False_Positive: The incident is
a false positive.

The default value is
Unknown.

handle_status

No

String

Incident handling status. The
options are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

No

Integer

Closure time: The deadline by
which the incident must be
resolved. Unit: hour.

update_time

No

String

Update time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

close_time

No

String

Closure time, in the 1SO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.
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Parameter Mandatory Type Description
ipdrr_phase No String Period/Handling phase No.
Preparation: Preparation
stage. Detection and
Analysis: Detection and
analysis stage. Contain,
Eradication& Recovery:
Containment, eradication, and
recovery stage. Post-Incident-
Activity: Post-incident activity
stage.
simulation No String Debugging field.
actor No String Alert investigator.
owner No String Owner and service owner.
creator No String Creator.
close_reason No String Closure reason.
False detection
Resolved
Repeated
Other
close_comme | No String Comment for the closure.
nt
malware No malware Malware.
object
system_info No Object System information.
process No Array of Process information.
process
objects
user_info No Array of User information.
user_info
objects
file_info No Array of File information.
file_info
objects
system_alert_t | No Object Layout fields in the alert list.

able
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Table 4-29 environment

Parameter Mandatory Type Description

vendor_type No String Environment provider.

domain_id No String Account ID.

region_id No String Region ID. global is returned
for global services.

cross_workspa | No String Source workspace ID before

ce_id data delivery. In the source
workspace, the value is null.
After data delivery, the value
is the ID of the delegated user.

project_id No String Project ID. The default value is
null for global services.

Table 4-30 data_source

Parameter Mandatory Type Description

source_type No Integer Data source type. The options
are as follows:
1: Cloud service
2: Third-party product
3: Private product

domain_id No String Account ID to which the data
source product belongs.

project_id No String ID of the project to which the
data source product belongs.

region_id No String Region where the data source
product is located. For details
about the value range, see
"Regions and Endpoints".

company_na No String Name of the company to

me which the data source product
belongs.

product_name | No String Name of the data source
product.

product_featu | No String Name of the feature of the

re product that detects the
incident.

product_mod | No String Threat detection model list.

ule
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Table 4-31 alert_type

Parameter Mandatory Type Description

category No String Category.

alert_type No String Alert type.

Table 4-32 network_list

Parameter Mandatory Type Description

direction No String Direction. The value can be IN
or OUT.

protocol No String Protocol, including Layer 7
and Layer 4 protocols.
Reference: IANA registered
name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml

src_ip No String Source IP address.

src_port No Integer Source port. Value range: 0 -
65535.

src_domain No String Source domain name.

src_geo No src_geo Geographical location of the

object source |IP address.

dest_ip No String Destination IP address.

dest_port No String Destination port. Value range:
0 to 65535.

dest_domain No String Destination domain name.

dest_geo No dest_geo Geographical location of the

object destination IP address.
Table 4-33 src_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 39



SecMaster

API| Reference 4 API

Parameter Mandatory Type Description

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-34 dest_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-35 resource_list

Parameter Mandatory Type Description

id No String Cloud service resource ID.

name No String Resource name.

type No String Resource type, which is the
same as the type field in the
RMS service.

provider No String Cloud service name, which is
the same as the provider field
in the RMS service.

region_id No String Region. Enter the value based
on the cloud region ID.

domain_id No String ID of the account to which the
resource belongs, in UUID
format.

project_id No String ID of the project to which the
resource belongs, in UUID
format.

ep_id No String Enterprise project ID.

ep_name No String Enterprise project name.
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Parameter Mandatory Type Description
tags No String Resource tags.
1. A maximum of 50 key-
value pairs are supported.
2. The value can contain a
maximum of 255
characters, including letters,
digits, spaces, and special
characters (+, -, =, .,
- :l /I@)'
Table 4-36 remediation
Parameter Mandatory Type Description
recommendat | No String Recommended solution.
ion
url No String URL, which points to the
general handling details for
the incident. The URL must be
accessible from the public
network with no credentials
required.
Table 4-37 malware
Parameter Mandatory Type Description
malware_fami | No String Malicious family.
ly
malware_class | No String Malware classification.
Table 4-38 process
Parameter Mandatory Type Description
process_name | No String Process name.
process_path | No String Path of the process execution
file.
process_pid No Integer Process ID.
process_uid No Integer User ID associated with the

process.
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Parameter Mandatory Type Description

process_cmdli | No String Process command line.

ne

process_paren | No String Parent process name.

t_name

process_paren | No String Path of the parent process

t_path execution file.

process_paren | No Integer Parent process ID.

t_pid

process_paren | No Integer User ID associated with the

t_uid parent process.

process_paren | No String Parent process command line.

t_cmdline

process_child_ | No String Subprocess name.

name

process_child_ | No String Path of the subprocess

path execution file.

process_child_ | No Integer Subprocess ID.

pid

process_child_ | No Integer User ID associated with the

uid subprocess.

process_child_ | No String Subprocess command line.

cmdline

process_launc | No String Process start time. The format

he_time is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.

process_termi | No String Process end time. The format

nate_time

is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.
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Table 4-39 user_info

Parameter Mandatory Type Description
user_id No String User ID (UID).
user_name No String Username.

Table 4-40 file_info
Parameter Mandatory Type Description
file_path No String File path/name.
file_content No String File content.
file_new_path | No String New file path/name.
file_hash No String File hash value.
file_md>5 No String File MD5 value.
file_sha256 No String SHA256 value of the file.
file_attr No String File attributes.

Response Parameters

Status code: 200

Table 4-41 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-42 Response body parameters

Parameter Type Description

code String Error code.
message String Error message.
data AlertDetail object | Alert details object.
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Table 4-43 AlertDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Alert object

Alert entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

type String Data type.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.

Table 4-44 Alert

Parameter Type Description

version String Version of the data source of an alert.
The value must be one officially
released by the SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to

whom the data is delivered and
hosted.
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region_id String ID of the region where the account to
whom the data is delivered and
hosted.
workspace_id String ID of the current workspace.
labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the alert was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the 1ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Alert title.

description

String

Alert description.

source_url

String

Alert URL, which points to the page of
the current incident description in the
data source product.

count

Integer

Incident occurrences.

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 45



SecMaster
API Reference

4 API

Parameter

Type

Description

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality

Integer

Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

alert_type

alert_type object

Alert classification. For details, see the
Alert Type Definition.

network_list

Array of
network_list
objects

Network information.

resource_list

Array of
resource_list
objects

Affected resources.

remediation

remediation
object

Remedy measure.
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Parameter Type Description

verification_state String Event verification status, which
identifies the accuracy of the incident.
The options are as follows:
Unknown: The incident is unknown.
True_Positive: The incident is
confirmed.
False_Positive: The incident is a false
positive.
The default value is Unknown.

handle_status String Incident handling status. The options
are as follows:
Open: Default status.
Block
Closed
The default value is Open.

sla Integer Closure time: The deadline by which
the incident must be resolved. Unit:
hour.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time String Closure time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase String Period/Handling phase No.
Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation String Debugging field.

actor String Alert investigator.

owner String Owner and service owner.
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Parameter Type Description
creator String Creator.
close_reason String Closure reason.
False detection
Resolved
Repeated
Other
close_comment String Comment for the closure.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

system_alert_tabl
e

Object

Layout fields in the alert list.

Table 4-45 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-46 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:
1: Cloud service
2: Third-party product
3: Private product
domain_id String Account ID to which the data source
product belongs.
project_id String ID of the project to which the data
source product belongs.
region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".
company_name String Name of the company to which the
data source product belongs.
product_name String Name of the data source product.
product_feature String Name of the feature of the product
that detects the incident.
product_module String Threat detection model list.

Table 4-47 alert_type

Parameter Type Description
category String Category.
alert_type String Alert type.
Table 4-48 network_list
Parameter Type Description
direction String Direction. The value can be IN or OUT.
protocol String Protocol, including Layer 7 and Layer 4

protocols.
Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-49 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO
3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-50 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-51 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which is the same as
the type field in the RMS service.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special
characters (+, -, =, ., _, ;, /,@).

Table 4-52 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-53 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-54 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description

process_launche_t | String Process start time. The format is ISO

ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

process_terminate | String Process end time. The format is ISO

_time 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-55 user_info

Parameter Type Description

user_id String User ID (UID).

user_name String Username.

Table 4-56 file_info

Parameter Type Description

file_path String File path/name.

file_content String File content.

file_new_path String New file path/name.

file_hash String File hash value.

file_md>5 String File MD5 value.

file_sha256 String SHA256 value of the file.

file_attr String File attributes.

Table 4-57 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can

contain a maximum of 36 characters.
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Parameter Type

Description

name String

Data class name.

Status code: 400

Table 4-58 Response header parameters

Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-59 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Create an alert. Set the alert name to MyXXX, Tag to MyXXX, URL to http://xxx,

number of occurrence times to 4, confidence to 4, and severity to tips.

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
%

"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",

"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"product_name" : "test",

"product_feature" : "test"

}

first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",

"title" : "MyXXX",

"labels" : "MyXXX",

"description" : "This my XXXX",

"source_url" : "http://xxx",

"count" : 4,

"confidence" : 4,

"severity" : "TIPS",

"criticality" : 4,

"alert_type" : {3},
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"network_list" : [ {
"direction" : {
"IN" 2 null
}

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
%
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab62f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "**Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False positive.
The default value is *Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T23:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%
"system_info" : { },

"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

11

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"

11

"file_info" : [ {

“file_path" : "MyXXX",
"file_content" : "MyXXX",
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“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
jap
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"

Example Responses
Status code: 200

Response body of requests for creating alerts.

"code" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
}
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : {},
"network_list" : [ {
"direction" : {
"IN" : null
}I
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
}I
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1

"resource_list" : [ {
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"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

11

"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "*Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."”
%
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"id" : "MyXXX",
"version" : 123,
"format_version" : 123,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX"
}
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SDK Sample Code

Java

The SDK sample code is as follows.

Create an alert. Set the alert name to MyXXX, Tag to MyXXX, URL to http://xxx,
number of occurrence times to 4, confidence to 4, and severity to tips.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util ArrayList;

public class CreateAlertSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

CreateAlertRequest request = new CreateAlertRequest();

request.withWorkspaceld("{workspace_id}");

CreateAlertRequestBody body = new CreateAlertRequestBody();

List<AlertFileInfo> listDataObjectFilelnfo = new ArrayList<>();

listDataObjectFileInfo.add(

new AlertFilelnfo()
.withFilePath("MyXXX")
.withFileContent("MyXXX")
.withFileNewPath("MyXXX")
withFileHash ("MyXXX")
.withFileMd5 ("MyXXX")
withFileSha256 ("MyXXX")
withFileAttr("MyXXX")

)

List<AlertUserInfo> listDataObjectUserInfo = new ArrayList<>();

listDataObjectUserInfo.add(

new AlertUserInfo()
.withUserld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
withUserName ("MyXXX")
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List<AlertProcess> listDataObjectProcess = new ArrayList<>();
listDataObjectProcess.add(
new AlertProcess()
.withProcessName ("MyXXX")
.withProcessPath ("MyXXX")
.withProcessPid(123)
.withProcessUid(123)
.withProcessCmdline ("MyXXX")
)
AlertMalware malwareDataObject = new AlertMalware();
malwareDataObject.withMalwareFamily ("family")
.withMalwareClass("Malicious memory occupation.");
AlertRemediation remediationDataObject = new AlertRemediation();
remediationDataObject.withRecommendation ("MyXXX")
withUrl("MyXXX");
List<AlertResourceList> listDataObjectResourceList = new ArrayList<>();
listDataObjectResourcelList.add(
new AlertResourceList()
.withld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withName ("MyXXX")
withType ("MyXXX")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withEpld("909494e3-558e-46b6-a%eb-07a8e18cab2f")
.withEpName ("MyXXX")
.withTags("909494e3-558e-46b6-a9eb-07a8e18ca62f")
)
AlertDestGeo destGeoNetworkList = new AlertDestGeo();
destGeoNetworkList.withLatitude(java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
AlertSrcGeo srcGeoNetworkList = new AlertSrcGeo();
srcGeoNetworkList.withLatitude (java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
List<AlertNetworkList> listDataObjectNetworkList = new ArrayList<>();
listDataObjectNetworkList.add(
new AlertNetworkList()
.withDirection(AlertNetworkList.DirectionEnum.fromValue("{}"))
.withProtocol("TCP")
.withSrclp("192.168.0.1")
.withSrcPort(1)
.withSrcDomain ("xxx"
.withSrcGeo(srcGeoNetworkList)
.withDestIp("192.168.0.1")
.withDestPort("1")
.withDestDomain("xxx"
.withDestGeo(destGeoNetworkList)
)
AlertDataSource dataSourceDataObject = new AlertDataSource();
dataSourceDataObject.withSourceType(3)
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProductName("test")
.withProductFeature("test");
AlertEnvironment environmentDataObject = new AlertEnvironment();
environmentDataObject.withVendorType ("MyXXX")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
Alert dataObjectbody = new Alert();
dataObjectbody.withVersion("1.0")
.withld("909494e3-558e-46b6-a9eb-07a8e18cab2f")
.withWorkspaceld("909494e3-558e-46b6-a9eb-07a8e18ca620")
withLabels("MyXXX")
.withEnvironment(environmentDataObject)
.withDataSource(dataSourceDataObject)
.withFirstObservedTime("2021-01-30T23:00:00Z+0800")
.withLastObservedTime("2021-01-30T23:00:00Z+0800")
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.withCreateTime("2021-01-30T23:00:00Z+0800")
.withArriveTime("2021-01-30T23:00:00Z+0800")
withTitle("MyXXX")
.withDescription("This my XXXX")
.withSourceUrl("http://xxx")
.withCount(4)
.withConfidence(4)
.withSeverity (Alert.SeverityEnum.fromValue("TIPS"))
.withCriticality(4)
.withNetworkList(listDataObjectNetworkList)
.withResourcelList(listDataObjectResourceList)
.withRemediation(remediationDataObject)
.withVerificationState (Alert.VerificationStateEnum.fromValue ("**Unknown**: Unknown;
**True_Positive**: Positive; **False_Positive**: False positive. The default value is *Unknown**."))
.withHandleStatus(Alert.HandleStatusEnum.fromValue ("**Open**: Open; **Block**: Pending;
**Closed**: Closed. The default value is **Open**."))
.withSla(60000)
.withUpdateTime("2021-01-30T23:00:00Z+0800")
.withCloseTime("2021-01-30T23:00:00Z+0800")
.withlpdrrPhase(Alert.IpdrrPhaseEnum.fromValue("**Preparation**: Preparation stage. **Detection
and Analysis**: Detection and analysis stage. **Contain, Eradication& Recovery**: Containment, eradication,
and recovery stage. **Post-Incident-Activity**: Post-incident activity stage."))
.withSimulation("false")
.withActor("Tom")
withOwner ("MyXXX")
.withCreator ("MyXXX")
.withCloseReason (Alert.CloseReasonEnum.fromValue("False positive; Resolved; Duplicate; Others"))
.withCloseComment("False positive; Resolved; Duplicate; Others")
.withMalware(malwareDataObject)
.withSystemInfo(new Object())
.withProcess(listDataObjectProcess)
.withUserInfo(listDataObjectUserInfo)
.withFileInfo(listDataObjectFileInfo)
.withSystemAlertTable(new Object());
body.withDataObject(dataObjectbody);
request.withBody(body);
try {
CreateAlertResponse response = client.createAlert(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Create an alert. Set the alert name to MyXXX, Tag to MyXXX, URL to http://xxx,
number of occurrence times to 4, confidence to 4, and severity to tips.

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdksecmaster.v2 import *
if _name__=="__main_"
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]
projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateAlertRequest()
request.workspace_id = "{workspace_id}"
listFileInfoDataObject = [

AlertFilelnfo(
file_path="MyXXX",
file_content="MyXXX",
file_new_path="MyXXX",
file_hash="MyXXX",
file_md5="MyXXX",
file_sha256="MyXXX",
file_attr="MyXXX"

)

1
listUserIinfoDataObject = [

AlertUserInfo(
user_id="909494e3-558e-46b6-a9eb-07a8e18cab2f",
user_name="MyXXX"

)

1
listProcessDataObject = [

AlertProcess(
process_name="MyXXX",
process_path="MyXXX",
process_pid=123,
process_uid=123,
process_cmdline="MyXXX"

)

1

malwareDataObject = AlertMalware(
malware_family="family",
malware_class="Malicious memory occupation."

)

remediationDataObject = AlertRemediation(
recommendation="MyXXX",

url="MyXXx"

)
listResourceListDataObject = [

AlertResourcelList(
id="909494e3-558e-46b6-a%eb-07a8e18ca62f",
name="MyXXX",
type="MyXXX",
region_id="909494e3-558e-46b6-a%b-07a8e18cab2f",
domain_id="909494e3-558e-46b6-a9eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
ep_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
ep_name="MyXXX",
tags="909494e3-558e-46b6-a9eb-07a8e18ca62f"

)

1
destGeoNetworkList = AlertDestGeo(
latitude=90,

longitude=180

)

srcGeoNetworkList = AlertSrcGeo(
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latitude=90,
longitude=180
)
listNetworkListDataObject = [
AlertNetworkList(
direction="{}",
protocol="TCP",
src_ip="192.168.0.1",
src_port=1,
src_domain="xxx",
src_geo=srcGeoNetworkList,
dest_ip="192.168.0.1",
dest_port="1",
dest_domain="xxx",
dest_geo=destGeoNetworkList
)
]
dataSourceDataObject = AlertDataSource(
source_type=3,
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
product_name="test",
product_feature="test"
)
environmentDataObject = AlertEnvironment(
vendor_type="MyXXX",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f"

)
dataObjectbody = Alert(

version="1.0",

id="909494e3-558e-46b6-a%eb-07a8e18cab62f",

workspace_id="909494e3-558e-46b6-a9eb-07a8e18ca620",

labels="MyXXX",

environment=environmentDataObject,

data_source=dataSourceDataObject,

first_observed_time="2021-01-30T23:00:00Z+0800",

last_observed_time="2021-01-30T23:00:00Z+0800",

create_time="2021-01-30T23:00:00Z+0800",

arrive_time="2021-01-30T23:00:00Z+0800",

title="MyXXX",

description="This my XXXX",

source_url="http://xxx",

count=4,

confidence=4,

severity="TIPS",

criticality=4,

network_list=listNetworkListDataObject,

resource_list=listResourceListDataObject,

remediation=remediationDataObject,

verification_state="**Unknown**: Unknown; *True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

handle_status="**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is
**open**vu’

sla=60000,

update_time="2021-01-30T23:00:00Z+0800",

close_time="2021-01-30T23:00:00Z+0800",

ipdrr_phase="**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

simulation="false",

actor="Tom",

owner="MyXXX",

creator="MyXxXX",

close_reason="False positive; Resolved; Duplicate; Others",

close_comment="False positive; Resolved; Duplicate; Others",

malware=malwareDataObject,
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system_info={3},
process=listProcessDataObject,
user_info=listUserInfoDataObject,
file_info=listFileInfoDataObject,
system_alert_table={}

)

request.body = CreateAlertRequestBody(
data_object=dataObjectbody

)

response = client.create_alert(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

Create an alert. Set the alert name to MyXXX, Tag to MyXXX, URL to http://xxx,
number of occurrence times to 4, confidence to 4, and severity to tips.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateAlertRequest{}
request.Workspaceld = "{workspace_id}"
filePathFilelnfo:= "MyXXX"
fileContentFilelnfo:= "MyXXX"
fileNewPathFilelnfo:= "MyXXX"
fileHashFilelnfo:= "MyXXX"
fileMd5Filelnfo:= "MyXXX"
fileSha256Filelnfo:= "MyXXX"
fileAttrFileInfo:= "MyXXX"
var listFileInfoDataObject = [Jmodel.AlertFilelnfo{
{
FilePath: &filePathFilelnfo,
FileContent: &fileContentFilelnfo,
FileNewPath: &fileNewPathFilelnfo,
FileHash: &fileHashFilelnfo,
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FileMd5: &fileMd5Filelnfo,
FileSha256: &fileSha256Filelnfo,
FileAttr: &fileAttrFilelnfo,
by
}
userldUserInfo:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
userNameUserInfo:= "MyXXX"
var listUserInfoDataObject = [Jmodel.AlertUserInfo{
{
Userld: &userldUserInfo,
UserName: &userNameUserInfo,
by
}
processNameProcess:= "MyXXX"
processPathProcess:= "MyXXX"
processPidProcess:= int32(123)
processUidProcess:= int32(123)
processCmdlineProcess:= "MyXXX"
var listProcessDataObject = [Jmodel.AlertProcess{
{
ProcessName: &processNameProcess,
ProcessPath: &processPathProcess,
ProcessPid: &processPidProcess,
ProcessUid: &processUidProcess,
ProcessCmdline: &processCmdlineProcess,
by
}
malwareFamilyMalware:= "family"
malwareClassMalware:= "Malicious memory occupation."
malwareDataObject := &model.AlertMalware{
MalwareFamily: &malwareFamilyMalware,
MalwareClass: &malwareClassMalware,
}
recommendationRemediation:= "MyXXX"
urlRemediation:= "MyXXX"
remediationDataObject := &model.AlertRemediation{
Recommendation: &recommendationRemediation,
Url: &urlRemediation,
}
idResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
nameResourceList:= "MyXXX"
typeResourceList:= "MyXXX"
regionldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
domainldResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldResourceList:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
epldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
epNameResourceList:= "MyXXX"
tagsResourceList:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
var listResourceListDataObject = [Jmodel.AlertResourceList{
{
Id: &idResourceList,
Name: &nameResourcelList,
Type: &typeResourcelist,
Regionld: &regionldResourcelList,
Domainld: &domainldResourcelist,
Projectld: &projectldResourcelList,
Epld: &epldResourcelList,
EpName: &epNameResourcelList,
Tags: &tagsResourcelist,
by
}
latitudeDestGeo:= float32(90)
longitudeDestGeo:= float32(180)
destGeoNetworkList := &model.AlertDestGeo{
Latitude: &latitudeDestGeo,
Longitude: &longitudeDestGeo,
}
latitudeSrcGeo:= float32(90)
longitudeSrcGeo:= float32(180)
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srcGeoNetworkList := &model. AlertSrcGeo{
Latitude: &latitudeSrcGeo,
Longitude: &longitudeSrcGeo,
}
directionNetworkList:= model.GetAlertNetworkListDirectionEnum().{}
protocolNetworkList:= "TCP"
srclpNetworkList:= "192.168.0.1"
srcPortNetworkList:= int32(1)
srcDomainNetworkList:= "xxx"
destIpNetworkList:= "192.168.0.1"
destPortNetworkList:= "1"
destDomainNetworkList:= "xxx"
var listNetworkListDataObject = [Jmodel. AlertNetworkList{
{
Direction: &directionNetworkList,
Protocol: &protocolNetworkList,
Srclp: &srclpNetworkList,
SrcPort: &srcPortNetworkList,
SrcDomain: &srcDomainNetworkList,
SrcGeo: srcGeoNetworkList,
Destlp: &destlpNetworkList,
DestPort: &destPortNetworkList,
DestDomain: &destDomainNetworkList,
DestGeo: destGeoNetworkList,
by
}
sourceTypeDataSource:= int32(3)
domainldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldDataSource:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldDataSource:= "909494e3-558e-46b6-a9%eb-07a8e18cab62f"
productNameDataSource:= "test"
productFeatureDataSource:= "test"
dataSourceDataObject := &model.AlertDataSource{
SourceType: &sourceTypeDataSource,
Domainld: &domainldDataSource,
Projectld: &projectldDataSource,
Regionld: &regionldDataSource,
ProductName: &productNameDataSource,
ProductFeature: &productFeatureDataSource,

vendorTypeEnvironment:= "MyXXX"
domainldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
projectldEnvironment:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
environmentDataObject := &model. AlertEnvironment{

VendorType: &vendorTypeEnvironment,

Domainld: &domainldEnvironment,

Regionld: &regionldEnvironment,

Projectld: &projectldEnvironment,
}
versionDataObject:= "1.0"
idDataObject:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
workspaceldDataObject:= "909494e3-558e-46b6-a9eb-07a8e18ca620"
labelsDataObject:= "MyXXX"
firstObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
lastObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
createTimeDataObject:= "2021-01-30T23:00:00Z+0800"
arriveTimeDataObject:= "2021-01-30T23:00:00Z+0800"
titleDataObject:= "MyXXX"
descriptionDataObject:= "This my XXXX"
sourceUrlDataObject:= "http://xxx"
countDataObject:= int32(4)
confidenceDataObject:= int32(4)
severityDataObject:= model.GetAlertSeverityEnum().TIPS
criticalityDataObject:= int32(4)
verificationStateDataObject:=

model.GetAlertVerificationStateEnum (). **UNKNOWN**_UNKNOWN;_*TRUE_POSITIVE**_POSITIVE;_**FALSE_
POSITIVE**_FALSE_POSITIVE__THE_DEFAULT_VALUE_IS_*UNKNOWN**_

handleStatusDataObject:=
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model.GetAlertHandleStatusEnum (). **OPEN**_OPEN;_**BLOCK**_PENDING;_**CLOSED**_CLOSED__THE_DEFA
ULT_VALUE_IS_**OPEN**_
slaDataObject:= int32(60000)
updateTimeDataObject:= "2021-01-30T23:00:00Z2+0800"
closeTimeDataObject:= "2021-01-30T23:00:00Z+0800"
ipdrrPhaseDataObject:=
model.GetAlertlpdrrPhaseEnum().**PREPARATION**_PREPARATION_STAGE_ **DETECTION_AND_ANALYSIS**_
DETECTION_AND_ANALYSIS_STAGE__*CONTAIN,_ERADICATION&_RECOVERY**_CONTAINMENT,_ERADICATI
ON,_AND_RECOVERY_STAGE__ **POST_INCIDENT_ACTIVITY**_POST_INCIDENT_ACTIVITY_STAGE_
simulationDataObject:= "false"
actorDataObject:= "Tom"
ownerDataObject:= "MyXXX"
creatorDataObject:= "MyXXX"
closeReasonDataObject:=
model.GetAlertCloseReasonEnum().FALSE_POSITIVE;_RESOLVED;_DUPLICATE;_OTHERS
closeCommentDataObject:= "False positive; Resolved; Duplicate; Others"
var systemInfoDataObject interface{} = make(map[string]string)
var systemAlertTableDataObject interface{} = make(map[string]string)
dataObjectbody := &model.Alert{
Version: &versionDataObiject,
Id: &idDataObject,
Workspaceld: &workspaceldDataObiject,
Labels: &labelsDataObject,
Environment: environmentDataObiject,
DataSource: dataSourceDataObiject,
FirstObservedTime: &firstObservedTimeDataObject,
LastObservedTime: &lastObservedTimeDataObject,
CreateTime: &createTimeDataObject,
ArriveTime: &arriveTimeDataObject,
Title: &titleDataObiject,
Description: &descriptionDataObject,
SourceUrl: &sourceUrlDataObiject,
Count: &countDataObject,
Confidence: &confidenceDataObject,
Severity: &severityDataObject,
Criticality: &criticalityDataObiject,
NetworkList: &listNetworkListDataObject,
ResourcelList: &listResourceListDataObject,
Remediation: remediationDataObject,
VerificationState: &verificationStateDataObject,
HandleStatus: &handleStatusDataObject,
Sla: &slaDataObject,
UpdateTime: &updateTimeDataObject,
CloseTime: &closeTimeDataObject,
IpdrrPhase: &ipdrrPhaseDataObject,
Simulation: &simulationDataObject,
Actor: &actorDataObject,
Owner: &ownerDataObject,
Creator: &creatorDataObiject,
CloseReason: &closeReasonDataObject,
CloseComment: &closeCommentDataObject,
Malware: malwareDataObject,
SystemlInfo: &systemInfoDataObject,
Process: &listProcessDataObiject,
UserInfo: &listUserInfoDataObject,
FileInfo: &listFilelInfoDataObject,
SystemAlertTable: &systemAlertTableDataObject,
}
request.Body = &model.CreateAlertRequestBody{
DataObiject: dataObjectbody,
}

response, err := client.CreateAlert(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}
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Status Codes

Error Codes

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Description

Code

200 Response body of requests for creating alerts.

400 Response body for a failed request for creating alerts.

See Error Codes.

4.1.3 Deleting an Alert

Function

This API is used to delete an alert.

Calling Method
For details, see Calling APIs.

URI

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/alerts

Table 4-60 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.
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Request Parameters

Table 4-61 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type

Yes

String

Content type.

Table 4-62 Request body parameters

Parameter Mandatory Type Description
batch_ids No Array of IDs of deleted alerts.
strings

Response Parameters

Status code: 200

Table 4-63 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-64 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data BatchOperateAle | Returned object for batch operation on
rtResult object alerts.
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Table 4-65 BatchOperateAlertResult
Parameter Type Description
error_ids Array of strings Failed IDs.
success_ids Array of strings Succeeded IDs.
Status code: 400
Table 4-66 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-67 Response body parameters
Parameter Type Description
code String Error code.
message String Error description.
Example Requests
Delete the alert whose ID is 909494e3-558e-46b6-a9eb-07a8e18cab21.
"batch_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]
}
Example Responses
Status code: 200
Response body of the request for deleting alerts.
{
"code" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ],
"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab2f" ]
}
}
SDK Sample Code
The SDK sample code is as follows.
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Java

Python

Delete the alert whose ID is 909494e3-558e-46b6-a9eb-07a8e18cab621.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.%;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util.ArrayList;

public class DeleteAlertSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

DeleteAlertRequest request = new DeleteAlertRequest();

request.withWorkspaceld("{workspace_id}");

DeleteAlertRequestBody body = new DeleteAlertRequestBody();

List<String> listbodyBatchlds = new ArrayList<>();

listbodyBatchlds.add("909494e3-558e-46b6-a%eb-07a8e18ca62f");

body.withBatchlds(listbodyBatchlds);

request.withBody(body);

try {

DeleteAlertResponse response = client.deleteAlert(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Delete the alert whose ID is 909494e3-558e-46b6-a9eb-07a8e18cab21.

# coding: utf-8
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Go

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectid)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = DeleteAlertRequest()
request.workspace_id = "{workspace_id}"
listBatchldsbody = [

"909494e3-558e-46b6-a9eb-07a8e18cab2f"
1

request.body = DeleteAlertRequestBody(
batch_ids=listBatchldsbody
)
response = client.delete_alert(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Delete the alert whose ID is 909494e3-558e-46b6-a9eb-07a8e18cab21.
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld (projectld).
Build()
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client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteAlertRequest{}

request.Workspaceld = "{workspace_id}"

var listBatchldsbody = []string{
"909494e3-558e-46b6-a9eb-07a8e18cab2f",

}

request.Body = &model.DeleteAlertRequestBody{
Batchlds: &listBatchldsbody,

}

response, err := client.DeleteAlert(request)

if err == nil {
fmt.Printf("%+v\n", response)

}else {
fmt.Println(err)

}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response body of the request for deleting alerts.

400 Response body of the failed request for deleting alerts.

Error Codes

See Error Codes.

4.1.4 Converting an Alert into an Incident

Function

This API is used to convert alerts into incidents.

Calling Method

For details, see Calling APIs.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/batch-order
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Table 4-68 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-69 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type

Yes

String

Content type.

Table 4-70 Request body parameters

Parameter Mandatory Type Description
ids No Array of IDs of the alerts to be
strings converted into incidents.
incident_cont | No incident_cont | Incident content.
ent ent object
Table 4-71 incident_content
Parameter Mandatory Type Description
title No String Incident name.
incident_type | No incident_type | Incident type.

object

Table 4-72 incident_type

Parameter

Mandatory

Type

Description

id

No

String

Incident type ID.
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Parameter Mandatory Type Description
category No String Parent incident type.
incident_type | No String Child incident type.

Response Parameters

Status code: 200

Table 4-73 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-74 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data BatchOperateAle | Returned object for batch operation on
rtResult object alerts.

Table 4-75 BatchOperateAlertResult

Parameter Type Description
error_ids Array of strings Failed IDs.
success_ids Array of strings Succeeded IDs.

Status code: 400

Table 4-76 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.
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Table 4-77 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Convert an alert into an incident, set Alert ID to 909494e3-558e-46b6-
a9eb-07a8e18cab2f, Incident ID to 909494e3-558e-46b6-a9%eb-07a8e18cab621,
Alert status to Closed, and Mark as Evidence to No.

{
"ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab2f" ],
"incident_content" : {
"title" : "XXX",
"incident_type" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"category" : "DDoS attack",
"incident_type" : "DNS protocol attacks"

Example Responses
Status code: 200

Response body for converting alerts into incidents.

{
"code" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",

"message" : "Error message",
"data" : {
"error_ids" : [ "909494e3-558e-46b6-a%eb-07a8e18ca62f" ],
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

Convert an alert into an incident, set Alert ID to 909494e3-558e-46b6-
a9eb-07a8e18cab62f, Incident ID to 909494e3-558e-46b6-a9eb-07a8e18cab21,
Alert status to Closed, and Mark as Evidence to No.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;
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import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util. ArrayList;

public class CreateBatchOrderAlertsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");
String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();
CreateBatchOrderAlertsRequest request = new CreateBatchOrderAlertsRequest();
request.withWorkspaceld("{workspace_id}");
OrderAlert body = new OrderAlert();
OrderAlertincidentContentIncidentType incidentTypelncidentContent = new

OrderAlertincidentContentincidentType();

Python

Convert an alert into an incident, set Alert ID to 909494e3-558e-46b6-
a9eb-07a8e18cab2f, Incident ID to 909494e3-558e-46b6-a9eb-07a8e18cab21,

incidentTypelncidentContent.withld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withCategory("DDoS attack")
.withIncidentType("DNS protocol attacks");
OrderAlertincidentContent incidentContentbody = new OrderAlertincidentContent();
incidentContentbody.withTitle("XXX")
.withIncidentType(incidentTypelncidentContent);
List<String> listbodylds = new ArrayList<>();
listbodylds.add("909494e3-558e-46b6-a9eb-07a8e18cab2f");
body.withIncidentContent(incidentContentbody);
body.withlds(listbodylds);
request.withBody(body);
try {
CreateBatchOrderAlertsResponse response = client.createBatchOrderAlerts(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Alert status to Closed, and Mark as Evidence to No.

# coding: utf-8

import os
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Go

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateBatchOrderAlertsRequest()
request.workspace_id = "{workspace_id}"
incidentTypelncidentContent = OrderAlertincidentContentincidentType(
id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
category="DDoS attack",
incident_type="DNS protocol attacks"

incidentContentbody = OrderAlertIncidentContent(
title="XXX",
incident_type=incidentTypelncidentContent

)

listldsbody = [
"909494e3-558e-46b6-a9eb-07a8e18cab2f"

]

request.body = OrderAlert(
incident_content=incidentContentbody,
ids=listldsbody

)

response = client.create_batch_order_alerts(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

Convert an alert into an incident, set Alert ID to 909494e3-558e-46b6-
a9eb-07a8e18cab2f, Incident ID to 909494e3-558e-46b6-a9eb-07a8e18cab21,
Alert status to Closed, and Mark as Evidence to No.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateBatchOrderAlertsRequest{}
request.Workspaceld = "{workspace_id}"
idIncidentType:= "909494e3-558e-46b6-a%9eb-07a8e18cab2f"
categorylIncidentType:= "DDoS attack"
incidentTypelncidentType:= "DNS protocol attacks"
incidentTypelncidentContent := &model.OrderAlertincidentContentincidentType{
Id: &idIncidentType,
Category: &categorylncidentType,
IncidentType: &incidentTypelncidentType,
}
titleIncidentContent:= "XXX"
incidentContentbody := &model.OrderAlertincidentContent{
Title: &titleIncidentContent,
IncidentType: incidentTypelncidentContent,

var listldsbody = []string{
"909494e3-558e-46b6-a9eb-07a8e18cab2f",
}

request.Body = &model.OrderAlert{
IncidentContent: incidentContentbody,
Ids: &listldsbody,
}
response, err := client.CreateBatchOrderAlerts(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response body for converting alerts into incidents.

400 Response body for the failed request for converting alerts into
incidents.
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Error Codes

See Error Codes.

4.1.5 Obtain Alert Details

Function

This API is used to obtain alert details.

Calling Method

URI

For details, see Calling APIs.

GET /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/{alert_id}

Table 4-78 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

workspace_id | Yes String Workspace ID.

alert_id Yes String Alert ID.

Request Parameters
Table 4-79 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.
It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type | Yes String Content type.

Response Parameters

Status code: 200
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Table 4-80 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-81 Response body parameters

Parameter Type Description

code String Error code.
message String Error message.
data AlertDetail object | Alert details object.

Table 4-82 AlertDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Alert object

Alert entity information.

dataclass_ref

dataclass_ref

Data class object.

object

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

type String Data type.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.
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Parameter Type Description

workspace_id String ID of the current workspace.

Table 4-83 Alert

Parameter Type Description

version String Version of the data source of an alert.
The value must be one officially
released by the SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to
whom the data is delivered and
hosted.

region_id String ID of the region where the account to
whom the data is delivered and
hosted.

workspace_id String ID of the current workspace.

labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the alert was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.
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Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the 1ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Alert title.

description

String

Alert description.

source_url

String

Alert URL, which points to the page of
the current incident description in the
data source product.

count

Integer

Incident occurrences.

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.
4: Fatal. The threat must be handled

immediately to prevent further
damage.
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Parameter Type Description
criticality Integer Criticality, which specifies the
importance level of the resources
involved in an incident.
Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.
alert_type alert_type object | Alert classification. For details, see the
Alert Type Definition.
network_list Array of Network information.
network_list
objects
resource_list Array of Affected resources.
resource_list
objects
remediation remediation Remedy measure.
object
verification_state | String Event verification status, which
identifies the accuracy of the incident.
The options are as follows:
Unknown: The incident is unknown.
True_Positive: The incident is
confirmed.
False_Positive: The incident is a false
positive.
The default value is Unknown.
handle_status String Incident handling status. The options
are as follows:
Open: Default status.
Block
Closed
The default value is Open.
sla Integer Closure time: The deadline by which
the incident must be resolved. Unit:
hour.
update_time String Update time, in the ISO 8601 format

of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.
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Parameter Type Description

close_time String Closure time, in the 1ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase String Period/Handling phase No.
Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation String Debugging field.

actor String Alert investigator.

owner String Owner and service owner.

creator String Creator.

close_reason String Closure reason.
False detection
Resolved
Repeated
Other

close_comment String Comment for the closure.

malware malware object Malware.

system_info Object System information.

process Array of process Process information.

objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

objects

system_alert_tabl
e

Object

Layout fields in the alert list.
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Table 4-84 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the

value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for
global services.

Table 4-85 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:

1: Cloud service
2: Third-party product
3: Private product

domain_id String Account ID to which the data source
product belongs.

project_id String ID of the project to which the data
source product belongs.

region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".

company_name String Name of the company to which the
data source product belongs.

product_name String Name of the data source product.

product_feature String Name of the feature of the product

that detects the incident.

product_module String Threat detection model list.
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Table 4-86 alert_type

Parameter Type Description

category String Category.

alert_type String Alert type.

Table 4-87 network_list

Parameter Type Description

direction String Direction. The value can be IN or OUT.

protocol String Protocol, including Layer 7 and Layer 4
protocols.
Reference: IANA registered name
https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-88 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-89 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-90 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which is the same as
the type field in the RMS service.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special
characters (+, -, =, ., _, :, /,@).
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Table 4-91 remediation

Parameter Type Description

recommendation | String Recommended solution.

url String URL, which points to the general
handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.

Table 4-92 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-93 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h
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Parameter Type Description

process_child_pid | Integer Subprocess ID.

process_child_uid Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line

process_launche_t | String Process start time. The format is ISO

ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

process_terminate | String Process end time. The format is ISO

_time 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-94 user_info

Parameter Type Description

user_id String User ID (UID).

user_name String Username.

Table 4-95 file_info

Parameter Type Description

file_path String File path/name.

file_content String File content.

file_new_path String New file path/name.

file_hash String File hash value.

file_md>5 String File MD5 value.

file_sha256 String SHA256 value of the file.

file_attr String File attributes.
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Table 4-96 dataclass_ref
Parameter Type Description
id String Unique identifier of a data class. The

value is in UUID format and can
contain a maximum of 36 characters.

name String Data class name.

Status code: 400

Table 4-97 Response header parameters

Parameter Type Description

timestamp-hostname.

X-request-id String Request ID. Format: request_uuid-

Table 4-98 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

None

Example Responses
Status code: 200

Response body for obtaining alert details.

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"

"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
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2
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : "4",
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : {},
"network_list" : [ {

"direction" : {

"IN" 2 null
b

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
%
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "*Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

)

system_info" : { },
"process" : [ {
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"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
h?
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"id" : "MyXXX",
"version" : 11,
"format_version" : 11,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX"
}
}
}

SDK Sample Code

Java

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

public class ShowAlertSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
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Python

.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ShowAlertRequest request = new ShowAlertRequest();
request.withWorkspaceld("{workspace_id}");
request.withAlertld("{alert_id}");

try {

ShowAlertResponse response = client.showAlert(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ShowAlertRequest()
request.workspace_id = "{workspace_id}"
request.alert_id = "{alert_id}"
response = client.show_alert(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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Go

More

Status Codes

Error Codes

package main

import (

)

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ShowAlertRequest{}
request.Workspaceld = "{workspace_id}"
request.Alertld = "{alert_id}"
response, err := client.ShowAlert(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Description

Code

200 Response body for obtaining alert details.

400 Response body for the failed request for obtaining alert details.

See Error Codes.
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4.1.6 Updating an Alert

Function

This APl is used to update alerts based on attribute changes. The update works on
only changed columns.

Calling Method

For details, see Calling APIs.

URI

PUT /v1/{project_id}/workspaces/{workspace_id}/soc/alerts/{alert_id}

Table 4-99 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

workspace_id | Yes String Workspace ID.

alert_id Yes String Alert ID.

Request Parameters
Table 4-100 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.
It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type | Yes String Content type.

Table 4-101 Request body parameters

Parameter Mandatory Type Description

batch_ids No Array of IDs of updated alerts.
strings

data_object No Alert object Alert entity information.
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Table 4-102 Alert

Parameter

Mandatory

Type

Description

version

No

String

Version of the data source of
an alert. The value must be
one officially released by the
SSA service.

No

String

Unique identifier of an
incident. The value is in UUID
format and can contain a
maximum of 36 characters.

domain_id

No

String

ID of the account (domain_id)
to whom the data is delivered
and hosted.

region_id

No

String

ID of the region where the
account to whom the data is
delivered and hosted.

workspace_id

No

String

ID of the current workspace.

labels

No

String

Tag (display only).

environment

No

environment
object

Coordinates of the
environment where the alert
was generated.

data_source

No

data_source
object

Data source reported for the
first time.

first_observed
_time

No

String

First discovery time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

last_observed
_time

No

String

Latest discovery time, in the
ISO 8601 format of "YYYY-
MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.
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Parameter

Mandatory

Type

Description

create_time

No

String

Recording time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

arrive_time

No

String

Receiving time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

title

No

String

Alert title.

description

No

String

Alert description.

source_url

No

String

Alert URL, which points to the
page of the current incident
description in the data source
product.

count

No

Integer

Incident occurrences.

confidence

No

Integer

Incident confidence.
Confidence is used to illustrate
the accuracy of an identified
behavior or problem.

Value range: 0 to 100. 0
indicates that the confidence
is 0%, and 100 indicates that
the confidence is 100%.
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Parameter Mandatory Type Description
severity No String Severity level. Value range:
Tips | Low | Medium | High |
Fatal
Note:
0: Tips. No threats are found.
1: Low. No actions are
required for the threat.
2: Medium. The threat needs
to be handled but is not
urgent.
3: High. The threat must be
handled preferentially.
4. Fatal. The threat must be
handled immediately to
prevent further damage.
criticality No Integer Criticality, which specifies the
importance level of the
resources involved in an
incident.
Value range: 0 to 100. 0
indicates that the resource is
not critical, and 100 indicates
that the resource is critical.
alert_type No alert_type Alert classification. For details,
object see the Alert Type Definition.
network_list No Array of Network information.
network_list
objects
resource_list No Array of Affected resources.
resource_list
objects
remediation No remediation | Remedy measure.
object
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Parameter

Mandatory

Type

Description

verification_st
ate

No

String

Event verification status,
which identifies the accuracy
of the incident. The options
are as follows:

Unknown: The incident is
unknown.

True_Positive: The incident is
confirmed.

False_Positive: The incident is
a false positive.

The default value is
Unknown.

handle_status

No

String

Incident handling status. The
options are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

No

Integer

Closure time: The deadline by
which the incident must be
resolved. Unit: hour.

update_time

No

String

Update time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

close_time

No

String

Closure time, in the 1SO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.
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Parameter Mandatory Type Description
ipdrr_phase No String Period/Handling phase No.
Preparation: Preparation
stage. Detection and
Analysis: Detection and
analysis stage. Contain,
Eradication& Recovery:
Containment, eradication, and
recovery stage. Post-Incident-
Activity: Post-incident activity
stage.
simulation No String Debugging field.
actor No String Alert investigator.
owner No String Owner and service owner.
creator No String Creator.
close_reason No String Closure reason.
False detection
Resolved
Repeated
Other
close_comme | No String Comment for the closure.
nt
malware No malware Malware.
object
system_info No Object System information.
process No Array of Process information.
process
objects
user_info No Array of User information.
user_info
objects
file_info No Array of File information.
file_info
objects
system_alert_t | No Object Layout fields in the alert list.

able

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 100



SecMaster
API Reference

4 API

Table 4-103 environment

Parameter Mandatory Type Description

vendor_type No String Environment provider.

domain_id No String Account ID.

region_id No String Region ID. global is returned
for global services.

cross_workspa | No String Source workspace ID before

ce_id data delivery. In the source
workspace, the value is null.
After data delivery, the value
is the ID of the delegated user.

project_id No String Project ID. The default value is
null for global services.

Table 4-104 data_source

Parameter Mandatory Type Description

source_type No Integer Data source type. The options
are as follows:
1: Cloud service
2: Third-party product
3: Private product

domain_id No String Account ID to which the data
source product belongs.

project_id No String ID of the project to which the
data source product belongs.

region_id No String Region where the data source
product is located. For details
about the value range, see
"Regions and Endpoints".

company_na No String Name of the company to

me which the data source product
belongs.

product_name | No String Name of the data source
product.

product_featu | No String Name of the feature of the

re product that detects the
incident.

product_mod | No String Threat detection model list.

ule
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Table 4-105 alert_type

Parameter Mandatory Type Description

category No String Category.

alert_type No String Alert type.

Table 4-106 network_list

Parameter Mandatory Type Description

direction No String Direction. The value can be IN
or OUT.

protocol No String Protocol, including Layer 7
and Layer 4 protocols.
Reference: IANA registered
name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml

src_ip No String Source IP address.

src_port No Integer Source port. Value range: 0 -
65535.

src_domain No String Source domain name.

src_geo No src_geo Geographical location of the

object source |IP address.

dest_ip No String Destination IP address.

dest_port No String Destination port. Value range:
0 to 65535.

dest_domain No String Destination domain name.

dest_geo No dest_geo Geographical location of the

object destination IP address.
Table 4-107 src_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.
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Parameter Mandatory Type Description

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-108 dest_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-109 resource_list

Parameter Mandatory Type Description

id No String Cloud service resource ID.

name No String Resource name.

type No String Resource type, which is the
same as the type field in the
RMS service.

provider No String Cloud service name, which is
the same as the provider field
in the RMS service.

region_id No String Region. Enter the value based
on the cloud region ID.

domain_id No String ID of the account to which the
resource belongs, in UUID
format.

project_id No String ID of the project to which the
resource belongs, in UUID
format.

ep_id No String Enterprise project ID.

ep_name No String Enterprise project name.
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Parameter Mandatory Type Description
tags No String Resource tags.
1. A maximum of 50 key-
value pairs are supported.
2. The value can contain a
maximum of 255
characters, including letters,
digits, spaces, and special
characters (+, -, =, .,
- :l /I@)'
Table 4-110 remediation
Parameter Mandatory Type Description
recommendat | No String Recommended solution.
ion
url No String URL, which points to the
general handling details for
the incident. The URL must be
accessible from the public
network with no credentials
required.
Table 4-111 malware
Parameter Mandatory Type Description
malware_fami | No String Malicious family.
ly
malware_class | No String Malware classification.
Table 4-112 process
Parameter Mandatory Type Description
process_name | No String Process name.
process_path | No String Path of the process execution
file.
process_pid No Integer Process ID.
process_uid No Integer User ID associated with the

process.
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Parameter Mandatory Type Description

process_cmdli | No String Process command line.

ne

process_paren | No String Parent process name.

t_name

process_paren | No String Path of the parent process

t_path execution file.

process_paren | No Integer Parent process ID.

t_pid

process_paren | No Integer User ID associated with the

t_uid parent process.

process_paren | No String Parent process command line.

t_cmdline

process_child_ | No String Subprocess name.

name

process_child_ | No String Path of the subprocess

path execution file.

process_child_ | No Integer Subprocess ID.

pid

process_child_ | No Integer User ID associated with the

uid subprocess.

process_child_ | No String Subprocess command line.

cmdline

process_launc | No String Process start time. The format

he_time is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.

process_termi | No String Process end time. The format

nate_time

is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.
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Table 4-113 user_info

Parameter Mandatory Type Description
user_id No String User ID (UID).
user_name No String Username.

Table 4-114 file_info
Parameter Mandatory Type Description
file_path No String File path/name.
file_content No String File content.
file_new_path | No String New file path/name.
file_hash No String File hash value.
file_md>5 No String File MD5 value.
file_sha256 No String SHA256 value of the file.
file_attr No String File attributes.

Response Parameters

Status code: 200

Table 4-115 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-116 Response body parameters

Parameter Type Description

code String Error code.
message String Error message.
data AlertDetail object | Alert details object.
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Table 4-117 AlertDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Alert object

Alert entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

type String Data type.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.

Table 4-118 Alert

Parameter Type Description

version String Version of the data source of an alert.
The value must be one officially
released by the SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to

whom the data is delivered and
hosted.
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region_id String ID of the region where the account to
whom the data is delivered and
hosted.
workspace_id String ID of the current workspace.
labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the alert was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the 1ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Alert title.

description

String

Alert description.

source_url

String

Alert URL, which points to the page of
the current incident description in the
data source product.

count

Integer

Incident occurrences.
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Parameter Type Description

confidence Integer Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity String Severity level. Value range: Tips | Low |
Medium | High | Fatal
Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality Integer Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

alert_type alert_type object | Alert classification. For details, see the
Alert Type Definition.
network_list Array of Network information.
network_list
objects
resource_list Array of Affected resources.
resource_list
objects
remediation remediation Remedy measure.
object
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Parameter Type Description

verification_state String Event verification status, which
identifies the accuracy of the incident.
The options are as follows:
Unknown: The incident is unknown.
True_Positive: The incident is
confirmed.
False_Positive: The incident is a false
positive.
The default value is Unknown.

handle_status String Incident handling status. The options
are as follows:
Open: Default status.
Block
Closed
The default value is Open.

sla Integer Closure time: The deadline by which
the incident must be resolved. Unit:
hour.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time String Closure time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase String Period/Handling phase No.
Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation String Debugging field.

actor String Alert investigator.

owner String Owner and service owner.
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Parameter Type Description
creator String Creator.
close_reason String Closure reason.
False detection
Resolved
Repeated
Other
close_comment String Comment for the closure.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

system_alert_tabl
e

Object

Layout fields in the alert list.

Table 4-119 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-120 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:

1: Cloud service
2: Third-party product
3: Private product

domain_id String Account ID to which the data source
product belongs.

project_id String ID of the project to which the data
source product belongs.

region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".

company_name String Name of the company to which the
data source product belongs.

product_name String Name of the data source product.

product_feature String Name of the feature of the product

that detects the incident.

product_module String Threat detection model list.

Table 4-121 alert_type

Parameter Type Description
category String Category.
alert_type String Alert type.

Table 4-122 network_list

Parameter Type Description

direction String Direction. The value can be IN or OUT.

protocol String Protocol, including Layer 7 and Layer 4
protocols.

Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-123 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-124 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-125 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which is the same as
the type field in the RMS service.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special

characters (+, -, =, ., _, ;, /,@).
Table 4-126 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-127 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-128 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description
process_launche_t | String Process start time. The format is ISO
ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.
process_terminate | String Process end time. The format is ISO

8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-129 user _info

Parameter Type Description
user_id String User ID (UID).
user_name String Username.

Table 4-130 file_info
Parameter Type Description
file_path String File path/name.
file_content String File content.
file_new_path String New file path/name.
file_hash String File hash value.
file_md>5 String File MD5 value.
file_sha256 String SHA256 value of the file.
file_attr String File attributes.

Table 4-131 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can
contain a maximum of 36 characters.
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Parameter Type Description

name String Data class name.

Status code: 400

Table 4-132 Response header parameters

Parameter Type Description

X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-133 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Update an alert. Set Alert Name to MyXXX, URL to http://xxx, the number of
occurrences to 4, Confidence to 4, and Severity to tips.

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
1
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
1
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : {3},
"network_list" : [ {
"direction" : {
"IN" : null
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%
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
%
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "**Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False positive.
The default value is *Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T23:00:00Z+0800",

"ipdrr_phase" : "**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%

"system_info" : { },

"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

11

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"

11

"file_info" : [ {

“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
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"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
jap
"system_alert_table" : { },
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18ca620"

Example Responses
Status code: 200

Response body of requests for updating alerts.

"code" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
h?
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
}
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"alert_type" : {},
"network_list" : [ {
"direction" : {
"IN" : null
}I
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
}I
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
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"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

11

"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "**Unknown**: Unknown; *True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; *Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%
"system_info" : { },

"process" : [ {

"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

11

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"

11

"file_info" : [ {

“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"

11

"system_alert_table" : { },

"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",

"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"

%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"id" : "MyXXX",
"version" : 11,
"format_version" : 11,
"dataclass_ref" : {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX"
}
}
}
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SDK Sample Code

The SDK sample code is as follows.

Java

Update an alert. Set Alert Name to MyXXX, URL to http://xxx, the number of
occurrences to 4, Confidence to 4, and Severity to tips.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util ArrayList;

public class ChangeAlertSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ChangeAlertRequest request = new ChangeAlertRequest();

request.withWorkspaceld("{workspace_id}");

request.withAlertld("{alert_id}");

ChangeAlertRequestBody body = new ChangeAlertRequestBody();

List<AlertFileInfo> listDataObjectFilelnfo = new ArrayList<>();

listDataObjectFileInfo.add(

new AlertFilelnfo()
.withFilePath("MyXXX")
.withFileContent("MyXXX")
.withFileNewPath("MyXXX")
.withFileHash ("MyXXX")
.withFileMd5("MyXXX")
withFileSha256 ("MyXXX")
withFileAttr("MyXXX")

)

List<AlertUserInfo> listDataObjectUserInfo = new ArrayList<>();

listDataObjectUserInfo.add(

new AlertUserInfo()
.withUserld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
withUserName ("MyXXX")

)

List<AlertProcess> listDataObjectProcess = new ArrayList<>();

listDataObjectProcess.add(

new AlertProcess()
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.withProcessName ("MyXXX")
.withProcessPath ("MyXXX")
.withProcessPid(123)
.withProcessUid(123)
.withProcessCmdline ("MyXXX")
)
AlertMalware malwareDataObject = new AlertMalware();
malwareDataObject.withMalwareFamily ("family")
.withMalwareClass("Malicious memory occupation.");
AlertRemediation remediationDataObject = new AlertRemediation();
remediationDataObject.withRecommendation ("MyXXX")
withUrl("MyXXX");
List<AlertResourceList> listDataObjectResourceList = new ArrayList<>();
listDataObjectResourcelList.add(
new AlertResourceList()
.withld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withName ("MyXXX")
withType ("MyXXX")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withEpld("909494e3-558e-46b6-a%eb-07a8e18cab2f")
.withEpName ("MyXXX")
.withTags("909494e3-558e-46b6-a9eb-07a8e18ca62f")
)
AlertDestGeo destGeoNetworkList = new AlertDestGeo();
destGeoNetworkList.withLatitude(java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
AlertSrcGeo srcGeoNetworkList = new AlertSrcGeo();
srcGeoNetworkList.withLatitude (java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
List<AlertNetworkList> listDataObjectNetworkList = new ArrayList<>();
listDataObjectNetworkList.add(
new AlertNetworkList()
.withDirection(AlertNetworkList.DirectionEnum.fromValue("{}"))
.withProtocol("TCP")
.withSrclp("192.168.0.1")
.withSrcPort(1)
.withSrcDomain ("xxx"
.withSrcGeo(srcGeoNetworkList)
.withDestIp("192.168.0.1")
.withDestPort("1")
.withDestDomain("xxx"
.withDestGeo(destGeoNetworkList)
)
AlertDataSource dataSourceDataObject = new AlertDataSource();
dataSourceDataObject.withSourceType(3)
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
AlertEnvironment environmentDataObject = new AlertEnvironment();
environmentDataObject.withVendorType ("MyXXX")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
Alert dataObjectbody = new Alert();
dataObjectbody.withVersion("1.0")
.withld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withWorkspaceld("909494e3-558e-46b6-a9eb-07a8e18ca620")
.withEnvironment(environmentDataObject)
.withDataSource(dataSourceDataObject)
.withFirstObservedTime("2021-01-30T23:00:00Z+0800")
.withLastObservedTime("2021-01-30T23:00:00Z+0800")
.withCreateTime("2021-01-30T23:00:00Z+0800")
.withArriveTime("2021-01-30T23:00:00Z+0800")
withTitle("MyXXX")
.withDescription("This my XXXX")
.withSourceUrl("http://xxx")
.withCount(4)
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Python

.withConfidence(4)
.withSeverity (Alert.SeverityEnum.fromValue("TIPS"))
.withCriticality(4)
.withNetworkList(listDataObjectNetworkList)
.withResourcelList(listDataObjectResourceList)
.withRemediation(remediationDataObject)
.withVerificationState (Alert.VerificationStateEnum.fromValue ("**Unknown**: Unknown;
**True_Positive**: Positive; **False_Positive**: False positive. The default value is *Unknown**."))
.withHandleStatus(Alert.HandleStatusEnum.fromValue("**Open**: Open; **Block**: Pending;
**Closed**: Closed. The default value is **Open**."))
.withSla(60000)
.withUpdateTime("2021-01-30T23:00:00Z+0800")
.withCloseTime("2021-01-30T23:00:00Z+0800")
.withlpdrrPhase(Alert.IpdrrPhaseEnum.fromValue("**Preparation**: Preparation stage. **Detection
and Analysis**: Detection and analysis stage. **Contain, Eradication& Recovery**: Containment, eradication,
and recovery stage. **Post-Incident-Activity**: Post-incident activity stage."))
.withSimulation("false")
.withActor("Tom")
.withOwner ("MyXXX")
.withCreator ("MyXXX")
.withCloseReason (Alert.CloseReasonEnum.fromValue("False positive; Resolved; Duplicate; Others"))
.withCloseComment("False positive; Resolved; Duplicate; Others")
.withMalware(malwareDataObject)
.withSystemInfo(new Object())
.withProcess(listDataObjectProcess)
.withUserInfo(listDataObjectUserInfo)
.withFileInfo(listDataObjectFileInfo)
.withSystemAlertTable(new Object());
body.withDataObject(dataObjectbody);
request.withBody(body);
try {
ChangeAlertResponse response = client.changeAlert(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Update an alert. Set Alert Name to MyXXX, URL to http://xxx, the number of
occurrences to 4, Confidence to 4, and Severity to tips.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"
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credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \

try:

.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

request = ChangeAlertRequest()
request.workspace_id = "{workspace_id}"
request.alert_id = "{alert_id}"
listFileInfoDataObject = [

AlertFileInfo(
file_path="MyXXX",
file_content="MyXXX",
file_new_path="MyXXX",
file_hash="MyXXX",
file_md5="MyXXX",
file_sha256="MyXXX",
file_attr="MyXXX"

)

]
listUserIinfoDataObject = [

AlertUserInfo(
user_id="909494e3-558e-46b6-a9eb-07a8e18cab2f",
user_name="MyXXX"

)

]
listProcessDataObject = [

AlertProcess(
process_name="MyXXX",
process_path="MyXXX",
process_pid=123,
process_uid=123,
process_cmdline="MyXXX"

)

]

malwareDataObject = AlertMalware(
malware_family="family",
malware_class="Malicious memory occupation."

)

remediationDataObject = AlertRemediation(
recommendation="MyXXX",

url="MyXXx"

)
listResourceListDataObject = [

AlertResourcelList(
id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
name="MyXXX",
type="MyXXX",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
ep_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
ep_name="MyXXX",
tags="909494e3-558e-46b6-a9eb-07a8e18ca62f"

)

]
destGeoNetworkList = AlertDestGeo(
latitude=90,

longitude=180

)
srcGeoNetworkList = AlertSrcGeo(
latitude=90,

longitude=180

)
listNetworkListDataObject = [
AlertNetworkList(
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direction="{}",
protocol="TCP",
src_ip="192.168.0.1",
src_port=1,
src_domain="xxx",
src_geo=srcGeoNetworkList,
dest_ip="192.168.0.1",
dest_port="1",
dest_domain="xxx",
dest_geo=destGeoNetworkList
)
]
dataSourceDataObject = AlertDataSource(
source_type=3,
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f"
)
environmentDataObject = AlertEnvironment(
vendor_type="MyXXX",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f"
)
dataObjectbody = Alert(
version="1.0",
id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
workspace_id="909494e3-558e-46b6-a9eb-07a8e18ca620",
environment=environmentDataObject,
data_source=dataSourceDataObject,
first_observed_time="2021-01-30T23:00:00Z+0800",
last_observed_time="2021-01-30T23:00:00Z+0800",
create_time="2021-01-30T23:00:00Z+0800",
arrive_time="2021-01-30T23:00:00Z+0800",
title="MyXXX",
description="This my XXXX",
source_url="http://xxx",
count=4,
confidence=4,
severity="TIPS",
criticality=4,
network_list=listNetworkListDataObject,
resource_list=listResourceListDataObject,
remediation=remediationDataObject,
verification_state="**Unknown**: Unknown; *True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",
handle_status="**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is
**open**vu’
sla=60000,
update_time="2021-01-30T23:00:00Z+0800",
close_time="2021-01-30T23:00:00Z+0800",
ipdrr_phase="**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",
simulation="false",
actor="Tom",
owner="MyXXX",
creator="MyXxXX",
close_reason="False positive; Resolved; Duplicate; Others",
close_comment="False positive; Resolved; Duplicate; Others",
malware=malwareDataObject,
system_info={},
process=listProcessDataObject,
user_info=listUserInfoDataObject,
file_info=listFileInfoDataObject,
system_alert_table={}
)
request.body = ChangeAlertRequestBody(
data_object=dataObjectbody
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Go

)
response = client.change_alert(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Update an alert. Set Alert Name to MyXXX, URL to http://xxx, the number of
occurrences to 4, Confidence to 4, and Severity to tips.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ChangeAlertRequest{}
request.Workspaceld = "{workspace_id}"
request.Alertld = "{alert_id}"
filePathFilelnfo:= "MyXXX"
fileContentFilelnfo:= "MyXXX"
fileNewPathFilelnfo:= "MyXXX"
fileHashFilelnfo:= "MyXXX"
fileMd5Filelnfo:= "MyXXX"
fileSha256Filelnfo:= "MyXXX"
fileAttrFileInfo:= "MyXXX"
var listFileInfoDataObject = [Jmodel.AlertFilelnfo{
{
FilePath: &filePathFilelnfo,
FileContent: &fileContentFilelnfo,
FileNewPath: &fileNewPathFilelnfo,
FileHash: &fileHashFilelnfo,
FileMd5: &fileMd5Filelnfo,
FileSha256: &fileSha256Filelnfo,
FileAttr: &fileAttrFilelnfo,
}I

}
userldUserInfo:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
userNameUserInfo:= "MyXXX"
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var listUserInfoDataObject = [Jmodel.AlertUserInfo{
{
Userld: &userldUserInfo,
UserName: &userNameUserInfo,
by
}
processNameProcess:= "MyXXX"
processPathProcess:= "MyXXX"
processPidProcess:= int32(123)
processUidProcess:= int32(123)
processCmdlineProcess:= "MyXXX"
var listProcessDataObject = [Jmodel.AlertProcess{
{
ProcessName: &processNameProcess,
ProcessPath: &processPathProcess,
ProcessPid: &processPidProcess,
ProcessUid: &processUidProcess,
ProcessCmdline: &processCmdlineProcess,
by
}
malwareFamilyMalware:= "family"
malwareClassMalware:= "Malicious memory occupation."
malwareDataObject := &model.AlertMalware{
MalwareFamily: &malwareFamilyMalware,
MalwareClass: &malwareClassMalware,
}
recommendationRemediation:= "MyXXX"
urlRemediation:= "MyXXX"
remediationDataObject := &model.AlertRemediation{
Recommendation: &recommendationRemediation,
Url: &urlRemediation,
}
idResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
nameResourceList:= "MyXXX"
typeResourceList:= "MyXXX"
regionldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
domainldResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldResourceList:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
epldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
epNameResourceList:= "MyXXX"
tagsResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
var listResourceListDataObject = [Jmodel.AlertResourceList{
{
Id: &idResourcelist,
Name: &nameResourcelist,
Type: &typeResourcelist,
Regionld: &regionldResourcelList,
Domainld: &domainldResourcelList,
Projectld: &projectldResourcelList,
Epld: &epldResourcelList,
EpName: &epNameResourcelList,
Tags: &tagsResourcelist,
by
}
latitudeDestGeo:= float32(90)
longitudeDestGeo:= float32(180)
destGeoNetworkList := &model.AlertDestGeo{
Latitude: &latitudeDestGeo,
Longitude: &longitudeDestGeo,
}
latitudeSrcGeo:= float32(90)
longitudeSrcGeo:= float32(180)
srcGeoNetworkList := &model. AlertSrcGeo{
Latitude: &latitudeSrcGeo,
Longitude: &longitudeSrcGeo,
}
directionNetworkList:= model.GetAlertNetworkListDirectionEnum().{}
protocolNetworkList:= "TCP"
srclpNetworkList:= "192.168.0.1"
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srcPortNetworkList:= int32(1)
srcDomainNetworkList:= "xxx"
destIpNetworkList:= "192.168.0.1"
destPortNetworkList:= "1"
destDomainNetworkList:= "xxx"
var listNetworkListDataObject = [Jmodel. AlertNetworkList{
{
Direction: &directionNetworkList,
Protocol: &protocolNetworkList,
Srclp: &srclpNetworkList,
SrcPort: &srcPortNetworkList,
SrcDomain: &srcDomainNetworkList,
SrcGeo: srcGeoNetworkList,
Destlp: &destlpNetworkList,
DestPort: &destPortNetworkList,
DestDomain: &destDomainNetworkList,
DestGeo: destGeoNetworkList,
%
}
sourceTypeDataSource:= int32(3)
domainldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldDataSource:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
dataSourceDataObject := &model.AlertDataSource{
SourceType: &sourceTypeDataSource,
Domainld: &domainldDataSource,
Projectld: &projectldDataSource,
Regionld: &regionldDataSource,
}
vendorTypeEnvironment:= "MyXXX"
domainldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
projectldEnvironment:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
environmentDataObject := &model. AlertEnvironment{
VendorType: &vendorTypeEnvironment,
Domainld: &domainldEnvironment,
Regionld: &regionldEnvironment,
Projectld: &projectldEnvironment,
}
versionDataObject:= "1.0"
idDataObject:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
workspaceldDataObject:= "909494e3-558e-46b6-a9eb-07a8e18ca620"
firstObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
lastObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
createTimeDataObject:= "2021-01-30T723:00:00Z+0800"
arriveTimeDataObject:= "2021-01-30T723:00:00Z+0800"
titleDataObject:= "MyXXX"
descriptionDataObject:= "This my XXXX"
sourceUrlDataObject:= "http://xxx"
countDataObject:= int32(4)
confidenceDataObject:= int32(4)
severityDataObject:= model.GetAlertSeverityEnum().TIPS
criticalityDataObject:= int32(4)
verificationStateDataObject:=
model.GetAlertVerificationStateEnum (). **UNKNOWN**_UNKNOWN;_*TRUE_POSITIVE**_POSITIVE;_**FALSE_
POSITIVE**_FALSE_POSITIVE__THE_DEFAULT_VALUE_IS_*UNKNOWN**_
handleStatusDataObject:=
model.GetAlertHandleStatusEnum (). **OPEN**_OPEN;_**BLOCK**_PENDING;_**CLOSED**_CLOSED__THE_DEFA
ULT_VALUE_IS_**OPEN**_
slaDataObject:= int32(60000)
updateTimeDataObject:= "2021-01-30T23:00:00Z2+0800"
closeTimeDataObject:= "2021-01-30T23:00:00Z+0800"
ipdrrPhaseDataObject:=
model.GetAlertlpdrrPhaseEnum().**PREPARATION**_PREPARATION_STAGE_ **DETECTION_AND_ANALYSIS**_
DETECTION_AND_ANALYSIS_STAGE__*CONTAIN,_ERADICATION&_RECOVERY**_CONTAINMENT,_ERADICATI
ON,_AND_RECOVERY_STAGE__ **POST_INCIDENT_ACTIVITY**_POST_INCIDENT_ACTIVITY_STAGE_
simulationDataObject:= "false"
actorDataObject:= "Tom"
ownerDataObject:= "MyXXX"

Issue 10 (2025-06-24) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 128



SecMaster
API Reference 4 API

creatorDataObject:= "MyXXX"
closeReasonDataObject:=
model.GetAlertCloseReasonEnum().FALSE_POSITIVE;_RESOLVED;_DUPLICATE;_OTHERS
closeCommentDataObject:= "False positive; Resolved; Duplicate; Others"
var systemInfoDataObject interface{} = make(map[string]string)
var systemAlertTableDataObject interface{} = make(map[string]string)
dataObjectbody := &model.Alert{
Version: &versionDataObiject,
Id: &idDataObject,
Workspaceld: &workspaceldDataObiject,
Environment: environmentDataObiject,
DataSource: dataSourceDataObiject,
FirstObservedTime: &firstObservedTimeDataObject,
LastObservedTime: &lastObservedTimeDataObject,
CreateTime: &createTimeDataObject,
ArriveTime: &arriveTimeDataObject,
Title: &titleDataObiject,
Description: &descriptionDataObject,
SourceUrl: &sourceUrlDataObiject,
Count: &countDataObject,
Confidence: &confidenceDataObject,
Severity: &severityDataObject,
Criticality: &criticalityDataObiject,
NetworkList: &listNetworkListDataObject,
ResourcelList: &listResourceListDataObject,
Remediation: remediationDataObject,
VerificationState: &verificationStateDataObject,
HandleStatus: &handleStatusDataObject,
Sla: &slaDataObject,
UpdateTime: &updateTimeDataObject,
CloseTime: &closeTimeDataObject,
IpdrrPhase: &ipdrrPhaseDataObject,
Simulation: &simulationDataObject,
Actor: &actorDataObject,
Owner: &ownerDataObject,
Creator: &creatorDataObiject,
CloseReason: &closeReasonDataObject,
CloseComment: &closeCommentDataObject,
Malware: malwareDataObject,
SystemlInfo: &systemInfoDataObject,
Process: &listProcessDataObiject,
UserInfo: &listUserInfoDataObject,
FileInfo: &listFilelInfoDataObject,
SystemAlertTable: &systemAlertTableDataObject,
}
request.Body = &model.ChangeAlertRequestBody{
DataObiject: dataObjectbody,
}
response, err := client.ChangeAlert(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.
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Status Codes
Status Description
Code
200 Response body of requests for updating alerts.
400 Response body for failed requests for updating alerts.
Error Codes
See Error Codes.
4.2 Incident Management
4.2.1 Querying the Incident List
Function
This API is used to query the incident list.
Calling Method
For details, see Calling APIs.
URI
POST /v1/{project_id}/workspaces/{workspace_id}/soc/incidents/search
Table 4-134 Path Parameters
Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.
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Request Parameters

Table 4-135 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type

Yes

String

Content type.

Table 4-136 Request body parameters

Parameter Mandatory Type Description
limit No Integer The number of records on
each page.
offset No Integer Offset.
sort_by No String Sorting field: create_time |
update_time
order No String Sorting order. Options: DESC
and ASC.
from_date No String Search start time, for example,
2023-02-20T00:00:00.000Z.
to_date No String Search end time, for example,
2023-02-27T723:59:59.9997.
condition No condition Search condition expression.
object
Table 4-137 condition
Parameter Mandatory Type Description
conditions No Array of Expression list.
conditions
objects
logics No Array of Expression name list.
strings
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Table 4-138 conditions

Parameter Mandatory Type Description

name No String Expression name.

data No Array of Expression content list.
strings

Response Parameters
Status code: 200

Table 4-139 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-140 Response body parameters

Parameter Type Description
code String Error code.
message String Error message.
total Integer Total number of incidents.
limit Integer The number of records on each page.
offset Integer Offset.
success Boolean Successful or not.
data Array of Incident list.
IncidentDetail
objects
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Table 4-141 IncidentDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Incident object

Incident entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
alert was generated. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.

Table 4-142 Incident

Parameter Type Description

version String Version of the incident object. The
value must be the one released by the
SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to
whom the data is delivered and
hosted.

region_id String ID of the region where the account to
whom the data is delivered and
hosted.
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workspace_id String ID of the current workspace.
labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the incident was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Incident title.

description

String

Incident description.

source_url

String

Incident URL, which points to the page
displaying the current incident
description in the data source product.

count

Integer

Incident occurrences.
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Parameter

Type

Description

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality

Integer

Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

incident_type

incident_type
object

Incident classification. For details, see
the Alert and Incident Type Definition.

network_list

Array of
network_list
objects

Network information.

resource_list

Array of
resource_list
objects

Affected resources.

remediation

remediation
object

Remedy measure.
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Parameter

Type

Description

verification_state

String

Verification status, which identifies the
accuracy of the incident. The options
are as follows:

Unknown: The incident is unknown

True_Positive: The incident is
confirmed.

False_Positive: The incident is a false
positive.

The default value is Unknown.

handle_status

String

Incident handling status. The options
are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

Integer

Closure time: The deadline by which
the incident must be resolved. Unit:
hour.

update_time

String

Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time

String

Closure time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase

String

Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation

String

Debugging field.

actor

String

Incident investigator.

owner

String

Owner and service owner.
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Parameter Type Description
creator String Creator.
close_reason String Closure reason.
False detection
Resolved
Repeated
Other
close_comment String Comment for the closure.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

system_alert_tabl
e

Object

Layout fields in the incident list.

Table 4-143 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-144 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:

1: Cloud service
2: Third-party product
3: Private product

domain_id String Account ID to which the data source
product belongs.

project_id String ID of the project to which the data
source product belongs.

region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".

company_name String Name of the company to which the
data source product belongs.

product_name String Name of the data source product.

product_feature String Name of the feature of the product

that detects the incident.

product_module String Threat detection model list.

Table 4-145 incident_type

Parameter Type Description
category String Category.
incident_type String Incident type.

Table 4-146 network_list

Parameter Type Description

direction String Direction. The value can be IN or OUT.

protocol String Protocol, including Layer 7 and Layer 4
protocols.

Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-147 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-148 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-149 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which reuses the RMS
type field.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special

characters (+, -, =, ., _, ;, /,@).
Table 4-150 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-151 malware

Parameter Type Description
malware_family String Malicious family.
malware_class String Malware classification.

Table 4-152 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description
process_launche_t | String Process start time. The format is ISO
ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.
process_terminate | String Process end time. The format is ISO

8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-153 user_info

Parameter Type Description
user_id String User ID (UID).
user_name String Username.

Table 4-154 file_info
Parameter Type Description
file_path String File path/name.
file_content String File content.
file_new_path String New file path/name.
file_hash String File hashes.
file_md>5 String File MD5 value.
file_sha256 String SHA256 value of the file.
file_attr String File attributes.

Table 4-155 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can
contain a maximum of 36 characters.
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Parameter Type Description

name String Data class name.

Status code: 400

Table 4-156 Response header parameters

Parameter Type Description

timestamp-hostname.

X-request-id String Request ID. Format: request_uuid-

Table 4-157 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Query the incident list. Time range: January 20, 2024 to January 26, 2024. Incident

severity: Medium. Handling status: Open. Sorting order: By creation time in

descending order. Page size: 10 records on each page. Return only the first page.

{
"limit" : 10,
"offset" : 0,
"sort_by" : "create_time",
"order" : "DESC",
"condition" : {
"conditions" : [ {
"name" : "severity",

"data" : [ "severity", "=", "Medium" ]
o

"name" : "handle_status",

"data" : [ "handle_status", "=", "Open" ]
jap

"logics" : [ "severity", "and", "handle_status" ]

b
"from_date" : "2024-01-20T00:00:00.000Z+0800",
"to_date" : "2024-01-26T23:59:59.999Z+0800"

}

Example Responses
Status code: 200

Response body of the request for querying the incident list.

{
"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
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"message" : "Error message”,
"total" : 41,

"limit" : 2,
"offset" : 1,
"success" : true,
"data" : [ {

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
2
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description” : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" 2 null
b

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
by
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"
%

"verification_state" : "*Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False

positive. The default value is **Unknown**.",
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"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",
"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis

stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",
"actor" : "Tom",
"owner" : "MyXXX",
"creator" : "MyXXX",
"close_reason" : "False positive; Resolved; Duplicate; Others",
"close_comment" : "False positive; Resolved; Duplicate; Others",
"malware" : {
"malware_family" : "family",
"malware_class" : "Malicious memory occupation."
%
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
%,
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f"

]

SDK Sample Code

Java

The SDK sample code is as follows.

Query the incident list. Time range: January 20, 2024 to January 26, 2024. Incident
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;
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import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util. ArrayList;

public class ListIncidentsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");
String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ListincidentsRequest request = new ListIincidentsRequest();

request.withWorkspaceld("{workspace_id}");

DataobjectSearch body = new DataobjectSearch();

List<String> listConditionLogics = new ArrayList<>();

listConditionLogics.add("severity");

listConditionLogics.add("and");
listConditionLogics.add("handle_status");

List<String> listConditionsData = new ArrayList<>();

listConditionsData.add("handle_status");

listConditionsData.add("=");

listConditionsData.add("Open");

List<String> listConditionsDatal = new ArrayList<>();

listConditionsData1.add("severity");

listConditionsData1.add("=");
listConditionsData1.add("Medium");

List<DataobjectSearchConditionConditions> listConditionConditions = new ArrayList<>();

listConditionConditions.add(

new DataobjectSearchConditionConditions()
.withName("severity")
.withData(listConditionsData1)
)
listConditionConditions.add(
new DataobjectSearchConditionConditions()
.withName("handle_status")
.withData(listConditionsData)
)
DataobjectSearchCondition conditionbody = new DataobjectSearchCondition();
conditionbody.withConditions(listConditionConditions)
.withLogics(listConditionLogics);
body.withCondition(conditionbody);
body.withToDate("2024-01-26T23:59:59.9997+0800");
body.withFromDate("2024-01-20T00:00:00.000Z+0800");
body.withOrder(DataobjectSearch.OrderEnum.fromValue("DESC"));
body.withSortBy("create_time");
body.withOffset(0);
body.withLimit(10);
request.withBody(body);
try {
ListincidentsResponse response = client.listincidents(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
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e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Query the incident list. Time range: January 20, 2024 to January 26, 2024. Incident
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListIncidentsRequest()
request.workspace_id = "{workspace_id}"
listLogicsCondition = [
"severity",
"and",
"handle_status"
1
listDataConditions = [
"handle_status",

n_n

"Open"”

1

listDataConditions1 = [
"severity",
"Medium"

1

listConditionsCondition = [

DataobjectSearchConditionConditions(
name="severity",
data=listDataConditions1

)I

DataobjectSearchConditionConditions(
name="handle_status",
data=listDataConditions
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)

]

conditionbody = DataobjectSearchCondition(
conditions=listConditionsCondition,
logics=listLogicsCondition

)

request.body = DataobjectSearch(
condition=conditionbody,
to_date="2024-01-26T23:59:59.999Z+0800",
from_date="2024-01-20T00:00:00.000Z+0800",
order="DESC",
sort_by="create_time",
offset=0,
limit=10

)

response = client.list_incidents(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

Query the incident list. Time range: January 20, 2024 to January 26, 2024. Incident
severity: Medium. Handling status: Open. Sorting order: By creation time in
descending order. Page size: 10 records on each page. Return only the first page.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListIncidentsRequest{}
request.Workspaceld = "{workspace_id}"
var listLogicsCondition = []string{

"severity",

"and",

"handle_status",

}
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var listDataConditions = []string{
"handle_status",
"Open",
}
var listDataConditions1 = []string{
"severity",
"Medium",
}
nameConditions:= "severity"
nameConditions1:= "handle_status"
var listConditionsCondition = [Jmodel.DataobjectSearchConditionConditions{
{
Name: &nameConditions,
Data: &listDataConditions1,
b
{
Name: &nameConditions1,
Data: &listDataConditions,
by

conditionbody := &model.DataobjectSearchCondition{

Conditions: &listConditionsCondition,

Logics: &listLogicsCondition,
}
toDateDataobjectSearch:= "2024-01-26T23:59:59.999Z+0800"
fromDateDataobjectSearch:= "2024-01-20T00:00:00.000Z+0800"
orderDataobjectSearch:= model.GetDataobjectSearchOrderEnum().DESC
sortByDataobjectSearch:= "create_time"
offsetDataobjectSearch:= int32(0)
limitDataobjectSearch:= int32(10)
request.Body = &model.DataobjectSearch{

Condition: conditionbody,

ToDate: &toDateDataobjectSearch,

FromDate: &fromDateDataobjectSearch,

Order: &orderDataobjectSearch,

SortBy: &sortByDataobjectSearch,

Offset: &offsetDataobjectSearch,

Limit: &limitDataobjectSearch,

}
response, err := client.ListIncidents(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response body of the request for querying the incident list.
400 Response body of failed requests for querying the incident list.
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Error Codes

See Error Codes.

4.2.2 Creating an Incident

Function

This API is used to create an incident.

Calling Method

URI

For details, see Calling APIs.

POST /v1/{project_id}/workspaces/{workspace_id}/soc/incidents

Table 4-158 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-159 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type

Yes

String

Content type.

Table 4-160 Request body parameters

Parameter Mandatory Type Description
data_object No Incident Incident entity information.
object
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Table 4-161 Incident

_time

Parameter Mandatory Type Description

version No String Version of the incident object.
The value must be the one
released by the SSA service.

id No String Unique identifier of an
incident. The value is in UUID
format and can contain a
maximum of 36 characters.

domain_id No String ID of the account (domain_id)
to whom the data is delivered
and hosted.

region_id No String ID of the region where the
account to whom the data is
delivered and hosted.

workspace_id | No String ID of the current workspace.

labels No String Tag (display only).

environment | No environment | Coordinates of the

object environment where the

incident was generated.

data_source No data_source | Data source reported for the

object first time.

first_observed | No String First discovery time, in the ISO

_time 8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

last_observed | No String Latest discovery time, in the

ISO 8601 format of "YYYY-
MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.
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Parameter Mandatory Type Description

create_time No String Recording time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

arrive_time No String Receiving time, in the I1SO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

title No String Incident title.
description No String Incident description.
source_url No String Incident URL, which points to

the page displaying the
current incident description in
the data source product.

count No Integer Incident occurrences.

confidence No Integer Incident confidence.
Confidence is used to illustrate
the accuracy of an identified
behavior or problem.

Value range: 0 to 100. 0
indicates that the confidence
is 0%, and 100 indicates that
the confidence is 100%.
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Parameter

Mandatory

Type

Description

severity

No

String

Severity level. Value range:
Tips | Low | Medium | High |
Fatal

Note:

0: Tips. No threats are found.
1: Low. No actions are
required for the threat.

2: Medium. The threat needs
to be handled but is not
urgent.

3: High. The threat must be
handled preferentially.

4: Fatal. The threat must be
handled immediately to
prevent further damage.

criticality

No

Integer

Criticality, which specifies the
importance level of the
resources involved in an
incident.

Value range: 0 to 100. 0
indicates that the resource is
not critical, and 100 indicates
that the resource is critical.

incident_type

No

incident_type
object

Incident classification. For
details, see the Alert and
Incident Type Definition.

network_list

No

Array of
network_list
objects

Network information.

resource_list

No

Array of
resource_list
objects

Affected resources.

remediation

No

remediation
object

Remedy measure.
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Parameter

Mandatory

Type

Description

verification_st
ate

No

String

Verification status, which
identifies the accuracy of the
incident. The options are as
follows:

Unknown: The incident is
unknown

True_Positive: The incident is
confirmed.

False_Positive: The incident is
a false positive.

The default value is
Unknown.

handle_status

No

String

Incident handling status. The
options are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

No

Integer

Closure time: The deadline by
which the incident must be
resolved. Unit: hour.

update_time

No

String

Update time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

close_time

No

String

Closure time, in the 1SO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.
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Parameter Mandatory Type Description
ipdrr_phase No String Period/Handling phase No.
Preparation: Preparation
stage. Detection and
Analysis: Detection and
analysis stage. Contain,
Eradication& Recovery:
Containment, eradication, and
recovery stage. Post-Incident-
Activity: Post-incident activity
stage.
simulation No String Debugging field.
actor No String Incident investigator.
owner No String Owner and service owner.
creator No String Creator.
close_reason No String Closure reason.
False detection
Resolved
Repeated
Other
close_comme | No String Comment for the closure.
nt
malware No malware Malware.
object
system_info No Object System information.
process No Array of Process information.
process
objects
user_info No Array of User information.
user_info
objects
file_info No Array of File information.
file_info
objects
system_alert_t | No Object Layout fields in the incident

able

list.
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Table 4-162 environment

Parameter Mandatory Type Description

vendor_type No String Environment provider.

domain_id No String Account ID.

region_id No String Region ID. global is returned
for global services.

cross_workspa | No String Source workspace ID before

ce_id data delivery. In the source
workspace, the value is null.
After data delivery, the value
is the ID of the delegated user.

project_id No String Project ID. The default value is
null for global services.

Table 4-163 data_source

Parameter Mandatory Type Description

source_type No Integer Data source type. The options
are as follows:
1: Cloud service
2: Third-party product
3: Private product

domain_id No String Account ID to which the data
source product belongs.

project_id No String ID of the project to which the
data source product belongs.

region_id No String Region where the data source
product is located. For details
about the value range, see
"Regions and Endpoints".

company_na No String Name of the company to

me which the data source product
belongs.

product_name | No String Name of the data source
product.

product_featu | No String Name of the feature of the

re product that detects the
incident.

product_mod | No String Threat detection model list.

ule
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Table 4-164 incident_type

Parameter Mandatory Type Description

category No String Category.

incident_type | No String Incident type.

Table 4-165 network_list

Parameter Mandatory Type Description

direction No String Direction. The value can be IN
or OUT.

protocol No String Protocol, including Layer 7
and Layer 4 protocols.
Reference: IANA registered
name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml

src_ip No String Source IP address.

src_port No Integer Source port. Value range: 0 -
65535.

src_domain No String Source domain name.

src_geo No src_geo Geographical location of the

object source |IP address.

dest_ip No String Destination IP address.

dest_port No String Destination port. Value range:
0 to 65535.

dest_domain No String Destination domain name.

dest_geo No dest_geo Geographical location of the

object destination IP address.
Table 4-166 src_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.
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Parameter Mandatory Type Description

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-167 dest_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-168 resource_list

Parameter Mandatory Type Description

id No String Cloud service resource ID.

name No String Resource name.

type No String Resource type, which reuses
the RMS type field.

provider No String Cloud service name, which is
the same as the provider field
in the RMS service.

region_id No String Region. Enter the value based
on the cloud region ID.

domain_id No String ID of the account to which the
resource belongs, in UUID
format.

project_id No String ID of the project to which the
resource belongs, in UUID
format.

ep_id No String Enterprise project ID.

ep_name No String Enterprise project name.
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tags No String Resource tags.
1. A maximum of 50 key-
value pairs are supported.
2. The value can contain a
maximum of 255
characters, including letters,
digits, spaces, and special
characters (+, -, =, .,
- :l /I@)'
Table 4-169 remediation
Parameter Mandatory Type Description
recommendat | No String Recommended solution.
ion
url No String URL, which points to the
general handling details for
the incident. The URL must be
accessible from the public
network with no credentials
required.
Table 4-170 malware
Parameter Mandatory Type Description
malware_fami | No String Malicious family.
ly
malware_class | No String Malware classification.
Table 4-171 process
Parameter Mandatory Type Description
process_name | No String Process name.
process_path | No String Path of the process execution
file.
process_pid No Integer Process ID.
process_uid No Integer User ID associated with the

process.
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Parameter Mandatory Type Description

process_cmdli | No String Process command line.

ne

process_paren | No String Parent process name.

t_name

process_paren | No String Path of the parent process

t_path execution file.

process_paren | No Integer Parent process ID.

t_pid

process_paren | No Integer User ID associated with the

t_uid parent process.

process_paren | No String Parent process command line.

t_cmdline

process_child_ | No String Subprocess name.

name

process_child_ | No String Path of the subprocess

path execution file.

process_child_ | No Integer Subprocess ID.

pid

process_child_ | No Integer User ID associated with the

uid subprocess.

process_child_ | No String Subprocess command line.

cmdline

process_launc | No String Process start time. The format

he_time is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.

process_termi | No String Process end time. The format

nate_time

is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.
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Table 4-172 user_info
Parameter Mandatory Type Description
user_id No String User ID (UID).
user_name No String Username.
Table 4-173 file_info
Parameter Mandatory Type Description
file_path No String File path/name.
file_content No String File content.
file_new_path | No String New file path/name.
file_hash No String File hashes.
file_md>5 No String File MD5 value.
file_sha256 No String SHA256 value of the file.
file_attr No String File attributes.
Response Parameters
Status code: 200
Table 4-174 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-175 Response body parameters
Parameter Type Description
code String Error code.
message String Error message.
data IncidentDetail Incident details object.
object
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Table 4-176 IncidentDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Incident object

Incident entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
alert was generated. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.

Table 4-177 Incident

Parameter Type Description

version String Version of the incident object. The
value must be the one released by the
SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to
whom the data is delivered and
hosted.

region_id String ID of the region where the account to
whom the data is delivered and
hosted.
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Parameter Type Description
workspace_id String ID of the current workspace.
labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the incident was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Incident title.

description

String

Incident description.

source_url

String

Incident URL, which points to the page
displaying the current incident
description in the data source product.

count

Integer

Incident occurrences.
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Parameter

Type

Description

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality

Integer

Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

incident_type

incident_type
object

Incident classification. For details, see
the Alert and Incident Type Definition.

network_list

Array of
network_list
objects

Network information.

resource_list

Array of
resource_list
objects

Affected resources.

remediation

remediation
object

Remedy measure.
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Parameter

Type

Description

verification_state

String

Verification status, which identifies the
accuracy of the incident. The options
are as follows:

Unknown: The incident is unknown

True_Positive: The incident is
confirmed.

False_Positive: The incident is a false
positive.

The default value is Unknown.

handle_status

String

Incident handling status. The options
are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

Integer

Closure time: The deadline by which
the incident must be resolved. Unit:
hour.

update_time

String

Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time

String

Closure time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase

String

Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation

String

Debugging field.

actor

String

Incident investigator.

owner

String

Owner and service owner.
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Parameter Type Description
creator String Creator.
close_reason String Closure reason.
False detection
Resolved
Repeated
Other
close_comment String Comment for the closure.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

system_alert_tabl
e

Object

Layout fields in the incident list.

Table 4-178 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-179 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:

1: Cloud service
2: Third-party product
3: Private product

domain_id String Account ID to which the data source
product belongs.

project_id String ID of the project to which the data
source product belongs.

region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".

company_name String Name of the company to which the
data source product belongs.

product_name String Name of the data source product.

product_feature String Name of the feature of the product

that detects the incident.

product_module String Threat detection model list.

Table 4-180 incident_type

Parameter Type Description
category String Category.
incident_type String Incident type.

Table 4-181 network_list

Parameter Type Description

direction String Direction. The value can be IN or OUT.

protocol String Protocol, including Layer 7 and Layer 4
protocols.

Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-182 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-183 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-184 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which reuses the RMS
type field.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special

characters (+, -, =, ., _, ;, /,@).
Table 4-185 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-186 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-187 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description
process_launche_t | String Process start time. The format is ISO
ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.
process_terminate | String Process end time. The format is ISO

8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-188 user_info

Parameter Type Description
user_id String User ID (UID).
user_name String Username.

Table 4-189 file_info
Parameter Type Description
file_path String File path/name.
file_content String File content.
file_new_path String New file path/name.
file_hash String File hashes.
file_md>5 String File MD5 value.
file_sha256 String SHA256 value of the file.
file_attr String File attributes.

Table 4-190 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can
contain a maximum of 36 characters.
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Parameter

Type

Description

name

String

Data class name.

Status code: 400

Table 4-191 Response header parameters

Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-192 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Create an incident. Set the incident title to MyXXX, tag to MyXXX, severity to tips,

and occurrence times to 4.

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",

"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
%

"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",

"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"product_name" : "test",

"product_feature" : "test"

}

first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",

"title" : "MyXXX",

"labels" : "MyXXX",

"description" : "This my XXXX",

"source_url" : "http://xxx",

"count" : 4,

"confidence" : 4,

"severity" : "TIPS",

"criticality" : 4,

"incident_type" : {
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"incident_type" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"category" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"

"network_list" : [ {
"direction" : {
"IN" 2 null
}

"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
%
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "**Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False positive.
The default value is *Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T23:00:00Z+0800",

"ipdrr_phase" : "**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%
"system_info" : { },

"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

11

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"

gk
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}
}

Example Respo

"file_info" : [ {
“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
1
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18ca620"

nses

Status code: 200

Response body for requests for creating incidents.

{

"code" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
h?
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
h?
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
}I
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
}I
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
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11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

11

"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "*Unknown**: Unknown; *True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%
"system_info" : { },

"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f"

SDK Sample Code

The SDK sample code is as follows.
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Java

Create an incident. Set the incident title to MyXXX, tag to MyXXX, severity to tips,
and occurrence times to 4.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util ArrayList;

public class CreatelncidentSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

CreatelncidentRequest request = new CreatelncidentRequest();

request.withWorkspaceld("{workspace_id}");

CreatelncidentRequestBody body = new CreatelncidentRequestBody();

List<IncidentFileInfo> listDataObjectFilelnfo = new ArrayList<>();

listDataObjectFileInfo.add(

new IncidentFilelnfo()
.withFilePath("MyXXX")
.withFileContent("MyXXX")
.withFileNewPath("MyXXX")
.withFileHash ("MyXXX")
.withFileMd5("MyXXX")
withFileSha256 ("MyXXX")
withFileAttr("MyXXX")

)

List<IncidentUserInfo> listDataObjectUserInfo = new ArrayList<>();

listDataObjectUserInfo.add(

new IncidentUserInfo()
.withUserld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
withUserName ("MyXXX")

)

List<IncidentProcess> listDataObjectProcess = new ArrayList<>();

listDataObjectProcess.add(

new IncidentProcess()
.withProcessName ("MyXXX")
.withProcessPath ("MyXXX")
.withProcessPid(123)
.withProcessUid(123)
.withProcessCmdline ("MyXXX")
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IncidentMalware malwareDataObject = new IncidentMalware();
malwareDataObject.withMalwareFamily ("family")
.withMalwareClass("Malicious memory occupation.");
IncidentRemediation remediationDataObject = new IncidentRemediation();
remediationDataObject.withRecommendation ("MyXXX")
withUrl("MyXXX");
List<IncidentResourceList> listDataObjectResourceList = new ArrayList<>();
listDataObjectResourcelList.add(
new IncidentResourcelList()
.withld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withName ("MyXXX")
withType ("MyXXX")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withEpld("909494e3-558e-46b6-a%eb-07a8e18cab2f")
.withEpName ("MyXXX")
.withTags("909494e3-558e-46b6-a9eb-07a8e18ca62f")
)
IncidentDestGeo destGeoNetworkList = new IncidentDestGeo();
destGeoNetworkList.withLatitude(java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
IncidentSrcGeo srcGeoNetworkList = new IncidentSrcGeo();
srcGeoNetworkList.withLatitude (java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
List<IncidentNetworkList> listDataObjectNetworkList = new ArrayList<>();
listDataObjectNetworkList.add(
new IncidentNetworkList()
.withDirection(IncidentNetworkList.DirectionEnum.fromValue("{}"))
.withProtocol("TCP")
.withSrclp("192.168.0.1")
.withSrcPort(1)
.withSrcDomain ("xxx"
.withSrcGeo(srcGeoNetworkList)
.withDestIp("192.168.0.1")
.withDestPort("1")
.withDestDomain("xxx"
.withDestGeo(destGeoNetworkList)
)
IncidentincidentType incidentTypeDataObject = new IncidentincidentType();
incidentTypeDataObject.withCategory("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withIncidentType("909494e3-558e-46b6-a9eb-07a8e18ca62f");
IncidentDataSource dataSourceDataObject = new IncidentDataSource();
dataSourceDataObject.withSourceType(3)
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProductName("test")
.withProductFeature("test");
IncidentEnvironment environmentDataObject = new IncidentEnvironment();
environmentDataObject.withVendorType ("MyXXX")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
Incident dataObjectbody = new Incident();
dataObjectbody.withVersion("1.0")
.withld("909494e3-558e-46b6-a9eb-07a8e18cab2f")
.withWorkspaceld("909494e3-558e-46b6-a9eb-07a8e18ca620")
withLabels("MyXXX")
.withEnvironment(environmentDataObject)
.withDataSource(dataSourceDataObject)
.withFirstObservedTime("2021-01-30T23:00:00Z+0800")
.withLastObservedTime("2021-01-30T23:00:00Z+0800")
.withCreateTime("2021-01-30T23:00:00Z+0800")
.withArriveTime("2021-01-30T23:00:00Z+0800")
withTitle("MyXXX")
.withDescription("This my XXXX")
.withSourceUrl("http://xxx")
.withCount(4)
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.withConfidence(4)
.withSeverity(Incident.SeverityEnum.fromValue("TIPS"))
.withCriticality(4)
.withIncidentType(incidentTypeDataObject)
.withNetworkList(listDataObjectNetworkList)
.withResourcelList(listDataObjectResourceList)
.withRemediation(remediationDataObject)
.withVerificationState(Incident.VerificationStateEnum.fromValue("*Unknown**: Unknown;
**True_Positive**: Positive; **False_Positive**: False positive. The default value is *Unknown**."))
.withHandleStatus(Incident.HandleStatusEnum.fromValue("**Open**: Open; **Block**: Pending;
**Closed**: Closed. The default value is **Open**."))
.withSla(60000)
.withUpdateTime("2021-01-30T23:00:00Z+0800")
.withCloseTime("2021-01-30T23:00:00Z+0800")
.withlpdrrPhase(Incident.lpdrrPhaseEnum.fromValue("**Preparation**: Preparation stage. **Detection
and Analysis**: Detection and analysis stage. **Contain, Eradication& Recovery**: Containment, eradication,
and recovery stage. **Post-Incident-Activity**: Post-incident activity stage."))
.withSimulation("false")
.withActor("Tom")
withOwner ("MyXXX")
.withCreator ("MyXXX")
.withCloseReason(Incident.CloseReasonEnum.fromValue("False positive; Resolved; Duplicate;
Others"))
.withCloseComment("False positive; Resolved; Duplicate; Others")
.withMalware(malwareDataObject)
.withSystemInfo(new Object())
.withProcess(listDataObjectProcess)
.withUserInfo(listDataObjectUserInfo)
.withFileInfo(listDataObjectFilelnfo);
body.withDataObject(dataObjectbody);
request.withBody(body);
try {
CreatelncidentResponse response = client.createlncident(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Create an incident. Set the incident title to MyXXX, tag to MyXXX, severity to tips,
and occurrence times to 4.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]
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projectld = "{project_id}"
credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreatelncidentRequest()
request.workspace_id = "{workspace_id}"
listFileInfoDataObject = [

IncidentFilelnfo(
file_path="MyXXX",
file_content="MyXXX",
file_new_path="MyXXX",
file_hash="MyXXX",
file_md5="MyXXX",
file_sha256="MyXXX",
file_attr="MyXXX"

)

1
listUserIinfoDataObject = [

IncidentUserInfo(
user_id="909494e3-558e-46b6-a9eb-07a8e18cab2f",
user_name="MyXXX"

)

1
listProcessDataObject = [

IncidentProcess(
process_name="MyXXX",
process_path="MyXXX",
process_pid=123,
process_uid=123,
process_cmdline="MyXXX"

)

1

malwareDataObject = IncidentMalware(
malware_family="family",
malware_class="Malicious memory occupation."

)

remediationDataObject = IncidentRemediation(
recommendation="MyXXX",

url="MyXXx"

)
listResourceListDataObject = [

IncidentResourceList(
id="909494e3-558e-46b6-a%eb-07a8e18ca62f",
name="MyXXX",
type="MyXXX",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
domain_id="909494e3-558e-46b6-a9eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
ep_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
ep_name="MyXXX",
tags="909494e3-558e-46b6-a9eb-07a8e18ca62f"

)

1
destGeoNetworkList = IncidentDestGeo(
latitude=90,

longitude=180

)
srcGeoNetworkList = IncidentSrcGeo (
latitude=90,

longitude=180

)
listNetworkListDataObject = [
IncidentNetworkList(
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]

direction="{}",
protocol="TCP",
src_ip="192.168.0.1",
src_port=1,
src_domain="xxx",
src_geo=srcGeoNetworkList,
dest_ip="192.168.0.1",
dest_port="1",
dest_domain="xxx",
dest_geo=destGeoNetworkList
)

incidentTypeDataObject = IncidentincidentType(

category="909494e3-558e-46b6-a%eb-07a8e18cab2f",
incident_type="909494e3-558e-46b6-a9eb-07a8e18ca62f"

dataSourceDataObject = IncidentDataSource(

)

source_type=3,
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
product_name="test",

product_feature="test"

environmentDataObject = IncidentEnvironment(

)

vendor_type="MyXXX",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f"

dataObjectbody = Incident(

version="1.0",
id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
workspace_id="909494e3-558e-46b6-a9eb-07a8e18ca620",
labels="MyXXX",
environment=environmentDataObject,
data_source=dataSourceDataObject,
first_observed_time="2021-01-30T23:00:00Z+0800",
last_observed_time="2021-01-30T23:00:00Z+0800",
create_time="2021-01-30T23:00:00Z+0800",
arrive_time="2021-01-30T23:00:00Z+0800",
title="MyXXX",

description="This my XXXX",
source_url="http://xxx",

count=4,

confidence=4,

severity="TIPS",

criticality=4,

incident_type=incidentTypeDataObject,
network_list=listNetworkListDataObject,
resource_list=listResourceListDataObject,
remediation=remediationDataObject,
verification_state="**Unknown**: Unknown; *True_Positive**: Positive; **False_Positive**: False

positive. The default value is **Unknown**.",

handle_status="**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is

**Open**,",

sla=60000,

update_time="2021-01-30T23:00:00Z+0800",

close_time="2021-01-30T23:00:00Z+0800",

ipdrr_phase="**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis

stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

simulation="false",

actor="Tom",

owner="MyXXX",

creator="MyXxXX",

close_reason="False positive; Resolved; Duplicate; Others",
close_comment="False positive; Resolved; Duplicate; Others",
malware=malwareDataObject,
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system_info={3},
process=listProcessDataObject,
user_info=listUserInfoDataObject,
file_info=listFileInfoDataObject

)

request.body = CreatelncidentRequestBody (
data_object=dataObjectbody

)

response = client.create_incident(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

Create an incident. Set the incident title to MyXXX, tag to MyXXX, severity to tips,
and occurrence times to 4.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreatelncidentRequest{}
request.Workspaceld = "{workspace_id}"
filePathFilelnfo:= "MyXXX"
fileContentFilelnfo:= "MyXXX"
fileNewPathFilelnfo:= "MyXXX"
fileHashFilelnfo:= "MyXXX"
fileMd5Filelnfo:= "MyXXX"
fileSha256Filelnfo:= "MyXXX"
fileAttrFileInfo:= "MyXXX"
var listFileInfoDataObject = [Jmodel.IncidentFilelnfo{
{
FilePath: &filePathFilelnfo,
FileContent: &fileContentFilelnfo,
FileNewPath: &fileNewPathFilelnfo,
FileHash: &fileHashFilelnfo,
FileMd5: &fileMd5Filelnfo,
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FileSha256: &fileSha256Filelnfo,
FileAttr: &fileAttrFilelnfo,
I

}
userldUserInfo:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
userNameUserInfo:= "MyXXX"
var listUserInfoDataObject = [Jmodel.IncidentUserInfo{
{
Userld: &userldUserInfo,
UserName: &userNameUserInfo,
by
}
processNameProcess:= "MyXXX"
processPathProcess:= "MyXXX"
processPidProcess:= int32(123)
processUidProcess:= int32(123)
processCmdlineProcess:= "MyXXX"
var listProcessDataObject = [Jmodel.IncidentProcess{
{
ProcessName: &processNameProcess,
ProcessPath: &processPathProcess,
ProcessPid: &processPidProcess,
ProcessUid: &processUidProcess,
ProcessCmdline: &processCmdlineProcess,
by
}
malwareFamilyMalware:= "family"
malwareClassMalware:= "Malicious memory occupation."
malwareDataObject := &model.IncidentMalware{
MalwareFamily: &malwareFamilyMalware,
MalwareClass: &malwareClassMalware,
}
recommendationRemediation:= "MyXXX"
urlRemediation:= "MyXXX"
remediationDataObject := &model.IncidentRemediation{
Recommendation: &recommendationRemediation,
Url: &urlRemediation,
}
idResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
nameResourceList:= "MyXXX"
typeResourceList:= "MyXXX"
regionldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
domainldResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldResourceList:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
epldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
epNameResourceList:= "MyXXX"
tagsResourceList:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
var listResourceListDataObject = [Jmodel.IncidentResourceList{
{
Id: &idResourcelList,
Name: &nameResourcelist,
Type: &typeResourcelist,
Regionld: &regionldResourcelList,
Domainld: &domainldResourcelist,
Projectld: &projectldResourcelList,
Epld: &epldResourcelist,
EpName: &epNameResourcelList,
Tags: &tagsResourcelist,
by
}
latitudeDestGeo:= float32(90)
longitudeDestGeo:= float32(180)
destGeoNetworkList := &model.IncidentDestGeo{
Latitude: &latitudeDestGeo,
Longitude: &longitudeDestGeo,
}
latitudeSrcGeo:= float32(90)
longitudeSrcGeo:= float32(180)
srcGeoNetworkList := &model.IncidentSrcGeo{
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Latitude: &latitudeSrcGeo,
Longitude: &longitudeSrcGeo,
}
directionNetworkList:= model.GetIncidentNetworkListDirectionEnum().{}
protocolNetworkList:= "TCP"
srclpNetworkList:= "192.168.0.1"
srcPortNetworkList:= int32(1)
srcDomainNetworkList:= "xxx"
destIpNetworkList:= "192.168.0.1"
destPortNetworkList:= "1"
destDomainNetworkList:= "xxx"
var listNetworkListDataObject = [Jmodel.IncidentNetworkList{
{
Direction: &directionNetworkList,
Protocol: &protocolNetworkList,
Srclp: &srclpNetworkList,
SrcPort: &srcPortNetworkList,
SrcDomain: &srcDomainNetworkList,
SrcGeo: srcGeoNetworkList,
Destlp: &destlpNetworkList,
DestPort: &destPortNetworkList,
DestDomain: &destDomainNetworkList,
DestGeo: destGeoNetworkList,
by
}
categorylincidentType:= "909494e3-558e-46b6-a9eb-07a8e18cab62f"
incidentTypelncidentType:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
incidentTypeDataObject := &model.IncidentincidentType{
Category: &categorylncidentType,
IncidentType: &incidentTypelncidentType,

sourceTypeDataSource:= int32(3)
domainldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldDataSource:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab62f"
productNameDataSource:= "test"
productFeatureDataSource:= "test"
dataSourceDataObject := &model.IncidentDataSource{

SourceType: &sourceTypeDataSource,

Domainld: &domainldDataSource,

Projectld: &projectldDataSource,

Regionld: &regionldDataSource,

ProductName: &productNameDataSource,

ProductFeature: &productFeatureDataSource,
}
vendorTypeEnvironment:= "MyXXX"
domainldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
projectldEnvironment:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
environmentDataObject := &model.IncidentEnvironment{

VendorType: &vendorTypeEnvironment,

Domainld: &domainldEnvironment,

Regionld: &regionldEnvironment,

Projectld: &projectldEnvironment,

versionDataObject:= "1.0"

idDataObject:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
workspaceldDataObject:= "909494e3-558e-46b6-a9eb-07a8e18ca620"
labelsDataObject:= "MyXXX"

firstObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
lastObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
createTimeDataObject:= "2021-01-30T723:00:00Z+0800"
arriveTimeDataObject:= "2021-01-30T23:00:00Z+0800"
titleDataObject:= "MyXXX"

descriptionDataObject:= "This my XXXX"
sourceUrlDataObject:= "http://xxx"

countDataObject:= int32(4)

confidenceDataObject:= int32(4)

severityDataObject:= model.GetIncidentSeverityEnum().TIPS
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criticalityDataObject:= int32(4)
verificationStateDataObject:=
model.GetIncidentVerificationStateEnum (). *UNKNOWN**_UNKNOWN;_*TRUE_POSITIVE**_POSITIVE;_**FAL
SE_POSITIVE**_FALSE_POSITIVE__THE_DEFAULT_VALUE_IS_*UNKNOWN**_
handleStatusDataObject:=
model.GetIncidentHandleStatusEnum(). *OPEN**_OPEN;_**BLOCK**_PENDING;_**CLOSED**_CLOSED__THE_D
EFAULT_VALUE_IS_**OPEN**_
slaDataObject:= int32(60000)
updateTimeDataObject:= "2021-01-30T23:00:00Z2+0800"
closeTimeDataObject:= "2021-01-30T23:00:00Z+0800"
ipdrrPhaseDataObject:=
model.GetIncidentlpdrrPhaseEnum().**PREPARATION**_PREPARATION_STAGE_ **DETECTION_AND_ANALYSI
S** DETECTION_AND_ANALYSIS_STAGE_ **CONTAIN,_ERADICATION&_RECOVERY** CONTAINMENT,_ERADIC
ATION,_AND_RECOVERY_STAGE_ **POST_INCIDENT_ACTIVITY**_POST_INCIDENT_ACTIVITY_STAGE_
simulationDataObject:= "false"
actorDataObject:= "Tom"
ownerDataObject:= "MyXXX"
creatorDataObject:= "MyXXX"
closeReasonDataObject:=
model.GetIncidentCloseReasonEnum().FALSE_POSITIVE;_RESOLVED;_DUPLICATE;_OTHERS
closeCommentDataObject:= "False positive; Resolved; Duplicate; Others"
var systemInfoDataObject interface{} = make(map[string]string)
dataObjectbody := &model.Incident{
Version: &versionDataObiject,
Id: &idDataObject,
Workspaceld: &workspaceldDataObiject,
Labels: &labelsDataObject,
Environment: environmentDataObiject,
DataSource: dataSourceDataObiject,
FirstObservedTime: &firstObservedTimeDataObject,
LastObservedTime: &lastObservedTimeDataObject,
CreateTime: &createTimeDataObject,
ArriveTime: &arriveTimeDataObject,
Title: &titleDataObiject,
Description: &descriptionDataObject,
SourceUrl: &sourceUrlDataObiject,
Count: &countDataObject,
Confidence: &confidenceDataObject,
Severity: &severityDataObject,
Criticality: &criticalityDataObject,
IncidentType: incidentTypeDataObject,
NetworkList: &listNetworkListDataObject,
ResourcelList: &listResourceListDataObject,
Remediation: remediationDataObject,
VerificationState: &verificationStateDataObject,
HandleStatus: &handleStatusDataObject,
Sla: &slaDataObject,
UpdateTime: &updateTimeDataObject,
CloseTime: &closeTimeDataObject,
IpdrrPhase: &ipdrrPhaseDataObject,
Simulation: &simulationDataObject,
Actor: &actorDataObject,
Owner: &ownerDataObject,
Creator: &creatorDataObiject,
CloseReason: &closeReasonDataObject,
CloseComment: &closeCommentDataObject,
Malware: malwareDataObject,
SystemlInfo: &systemInfoDataObject,
Process: &listProcessDataObiject,
UserInfo: &listUserInfoDataObject,
Filelnfo: &listFilelInfoDataObject,
}
request.Body = &model.CreatelncidentRequestBody{
DataObiject: dataObjectbody,

}
response, err := client.Createlncident(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
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Status Codes

Error Codes

fmt.Println(err)

}
}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Description

Code

200 Response body for requests for creating incidents.

400 Response body for a failed request for creating incidents.

See Error Codes.

4.2.3 Deleting an Incident

Function

This API is used to delete an incident.

Calling Method
For details, see Calling APIs.

URI

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/incidents

Table 4-193 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.
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Request Parameters

Table 4-194 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type | Yes String Content type.

Table 4-195 Request body parameters

Parameter Mandatory Type Description
batch_ids No Array of IDs of deleted incidents.
strings

Response Parameters
Status code: 200

Table 4-196 Response header parameters

Parameter Type Description

X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-197 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data data object Returned objects for batch deleting
incidents.
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Table 4-198 data
Parameter Type Description
error_ids Array of strings Failed IDs.
success_ids Array of strings Succeeded IDs.
Status code: 400
Table 4-199 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-200 Response body parameters
Parameter Type Description
code String Error code.
message String Error description.
Example Requests
Delete the incident whose ID is 909494e3-558e-46b6-a%eb-07a8e18ca621.
"batch_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]
}
Example Responses
Status code: 200
Incident deletion result.
{
"code" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab2f" ],
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]
}
}
SDK Sample Code
The SDK sample code is as follows.
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Delete the incident whose ID is 909494e3-558e-46b6-a9eb-07a8e18cab621.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.%;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util.ArrayList;

public class DeletelncidentSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

DeletelncidentRequest request = new DeletelncidentRequest();
request.withWorkspaceld("{workspace_id}");
DeletelncidentRequestBody body = new DeletelncidentRequestBody();
List<String> listbodyBatchlds = new ArrayList<>();
listbodyBatchlds.add("909494e3-558e-46b6-a%eb-07a8e18ca62f");
body.withBatchlds(listbodyBatchlds);
request.withBody(body);
try {
DeletelncidentResponse response = client.deletelncident(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python
Delete the incident whose ID is 909494e3-558e-46b6-a%9eb-07a8e18cab21.

# coding: utf-8
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import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectid)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = DeletelncidentRequest()
request.workspace_id = "{workspace_id}"
listBatchldsbody = [
"909494e3-558e-46b6-a9eb-07a8e18cab2f"
]

request.body = DeletelncidentRequestBody (
batch_ids=listBatchldsbody
)
response = client.delete_incident(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Delete the incident whose ID is 909494e3-558e-46b6-a9eb-07a8e18cab621.
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()
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client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeletelncidentRequest{}
request.Workspaceld = "{workspace_id}"
var listBatchldsbody = []string{
"909494e3-558e-46b6-a9eb-07a8e18cab2f",
}
request.Body = &model.DeletelncidentRequestBody{
Batchlds: &listBatchldsbody,
}
response, err := client.Deletelncident(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Incident deletion result.

400 Response body for failed requests for deleting incidents.

Error Codes

See Error Codes.

4.2.4 Querying Details About an Incident

Function

This API is used to obtain the details about an incident.

Calling Method

For details, see Calling APIs.

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/incidents/{incident_id}
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Table 4-201 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

workspace_id | Yes String Workspace ID.

incident_id Yes String Incident ID.

Request Parameters
Table 4-202 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.
It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type | Yes String Content type.

Response Parameters

Status code: 200

Table 4-203 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data IncidentDetail Incident details object.
object
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Table 4-204 IncidentDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Incident object

Incident entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
alert was generated. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.

Table 4-205 Incident

Parameter Type Description

version String Version of the incident object. The
value must be the one released by the
SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to
whom the data is delivered and
hosted.

region_id String ID of the region where the account to
whom the data is delivered and
hosted.

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 192



SecMaster
API Reference

4 API
Parameter Type Description
workspace_id String ID of the current workspace.
labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the incident was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

arrive_time

String

Receiving time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Incident title.

description

String

Incident description.

source_url

String

Incident URL, which points to the page
displaying the current incident
description in the data source product.

count

Integer

Incident occurrences.
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Parameter

Type

Description

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality

Integer

Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

incident_type

incident_type
object

Incident classification. For details, see
the Alert and Incident Type Definition.

network_list

Array of
network_list
objects

Network information.

resource_list

Array of
resource_list
objects

Affected resources.

remediation

remediation
object

Remedy measure.
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Parameter

Type

Description

verification_state

String

Verification status, which identifies the
accuracy of the incident. The options
are as follows:

Unknown: The incident is unknown

True_Positive: The incident is
confirmed.

False_Positive: The incident is a false
positive.

The default value is Unknown.

handle_status

String

Incident handling status. The options
are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

Integer

Closure time: The deadline by which
the incident must be resolved. Unit:
hour.

update_time

String

Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time

String

Closure time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase

String

Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.

simulation

String

Debugging field.

actor

String

Incident investigator.

owner

String

Owner and service owner.
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Parameter Type Description
creator String Creator.
close_reason String Closure reason.
False detection
Resolved
Repeated
Other
close_comment String Comment for the closure.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

system_alert_tabl
e

Object

Layout fields in the incident list.

Table 4-206 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-207 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:

1: Cloud service
2: Third-party product
3: Private product

domain_id String Account ID to which the data source
product belongs.

project_id String ID of the project to which the data
source product belongs.

region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".

company_name String Name of the company to which the
data source product belongs.

product_name String Name of the data source product.

product_feature String Name of the feature of the product

that detects the incident.

product_module String Threat detection model list.

Table 4-208 incident_type

Parameter Type Description
category String Category.
incident_type String Incident type.

Table 4-209 network_list

Parameter Type Description

direction String Direction. The value can be IN or OUT.

protocol String Protocol, including Layer 7 and Layer 4
protocols.

Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-210 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-211 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-212 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which reuses the RMS
type field.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special

characters (+, -, =, ., _, ;, /,@).
Table 4-213 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-214 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-215 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description
process_launche_t | String Process start time. The format is ISO
ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.
process_terminate | String Process end time. The format is ISO

8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-216 user_info

Parameter Type Description
user_id String User ID (UID).
user_name String Username.

Table 4-217 file_info
Parameter Type Description
file_path String File path/name.
file_content String File content.
file_new_path String New file path/name.
file_hash String File hashes.
file_md>5 String File MD5 value.
file_sha256 String SHA256 value of the file.
file_attr String File attributes.

Table 4-218 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can
contain a maximum of 36 characters.
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Parameter Type Description
name String Data class name.
Status code: 400
Table 4-219 Response body parameters
Parameter Type Description
code String Error code.
message String Error description.
Example Requests
None
Example Responses
Status code: 200
Response body for requests for querying incident details.
{
"code" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
)
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
)
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count” : "4"
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
}I
"protocol" : "TCP",
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"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
%
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "*Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; *Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T723:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%
"system_info" : { },

"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

11

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"

11

"file_info" : [ {

“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
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11
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f"

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

public class ShowIncidentSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ShowlIncidentRequest request = new ShowlncidentRequest();
request.withWorkspaceld("{workspace_id}");
request.withincidentld("{incident_id}");
try {
ShowlncidentResponse response = client.showlncident(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Python

Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowlncidentRequest()
request.workspace_id = "{workspace_id}"
request.incident_id = "{incident_id}"
response = client.show_incident(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()
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client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowlIncidentRequest{}
request.Workspaceld = "{workspace_id}"
request.Incidentld = "{incident_id}"
response, err := client.Showlncident(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response body for requests for querying incident details.

400 Response body for failed requests for querying incident details.

Error Codes

See Error Codes.

4.2.5 Updating an Incident

Function

This API is used to update an incident based on its attribute changes. The update
works on only changed columns.

Calling Method
For details, see Calling APIs.

URI
PUT /v1/{project_id}/workspaces/{workspace_id}/soc/incidents/{incident_id}
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Table 4-220 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

workspace_id | Yes String Workspace ID.

incident_id Yes String Incident ID.

Request Parameters
Table 4-221 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.
It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type | Yes String Content type.

Table 4-222 Request body parameters

Parameter Mandatory Type Description
batch_ids No Array of IDs of updated incidents.
strings
data_object No Incident Incident entity information.
object
Table 4-223 Incident
Parameter Mandatory Type Description
version No String Version of the incident object.
The value must be the one
released by the SSA service.
id No String Unique identifier of an

incident. The value is in UUID
format and can contain a
maximum of 36 characters.
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Parameter

Mandatory

Type

Description

domain_id

No

String

ID of the account (domain_id)
to whom the data is delivered
and hosted.

region_id

No

String

ID of the region where the
account to whom the data is
delivered and hosted.

workspace_id

No

String

ID of the current workspace.

labels

No

String

Tag (display only).

environment

No

environment
object

Coordinates of the
environment where the
incident was generated.

data_source

No

data_source
object

Data source reported for the
first time.

first_observed
_time

No

String

First discovery time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

last_observed
_time

No

String

Latest discovery time, in the
ISO 8601 format of "YYYY-
MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

create_time

No

String

Recording time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.
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Parameter

Mandatory

Type

Description

arrive_time

No

String

Receiving time, in the ISO
8601 format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

title

No

String

Incident title.

description

No

String

Incident description.

source_url

No

String

Incident URL, which points to
the page displaying the
current incident description in
the data source product.

count

No

Integer

Incident occurrences.

confidence

No

Integer

Incident confidence.
Confidence is used to illustrate
the accuracy of an identified
behavior or problem.

Value range: 0 to 100. 0
indicates that the confidence
is 0%, and 100 indicates that
the confidence is 100%.

severity

No

String

Severity level. Value range:
Tips | Low | Medium | High |
Fatal

Note:
0: Tips. No threats are found.

1: Low. No actions are
required for the threat.

2: Medium. The threat needs
to be handled but is not
urgent.

3: High. The threat must be
handled preferentially.

4: Fatal. The threat must be
handled immediately to
prevent further damage.
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Parameter

Mandatory

Type

Description

criticality

No

Integer

Criticality, which specifies the
importance level of the
resources involved in an
incident.

Value range: 0 to 100. 0
indicates that the resource is
not critical, and 100 indicates
that the resource is critical.

incident_type

No

incident_type
object

Incident classification. For
details, see the Alert and
Incident Type Definition.

network_list

No

Array of
network_list
objects

Network information.

resource_list

No

Array of
resource_list
objects

Affected resources.

remediation

No

remediation
object

Remedy measure.

verification_st
ate

No

String

Verification status, which
identifies the accuracy of the
incident. The options are as
follows:

Unknown: The incident is
unknown

True_Positive: The incident is
confirmed.

False_Positive: The incident is
a false positive.

The default value is
Unknown.

handle_status

No

String

Incident handling status. The
options are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

No

Integer

Closure time: The deadline by
which the incident must be
resolved. Unit: hour.
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Parameter

Mandatory

Type

Description

update_time

No

String

Update time, in the 1SO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

close_time

No

String

Closure time, in the 1SO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time
zone". Time zone refers to
where the incident occurred. If
this parameter cannot be
parsed, the default time zone
GMT+8 is used.

ipdrr_phase

No

String

Period/Handling phase No.

Preparation: Preparation
stage. Detection and
Analysis: Detection and
analysis stage. Contain,
Eradication& Recovery:
Containment, eradication, and
recovery stage. Post-Incident-
Activity: Post-incident activity
stage.

simulation

No

String

Debugging field.

actor

No

String

Incident investigator.

owner

No

String

Owner and service owner.

creator

No

String

Creator.

close_reason

No

String

Closure reason.
False detection
Resolved
Repeated
Other

close_comme
nt

No

String

Comment for the closure.

malware

No

malware
object

Malware.

system_info

No

Object

System information.
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Parameter Mandatory Type Description
process No Array of Process information.
process
objects
user_info No Array of User information.
user_info
objects
file_info No Array of File information.
file_info
objects
system_alert_t | No Object Layout fields in the incident
able list.
Table 4-224 environment
Parameter Mandatory Type Description
vendor_type No String Environment provider.
domain_id No String Account ID.
region_id No String Region ID. global is returned
for global services.
cross_workspa | No String Source workspace ID before
ce_ id data delivery. In the source
workspace, the value is null.
After data delivery, the value
is the ID of the delegated user.
project_id No String Project ID. The default value is
null for global services.
Table 4-225 data_source
Parameter Mandatory Type Description
source_type No Integer Data source type. The options
are as follows:
1: Cloud service
2: Third-party product
3: Private product
domain_id No String Account ID to which the data

source product belongs.

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 212



SecMaster

API| Reference 4 API

Parameter Mandatory Type Description

project_id No String ID of the project to which the
data source product belongs.

region_id No String Region where the data source
product is located. For details
about the value range, see
"Regions and Endpoints".

company_na No String Name of the company to

me which the data source product
belongs.

product_name | No String Name of the data source
product.

product_featu | No String Name of the feature of the

re product that detects the
incident.

product_mod | No String Threat detection model list.

ule

Table 4-226 incident_type

Parameter Mandatory Type Description

category No String Category.

incident_type | No String Incident type.

Table 4-227 network_list

Parameter Mandatory Type Description

direction No String Direction. The value can be IN
or OUT.

protocol No String Protocol, including Layer 7
and Layer 4 protocols.
Reference: IANA registered
name
https://www.iana.org/
assignments/protocol-
numbers/protocol-
numbers.xhtml

src_ip No String Source IP address.
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Parameter Mandatory Type Description

src_port No Integer Source port. Value range: 0 -
65535.

src_domain No String Source domain name.

src_geo No src_geo Geographical location of the

object source IP address.

dest_ip No String Destination IP address.

dest_port No String Destination port. Value range:
0 to 65535.

dest_domain | No String Destination domain name.

dest_geo No dest_geo Geographical location of the

object destination IP address.
Table 4-228 src_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.

country_code | No String Country code. For details, see
ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.

Table 4-229 dest_geo

Parameter Mandatory Type Description

latitude No Number Latitude.

longitude No Number Longitude.

city_code No String City Code.

country_code | No String Country code. For details, see

ISO 3166-1 alpha-2. For
example, CN|US|DE|IT|SG.
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Table 4-230 resource_list

Parameter Mandatory Type Description
id No String Cloud service resource ID.
name No String Resource name.
type No String Resource type, which reuses
the RMS type field.
provider No String Cloud service name, which is
the same as the provider field
in the RMS service.
region_id No String Region. Enter the value based
on the cloud region ID.
domain_id No String ID of the account to which the
resource belongs, in UUID
format.
project_id No String ID of the project to which the
resource belongs, in UUID
format.
ep_id No String Enterprise project ID.
ep_name No String Enterprise project name.
tags No String Resource tags.
1. A maximum of 50 key-
value pairs are supported.
2. The value can contain a
maximum of 255
characters, including letters,
digits, spaces, and special
characters (+, -, =, .,
— :I /I@)'
Table 4-231 remediation
Parameter Mandatory Type Description
recommendat | No String Recommended solution.
ion
url No String URL, which points to the

general handling details for
the incident. The URL must be
accessible from the public
network with no credentials
required.
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Table 4-232 malware

Parameter Mandatory Type Description

malware_fami | No String Malicious family.

ly

malware_class | No String Malware classification.

Table 4-233 process

Parameter Mandatory Type Description

process_name | No String Process name.

process_path | No String Path of the process execution
file.

process_pid No Integer Process ID.

process_uid No Integer User ID associated with the
process.

process_cmdli | No String Process command line.

ne

process_paren | No String Parent process name.

t_name

process_paren | No String Path of the parent process

t_path execution file.

process_paren | No Integer Parent process ID.

t_pid

process_paren | No Integer User ID associated with the

t_uid parent process.

process_paren | No String Parent process command line.

t_cmdline

process_child_ | No String Subprocess name.

name

process_child_ | No String Path of the subprocess

path execution file.

process_child_ | No Integer Subprocess ID.

pid

process_child_ | No Integer User ID associated with the

uid subprocess.

process_child_ | No String Subprocess command line.

cmdline
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Parameter Mandatory Type Description

process_launc | No String Process start time. The format

he_time is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.

process_termi | No String Process end time. The format

nate_time is ISO 8601: YYYY-MM-
DDTHH:mm:ss.ms+Time zone.
Time zone refers to where the
incident occurred. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.

Table 4-234 user _info

Parameter Mandatory Type Description

user_id No String User ID (UID).

user_name No String Username.

Table 4-235 file_info

Parameter Mandatory Type Description

file_path No String File path/name.

file_content No String File content.

file_new_path | No String New file path/name.

file_hash No String File hashes.

file_md>5 No String File MD5 value.

file_sha256 No String SHA256 value of the file.

file_attr No String File attributes.

Response Parameters
Status code: 200
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Table 4-236 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-237 Response body parameters

object

Parameter Type Description

code String Error code.

message String Error message.

data IncidentDetail Incident details object.

Table 4-238 IncidentDetail

Parameter

Type

Description

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

data_object

Incident object

Incident entity information.

dataclass_ref

dataclass_ref
object

Data class object.

format_version Integer Format version.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

project_id String ID of the current project.

update_time String Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
alert was generated. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

version Integer Version.

workspace_id String ID of the current workspace.
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Table 4-239 Incident

Parameter Type Description

version String Version of the incident object. The
value must be the one released by the
SSA service.

id String Unique identifier of an incident. The
value is in UUID format and can
contain a maximum of 36 characters.

domain_id String ID of the account (domain_id) to
whom the data is delivered and
hosted.

region_id String ID of the region where the account to
whom the data is delivered and
hosted.

workspace_id String ID of the current workspace.

labels String Tag (display only).

environment

environment
object

Coordinates of the environment where
the incident was generated.

data_source

data_source
object

Data source reported for the first time.

first_observed_tim
e

String

First discovery time, in the 1SO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

last_observed_tim
e

String

Latest discovery time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.

create_time

String

Recording time, in the ISO 8601
format of "YYYY-MM-
DDTHH:mm:ss.ms+Time zone". Time
zone refers to where the incident
occurred. If this parameter cannot be
parsed, the default time zone GMT+8
is used.
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Parameter

Type

Description

arrive_time

String

Receiving time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

title

String

Incident title.

description

String

Incident description.

source_url

String

Incident URL, which points to the page
displaying the current incident
description in the data source product.

count

Integer

Incident occurrences.

confidence

Integer

Incident confidence. Confidence is used
to illustrate the accuracy of an
identified behavior or problem.

Value range: 0 to 100. 0 indicates that
the confidence is 0%, and 100
indicates that the confidence is 100%.

severity

String

Severity level. Value range: Tips | Low |
Medium | High | Fatal

Note:

0: Tips. No threats are found.

1: Low. No actions are required for the
threat.

2: Medium. The threat needs to be
handled but is not urgent.

3: High. The threat must be handled
preferentially.

4: Fatal. The threat must be handled
immediately to prevent further
damage.

criticality

Integer

Criticality, which specifies the
importance level of the resources
involved in an incident.

Value range: 0 to 100. 0 indicates that
the resource is not critical, and 100
indicates that the resource is critical.

incident_type

incident_type
object

Incident classification. For details, see
the Alert and Incident Type Definition.

network_list

Array of
network_list
objects

Network information.
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Parameter Type Description
resource_list Array of Affected resources.
resource_list
objects

remediation

remediation
object

Remedy measure.

verification_state

String

Verification status, which identifies the
accuracy of the incident. The options
are as follows:

Unknown: The incident is unknown

True_Positive: The incident is
confirmed.

False Positive: The incident is a false
positive.

The default value is Unknown.

handle_status

String

Incident handling status. The options
are as follows:

Open: Default status.
Block

Closed

The default value is Open.

sla

Integer

Closure time: The deadline by which
the incident must be resolved. Unit:
hour.

update_time

String

Update time, in the ISO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

close_time

String

Closure time, in the I1SO 8601 format
of "YYYY-MM-DDTHH:mm:ss.ms+Time
zone". Time zone refers to where the
incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

ipdrr_phase

String

Period/Handling phase No.

Preparation: Preparation stage.
Detection and Analysis: Detection
and analysis stage. Contain,
Eradication& Recovery: Containment,
eradication, and recovery stage. Post-
Incident-Activity: Post-incident
activity stage.
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Parameter Type Description
simulation String Debugging field.
actor String Incident investigator.
owner String Owner and service owner.
creator String Creator.
close_reason String Closure reason.
False detection
Resolved
Repeated
Other
close_comment String Comment for the closure.
malware malware object Malware.
system_info Object System information.
process Array of process Process information.
objects
user_info Array of user_info | User information.
objects
file_info Array of file_info | File information.

system_alert_tabl
e

Object

Layout fields in the incident list.

Table 4-240 environment

Parameter Type Description

vendor_type String Environment provider.

domain_id String Account ID.

region_id String Region ID. global is returned for
global services.

cross_workspace_i | String Source workspace ID before data

d delivery. In the source workspace, the
value is null. After data delivery, the
value is the ID of the delegated user.

project_id String Project ID. The default value is null for

global services.
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Table 4-241 data_source

Parameter Type Description
source_type Integer Data source type. The options are as
follows:

1: Cloud service
2: Third-party product
3: Private product

domain_id String Account ID to which the data source
product belongs.

project_id String ID of the project to which the data
source product belongs.

region_id String Region where the data source product
is located. For details about the value
range, see "Regions and Endpoints".

company_name String Name of the company to which the
data source product belongs.

product_name String Name of the data source product.

product_feature String Name of the feature of the product

that detects the incident.

product_module String Threat detection model list.

Table 4-242 incident_type

Parameter Type Description
category String Category.
incident_type String Incident type.

Table 4-243 network_list

Parameter Type Description

direction String Direction. The value can be IN or OUT.

protocol String Protocol, including Layer 7 and Layer 4
protocols.

Reference: IANA registered name

https://www.iana.org/assignments/
protocol-numbers/protocol-
numbers.xhtml
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Parameter Type Description

src_ip String Source IP address.

src_port Integer Source port. Value range: 0 - 65535.

src_domain String Source domain name.

src_geo src_geo object Geographical location of the source IP
address.

dest_ip String Destination IP address.

dest_port String Destination port. Value range: 0 to
65535.

dest_domain String Destination domain name.

dest_geo dest_geo object Geographical location of the
destination IP address.

Table 4-244 src_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.

Table 4-245 dest_geo

Parameter Type Description

latitude Number Latitude.

longitude Number Longitude.

city_code String City Code.

country_code String Country code. For details, see ISO

3166-1 alpha-2. For example, CN|US|
DE|IT|SG.
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Table 4-246 resource_list

Parameter Type Description

id String Cloud service resource ID.

name String Resource name.

type String Resource type, which reuses the RMS
type field.

provider String Cloud service name, which is the same
as the provider field in the RMS
service.

region_id String Region. Enter the value based on the
cloud region ID.

domain_id String ID of the account to which the
resource belongs, in UUID format.

project_id String ID of the project to which the resource
belongs, in UUID format.

ep_id String Enterprise project ID.

ep_name String Enterprise project name.

tags String Resource tags.

1. A maximum of 50 key-value pairs
are supported.

2. The value can contain a maximum
of 255 characters, including letters,
digits, spaces, and special

characters (+, -, =, ., _, ;, /,@).
Table 4-247 remediation
Parameter Type Description
recommendation | String Recommended solution.
url String URL, which points to the general

handling details for the incident. The
URL must be accessible from the
public network with no credentials
required.
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Table 4-248 malware

Parameter Type Description

malware_family String Malicious family.

malware_class String Malware classification.

Table 4-249 process

Parameter Type Description

process_name String Process name.

process_path String Path of the process execution file.

process_pid Integer Process ID.

process_uid Integer User ID associated with the process.

process_cmdline String Process command line.

process_parent_na | String Parent process name.

me

process_parent_pa | String Path of the parent process execution

th file.

process_parent_pi | Integer Parent process ID.

d

process_parent_ui | Integer User ID associated with the parent

d process.

process_parent_c | String Parent process command line.

mdline

process_child_na String Subprocess name.

me

process_child_pat | String Path of the subprocess execution file.

h

process_child_pid | Integer Subprocess ID.

process_child_uid | Integer User ID associated with the
subprocess.

process_child_cmd | String Subprocess command line.

line
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Parameter Type Description
process_launche_t | String Process start time. The format is ISO
ime 8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.
process_terminate | String Process end time. The format is ISO

8601: YYYY-MM-DDTHH:mm:ss.ms
+Time zone. Time zone refers to where
the incident occurred. If this parameter
cannot be parsed, the default time
zone GMT+8 is used.

Table 4-250 user_info

Parameter Type Description
user_id String User ID (UID).
user_name String Username.

Table 4-251 file_info
Parameter Type Description
file_path String File path/name.
file_content String File content.
file_new_path String New file path/name.
file_hash String File hashes.
file_md>5 String File MD5 value.
file_sha256 String SHA256 value of the file.
file_attr String File attributes.

Table 4-252 dataclass_ref

Parameter

Type

Description

id

String

Unique identifier of a data class. The
value is in UUID format and can
contain a maximum of 36 characters.
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Parameter Type Description

name String Data class name.

Status code: 400

Table 4-253 Response header parameters

Parameter Type Description

X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-254 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Update an incident. Set the incident title to MyXXX, URL to http://xxx, occurrence
times to 4, and confidence to 4.

"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
1
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
1
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
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%
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
%
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
11
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
11
"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "**Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False positive.
The default value is *Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T23:00:00Z+0800",

"ipdrr_phase" : "**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."

%

"system_info" : { },

"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"

11

"user_info" : [ {

"user_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"user_name" : "MyXXX"

11

"file_info" : [ {

“file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
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"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
}
}

Example Responses
Status code: 200

Response body of the request for updating an incident.

{
"code" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"data_object" : {
"version" : "1.0",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f"
h?
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f"
3
"first_observed_time" : "2021-01-30T23:00:00Z+0800",
"last_observed_time" : "2021-01-30T23:00:00Z+0800",
"create_time" : "2021-01-30T23:00:00Z+0800",
"arrive_time" : "2021-01-30T23:00:00Z+0800",
"title" : "MyXXX",
"description" : "This my XXXX",
"source_url" : "http://xxx",
"count" : 4,
"confidence" : 4,
"severity" : "TIPS",
"criticality" : 4,
"incident_type" : { },
"network_list" : [ {
"direction" : {
"IN" : null
}I
"protocol" : "TCP",
"src_ip" : "192.168.0.1",
"src_port" : "1",
"src_domain" : "xxx",
"dest_ip" : "192.168.0.1",
"dest_port" : "1",
"dest_domain" : "xxx",
"src_geo" : {
"latitude" : 90,
"longitude" : 180
}I
"dest_geo" : {
"latitude" : 90,
"longitude" : 180
}
1
"resource_list" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
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"project_id" : "909494e3-558e-46b6-a%9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"ep_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"ep_name" : "MyXXX",
"tags" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"

11

"remediation" : {
"recommendation” : "MyXXX",
"url" : "MyXXX"

%

"verification_state" : "*Unknown**: Unknown; **True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",

"handle_status" : "**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is **Open**.",

"sla" : 60000,

"update_time" : "2021-01-30T23:00:00Z+0800",

"close_time" : "2021-01-30T23:00:00Z+0800",

"ipdrr_phase" : "*Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",

"simulation" : "false",

"actor" : "Tom",

"owner" : "MyXXX",

"creator" : "MyXXX",

"close_reason" : "False positive; Resolved; Duplicate; Others",

"close_comment" : "False positive; Resolved; Duplicate; Others",

"malware" : {

"malware_family" : "family",
"malware_class" : "Malicious memory occupation."
%
"system_info" : { },
"process" : [ {
"process_name" : "MyXXX",
"process_path" : "MyXXX",
"process_pid" : 123,
"process_uid" : 123,
"process_cmdline" : "MyXXX"
11
"user_info" : [ {
"user_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"user_name" : "MyXXX"
11
"file_info" : [ {
"file_path" : "MyXXX",
"file_content" : "MyXXX",
“file_new_path" : "MyXXX",
"file_hash" : "MyXXX",
"file_md5" : "MyXXX",
"file_sha256" : "MyXXX",
"file_attr" : "MyXXX"
11
"id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620"
%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"workspace_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f"

SDK Sample Code

The SDK sample code is as follows.

Java

Update an incident. Set the incident title to MyXXX, URL to http://xxx, occurrence
times to 4, and confidence to 4.
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util. ArrayList;

public class ChangelncidentSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ChangelncidentRequest request = new ChangelncidentRequest();
request.withWorkspaceld("{workspace_id}");
request.withincidentld("{incident_id}");
ChangelncidentRequestBody body = new ChangelncidentRequestBody();
List<IncidentFileInfo> listDataObjectFilelnfo = new ArrayList<>();
listDataObjectFileInfo.add(
new IncidentFilelnfo()
.withFilePath ("MyXXX")
.withFileContent("MyXXX")
withFileNewPath("MyXXX")
withFileHash ("MyXXX")
withFileMd5 ("MyXXX")
withFileSha256 ("MyXXX")
withFileAttr("MyXXX")
)
List<IncidentUserInfo> listDataObjectUserInfo = new ArrayList<>();
listDataObjectUserInfo.add(
new IncidentUserInfo()
.withUserld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withUserName ("MyXXX")
)
List<IncidentProcess> listDataObjectProcess = new ArrayList<>();
listDataObjectProcess.add(
new IncidentProcess()
.withProcessName ("MyXXX")
.withProcessPath ("MyXXX")
.withProcessPid(123)
.withProcessUid(123)
.withProcessCmdline ("MyXXX")
)
IncidentMalware malwareDataObject = new IncidentMalware();
malwareDataObject.withMalwareFamily ("family")
.withMalwareClass("Malicious memory occupation.");
IncidentRemediation remediationDataObject = new IncidentRemediation();
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remediationDataObject.withRecommendation ("MyXXX")
withUrl("MyXXX");
List<IncidentResourceList> listDataObjectResourceList = new ArrayList<>();
listDataObjectResourcelList.add(
new IncidentResourcelList()
.withld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
withName ("MyXXX")
withType ("MyXXX")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withEpld("909494e3-558e-46b6-a%eb-07a8e18cab2f")
.withEpName ("MyXXX")
.withTags("909494e3-558e-46b6-a9eb-07a8e18ca62f")
)
IncidentDestGeo destGeoNetworkList = new IncidentDestGeo();
destGeoNetworkList.withLatitude(java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
IncidentSrcGeo srcGeoNetworkList = new IncidentSrcGeo();
srcGeoNetworkList.withLatitude (java.math.BigDecimal.valueOf(90))
.withLongitude(java.math.BigDecimal.valueOf(180));
List<IncidentNetworkList> listDataObjectNetworkList = new ArrayList<>();
listDataObjectNetworkList.add(
new IncidentNetworkList()
.withDirection(IncidentNetworkList.DirectionEnum.fromValue("{}"))
.withProtocol("TCP")
.withSrclp("192.168.0.1")
.withSrcPort(1)
withSrcDomain ("xxx"
.withSrcGeo(srcGeoNetworkList)
.withDestIp("192.168.0.1")
.withDestPort("1")
.withDestDomain("xxx"
.withDestGeo(destGeoNetworkList)
)
IncidentDataSource dataSourceDataObject = new IncidentDataSource();
dataSourceDataObject.withSourceType(3)
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
IncidentEnvironment environmentDataObject = new IncidentEnvironment();
environmentDataObject.withVendorType ("MyXXX")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
Incident dataObjectbody = new Incident();
dataObjectbody.withVersion("1.0")
.withld("909494e3-558e-46b6-a9eb-07a8e18cab62f")
.withWorkspaceld("909494e3-558e-46b6-a9eb-07a8e18ca620")
.withEnvironment(environmentDataObject)
.withDataSource(dataSourceDataObject)
.withFirstObservedTime("2021-01-30T23:00:00Z+0800")
.withLastObservedTime("2021-01-30T23:00:00Z+0800")
.withCreateTime("2021-01-30T23:00:00Z+0800")
.withArriveTime("2021-01-30T23:00:00Z+0800")
withTitle("MyXXX")
.withDescription("This my XXXX")
.withSourceUrl("http://xxx")
.withCount(4)
.withConfidence(4)
.withSeverity(Incident.SeverityEnum.fromValue("TIPS"))
.withCriticality(4)
.withNetworkList(listDataObjectNetworkList)
.withResourcelList(listDataObjectResourceList)
.withRemediation(remediationDataObject)
.withVerificationState(Incident.VerificationStateEnum.fromValue("**Unknown**: Unknown;

**True_Positive**: Positive; **False_Positive**: False positive. The default value is *Unknown**."))

.withHandleStatus(Incident.HandleStatusEnum.fromValue("**Open**: Open; **Block**: Pending;

**Closed**: Closed. The default value is **Open**."))
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Python

.withSla(60000)
.withUpdateTime("2021-01-30T23:00:00Z+0800")
.withCloseTime("2021-01-30T23:00:00Z+0800")
.withlpdrrPhase(Incident.lpdrrPhaseEnum.fromValue("**Preparation**: Preparation stage. **Detection
and Analysis**: Detection and analysis stage. **Contain, Eradication& Recovery**: Containment, eradication,
and recovery stage. **Post-Incident-Activity**: Post-incident activity stage."))
.withSimulation("false")
.withActor("Tom")
withOwner("MyXXX")
.withCreator ("MyXXX")
.withCloseReason (Incident.CloseReasonEnum.fromValue("False positive; Resolved; Duplicate;
Others"))
.withCloseComment("False positive; Resolved; Duplicate; Others")
.withMalware(malwareDataObject)
.withSystemInfo(new Object())
.withProcess(listDataObjectProcess)
.withUserInfo(listDataObjectUserInfo)
.withFileInfo(listDataObjectFilelnfo);
body.withDataObject(dataObjectbody);
request.withBody(body);
try {
ChangelncidentResponse response = client.changelncident(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Update an incident. Set the incident title to MyXXX, URL to http://xxx, occurrence
times to 4, and confidence to 4.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ChangelncidentRequest()
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request.workspace_id = "{workspace_id}"
request.incident_id = "{incident_id}"
listFileInfoDataObject = [

IncidentFilelnfo(
file_path="MyXXX",
file_content="MyXXX",
file_new_path="MyXXX",
file_hash="MyXXX",
file_md5="MyXXX",
file_sha256="MyXXX",
file_attr="MyXXX"

)

]
listUserIinfoDataObject = [

IncidentUserInfo(
user_id="909494e3-558e-46b6-a9eb-07a8e18cab2f",
user_name="MyXXX"

)

]
listProcessDataObject = [

IncidentProcess(
process_name="MyXXX",
process_path="MyXXX",
process_pid=123,
process_uid=123,
process_cmdline="MyXXX"

)

]

malwareDataObject = IncidentMalware(
malware_family="family",
malware_class="Malicious memory occupation."

)

remediationDataObject = IncidentRemediation(
recommendation="MyXXX",

url="MyXXx"

)
listResourceListDataObject = [

IncidentResourceList(
id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
name="MyXXX",
type="MyXXX",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
ep_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
ep_name="MyXXX",
tags="909494e3-558e-46b6-a9eb-07a8e18ca62f"

)

]
destGeoNetworkList = IncidentDestGeo(
latitude=90,

longitude=180

)
srcGeoNetworkList = IncidentSrcGeo(
latitude=90,

longitude=180

)
listNetworkListDataObject = [

IncidentNetworkList(
direction="{}",
protocol="TCP",
src_ip="192.168.0.1",
src_port=1,
src_domain="xxx",
src_geo=srcGeoNetworkList,
dest_ip="192.168.0.1",
dest_port="1",
dest_domain="xxx",
dest_geo=destGeoNetworkList
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)

]

dataSourceDataObject = IncidentDataSource(
source_type=3,
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f"

)

environmentDataObject = IncidentEnvironment(
vendor_type="MyXXX",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f"

)
dataObjectbody = Incident(
version="1.0",
id="909494e3-558e-46b6-a9eb-07a8e18ca62f",
workspace_id="909494e3-558e-46b6-a9eb-07a8e18ca620",
environment=environmentDataObject,
data_source=dataSourceDataObject,
first_observed_time="2021-01-30T23:00:00Z+0800",
last_observed_time="2021-01-30T23:00:00Z+0800",
create_time="2021-01-30T23:00:00Z+0800",
arrive_time="2021-01-30T23:00:00Z+0800",
title="MyXXX",
description="This my XXXX",
source_url="http://xxx",
count=4,
confidence=4,
severity="TIPS",
criticality=4,
network_list=listNetworkListDataObject,
resource_list=listResourceListDataObject,
remediation=remediationDataObject,
verification_state="**Unknown**: Unknown; *True_Positive**: Positive; **False_Positive**: False
positive. The default value is **Unknown**.",
handle_status="**Open**: Open; **Block**: Pending; **Closed**: Closed. The default value is
**open**vu’
sla=60000,
update_time="2021-01-30T23:00:00Z+0800",
close_time="2021-01-30T23:00:00Z+0800",
ipdrr_phase="**Preparation**: Preparation stage. **Detection and Analysis**: Detection and analysis
stage. **Contain, Eradication& Recovery**: Containment, eradication, and recovery stage. **Post-Incident-
Activity**: Post-incident activity stage.",
simulation="false",
actor="Tom",
owner="MyXXX",
creator="MyXxXX",
close_reason="False positive; Resolved; Duplicate; Others",
close_comment="False positive; Resolved; Duplicate; Others",
malware=malwareDataObject,
system_info={3},
process=listProcessDataObject,
user_info=listUserInfoDataObject,
file_info=listFileInfoDataObject
)
request.body = ChangelncidentRequestBody(
data_object=dataObjectbody
)

response = client.change_incident(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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Go

Update an incident. Set the incident title to MyXXX, URL to http://xxx, occurrence
times to 4, and confidence to 4.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ChangelncidentRequest{}
request.Workspaceld = "{workspace_id}"
request.Incidentld = "{incident_id}"
filePathFilelnfo:= "MyXXX"
fileContentFilelnfo:= "MyXXX"
fileNewPathFilelnfo:= "MyXXX"
fileHashFilelnfo:= "MyXXX"
fileMd5Filelnfo:= "MyXXX"
fileSha256Filelnfo:= "MyXXX"
fileAttrFileInfo:= "MyXXX"
var listFileInfoDataObject = [Jmodel.IncidentFilelnfo{
{

FilePath: &filePathFilelnfo,

FileContent: &fileContentFilelnfo,

FileNewPath: &fileNewPathFilelnfo,

FileHash: &fileHashFilelnfo,

FileMd5: &fileMd5Filelnfo,

FileSha256: &fileSha256Filelnfo,

FileAttr: &fileAttrFilelnfo,

}I

}
userldUserInfo:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
userNameUserInfo:= "MyXXX"
var listUserInfoDataObject = [Jmodel.IncidentUserInfo{
{
Userld: &userldUserInfo,
UserName: &userNameUserInfo,
}I
}
processNameProcess:= "MyXXX"
processPathProcess:= "MyXXX"
processPidProcess:= int32(123)
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processUidProcess:= int32(123)
processCmdlineProcess:= "MyXXX"
var listProcessDataObject = [Jmodel.IncidentProcess{
{
ProcessName: &processNameProcess,
ProcessPath: &processPathProcess,
ProcessPid: &processPidProcess,
ProcessUid: &processUidProcess,
ProcessCmdline: &processCmdlineProcess,
by
}
malwareFamilyMalware:= "family"
malwareClassMalware:= "Malicious memory occupation."
malwareDataObject := &model.IncidentMalware{
MalwareFamily: &malwareFamilyMalware,
MalwareClass: &malwareClassMalware,
}
recommendationRemediation:= "MyXXX"
urlRemediation:= "MyXXX"
remediationDataObject := &model.IncidentRemediation{
Recommendation: &recommendationRemediation,
Url: &urlRemediation,
}
idResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
nameResourceList:= "MyXXX"
typeResourceList:= "MyXXX"
regionldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
domainldResourceList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldResourceList:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
epldResourcelList:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
epNameResourceList:= "MyXXX"
tagsResourceList:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
var listResourceListDataObject = [Jmodel.IncidentResourceList{
{
Id: &idResourcelList,
Name: &nameResourcelist,
Type: &typeResourcelist,
Regionld: &regionldResourcelList,
Domainld: &domainldResourcelList,
Projectld: &projectldResourcelList,
Epld: &epldResourcelList,
EpName: &epNameResourcelList,
Tags: &tagsResourcelist,
by
}
latitudeDestGeo:= float32(90)
longitudeDestGeo:= float32(180)
destGeoNetworkList := &model.IncidentDestGeo{
Latitude: &latitudeDestGeo,
Longitude: &longitudeDestGeo,
}
latitudeSrcGeo:= float32(90)
longitudeSrcGeo:= float32(180)
srcGeoNetworkList := &model.IncidentSrcGeo{
Latitude: &latitudeSrcGeo,
Longitude: &longitudeSrcGeo,
}
directionNetworkList:= model.GetIncidentNetworkListDirectionEnum().{}
protocolNetworkList:= "TCP"
srclpNetworkList:= "192.168.0.1"
srcPortNetworkList:= int32(1)
srcDomainNetworkList:= "xxx"
destIpNetworkList:= "192.168.0.1"
destPortNetworkList:= "1"
destDomainNetworkList:= "xxx"
var listNetworkListDataObject = [Jmodel.IncidentNetworkList{
{
Direction: &directionNetworkList,
Protocol: &protocolNetworkList,
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Srclp: &srclpNetworkList,
SrcPort: &srcPortNetworkList,
SrcDomain: &srcDomainNetworkList,
SrcGeo: srcGeoNetworkList,
Destlp: &destlpNetworkList,
DestPort: &destPortNetworkList,
DestDomain: &destDomainNetworkList,
DestGeo: destGeoNetworkList,
%
}
sourceTypeDataSource:= int32(3)
domainldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
projectldDataSource:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldDataSource:= "909494e3-558e-46b6-a%eb-07a8e18cab62f"
dataSourceDataObject := &model.IncidentDataSource{
SourceType: &sourceTypeDataSource,
Domainld: &domainldDataSource,
Projectld: &projectldDataSource,
Regionld: &regionldDataSource,
}
vendorTypeEnvironment:= "MyXXX"
domainldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
regionldEnvironment:= "909494e3-558e-46b6-a9eb-07a8e18ca62f"
projectldEnvironment:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
environmentDataObject := &model.IncidentEnvironment{
VendorType: &vendorTypeEnvironment,
Domainld: &domainldEnvironment,
Regionld: &regionldEnvironment,
Projectld: &projectldEnvironment,
}
versionDataObject:= "1.0"
idDataObject:= "909494e3-558e-46b6-a9eb-07a8e18cab2f"
workspaceldDataObject:= "909494e3-558e-46b6-a9eb-07a8e18ca620"
firstObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
lastObservedTimeDataObject:= "2021-01-30T23:00:00Z+0800"
createTimeDataObject:= "2021-01-30T723:00:00Z+0800"
arriveTimeDataObject:= "2021-01-30T723:00:00Z+0800"
titleDataObject:= "MyXXX"
descriptionDataObject:= "This my XXXX"
sourceUrlDataObject:= "http://xxx"
countDataObject:= int32(4)
confidenceDataObject:= int32(4)
severityDataObject:= model.GetIncidentSeverityEnum().TIPS
criticalityDataObject:= int32(4)
verificationStateDataObject:=
model.GetIncidentVerificationStateEnum (). *UNKNOWN**_UNKNOWN;_*TRUE_POSITIVE**_POSITIVE;_**FAL
SE_POSITIVE**_FALSE_POSITIVE__THE_DEFAULT_VALUE_IS_*UNKNOWN**_
handleStatusDataObject:=
model.GetIncidentHandleStatusEnum(). *OPEN**_OPEN;_**BLOCK**_PENDING;_**CLOSED**_CLOSED__THE_D
EFAULT_VALUE_IS_**OPEN**_
slaDataObject:= int32(60000)
updateTimeDataObject:= "2021-01-30T23:00:00Z2+0800"
closeTimeDataObject:= "2021-01-30T23:00:00Z+0800"
ipdrrPhaseDataObject:=
model.GetIncidentlpdrrPhaseEnum().**PREPARATION**_PREPARATION_STAGE_ **DETECTION_AND_ANALYSI
S** DETECTION_AND_ANALYSIS_STAGE_ **CONTAIN,_ERADICATION&_RECOVERY** CONTAINMENT,_ERADIC
ATION,_AND_RECOVERY_STAGE_ **POST_INCIDENT_ACTIVITY**_POST_INCIDENT_ACTIVITY_STAGE_
simulationDataObject:= "false"
actorDataObject:= "Tom"
ownerDataObject:= "MyXXX"
creatorDataObject:= "MyXXX"
closeReasonDataObject:=
model.GetIncidentCloseReasonEnum().FALSE_POSITIVE;_RESOLVED;_DUPLICATE;_OTHERS
closeCommentDataObject:= "False positive; Resolved; Duplicate; Others"
var systemInfoDataObject interface{} = make(map[string]string)
dataObjectbody := &model.Incident{
Version: &versionDataObiject,
Id: &idDataObject,
Workspaceld: &workspaceldDataObiject,
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Environment: environmentDataObiject,
DataSource: dataSourceDataObiject,
FirstObservedTime: &firstObservedTimeDataObject,
LastObservedTime: &lastObservedTimeDataObject,
CreateTime: &createTimeDataObject,
ArriveTime: &arriveTimeDataObject,

Title: &titleDataObiject,

Description: &descriptionDataObject,
SourceUrl: &sourceUrlDataObiject,

Count: &countDataObject,

Confidence: &confidenceDataObject,
Severity: &severityDataObject,

Criticality: &criticalityDataObiject,
NetworkList: &listNetworkListDataObject,
ResourcelList: &listResourceListDataObject,
Remediation: remediationDataObject,
VerificationState: &verificationStateDataObject,
HandleStatus: &handleStatusDataObject,
Sla: &slaDataObject,

UpdateTime: &updateTimeDataObject,
CloseTime: &closeTimeDataObject,
IpdrrPhase: &ipdrrPhaseDataObject,
Simulation: &simulationDataObject,

Actor: &actorDataObject,

Owner: &ownerDataObject,

Creator: &creatorDataObiject,

CloseReason: &closeReasonDataObject,
CloseComment: &closeCommentDataObject,
Malware: malwareDataObject,

SystemlInfo: &systeminfoDataObject,
Process: &listProcessDataObiject,

UserInfo: &listUserInfoDataObject,

FileInfo: &listFilelInfoDataObject,

}

request.Body = &model.ChangelncidentRequestBody{
DataObiject: dataObjectbody,

}

response, err := client.Changelncident(request)
if err == nil {
fmt.Printf("%+v\n", response)

} else {

fmt.Println(err)

}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status
Code

Description

200

Response body of the request for updating an incident.

400

Response body of the failed request for updating an incident.

Error Codes

See Error Codes.
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4.3 Threat Indicator Management

4.3.1 Querying the Indicator List

Function

This API is used to query the indicator list.

Calling Method

For details, see Calling APIs.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/indicators/search

Table 4-255 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-256 Request header parameters

Parameter Mandatory Type Description
X-Auth-Token | Yes String User token.
content-type | Yes String application/

json;charset=UTF-8

Table 4-257 Request body parameters

Parameter Mandatory Type Description

ids No Array of Threat indicator list.
strings

dataclass_id No String Data class ID.

condition Yes condition Search condition expression.
object
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Parameter Mandatory Type Description
offset Yes Integer request offset, from 0
limit Yes Integer request limit size
sort_by No String sort by property, create_time.
from_date No String Query start time, for example,
2024-01-20T00:00:00.000Z
+0800.
to_date No String Query end time, for example,
2024-01-26T23:59:59.9997
+0800.
Table 4-258 condition
Parameter Mandatory Type Description
conditions No Array of Expression list.
conditions
objects
logics No Array of Expression name list.
strings
Table 4-259 conditions
Parameter Mandatory Type Description
name No String Expression name.
data No Array of Expression content list.
strings

Response Parameters

Status code: 200

Table 4-260 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Issue 10 (2025-06-24)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 242



API Reference 4 API
Table 4-261 Response body parameters
Parameter Type Description
code String Error code.
message String Error message.
total Integer Total number.
data Array of List of indicators.
IndicatorDetail
objects
Table 4-262 IndicatorDetail
Parameter Type Description
id String Threat indicator ID.
name String Threat indicator name.
data_object IndicatorDataOb- | Indicator details.
jectDetail object
workspace_id String Workspace ID.
project_id String Project ID.
dataclass_ref DataClassRefPojo | Data class object information.
object
create_time String Creation time.
update_time String Update time.
Table 4-263 IndicatorDataObjectDetail
Parameter Type Description
indicator_type indicator_type Indicator type object.
object
value String Value, for example, ip, url, and
domain.
update_time String Update time.
create_time String Creation time.
environment environment Environment information.
object
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Parameter Type Description
data_source data_source Data source information.
object
first_report_time String First occurrence time.
is_deleted Boolean Whether to delete.
last_report_time String Last occurrence time.
granular_marking | Integer Granularity (confidentiality level). 1:

First discovery; 2: Self-produced data;
3: Purchase required; and 4: Direct
query from the external network.

name String Name.

id String Threat indicator ID.

project_id String Project ID.

revoked Boolean Whether to discard.

status String Status. The options are Open, Closed,
and Revoked.

verdict String Threat degree. The options are Black,
White, and Gray.

workspace_id String Workspace ID.

confidence Integer Confidence. Value range: 80 to 100.

Table 4-264 indicator_type

Parameter Type Description
indicator_type String Indicator type.
id String Indicator type ID.

Table 4-265 environment

Parameter Type Description
vendor_type String Environment provider.
domain_id String Account ID.

region_id String Region ID.

project_id String Project ID.
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Table 4-266 data_source

Parameter Type Description

source_type Integer Data source type. The value can be 1,
2, or 3. 1: Huawei Cloud product; 2:
Third-party products, and 3: Your in-
house products.

domain_id String Account ID.
project_id String Project ID.
region_id String Region ID.

Table 4-267 DataClassRefPojo

Parameter Type Description
id String Data class ID.
name String Data class name.

Status code: 400

Table 4-268 Response header parameters

Parameter Type Description

X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-269 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Query the threat indicator list. IDs: id1 and id2; Name: indicator name; Type:
DATA_SOURCE; Data class ID: 28f61af50fc9452aa0ed5ea25c3cc3d3; Offset: 0. A
maximum of 10 indicators can be included. Returned indicators are sorted by
create_time.

{
"ids" : [ "id1", "id2" ],
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"dataclass_id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"condition" : {

"conditions" : [ {
"name" : "name",
"data" : [ "name", "=", "Threat indicator name." ]
jap
"logics" : [ "title" ]
L
"offset" : 0,
"limit" : 10,
"sort_by" : "create_time",
"from_date" : "2024-01-20T00:00:00.000Z+0800",
"to_date" : "2024-01-26T23:59:59.999Z+0800"
}
Example Responses
Status code: 200
Response to a successful request.
"code" : "00000000",
"data" : [ {
"create_time" : "2023-07-24T20:54:19Z+0800",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
h?
"revoked" : false,
"workspace_id" : "d5baeef8-3e75-4e91-9826-fb208ac58987",
"update_time" : "2023-07-24T20:54:19.038Z+0800",
"project_id" : "15645222e8744afa985c93dab6341da6",
"first_report_time" : "2023-07-31720:54:12.000Z+0800",
"id" : "ff61d1f8-0de4-4077-9e9b-e312f6829c6d",
"granular_marking" : 1,
"value" : "{}",
"create_time" : "2023-07-24T20:54:19.038Z+0800",
"confidence" : 80,
"last_report_time" : "2023-07-25T720:54:15.000Z+0800",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "15645222e8744afa985c93dab6341da6",
"region_id" : "xxx",
"source_type" : 1
h?
"environment" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "15645222e8744afa985c93dab6341da6",
"region_id" : "xxx",
"vendor_type" : "xxx"
h?
"verdict" : "Black",
"name" : "test",
"status" : "Open"
j?
"dataclass_ref" : {
"id" : "97ccf890-7480-31f6-a961-cf8da1f2f040",
"name" : "name"
"id" : "ff61d1f8-0de4-4077-9e9b-e312f6829c6d",
"update_time" : "2023-07-24T20:54:19Z+0800"
11
"message" : "",
"total" : 2
}
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SDK Sample Code

The SDK sample code is as follows.

Java

Query the threat indicator list. IDs: id1 and id2; Name: indicator name; Type:
DATA_SOURCE; Data class ID: 28f61af50fc9452aa0ed5ea25c3cc3d3; Offset: 0. A
maximum of 10 indicators can be included. Returned indicators are sorted by
create_time.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util ArrayList;

public class ListIndicatorsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ListindicatorsRequest request = new ListIndicatorsRequest();

request.withWorkspaceld("{workspace_id}");

IndicatorListSearchRequest body = new IndicatorListSearchRequest();

List<String> listConditionLogics = new ArrayList<>();

listConditionLogics.add("title");

List<String> listConditionsData = new ArrayList<>();

listConditionsData.add("name");

listConditionsData.add("=");

listConditionsData.add("Threat indicator name.");

List<IndicatorListSearchRequestConditionConditions> listConditionConditions = new ArrayList<>();

listConditionConditions.add(

new IndicatorListSearchRequestConditionConditions()
.withName("name")
.withData(listConditionsData)

)

IndicatorListSearchRequestCondition conditionbody = new IndicatorListSearchRequestCondition();

conditionbody.withConditions(listConditionConditions)

.withLogics(listConditionLogics);

List<String> listbodylds = new ArrayList<>();

listbodylds.add("id1");

listbodylds.add("id2");
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Python

body.withToDate("2024-01-26T23:59:59.999Z7+0800");

body.withFromDate("2024-01-20T00:00:00.000Z+0800");

body.withSortBy("create_time");

body.withLimit(10);

body.withOffset(0);

body.withCondition(conditionbody);

body.withDataclassld("28f61af50fc9452aaled5ea25c3cc3d3");

body.withlds(listbodylds);

request.withBody(body);

try {

ListindicatorsResponse response = client.listindicators(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Query the threat indicator list. IDs: id1 and id2; Name: indicator name; Type:
DATA_SOURCE; Data class ID: 28f61af50fc9452aa0ed5ea25c3cc3d3; Offset: 0. A
maximum of 10 indicators can be included. Returned indicators are sorted by
create_time.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListIndicatorsRequest()
request.workspace_id = "{workspace_id}"
listLogicsCondition = [

"title"

1

listDataConditions = [
"name",

n_n

!
"Threat indicator name."
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]
listConditionsCondition = [
IndicatorListSearchRequestConditionConditions(
name="name",
data=listDataConditions
)
]
conditionbody = IndicatorListSearchRequestCondition(
conditions=listConditionsCondition,
logics=listLogicsCondition

)

listldsbody = [
"id1",
"id2"

]

request.body = IndicatorListSearchRequest(
to_date="2024-01-26T23:59:59.999Z+0800",
from_date="2024-01-20T00:00:00.000Z+0800",
sort_by="create_time",
limit=10,
offset=0,
condition=conditionbody,
dataclass_id="28f61af50fc9452aa0ed5ea25c3cc3d3",
ids=listldsbody

)

response = client.list_indicators(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

Go

Query the threat indicator list. IDs: id1 and id2; Name: indicator name; Type:
DATA_SOURCE; Data class ID: 28f61af50fc9452aa0ed5ea25c3cc3d3; Offset: 0. A
maximum of 10 indicators can be included. Returned indicators are sorted by
create_time.

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
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}

WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListIndicatorsRequest{}
request.Workspaceld = "{workspace_id}"
var listLogicsCondition = []string{

"title",
}

var listDataConditions = []string{
"name",
"Threat indicator name.",

}

nameConditions:= "name"

var listConditionsCondition = [Jmodel.IndicatorListSearchRequestConditionConditions{

{
Name: &nameConditions,
Data: &listDataConditions,

b

conditionbody := &model.IndicatorListSearchRequestCondition{
Conditions: &listConditionsCondition,
Logics: &listLogicsCondition,

}
var listldsbody = []string{

"id1",

"id2",
}
toDatelndicatorListSearchRequest:= "2024-01-26T723:59:59.999Z+0800"
fromDatelndicatorListSearchRequest:= "2024-01-20T00:00:00.000Z+0800"
sortBylIndicatorListSearchRequest:= "create_time"
dataclassldIndicatorListSearchRequest:= "28f61af50fc9452aa0ed5ea25c3cc3d3"
request.Body = &model.IndicatorListSearchRequest{

ToDate: &toDatelndicatorListSearchRequest,

FromDate: &fromDatelndicatorListSearchRequest,

SortBy: &sortBylndicatorListSearchRequest,

Limit: int32(10),

Offset: int32(0),

Condition: conditionbody,

Dataclassld: &dataclassldindicatorListSearchRequest,

Ids: &listldsbody,

}
response, err := client.ListIndicators(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Description

Code

200 Response to a successful request.

400 Response message for failed requests.
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Error Codes

See Error Codes.

4.3.2 Creating a Threat Indicator

Function

This API is used to create a threat indicator.

Calling Method

For details, see Calling APIs.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/indicators

Table 4-270 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-271 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.

content-type | Yes String application/
json;charset=UTF-8

Table 4-272 Request body parameters

Parameter Mandatory Type Description
data_object Yes Createlndicat | Indicator details.
orDetail
object
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Table 4-273 CreatelndicatorDetail

Parameter Mandatory Type Description
data_source Yes data_source Data source information.
object
verdict Yes String Threat level.
confidence No Integer Confidence.
status No String Status.
labels No String Tag.
value Yes String Value.
granular_mar | Yes String Granularity (confidentiality
king level). 1: First discovery; 2:
Self-produced data; 3:
Purchase required; and 4:
Direct query from the external
network.
environment | Yes environment | Environment information.
object
defanged Yes Boolean Invalid or not.
first_report_ti | Yes String First occurrence time.
me
last_report_ti No String Last occurrence time.
me
id No String Threat indicator ID.
indicator_type | Yes indicator_typ | Threat indicator type.
e object
name Yes String Threat indicator name.
dataclass_id No String Data class ID.
workspace_id | Yes String workspace id
project_id No String Project id value
dataclass No DataClassRef | Data class object information.
Pojo object
create_time No String Create time
update_time No String Update time
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Table 4-274 data_source

Parameter Mandatory Type Description
source_type Yes Integer current page count
domain_id Yes String Id value
project_id Yes String Id value
region_id Yes String Id value
product_name | Yes String Id value
product_featu | Yes String Id value
re
Table 4-275 environment
Parameter Mandatory Type Description
vendor_type Yes String Environment provider.
domain_id Yes String Account ID.
region_id Yes String Region ID.
project_id Yes String Project ID.
Table 4-276 indicator_type
Parameter Mandatory Type Description
indicator_type | Yes String Threat indicator type.
id Yes String Indicator type ID.
Table 4-277 DataClassRefPojo
Parameter Mandatory Type Description
id Yes String Data class ID.
name No String Data class name.

Response Parameters
Status code: 200

Issue 10 (2025-06-24) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 253



SecMaster

API Reference 4 API
Table 4-278 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-279 Response body parameters
Parameter Type Description
code String Error code.
message String Error message.
data IndicatorDetail Indicator details.
object
Table 4-280 IndicatorDetail
Parameter Type Description
id String Threat indicator ID.
name String Threat indicator name.
data_object IndicatorDataOb- | Indicator details.
jectDetail object
workspace_id String Workspace ID.
project_id String Project ID.
dataclass_ref DataClassRefPojo | Data class object information.
object
create_time String Creation time.
update_time String Update time.
Table 4-281 IndicatorDataObjectDetail
Parameter Type Description
indicator_type indicator_type Indicator type object.
object
value String Value, for example, ip, url, and
domain.
update_time String Update time.
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Parameter

Type

Description

create_time

String

Creation time.

environment

environment
object

Environment information.

data_source

data_source
object

Data source information.

first_report_time String First occurrence time.

is_deleted Boolean Whether to delete.

last_report_time String Last occurrence time.

granular_marking | Integer Granularity (confidentiality level). 1:
First discovery; 2: Self-produced data;
3: Purchase required; and 4: Direct
query from the external network.

name String Name.

id String Threat indicator ID.

project_id String Project ID.

revoked Boolean Whether to discard.

status String Status. The options are Open, Closed,
and Revoked.

verdict String Threat degree. The options are Black,
White, and Gray.

workspace_id String Workspace ID.

confidence Integer Confidence. Value range: 80 to 100.

Table 4-282 indicator_type

Parameter Type Description
indicator_type String Indicator type.
id String Indicator type ID.

Table 4-283 environment

Parameter Type Description
vendor_type String Environment provider.
domain_id String Account ID.
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Parameter Type Description
region_id String Region ID.
project_id String Project ID.
Table 4-284 data_source
Parameter Type Description
source_type Integer Data source type. The value can be 1,
2, or 3. 1: Huawei Cloud product; 2:
Third-party products, and 3: Your in-
house products.
domain_id String Account ID.
project_id String Project ID.
region_id String Region ID.
Table 4-285 DataClassRefPojo
Parameter Type Description
id String Data class ID.
name String Data class name.

Status code: 400

Table 4-286 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-287 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.
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Example Requests

Create a threat indicator. Set its name to Threat Indicator Name, version to 1, type
to DATA_SOURCE, and trigger flag to No.

{
"data_object" : {
"data_source" : {
"source_type" : 3,
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"project_id" : "909494e3-558e-46b6-a9%eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"product_name" : "test",
"product_feature" : "test"
B
"verdict" : "BLACK",
"confidence" : 4,
"status" : "OPEN",
"labels" : "OPEN",
"value" : "123",
"granular_marking" : "1",
"environment" : {
"vendor_type" : "MyXXX",
"domain_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"region_id" : "909494e3-558e-46b6-a%eb-07a8e18ca62f",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f"
B
"defanged" : false,
"first_report_time" : "2021-01-30T23:00:00Z+0800",
"last_report_time" : "2021-01-30T23:00:00Z+0800",
"indicator_type" : {
"id" : "909494e3-558e-xxxxxx-07a8e18cabxxx",
"indicator_type" : "ipv6"
L
"name" : "Threat indicator name.",
"dataclass_id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"dataclass" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Name."
L
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"
}
}

Example Responses
Status code: 200

Response to a successful request.

"code" : 0,
"message" : "Error message",
"data" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Threat indicator name.",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
h?
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
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"region_id" : "xxx",
"source_type" : 1

%
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"
%
"dataclass_ref" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Name."
%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"
}
}

SDK Sample Code

Java

The SDK sample code is as follows.

Create a threat indicator. Set its name to Threat Indicator Name, version to 1, type

to DATA_SOURCE, and trigger flag to No.
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

public class CreatelndicatorSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");
String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

CreatelndicatorRequest request = new CreatelndicatorRequest();

request.withWorkspaceld("{workspace_id}");

IndicatorCreateRequest body = new IndicatorCreateRequest();

DataClassRefPojo dataclassDataObject = new DataClassRefPojo();

dataclassDataObject.withld("28f61af50fc9452aa0ed5ea25c3cc3d3")

.withName("Name.");
CreatelndicatorDetaillndicatorType indicatorTypeDataObject = new
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CreatelndicatorDetaillndicatorType();
indicatorTypeDataObject.withIndicatorType("ipv6")
withld("909494e3-558e-xxxxxx-07a8e18cabxxx");
CreatelndicatorDetailEnvironment environmentDataObject = new CreatelndicatorDetailEnvironment();
environmentDataObject.withVendorType ("MyXXX")
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f");
CreatelndicatorDetailDataSource dataSourceDataObject = new CreatelndicatorDetailDataSource();
dataSourceDataObject.withSourceType(3)
.withDomainld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withRegionld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withProductName("test")
.withProductFeature("test");
CreatelndicatorDetail dataObjectbody = new CreatelndicatorDetail();
dataObjectbody.withDataSource(dataSourceDataObject)
.withVerdict("BLACK")
.withConfidence(4)
.withStatus("OPEN")
.withLabels("OPEN")
.withValue("123")
.withGranularMarking("1")
.withEnvironment(environmentDataObject)
.withDefanged (false)
withFirstReportTime("2021-01-30T23:00:00Z+0800")
withLastReportTime("2021-01-30T23:00:00Z+0800")
.withIndicatorType(indicatorTypeDataObject)
.withName("Threat indicator name.")
.withDataclassld("28f61af50fc9452aa0ed5ea25c3cc3d3")
.withWorkspaceld("909494e3-558e-46b6-a9eb-07a8e18ca620")
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withDataclass(dataclassDataObject)
.withCreateTime("2021-01-30T23:00:00Z+0800")
.withUpdateTime("2021-01-30T23:00:00Z+0800");
body.withDataObject(dataObjectbody);
request.withBody(body);
try {
CreatelndicatorResponse response = client.createlndicator(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

Create a threat indicator. Set its name to Threat Indicator Name, version to 1, type
to DATA_SOURCE, and trigger flag to No.

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

n n

if _name__=="__main_"
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]
projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:

request = CreatelndicatorRequest()

request.workspace_id = "{workspace_id}"

dataclassDataObject = DataClassRefPojo(
id="28f61af50fc9452aa0ed5ea25c3cc3d3",
name="Name."

)

indicatorTypeDataObject = CreatelndicatorDetaillndicatorType(
indicator_type="ipv6",
id="909494e3-558e-xxxxxx-07a8e18cabxxx"

)

environmentDataObject = CreatelndicatorDetailEnvironment(
vendor_type="MyXXX",
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f"

)

dataSourceDataObject = CreatelndicatorDetailDataSource(
source_type=3,
domain_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
region_id="909494e3-558e-46b6-a%eb-07a8e18cab2f",
product_name="test",
product_feature="test"

dataObjectbody = CreatelndicatorDetail(
data_source=dataSourceDataObject,
verdict="BLACK",
confidence=4,
status="OPEN",
labels="OPEN",
value="123",
granular_marking="1",
environment=environmentDataObject,
defanged=False,
first_report_time="2021-01-30T23:00:00Z+0800",
last_report_time="2021-01-30T23:00:00Z+0800",
indicator_type=indicatorTypeDataObject,
name="Threat indicator name.",
dataclass_id="28f61af50fc9452aa0ed5ea25c3cc3d3",
workspace_id="909494e3-558e-46b6-a9eb-07a8e18ca620",
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab2f",
dataclass=dataclassDataObject,
create_time="2021-01-30T23:00:00Z+0800",
update_time="2021-01-30T23:00:00Z+0800"

)

request.body = IndicatorCreateRequest(
data_object=dataObjectbody

)

response = client.create_indicator(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
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Go

print(e.error_code)
print(e.error_msg)

import (

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

func main() {

Create a threat indicator. Set its name to Threat Indicator Name, version to 1, type
to DATA_SOURCE, and trigger flag to No.

package main

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreatelndicatorRequest{}

request.Workspaceld = "{workspace_id}"

nameDataclass:= "Name."

dataclassDataObject := &model.DataClassRefPojo{
Id: "28f61af50fc9452aa0ed5ea25c3cc3d3",
Name: &nameDataclass,

}

indicatorTypeDataObject := &model.CreatelndicatorDetaillndicatorType{
IndicatorType: "ipv6",
Id: "909494e3-558e-xxxxxx-07a8e18cabxxx",

}

environmentDataObject := &model.CreatelndicatorDetailEnvironment{
VendorType: "MyXXX",
Domainld: "909494e3-558e-46b6-a9eb-07a8e18ca62f",
Regionld: "909494e3-558e-46b6-a9eb-07a8e18ca62f",
Projectld: "909494e3-558e-46b6-a9eb-07a8e18ca62f",

}

dataSourceDataObject := &model.CreatelndicatorDetailDataSource{
SourceType: int32(3),
Domainld: "909494e3-558e-46b6-a9eb-07a8e18cab62f",
Projectld: "909494e3-558e-46b6-a9eb-07a8e18ca62f",
Regionld: "909494e3-558e-46b6-a9eb-07a8e18ca62f",
ProductName: "test",
ProductFeature: "test",

}

confidenceDataObject:= int32(4)

statusDataObject:= "OPEN"

labelsDataObject:= "OPEN"

lastReportTimeDataObject:= "2021-01-30T23:00:00Z+0800"
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dataclassldDataObject:= "28f61af50fc9452aa0ed5ea25c3cc3d3"
projectldDataObject:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
createTimeDataObject:= "2021-01-30T723:00:00Z+0800"
updateTimeDataObject:= "2021-01-30T23:00:00Z2+0800"
dataObjectbody := &model.CreatelndicatorDetail{
DataSource: dataSourceDataObiject,
Verdict: "BLACK",
Confidence: &confidenceDataObject,
Status: &statusDataObject,
Labels: &labelsDataObject,
Value: "123",
GranularMarking: "1",
Environment: environmentDataObiject,
Defanged: false,
FirstReportTime: "2021-01-30T23:00:00Z2+0800",
LastReportTime: &lastReportTimeDataObject,
IndicatorType: indicatorTypeDataObject,
Name: "Threat indicator name.",
Dataclassld: &dataclassldDataObiject,
Workspaceld: "909494e3-558e-46b6-a9eb-07a8e18ca620",
Projectld: &projectldDataObject,
Dataclass: dataclassDataObject,
CreateTime: &createTimeDataObject,
UpdateTime: &updateTimeDataObject,
}
request.Body = &model.IndicatorCreateRequest{
DataObiject: dataObjectbody,
}

response, err := client.Createlndicator(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Description

Code

200 Response to a successful request.

400 Response message for failed requests.

See Error Codes.

4.3.3 Deleting a Threat Indicator

Function

Deleting a Threat Indicator
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For details, see Calling APIs.

DELETE /v1/{project_id}/workspaces/{workspace_id}/soc/indicators

Table 4-288 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-289 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.

content-type | Yes String application/
json;charset=UTF-8

Table 4-290 Request body parameters

Parameter Mandatory Type Description
batch_ids No Array of Threat indicator list.
strings

Response Parameters

Status code: 200

Table 4-291 Response header parameters

Parameter Type Description

Request ID. Format: request_uuid-
timestamp-hostname.

X-request-id String
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Table 4-292 Response body parameters
Parameter Type Description
code String Error code.
message String Error message.
data IndicatorBatchO- | Indicator response parameters.
perateResponse
object
Table 4-293 IndicatorBatchOperateResponse
Parameter Type Description
success_ids Array of strings Succeeded IDs.
error_ids Array of strings Failed IDs.
Status code: 400
Table 4-294 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-295 Response body parameters
Parameter Type Description
code String Error code.
message String Error description.
Example Requests
Delete a threat indicator. Batch ID: 909494e3-558e-46b6-a9eb-07a8e18ca62f
"batch_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]
}
Example Responses
Status code: 200
Response to a successful request.
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"code" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"message" : "Error message",
"data" : {
"success_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18cab2f" ],
"error_ids" : [ "909494e3-558e-46b6-a9eb-07a8e18ca62f" ]

}
}

SDK Sample Code

The SDK sample code is as follows.

Java

Delete a threat indicator. Batch ID: 909494e3-558e-46b6-a9eb-07a8e18ca62f

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

import java.util.List;
import java.util ArrayList;

public class DeletelndicatorSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");
String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

DeletelndicatorRequest request = new DeletelndicatorRequest();

request.withWorkspaceld("{workspace_id}");

DeletelndicatorRequestBody body = new DeletelndicatorRequestBody();

List<String> listbodyBatchlds = new ArrayList<>();

listbodyBatchlds.add("909494e3-558e-46b6-a9eb-07a8e18ca62f");

body.withBatchlds(listbodyBatchlds);

request.withBody(body);

try {

DeletelndicatorResponse response = client.deletelndicator(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
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Python

Go

e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Delete a threat indicator. Batch ID: 909494e3-558e-46b6-a9eb-07a8e18ca62f
# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

n "

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeletelndicatorRequest()
request.workspace_id = "{workspace_id}"
listBatchldsbody = [
"909494e3-558e-46b6-a9eb-07a8e18cab2f"
1
request.body = DeletelndicatorRequestBody(
batch_ids=listBatchldsbody
)
response = client.delete_indicator(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Delete a threat indicator. Batch ID: 909494e3-558e-46b6-a9eb-07a8e18ca62f
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"
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func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeletelndicatorRequest{}

request.Workspaceld = "{workspace_id}"

var listBatchldsbody = []string{
"909494e3-558e-46b6-a9eb-07a8e18ca62f",

}

request.Body = &model.DeletelndicatorRequestBody{
Batchlds: &listBatchldsbody,

}

response, err := client.Deletelndicator(request)
if err == nil {
fmt.Printf("%+v\n", response)

} else {

fmt.Println(err)

}
}

More

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status
Code

Description

200

Response to a successful request.

400

Response to a failed request.

Error Codes

See Error Codes.
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4.3.4 Querying Details About a Threat Indicator

Function

This APl is used to query the details about a threat indicator.

Calling Method

For details, see Calling APIs.

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/indicators/{indicator_id}

Table 4-296 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.
indicator_id Yes String Threat indicator ID.

Request Parameters

Table 4-297 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.

content-type | Yes String application/
json;charset=UTF-8

Response Parameters

Status code: 200

Table 4-298 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.
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Table 4-299 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data IndicatorDetail Indicator details.
object

Table 4-300 IndicatorDetail

Parameter Type Description
id String Threat indicator ID.
name String Threat indicator name.

IndicatorDataOb-
jectDetail object

data_object

Indicator details.

workspace_id String Workspace ID.

project_id String Project ID.

dataclass_ref DataClassRefPojo | Data class object information.
object

create_time String Creation time.

update_time String Update time.

Table 4-301 IndicatorDataObjectDetail

Parameter Type Description

indicator_type indicator_type Indicator type object.
object

value String Value, for example, ip, url, and

domain.

update_time String Update time.

create_time String Creation time.

environment environment Environment information.
object

data_source data_source Data source information.
object

first_report_time String First occurrence time.
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Parameter Type Description
is_deleted Boolean Whether to delete.
last_report_time String Last occurrence time.
granular_marking | Integer Granularity (confidentiality level). 1:

First discovery; 2: Self-produced data;
3: Purchase required; and 4: Direct
query from the external network.

name String Name.

id String Threat indicator ID.

project_id String Project ID.

revoked Boolean Whether to discard.

status String Status. The options are Open, Closed,
and Revoked.

verdict String Threat degree. The options are Black,
White, and Gray.

workspace_id String Workspace ID.

confidence Integer Confidence. Value range: 80 to 100.

Table 4-302 indicator_type

Parameter Type Description
indicator_type String Indicator type.
id String Indicator type ID.

Table 4-303 environment

Parameter Type Description
vendor_type String Environment provider.
domain_id String Account ID.

region_id String Region ID.

project_id String Project ID.
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Table 4-304 data_source

Parameter Type Description

source_type Integer Data source type. The value can be 1,
2, or 3. 1: Huawei Cloud product; 2:
Third-party products, and 3: Your in-
house products.

domain_id String Account ID.
project_id String Project ID.
region_id String Region ID.

Table 4-305 DataClassRefPojo

Parameter Type Description
id String Data class ID.
name String Data class name.

Status code: 400

Table 4-306 Response header parameters

Parameter Type Description

X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-307 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

None

Example Responses
Status code: 200

Response to a successful request.
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"code" : 0,
"message" : "Error message",
"data" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Indicator name.",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
2
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
"region_id" : "xxx",
"source_type" : 1

%
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"
%
"dataclass_ref" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Name."
%
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"
}
}

SDK Sample Code

Java

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;

import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;

import com.huaweicloud.sdk.secmaster.v2.*;
import com.huaweicloud.sdk.secmaster.v2.model.*;

public class ShowlndicatorDetailSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");
String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);
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Python

Go

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))

.build();

ShowlIndicatorDetailRequest request = new ShowlndicatorDetailRequest();

request.withWorkspaceld("{workspace_id}");

request.withindicatorld("{indicator_id}");

try {

ShowlndicatorDetailResponse response = client.showlndicatorDetail(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowlndicatorDetailRequest()
request.workspace_id = "{workspace_id}"
request.indicator_id = "{indicator_id}"
response = client.show_indicator_detail(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
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"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowlIndicatorDetailRequest{}
request.Workspaceld = "{workspace_id}"
request.Indicatorld = "{indicator_id}"

response, err := client.ShowlndicatorDetail(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response to a successful request.

400 Response message for failed requests.

Error Codes

See Error Codes.
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4.3.5 Updating a Threat Indicator

Function

This APl is used to update a threat indicator.

Calling Method
For details, see Calling APIs.

URI
PUT /v1/{project_id}/workspaces/{workspace_id}/soc/indicators/{indicator_id}

Table 4-308 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.
indicator_id Yes String Threat indicator ID.

Request Parameters

Table 4-309 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String User token.

content-type | Yes String application/
json;charset=UTF-8

Table 4-310 Request body parameters

Parameter Mandatory Type Description
data_object No IndicatorDat | Indicator details.
aObjectDetai
L object
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Table 4-311 IndicatorDataObjectDetail

Parameter Mandatory Type Description
indicator_type | No indicator_typ | Indicator type object.
e object
value No String Value, for example, ip, url,
and domain.
update_time No String Update time.
create_time No String Creation time.
environment No environment | Environment information.
object
data_source No data_source | Data source information.
object
first_report_ti | No String First occurrence time.
me
is_deleted No Boolean Whether to delete.
last_report_ti | No String Last occurrence time.
me
granular_mar | No Integer Granularity (confidentiality
king level). 1: First discovery; 2:
Self-produced data; 3:
Purchase required; and 4:
Direct query from the external
network.
name No String Name.
id No String Threat indicator ID.
project_id No String Project ID.
revoked No Boolean Whether to discard.
status No String Status. The options are Open,
Closed, and Revoked.
verdict No String Threat degree. The options are
Black, White, and Gray.
workspace_id | No String Workspace ID.
confidence No Integer Confidence. Value range: 80 to
100.
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Table 4-312 indicator_type

Parameter Mandatory Type Description
indicator_type | No String Indicator type.
id No String Indicator type ID.

Table 4-313 environment

Parameter Mandatory Type Description
vendor_type No String Environment provider.
domain_id No String Account ID.

region_id No String Region ID.

project_id No String Project ID.

Table 4-314 data_source

Parameter Mandatory Type Description

source_type No Integer Data source type. The value
can be 1, 2, or 3. 1: Huawei
Cloud product; 2: Third-party
products, and 3: Your in-house

products.
domain_id No String Account ID.
project_id No String Project ID.
region_id No String Region ID.
Response Parameters
Status code: 200
Table 4-315 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
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Table 4-316 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data IndicatorDetail Indicator details.
object

Table 4-317 IndicatorDetail

Parameter Type Description
id String Threat indicator ID.
name String Threat indicator name.

IndicatorDataOb-
jectDetail object

data_object

Indicator details.

workspace_id String Workspace ID.

project_id String Project ID.

dataclass_ref DataClassRefPojo | Data class object information.
object

create_time String Creation time.

update_time String Update time.

Table 4-318 IndicatorDataObjectDetail

Parameter Type Description

indicator_type indicator_type Indicator type object.
object

value String Value, for example, ip, url, and

domain.

update_time String Update time.

create_time String Creation time.

environment environment Environment information.
object

data_source data_source Data source information.
object

first_report_time String First occurrence time.
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Parameter Type Description
is_deleted Boolean Whether to delete.
last_report_time String Last occurrence time.
granular_marking | Integer Granularity (confidentiality level). 1:

First discovery; 2: Self-produced data;
3: Purchase required; and 4: Direct
query from the external network.

name String Name.

id String Threat indicator ID.

project_id String Project ID.

revoked Boolean Whether to discard.

status String Status. The options are Open, Closed,
and Revoked.

verdict String Threat degree. The options are Black,
White, and Gray.

workspace_id String Workspace ID.

confidence Integer Confidence. Value range: 80 to 100.

Table 4-319 indicator_type

Parameter Type Description
indicator_type String Indicator type.
id String Indicator type ID.

Table 4-320 environment

Parameter Type Description
vendor_type String Environment provider.
domain_id String Account ID.

region_id String Region ID.

project_id String Project ID.
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Table 4-321 data_source

Parameter Type Description

source_type Integer Data source type. The value can be 1,
2, or 3. 1: Huawei Cloud product; 2:
Third-party products, and 3: Your in-
house products.

domain_id String Account ID.

project_id String Project ID.

region_id String Region ID.

Table 4-322 DataClassRefPojo

Parameter Type Description

id String Data class ID.

name String Data class name.

Status code: 400

Table 4-323 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-324 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

Update a threat indicator. The threat indicator trigger flag is no, and the value is

ip.

{
"data_object" : {
"indicator_type" : {

"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
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%
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
"region_id" : "xxx",
"source_type" : 1
%
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"

Example Responses
Status code: 200

Response to a successful request.

"code" : "909494e3-558e-46b6-a9%eb-07a8e18ca62f",
"message" : "Error message",
"data" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Threat indicator name.",
"data_object" : {
"indicator_type" : {
"indicator_type" : "ipv6",
"id" : "ac794b2dfab9fe8c0676587301a636d3"
L
"value" : "ip",
"data_source" : {
"domain_id" : "ac7438b990ef4a37b741004eb45e8bf4",
"project_id" : "5b8bb3c888db498f9eeaf1023f7ba597",
"region_id" : "xxx",
"source_type" : 1
L
"workspace_id" : "909494e3-558e-46b6-a9eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a%eb-07a8e18cab2f",
"granular_marking" : 1,
"first_report_time" : "2023-07-04T16:47:01Z+0800",
"status" : "Open"
B
"workspace_id" : "909494e3-558e-46b6-a%eb-07a8e18ca620",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18ca62f",
"dataclass_ref" : {
"id" : "28f61af50fc9452aa0ed5ea25c3cc3d3",
"name" : "Name."
B
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800"
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

Update a threat indicator. The threat indicator trigger flag is no, and the value
ip.

S
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

public class UpdatelndicatorSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

UpdatelndicatorRequest request = new UpdatelndicatorRequest();
request.withWorkspaceld("{workspace_id}");
request.withindicatorld("{indicator_id}");
UpdatelndicatorRequestBody body = new UpdatelndicatorRequestBody();
IndicatorDataObjectDetailDataSource dataSourceDataObject = new
IndicatorDataObjectDetailDataSource();
dataSourceDataObject.withSourceType(1)
.withDomainld("ac7438b990ef4a37b741004eb45e8bf4")
.withProjectld("5b8bb3c888db498f9eeaf1023f7ba597")
.withRegionld("xxx");
IndicatorDataObjectDetaillndicatorType indicatorTypeDataObject = new
IndicatorDataObjectDetaillndicatorType();
indicatorTypeDataObject.withIndicatorType("ipv6")
withld("ac794b2dfab9fe8c0676587301a636d3");
IndicatorDataObjectDetail dataObjectbody = new IndicatorDataObjectDetail();
dataObjectbody.withIndicatorType(indicatorTypeDataObject)
.withValue("ip")
.withDataSource(dataSourceDataObject)
.withFirstReportTime("2023-07-04T16:47:01Z+0800")
.withGranularMarking(1)
.withProjectld("909494e3-558e-46b6-a9eb-07a8e18ca62f")
.withStatus("Open")
.withWorkspaceld("909494e3-558e-46b6-a9eb-07a8e18ca620");
body.withDataObject(dataObjectbody);
request.withBody(body);
try {
UpdatelndicatorResponse response = client.updatelndicator(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
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System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
}
}
}

Update a threat indicator. The threat indicator trigger flag is no, and the value is
ip.
# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:

request = UpdatelndicatorRequest()

request.workspace_id = "{workspace_id}"

request.indicator_id = "{indicator_id}"

dataSourceDataObject = IndicatorDataObjectDetailDataSource(
source_type=1,
domain_id="ac7438b990ef4a37b741004eb45e8bf4",
project_id="5b8bb3c888db498f9eeaf1023f7ba597",
region_id="xxx"

)

indicatorTypeDataObject = IndicatorDataObjectDetaillndicatorType(
indicator_type="ipv6",
id="ac794b2dfab9fe8c0676587301a636d3"

)

dataObjectbody = IndicatorDataObjectDetail(
indicator_type=indicatorTypeDataObject,
value="ip",
data_source=dataSourceDataObject,
first_report_time="2023-07-04T16:47:01Z+0800",
granular_marking=1,
project_id="909494e3-558e-46b6-a9%eb-07a8e18cab62f",
status="Open",
workspace_id="909494e3-558e-46b6-a9eb-07a8e18ca620"

)

request.body = UpdatelndicatorRequestBody(
data_object=dataObjectbody

)

response = client.update_indicator(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
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print(e.error_code)
print(e.error_msg)

Update a threat indicator. The threat indicator trigger flag is no, and the value is
ip.
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdatelndicatorRequest{}
request.Workspaceld = "{workspace_id}"
request.Indicatorld = "{indicator_id}"
sourceTypeDataSource:= int32(1)
domainldDataSource:= "ac7438b990ef4a37b741004eb45e8bf4"
projectldDataSource:= "5b8bb3c888db498f9eeaf1023f7ba597"
regionldDataSource:= "xxx"
dataSourceDataObject := &model.IndicatorDataObjectDetailDataSource{
SourceType: &sourceTypeDataSource,
Domainld: &domainldDataSource,
Projectld: &projectldDataSource,
Regionld: &regionldDataSource,
}
indicatorTypelndicatorType:= "ipv6"
idIndicatorType:= "ac794b2dfab9fe8c0676587301a636d3"
indicatorTypeDataObject := &model.IndicatorDataObjectDetaillndicatorType{
IndicatorType: &indicatorTypelndicatorType,
Id: &idIndicatorType,
}
valueDataObject:= "ip"
firstReportTimeDataObject:= "2023-07-04T16:47:01Z+0800"
granularMarkingDataObject:= int32(1)
projectldDataObject:= "909494e3-558e-46b6-a%eb-07a8e18cab2f"
statusDataObject:= "Open"
workspaceldDataObject:= "909494e3-558e-46b6-a9eb-07a8e18ca620"
dataObjectbody := &model.IndicatorDataObjectDetail{
IndicatorType: indicatorTypeDataObject,
Value: &valueDataObiject,
DataSource: dataSourceDataObiject,
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FirstReportTime: &firstReportTimeDataObject,
GranularMarking: &granularMarkingDataObject,
Projectld: &projectldDataObject,
Status: &statusDataObject,
Workspaceld: &workspaceldDataObiject,

}

request.Body = &model.UpdatelndicatorRequestBody{
DataObiject: dataObjectbody,

}

response, err := client.Updatelndicator(request)

if err == nil {
fmt.Printf("%+v\n", response)

}else {
fmt.Println(err)

}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response to a successful request.
400 Response to a failed request.

Error Codes

See Error Codes.

4.4 Playbook Management

4.4.1 Monitoring Playbook Running

Function

This API is used to monitor the running status of a playbook.

Calling Method

For details, see Calling APIs.

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/{playbook_id}/
monitor
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Table 4-325 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

workspace_id | Yes String Workspace ID.

playbook_id Yes String Playbook ID.

Table 4-326 Query Parameters

Parameter Mandatory Type Description

start_time Yes String Start time. I1ISO 8601 format:
YYYY-MM-DDTHH:mm:ss.ms
+timezone. Example:
2021-01-30T23:00:00Z+0800.
The time zone is the one
where the playbook instance
was generated. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.

version_query | Yes String Playbook version type. The

_type options are:
ALL: All versions; VALID: Valid
versions; DELETED: Deleted
versions.

end_time Yes String End time. ISO 8601 format:

YYYY-MM-DDTHH:mm:ss.ms
+timezone. Example:
2021-01-30T23:00:00Z+0800.
The time zone is the one
where the playbook instance
was generated. If this
parameter cannot be parsed,
the default time zone GMT+8
is used.
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Request Parameters

Table 4-327 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

header is the user token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response

content-type

Yes

String

application/
json;charset=UTF-8

Response Parameters

Status code: 200

Table 4-328 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-329 Response body parameters

Parameter Type Description

code String Error code.

message String Error message.

data Playbookinstanc | Playbook monitoring details.
eMonitorDetail
object

Table 4-330 PlaybookinstanceMonitorDetail

_run_num

Parameter Type Description

total_instance_run | Integer Total execution times.

_num

schedule_instance | Integer Number of scheduled executions.
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event_instance_ru | Integer Number of time-triggered executions.
n_num
average_run_time | Number Average running duration.

min_run_time_inst
ance

PlaybookInstanc
eRunStatistics
object

Workflow with the shortest running
duration.

max_run_time_ins
tance

PlaybookInstanc
eRunStatistics
object

Workflow with the longest running
duration.

num

total_instance_nu | Integer Total number of playbook instances.

m

success_instance_ | Integer Number of instances that have been

num executed successfully.

fail_instance_num | Integer Number of instances that failed to be
executed.

terminate_instanc | Integer Number of terminated instances.

e_num

running_instance_ | Integer Number of running instances.

Table 4-331 PlaybookinstanceRunStatistics

_run_time

Parameter Type Description

playbook_instance | String Playbook instance ID.

_id

playbook_instance | String Playbook instance name.
_name

playbook_instance | Number Playbook instance running time.

Status code: 400

Table 4-332 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.
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Table 4-333 Response body parameters

Parameter Type Description

code String Error code.

message String Error description.

Example Requests

None

Example Responses
Status code: 200

Response to a successful request.

{
"code" : "00000000",
"message" : "",
"data" : {
"total_instance_run_num" : "Unknown Type: in",
"schedule_instance_run_num" : 99999999,
"event_instance_run_num" : 99999999,
"average_run_time" : 9999999999,
"min_run_time_instance" : {
"playbook_instance_id" : "string",
"playbook_instance_name" : "string",
"playbook_instance_run_time" : 9999999999
2
"max_run_time_instance" : {
"playbook_instance_id" : "string",
"playbook_instance_name" : "string",
"playbook_instance_run_time" : 9999999999
"total_instance_num" : 99999999,
"success_instance_num" : 99999999,
"fail_instance_num" : 99999999,
"terminate_instance_num" : 99999999,
"running_instance_num" : 99999999

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;
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public class ShowPlaybookMonitorsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ShowPlaybookMonitorsRequest request = new ShowPlaybookMonitorsRequest();
request.withWorkspaceld("{workspace_id}");
request.withPlaybookld("{playbook_id}");
try {
ShowPlaybookMonitorsResponse response = client.showPlaybookMonitors(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)
client = SecMasterClient.new_builder() \
.with_credentials(credentials) \

.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
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request = ShowPlaybookMonitorsRequest()
request.workspace_id = "{workspace_id}"
request.playbook_id = "{playbook_id}"
response = client.show_playbook_monitors(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (

nfmtn

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

More

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ShowPlaybookMonitorsRequest{}
request.Workspaceld = "{workspace_id}"
request.Playbookld = "{playbook_id}"
response, err := client.ShowPlaybookMonitors(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

For SDK sample code of more programming languages, see the Sample Code tab

in API Explorer. SDK sample code can be automatically generated.
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Status Codes

Status Description

Code

200 Response to a successful request.

400 Response message for failed requests.

Error Codes

See Error Codes.

4.4.2 Querying Playbook Statistics Data

Function

This API is used to obtain playbook statistics.

Calling Method

For details, see Calling APIs.

URI

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks/statistics

Table 4-334 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-335 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.
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Parameter Mandatory Type Description
content-type | Yes String application/
json;charset=UTF-8
Response Parameters
Status code: 200
Table 4-336 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-337 Response body parameters
Parameter Type Description
code String Error code.
message String Error message.
data PlaybookStatistic | Playbook status statistics.
Detail object
Table 4-338 PlaybookStatisticDetail
Parameter Type Description
unapproved_num | Integer Number of unapproved playbooks.
disabled_num Integer Number of playbooks that are not
enabled.
enabled_num Integer Number of enabled playbooks.
Status code: 400
Table 4-339 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
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Table 4-340 Response body parameters

Parameter Type Description
code String Error code.
message String Error description.

Example Requests

None

Example Responses
Status code: 200

Response to a successful request.

{
"code" : 0,
"message" : "Error message",
"data" : {
"unapproved_num" : 99999999,
"disabled_num" : 99999999,
"enabled_num" : 99999999
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;
import com.huaweicloud.sdk.secmaster.v2.*;

import com.huaweicloud.sdk.secmaster.v2.model.*;

public class ShowPlaybookStatisticsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)
.withAk(ak)
withSk(sk);
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SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();
ShowPlaybookStatisticsRequest request = new ShowPlaybookStatisticsRequest();
request.withWorkspaceld("{workspace_id}");
try {
ShowPlaybookStatisticsResponse response = client.showPlaybookStatistics(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowPlaybookStatisticsRequest()
request.workspace_id = "{workspace_id}"
response = client.show_playbook_statistics(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
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secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

More

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ShowPlaybookStatisticsRequest{}
request.Workspaceld = "{workspace_id}"
response, err := client.ShowPlaybookStatistics(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response to a successful request.

400 Response message for failed requests.

Error Codes

See Error Codes.

4.4.3 Querying the Playbook List

Function

This API is used to query the playbook list.
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Calling Method

URI

For details, see Calling APIs.

GET /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks

Table 4-341 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

workspace_id | Yes String Workspace ID.

Table 4-342 Query Parameters

Parameter Mandatory Type Description

search_txt No String Search keyword.

enabled No Boolean Whether to enable this
feature.

offset Yes Integer Pagination query parameter.
This parameter specifies the
start position of the query
result. The value starts from 0.

limit Yes Integer The maximum number of
records can be returned on
each page for a pagination
query. The value starts from 1.

description No String Playbook description.

dataclass_na No String Data class name.

me

name No String Playbook name.
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Request Parameters

Table 4-343 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

User token.

header is the user token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response

content-type

Yes

String

application/
json;charset=UTF-8

Response Parameters

Status code: 200

Table 4-344 Response header parameters

Parameter

Type

Description

X-request-id

String

Request ID. Format: request_uuid-
timestamp-hostname.

Table 4-345 Response body parameters

Parameter Type Description

code String Error code.

message String Response message information.

total Integer Total records.

size Integer Records on each page.

page Integer Current page number.

data Array of Playbook list information.
Playbookinfo
objects
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Table 4-346 Playbookinfo
Parameter Type Description
id String Playbook ID.
name String Playbook name.
description String Description.
create_time String Time the playbook was created.
update_time String Time the playbook was updated.
project_id String Project ID.
version_id String Playbook version ID.
enabled Boolean Whether to enable this feature.
workspace_id String Workspace ID.
approve_role String Reviewer role.
user_role String User role.
edit_role String Role of the editor.
owner_id String Owner ID.
version String Version No.
dataclass_name String Data class name.
dataclass_id String Data class ID.
unaudited_version | String ID of the playbook version to be
_id reviewed.
reject_version_id String ID of the rejected playbook version.
Status code: 400
Table 4-347 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-348 Response body parameters
Parameter Type Description
code String Error code.
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Parameter Type Description

message String Error description.

Example Requests

None

Example Responses
Status code: 200

Response parameters for a successful playbook list query.

"code" : 0,

"message" : null,

"total" : 41,

"page" : 10,

"data" : [ {
"id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"name" : "MyXXX",
"description" : "This my XXXX",
"create_time" : "2021-01-30T23:00:00Z+0800",
"update_time" : "2021-01-30T23:00:00Z+0800",
"project_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"enabled" : true,
"workspace_id" : "string",
"approve_role" : "approve",
"user_role" : "string",
"edit_role" : "editor",
"owner_id" : "909494e3-558e-46b6-a9eb-07a8e18cab2f",
"version" : "v1.1.1",
"dataclass_name" : "string",
"dataclass_id" : "string",
"unaudited_version_id" : "string",
"reject_version_id" : "string"

11

}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.secmaster.v2.region.SecMasterRegion;

import com.huaweicloud.sdk.secmaster.v2.*;
import com.huaweicloud.sdk.secmaster.v2.model.*;

public class ListPlaybooksSolution {

public static void main(String[] args) {
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// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

String projectld = "{project_id}";

ICredential auth = new BasicCredentials()
.withProjectld(projectld)

.withAk(ak)
withSk(sk);

SecMasterClient client = SecMasterClient.newBuilder()
.withCredential(auth)
.withRegion(SecMasterRegion.valueOf("<YOUR REGION>"))
.build();

ListPlaybooksRequest request = new ListPlaybooksRequest();

request.withWorkspaceld("{workspace_id}");

try {
ListPlaybooksResponse response = client.listPlaybooks(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdksecmaster.v2.region.secmaster_region import SecMasterRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdksecmaster.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

projectld = "{project_id}"

credentials = BasicCredentials(ak, sk, projectld)

client = SecMasterClient.new_builder() \
.with_credentials(credentials) \
.with_region(SecMasterRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListPlaybooksRequest()
request.workspace_id = "{workspace_id}"
response = client.list_playbooks(request)
print(response)
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except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
secmaster "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/secmaster/v2/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

projectld := "{project_id}"

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
Build()

client := secmaster.NewSecMasterClient(
secmaster.SecMasterClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListPlaybooksRequest{}
request.Workspaceld = "{workspace_id}"
response, err := client.ListPlaybooks(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Response parameters for a successful playbook list query.
400 Response parameters for failed requests.
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Error Codes

See Error Codes.

4.4.4 Creating a Playbook

Function

This API is used to create a playbook.

Calling Method

For details, see Calling APIs.

URI

POST /v1/{project_id}/workspaces/{workspace_id}/soc/playbooks

Table 4-349 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
workspace_id | Yes String Workspace ID.

Request Parameters

Table 4-350 Request header parameters

Parameter Mandatory

Type

Description

X-Auth-Token | Yes

String

User token.

It can be obtained by calling
the IAM API used to obtain a
user token. The value of X-
Subject-Token in the response
header is the user token.

content-type | Yes

String

application/
json;charset=UTF-8

Table 4-351 Request body parameters

Parameter Mandatory Type Description
name Yes String Playbook name.
description No String Description.
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Parameter Mandatory Type Description
workspace_id | Yes String Workspace ID.
Response Parameters
Status code: 200
Table 4-352 Response header parameters
Parameter Type Description
X-request-id String Request ID. Format: request_uuid-
timestamp-hostname.
Table 4-353 Response body parameters
Parameter Type Description
code String Error code.
message String Error message.
data Playbookinfo Playbook details.
object
Table 4-354 Playbookinfo
Parameter Type Description
id String Playbook ID.
name String Playbook name.
description String Description.
create_time String Time the playbook was created.
update_time String Time the playbook was updated.
project_id String Project ID.
version_id String Playbook version ID.
enabled Boolean Whether to enable this feature.
workspace_id String Workspace ID.
approve_role String Reviewer role.
user_