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Security Declaration
 
Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process
For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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1 API Calling

1.1 How Do I Handle the Error APIG.0308?
If error message "The throttling threshold has been reached: policy user over
ratelimit,limit:XX,time:1 second","error_code":"APIG.0308" is returned when you
call an API, it means that the number of concurrent requests have exceeded the
service limit. Each service has a concurrency limit, for example the most
concurrent requests that a service can process may be XX per second.

You can use the following two methods:

1. Check the code to see if there is a concurrency issue, and if there is, wait for
about 2 to 5 seconds to resend the request.

2. Check the backend information to confirm if the results of the previous
requests were returned before sending more requests.

If you need to support higher levels of concurrency, contact us at Presales
Support.
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2 Fine-Grained Authorization

2.1 What Can I Do If the Error Code CBC.0151, Was
Returned After I Added the Condition Key,
billing:cloudServiceType?

The following shows an example of a policy containing the condition key,
billing:cloudServiceType.

NO TE

Currently, the billing:cloudServiceType condition key only supports the action,
billing:subscription:unsubscribe.

Details of error code, CBC.0151, are shown as follows:

{

"error_code": "CBC.0151",
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"error_msg": "user access denied.checkCustomerPermission,correct permission
code is billing:order:view"

}

You can resolve this issue by:

Separating billing:subscription:unsubscribe and billing:cloudServiceType from
other actions.

Step 1 Log in to the new console.

Step 2 Modify the policy content to separate the billing:subscription:unsubscribe action
from other actions.

Set policy items based on the following picture.

Step 3 Add the billing:cloudServiceType condition key.

Click (Optional) Add request condition > Add Request Condition. Confiture the
condition parameters:

Condition Key: billing:cloudServiceType

Operator: StringEquals

Value: hws.service.type.ebs
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Step 4 Add other actions.

Click the icon on the right side of Specific conditions. Delete the
billing:cloudServiceType condition key.

Deselect billing:subscription:unsubscribe and click OK.
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----End
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