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1 IEBERHAIES

1.1 IMeLEEAIES T

WNERIBE APl 125
EREOBNTALSD, EaLEREP—MH TSR,

o APPIAIE (3% )
SRS IAEFIAEE ZIAERT.
- IEEHIAIE: BEER N FRIKeyFISecret MIEERIEXK -
- EZIALE: @EIAppCodei \iERERBIEK.
APPIAIEST 533 APIHATIPHEIE A RSB AR RIS E

o IAMIAE
5 Token AIEFOAK/SKIAEFGFH

- TokeniAilE: &I TokeniNERIREIEK . Token NIETLFHE(FHSDKER, 5k
{EFTokeniAIiE o

- AK/SKIAIE: BIFAK ( Access Key ID ) /SK ( Secret Access Key ) IAIEEFT
Bk, HEZBNFAPPIAIEEML

IAMINIESZ 5 XS AP AT IPHEE TS T0RNIK S22 75 CRA R BRIZS] o
o HEMAIE
MREFEFERABCHIAELS, SHLSIE— RGN, BSEEAEIDAIL

HE% o
BESMIAESZIFT AP 4TI PHELE TS =UATA T BRI
o FTIAIE

ST APRERFHHTIAE
T NSRS APIHATIPHELIE 75 2CRO S AN PRz
WNERIRZ APIERS

IBEARAPHRMTIRENAPIRSERER, H#BEINELIN, AESEARERPHENIALE
HCARAPI,
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1.2 APP INIEFFA
1.2.1 INIERIES

BIISDKIBIEAPPINIER]T, HEREUITESE

o HOREEI, BIAEEBIIAPIIFTS . ERKEFRFNERIMNY
£ “BRSSEERLAPIC > APIESTE > APIFIZR” FikEIB(RAYAPI, BE#HNAPIHESS,
= “RABREER” hEE “FumisK” , BEAPINFES . EREEMEKRIMY .

1-1 APl E/EN

| apEFES
APIGroup_6tjj apic_rdsmysq|
W RELEASE
2019/07/1610:20:46 GMT+08:00 =

2019/07/1610:20:46 GMT+08:00

I ERERE
02bc1¢2867114bedb91c6a13fc864253.apic.cn-north-1 huaweicloudapis.com ] SEFTILED
HTTPS GET

/rdsmysqlool

o BATUSAPIR MRS RERIE.
B, & “‘FlimiEK" EEF, ATEEAPIETING, MLETHE, ANREAPI
HIZRRE, BAPIRHEIEERE.

1-2 IBTIMEER

| aPE#EE
APIGroup_6tjj apic_rdsmysgl
T RELEASE
2019/07/1610:20:46 GMT+08:00 £l

2019/07/16 10:20:46 GMT+08:00

o Y FAPPIAIERYAPI, B TURHBERAIAppKey. AppSecret BEISERLIAIESS
Ao
£ “ERNE WEY, B “CUEEMLNE" , £R—1APP, BREMNA
ZiR, IE “BENSE” hEEKeyFlSecret, £ “IRSZER APIC > APIEIE >
APIFIZER” FIEAPHSHUSAPP, FiaILAEAAPPIIRAIKeyFISecertiaialiZAPI,

(1 %8B
e Key: APPIBIEIZ4AID, SFAGIHINZAXEIE—RRT; HIaZ48 DAIFAE D
B—RSfERA, WERHTNESSE.
o Secret: SiBAZAIDESERINES, MERETMBESE, AFHREIXS, HBLE
SRS .
o KIXAPIEXAY, SDKEEHEIRTEIEFHTTPHIX-Sdk-Datesk, BEZEEET
Authorizationsk, EZRE—NARMNEBEARSEHRY, BITEIE.
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A EE
EFimUE S A ENTPIRSSRAIAIERLE, B RIERIERLX-Sdk-DateAYEE
PR KIRZE o

ROMA Connectff 7 #EEX-Sdk-DatefIRTEIRE TSN, BRI ZAT EES KRS
REVRTEIZE , WNERATEZEBIZ 15, ROMA ConnectiEEAIEK

1.2.2 Java SDK {s&EFi A

Brin=

HURRER

¥XEX SDK

EF)avaiE SIEFIAPPINIERIAPIRY, REEHIRENSDK, AEFHETIENSANTLIE,
RESEEBAPIREEBAPI,

AEHLntelli) IDEA 2018.3.5kRAAFINE o
1-3 ARRE
Fia

\d
IREYSDK

l '

o EIRENAPIRNEE . B3kurl. 1BEKFGIE. ERNBRIKeyFSecret ( FHEFimHY
AppKey#lAppSecret ) EEE., BEFSIIAIERIES .

o FRENFFZE£2018.3.58 LA LR AR Intelli) IDEA, INRFKZEE, E5=Intelli) IDEA
BAMIL T

e B%ZElava Development Kit 1.8.11185LA ERRAS, NERFKZEE, iEEOracleEx
TEHRE T

IBERROMA ConnectsLlizEHlE, 7 “IRSEERL APIC > APIER” WA TE
SDK, BEEEEREHUNT:
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MASHIEERTFE

FRiER 1 RSBERARIES
B 15388
libs\ SDKRERZE o
libs\java-sdk-core-x.x.xjar | SDK&,
src\com\apig\sdk\demo (FRSDKEZIBRRHULES
\Main.java
src\com\apig\sdk\demo
\OkHttpDemo.java
src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a
classpath JavaT F2EcE X%,
.project

SAIE
FB1 $TFHIntelli) IDEA, TEXEIZIEEZRE “Import Project”
s “Select File or Directory to Import” IHFEIE.
$E2 EBHAIXHEIEPIEERERISDKIER, BF “OK” .
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Select File or Directory to Import x
Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath] file,

Maven project file (pom.xml),

End/Bndtools workspace (workspace/cnf],

Gradle build script (*.gradle),

Flash Builder project file (project, *.fxp, *.fupl).

* O | SRR G Hide path
DryjavahApiGateway-java-sdk-3.1.1 X
> By ca
b O,

ApiGateway-java-sdk-3.1.1
> libs

> srC
classpath
project

= changelog

1 ApiGateway-java-sdk-3.1.1.zip

Crag and drop a file into the space above to guickly locate it in the tree
®

F,3  “Import project from external model” i%&#F “Eclipse” , B “Next” , HANT—
TRRIFINELESETE “Next” , HEF “Please select project SDK” TRH-,
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=] 1-4 Import Project

mport Project *

(O Create project from existing sources
(® Import project from external model

[ Flash Builder
™ Gradle
M Maven

Cancel Help

4 B “Finish” , TRIESAN.
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1-5 Finish

mport Project
Please select project SDK.
This SDK will be used by default by all project modules.
+ -_—
18

-

Name: 1.8

JDK home path: | C\Program Files\Java\jdk1.8.0_191

J Classpath | Sourcepath |Annotati0n5 | Documentation Paths

| C\Program Files\Java\jdk1.8.0_191\jre\lib\charsets.jar

| C\Program Files\Java\jdk1.8.0_197\jre\lib\deploy.jar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\access-bridge-64.jar
| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\cldrdata jar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\dnsns jar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jaccess.jar

| C\Program Files\Java\jdk1.8.0_197\jre\lib\ext\jfxrtjar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\localedata jar
| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\nashorn,jar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunecjar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunjce_provider,jar
| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunmscapijar
| C\Program Files\Java\jdk1.8.0_197\jre\lib\ext\sunpkes11,jar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\zipfs.jar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\javawsjar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\jcejar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\jfrjar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\jfxswt.jar

| C\Program Files\Java\jdk1.8.0_197\jre\lib\jssejar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\management-agentjar
| C\Program Files\Java\jdk1.8.0_197\jre\lib\pluginjar

| C\Program Files\Java\jdk1.8.0_191\jre\lib\resources jar

Previous II Cancel

Help

FI|S THENE, BREMINTE.
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NASHIEERTE
F &l
1-6 BR4HA
Project = B = O —
v g ApiGateway-java-sdk-3.1.1 [java-sdk-demeo] [)a
> idea
b libs
w s
v com.apig.sdk.demo
" LargeFileUploadDemo
£" Main
&' OkHttpDemo
£" WebSocketDemo
S .classpath
S .project
= changelog
mjava-sdk-dema.iml
» |l External Libraries
o Scratches and Consoles

R

FETIE

EI81 $JFFIntelli) IDEA, TESZEPF=EIR “Create New Project” o
3 “New Project” IHEIE,
TE2 EEMEHEE “Java” , BE “Next” , HAT—X,
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1-7 New Project

New Project

Java Enterprise

. JBoss

i J2mE

M Clouds
Spring

= Java FX

Android
Intelli) Platform Plugin

@ Spring Initializr
M Maven

Gradle
& Groovy

Grails

Application Forge

Static Web

E Flash

K Kotlin

& Empty Project

| ETT o (=i =

New...

Additional Libraries and Framewarks:
. JBoss
[ Arquillian JUnit
[ Arquillian TestNG
I:‘fly-:]JBoss Drools
I&Java EE
~ [l Web Application
1% Struts
[ 4¢ Struts 2
% WebServices
[J&® CDI: Contexts and Dependency Injection
[+ Thymeleaf
[J«# IE Conditional Comments support
[+ Java 8 Time APl compatibility
[J«# Spring 3 integration

[T1:4 Sarinn 4 intenration

Cancel Help

TE3 RIFBABRLESEE “Next” , HANT—R, BENX “Project name”

EREAME R “Project location”

SASPRZAS 01 (2025-03-26)
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1-8 FETHE

MNew Praoject *

Project name: | java-sdk-demo

Project location: | Di\java

P More Settings

Previous Cancel Help

$U84 S ANJava SDKHY “jar” &,
1. 1%&#E “File > Project Structure” , 384 “Project Structure” XHEHE,

STRGHRA 01 (2025-03-26) RS © ERRTBRABIRAD 10
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1-9 ©A jar 14

=

java-sdk-dema [Dijava] - Intelli) IDEA
@Edit View Navigate Code Analyze

MNew )
Open...

Open URL...

Open Recent ;
Close Project

Settings... Cirl+Al+S

v

Project Structure... Ctrl +Alt+Shift+5

O o

Other Settings ;

Import Settings...

Export Settings...

Settings Repository...

Sync Settings to JetBrains Account...
Export Project to Eclipse...

Export to Zip File...

Sawve All Ctrl+5
Synchronize Ctrl+Alt+Y
Invalidate Caches / Restart...

Export to HTML...

Print...

Add to Favorites ;

File Encoding

Remove BOM

Associate with File Type... y root
Line Separators ;

Make Directory Read-only
Power Save Mode

Exit

Befactor Build

2. 1 “Project Structure” XHEHEAIEIE “Libraries > + >Java” , REEH “Select
Library Files” XHEIE

3. IEESDKERERRF “\libs” BRTABLL “jar” LEREAIM, BE “ok”

SASPRZAS 01 (2025-03-26)
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1-10 i%4%E jar 314
I8 Select Library Files X

Select files or directories in which library classes, sources, documentation or native libraries are located

# O g X S & Hide path
Dyjaval\ApiGateway-java-sdk-3.1.1\libs\commons-codec-1.11 jar E2

k4 ApiGateway-java-sdk-3.1.1
o libs

- commons-codec-1.11jar

- commons-logging-1.2.jar
-~ httpclient-4.5.7 jar

- httpcore-4.4.11 jar

- java-sdk-core-3.1.1jar
- joda-time-2.10jar

- okhttp-3.14.2 jar

- okio-1.17.2jar

WOW W W W W WY

> src
¥ sFC

H untitled
> untitled1
» untitled2
>

| ApiGateway-java-sdk-3.1.1.zip
Drag and drop a file into the space above to quickly locate it in the tree

4. EEIBEIELEATE, BE “ok” .

SASRRAS 01 (2025-03-26) WRIERE © LEARITERARERAF

12



MRASHIEERTFE
Fxisr 1 RSERFAKRIES

1-11 I&FETE

Choose Modules >

Library ‘commons-codec-1.11" will be added to the selected modules.

java-sdk-demo

[ ok || Ccancel

5. ESjarX4PiEERIBMR, BE “Apply > OK”

SRS 01 (2025-03-26) IS © BRI BRABIRAD 13
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1-12 jar XHER

Platform Scttings
SDKs
Global Libraries

Dijaval\ApiGateway-java-sdk-3.1.1\libs\httpcore-4.4.11 jar

Di\javal\ApiGateway-java-sdk-3.1.1\libs\joda-time-2.10jar

Project Structure x
- B
S i L Name:  commons-codec-1.11 1
5 3 Il cor dec-1.11
Project Scttings
Project + Ay b -
Modules v Classes
D e o et
Facets Di\javal\Apil - dk-3.1.1\lib logging-1.2jar
. Di\javal\ApiGateway-java-sdk-3.1.1\lbs\httpclient-4.5.7 jar
ifacts

Di\javal\ApiGateway-java-sdlc-3.1.1\lbs\okhttp-3.14.2 jar

3

-

.

9] Di\javal\ApiGateway-java-sdk-3.1.1\libs\java-sdk-core-3.1.1 jar
=

.

4 Dijaval\ApiGateway-java-sdk-3.1.1\bs\okio-1.17.2 jar

Problems

3 2

(7] Cancel Apply
6. STRkjarXXiHEN, SANEEREMUNTE,

STRGHRA 01 (2025-03-26) RS © ERRTBRABIRAD 1
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1-13 BRER

=java
= Project = B - o —
-E' w1 java [java-sdk-demo] T oo
= b Jidea
|
src
> untitled
miava-sdk-dema.iml
~ Il External Libraries
> M <1.8> C\Program Files\Java\jdk1.8.0_191
v [ihcommons-codec-1.11
> [l commons-codec-1.11jar library roct
» [l commons-logging-1.2jar library root
> [ httpclient-4.5.7 jar library roct
> [ httpcore-4.4.11jar library root
» [ljava-sdk-core-3.1.1jar library root
> [ joda-time-2.10jar library roct
> [ELokhttp-3.14.2jar library root
> Hokio-1.17.2jar library root
o >cratches and Consoles

U5 FhEE “Package” K& “Main” X4,
HEE “src” , BERARAEE, ®EE “New > Package” .

1.

3.

1-14 $#£ Package

s
e )
L e ¥ Cut Cirl+X
Extern I8 Copy Ctrl+C

£ Java Class
¢ Kotlin File/Class
= File

0 . .
: = Scratch Fil Cirl+Alt+Shift + Insert
< Copy Path Ctrl+Shift+ cratch e " ILrinse
i co Copy Reference Ctrl+Alt+Shift+

[ Paste Cirl+v | @ FXML File
> H

package info iava

£ “Name” iGN “com.apig.sdk.demo” .

& 1-15 18 Package RIZFR

Mew Package

- Enter new package name:

| com.apig.sdk.demﬂ

B “OK” , 58Rk “Package” HIBIEE,

SASPRZAS 01 (2025-03-26)
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4. %8 “com.apig.sdk.demo” , BEHERIRGHE, #EE “New > Java Class” , 7£
[1% Name” qjiﬁ)\ [1% Main” EE “OK” , jl—‘_-EEE “ Main” Y{#ﬁu@o

&l 1-16 #7iE Class

> untitled —

Ctrl+x [z Kotlin File/Class

miava-sdk- = 5 Fie
+ 18 Copy Ctrl+C | =
v Il External Libr © . -
. 1a..  Copy Path Cirl+Shift+c | = Scratch File Ctrl+Alt+5Shift+ Insert

5. HBc&Class,

BlEETRRE, ¥ “Main” 34, 00 “public static void main(String[]
args)” .

B 1-17 18 & Class NECE

g Project = B = & — @ Mainjava

E—l w [gjava [java-sdk-demo] C:java

= > idea
= package com apig sdl demo;

hd src
a P L1: 1 TR |
2 P

=pig=di.demo 3 b public static void main(String[] args) {}
¢ Main 4 1
> ' 5

mjava-sdk-demo.iml

~ Il External Libraries

o

> M= 1.8 = C\Program Files\Java\jdk1
v [jljcommaons-codec-1.11

| commons-codec-1.11jar library root

>

> [ commons-logging-1.2jar librar,
> [l httpclient-4.5.7 jar library root
> [l httpcore-4.4.11 jar libra
> E
> E
> E

wiava-sdk-core-3.1.1jar library root
yjoda-time-2.10jar libra
wokhttp-3.14.2 jar libr
> [Lokio-1.17.2jar librar

0 Scratches and Consoles

Run: Main
> “C:\Program Files\Javaljdkl. 8 0_191\bin\java. exe” ...

Process finished with exit code 0

>

w

£IR6 TR IiztliEfE, REEREMNT.

STRGHRA 01 (2025-03-26) RS © ERRTBRABIRAD 16
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1-18 FrE TiERIE RESHE

?

w

b

w

v [gjava [java-sdk-demo]

~ ||| External Libraries

(73]

Jdea

src
v com.apig.sdk.demo
£ Main
untitled

miava-sdk-demao.iml

18 =
micommeons-codec-1.11
commons-codec-1.11jar
commons-logging-1.2.jar
httpclient-4.5.7 jar
httpcore-4.4.11.jar
java-sdk-core-3.1.1jar
joda-time-2.10jar
okhttp-3.14.2 jar
okio-1.17.2.jar

cratches and Conscoles

WOoW W W W W W Y

“Mainjava” TEEEZER, BRIEERERSEEBAPIRGIBAFERS.

-
EER API =:{5)
(0 388
o RAERUMENS A TAIAPI,

BEEEAPICHEEREH G BTEIZIEHT— AP, AILUEEMockiZT o

RBIAPINEiR AFTATRIHTTPARSS , IhEImIREI—1 “200” MRS “Congratulations,
sdk demo is running” JEEK,

£ £ “Mainjava” FIIALATSIA.

import java.io.|OException;
import javax.net.ssl.SSLContext;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.conn.ssl.AllowAllHostnameVerifier;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContexts;

import org.apache.http.conn.ssl. TrustSelfSignedStrategy;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

MAERRAS 01 (2025-03-26)
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SER2

43

import com.cloud.apigateway.sdk.utils.Client;
import com.cloud.apigateway.sdk.utils.Request;

tliErequest, FEEPFEZHEUNTSEH.

e AppKey: BITIAIERIESIAE . RIBSLIRERES, RACHRER
“ 4f5f626b-073f-402f-a1e0-e52171c6100c” {ESIE4E

+ AppSecrer: EINESEERI. RELHRAS, FOMBER "’ fr
HoREf.

e Method: BERAVGFIER . IRIBAPIZIFEIRES, REMCIBER “POST” {EJotE
Bl

o url: BRMurl, A8EQueryStringMfragmentdBs . 152 &85 1BERAPIFTER
PEHENERE SIS . ~EUCIBFER “http://serviceEndpoint/java-
sdk” {EJ9RER

e queryString: urllEHFSEAIERS , RIBAPISCIRERIES . IFHIFREN[0-9a-
ZA-Z.[;[I\-=~#%"&_+: "] HULEIER “name=value” {EJIHEHI,

e header: 1EXKAYL . RIFAPIECIRIERIES, AFHNATEIZ ., ROUCHI(E
A “Content-Type:text/plain” YEA#EHE], WNIRAPIAZEIFERELEASEIR SRS, &
%%WEEES&EI’JW%%W, REMCRI(ER “x-stage:publish_env_name” {EJHE
Bl

e body: {BERAIEN . 1RIEAPISEIREIRES, THIIEER “demo” EHREHI.
AU

Request request = new Request();
try
{
request.setKey ("4f5f626b-073f-402f-a1e0-e52171c6100c"); //CUEREERL N FARTIER!
request.setSecret("****"); //BlIFEEE R R FERT1SE
request.setMethod ("POST");
request.setUrl("http://serviceEndpoint/java-sdk");
[/urliB it FE IR APIRSSE!
[/ FIEHBZECIFRAPISERTEE
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
//request.addHeader("x-stage", "publish_env_name"); //A15RAPI&fEIIERELEASEIRER, FEEIEINE
EXHIEZFR
request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;

}
XERFITER, THIIAPIFHIENE
HEBMLHBAN T :

CloseableHttpClient client = null;
try
{
HttpRequestBase signedRequest = Client.sign(request);

[[EERRSD R FIHZIEEhttpsiERAIAPIRY, FEECEXFAITRBANERE, ARZIIERRIE

// SSLContext sslContext = SSLContexts.custom().loadTrustMaterial(null, new
TrustSelfSignedStrategy()).useTLS().build();

// SSLConnectionSocketFactory sslSocketFactory = new SSLConnectionSocketFactory(sslContext,
new AllowAllHostnameVerifier());

/B ERRSES BRI hiahttpsiERAIAPIRT, FTEFEcustom()/EiHN0
“ setSSLSocketFactory(sslSocketFactory)” , FAsRZRIEBRIE
client = HttpClients.custom().build();

STRERA 01 (2025-03-26) IR © ERRBRABRAT 18
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HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();

for (Header h : resHeaders)

{

}

HttpEntity resEntity = response.getEntity();
if (resEntity != null)

{

}

System.out.printin(h.getName() + ":" + h.getValue());

System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));

} catch (Exception e)

{
e.printStackTrace();
} finally

{
try

if (client != null)

client.close();

}
} catch (IOException e)

{

}
}

$£B4 EIR “Mainjava” , BERRGEE, 1% “Run As > Java Application” , =172
MWD .

e.printStackTrace();

1-19 =T TR

4 [ java-sdk-demo g Pl REL e s e S ey
> @, JRE System Library [jre1.8.0_191] 4 //Import the external dependencies.
4 B src -
" 5 ia.sdied i, 6% import java.io.IOException;[]
4 com.apig.sak.demao 24
> ) LargeFileUploadDema java 25 public class Main {
) My - . .
New ¥ main(String[] args) {
g m Ok request.
> @i Referenc Open F3 = new Request();
» (= libs Open With 4
= changela . equest parameters.
= 9 Open Type Hierarchy F4  bpsecrect, Method and Url are required
chow In Alt+Shifis W » ey ("071Fe245-9cF6-4d75-822d-c29945a1e0
secret("c6e52419-227@8-4ch3-8bd4-ae7fdde
Co Cirlec  Method("GET");
H__ [ . Url("https://30@30113-3657-4fh6-a7ef-98
E5 Copy Qualified Name QueryStringParam("name”, "value");
= Pasie Cirl+v  [eader("Content-Type"”, "text/plain”);
* Del Del published in other gnvs(except for Rel
elete elete  HdHeader("x-stage”, "publish_env_name")
, o Sody ("demo”);
Remaove from Context Crl+Alt+Shift+ Down [0 e) {
Build Path » KTrace();
Source Alt+Shift+5 »
Refactor Alt+Shift+T »
ient client = null;
g  Import.
request.
iy Export.. Base signedRequest = Client.sign(reques
h : signedRequest.getAllHeaders()) {
References ’ put.println(h.getName() + ":" + h.getva
Declarations »
orintln{"------------ BH
" Refresh F5 [equest.

sslContext = SSiCentexts.custon().leadT
pnsocketFactory sslSocketFactory = new .

» || T [1 Java Application Alt+Shift+X, J
Debug As »

Vialidas~

Assign Working Sets...

Run Configurations...

STRERA 01 (2025-03-26) IR © ERRBRABRAT 19
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£S5 7£ “Console” W%, BEIBITER.

1-20 B INEREER

'*| Problems |5\ Declaration B Conscle &2

=terminated= Main [Java Application] C:\Program Files\Java\jrel.B.0_191\bin\javaw.exe
HTTP/1.1

Date:Tue, 19 Mar 2819 B3:38:28 GMT

Content-Type:application/json

Transfer-Encoding:chunked

Connection:keep-alive

Server:api-gateway

X-REqUESt-Id:a44?323995f55558d8d312EE352C9E34
Access-Control-Allow-Origin:®

knngratulatiunsJ sdk demo is runningl

.

1.2.3 Go SDK {&F3i}iBg

Birin=

(EFHGOIESFHAPPINIERIAPIRY, BEESIRENSDK, AEHETRER, xESEFH
APIT=GIEBAPI

ARETLIntelli) IDEA 2018.3 5kRASFFINEE

HURRSRM

o EIRENAPIFNEE . iEKurl. 1BKT5E. SRR FARIKeyFISecret ( S FimAY
AppKey#llAppSecret ) FERE, BASIIAIEELES

o REVHRE1ARIALIRTHIGoRRE, MRKKZR, I5EGOES FHIE K

Ho
o FRENHZEAE2018.3.58 L FARAMIntelli) IDEA, INERFXZEEE, iEZEIntelli) IDEA
BH ML TE .

e BEfEIntell) IDEARRREGOIHME, MEKRZE, BIZEE1-21REE,

STRERA 01 (2025-03-26) IR © ERRBRABRAT 20
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1-21 2% Go #&ft
Settings @
Q- Plugins 2 Installed Updates (0) e ] Reset
Appearance & Behavior -
afee | 3

Keymap
Search Results (191)
Editor '
B o - o Template
Version Control B Llanguages B Llanguages
Build, Execution, Deployment This plugin extends Intelli) Support for Go template

Languages & Frameworks platform with Go-specific engine

coding assistance and tool (h golang.org/pkg/text/t

Tools 019 & 59.1K trd.7

GoToTabs Go To Project

Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a windows with speed search.

specific tab. You can of.

=
=1

C—+—H 08, 2015 +7.3K &5

(2] Cancel Apply

¥KEY SDK

IBE5ROMA ConnectsSLliEHIE, 7£ “IRSSERL APIC > APIER” AT TE
SDK, BEEEBEREMEUNT:

2R 15488
core\escape.go SDKftHS

core\signer.go

demo.go ~ECES

FETIE

£I81 $JFFIntelli) IDEA, %&IREE “File > New > Project” ,
58 “New Project” STIEIE, &R “Go” , B&E “Next” .

STRERA 01 (2025-03-26) IR © ERRBRABRAT 21
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1-22 New Project

MNew Praoject

= Java
Java Enterprise
.'. JBoss
ri J2mE
B Clouds
Spring
= Java FX
Android

<MNo SDK=
[+] Index entire GOPATH 7

Additional Libraries and Frameworks:

[ 2o SQL Support

Intelli) Platform Plugin

© Spring Initializr
Maven

Gradle

& Groovy
Grails

Application Forge

Default Dialect:

¢ Go Modules (vga)

|

(el

Help

$B|2 BE .7, ERBANHEERIEEMREFRISDKERE, BdE “Finish” .

MAERRAS 01 (2025-03-26)
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1-23 IR E/SRY SDK B812
Mew Project @

Project name: |g::|| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help
£33 T TiRCERE, BREWNT.

1-24 FETEAIB RSN

go D\javalgo

b Jidea
v ApiGateway-go-sdk-

v core
o escape.go
“ signer.go
> go
b licenses

* demo.go

mgo.iml
“demo.go” JRBIES, BIRIEEIRERMENSEHEER . BN ABIRBEIESERE
FAAPIRAI.

.

AR AP1 7~f5
1 EIfEP5|Asdk (signer.go)

import "apig-sdk/go/core"

STRERA 01 (2025-03-26) IR © ERRBRABRAT 23
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L4

£S5

L6

LIRT

£ R— N #AYSigner, BIAEERLRFIAYKeyFSecret,

s := core.Signer{
Key: "4f5f626b-073f-402f-a1e0-e52171c6100c",
Se(:ret: |l******lv,

}
R — 1 FA9Request, IEEEHZ . FHixE. iB3Kurl. query#lbody.,

r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

BIERANINx-stagesk, ABFANRR . IBFE, HINFELSRAIEM L,

r.Header.Add("x-stage", "RELEASE")

HITER, TR SEIERPRIIBATFERBIX-Sdk-DateskF1Authorizationsk .
s.Sign(r)

EHFERRFDEFHZGEhttpsiERAIAPIRY, FERBIEBRIE, SUBKILE
o
client:=&http.Client{
Transport:&http.Transport{
TLSClientConfig:&tls.Config{InsecureSkipVerify:true},

b
}

BIEAPl, BEIHESER.
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

R

1.2.4 Python SDK {15

Brn=

i5-:57 81

{EFAPythoniE SIAAAPPIAIEAIAPIRY, IZFESCIRENSDK, REHEIRE, &E5%
JAFBAPIRBIERAPI

A= Lntelli) IDEA 2018.3.5kRAAFINE o

o EFRENAPIRNEA . 1BKurl. 1EKAE. MR ERIKeyFISecret ( I FimhY
AppKey#llAppSecret ) FER, BEASIAILELES

o REVFFZA2.75(3 XhRARIPythonZ3EE),, WNEKXLE, BEPythonES THR
E T,
Python&3E5ehkfE, EaniTH{FERApip%idx “requests” &,

pip install requests

(MARTY:
WNRpipZiErequestsiBELREREIR, B FEFERPythonITIIEE, FHHpip, ARH
HATUU LSS RE,

o FRENFHZAE2018.3.58 LA EARARYIntelli) IDEA, INERFKZE, iEZIntelli) IDEA
B RuGTE

o BfEIntelli) IDEARRZEEPythontfift, TNRAKRZEE, BIZIRE1-25FREE,

M H%kRAS 01 (2025-03-26) WA © EARTERABIRAE 24
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1-25 &% Python 164

Settings
Qr Plugins Marketplace| 2

Appearance & Behavior

pren ] 3

Keymap
. Search Results (41)
Editor
BEEDEE ey
Version Control e mem—

Build, Execution, Deployment The Python plug-in provides
Languages & Frameworks smart editing for Python
SC ne reature set ol il‘E

Tools .

+ 2.5M 9

Live Coding in Python

Code tools

Lets you run your Python

code as you type it. Displays

variable values, matplotlib, or
g8 +15.7

¥REX SDK

Installed Updates o

MicroPython
Framework integration

Support for MicroPython
EA and

PyCharm. Features: Code

devices in IntelllJ

python-typing-adder

Code toals
README Using intellij to infer
Python typing and add type

comments us

Cancel

IBERROMA Connect3LfliEHIE, £ “IRSZEERL APIC > APIERE” WEH T

SDK, fEIEEEREWINT:

SR ol

apig_sdk\__init__.py SDK{tHS

apig_sdk\signer.py

main.py ~ECES
backend_signature.py EinE ARG

licenses\license-requests

FE=FElicense3 {4

2T

1 FTFFIDEA, EIFZEE “File > New > Project” .

58 “New Project” XHEHE, & “Python” , BF “Next” .

MAERRAS 01 (2025-03-26)
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1-26 New Project

Mew Project

Maven

Gradle

& Groovy
Grails
Application Forge
o Go
“ Go Modules (vga)
® Dep

‘s App Engine

Static Web
E Flash

K Kotlin

& Empty Project

Project SDK: | [ Python 3.7.2 (D57 python.exe)

Additional Libraries and Framewarks:
CJEf Diango

O Google App Engine (Python)
(]2 SOL Support

Template language:
Templates folder: templates

Application name:

Enable Django admin

2

Cancel

Help

FIR2 BIRETEH “Next” , sBHUUTIHEE, BF .7 , EEEXNEERIEZEEER
SDKE&fR, B85 “Finish” .

1-27 E3FARIEEAY SDK B81E

Mew Praoject

Project name: | py‘thonl

Project location: | D:\java\python

b More Settings

Previous Cancel

Help

MAERRAS 01 (2025-03-26)
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S|R3 ERITiRCIEE, BREWUT.

1-28 FETIEAIB REH

v python
> Jidea
v ApiGateway-python-sdk-
W apig_sdk
_init__py
signer.py
3 licenses
main.py

test_signer.py
m Python.iml

“maigljpy T AR, BIRIELRERMENSHEER . BEARIEIRBIESEER
APIZ=A1

-

AR API 7=fI
B EIfEP5|Napig_sdk.

from apig_sdk import signer
import requests

£ Ep— 1 #RISIgner, BINEERLN FARYKeyFOSecret,

sig = signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c¢6100c"
sig.Secret = "reRrE

I3 EpE— 1 RequestiIR, 1BEIEE . BKuri. headerflbody.

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},

"body")
F]A HTEE, PITHRHESEETRSYPRINAFTEZAIX-Sdk-DatesLFAuthorization
[MARiTL:
X-Sdk-DateR— MU AS 5 EZRIBERHEELSH,
sig.Sign(r)

LE5 HIIAPI, BEILIAER
/SRR ATRITFHZEhtpsERAAPIES, FBE{Edata=rbody/FHRIN “ verify=False” , FIRBINERE

Y

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)

print(resp.content)

-
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1.2.5 C# SDK {#F3i}iRg

BR{Ein=R
{FERCHESIERAPPINIERIAPIRT, FRESEIRENSDK, REHFSDKEHFHNTIEN
%, RESEAPIERREIERAP,
EENE
o CEIRENAPIRUIES . iBKurl. iB5KGE. RN ERIKeyF1Secret ( 5= FixAY
AppKey#llAppSecret ) FER2, BEASILAILELES
o IRENFHZLEE2019 version 16.8.4K%LA_EARARIVisual Studio, INRKEZE, BE
Visual StudioB 75 R4 T .
$XEX SDK
IBERROMA Connect3SLfiliEHla, £ “BRSZEERL APIC > APIEAR” WEAH T
SDK, fEEBREHWINT:
2R 5eRH
apigateway-signature SDK{LAS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BRIERREIRS
backend-signature\ RinEEREI Lz
csharp.sin TR
licenses\license- $E=FFlicense3 {4
referencesource
FIRIRE

WHESDKEHHY “csharpsin” X, FTHIE. TEPEEWT3NRA:

b

e apigateway-signature: LS FZFZAIHZZE, rJHTF.Net Framework5.Net
CoreliH,

e backend-signature: FisIRBZEZRA,

o sdk-request: BEREZRIAMRTS, BRELRERIENSHGER . B
RS2 EEAAPIRA

&R API 7451
1 FEIREPS|Asdk,

using APIGATEWAY_SDK;
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SER2

I3

HRE— N FrRYSIgner,  HINEERLA FBRIKeyF0Secret

Signer signer = new Signer();
signer.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c";
signer.Secret = "rrekt,

HR— 1 HttpRequestyIR, 18T HFiER . 15Kurlfbody,

HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?
query=value"));
rbody = "{\"a\":1}";

SBiEKiRIx-stagesk, ABNNRR . BFE, FIIFEZZAIEMLE.

rheaders.Add("x-stage", "RELEASE");

HITEE, PITHREESER— 1 FRIHttpWebRequest, HEIERSHPIFINATE
BZRIX-Sdk-DatesLFNAuthorizationsk,
HttpWebRequest req = signer.Sign(r);

EHERRRDERIFEHZILEhttpsiERAYAPI, FERRKIEBRIG, SNBHILEE .

System.Net.ServicePointManager.ServerCertificateValidationCallback = new
System.Net.Security.RemoteCertificateValidationCallback(delegate { return true; });

IGIAAPI, BEIGIAER.

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

.

1.2.6 JavaScript SDK {#FEi AR

Brn=

f:3-:57 85

{E)avaScriptiESEAAAPPINIERIAPIRT, IBFEESIRESDK, REHETRE, RES
= APIERBIERAPI .

JavaScript SDK3Z#¥Node.jsFIi S SEmFNE T
ARET5LAIntelli) IDEA 2018.3.5hR 4 ##ENode jsFERIRERGING .

o EIRENAPIFNEE . iEKurl. BKT5E. SRR FARIKeyFISecret ( HZEFimAY
AppKey#llAppSecret ) FERE, BASIIAIEGLES

o NEEEEhRAS3chrome 89.0 LA LARA

o REWFFZLE15.10.0% LA EARARINodejse=t, WIRKLE, i5ENodejsER T
FIUE o
Nodejs%Zisfg, EHS1TH, FAnpmZEE “moment” 1 “moment-timezone”
&R,
npm install moment --save
npm install moment-timezone --save

o FRENFHZAE2018.3.58 LA EARARYIntelli) IDEA, INERFKZE, iEZEIntelli) IDEA
BA MG T .
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e BffIntelli) IDEAFFZEENodelSITH, WNRFKZE, BIRIBE1-29FR%E,

1-29 %% NodelS 4

B settings X
Plugins Marketplace 2 Installed Updates o

Appearance & Behavior 3

Keymap
) Search Results (6)
Editor
BTN nodes Nodejs Remote Interpreter
Version Control JavaScript Network
Build, Execution, Deployment Support for Node.js projects. Run and debug Node,js
Languages & Frameworks :Ea'.LII’Ef: :\Lu‘."-lcde.js a::llica'.icrs in the remote
applications from the IDE and environments such as Docker
Toels M tra 8 96,
LiveEdit Beame Insta-ssl plugin
Web Network
With Live Edit you can see the Beame.io Jetbrains plugin
changes you made in your Beame-insta-ss| prowvi
HTML and CS5 files HTTPS tunnel for exposing
C+H 07,2018 +3.9M 14 225K
Instal
° Cance

¥XEX SDK

IEERROMA ConnectsLlizHI&, 7E “BRISEER APIC > APIER” TEF TH
SDK. BERBEREMWNT:

2R 5iEA

signer.js SDK{tHS

node_demo.js Nodejs; <At

demo.html XSS~

demo_require.html NEEEERBIAES ({F requireiNE )
test.js plprAE=l

js\hmac-sha256.js S e

licenses\license-crypto-js | B=FFElicense3 {4
licenses\license-node

SUEETE
FIE1 FTFFIntelli) IDEA, E&EZZE “File > New > Project”
58 “New Project” XHEHE, E#E “Static Web” , B “Next” .
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1-30 New Project
MNew Project @

El HTMLS Boilerplate

&> React App
B Foundation

& Groowvy
Grails

Application Forge
PP J B | Bootstrap

& Go Y Angular)s
“ Go Modules (vgo) Y Angular CLI
% Dep & React Native

s App Engine

(=] MNodejs and NPM
E Flash

. Web modules are used for developing Web applications using
‘ Kotlin technelogies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

7 Python
= Empty Project 2
Il Cancel Help
£E2 BE L7, ERHANEERIEEREFRISDKIRER, $E “Finish”

1-31 EZFERRIESAY SDK 812
New Project @

Project name: |Java5cript |

Project location: | D:\java'JavaScript

b Maore Settings

Previous Cancel Help

$|3 e iztlEfR, BREWUT.
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1-32 FEETIERVB R
w [ JavaScript
» idea
w ApiGateway-javascript-sdk-2.0.0
> IE
> licenses
i dema.html
i demao_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

e node_demojs: Nodejsimfil{HD, ERIESLIRERIENSHEER. BAKLER
BRiE=&iEFAPI ( Node.js ) =,

e demohtml: NLEERROULES, BIRIELIAMERIENSEEER . BAEAIRRA
ESZAMAPI (X553E) =61,

$¥84 B “Edit Configurations” , 38 “Run/Debug Configurations” IHEHE,

1-33 Edit Configurations

B A L mine] b 20 G

Edit Configurations...

H save 'main’ Configuration

rain

H$UB5 AT ‘47, &R “Nodejs” o
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1-34 1%#% Node.js
Run/Debug Configurations

1] - m £ ]

Add Mew Configuration

—
£ Gruntjs
¥ Gulpjs

JAR Application
55 JavaScript Debug

ﬁ lest

Ab JUnit

i Jupyter Notebook
K Kotlin

K Kotlin script

) Lettuce

Maven

L Mocha

(5] Modeunit

£U6  “JavaScript file” %R “node_demo.js” , B “OK” , TAECE.

1-35 i%#% node_demo.js

Run/Debug Configurations @
+ — B A [ 1 Name: | node_demo.js []Share []Allow parallel run
~ [Z Nodejs . : . :

. " Configuration Browser / Live Edit V3 Profiling Logs
Cerfousion
> Python Naode interpreter: Project node (DA\E#\node.exe) 10153 ~ || o

> F Templates
Node parameters:

Waorking directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node dema,js

Application parameters:

Environment variables:

R

iAFB API ( Node.js ) 7=f5l
LB TEILREFS|Asignerjs,

var signer = require('./signer')
var https = require('https')

B2 ER— 1 ERSigner, IEXAppKeyFlAppSecret,

1. ARBILAAKFISKIRFEREZ ST RM, BT ARABNEEAIRETIZER
IBETECLOUD_SDK_AKFICLOUD_SDK_SK. PALinuxZ%AFIEAMIS CIRENE
AK/SKIRENINBET S,

a. AR, BAUTSSHARET SR E N,
vi ~/.bashrc
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b. REMELE, REXMHBRHRIES
export CLOUD_SDK_AK="ZZERAKIE"
export CLOUD_SDK_SK="Z#EEVSK/&"

c.  HBMAUTHSERENEER.

source ~/.bashrc
2. HR—Signer, BAERBFETE.

var sig = new signer.Signer()
sig.Key = process.env.CLOUD_SDK AK
sig.Secret = process.env.CLOUD_SDK_SK

HEp— 1 RequestlIR, EESIER . iBERuriflbody.

var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody = '{"a":1}

BIEKRANINx-stagesk, ABFANRR . MIBFE, HINFELSRAIEM L,

rheaders = { "x-stage":"RELEASE" }

HITRE, WITHWRBSEMIERSEH, BTFEIEEhttp(s)iEK, BRESHHHRMT A
F&2r9X-Sdk-DatesLF]Authorizationsk ,
var opts = sig.Sign(r)

IGIaIAPI, EEW»EIEH#% WNER(EAhttpsifial, NS “http.request” XA
“https.request”

var req=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
b
)
req.on("error",function(err){
console.log(err.message)
)
req.write(r.body)
req.end()

-

AR API (X588 ) =61

(EARNESERIAIAIAPI, EETMTIFOPTIONSHEHIAPI, BEREEiESN6E
OPTIONSAHILAYAPI, BiREISLAEE “Access-Control-Allow-*" 83 a5 4L
1o, AITECIZEAPIRNEIT B CORSEIRMMXLELLT ,

TSR RENRER AR LRESER, ERSEeRhEAPIRIREEEAPIR
e LR B EEREE, RN EeSREIEHRSS 8 RIXXMLHttpRequestiE3K,
FREBEHHZRERGEEAP

BIERENIESE ( APIMKAFIER ) i) “BISE=RIKRA" &7, PEAPIESE
(APIMXFIFER ) B9 “CURERERFHHBEAPI” 15,
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B 1-36 SISk = 5REE R

el e
EEEER Plugin_4e0i
5 ]
=i
SRR
Allowed Origins (%)
Allowed Methods (3) GET POST -
PUT

Allowed Headers (Z)
Exposed Headers (%)
Maximum Age @ 600

Allow Credentials (7)

FIE  (HEARISEIHIEIAPI, EEQETIFOPTIONSHEMIAPI, BEASEESN ( APIRX

FBFiERE Y B9 “FREtEAE 7 EHEIZEOPTIONSHHIAPI,

BigELFHE

“Access Control-Allow-*" tBxi5a)fzElskis, oTECIZEAPIR @IS FFECORSEFIN

XL,
FIE3 7Ehtmlf5| Asigner.js R AKE .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

LA HTEBMAE,

1. ARBILAKFISKIREERET SR H6, BITAREBHEREAMIFEFIRERR
1522 CLOUD_SDK_AKFICLOUD_SDK_SK, PALinuxZ % AFIEAMIS CIREE

AK/SKIZEENIIET =,
a. FIA%R, GAUTGHSHARETERE X,

vi ~/.bashrc

b. REWRTE, RENHHIRLRERS .
export CLOUD_SDK_AK="Z#ERAK/E"
export CLOUD_SDK_SK="Z#ErSK{E"

¢ WANUTHESFERENEEN.

source ~/.bashrc
2. EABRBENKETE, #HT8ZMK0E,

var sig = new signer.Signer()
sig.Key = getenv('CLOUD_SDK _AK')

SASRRAS 01 (2025-03-26) WRIERE © LEARITERARERAF

35



MRASHIEERTFE
FRisE 1 RSERFAKRIES

sig.Secret = getenv('CLOUD_SDK SK')

var r= new signer.HttpRequest()

r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
rmethod = "POST"

ruri = "/app1"

rbody = '{"a"™:1}'

rquery = {"a":"1","b":"2" }

var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: reqg.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html(('200")
$('#recv').html(data)
h
error: function (resp) {
if (resp.readyState === 4) {
$('#status').html(resp.status)
$('#recv').html(resp.responseText)
}else {
$('#status').html(resp.state())

}

timeout: 1000
b

-

1.2.7 PHP SDK {EHixH
BEITS

{EFPHPIESAFAPPIAIERIAPIRT, SFEESIRENSDK, REFHETIE, RESEAPI
BARREIERAPI

ARETLLIntelli) IDEA 2018.3 5kRAFFINEE

f:3-:57 N

o CEIRENAPIRYIES . iBKurl. iB5XKGE. SRR AERIKeyF1Secret ( 5= FixAY
AppKey#llAppSecret ) FER, BEASILAILELES

o FRENHZEAE2018.3.58 L FARAMIntelli) IDEA, dNERFXZEEE, iE5ZIntelli) IDEA

B RIE R
. ﬁg#ﬁ%&os&lﬁuﬂﬁzﬁﬂ’ﬂmPZ‘E%@@,, MRFRLE, BEPHPES THRE
T

o BPHPZERZRTHY “php.ini-production” HEHIF “C\windows” , KEZH
“php.ini” , HEMEFEINMNTAS.
extension_dir = "phpZiEEF/ext"
extension=openssl
extension=curl

e EfEIntell) IDEARRZEEPHPIGM, NRKZE, 1BIRIREN-37TFREE,
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1-37 %% PHP #&t
Bl settings @

Q- Plugins Marketplace Installed Updates -
A rance & Behavior
PPes Q 2
Keymap
Editor Search Results (129)

BEET e PHP Annotations

Version Control

Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks debugging, PHPUnit, Smarty, Issues | Donate Installation

Twig and various frameworks Il and be happy

S C—F 08,2019 +1.9M %35 <] g+ 48
3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Donate using PayPal or
Bitcoin This plugin adds auto
4K 5
(] Cancel

¥KEX SDK

IBERROMA ConnectsLlizEHlE, 7 “IRSEER APIC > APIER” AR TE
SDK, BEEEEREHUNT:

B 5iRH
signer.php SDK{{HS
index.php AN ReiE]

WETTE

$¥1 FTFFIDEA, EIREE “File > New > Project” o
58 “New Project” XHEHE, & “PHP” , BT “Next” ,
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1-38 New Project
New Project @

8 Groovy PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
T Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP
K Kotlin
7 Python

Create empty project for PHP

= Empty Project

Cancel Help

$W|2 BE .7, ERBANHEERIEEMBEEFRISDKERE, 2dE “Finish” .

1-39 EIFARE/EAY SDK I81E
Mew Project @

Project name: | php

Project location: | D:\java\php |

b More Settings

Previous Cancel Help
£]3 TR IRRECIEE, BREWNT.
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iAF API =41
£E

£IR2

$RR4

1-40 FHETERE RSN
v Iophp
b idea
v ApiGateway-php-sdh-
o index.php
ahw Signer.php
m Phpiml
b External Libraries

Scratches and Consoles

“signerphp” AREIKED, BRIELIRFEREBRSHEER. BEARIEIRBEESERE
AP

R

FEAEIFSIAsdk,

require 'signer.php';

SEp—MHTRYSIgner,  BINEERLN FBRIKeyFSecret,
$signer = new Signer();

$signer->Key = '4f5f626b-073f-402f-a1e0-e52171c6100c;
$signer->Secret = xR,

H R — 1 FA9Request, FEEFIER . 1BKurlfbody.,

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");
$req->body =";

[IERiRMx-stagesk, ABFNNRE ., IRBFE, FINFEZZRIEMLE .
$req->headers = array(
'x-stage' => 'RELEASE',
)i
HITER, PITHHRHESER— P Scur EFXEE,
$curl = $signer->Sign($req);

HIFERRS D ERFIEHRIBEhttpsiERAIAPI, FERBIEPRLE, SUHHIILLE
curl_setopt($curl, CURLOPT_SSL_VERIFYHOST, 0);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, 0);

IEAPI, BEEIHEER.
$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);

echo $response;
curl_close($curl);

R

1.2.8 C++ SDK {sEFHi% AH

Biria=

{ERC+HESEAPPINMIERIAPIRT, RFEESIRENSDK, SEAPIERREEBEAPI,
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HERER

1. CIRENAPIRES . iBKurl. iB5KGE. ERMBRIKeyF1Secret ( 5(Z= FixAY
AppKey#llAppSecret ) FHERE, BEASIAIEGIES

2. Z%opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

¥KEY SDK
I5ERROMA ConnectsSLBliEHIE, £ “BRS35RL APIC > APIER” WA T
SDK, BEEBREMWINT:
SR 15AA
hasher.cpp SDKftH3
hasher.h
header.h
RequestParams.cpp
RequestParams.h
signer.cpp
signer.h
Makefile Makefile3Z {4
main.cpp RIS
iAF8 API ;=41

1 Emain.cppFIIANLATEIA,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

T2 Hp— 1 HdSigner, EAAppKeyFlAppSecret,

1. ARBILAKFISKIREERBET SR A0, BT ARGIENELEABIMEFIREIR
IBETFECLOUD_SDK_AKFICLOUD SDK_SK. LALinUuxZ S EIEARIEIE S IHFENN
AK/SKIZENINET S,

a. FIAER, GAUTSSHARETERE .
vi ~/.bashrc
b. REWETSE, FREXEFHELRIESS,

export CLOUD_SDK_AK=" X EVAKIE"
export CLOUD_SDK_SK="EZ#XEISKIE"

¢ HWAUTaSERENHEN.

source ~/.bashrc
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2. HEp—1NFRRYSigner, BABIRENINET S,

Signer signer(getenv("CLOUD_SDK AK"), getenv("CLOUD_SDK _SK"));

HI3 Ep— P #HIRequestParams, EELIESR. HE . BEXRuri. EifF#FERFbody.
RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-

a8655461897e.apigw.exampleRegion.com", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

$RA GIERRx-stagesk, ABRHANER . IREFE, FIIFTESZEME .

request->addHeader("x-stage", "RELEASE");

SRS HITER, PUTHRESIGERRIERZ K IIArequestZEH

signer.createSignature(request);

H£IR6 [EAcurlFEBITAPI, BHEIBITER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

curl_easy._ setopt(curl CURLOPT HTTPHEADER, chunk);

curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);

curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
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}

res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

return 0O;

BT iziTmakedpS iRz, BRIRTHITHmain, HiTmainXd, BEER,

.

1.2.9 C SDK
Brin=

{sE AR

FERGESARAPPINIERIAPIRT, RFEESTIKENSDK, SEAPIERRGIERBAPI,

f:3-:57 81

$REY SDK

EIREXAPIRNIEE . iEKurl, BERAIE. EMRAIKeyF1Secret ( HEFIRHY
AppKey#lAppSecret ) H(ER, BEASIUAIERLES.

Z%opensslZE,
apt-get install libssl-dev

Z¥ecurlE,
apt-get install libcurl4-openssl-dev

IBERROMA ConnectsLlizEHlE, 7 “IRSER APIC > APIER” WEATE
SDK, BEEEEREMUNT:

2R izl
signer_common.c SDK{LES

signer_common.h

signer.c

signer.h

Makefile Makefile3Z{4
main.c AN AT
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B API =51
B Emain.cFIIANLL TSR,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

T2 Hp—sig_params_tZEEIITE, EHAAppKeyFlAppSecret,

1. ARBIAAKFISKIRFEREZEF M, EITAREENEAEAMKEFIZER
IBTECLOUD_SDK_AKFICLOUD_SDK_SK. LALinuxZE % HEIEAHISE S 3FEE0

AK/SKIZENINET S,
a. FIHER, GAUTHSHARETERE X,

vi ~/.bashrc

b. REWEZE, REXMHHIRLRIESR
export CLOUD_SDK_AK="ZZAVAK(E"
export CLOUD_SDK_SK="ZZEBSK1Z"

¢  HWAUTaSERENHEN.

source ~/.bashrc
2. Ep—sig_params ERHER, HADRENIEESR.

sig_params_t params;

sig_params_init(&params);

sig_str_t app_key = sig_str(getenv("CLOUD_SDK_AK"));
sig_str_t app_secret = sig_str(getenv("CLOUD_SDK SK"));
params.key = app_key;

params.secret = app_secret;

LT3 BERES. @&, iEKkuri. EI8FRFEFbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");
sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;
params.method = method;
params.uri = uri;
params.query_str = query_str;
params.payload = payload;

$RA GIERRNx-stagek, ABFNNER . MREFE, FIIFESZAIEMSE .

sig_headers_add(&params.headers, "x-stage", "RELEASE");

S5 HITER, WITHRESIBEMEZLINArequestZEH,

sig_sign(&params);

$IB6 {FRcurlZEBIEAPI, BEIHIEER.,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
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}

mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

}

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];
sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti =0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);
printf("%s\n", header);
chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params

sig_params_free(&params);
return 0O;

1IzfTmakedp$miE, BEITHITEmMain, HiTmainXd, BEELER,
-5
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1.2.10 Android SDK {&5F3i}iB8

BFIZ=R
{EFAANdroidiE SERAAPPINIERIAPIRY , SFRESIRENSDK, AEHMETRE, RE5%E
APl R~ BIEFBAPI,
EEHR
o EIRERAPINEE . 1ERurl. 1ERGIE. SR ARIKeyFlSecret ( HEFiwmAT
AppKey#lAppSecret ) H(ER, BEARSIUAIERLES.
o FRENFZEE4.1. 2R LA ERRAHIANdroid Studio, tNSRFKZEE, EEAndroid
StudioB 75 MG & o
¥REN SDK
IBERROMA Connect=LfliEHlE, £ “BRFBER APIC > APIEAR” WEH T
SDK, #EEEEREMWINT:
B L)z
app\ ZE T
gradle\ gradletBX34
build.gradle gradleft &34
gradle.properties
settings.gradle
gradlew gradle wrapper¥fil{ TS
gradlew.bat
FIRIEE

£81 FJFFAndroid Studio, i%&#E “File > Open” ,
B H AR NE BRI R R FFRISDKES R .
&2 ITHIER, BREBUNT,
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1-41 TIEEREM

e app
b manifests
w Java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
> com.test.appsignature (test)
v res
3 drawable
v layout
25 activity_main.eml
> mipmap
> values

v (# Gradle Scripts

# build.gradle (Project: android)

#} build.gradle (Module: app)
gradle.properties (Global Properties)

radle-wrapper.properties (Gradle Version)

grad| pper.propert

= proguard-rules.pro (FroGuard Rules for app)
proguard-rules.p
gradle.properties (Froject Properties)

#) settings.gradle (Project Settings)
L

—

local.properties (S0

Location)
g

AR API 76l
$B {EAndroid TR2FRHY “app/libs” BRT, MASDKFijartd. HFjarl s REsE:

e  java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.10.jar

FI2 £ “build.gradle” I okhttpEERIIKESR .

£ “build.gradle” X{4hH9 “dependencies” IO “implementation

'‘com.squareup.okhttp3:okhttp:3.14.2'”7 ,
dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

I3 BliEErequest, AAppKeyFAppSecret, FIEEIHEZ . 5iEFR . 1&5Kurifbody.,

1. KRGILAAKFISKIRFEMEZEF N6, 1ETARGIENERENBIME IR EIR
1T ECLOUD_SDK_AKFICLOUD_SDK_SK. LALInuxZRZABITEA NG E3REXRY
AK/SKIZENINETE.
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2. B

try {

FIF LG, WAL TGS ARETERENH.
vi ~/.bashrc

IREMNETE, REXHFHELRIESS
export CLOUD_SDK_AK="Z#ERAK/E"
export CLOUD_SDK_SK="Z#ErSK/E"

BN T s SfEREX M EX -
source ~/.bashrc

request, IEAEIRENHETE, FEEFE. HiAR. B5Kuriflbody .

Request request = new Request();

request.setKey (System.getenv(" CLOUD_SDK AK"));

request.setSecret(System.geten(" CLOUD_SDK SK"));
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");

} catc
e.p

h (Exception e) {
rintStackTrace();

return;

}
SIA SHEKH

1752, Hmokhttp3.RequestXISFEiHITAPI,

okhttp3.Request signedRequest = Client.signOkhttp(request);
OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

R

1.2.11 curl SDK {EFHi%AH

B’Fn=

fERcurl s SIRAPPIAIERIAPIRT , EFEE4E FiklavaScript SDKERcurl& S, %
Beurldi S EHIZIHSITEBAPL

RIS

o EIRENAPIRYIES . iBKurl, 1BEXKGE. RN ERIKeyFISecret ( 2= FimAY
AppKeyFlAppSecret ) EEE., BEFRSIIAIERIES .

o N

iEFE API =451

s2pp AR Sachrome 89.0 TLALARA o

E81 {ERJavaScript SDK&ERKcurléas s
IBERROMA Connect3LfliEHIE, £ “IR3SEERL APIC > APIER” TWEA+ FESDK

FRIE.
GBI

F¥FJFHdemo.html, TWEIITEFT.
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Apigateway Signhature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET v 30030113-3657-4fb6-a7ef-90764239b038.apigw. cloud.comr
Headers

{"Content-Type":"application/json"}
Body

g

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw! clou
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423
Note: accessing the APl from browser requires support for CORS
200
Congratulations, sdk demo is running

2 B AKey. Secret. FiExR. BEKRMNMY. &FAFurl, HIa0:

Key=4f5f626b-073f-402f-a1e0-e52171c6100c

Secret=rrrrr

Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

I3 ENjsont&TLAIQueryFIHeaders, EABody,

TB4A FF “Send request” , ERfcurl@i . BeurlisSEFIRITSIT, HIEAPL,
| SRR S B FIAE BahttpsiERIAPIES, BERBIERHRIR, 7E-dEHRIN “ K
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-
€29945a1e06a, SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

(10 488
SDKERMIcurl@ SAFEWindow Femd£Limi&l, 1B7Egit bash FHATERMRIcurld < .
R
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1.2.12 EftRIZIES
APP I\ ETERIE

1. MEEREIEK.
BEREIERABIRBEAPICEEYERIMNEL, HBREFIRESS. APICE
SINERERINERARET—H .

2. ([FEIEEKRIIEMEEIRSFERRSR,

3. (ERAK/SKIIFEZHABEHESER.

4. BERHNEREEENBREELRMEIHTTPE KRS, SEEATHFEFTESE
FINRIHTTPIE R,

5. APICKENIEXE, H1T1~3, HEER,

6. BE3PHNERBERZSSPERINSA TR, NRSHAINE, NEEK, &
NEIELEIEXK

(AL
APPEZ({N & #Body(F 12ME LA FRIERESZ .

LE: MENEIEK

EFRAPPLHITERSIANE, BARENCERAR, AEBHITER . BFiRS
APICERIEERNAERAE, ATLARRE— I HTTPIERAIBIGIRSEIERNERER,
MMZERBH 15 o

HTTPIERAGE AN T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

\

BATBE LA TR AIRGEBAATEIERAMIEL R
BRIRIRIIERAT:

GET https://30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: 30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
X-Sdk-Date: 20180330T123600Z

1. ¥EHTTPIERAEX ( HTTPRequestMethod ) , LURITFER,
HTTPiEK73i%, SNGET. PUT. POSTZ, &K %G

GET
2. IIAGEURIZE ( CanonicalURI) , LURITRE4ER .,
BX:
MEEURI, BEMERERERRR, RURIRILITIRZEBSHIURIZRED
B
TRIERFC 39864REMLURIIETR, BERURTIMBEXTIRZEDD, BEPENIBD YR

JURIZRES . ANSRURIBEEARLL “/7 &R, WERSSHM “/7 .
25451 :
EIFAJURI: /appl, LEESRBRYIURIZRESA:
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GET
/app1/

(MARTY::
IHEEER, URIBFLL “/7 G5R . REEKRE, aURL “/” 4R,

SIHBEEIRAFRFE (CanonicalQueryString ) , LUEITRFEER
BN :
BERFME, EASH. IRKEEOSH, WATERS, BIEEIEX
H=T,
B
M eEaFFEREREMUTEK:
- RIEUTARUS SN SHEFEFITURIZR:

" J570%IRFC 39867 XA IIFFREEFFFHITURIZRD, XLFFFEE:
A'Z\ a'Z\ 0'9\ TN N -*D~o

" ERWXYEIFMBFFIEI TR DRI, BERXFIY A+
(0-9%0A-F ) o fIgN, =REFFFLIMRID/%20, T RUTF-8FFF&IR
K “%XY%ZA%BC” &=,
- XTFBANSE, B “ URIRERIZSHE = URIRIEBAISHE - MRLSH
SHE, WEFHFHERE, ERRE “=7
PIILAFEBWANSH, HPEZPSHparm2iYENZT,
parmi=valuel&parm2=
- EEFHABUAFINFENSHZHTHIFE. i, UXEFEFFLRISH
BZHHELUNEFBbF LS HEZ Zh0.
- LHFENE— N SHEE, HETERF/HE.
TR
THPEERIAESE: a. b
GET

/app1/
a=1&b=2

INASEEESL ( CanonicalHeaders ) , LURITRIEER

BX:

WSEEESL, EMEREELIIR ., SIESZ5RPIFAEHTTPERLSIE, R
SLARE EX-Sdk-Date, FATFIISEZATIE], R 91SO8601FRERIUTCRTEIG
=: YYYYMMDDTHHMMSSZ . #18EAPI&#ZIERELEASEIAEERT, EEEINBE
YHIREEFR,

A EE

= iR R AR SRS RIELE, BHRIEKEESLX-Sdk-Dateg9EH
P KIRE -

ROMA ConnectBf 7 iEEX-Sdk-DatefIRFEIRE TSN, BRI ZAT EES KRS
REORSEZE, WNRAFEZEET 1594, ROMA ConnectiSiE4IEXK

Bt

CanonicalHeadersHZMNERiEELHEFHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., G NMEKEEL
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( CanonicalHeadersEntry ) B9tz ILowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

MARTY::
o LowercaseRVEFIBFRIELIRANNEFBRIRE
o TrimalZRTMFRMERIEHNZ RTIEHIREL
o EE—NMERHBERLBSET—MRTF. SIFE+CanonicalHeaders B SHEHHY
BITRF, AtsER—1=1T7,
2561

GET

/app1/

a=1&b=2
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z

A

MEHELFEREUATER:

o RBELEMERNNEHR, AHIREISTIRIERTE.
o IREFHRIEIEELSRHTHEHRF.
ELENSISS YK
Host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b c¢ \n

X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n

MEERL:

content-type:application/json;charset=utf8\n
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c¢"\n
x-sdk-date:20180330T123600Z\n

SN TFERRYERLFER ( SignedHeaders ) , LURITRIER

BXY:

BF&SERNEREELTIE, ETRMNLGEEL, [APICEANERPELEEsL
EERAEEN—EFY, LURERIRSRITAPICRLAZREHILSEE L, X-Sdk-date
WIERNEESBRIEEL,

B

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ n.n + .

EEBREELRFEREUTERX: BESBNBERLARERNNERR, %
BB RLHITHER, FER 7 koS MNERL.
LowercaseR NGB F /LR N/NEFE

241

IUTERFEMNHEELS58Z: host, x-sdk-date
GET

/app1/

a=1&b=2

host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z
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host;x-sdk-date

6. {HFASHA 256187 AR TFHTTPERHTTPSIEKIESX FATbodyik
( RequestPayload ) , BIENEFHE.
BX:
BRBEER, BEATEMMERE: HexEncode(Hash(RequestPayloaad)), H
FHashZFRRERGE ERERIRE, HesziFSHA-2568% . HexEncodeZRRLA
S8R EEERIBase-165R3A9KEL . 5/40, HexEncode("m") iR[EHES
“6d” A= “6D” o MIANE— NEDEERTIATENHNHFFERT

AR

iHERequestPayloadRINA#{ERT, XF “RequestPayload==null” HiFS, HiEERT=F
FFER"RITE,

256

RRBIAGETHE, bodyfkhz, RiIMBFEIENbody (ZEFFE ) WITF:
GET

/app1/

a=1&b=2

host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. JOESEFHIHSEIERETIRELIE, EiES5XIRequestPayloadiaF M IBAIE LB
E. EERFBLEBOIEBEROLALVNE R FFIEFRERER
HiELRE: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FI R H A IBHIRBIE R
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

TR’ 2: SIEGEFHER
SFHTTPIERETAEEHISIERIEHERS, BESEZEE. S2ME—REMF
BRFMH.
StringToSign =
Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

PR SHRBUT,
e Algorithm
BEE X, XIFSHA 256, EiXHSDK-HMAC-SHA256,

e RequestDateTime

ERATEE . SiEREBAX-Sdk-DatefHEHER, &XH
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
ZEFELIENITEIERK
FR B FERINEFEF /R

SDK-HMAC-SHA256
20180330T123600Z
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906
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SH]3: HRER

FSAPP secretiIBIAVFSFRBIENIMBIRFRYAVMA , HHEEE, BTHSIERE
Sl WAVl £ v

{AIEaNT:

signature = HexEncode (HMAC(APP secret, string to sign))

HAHMACGEZHEXIIIEHEIZE, HexEncodelgik+7NitHl . (ALIEFSENHEBIN

F1-1F7Ro
= 1-1 SHURA
SHEW SRR
APP secret TAEHA
string to sign BIRNSHEF RS

BIZAPP secret912345678-1234-1234-1234-123456781234, NIiTHEEZIHY
signatureg:

cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

5 . ﬁﬁtﬂ]$g 1|=|:L.\:EI:|J E?%

FHESEE, BeanzlAuthorizationBIHTTPEESL ., Authorization;gELkE
BEEERZEELYD, FEBFEMHIIIE.

{AISENT:

Authorization headerfl&2{}5#3:
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

BEFENREESAccessZRIIZAIES, {BESignedHeaders5SignatureZBIFHE
(FRESIEH-

BRENERERL:

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

BRKZEELE, BEHIEMERIBHTTPIERREH, iaﬁﬂ—r?&?ﬁ%ﬁﬁAPlC, FHAPIC
STHREBIDIANLE. BMAEETE, ZEKRA kX ERiRIRSHITIWSLE,

1.3 IAM IAIEFF A&

1.3.1 IAM IAMEFFA ( Token)

Biria=

HI(FRETokenI MIES NFERGAIESNAT, FEIRENAHF TokenFH 7R A ORTHENN
“X-Auth-Token” B EONIEKREELF,

M H%kRAS 01 (2025-03-26) WA © EARTERABIRAE 53



MASHIEERTFE
FkisE 1 RSERFAKRIES

(MEETY:
BREOBNTRMIALEST, ZaJLUSRER—HEITIMES
e Tokeni\ilE: i@idTokeni\IEVERAIEXK .

o AK/SKIAIE: @IiTAK ( Access Key ID ) /SK ( Secret Access Key ) XTERAIERARIHITESZ
TAIE .

AREEOSE
1. 3¥kEXToken,
BEE (Z—BMIANIERSS APISE ) B “3RERAFToken” 20, 3XEXToken,
BRI R INEENIREESLHEERY “X-Subject-Token” BYERD I TokenfE,
BRSO

POST https://{iam_endpoint}/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"name": "username",
"password": n *******s!"
"domain": {
"name": "domainname"
}
}
}
1
"scope": {
"project": {
"id": " xooooxx

- {iam_endpointhE2S I X F1LL TS m3REY
- usernameRFAFZ,

- domainname B FFRERIKSEFR

- e ARERE,

- xoooxxxAIRBID,

INEIDETLAEEERESIG £, 2ERPE, EMIIRFSEE ‘RIS
iE” , 88 “EID” .

2. ERWSEEO, mEkgasadEin “X-Auth-Token” ,  “X-Auth-Token” BYEX
B 1435KEXAIToken,

1.3.2 IAMANEFFA (AK/SK)

{EEFAK ( Access Key ID) . SK ( Secret Access Key ) IHERIFITES,
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45 AK. SK

(AR
e AK: ipjA)E$RID, SIAGHIIRAXKAME—IRAR, HIERIDIFAEILDER—LE
A, MERETINEES

o SK: SifAERIDESFERNER, WEREITNEES, ARREES, FHLEEREE
2o

AR EERMITAK/SK, NWATHNMILCEIE, HEERE TEHBIAK/SKE, XEE—/R

73: credentials.csv,

WNTEPRrR, MEBETHEFE (User Name ) , AK (Access Key Id ) , SK ( Secret
Access Key ) o

1-42 credential.csv XA

A B C
1 UserName AccessKeyld Secret Access Key
2 humedz OQTWATEEEEBUT20VKYUC MFyfvK4lba? gaimeiie pdUKGpownRZImVmHc

AK/SKERLEIR:

1. EHEREEEHA.

2. BEALAARE, EThSIRPEE “HAEIE” .

3. B “piEEBe” o

4. BE “FMERHRERT , HA “FELEERT E.

5. WMABREWMMWIES, 2E “HBE” , TEEHR, BRERE.

1-43 51 E BRI E RS

O hlE=sE @
:
FRHVFEIE
EATEERE  SsoRtENR . BEMAISRRETE R, A TSR | BUESTE ERREAITEE.
APHEIE
| @ FEHARE

BEEED 2 IR 2
QTWACQYTTINDUT2QVKYUC 2019/03/12 08:05:48 GMT+08:00

S REZNAFIAPPIAIEER, FIAKEAPPIAIEFAIAppKey, SKEFHRAPPIAIEAH
AYAppSecret, BIR]SEREZFIEK,

A EE
%.EF'géﬁ&%‘z&ﬂﬂﬂﬂ‘@'—ilﬂﬁﬁlﬂﬂlﬁ%ﬁﬁﬂgIﬁi, BEEIE KB B SLX-Sdk-Datej9(E H Buask
KiRZE,
ROMA Connectff T #%3EX-Sdk-DatefIRTIEHE TSN, SR IZATEME SWEEKEY
AYEZE, WNRASEIZEI 1558, ROMA ConnectiSHEHIFK .
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1.4 [FinfRSERTT A

1.4.1 Java SDK {55 A

2(Eiz=
(ERavailE SR 1TEIRIRSEZNT, BEELILESDK, KEREATRE, BRESER
R RIREZ RN EZRE—H .
A= LIntelli) IDEA 2018.3.5kRARFINE
BUIRSRE
o HBFANEZEAIIKeyFSecret,
e DHEE4ISOEESZZA, HYPEAPI, B ESNEESHIBESNESZRIE,
o OIENGIHSZILEICID, FEILIEROMA ConnectSLAliz4I &y “IRSZER
APIC > APIEIE” TUE, kiR “S8%H” WL, Bd “THSDK” THEZR
Re =N
o FRENFHZAE2018.3.58 LA FARAMIntelli) IDEA, NERKXZEE, iE5ZIntelli) IDEA
B ML TE .
e BZZava Development Kit 1.8.1118kLA ERAS, SNRFKZREE, EEOracleBS
TEIRAE N E
ENIE

121 $TFFIntelli) IDEA, 7EZEERFEEIR “File > New > Project from Existing Sources” , i%
REEERRY “apigateway-backend-signature-demo\pom.xml” &, B “OK” ,
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1-44 Select File or Directory to Import

Select File or Directory to Import >

Select directory with existing sources,

Eclipse project (.project] or classpath [.classpath] file,

Maven project file (pom.xml),

Bnd/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],

Flash Builder project file (project, *.fxp, *.fupl).

#® O g X G Hide path

LpiGateway-sdk\apigateway-backend-signature-demo\pom.aml | &
> ApiGateway-android-sdl-1.0.0

v apigateway-backend-signature-demo
> Jidea
b libs
> src
Cirag and drop a file into the space above to quickly locate it in the tree

o

D (RIFEHNIZE, BF “Next > Next > Next > Next > Finish” , B TIEEAN,

I3 TEAMlMaventiss, W& “compile” #H1T4wmIE.

1-45 fHiE iz

Maven o — =

S By & |+ » i ® | F|E
» |, backend-signature

v [z Lifecycle j

13 clean %

% validate :

2 -

1 test 1 %

14 package =

18 verify Z

1% install "

1 site E

1% deploy %

» [gPlugins ;:

» [iiDependencies E-

i8] “BUILD SUCCESS” , FRmIFMIN-
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Run: backend-signature [compile]
> [I1F0]
[INFO] --- maven-resources—plugin:3.1. 0 resowrces (default-resources) @ backend-signature ——-

[INFO] Using ' UTF-8' encoding to copy filtered resources.
[IVFO] Cepying 1 resource

I 4l

[INFO] Copying O resource

[I1FO]

[INFO] --- maven—compiler-plugin:3. 8 0:compile (default-compile) @ backend-signature ——-
[IVFO] Nothing to compile - all classes are up to date

[I1F0]
[I1FO]
[INFO] Tetal time: 2.688 s

}’ [IVFO] Finished at: 2019-03-11T18:41:09405:00
[INFO] Final Memory: Z21M/309M

[I1F0]

Process finished with exit code O

$184 A FBackendSignatureApplication, %% “Run” izfTIRS .

1-46 i=z17IRSS

~ [ apigateway-backend-signature-demo 1 packa
> idea - .
> [ libs L :
W src % Cut Ctrl+X
w main B Copy Cirl+C
v java Copy Path Ctrl+Shift+C
v com.huawei.apigat Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
& BackendSignat. £ Jump to Source F4
i HelloCantroller Find Usages Alt+F7
£ RequestWrapp: Analyze ']
> resources Refactor y
> target Clean Python Compiled Files
pom.xml Add to Favorites )
» |l External Libraries
Browse Type Hierarchy Ctrl+H
» U Scratches and Consoles
Reformat Code Ctrl+Alt+L
Optimize Imports Ctrl+Alt+0O
Delete... Delete

Build Module 'apigateway-backend-signature-demo’
Recompile "..urefpplicationjava’ Ctrl+Shift+Fg

Run 'BackendSignaturefppl...' Ctrl+Shift+F10
#F Debug 'BackendSignatureAppl...
U} Run 'BackendSignatureAppl..' with Coverage

@ Create 'BackendSignaturedppl..."...

“ApigatewaySignatureFilterjava” J7nGlfti3, BIRIELIRERIENSEHEER.
BFRBIRAEESERIEhmackREiREZ =M.

e
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B8& hmac KB FiREZ =0
(1] A8

o TERIMITRE—NETSpring bootfIBRSS SR, ENAPIRIGIR, FESLI— Filter, XF
APICHIERIME R R -

o APIHENMacKBIEREIAGE, RARBRIBERPFIZEZER.

181 fHE—Controller, 25 /hmac,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/hmac")
private String hmac() {

return "Hmac authorization success";
}

}
£E]2 WE—Filter, LECFIBREMGIE. BRITRIE SkeyFlsecretIIA—MapH,

public class ApigatewaySignatureFilter implements Filter {
private static Map<String, String> secrets = new HashMap<>();
static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {
[[EZREEA

}
}

I3 doFilterRE AL ZRIGMNIT . RIGRIENT: BT filterrpFTFEILEbody, H TS
bodyrl LATER£ERYfilterFcontrollerdEIRIEEY, BrequestBiEiekiELaELEEAYfilter
Flcontroller, BZEEARAIRASTIIR] IIRequestWrapper.java.

RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

B4 ([FRHENRXRFEirAuthorizationsk, 8FlsigningKeyFsignedHeaders,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A,]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!m.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
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F£IR6

return;

}
String[] signedHeaders = m.group(2).split(";");

54N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidsigningKey#kZlsigningSecret, ¥NERA{F{EsigningKey, MREIAIELRM
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}

HiE—RequestIIR, Figkmethod. url. query. signedHeaders33 N HJiEIRLIL
ANHA, FIMEREHEEREbodyHigE.

EETEbodyIEE S 1 FFEEJIUNSIGNED-PAYLOADHAIX-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

}

} catch (URISyntaxException e) {
e.printStackTrace();

}

boolean needbody = true;
String dateHeader = null;
for (int i = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
}else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}
if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
dateHeader = headerValue;
}
}
}
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if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body

T KRIEEZE2ETHE, MX-Sdk-DateskhEVHATE, FIETSIRSEIEETEEE1SD
LA, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}

I8 FEAuthorizationsL B RequestxIRA, ERverify/5iARIGIEREE . MRIKILIE
&, WAT F—AMilter, BIEERAELMY.
DefaultSigner signer = (DefaultSigner) SignerFactory.getSigner();
boolean verify = signer.verify(apiRequest, new BasicCredentials(signingKey, signingSecret));
if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "verify authorization failed.");
}

LR EAfilterFNIRZAIIRII KR

@Configuration
public class FilterConfig {
@Bean
public FilterRegistrationBean registApigatewaySignatureFilter() {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(new ApigatewaySignatureFilter());
registration.addUrlPatterns("/hmac");
registration.setName("ApigatewaySignatureFilter");
return registration;
}
}

|10 B17RSEE, WIEIBIESE. TERGIEER)avaScript SDKFRThtmI&EE THER
B8

EANWNEFRRFRG, BiF “Send request” , EFIERIcurld<, FHEGSITHH
17, R53E8R([E “Hello World!” .

WNSR(FEAEIRAIKeyFSecretifial, BRFZE:IREI40VAIERET
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Apigateway Signature Test

Key
signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080

[test

Query

{mooc s yyy'}

Headers

dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

s
BEE basic R fGiREE R M
(MARIY:

o RELERINARBE—NETFSpring bootHIfRSSEE, {ENAPIRRIR, FESLIM— Filter, X3
APICHYIERIMERIRIE

o API4fTEbasicERIBZRIARE, AKARIFRINIERPSRIMbasiaNEHER, EbasidAiEHIA
PEZAEEZRNkey, ZFiBAKZEHsecret,

$1 HRE—Controller, #&{ZJH/basic,

// HelloControllerjava

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/basic")
private String basic() {
return "Basic authorization success";

}
}

T2 {E— Filter, 1ZBBbasialAIEAIMN, Authorizationski&= 8" Basic

"+base64encode(username+":"+password) . LA AIRIERNRERIRIGARRD .

// BasicAuthFilter.java
public class BasicAuthFilter implements Filter {
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}

private static final String CREDENTIALS_PREFIX = "Basic ";
private static Map<String, String> secrets = new HashMap<>();

static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

@Override

public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {
HttpServletRequest request = (HttpServletRequest) servletRequest;
HttpServletResponse response = (HttpServletResponse) servletResponse;
try {

String credentials = request.getHeader("Authorization");

if (credentials == null || credentials.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

if (Icredentials.startsWith(CREDENTIALS_PREFIX)) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String authinfo = credentials.substring(CREDENTIALS_PREFIX.length());

String decoded;

try {
decoded = new String(Base64.getDecoder().decode(authinfo));

} catch (lllegalArgumentException e) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String[] spl = decoded.split(":", 2);

if (spl.length < 2) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingSecret = secrets.get(spl[0]);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Username not found.");
return;

}

if (signingSecret.equals(spl[1])) {
chain.doFilter(request, response);

}else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Incorrect username or password");

} catch (Exception e) {

e.printStackTrace();

try {
response.sendError(HttpServletResponse.SC_INTERNAL_SERVER_ERROR);

} catch (IOException e1) {

}

$IR3 EilterFNERZAIBREIX R

@Configuration
public class FilterConfig {

@Bean

public FilterRegistrationBean registBasicAuthFilter() {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(new BasicAuthFilter());
registration.addUrlPatterns("/basic");
registration.setName("BasicAuthFilter");
return registration;
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B4 1z17IRSE, WIEIBIENME . BEPAFNEIBERbasictAiEAYAuthorizationskig{E
EIEREO ., NREREIRNVBPIFZEIAE, RBFRELA0VAERET .

-

1.4.2 Python SDK {&Fgi5EH
(35

{EMPythoniESHITRmRSZERRT, BEBRFTIKESDK, REEANIE, &ESE
R EREERPIREEZRE—Ho

AEH L UIntelli) IDEA 2018.3. 5 RAFEINEE
mEEiY::

Python SDK{XZ#FhmackBEiRiRBEE .

HERIRE
o HERFANEEEHAIKeyF1Secret,
o CEEHSCIEESZTA, HEEAPI, BINE2NREEHRESNESRKE,

o EFFEVFIHEZSDK, EATLATEROMA ConnectSEFliz=4I&HY “IRSZEERL APIC >
APIIER” WmEe F&Python SDK,

o RENFFEIR2 753 XMRARIPythonZIEH, WNRAKKER, FEPythonES FHIR

H &,
o FRENHZEAE2018.3.58 L FARAMIntelli) IDEA, INERFXZEEE, iEZEIntelli) IDEA
BH ML TE .

o Effintelli) IDEAFRZEEPythoniliff, MIRAKRLIE, BIREE1-47TAIREE.

1-47 &% Python 164

Settings X
Q- Plugins Marketplace 2 Installed Updates =
Appearance & Behavior
“ =] 3
Keymap
) Search Results (41)
Editor
BEED e MicroPython
Version Control Languages Framework integration
Build, Execution, Deployment The Python plug-in provides Support for MicroPython

Languages & Frameworks smart editing for Python devices in Intelli) IDEA and

The feature set of the PyCharm. Features: Code

WS M 3.9 ©=H 12,2010 4 337K w49
Live Coding in Python python-typing-adder
Code tools Code tools
(%] Cancel

STRERA 01 (2025-03-26) IR © ERRBRABRAT 64


https://support.huaweicloud.com/intl/zh-cn/ae-ad-1-usermanual-roma/apic-ug-190215075.html
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.jetbrains.com/idea/
https://www.jetbrains.com/idea/

MRASHIEERTFE

FkigE 1 RSERFAKRIES

EANTHE
FIE1 FTFFIntelli) IDEA, TESZERFZERE “File > New > Project” o
s “New Project” IFEHE, iEE “Python” , B “Next” ,

1-48 New Project

Mew Project @
Maven Project SDK: | @ Python 3.7.2 (D:\804\python.exe) ~ New...
Gradle Additional Libraries and Frameworks:

& Groovy (1A Django
Grails [ 143 Google App Engine (Python)
Application Forge [ ]:5.5QL Suppaort

Y Go

“ Go Modules (vgo)
T Dep
% App Engine

Static Web

E Flash Template language:

Templates folder: templates
& Python

, Application name:
K Kotlin
Enable Django admin

& Empty Project 2

T2 BHIREFE “Next” , BHELUATXHEE, B “..7 , EREAXHEEFIEERES
SDKiE&12, g “Finish” ,
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1-49 JE&IEEERFM SDK B812
Mew Praject @

Project name: | p)rthonl |

Project location: | D:\java\python

b More Settings

Previous Cancel Help
3 T TiRCERE, BREWNT.

1-50 BRE5H

b python
> idea I
> apig_sdk
» licenses

» backend_signature.py
= main.py

m Python.iml
= test_signer.py

= VERSIOMN
¥ Il External Libraries

» U Scratches and Consoles
B4 BFE “Edit Configurations” , 38 “Run/Debug Configurations” XHHHE,

1-51 Edit Configurations

— Edit Configurations...

F£I®5 BB ‘47, %R “Flask server” o
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1-52 %% Flask server

Run/Debug Configurations

[ Cucumber java

Add New Configuration

vy Docker e
@ Firefox Remote

s Go App Engine
“+ Go Build

._.J Go Remote
4 Go Test

16  “Taget type” i#&#F “Script path” , “Target” &R ITIETHY
“backend_signature.py” X{, BF “OK” , T ITIEEE .
+ — B F [ Name:  Flask (backend_signature.py) [Jshare []Allow parallel run

v {_Flask server

Confi i Le
{_Flask (backend signature.py) S =

»  JTemplates Target type: () Module name (®) Script path () Custom
Target: ‘\pythonm\backend_signature.py |
Application:
Additional options:
FLASK_ENV: development
FLASK_DEBUG: O
¥ Environment
Environment variables:
Pythan Interpreter: (0 Use SDK of module:
(®) Use specified interpreter: Python 3.7 ~
Interpreter options:
Working directory:
[+] Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
[7] Cancel Apply

R

e =Y PO YA N
(RERL
o RELERIMITRE—NEFFlaskiOIRSZ R, (ERAPIRIGE, FHESTM—wrapper, Xt
APICHIIERIBES SRR o
o APIBEBSENAG, BABHNBERPALSHTNSZEE,
1 R{E—RE] “Hello World!” B9¥E0O, 5iEAGET. POST. PUTHIDELETE, B{FH

requires_apigateway_signaturefwrapper,
app = Flask(__name_))

@app.route("/<id>", methods=['GET', 'POST', 'PUT', 'DELETE'])
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@requires_apigateway_signature()
def hello(id):
return "Hello World!"

12 LHrequires_apigateway_signature, EiFAIZE ZkeyFlsecretIIEA—NdictH,
def requires_apigateway_signature():
def wrapper(f):

secrets = {
"signature_key1": "signature_secret1",
"signature_key2": "signature_secret2",
}
authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")
BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, *kwargs):

//EBRBEE

return f(*args, **kwargs)
return wrapped
return wrapper

I3 wrapped REAEZRIGRTE . RIERZFNT: FHENRANEFENTAuthorization
3L, 8% /keyFlsignedHeaders,

if "authorization" not in request.headers:

return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:

return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

54N, AuthorizationsL}9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

£IA BidkeykFlsecret, WNRAFiEkey, MIREHAIELY
if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

$5 FiE— M HttpRequestldR, IFiEKkmethod. url. query. signedHeadersXIRAgiER
SLMAES ., TR EREREbodyFHIRE.

FEEEHbodylIRMN: FFEESIUNSIGNED-PAYLOADAYX-sdk-content-sha256

r = signer.HttpRequest()
r.method = request.method
r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'"):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =
else:
rquery[spl[0]] = spl[1]
r.headers = {}

nn
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SR8

needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD":
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIEEZ 2RI, MX-Sdk-DateskhEVHATE, FIErSIRSSEAIERTHEEE1SD
LA, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

ERverify 5iERIGIERE S . FIMMRIGEEEIT .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authorization failed.', 401

EiThRSS =R, WIEISIEME. TEGIEER)avaScript SDKFRIhtmIE & THEAER
%g o

EANNERRFRG, BiF “Send request” , EFIERIcurld<, FHEGSTHH
17, BR35E8IR[E1200,

INR{ERAEIRAIKeyFISecretipal, BRS3RIREI40TNERED .

STRERA 01 (2025-03-26) IR © ERRBRABRAT 69



MASHIEERTFE
FRigE 1 RSEMFRIES

Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080 /test

Query

Mooy

Headers

{"aaa""bbb}

Body
dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

—---4ER
1.4.3 C# SDK {8588

S T
FERCHESHITREIRIRSERRT, BEEMIRESDK, REHTHIRE, RESERK
EinERRHIRIEEZ R —H,
(MARIY:
C# SDK{XZiEhmack BN EIRRS S .

HEERIE
o HERFANEEEHIKeyF1Secret,
o CEEFHAtIEERENH, HEEAPI, BERNBEE2NEERIRESNESRKE.,

o BEIRENEIRERSDK, ERILIEROMA ConnectSLzHEIEHY “BRSSEERL APIC >
APIER” T@E T C# SDK,

o FREVFHZL%E2019 version 16.8.4% LA ERRASAYVisual Studio, INRFKZE, BE
Visual StudioBA ML & .
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FIRIE
WHESDKEAHRY “csharpsin” &, FTHIE. TEPEEWT3MIAE:

e apigateway-signature: SCIIEFEXAIHZE, rJHTF Net Framework5.Net
CorelliH

e backend-signature: [FimlRFZEERM, BIRIBELIFERIENSHEFER . B
KB EEESE R fEIRE L P .

o sdk-request: EFEENNERRA,

B EiREE R
AR

o RERIMIRE—ETASPNet CorefIfRSEZEE, EAAPINNGIR, FHESM—
|AuthorizationFilter, YJAPICHUIERMZ LA .

o APBERRERRE, RERBKIBRPISRINERER.

£ {FS—Controller, $2HGET. POST. PUTHIDELETEPY/MEO, HINA
ApigatewaySignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers
{
[Route("api/[controller]")]
[ApiController]
[ApigatewaySignatureFilter]
public class ValuesController : ControllerBase
{
// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{
}
}
}

$£2 SCI—/MApigatewaySignatureFilter, JFIFRIE Z keyFlsecret A —
Dictionary®,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter
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private Dictionary<string, string> secrets = new Dictionary<string, string>
{

{"signature_key1", "signature_secret1" },

{"signature_key2", "signature_secret2" },

%
public void OnAuthorization(AuthorizationFilterContext context) {
[1&BRRIGE

}
}
}

#FI®3 OnAuthorizationFREAE BRI, RICRIEWT: FRIENRIA T

$R4

Authorizationsk , 15§%key#lsignedHeaders,

private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';");

50, AuthorizationskJy:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidkeytkZlsecret, MRARIFEkey, MIRERAELY
if (!secrets.ContainsKey(key))
{
context.Result = new UnauthorizedResult();
return;
}

string secret = secrets[key];

HiE— M HttpRequestXIR, 1FidEkmethod. url. query. signedHeadersx3RzfdiEK
SRS, HiEREREREbodyFHIRE.

FEEFEbodyIKI S RFEEJIUNSIGNED-PAYLOADAYX-sdk-content-sha256

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;

sdkRequest.host = request.Host.Value;

sdkRequest.uri = request.Path;

Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

MAERRAS 01 (2025-03-26)
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query[pair.Key] = pair.Value;
sdkRequest.query = query;
WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)
{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")
dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")
needBody = false;
}
sdkRequest.headers = headers;
if (needBody)
{
request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;
}

TI6 RINEZEARTHI, MX-Sdk-DateskENHAYE, FIETSIRSESAIBEBEETE15D
LA, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM
private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";
if(dateHeader == null)

{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)
context.Result = new UnauthorizedResult();
return;
}

7 BARverify 5iERINERES . FIMRIEEEE
Signer signer = new Signer();
signer.Key = key;
signer.Secret = secret;
if (!signer.Verify(sdkRequest, groups[3].Value))

{
context.Result = new UnauthorizedResult();
}
T8 1z1ThRSSEE, WIHABIEMME . TE~FI{EF)avaScript SDKFRIhtmIzEEZ THR4ER

A,

EANNERRFRG, BiF “Send request” , EFIERIcurld<, FHEGSITHH
17, BR35E8IR[E1200,

INRERAEIRAIKeyFISecretipal, ARS3=RIREI40TNMERED .
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Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080

/test

Query

{0 yyy")

Headers

&

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
122402Z" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

e

1.5 BR¥ APl IR

1.5.1 fREREL API BHIA (Java Script)
ABEBNBEAPICEEY B FARMAPIE, WFENHANREIES.
AP S R A SIS S RS £ — RS

EREZAPIfER)avascriptfR S E#, JavascriptiUiaiT*Hjava Nashornf9iziTintE, X
#HECMAScript Edition 5.13158 . Javascript3|&iziTFjavarZiltl, aERBENE
iR thY)avaZe s BIRINAE

45— Helloworld
TE M executeFREEAANO, executelRENREIRINENIG/EFunction APIRINEAL
Body.

function execute(data) {
return "Hello world!"

}
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I IREUE RS
executeREENHIdataS HFEE TIERSH.

function execute(data) {
data = JSON.parse(data)
return {
"method":data["method"],
"uri":data["uri"],
"headers":data["headers"],
"param":data["param"],
"body":data["body"],
}
}

= REIMNSE

EexecutegE HR[E]APIConnectResponsedI&R, AILUSEIERBREAPIEZOIR[EIRY
HTTPIREES . R[E[SLF0bodyfR .

importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);
function execute(data) {
return new APIConnectResponse (401, {"X-Type":"Demo"}, "unauthorized", false);

}

It , JEAFunction APREIRIHTTPIRZSIE /9401, MNLFEET “X-Type:
Demo” , HImizbodyd “unauthorized” ,

5IPY A Java BREL

L,LTTWJEP ffEAimportClass5| N\ T Javazk, FAREPIIRE . FrEiEftadlavazs
DL RREIAPIB RIS A o

importClass(com.roma.apic.livedata.common.v1.Md5Utils);
function execute(data) {

var sourceCode = "Hello world!";

return Md5Utils.encode(sourceCode);

}

S|AAEE
1. ZEZRROMA Connect} SHE, 7 “Lf” MmeEsLf R ‘BEIEHE”
NELfzEFIE

2. FEEMRS ﬁrﬁ“JJg “BRS3EERL APIC > BEXGIR , & ‘BEEIE mESE
N INECE”

3. f& J\\DHEEEE‘%-EPEEE*E%{EM STREEE “HAE” .

£ 1-2 QTS| HEE

2% [ =gt

BCERR IHSEERER, RIEMIEEN .

=St ERECERIER, ARE “RIREET . “E637 M ik
B

A e ECE T ABRISE R AT o
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e

[T =gt

BcEE

N2 “BeEE” iR “EIiREE” M “‘BiE7 NEER
8

IHEERE S EBAYE,

N1 =]

N2 “BeEseE” i ‘T HEEEE.
IHEZBRYE, F5 “kREE" FEF .

IEH

N “BeERE” iF P NRELE.
IHSpemEiISANEBAR .

*h$H

N “BeERE” R P NREARE.
IBSpem RIS TURNIER AR o

AT

R “BeERE” iR B NREEE.
IRSIEBFARRIERS .

N

R “BeERE” %% IR NREEE.
HEIERABRIER, F5 ‘Bl FF—%.

i
5

IBERENEIRMER.

4. fElava ScripteRE AR5 | BHECE
BB EZ R ~example, TS|IEENT:
- RIRTE: #{example}
- ZF8: CipherUtils.getPlainCipherText("example")
- JE#: CipherUtils.getPlainCertificate("example")

1.5.2 APIConnectResponse 31508

com.roma.apic.livedata.provider.v1.APIConnectResponse

EexecuteFEHIREILZENTR, BJLAISERAREAPIZIREIFIHTTPIRESRS . IR[O]

B
ial:ls

SLFNbodyfA
sEARZHI

importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);

function execute(data) {

}

LAY, JEFFunction APIR[EIFIHTTPIRSEE 9401, MGRELFEE T "X-Type:
Demo", HM@ibody/g"unauthorized"
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=

MSEHFS

F3ik5IZR

public APIConnectResponse(Integer statusCode)
¥JiE— N APIConnectResponse
SH: statusCodeZR RIS

public APIConnectResponse(Integer statusCode, Map<String,String>
headers)

¥JiE— N APIConnectResponse

2% statusCodeXRIINAZSAY, headersFRNaRiERk

public APIConnectResponse(Integer statusCode, Map<String,String>
headers, Object body)

¥JiE— N APIConnectResponse

23 statusCodeFRIMMLIKERS, headersFRIOMNIERL, bodyFERNmAL
body{k

public APIConnectResponse(Integer statusCode, Map<String,String>
headers, String body, Boolean base64Encoded)

F3iE— APIConnectResponse

S¥: statusCodeRRMAAAD, headersFRRIIMNIERL, bodyZRanNLL
body{&, base64EncodedZFIEANMHIbody2E E&Zbase644mig

R[EZEES FiEFI5ER
Object getBody()
YRENNE A AYIR [EHA

Map<String,String | getHeaders()

SRERNE Rz AR Bk
Integer getStatusCode()

SREND AR [E1RS
Boolean isBase64Encoded()

RENbody 2B E&base644mh3

void setBase64Encoded(Boolean base64Encoded)

®Ebody 2B B4 base6447i5

void setBody(Object body)
RENRNAIbodyR

void setHeaders(Map<String,String> headers)
REMMMNATIREISL

void setStatusCode(Integer statusCode)
IR ENINAYREIRS
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HiEFE

public Object getBody()

SREXIE R A9IR [BIHA

BREER

R [EINE R BUATTSR

public Map<String,String> getHeaders()
SREN M Mz AR Bk

EEIER

RENERLAIMap&ES

public Integer getStatusCode()
SREX NG NR [E155

BEIEE

1R [E]NE Nz R [E1FS

public Boolean isBase64Encoded()
REVbody 2 & E & base644Rig

EEIEE

- true: B Tbase644RE

- false: j&BiH#1Tbase6447H3

public void setBase64Encoded(Boolean base64Encoded)
ZEbody=B BEfEbase6447i

BANSH

base64Encoded: BY{ENtrueE~C&Ebase644wiE, BUEfalseF & Hbase64
“mig

public void setBody(Object body)

R E RN AIbody K

BASE

body: bodyfk3J5

public void setHeaders(Map<String,String> headers)
IREMNATREISL

BANSH

headers: RESLAImapES

public void setStatusCode(Integer statusCode)
RENNIR[EIRS

BNSH

statusCode: R[EF

1.5.3 Base64Utils 215 BH

i7:{ES

com.roma.apic.livedata.common.v1.Base64Utils
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1AA

{ERTAI

Biks®E

iEEs

12{HBase64UtilssRiBFNFRIBINAE .

importClass(com.roma.apic.livedata.common.v1.Base64Utils);
function execute(data) {

var sourceCode = "Hello world!";

return Base64Utils.encode(sourceCode);

}

IR[EI3E yape il
static decode(java.lang.String content)

java.lang.Strin
g

IFE TR IH{TBase64f# S

static
java.lang.Strin

g

decodeUrlSafe(java.lang.String content)
X F TR TBase64fE3 (ERurlFRENFRHE )

static
java.lang.Strin

g

encode(byte[] content)
SR EA 1 TBase 644w

static
java.lang.Strin

g

encode(java.lang.String content)
XF Rt TBase644miD

static
java.lang.Strin

g

encodeUrlSafe(byte[] content)
SIFEFEH I TBase644wiE (([FRurFESIIFERTE )

static
java.lang.Strin

g

encodeUrlSafe(java.lang.String content)
X F PR TBase644wtT ( FERurFRBIFHEE )

e public static java.lang.String decode(java.lang.String content)
X F R TBase64fR %

BMASH

content: Base64IZGHIFIGE

REEE

RO EERIF TR

e public static java.lang.String decodeUrlSafe(java.lang.String content)

XIF R TBase64fRE: (fERurFRBHIFAE)

MASH

content: Base64IZEHIFIGE
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EEEE

REIFZFNF &

public static java.lang.String encode(byte[] content)

X F R TBase64 N

BANSE

content: fFINZERIFFFEIE

EEIEE

REINNZFF &

public static java.lang.String encode(java.lang.String content)
XIFRFERFH{TBase64 1%

BASH

content: fHINZERIFRFE

BEER

REINNZ R

public static java.lang.String encodeUrlSafe(byte[] content)
X FRIEEEHTBase64 % ((ERUrBRENFRIE )

BWNSH

content: {FINEZRIFFFEE

BEER

RENNZFNF T

public static java.lang.String encodeUrlSafe(java.lang.String content)
XFFFEEHITBase64 % (([FRurBESHNFHE)

BANSE

content: fFINZRIFF

REER

RENNZFNF &

1.5.4 CacheUtils Zi50H

i7EES

com.huawei.livedata.lambdaservice.util.CacheUtils

1588

RHEFRFENEDINEE.

HiksIE

EESid] F5i=ANiAR

static putCache(String key, String value)
boolean | A EEIER
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RE3EE F5iEF5ER

static putCache(String key, String value, int time)
boolean | = \ #HBRIATIEIETFIES

static String | getCache(String key)

SREVETFHER

static long removeCache(String key)

BIREFER

static String | get(String key)
IRENFHETFER

b NES

e public static boolean putCache(String key, String value)
FANEFER
N
- key: EFEEkeyH,
- value: EEFHEE.
BEER
R[EIX fAIbooleanfd

e public static boolean putCache(String key, String value, int time)
FEANTEINNEEFEE
NS
- key: BEFEEAIkeylH,
- value: EEFRIEE.
- time: FBAYHYE
BEIER
R[EIXSAIbooleanfd

e public static String getCache(String key)
REVEFER
BNSH
key: EIFEEMkey(E
BEER
IR [Elkey(BXS MAYEFER

e public static long removeCache(String key)
BIREFERE
BANSE
key: 1SR EFEEAkeyE
EEIER
IREHITEER
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e public static String get(String key)
SRENFHEFER
BANSE
key: FHEFEEMkeylE
BEER
IR [Elkey{EXI N AYFHEFEE

1.5.5 CipherUtils 1508

=
com.huawei.livedata.lambdaservice.security.CipherUtils
1588
R EEEPEENkeyE.
() #8e
R Z IO P E B E DR key(BRY, ETEBURMERRIP, BIREUREEME,
1iEFIE
R[E3EE FiEF5AR
static String | getPlainCipherText(String key)
R ENEPEEER N key(E
static getPlainCertificate(String key)
Response | s fn APl B 3A0key fE
Yl NES

e public static String getPlainCipherText(String key)
REERAPEEELNkeyE
BANSE
key: E@ZEEHkeyE
BEER
R Bl R
e public static Response getPlainCertificate(String key)
R A PIE R Z LR key &
BANSE
key: IFBZEREAIkey(E
BEER
BREFRZFEIEBZEEHRE, BRI TREL:

{
"cipherType": "CERTIFICATE",
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"passphrase": "xxx",
"privateKey": "xx",
"privateKey": "xx",

}

1.5.6 ConnectionConfig 25155
iz

com.roma.apic.livedata.config.v1.ConnectionConfig

1548A
5RabbitMqConfigflRabbitMqProducerf &1, %FRabbitMQZE i TiEEALD
=18

public ConnectionConfig(String host, int port, String userName, String pw)

FIE— RabbitMQZE FimiEiEftE .

1.5.7 DataSourceClient 35508
BEF

com.roma.apic.livedata.client.v1.DataSourceClient

iAe
ERSIRR, PUTSQLIEA. FZiEIEINOSQLEITIES .

{EFRA
SQLEHRRREI:

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){
var config = new DataSourceConfig()
config.setType("mysql")
config.setUrl("jdbc:mysql://127.0.0.1:3306/db?allowPublicKeyRetrieval=true")
config.setUser("username")
config.setPassword("password")
var ds = new DataSourceClient(config)
return ds.execute("SELECT * FROM person where name = ? and age = ?", "Tom", 20);

}
NOSQLEURERTMG:

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){

var config = new DataSourceConfig()

config.setType("redis")

config.setUrl("127.0.0.1:6379")

config.setPassword("password")

var ds = new DataSourceClient(config)

return ds.execute("GET key");
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HISERFIS
public DataSourceClient(DataSourceConfig config)
EANEIRFRAE, MiE— M EiEREEE
FiEsIE
IR[EIEE FiEF5AR
Object execute(String sql, Object... prepareValue)
HATSQLIER . FETFEHNOSQLEIENES]
adrNES

e public Object execute(String sql, Object... prepareValue)
HATSQLIER . FETIEHNOSQLEIENES

BMASH

- prepareValue: {XfESQLIEGIFEX, BTEMRSQLEAIFR?"SH, AILL
BrLESQLIEN

REEE

REREHTEER
1.5.8 DataSourceConfig ZiiAH

iz
com.roma.apic.livedata.config.vl.DataSourceConfig
Uzl
Ac&DataSourceClientfF, XHUEREITACE
public DataSourceConfig()
MiE— T2 HHIDataSourceConfig
public DataSourceConfig(String type, String url, String user, String password)
BENFIRIRRE, EEFrHR, AFRSF%ENE, iE— 1 DataSourceConfig
FixSER
REI2EE T3 &R
String getType()
SRENEURIRAVEEY
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RE3EE T3 &FN5AR
String getUrl()
REUEIEFTH
String getUser()
SRENFEF A
String getMaxPassword()
SRENE RS
void setType()

IREHIRIRER, aILAS
"mysqgl","mssql","oracle","postgresqgl","hive","redis","mongo
dbll

void setUrl()
REMIERREEFTH
void setUser()
REMIERARE
void setPassword()

REHIERZ

b NES

e public String getType()
SRENEURIRAVREY
BEER
IREIEUERSEE

e public String getUrl()
SREVIEREF /TR
EEIEE
IRENEZEF R

e public String getUser()
SRV A
BREER
REIFAFE

e public String getPassword()
SRENEZTD
EEIEE
R[EIZ

e public void setType(String type)
IREHIEREE, LIS

nn nn nn

"mysql","mssql","oracle","postgresql”,"hive","redis","mongodb"
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BASH

- type: ZH

public void setUrl(String url)

REMIEREEFHS.

WNREIEITEZER A "mysql”,"mssql"”,"oracle","postgresql","hive", MIESjdbciZiE
FEFE, FiE0: "jdbamysqli//127.0.0.1:8888/db?
useUnicode=true&characterEncoding=utf8",

AR FIEIREZRE A "redis", WK 79"127.0.0.1:6379@0", EH, "@0"a]&
B, AredisBURERS -

R AEIEREEL S "mongodb”, MAE(9"127.0.0.1:27017@db", HAR, db)y
HIREZR,

MANSH

- url EEEFRE

public void setUser(String user)

REHIEFEAFS . IRAHIEREEE S redis", WAFEES,
MANSH

- user: FAF&

public void setPassword(String password)

REHIEREEE

WANSH

- password: X5

1.5.9 ExchangeConfig Z5i5AH

i2:7E

il

R R

com.roma.apic.livedata.config.v1.ExchangeConfig

5RabbitMqConfigf]RabbitMqProducerf2 &1, XI3IRSEHITALE

public ExchangeConfig(String exchange, String type, boolean durable,
boolean autoDelete, boolean internal, Map<String, Object> arguments)

sy

W

o

E—N3ZIRERRCE

exchangeR RIS ZTR .
typeRRAIRES LAY
durable R RE2BIFTAN, trueRRIFAN, falseRTRIEFAK,

autoDeleteF 2R BaIMER, trueR=BaiiiiR. BatlifIRIREEDE—
gﬁAgUzE%&?ﬁ%%'—iiZ&‘}i%%BiE, ZIRPTE 5z b ERIA T s A 3T iRER
PR
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e internal X RERNAERMEEE, trueRTERNENRIREE . BERIREFLIEER
RIXERRIXNMREE, ReeBIdRIResHEIX RIS,
e argumentsFREMEM

1.5.10 HttpClient 251508
iz

e com.roma.apic.livedata.client.v1.HttpClient
e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

152AH
ERLESEHITHTTPIE R

{ERTAI

e com.roma.apic.livedata.client.v1.HttpClient
importClass(com.roma.apic.livedata.client.v1.HttpClient);
importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);
function execute(data) {

var httpClient = new HttpClient();
var resp = httpClient.request('GET', 'http://apigdemo.exampleRegion.com/api/echo’, {}, null,
‘application/json');
myHeaders = resp.headers();
proxyHeaders = {};
for (var key in myHeaders) {
proxyHeaders[key] = myHeaders.get(key);

return new APIConnectResponse(resp.code(), proxyHeaders, resp.body().string(), false);

}

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
importClass(com.huawei.livedata.lambdaservice.livedataprovider.HttpClient);
function excute(data) {

var httpExecutor = new HttpClient();
var obj = JSON.parse(data);
var host = XX XX XXXXXXXXX';
var headers = {
'clientapp’ : 'FunctionStage'
}.

var params = {
'employ_no' :'00xxxxxx'
}.

var result = httpExecutor.callGETAPI(host,'/livews/rest/apiservice/iData/personinfo/
batch',JSON.stringify(params),JSON.stringify (headers));

return result;
}

e com.roma.apic.livedata.client.v1.HttpClient
public HttpClient()
E— 1P SEBIHttpClient,
public HttpClient(HttpConfig config)
EiE— B2 HttpConfigit 25 2AIHttpClient,
2¥: configR~ENHttpClientlELESE .
e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
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HixsE

public HttpClient()
HiE— TS EBIHttpClient,

com.roma.apic.livedata.client.v1.HttpClient

REER | F5iEFSER

okhttp3.Re | request(HttpConfig config)

sponse FF&iXrestizsk

okhttp3.Re | request(String method, String url)

sponse BEIEEIERGDE. BERBENDRAErestiEK
okhttp3.Re | request(String method, String url, Map<String,String>
sponse headers)

BSIEEIE KRG E. BKER. BERERLNH X LiErestiFk
okhttp3.Re | request(String method, String url, Map<String,String>
sponse headers, String body)

BEIEEERGDE. BREBE. BREEL. iBEKbodyFHS

AKiErestigsk
okhttp3.Re | request(String method, String url, Map<String,String>
sponse headers, String body, String contentType)

B EIERAGE. IERERE. BREEL. i&EKbodylF.
contentTypefI75 = &iXrestiE=K

com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

REIEE | FFiEMRE

String callGETAPI(String url)
{FFget5EAMAttpEkhttpshRSS

String callGETAPI(String host, String service, String params, String
header)
{EAget5 LA AhttpakhttpsiRsS

Response get(String url, String header)
(£ getTsiEiEAhttpakhttpsARSS

String callPostAPI(String host, String service, String content, String
header, String contentType)
{EApostixEARBhttpakhttpsARSS

String callPostAPI(String url, String header, String requestBody,

String type)
{EApost73iEiIEAhttpaihttpsiRSS
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=

REIZEE | FFiEF0ER

Response post(String url, String header, String content, String type)

{EApostF5ixEMBhttpaihttpsIRSS

String callFormPost(String url, String header, String/Map param)

formdatat&=UiE A httpeihttpsiRSS

Response callFormPost(String url, String header, String param,

FormDataMultiPart form)
formdataf& =R A httpakhttpshRSS

String callDelAPI(String url, String header, String content, String

type)
{#Fdelete5iRIEKhttpakhttpsiRSS

String callPUTAPI(String url, String header, String content, String

type)
BidputsixiEAhttpakhttpshRSS

String callPatchAPI(String url, String header, String content, String

type)
B patch/i£iAMAttpEkhttpshRSS

Response put(String url, String header, String content, String type)

{ERAputFiEEAhttpekhttpsfRSS

TikEE

e com.roma.apic.livedata.client.v1.HttpClient

public okhttp3.Response request(HttpConfig config)
FF&iXrestizsK

BASH

config: & \HttpConfiglift &R
REER

IR B SR 24K

public okhttp3.Response request(String method, String url)
BEEEIERGDE. BREBENDNRErestizK
BASH

"  method: EKAGE

= url: BEREBER

REER
A i BHEESTY

public okhttp3.Response request(String method, String url,
Map<String,String> headers)

BIHHEEIEKRGE. ERER. BREELNH R RIErestiER
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ANSE
"  method: BEKRAE
= url: BERER

® headers: Mapz£8!, {EKBEELER

REER
AN [nJE SHEESYE

public okhttp3.Response request(String method, String url,
Map<String,String> headers, String body)

BITIEEIBRGE. EREER. BXKBERk. BERbody(FRIBG UL Erestis
xk
BMANSH

"  method: &EKAE
= url: BEKEER
®  headers: Map3E!, {EKHELER

"  body: iBEKbodyMEE
REIEE
IR [Bla RIAYE S A

public okhttp3.Response request(String method, String url,
Map<String,String> headers, String body, String contentType)

BITIEEIBRGE. BRIEER. BRKEEL. B5KRbodyfk. contentTypeld
B AiErestizk

BASH

"  method: &K%

" url: EKRERE

®  headers: MapZE!, {EREELER
"  body: iEXKbodyiKMEE

" contentType: iEX{FHIContent-typessH

REER
A A SHEESYE

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

public String callGETAPI(String url)
{FFget i xAAttpEkhttpsiRSS
BASH

url: PRSSHbE

BEER

1R [E108 S ATTH 24K
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- public String callGETAPI(String host, String service, String params,
String header)

{Eget7 £ A BttpakhttpsiRSS
WA

" host: fRSZibLL
" service: IREBREIF
" params: httpS¥IEE

" header: httpkEBEE

REER
A EIl VAR HESTYS

- public Response get(String url, String header)
(£ getF5iEiEAhttpaihttpsiRSS
BNSH

= url: BRSSHbE

" header: iFKLER

REER
Il D) HE) ST

- public String callPostAPI(String host, String service, String content,
String header, String contentType)

{Epost5ixIEAAhttpeihttpshisS
BMASE

"  host: BRSZibit

" service: IRSBIRER
" content: JHEIK

= header: BXRLER

= contentType: HEZEE

REER
i BHEESTY

- public String callPostAPI(String url, String header, String
requestBody, String type)

{ERpost5iEIEAAhttpeihttpshisS
BMASE

" url: fRSSHENE
"  header: FKLER

"  requestBody: JHE{K
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= type: MIMEZEE!

EREEE

1R B0 S ATTH 24K

public Response post(String url, String header, String content, String
type)

{FFpostFiXiEAhttpakhttpshRSS

BASH

" url: PRSSHENE
" header: FKRLER
= content: EHE{K

= type: MIMEZEE!
EBEER
1R B0 R ATTH 2R

public String callFormPost(String url, String header, String/Map
param)

formdatat&=UiAAhttpakhttpsiRsS
BMASH

= url: PRSSHbUE
" header: FKRLER

=  param: SR
BEIEE
1R B R ATE 24K

public Response callFormPost(String url, String header, String param,
FormDataMultiPart form)

formdatat& (iR FAhttpakhttpsARSS
BASH

= url: PRSSHELE

®  header: EKLER

* param: SR

=  form: BodyZ#{

ROEE

R[EREYEEA

public String callDelAPI(String url, String header, String content,
String type)

{#Fdeletef3iX1EKhttpakhttpsiRSS
BASH
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url: Rt
" header: FKLER
=" content: HE{K

= type: MIMEZEEY
RESS
A i SHEES T

public String callPUTAPI(String url, String header, String content,
String type)

{EAputEEEAhttpeihttpshRsS
BMASH

" url: PRSSHbHE
" header: FRLER
= content: HE{K

= type: MIMEZEE!

REEE
A EIl VAR HESTYS

public String callPatchAPI(String url, String header, String content,
String type)

{#Fpatch3 %A RhttpakhttpsiRSS
BASH

" url: PRSSEht

" header: FKLEE

=  content: HE{K

= type: MIMEZEE!

BEIEE

1R [E108 R ATH 24K

public Response put(String url, String header, String content, String
type)
{FEEputiEEBhttpaihttpsiRSS
BWAS¥

= url: PRSSHEht

"  header: ERLES

=  content: HEK

= type: MIMEZEE!

BREEE
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IRE RIS
1.5.11 HttpConfig 2515 AH

i7:EES

com.roma.apic.livedata.config.v1.HttpConfig

1588

Bc&HttpClientfEFH, XIHTTPIEKIFITECE -

{ERzAI

importClass(com.roma.apic.livedata.client.v1.HttpClient);
importClass(com.roma.apic.livedata.config.v1.HttpConfig);
function execute(data) {

var requestConfig = new HttpConfig();

requestConfig.setAccessKey("071fe245-9cf6-4d75-822d-c29945a1e06a");
requestConfig.setSecretKey("c6e52419-2270-***-****.3e7fdd01dcd5");

requestConfig.setMethod('POST');
requestConfig.setUrl("https://30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com/

app1");

requestConfig.setContent("body");
requestConfig.setContentType('application/json');

var client = new HttpClient();
var resp = client.request(requestConfig);
return resp.body().string()

public HttpConfig()

KIIE— TS RIHttpConfig

HiksIE

IREIER T3 EF05 R
void addHeaderToSign(String headerName)
INFE Rk
String getAccessKey()
SRENE ZRYACcessKey , 128 1 AccessKeyFISecretKeyAUIESIEE
FAAKSKE B EEIHERER o
String getCaCertData()
SRENCaillE
String getCharset()
SRENHTTPiERmAITE0
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RE3EE T5iEMER

String getClientCertData()
IRENE FimiE+

String getClientKeyAlgo()
SRENE FimtA B INE S

String getClientKeyData()
IRENE PimFATA

String getClientKeyPassphrase()
IRENE PimFASB =3

int getConnectionTimeout()
SREIE B R A E]

int getConnectTimeout()
SREIE R EAT AT E]

Object getContent()
REWHTTPIERAS

String getContentType()
SRENHTTPIE RSB

String getHeader(String name)
KBS ERTRAIHTTPIER L

Set<String> getHeaderNames()
SRENERLZTR

Map<String,S | getHeaders()

tring[]> KA AR,

String[] getHeaders(String name)

SREGEERMRAIPTEHTTPIER:L

Set<String>

getHeadersToSign()
IREVSFEZRNBRL

String getHttpProxy()
FREXHttpfUEE

String getHttpsProxy()
FRENHttps{tIE

int getMaxConcurrentRequests()
$kHEYmaxConcurrentRequests

int getMaxConcurrentRequests...()

$KEXmaxConcurrentRequestsPerHost
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RE3EE T5iEMER

String getMethod()
SREXHTTP 5%

String([] getNoProxy()
SREXNAEFRACIERYIPHBILS IR

String getParameter(String name)
KBS ERTRAIHTTPIER S

Set<String> getParameterNames()
SKENEREHTTPIE RS ZR

Map<String,S | getParameters()

tring> SRERHTTPIE RS

String getProxyPassword()
REUCIEZERD

String getProxyUsername()
REVEER S

RequestConfi | getRequestConfig()

9 REUEKRECEER

String getRequestld()
IRENBE KRR S

int getRequestTimeout()
SRENIS KBRS E]

long getRollingTimeout()
sxEXrolling#BATATIE]

long getScaleTimeout()
SKEYscalefBRIATE

String getSecretKey()
SRENERE B HSecretkey , 1R E T AccessKeyFISecretKeyJiEsk
FHEFAKSKE B RIEXIEREE

okhttp3.TlsVe | getTlsVersions()

rsion] FREXTLSHRA

String getUrl()
SREXUrL

String getUserAgent()
$kEXuserAgent
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IR[O]2EE T5iEMER

long getWebsocketPinginterval()
sEEXwebsocket/( AT E]

long getWebsocketTimeout()
FREXwebsocket#BRTATIE]

boolean isRedirects()
ERTEED

boolean isSsl()
BEE{EAHTTPS, Efiifalse

boolean isSslRedirects()
sKEYss|Redirectsh9{E, BY&: true or false

boolean isTrustCerts()
EAEEREIUES, BUE: true or false

void setAccessKey(String accessKey)
IREIFREZBAIACcessKey . IRE T AccessKeyF1SecretKeyRYigsk
FHEAAKSKEZEIRZHBEREZ .

void setBodyForm(Map<String,String> content)
REmMapREPMHTTPIERAS

void setBodyText(String content)
IREStringl&EAIHTTPIERAE

void setCaCertData(String caCertData)
RECalEH

void setCharset(String charset)
IREHTTPIERRIBREI

void setClientCertData(String clientCertData)
IREEFimIEH

void setClientKeyAlgo(String clientKeyAlgo)
REEFIRIABIIEEX

void setClientKeyData(String clientKeyData)
IREE FinthH

void setClientKeyPassphrase(String clientKeyPassphrase)
IREEFIRtATBZNG

void setConnectionTimeout(int connectionTimeout)
IRE BRI Y
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IR[O]2EE F5iEAiR AR

void setConnectTimeout(int connectTimeout)
IR EIEEEATAY ]

void setContent(Object content)
IRBObjecti&HAIHTTPIERAR

void setContentType(String contentType)
IREHTTPIERASEL

void setHeader(String name, String value)
IRERERMRAERIERL

void setHeader(String name, String[] value)
IRERERMRAERIERL

void setHeaders(Map<String,String> headers)
REIFERL

void setHeaderValues(Map<String,String[]> headers)
IREIBRL

void setHttpProxy(String httpProxy)
IR EhttpfLIE

void setHttpsProxy(String httpsProxy)
IR EHttps(LIE

void setMaxConcurrentRequests(int maxConcurrentRequests)
IRERAHEH

void setMaxConcurrentRequests...(int
maxConcurrentRequestsPerHost)
IREPIHZRAF R

void setMethod(String method)
REHTTPIS %

void setNoProxy(String[] noProxy)
IREAFERIERbUESIZER

void setParameter(String name, String value)
IREHTTPIERSH

void setParameters(java.util. Map<String,String> parameters)
IRBHTTPIERSH

void setProxyPassword(String proxyPassword)
1 EproxyZZhg
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IREI2EE

T5iEH5ER

void

setProxyUsername(String proxyUsername)
1% &EproxyFIFE

void

setRedirects(boolean redirects)
REEBNITFERED

void

setRequestld(String requestid)
RBIERFES

void

setRequestTimeout(int requestTimeout)
IREIBKEATAY

void

setRollingTimeout(long rollingTimeout)
g &rollingtBATATE]

void

setScaleTimeout(long scaleTimeout)
g &EscaleiBAAT(E)

void

setSecretKey(String secretKey)

IREIFREZBAISecretKey , RE T AccessKeyFISecretKeyAJiE=K
Y (FFAKSKE B EIAXHERES .

void

setSsl(boolean ssl)
REESHERHTTPS

void

setSslRedirects(boolean sslRedirects)
®&ss|RedirectsHYE

void

setTlsVersions(okhttp3.TlsVersion[] tlsVersions)
IBBTLSIRA

void

setTrustCerts(boolean trustCerts)
REEDEERBIED

void

setUrl(String url)
®EUrl

void

setUserAgent(String userAgent)
1 &userAgent

void

setWebsocketPinginterval(long websocketPinglInterval)
1’ Ewebsocket/CyBEATE]

void

setWebsocketTimeout(long websocketTimeout)
g EBwebsocketiBATATE]
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HiEFE

public void addHeaderToSign(String headerName)

[[EZ i IIheader

BMANSH

headerName: i&E3KLZR
public String getAccessKey()

RENEKREZBIACcessKey . IRE T AccessKeyF1SecretKeyAIia K IE{HEFHAKSKE

BEEHERESZ,

BEER
RE[EKEZHIACcessKey

public String getCaCertData()
SRENCaillE P

BEER

R[ECailEH

public String getCharset()
SRENHTTPIEKIRAETU

EEER

IREIHTTPIEKRIHIE

public String getClientCertData()
IRENE FimiE$

REER

R[EIE FimiEH

public String getClientKeyAlgo()
IRENE FimfASBIIZEEE

EEIER

REIZEFinfASBIIEE X

public String getClientKeyData()
SRENZE FinFATH

BEER

REIZEFimtATh

public String getClientKeyPassphrase()
IRENE PinfASB=3

BEER

IR[EIE FimfASBZS

public int getConnectionTimeout()
SREVIZEESEERTAY ]

BEER

IR [EERHERTRSE]

public int getConnectTimeout()
SREVIZE RSB RTAY )
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REER
R[OS ERT B ]

e public Object getContent()
RERHTTPIERAE
REER
REIHTTPIERAA

e public String getContentType()
SREXHTTPISSKABHIET
REER
REHTTPISRABAIER

e public String getHeader(String name)
SREVEEZFRAIHTTPIERL

BASH
name: 1EKLZFR
REEE

REREEZRINERLES

e public Set<String> getHeaderNames()
SREUBRLZIR
EEIEE
IRENERLZIR

e public Map<String,String[]> getHeaders()
SRENPRAIERL
BEIEE
REIFrEIERL

e public String[] getHeaders(String name)
REEE BRI BHTTPIERL

BMASH
name: 1&EXLZFR
IRESE

REFEEATRAIFABEHTTPIERL
e public Set<String> getHeadersToSign()
SRENE Z PAvIE R
BEER
REIEZFPAERL
e public String getHttpProxy()
SREYHttpfLIE
BEER
IR[EHttp{LIE
e public String getHttpsProxy()
SREXHttps{LIE
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BEER

R[EHttps{LIE

public int getMaxConcurrentRequests()
SREVER A FH & 2L

REER

REIRAFHEE

public int getMaxConcurrentRequestsPerHost()
SREVERIT 2 R AT R 2

REER

ROl E R AR

public String getMethod()

SKERHTTPTS5i%

REER

BEIHTTPIi%

public String[] getNoProxy()
SRENAME R IR TR

REER

REIAERRIERMIEFIZE

public String getParameter(String name)
REMEEBTRAIISH

BNSH

name: HTTPRYZFR

BEER

IREHEEZTRAIISE

public Set<String> getParameterNames()
SKERHTTPIER S

BEER

REIHTTPIERS

public Map<String,String> getParameters()
SKERHTTPIER S

BEER

REIHTTPIERSH

public String getProxyPassword()
SREXProxyZ g

BEER

1R[E]Proxy 5

public String getProxyUsername()
SREXProxyFHF#

BEER

IR[E]Proxy P&
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public RequestConfig getRequestConfig()
$kEXrequestConfig

EEER

IR [Elss|Redirectsh#R/RIE

public String getRequestld()
IREUERIAS

REER

REEKRES

public int getRequestTimeout()
SRENIB KBTI AY ]

BEER

IR EIE KBRS E]

public long getRollingTimeout()
$REXrolling#BRTA ]

BEER

IR[ErollingBRTATE]

public long getScaleTimeout()
$xHYscaledBATATIE)

EEER

IR [ElscalefBAIAE]

public String getSecretKey()

SRS SRE ZHSecretKey , 188 1 AccessKeyFISecretKeyAUiEFIG(FRHAKSKE Z

HEMBERER
B E

REIEKEZISecretKey

public okhttp3.TlsVersion[] getTlsVersions()
SRENTLSHRAS

EEIER

IREITLSKRAS

public String getUrl()

FREXUrL

BEIER

R[EUrl

public String getUserAgent()
¥kHNuserAgent

BEIEE

1R[BluserAgent

public long getWebsocketPinginterval()
$xEYwebsocket/ (AT E]

BEER

iR[Ewebsocket/(>HEAt ]
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public long getWebsocketTimeout()
FREXWebsocketi#ERTATE]

BREER

IR[B]WebsocketBR1ATE]

public boolean isRedirects()
ERTFEREM

REER

REIRIF/ASIFEER

public boolean isSsl()
EAERHTTPS, EiAfalse

BEIEE

REI S /A FCFHERHTTPS

public boolean isSslRedirects()
¥kHUss|RedirectsH9{E, BUEHtruesiEfalse
BEIER

iR[@ssIRedirectsH{E

public boolean isTrustCerts()

REVESEEPTEILES

REEE
RO EREEERGIES

public void setAccessKey(String accessKey)

IREIEREEZHIACcessKey . 188 T AccessKeyFlSecretKeyRIiBEIRIGFERAAKSKE

BEEHBERESZ

BANSE

accessKey: 1EREZAIAccessKey

public void setBodyForm(Map<String,String> content)
REmMapERMHTTPIERAS

BANSE

content: HTTPIERHAA

public void setBodyText(String content)
IREStringZLBHTTPIERAS

BASH

content: HTTPIESRHE

public void setCaCertData(String caCertData)
RECcEP

BANSH

caCertData: cailfP

public void setCharset(String charset)
REHTTPIERmGHETU

BANSE

charset: HTTPIERRIDIER,

—
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public void setClientCertData(String clientCertData)
REZEFimIEH

BANSE

clientCertData: ZEPFimitH

public void setClientKeyAlgo(String clientKeyAlgo)
REEFiRtARINES

BASH

clientkeyAlgo: EFimfAEIIZESE;

public void setClientKeyData(String clientKeyData)
REEFinfATA

TN

clientkeyData: ZEFimFASH

public void setClientKeyPassphrase(String clientKeyPassphrase)
REZFiRfATAZS

NS

clientKeyPassphrase: ZFinFA$EZHT

public void setConnectionTimeout(int connectionTimeout)
IR EIE AR E)

BASH

connectionTimeout: JZEREABATATE]

public void setConnectTimeout(int connectTimeout)
R EIE AR ]

BANSE

connectTimeout: JEREBATATE]

public void setContent(Object content)

R EStringFFileZRBRIHTTPIERNE

BANSH

content: HTTPIERHAZE

public void setContentType(String contentType)
IREHTTPIERASIEN

BASH

contentType: HTTPiERASHE

public void setHeader(String name, String value)
REIERL

BANSE

- name: BERLZIR

- value: BERLE

public void setHeader(String name, String[] value)
REIFRKL

BWNSH
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- name: BERLZIR

- value: BHRLE

public void setHeaders(Map<String,String> headers)
REIFERL

NS

headers: ERLEE

public void setHeaderValues(Map<String,String[]> headers)
IREIFRL

WANSH

headers: 1BEXKLEE

public void setHttpProxy(String httpProxy)
iREhttpLIE

BMANSH

httpProxy: httpf{iE

public void setHttpsProxy(String httpsProxy)

iR EhttpsftiE

BANSH

httpsProxy: https{tiE

public void setMaxConcurrentRequests(int maxConcurrentRequests)
& EmaxConcurrentRequests

BASE

maxConcurrentRequests:

public void setMaxConcurrentRequestsPerHost(int
maxConcurrentRequestsPerHost

& maxConcurrentRequestsPerHost
BANSE

maxConcurrentRequestsPerHost:

public void setMethod(String method)
REHTTPE X

BASE

method: HTTPJGi%

public void setNoProxy(String[] noProxy)
REMERIERITIF

BMNSH

noProxy: AMEFMCERRHBILEIZR

public void setParameter(String name, String value)
IREHTTPIERESH

BANSE

- name: HTTPERES#Z

- value: HTTPERSHIE
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public void setParameters(Map<String,String> parameters)
IREHTTPIERESH

BNSH

parameters: HTTPIERE#

public void setProxyPassword(String proxyPassword)
& & proxyiZhg

BASE

proxyPassword: proxyZ:f3

public void setProxyUsername(String proxyUsername)
B EproxyFBFPE

BANSE

proxyUsername: proxyFFP#&

public void setRedirects(boolean redirects)
REEEITEEMD

BANSE

redirects: RHRAIFEEM

public void setRequestld(String requestid)
REBKRRES

BWANSH

requestld: BERFS

public void setRequestTimeout(int requestTimeout)
REIEKERTATE

BANSH

requestTimeout: &RIBATATIE

public void setRollingTimeout(long rollingTimeout)
g &ErollingBATATE]

BANSE

rollingTimeout: rolling#2ATA &)

public void setScaleTimeout(long scaleTimeout)

1’ EscaletBAIATE]

BANSE

scaleTimeout: scalefBAIAT(E]

public void setSecretKey(String secretKey)

REIBKREZBISecretKey , IRE 1 AccessKeyFSecretKeyAUiEIIG{FEHAKSKE R

BIEMEREE

BASH

secretKey: 153KZZAISecretkey
public void setSsl(boolean ssl)
IRERAEAHTTPS

BASH

ssl: 2HEFERBHTTPS
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public void setSslRedirects(boolean sslRedirects)
R Ess|RedirectsfY{E, BUEAtruezyEfalse
BANSE

sslRedirects: truedkZ&false

public void setTlsVersions(okhttp3.TlsVersion[] tlsVersions)
RETLSHREAS

BASH

tlsVersions: TLSARAS

public void setTrustCerts(boolean trustCerts)
RESBEEMEIES

N

trustCerts: ER{EEFABIEH

public void setUrl(String url)

®E&Url

BANSH

url: URL

public void setUserAgent(String userAgent)
®&userAgent

NS

userAgent: userAgent{E

public void setWebsocketPinginterval(long websocketPinginterval)

& E&websocket/(>BERTIE]

RS

websocket/(>HkRTE] :

public void setWebsocketTimeout(long websocketTimeout)
& & Websocket#BATAT(E)

BASH

websocketTimeout: Websocket#BAIAT(E)

1.5.12 JedisConfig 2515 EH

i2{E

com.roma.apic.livedata.config.v1.JedisConfig

1588

fc&RedisClientfFfH, ¥JRedisiEEEH1TECE -

{ERTAI

importClass(com.roma.apic.livedata.client.v1.RedisClient);
importClass(com.roma.apic.livedata.config.v1.JedisConfig);
function execute(data) {

var config = new JedisConfig();
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config.setlp(["1.1.1.1"]);
config.setPort(["6379"]);
config.setMode ("SINGLE");
var redisClient = new RedisClient(config);
var count = redisClient.get("visit_count")
if (count)
redisClient.put("visit_count", 1);
lelse {
redisClient.put("visit_count", parselnt(count) + 1);
}
return redisClient.get("visit_count");
}
\ﬂ: »,
AR

public JedisConfig()
iE—1 TS ERYJedisConfig

iRz

REIRE F5iEFMRER
int getDatabase()
$xHYjedisidatabase, ERIAS0
String[] getip()
SKENredisAYIPHBiLFIZE
String getMaster()
$kEYjedisHImasterZFR ( Zmode’9"MASTER_SLAVE"RIH
)
int getMaxAttempts()
$REYjedisRYEEIX/xEL, 2AIA10000
int getMaxidel()
$REYjedisERE RS IRNIEEERI LR, BAIAS
int getMaxWait()
SREYjedisiE i AR RAITE ST LR, EAIA60
String getMode()
$KENjedisAY3EEY, ANZEH “SINGLE” / “CLUSTER” /
“MASTER_SLAVE”
String getPassPhrase()
$xEYjedisHYZZEG
String[] getPort()
KREVFTBIROS
int getSoTimeout()
$xEYjedisHYIZENGBATAYE], EXIA600
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IREI2EE

T5i=F0i5AR

int

getTimeout()
$RENjedishYEERTATIE], BAIA1000

void

setDatabase(int database)
& EjedisgYdatabase

void

setlp(String[] ip)
1SS PHbE

void

setMaster(String master)

& &jedisiImasterZFR ( Zmodey “MASTER_SLAVE” BJH
)

void

setMaxAttempts(int maxAttempts)
R EjedisBIEIHIXEL, BAIA10000

void

setMaxldel(int maxldel)
REjedisiERE P S HERERI LR, EAIAS

void

setMaxWait(int maxWait)
R EjedisiE A RATEFTE LR, FAIA60

void

setMode(String mode)
1 EjedishIZERY, ANHZEN “SINGLE” / “CLUSTER” /
“MASTER_SLAVE”

void

setPassPhrase(String passPhrase)
R EjedisHIZHS

void

setPort(String[] port)

REWROS

void

setSoTimeout(int soTimeout)
R EjedisHNZEGERTATIE]

void

setTimeout(int timeout)
R EjedisHYHBHTATIE)

HiEFE

e public int getDatabase()
$XEXredisAYdatabase, EXIAFI0

REER
iR[E]database

e public String[] getlp()

SRENFfA Pt
REEE

MAERRAS 01 (2025-03-26)
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R[5 PHBIEAYString%04A

e public String getMaster()
$REXredisfdmasterZ R ( Zmodes “MASTER_SLAVE” R3ERL)
EEIEE
1R[BlmasterZFR

e public int getMaxAttempts()
$KBredisfEEIX XS, BAIA10000
EEIER
R[EIEIHIREL

e public int getMaxIdel()
SREYjedisERE P RNIEZERI LR, BAIAS
BEIEE
IRENERE RS RERERY_E IR

e public int getMaxWait()
$REYjedisiER AR R BT EFFATE LR, BAIA60
BEIER
IRENERZ PR AT ESFATE_E IR

e public String getMode()
SKENredisH9ZERY, ANRED “SINGLE” / “CLUSTER” / “MASTER_SLAVE”
BEIER
IR[E]redisHYLEY

e public String getPassPhrase()
$xEXredisHIZZAG
BEIEE
IR[ElredisAYZ

e public String[] getPort()
RETBImOS
BEIER
1R [E]ix OSAYString#2A

e public int getSoTimeout()
$REYjedisHYIENEBATAIE], BAIA600
BEIER
1R[glsoTimeout

e public int getTimeout()
$XENjedisHIRBATATIE], BATA1000
BEIEE
IR[EFEATATIE]

e public void setDatabase(int database)
1k &redisfydatabase
BANSE
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database: database

public void setlp(String[] ip)

R Eipihilt

BASH

ip: IPHbiE

public void setMaster(String master)

B E&redisfmasterZ#R ( ¥modefs “MASTER_SLAVE” RIER )
NS

master: redisgImasterZFR

public void setMaxAttempts(int maxAttempts)
R EjedisRIEIHIRE

BASH

maxAttempts: EEifIxE]

public void setMaxldel(int maxidel)
REjedishUERS P RIEZEEAI LR, BUAS
BASH

maxldel: &Rt TSRIEREERY LR

public void setMaxWait(int maxWait)
REjedisRUERE R RITE/FATE LR, BAIAG0
BANSE

maxWait: EEHFERISERFTE LR

public void setMode(String mode)

wEredisgyZEEY, T[igEN “SINGLE” / “CLUSTER” / “MASTER_SLAVE”

BANSH

mode: ZEHY

public void setPassPhrase(String passPhrase)
B BredisHIZ3G

BASH

passPhrase: Zf3

public void setPort(String[] port)
REIRAS

BANSE

port: g[S

public void setSoTimeout(int soTimeout)
R EjedisHNZEGEATAYE], EAIA600
BANSH

soTimeout: SEEGEBATHYE

public void setTimeout(int timeout)

& EjedisAIEBHTATIE)

NS
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timeout: FBAIAT{E
1.5.13 JSON2XMLHelper 23508

Y ES
com.huawei.livedata.utilLJSON2XMLHelper
7iHe
1Rt son5XmlZ [@RVEE SR
FiEFIZ
REISEE F3i &R
static String | JSON2XML(String json, boolean returnFormat)
json&gxml
static String | XML2JSON(String xml)
xml&&json
FiEFE
e public static String JSON2XML(String json, boolean returnFormat)
jsonEgxml
BMANSH

=2

- json: jsont&TLRIZFRF
- returnFormat: R[EIET
REER
REXxmMUSF
e public static String XML2JSON(String xml)
xml&&json
BANBH
xml: xmUgILAIF TS
EEIER
REXxmMUISF

1.5.14 JSONHelper 35i540A
BB

com.huawei.livedata.lambdaservice.util JSSONHelper
156

EftIsonSXml. MapZERItEEEEIR
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Fix5IE
IREIER T3 &R 05ER
static String | json2Xml(String json)
jsonigxml
static String xml2Json(String xml)
xml&%json
static String | json2XmlWithoutType(String json)
jsonigxml
static jsonToMap(String json)
HashMap jsonfEmap
VAR NES

public static String json2Xml(String json)
jsonfgxml

NS

json: jsont&NRYFFFER

EREER

REXxmMUSF/

public static String xml2Json(String xml)
xml&&json

BNSH

xml: xmUETCRIF

BEER

R[Eljsont& N FFFER

public static String json2XmlWithoutType(String json)
jsoniExml

MANSH

json: jsont&TAYF TR

REER

REXxmMIEHF/

public static HashMap jsonToMap(String json)
json¥&gmap

BASE

json: jsontEXAIFFTE

BEER

IR[EImapt8 =55
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1.5.15 JsonUtils 2&i5iRH
®’E

com.roma.apic.livedata.common.v1.JsonUtils
15EH

Rson533%R. XmlZEHIHEELER,
{ERTG

importClass(com.roma.apic.livedata.common.v1.JsonUtils);
function execute(data) {
return JsonUtils.convertJsonToXml('{"a":1}")

}

T3R5Iz

IR[EI3EE FiEFsAA

static String convertJsonToXml(String json)
json¥& R xml

static String convertJsonToXml(String json, String rootName)
jsoniEtapxml

static <T>T toBean(String json, Class<T> clazz)
jSONEEIRFIITR

static String toJson(Object object)
BRIRERRNjsonF TR

static String toJson(Object object, Map<String,Object> config)
BXIRERIR A IsonF T, fEfconfigHhRIACE .
BIgn, configtha]iRE “date-format” J3 “yyyy-MM-dd

HH:mm:ss”
static toMap(String json)
Map<String,O jsontEHEREmap

bject>

BiEIFE
e public static String convertJsonToXml(String json)
jsonF& R xml
NS
json: jsont&TURIFFFER
EEEE
BREXmUEHF T 5
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public static String convertlsonToXml(String json, String rootName)
jsoniEapixml

BANSE

- json: jsont&TLHYFRFER

- rootName: xmURT=&FR

BEER

R EIXmIE A FRFER

public static <T> T toBean(String json, Class<T> clazz)
jsOnEIRIITR

BANSE

- json : jsont&THIF TR

- clazz: 2

BEHEE

EEIESSES

public static String toJson(Object object)
XTSRRI IsonF R

WANSH

object: HIAXIR

BEER

RIS EIRYjsonF T

public static String toJson(Object object, Map<String,Object> config)
BRI AjsonFFE, {EFconfighRYECE .

540, configHhali& & "date-format"a"yyyy-MM-dd HH:mm:ss"
BWNSH

- object: BIAIIR

- config: #EHAERARYECE

EEIER

RIS EIRYjsonF T &R

public static Map<String,Object> toMap(String json)
jsond&iEpmap

BASE

json: jsont&TURIFFTE

REER

mapt& LRI T

1.5.16 JWTUtils 25588

i2:4E

com.huawei.livedata.util. JWTUTtils
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EIE

1AA

2itsha256F %,

e le S

EESid] T3 =AM AR

static String | createToken(String appld, String appKey, String timestamp)
4 pksha256%

BiEFE
public static String createToken(String appld, String appKey, String
timestamp)

4 pYsha256% %2
BMASH

e appld: ERMNAID
e appKey: EERNFHKey
e timestamp: AJjE)E%
REER
IR[Esha256&&(=8

1.5.17 KafkaConsumer 1588

iZ:EES

com.roma.apic.livedata.client.v1.KafkaConsumer

o)z
HEKafkalBE .

{ERzAI

importClass(com.roma.apic.livedata.client.v1.KafkaConsumer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '1.1.1.1:26330,2.2.2.2:26330'
var topic = 'YourKafkaTopic'
var group = 'YourKafkaGroupld'

function execute(data) {
var config = KafkaConfig.getConfig(kafka_brokers, group)
var consumer = new KafkaConsumer(config)
var records = consumer.consume(topic, 5000, 10);
var res = []
var iter = records.iterator()
while (iter.hasNext()) {
res.push(iter.next())

}
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return JSON.stringify(res);
}

public KafkaConsumer(Map configs)
WiE— M KafkalH R E#E
2#: configs®k~KafkalIBELEISE

Hiks®E

R[EEE F3iEF5AR
List<String> consume(String topic, long timeout, long maxltems)
HEHR

BiEFE
e public List<String> consume(String topic, long timeout, long maxitems)
HEHR
BNSE
- topic: JHEPRAFI
- timeout: JEENEBATIATIE
- maxltems: EEGHEMNREAHE
REER
KafkaBIHZRIHEHA, HEHAREZSRKERINSHN— A

1.5.18 KafkaProducer 51508
B

com.roma.apic.livedata.client.v1.KafkaProducer

15Ee

4 r=KafkaiB &

=B

importClass(com.roma.apic.livedata.client.v1.KafkaProducer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '1.1.1.1:26330,2.2.2.2:26330'
var topic = 'YourKafkaTopic'

function execute(data) {
var config = KafkaConfig.getConfig(kafka_brokers, null)
var producer = new KafkaProducer(config)
var record = producer.produce(topic, "hello, kafka.")
return {
offset: record.offset(),
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partition: record.partition(),
code: 0,
message: "OK"
}
}

public KafkaProducer(Map configs)
tiE— M KafkalHBE~E
23 configsErKafkafUALHISE

HixsE

IR[EI2EE F5i=ANiAR

org.apache.kafka.c | produce(String topic, String message)
lients.producer.Re | g-rzsue
cordMetadata FIRE

AR
AgEEREIREFEproduce(String topic, String message), BUSSEHIREIEENZT . 7T
{ERRBIR, FeeERMER “return record” AR, BMREIRIEENZ.
BiEIFE
e public org.apache.kafka.clients.producer.RecordMetadata produce(String
topic, String message)

4rEHE

BANSH

- topic: JERBATI

-  message: HERAS
BREER

BEICR

1.5.19 KafkaConfig 25158
iz:YE
com.roma.apic.livedata.config.v1.KafkaConfig

extends

java.util.Properties

1Ae

5KafkaProducergKafkaConsumerft 5{EH, XtKafkaZFimH{TEE .

SA4RRZA 01 (2025-03-26) WRIXERE © EARTERARBRAE 119



https://kafka.apache.org/23/javadoc/?org/apache/kafka/clients/producer/RecordMetadata.html
https://kafka.apache.org/23/javadoc/?org/apache/kafka/clients/producer/RecordMetadata.html

MRASHIEERTFE
FkisE 1 RSERFAKRIES

MSEHFS

public KafkaConfig()
iE—1 TS AIKafkaConfig

BiE5IE
IR[E13E T3 &R 0AR
static getConfig(String servers, String groupld)
KafkaConfig KE—AERE, BT BEMQSIEtiKatka ( FFHRE
sasl_ssl) , EASIMQSHAIEE.
static getSaslConfig(String servers, String groupld, String
KafkaConfig username, String password)
SKEN—MNERE, BTFIAIaMQSIRItAYKafka ( Figsaslssl )
BAEIMQSH AR
BiEFEE

e public static KafkaConfig getConfig(String servers, String groupld)
IHIEIMQSEEHAIkafka ( AFF/Zsasl_ssl) , BFRSIMQSHAIER -
NS
- servers: kafkaConfigHiRYbootstrap.serversfS2
- groupld: kafkaConfigihfdgroup.idiS2
BEER
iR[EKafkaConfigXts:

e public static KafkaConfig getSaslConfig(String servers, String groupld,
String username, String password)

BIEIMQSHRHtAYkafka ( Frigsasl_ssl ) , BASIIMQSH AR
TIN5

- servers: kafkaConfigHiRYbootstrap.serversfS2

- groupld: kafkaConfigihfdgroup.idiS2

- username: AFE

- password: Zf3

EEIER

IR[EKafkaConfigidse

1.5.20 MD5Encoder 215 BA

i7:{ES

com.huawei.livedata.lambdaservice.util. MD5Encoder
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1AA

HixsE

HikEFE

ITEMd5ME.

IREI2EE T5i=FNi5AR

static String | md5(String source)
HHEFFHFHEAIMISE

public static String md5(String source)

T EFAFERIIMASE

BMASH

source: HEITEMISHFR
EEER

FRIEEIMSE

1.5.21 Md5Utils 25i50A

il

{ERTA

HiksIE

com.roma.apic.livedata.common.v1.Md5Utils

TEMd5E.

importClass(com.roma.apic.livedata.common.v1.Md5Utils);
function execute(data) {

var sourceCode = "Hello world!";

return Md5Utils.encode(sourceCode);

}
IREISEE JoiEFsAE
static String encode(String content)
HHEFRFEIMASE
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HiEFE

e public static String encode(String content)
HHEFAFERRIMASE

NS

content: FBEITEMISHZFERFEH

REISR

FFERAIMAS(E

1.5.22 ObjectUtils 258

com.roma.apic.livedata.common.v1.0ObjectUtils

BlavaXIR P AFHEAINFHEARFIILHIava IR

importClass(com.roma.apic.livedata.common.v1.0bjectUtils);

var bytes = ObjectUtils.getBytes(sourceCode);
return ObjectUtils.getObjectFromBytes(bytes)

F5iEFN5AR

getBytes(Object obj)
BRURFINCAFTEE

getObjectFromBytes(byte[] objBytes)
BFHHERFIE TR

size(Object obj)
$xEXobjectfy A/

R
15488
sEERZHI
function execute(data) {
var sourceCode = "Hello world";
}
x5z
R[ESEE
static byte[]
static Object
static int
BiEFERE

e public static byte[] getBytes(Object obj)
B RFIICAFTEEE

BMASH

obj: ¥EEMobjectXdH

BEISR

IR[Eobject FIICAIFETIEE
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e public static Object getObjectFromBytes(byte[] objBytes)
BFHHERFIC AR
BANSH
objBytes: IEEMNFTEHE
EEER
REIR FFEI{ERYobjectXT5R

e public static int size(Object obj)
$XEXobjectAYA /)

BASE

obj: #gEMJobjectRIHR
BEIER
IR[ElobjectRY A/

1.5.23 QueueConfig i AH
i7EES
com.roma.apic.livedata.config.v1.QueueConfig
1588
5RabbitMqConfigflRabbitMqProducerft &{FEF, JIRASIHITEE .

AR

public QueueConfig(String queueName, boolean durable, boolean exclusive,
boolean autoDelete, Map<String, Object> arguments)

iE— 1 \FIECE o

S

e queueNameZERPAFIZIR,

o durableRREBIFAN, trueRRIFAMN, falseRRIEFAK.

o exclusiveREEHEIN, trueFmHEIN, BI— 1 BASIRBEE—NBEEREFRIEE.

e autoDelete X REEEmNMR, trueR~EzhfbR,
e argumentsEREMEBM.

1.5.24 RabbitMqConfig ZiAH
i7EES

com.roma.apic.livedata.config.v1.RabbitMqgConfig
15288

5ConnectionConfig, QueueConfig, ExchangeConfigf[lRabbitMqProducerfits
{£F, XJRabbitMQEFimiHITEE -
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ERFFHE

public RabbitMqConfig(ConnectionConfig connectionConfig, QueueConfig
queueConfig, ExchangeConfig exchangeConfig)

95— RabbitMQZE Fi%FlE -
S
e connectionConfigR~EFimEEicE -

e queueConfigRRPAFIECE -
e exchangeConfigR/RATHAZEHACE .

1.5.25 RabbitMqgProducer Z£i5HH
B

com.roma.apic.livedata.client.v1.RabbitMgProducer

15iE8

£/RabbitMQiHE. . ERIFBRIRBRE, WHBAXNY; ERIEEEMLRE,
BB AIERM .

=B

o MdirectIRBEFHER, EHEEAZIbindingKeySroutingKey5E £ ILETHY
Queuedt,
importClass(com.roma.apic.livedata.client.v1.RabbitMqProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig("directQueue", false, false, false, null);
var exchangeConfig = new ExchangeConfig("directExchange", "direct", true, false, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqgProducer(config);
producer.produceWithDirectExchange("direct.exchange", "PERSISTENT_TEXT_PLAIN", "direct
exchange message");

return "produce successful.";

}
o [RtopicXHEEEFTER, 1EIBERHAZEIbindingKeySroutingKeyi&#AITHECAY
Queuedt,

importClass(com.roma.apic.livedata.client.v1.RabbitMqgProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig( “topicQueue” , false, false, false, null);
var exchangeConfig = new ExchangeConfig("topicExchange", "topic", true, false, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);
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var producer = new RabbitMqProducer(config);
producer.produceWithTopicExchange("topic.#", “topic.A” , null, “message” );
return "produce successful.";

}
e Ffanout3ziaz24Er=ER, IEFfE&XEZExchangefSEERREIFIE SE4HE
AIQueued,

importClass(com.roma.apic.livedata.client.v1.RabbitMgProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMqConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig( “fanoutQueue” , false, false, false, null);
var exchangeConfig = new ExchangeConfig( “fanoutExchange” , "fanout", true, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMgProducer(config);
producer.produceWithFanoutExchange( null, “message” );

return "produce successfull"

public RabbitMqProducer(RabbitMqConfig rabbitMqConfig)
HIE—"RabbitMQIEREF&
2% rabbitMgConfigZ<RabbitMQHIELEZE -

HixsE

IREIER T3 &R N5AR
void produceWithDirectExchange(String routingKey, String

props, String message)

FidirectaizgEr=EE. , BEEHEIbindingKey5
routingKey5e £ PLEcAIQueuer,

void produceWithTopicExchange(String bindingKey, String
routingKey, String props, String message)
FAtopicAiegEr=ER , EERHHEIbindingKey5
routingKeyt&Z#iILECAIQueue

void produceWithFanoutExchange(String props, String
message)

Ffanout3#izrEr-iHR , IEATAKRIXEIIZExchangefTiH S E8
MBS E4ERQueued,

BiEiFE
e public void produceWithDirectExchange(String routingKey, String props,
String message)

Fdirectxi%eeEr=EE, EEERHZIbindingKeySroutingKey5EE LAY
Queuert,
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BASH

- routingKey: HEIRH#E

- props: HEISAIIRE, IENE
- message: HERH

public void produceWithTopicExchange(String bindingKey, String
routingKey, String props, String message)

FBtopicHazs4r=HE, IBEHEIRAZIbindingKeySroutingKey & #APCETAY
Queuedt,

WANSH

- bindingKey: BAZI4BERE

- routingKey: JHEIRH%E

- props: HEBFAKIRE, JFHIE

- message: HERZAS
produceWithFanoutExchange(String props, String message)

FfanoutxZizg £ roHE, IEFrEAIXEZExchangelSiBERHBRIFIE 5E4E

BIQueuer,

BASH

- props: HERAWERE, FHE
- message: ;HEAS®

1.5.26 RedisClient 253508

fZEES

iz

{ERzAI

com.roma.apic.livedata.client.v1.RedisClient

ERERediSIRBTIZEVER (WRFIEEedisConfig, MEERIEE X EiHAYFuncti
APHEHAYERIARedS )

importClass(com.roma.apic.livedata.client.v1.RedisClient);
function execute(data) {

var redisClient = new RedisClient;

var count = redisClient.get("visit_count")

if (count)

{

redisClient.put("visit_count", 1);

lelse {

redisClient.put("visit_count", parselnt(count) + 1);

return redisClient.get("visit_count");

public RedisClient()
FaiE—  RedisClient, EZZIBEN GimFunction API ( livedata ) I2{2H9Z iARedis

on
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public RedisClient(JedisConfig jedisConfig)
EBiTjedisConfigtdid— RedisClient
2#: jedisConfig

BixyE

IREISEE F3iEF5AR

String get(String key)
R[EredisEfFHkeyXF M Avalueld

String put(String key, int expireTime, String value)
BEffiredisZFAS . THIRE, IREHMITER

String put(String key, String value)
EfiredisEBEEFRR, ROHITER

Long remove(String key)
kst EKeyBRVEFHR

IS

public String get(String key)
IR[E]redisZ&FHkeyXTiHIvalueld

BANSE

key: keyE

EEIEE

reidsZ&fF R key Xt N Hvalue(dE

public String put(String key, int expireTime, String value)
EifredisZEFAS . IJHARE, REHITER
BNSH

- key: FEMEFNKkey(E

- expireTime: fSEIHEFASANIHISE
- value: FEHEFvalueld

BEER

RERAITEE

public String put(String key, String value)
EifiredisZFAS, REHITER

BANSE

- key: FFEMEGFkeyHE

- value: FEHEFAIvaluelE

BEER

IREHITEER
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e public Long remove(String key)
kR iEEKeyBRIEFHR
BASE
key: fBREFIkey(E
BEIEE
REHITEESR

1.5.27 RomaWebConfig 251508
i7EES

com.huawei.livedata.lambdaservice.config.RomaWebConfig
15288

SRENromaficE .

HixsE

IR[O]ZEE F5i=A0iAR

static String | getAppConfig(String key)
HR#fEconfig keyZREXEE Rl FBRVECE

BiEIFE
public
tR#Econfig keysRENELE
BASH
key: EERLRNFIHIKey
REER
IR [EIEEpR R FRRYECE

1.5.28 RSAULtils 5588

iz

com.roma.apic.livedata.common.v1.RSAUtils
15488

RIHRSANIRETS X
(=R

BT LA FjavafCRaE B A tHF0FATA:
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ERRIFE

HikSIE

import java.security.KeyPair;

import java.security.KeyPairGenerator;
import java.security.PrivateKey;
import java.security.PublicKey;

import java.util.Base64;

public class Main {

public static void main(String[] args) {
try {
KeyPairGenerator keyPairGenerator = KeyPairGenerator.getinstance("RSA");
keyPairGenerator.initialize (1024);
KeyPair keyPair = keyPairGenerator.generateKeyPair();
PublicKey publicKey = keyPair.getPublic();
System.out.println("publicKey:" + new
String(Base64.getEncoder().encode(publicKey.getEncoded())));

PrivateKey privateKey = keyPair.getPrivate();
System.out.println("privateKey:" + new
String(Base64.getEncoder().encode(privateKey.getEncoded())));
} catch (Exception e) {
e.printStackTrace();
return;
}
}
}

B LR R BFFARIENE FEASH:

importClass(com.roma.apic.livedata.common.v1.RSAUtils);
importClass(com.roma.apic.livedata.common.v1.Base64Utils);

function execute(data) {

var publicKeyString = "MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDd4CRRppmYVIFI3dX4iVGN

+2Twy5gLeEPRbvhOko/xFipGF7XVOweTp4wCakgdnm+DR4gBBrQtfAuKwYIBPIr

+C1FI5sKYA3NxazDWUCXR3xIPM5D0DWjacjcMjnaj2v21WZxGpwHZHQ9TLd4OBBqg3fvalr/

cE8s1Lji5QeFiklwIDAQAB";
var privateKeyString = "k,

var publicKey = RSAULtils.getPublicKey(publicKeyString)
var privateKey = RSAUtils.getPrivateKey(privateKeyString)

var origin = "hello rsa"
var encrypted = RSAUtils.encrypt(Base64Utils.encode(origin), publicKey)

var decrypted = RSAUtils.decrypt(encrypted, privateKey)
return decrypted

public RSAUtils()
IE— NS EBIRSAULLs

IR[C]3ERY BiEfiREE
static byte[] decodeBase64(String base64)

BASE64=F15ERfERD I A HIEURE
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T5i%AiAR

static byte[]

decrypt(java.security.PrivateKey privateKey, byte[]
encryptData)

RSAfRER

static String

decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey)

RSAfEZR ( sourceIbase6447E3 )

static String

decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String, String> config)

RSAfZZ: ( sourcegbase644%ig )

static String

decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey)

RSAREZL

static String

decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String, String> config)

RSAREEL

static String

encodeBase64(byte[] bytes)
TR EIERIS IBASE6AFERF

static byte[]

encrypt(java.security.PublicKey publicKey, byte[] source)
RSANNZ

static String

encrypt(String source, java.security.PublicKey publicKey)

RSANNZ: ( sourceJbase644wi3, IR[EINNZEHIEIbase644m
3)

static String

encrypt(String source, java.security.PublicKey publicKey,
Map<String, String> config)

RSANNZ ( sourcegbase644wi3, IREINNZHIEIbase644m
3)

static String

encrypt(byte[] source, java.security.PublicKey publicKey)
RSAINE (IREINNZEHHEHbase644wTD )

static String

encrypt(byte[] source, java.security.PublicKey publicKey,
Map<String, String> config)

RSAINZ (IR[EINNZEHIEIbase644wh3 )

static

java.security.interf
aces.RSAPrivateKe

y

getPrivateKey(byte[] privateKeyByte)
BT FASAF T 4R BIZRSATATH
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IREIER T3 iEFNiRER
static getPrivateKey(String privateKeyByte)

java.security.interf
aces.RSAPrivateKe

y

BiTbase644miBAIFATALIZRSATATR

static
java.security.interf
aces.RSAPrivateKe

y

getPrivateKey(String modulus, String exponent)
BITREANISELCIZRSATATA

static
java.security.interf
aces.RSAPublickey

getPublicKey(byte[] publicKeyByte)
B N EAF T EABIERSALA

static
java.security.interf
aces.RSAPublickey

getPublicKey(String publicKeyByte)
Bidbase644RIBRY LN TAEIERSALNEA

static
java.security.Publi
cKey

getPublicKey(String modulus, String exponent)
BISE LIS LI CIEERSALTE

HiEEE

public static byte[] decodeBase64(String base64)
BASE6AF TR ARSI I EUR

NS

base64: base644RiBHIEIE

REISR

iR [Elbase6AMERB SRR

public static byte[] decrypt(java.security.PrivateKey privateKey, byte[]

encryptData)
RSAfRE
BANSH

- privateKey:

R

- encryptData: {SREHIE

REISE
R RRIEIE

public static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey)

RSARRZ;
BMASH

- source: {HFEZHIENIbase644mi3

- privateKey:

REEE

Fh$H
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RERRIEIE

e public static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String,String>config)

RSAREE:
BASH
- source: mRFEEIEAIbase644wEE
- privateKey: FA$H
- config: iR ECE, BeEINALAA:
" transformation: JERERRENISIE/IER/HETS. FUAN: "RSA/ECB/

OAEPPadding" ., 1¥https://docs.oracle.com/javase/8/docs/api/
javax/crypto/Cipher.html#getinstance-java.lang.String-

BEISR
R IRRIEIE

e public static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey)

RSARRE:

BANSH

- source: HIREZEHIE
- privateKey: FA$H
EEIER

R R RVEE

e public static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String,String>config)

RSAREE
BANSH
- source: HRZEIRE
- privateKey: FA$A
- config: fRZECE, BCEINALLA:
® transformation: fEEMRENERIE/MEIN/IHFS. FIa0: "RSA/ECB/

OAEPPadding", 1¥https://docs.oracle.com/javase/8/docs/api/
javax/crypto/Cipher.html#getinstance-java.lang.String-

BEIER
R SRR
e public static String encodeBase64(byte[] bytes)
T HIERYRAS SIBASE6AF T ER
BANSH
bytes: fFmA3EURE
BEER
BASE644%15
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FRisE

1 BRSERFATE

BES

public static byte[] encrypt(java.security.PublicKey publicKey, byte[]
source)

RSANNZR

TN

- publickey: 22%8

- source: HEMERINZLE

BREISR
INZERIHERS

public static String encrypt(String source, java.security.PublicKey
publicKey)

RSANNZEE

BMASH

- source: FINZEXIEAIbase64dmIT
- publickey: %A

RESE

I RREIE R SRIbase6447i3

public static String encrypt(String source, java.security.PublicKey
publicKey, Map<String, String> config)

RSANNZR
BASH
- source: fFINEEIEAIbase645wmD
- publickey: 22%8
- config: MNZEIN, BeEIRAILAJ:
® transformation: ISEMENEIL/E/IHEFE. FIa0: "RSA/ECB/

OAEPPadding" ., 1F#Whttps://docs.oracle.com/javase/8/docs/api/
javax/crypto/Cipher.html#getinstance-java.lang.String-

public static String encrypt(byte[] source, java.security.PublicKey
publicKey)

RSANNZR

BNSH

- source: REMZENAS
- publickey: %8
BREEE

I ERIEIR AN AHIbase644w5

public static String encrypt(byte[] source, java.security.PublicKey
publicKey, Map<String, String> config)

RSANNZR

BMAS¥

- source: BEENMZENASE

- publickey: A%A

- config: NNZEIN, BeEIRAILAJ:
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* transformation: {EEMEBENRIE/MEN/1HEFE. FIa0: "RSA/ECB/
OAEPPadding", i https://docs.oracle.com/javase/8/docs/api/
javax/crypto/Cipher.html#getinstance-java.lang.String-

B E
INZ SRR A A AIbase6447 i3

public static java.security.interfaces.RSAPrivateKey getPrivateKey(byte[]
privateKeyByte)

BIIXS0ME T IRASAIFAT EUEERSATASH
BMASH

privateKeyByte: iBidx509t& T 4mASHIFASH
BREES

FA$H

public static java.security.interfaces.RSAPrivateKey getPrivateKey(String
privateKeyByte)

BIIX509ME TR ASRIFATA CUZERSATATR
BASH

privateKeyByte: JBIIx5094&LmABHIFAE
EEIER

FA$H

public static java.security.interfaces.RSAPrivateKey getPrivateKey(String
modulus, String exponent)

BRI ECIZERSATATH
BANSH

- modulus: &RFAHEZERIREEL
- exponent: FpEFAHEERIEE
BREER

IR[EIRSAFASH

public static java.security.interfaces.RSAPublicKey getPublicKey(byte[]
publicKeyByte)

BIIXS0E T ImASRI N TACUEERSALNA

BANSH

publicKeyByte: x509t&=4RIBATIAEA
EEEE

yNZ]

public static java.security.PublicKey getPublicKey(String modulus, String
exponent)

BRI ECIFERSALNH
BANSH

- modulus: A BEFEANER
- exponent: £RHAHEEERIIEH
REER

IR[EIRSALNEH

SRR 01 (2025-03-26) WIS © AT BRABRAT 134


https://docs.oracle.com/javase/8/docs/api/javax/crypto/Cipher.html#getInstance-java.lang.String-
https://docs.oracle.com/javase/8/docs/api/javax/crypto/Cipher.html#getInstance-java.lang.String-

MRASHIEERTFE
FRisE

1 RS EMFRIES

1.5.29 SapRfcClient 25 AH

i7:EES

com.roma.apic.livedata.client.v1.SapRfcClient

il

{EFRFCHILIHIBISAPEREL

{ERTA

importClass(com.roma.apic.livedata.client.v1.SapRfcClient);
importClass(com.roma.apic.livedata.config.v1.SapRfcConfig);

function execute(data) {

var config = new SapRfcConfig();
config.put("jco.client.ashost", "10.95.152.107");//ARS 28
config.put("jco.client.sysnr", "00"); //3EBIRS
config.put("jco.client.client”, "400"); //SAPEEH]
config.put("jco.client.user", "SAPIDES");//SAPFEEF&
config.put("jco.client.passwd", "****").//Z2Fg
config.put("jco.client.lang”, "zh");//ZRIES
config.put("jco.destination.pool_capacity", "3");//&RRKIEEE
config.put("jco.destination.peak_limit", "10");//ERAEZELIE
var client = new SapRfcClient(config);
var res = client.executeFunction("FUNCTION1", {

"A":"200",

"B":"2",
b

return res

public SapRfcClient(SapRfcConfig config)
is— & SapRfcConfighit B{5EA%SapRfcClient,
2#: configk~MEANSapRfcClientlIECEEE -

F3ix5IZR

IREI2ER T3 EFN5AR
Map<String, executeFunction(String functionName, Map<String,
Object> Object> params)

{EFARFCHRIBIRISAPERES

TiEvEE

executeFunction(String functionName, Map<String, Object> params)

{EFRFCHTLIHIISAPRREL
BMANSE
- functionName: REZ
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- params: SAPERERIMNSEZIE
BREIER
IR[EISAPER I H S #5IZ

1.5.30 SapRfcConfig 35 AH

XS
com.roma.apic.livedata.config.v1.SapRfcConfig
extends
java.util.Properties
1588
5sapRfcClientft &fF, XsapEFim#HiTEE .
&%
R[EEE =R
Object put(String key, Object value)
RERESH
FiEFE
e public Object put(String key, Object value)
RERESH
NS

- key: BLEEEkey
- value: EtE{EEvalue

XIFUTERESH:

= jco.client.ashost: SAPER33ESIP

" jcoclientsysnr: RGfwsS

= jcoclient.client: SAPEEH]

= jco.client.user: SAPFFP

" jcoclient.passwd: ZF3

" jcoclientlang: BFRES

= jco.destination.pool_capacity: ERAIEREE

®  jco.destination.peak_limit: R AIEIELTE
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= apicasync: @RARLRER,. "true"RnEFEER, BANBSREB
BREESE
1x[Elvalue

1.5.31 SoapClient &i5%AA
iz Y

com.roma.apic.livedata.client.v1.SoapClient

{ERzAI

importClass(com.roma.apic.livedata.client.v1.SoapClient);
importClass(com.roma.apic.livedata.config.v1.SoapConfig);
importClass(com.roma.apic.livedata.common.v1.XmlUtils);

function execute(data) {
var soap = new SoapConfig();
soap.setUrl("http://test.webservice.com/ws");
soap.setNamespace("http://spring.io/guides/gs-producing-web-service");
soap.setOperation("getCountryRequest");

soap.setNamespacePrefix("ser");
soap.setBodyPrefix("ser");
soap.setEnvelopePrefix("soapenv");
var content = {
"getCountryRequest": {
by
b
soap.setContent(content);
var client = new SoapClient(soap);
var result = client.execute();
var body = result.getBody();

return XmlUtils.toJson(body);

HIEERFIS
SoapClient(SoapConfig soapCfg)
public SoapClient(SoapConfig soapCfg):

T3R5I

IREI2EE F5i=F0I5AR

okhttp3.Res | request(HttpConfig config)
ponse FAF RirestiBk
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1.5.32 SoapConfig &5 AH

i7YES
com.roma.apic.livedata.config.v1.SoapConfig
public SoapConfig()
HIE— 1S ERISoapConfig
FiEvIER
IR[EEE F3iEF5AR
String buildSoapMessage()
HIESOAPIERIR L
String getBodyPrefix()
IRENER IR T RIS
String getCharset()
SREXHTTPIERERISTEL
int getConnectTimeout()
SRENZERS BT AT E]
Object getContent()
SRENERAE
String getContentType()
SREUR L SR
String getEnvelopePrefix()
SREVSEIBIER
String getHeader(String name)
BT R Z IR N AYIERL(E
Map<String,String | getHeaders()
g IRENERLER
String getMethod()
IRENB RIS %
String getNamespace()
SREX AR =S 6]
String getNamespacePrefix()
SREX AP 2 S [ RIER
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IREIER T3 &FN5AR

String getOperation()
SREVIRAERIR

String getParameter(String name)
BT IEE B FRIRENSOAPIER S

Map<String,String | getParameters()

g SKENSOAPIE RS

String getProtocol()
IRENIE KN

int getReadTimeout()
SRV A AT E)

String getSoapAction()
SRER{EIB Kbt

String getUrl()
SREN ISRt

boolean isRedirects()
e ITEEM

void setBodyPrefix(String bodyPrefix)
IREIERIR T =B8R

void setCharset(String charset)
IREHTTPIERIRIGET

void setConnectTimeout(int connectTimeout)
IR EIERGERTAYE

void setContent(Object content)
REERAAE

void setContentType(String contentType)
IRERNSHEE

void setEnvelopePrefix(String envelopePrefix)
IREEHEE

void setHeader(String name, String value)
REBKLER

void setHeaders(Map<String,String> headers)
REIBRLER

void setMethod (String method)

REIBFRGIE
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IREIER T3 &FN5AR
void setNamespace(String namespace)

RERT(E

void setNamespacePrefix(String namespacePrefix)

IRERTERIR

void setOperation(String operation)
IRERIERR

void setParameter(String name, String value)
IRESOAPIERSH

void setParameters(Map<String,String> parameters)

ZESOAPIEREH

void setProtocol(String protocol)
IREIERIMY

void setReadTimeout(int readTimeout)
R EIZEGERTRYE]

void setRedirects(boolean redirects)
REEREEM

void setSoapAction(String soapAction)
REIREEKibiE

void setUrl(String url)
iREIERitE

FixEE

public String buildSoapMessage()
HIiESOAPIBERIRX

EEIER

IR[EISOAPIERIRSL

public String getBodyPrefix()
SRENS SRR ST R BIER

BEER
R[ENERIRI T R EIERbodyPrefix
public String getCharset()
SRENHTTPIERIRASTEU

BEER
IREIHTTPIEKRIRIHE

public int getConnectTimeout()
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SREE B AT ]
EEIER
IR [El&E AR )

e public Object getContent()
RENBERAR
EEIER
REISRAE

e public String getContentType()
SREMR S S #12LEY
BEER
IREHRN S#KE

e public String getEnvelopePrefix()
IREVSEIRIER
BEER
REHSH RIS

e public String getHeader(String name)
BTSSR ZFRIRENT M AYIE K LB

MANSE
name: EXLZIR
REER

ERLZTRG RATIERLME

e public Map<String,String> getHeaders()
IRENERLER
REER
REIERLER

e public String getMethod()
SRENER %
REER
R[EIEKRTTE

e public String getNamespace()
SREN AR 2 =8
REEE
UEIEL R

e public String getNamespacePrefix()
SREN AR = EIRISR
REEE
IR[ElarE =S ERE

e public String getOperation()

SREVRIERTR
REEE
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IR[EHREZTR

public String getParameter(String name)
B HEEATRIRENSOAPIER S

BANSH

name: SOAPIERSEHIZFR

EEIEE

IREISOAPIERS

public Map<String,String> getParameters()
SKENSOAPIER S

REER

IR[EISOAPIERS#

public String getProtocol()

SREE R IMY

BEIES

IR[E[EK Y

public int getReadTimeout()
SRENISZE B AT AT ]

BEIEE

IR [ENEEERT AT E]

public String getSoapAction()

SREVSREIE KL

BEIER

IREHEREIER b

public String getUrl()

SREE Rt

BEER

IR[ElEK it

public boolean isRedirects()
EERITEED

EEIEE

REISSIF/ A FIFEER

public void setBodyPrefix(String bodyPrefix)
IREIERIRSCT =R

BWNSH

bodyPrefix: ERIRICTI =R

public void setCharset(String charset)
REHTTPIERIREIET

NS

charset: HTTPIERIRIBIZ

public void setConnectTimeout(int connectTimeout)
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R EIERBRTAYE

BWANSH

connectTimeout: EiE#BAIATIE]

public void setContent(Object content)

IREBFRKAE
BMASH

content: IHRAR

public void setContentType(String contentType)
IRERNS R

NS

contentType: RNSHEEE!

public void setEnvelopePrefix(String envelopePrefix)
IREEHRIER

BANSH

envelopePrefix: {SR14%

public void setHeader(String name, String value)
REERLER

WANSH

- name: iERLZIR

- value: BERkLE

public void setHeaders(Map<String,String> headers)
REIFRLER

BANSE

headers: iBEXKLEE

public void setMethod(String method)

REIERGIE

BANSE

method: BEXKAGE

public void setNamespace(String namespace)
REAETIE

BANSH

namespace: A A=ia

public void setNamespacePrefix(String namespacePrefix)
IRE A TERE

BANSH

namespacePrefix: #pZZSERISE

public void setOperation(String operation)

IRERIERTR
NS

operation: 12{EZFR
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public void setParameter(String name, String value)
ZESOAPIERSE]

BANSE

- name: SOAPIERSHHIZIR

- value: SOAPIERSHINE

public void setParameters(Map<String,String> parameters)
IRESOAPIERSH

BANSE

parameters: SOAPIERZSH

public void setProtocol(String protocol)
IREIERIMY

BANSE

protocol: 1EXKHHMY

public void setReadTimeout(int readTimeout)
IREIXEGERTATE]

BANSE

readTimeout: iZBVBATATE]

public void setRedirects(boolean redirects)
REEHEED

BWANSH

redirects: 2&EEM

public void setSoapAction(String soapAction)
RERIEEkibut

BASE

soapAction: IE{EiERitiE

public void setUrl(String url)

IREIERIME

BANSH

url: 1EKitE

1.5.33 StringUtils 2505

iZEES

com.roma.apic.livedata.common.v1.StringUtils

1Ae

R FRFERILIRINAL

{ERTAI

importClass(com.roma.apic.livedata.common.v1.StringUtils);
function execute(data){
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return StringUtils.toString([97,96,95,94,93,92], "UTF-8")
BixdE
REISEE FiEFMREA
static String toString(byte[] bytes, String encoding)
BF B NFRHES
static String toString(byte[] bytes)
BFED BRI UTF-8RI3=RT R
static String toHexString(byte[] data)
BF B HENEF RS
static byte[] hexToByteArray(String hex)
i WAV e =L g A R S
BiEFRE

public static String toString(byte[] bytes, String encoding)
B HiaER F

BANSH

- bytes: FEELEIFTEEH

- encoding: w3

EREER

IR [BIEER ERIFFF

public static String toString(byte[] bytes)
F AL UTF-84RISF 15

MANSH

bytes: FEILIEIIFTHEE

BEER

IR [ClEHR fERYF R

public static String toHexString(byte[] data)
B miEEs N EHNEF &

NS

data: FEERIIFHEHA

BEER

REILzZ = Ny Ayt e s

public static byte[] hexToByteArray(String hex)
Bt H R T

NS

hex: FBEEFEHRRYI+7\IHEHIF R

EEER
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IR ElEHR ERF T 54H
1.5.34 TextUtils &5 H8
Y ES
com.roma.apic.livedata.common.v1.TextUtils
1588
R EFINRE
Fix5IE
IREIER T3 &R0
static encodeByUrlEncoder(Map<String,String> map)
2/Iap<$tr|ng,5tr|ng Stmaphfitkey. valuei{FurléRid
static boolean parseBoolean(String value, boolean defaultValue)
FRIBIEIRREXTRAIbooleanzEEY
static String toHttpParameters(Map<String,String> map)
BmapRBEEELhttp url parameters
adrNES
e public static Map<String,String> encodeByUrlEncoder(Map<String,String>
map)
SFRESFRFAIkey . valueit{Turldmi
NS
map: SBurlZ2EHImap
BEER
R[ElurlgwiB/EaImap

e public static boolean parseBoolean(String value, boolean defaultValue)
FR BRI XINATbooleanZEEY
N
- value: FEEBRHNFHAS
- defaultValue: ZXiAfboolean{s, #EvaluefBIEXERT, 1RE
EEIER
IREIXSATboolean(E
e public static String toHttpParameters(Map<String,String> map)
BT ERA ST httpiEKurlfPparameters= &2
NS

map: Z8url2#HImap
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REER
IREhttpigskurlfparameters=fF &5

1.5.35 XmlUtils 25i5i0H

iz

com.roma.apic.livedata.common.v1.XmlUtils
]

IREXmUERIRINGE .
{5

importClass(com.roma.apic.livedata.common.v1.XmlUtils);
function execute(data) {
var xml = '<a><id>2</id><name>1</name></a>'
return XmlUtils.toMap(xml)
}

T3R5Iz

IREISEE J3i=RAe

static String toJson(String xml)
BxmUE I FE TR L (L Bjsont&=t

static toMap(String xml)

Map<String,Objec xmlEELEEMap

t>

static String toXml(Object object)
object#&{tExml

static String toXml(Object object, Map<String,Object> config)
objecti&{tpgxml

HiEFE
e public static String toJson(String xml)
BxmUEIURIF TR jsont& T

BMASH
xml: xmiFECRIF TR
REISE

R[Eljsont& N RIF TR
e public static Map<String,Object> toMap(String xml)
xmlEE{LpEMap
NS
xml: xmi&TLRYFRFER

SASRRAS 01 (2025-03-26) WRIERE © ARITERARERAF

147



MASHIEERTFE
FRisE

1 RSBEMFRIES

EEEE

IR[EmaptEzLRIF AT ER

public static String toXml(Object object)
object#&{tRExml

BANSH

object: fFHEIERIIIR

BEER

REXmUEHYF T

public static String toXml(Object object, Map<String,Object> config)
objectdEpExml

WANSH

- object: FFEEIRAINIZR

- config: $&HERCE

BEER

REXMUEIF R

1.6 HEE APl WVTEQFA

SQL i&;

HIEAPISSEIEENSQLEEER:

IRFEERIRRSZIFRPIETHISHEBRESQL, FRANSHBAMIBRESE,
HepstringZX BN S HHFERSRS ISRk, intBENSHNAEE.

WLATRRBI, namegStringZEBUS4L, idAIntEEISE,

select * from table01 where name='${name}' and id=${id}
SHOILATESiHIRSS 5 KAYHeaders, ParametersslE Bodyhi&is .,
MRSQLPHFHFREXETF, FENFHEEN

MEANFEEEZ Hdelete, NMSQLEEHHZUNTEHXE:

select “delete” from table01

(AR

EESQLEAFER S | BSMAHIBLRNGERERSHN, RRASBRNEEANNSHEERN
StringZ8) . EINAERITSQLIEGRY, EEIRAEMNAIREIIIEStringZLEL SHHEIEZLRILE
i,

LA EE#Iname ( StringZs8Y ) Fid (ints28Y) 280861, EREMEANSQLIEGRT, idSHEWEE
#aJ9StringzRE), FEESQLEDF, (FRERREICIISHBEROIntZEE,, takllcast()&
oG, FEBIEEERNHEIRREESETE.

select * from table01 where name='${name}' and id=cast('${id}' as int)

SQLETHSI (update. insertEFap<dil ) -

2EEF

select * from table01;

HEHEN

ISR EIRIRS IS RIERE RIS EL ( Headers. ParametersaZBodyS#] ) {&i%44
SQL, ASQLEEHRMRIEINSE AT IS EIEIEREN
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- GET. DELETEZZiERIAPI, MISKURLAIRENESE
- POST. PUT/EHIAPI, MBody h3kENS%, i¥&: Body{fHapplication/x-
www-form-urlencoded#&= .
select * from table01 where 1=1 and col01 = ${param01};
o TOESHEN
select * from table01 where 1=1 [and col01 = ${param01}] [and col02 = ${param02}]

e INEG
select * from table01 where 1=1 and col01 in (‘${param01}','${param02}');
e UNIONEg

AR ES SR, NFHREIEIEIE, FEHAXEE: union all

select * from table01
union [all | distinct]
select * from table02;

o WREHTN

select * from table01 where 1=1 and col01 in (select col02 from table02 where col03 is not null);
NoSQL ( MongoDB. Redis& ) F#RHIELERS:

e RedisHIERZIFHIDS:

GET. HGET. HGETALL. LRANGE. SMEMBERS. ZRANGE. ZREVRANGE.
SET. LPUSH. SADD. ZADD. HMSET. DEL

e MongoDBHEIEEREZIFHIAS:
find

NoSQL#EAI :

o IHAStringZEBkey, value NIERSEHIREL,
set hello ${parm01}

o  EifIStringZEEIATkey
get hello

FiEd=ER

HRIEIEAPIA SIS EIRCIZFMEITRE, (BERALITMYSQL. Oracle. PostgreSQL
X=MHIEFEFEEZIE, LAOracleiEZEBIRA.
o HUEIRIAA

BRREIEEERE KR, REWWNTEREIR:

create table sp_test(id number,name varchar2(50),sal number);

ERPHBARE, BIREWNTERAR:

2= 1-3 sp_test REIRE

ID NAME SAL

1 ZHANG 5000
2 LI 6000
3 ZHAO 7000
4 WANG 8000
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S HIERmAF

EOracleHiEEPIEREFEDZE, RiEname&ifsalddfE,

create or replace procedure APICTEST.sb_test(nname in varchar, nsal out number) as
begin

select sal into nsal from sp_test where name = nname;
end;

HURAPIHEIHITIED AR

HURAPIEARFMEIZIER, 2@ I EIRIRSERKAIHeaders. Parametersai®
Bodyf&i®, SHBRNEELN: {SHRB) (FUEEE) (B,

- EESEBIEIEStringFOint,

- ([EmEBIE NS ESER, A&FEMHin, £&FAout,
HUEAPIRIEARFEEENHITED G

call sb_test(${nname.String.in},${nsal.int.out})

ZHARGIR, nnameAFRFELEEIPANS, SHEAInname.String.in , value
M2FEEFEANSEE. nsal BFEXRBNEHS, 8B Ansalintout, BFHE
XRE, HEBvaluetBFBEIES, TESHESHIRRENEEE, FAnmEss
£.

(11 588

o HUEAPIXIIFREIIZAEA, AStringflinCRX D FFHHRMEE, TRMPSIS, X
—RFISQLERF—H,

o TEEiRARE M Headers, ParametersakZBodyHEN S HEZ R AEERE, BUISHE
==

mm o

- BodyfZiESHURfl:
[BimiRSSERAIBody A
{

"nname.String.in": "zhang",
"nsal": 0
}
IEVEEEES
{
"test": [
5000

]
}

- Parameters{&iESEIRA:

[FirfRSS1ERAIParameters A
https://example.com?nname.String.in=zhang&nsal=0

MRz 25 5.

{
"test": [
5000
1
}

—PMEIEAPITLIE S SRR, EIE—XAPISRILIZ RSN EEER, FIanEss
— MR FREREREAE N LIRS

LAMySQLYSBIER, (RIREUEAPIGEIREIR1FIEWEIR2, user01 2EIRIR1AIEUEZRN
user02 ZEER2AIEIER, MIKFRAVEIINT:
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F1-4 R5E4
iR =4 S
HOEE1 user01 e id (int)
e name (varchar)
HIER2 user02 e user_id (int)
e user_name ( varchar)
e user_age (int)
e user_sex (varchar)
HEESQLIZITIIT:
HIRIE1, 7E3Ruser01Hh&Eknamel “zhang” BIEURICRId,
select id from user01 where name='zhang';
HiEE2, EiREuser01kRIAYId, FEuser02ah3kZIINIEEEICR, FHIBZICEN
user_namef{EEF “zhang” .
update user02 set user_name='zhang' where user_id=${result1[0].id};
a2 HRIEA

FIEAPIRERPES [IFFCAIESE, FINLITSQLIYTIED:

select * from table01 where id=${id} [or sex='${sex}']

REERABEIDIES, RRIRRRFZIERPETSH e} iR, T2EI &
HEH{sex IR, [IEERANEDERITIPEHRZES

o EiRARSZIERIET ¥ SHd=88, AlixSHsexigBET, MHITSQLED:

select * from table01 where id=88;

o EinRSIERIET ¥ SEid=88Fsex=female, MHITSQLIEH:

select * from table01 where id=88 or sex='female’;
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HESENAAES

2.1 #hix5M

AR

FIMRHER

ROMA MQSEEF A FEKafkatin¥, AILAEZEFERkafkaFFREFimiERE. WMERE
FASASLINIES T, WAEFREFinEit EERRRSIRMANER S .

AEREBENEMQSIEEERAINE, WEREIMQSEEMENE Sin[]. SASLEZERRY
EB. AMBEEESE, AEiR#Iava. PythonFESHIEETG,

ANERREHUERKafkafIAPIER, - 5iHZEMAPIE, BESEKafkaBM .

EFinMEA S
EPIHE A LIBEMQS:

VPCAF M ittitifia)

MREEFHES FECS, 5SMQS/EFEregionEVPC, NIETLABEEESAITMQSIRM
AIVPCPI Pttt .

VPCRIEERE A ih1E

NRERFIKE = FECS, 5SMQSatF+HEEregionfBEAREVPC, NIBJLAEIZEZVPC
ST, THIIMQSIEAAYVPCH Rttt ,

VAN i11E]]

2P EMMEIAE, 5ES5ROMA MQSEFREregion, MIiAIEISEAEIRIZAR
itk

NMIIBIEIRT, EEIEHMROMA ConnectSLBISSENZRSH, EMAL BN, 5
FiR19094, 9095, 9096iHIMNIBMILEAIE] .

(AR

FRMEHE, MFEFiREiERR, JREEINER, BibEl—tF. B, AFMUR—
VPCARFMMHEUIISE, NMEZFIRTRIMEEE.,

BEEEEIN MY, BESANSESEE. AIfEAtelnets R, WNISLAEEMI SR
Ho
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2.2 WEERER

MQS SR HEH

SEER U SR O

ELfEFIER “EAEE” A, &R “BEXER 1E, EaMQSiEE

ik,

- HE&EK MQSAHMERE DI : (FAKafkaZPImEREMQS, HEFirSMQS
A B i@HdER .

- HE&ERK MQSAMEREDBNE: [FAKafkaZPImEREMQS, HEFiSMQS
M EIETER

- BHERESTful API: {EFIRESTful APIEZEMQSAHEMA .,

Topic&FR

FEROMA ConnectSLfiliz4I &Ry “HEER MQS > TopicETE” T, &&Topic
AR,

SASLIMIEHER

ZROMA ConnectsEfIIFAT “MQS SASL_SSL” , MIEERENEFE. B85

ERIHIER,

-  FAP&I=EE
FEROMA Connect3Cfliz=HI&ERY “SERMNA" WM, BiTopicEr/ERYER N
&R, EERMBSRINEREEF, oJEEKeyFlSecret, BINEFRE
IR

- EFimER
EROMA ConnectZLflizHIERY “THEER MQS > TopicEIE” XM, BE
“TESSLER” THEFIHIER,

2.3 {EREFIm&EE MQS

2.3.1 EFin{ERAEIN
Consumer {ERRZERIN

ConsumerfowneriZERIFFA=REIERY, BHEERInLEAEEEBEK, H
EHE,

BRI EEEBHEEcommit, BRSEHENELW, TEEHRIERE
LKATEE .

ConsumerAgEsRENAFIE L group, SRENMAFNEY, £S5 ConsumersiZ
ffrebalance, FEZEEZ,

Consumer¥lE AR EeiBidtopic X, BNEEConsumersiiBXARZEHE

ConsumergsEHApoll, #EFF0serverfOOEk, B OBERT, %ﬁConsumerﬁﬁ%
j]l])\ﬂ] H:Il BH%IE%O

ConsumerfiEXAY BB AMEFNE A/\RE], #%BO00M ( Out of Memory ) ,
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Consumer sessionfiBATATEIR B 5930F), session.timeout.ms=30000, BeEAT
B3 %2 S ConsumersiZiBatftirebalance, HEHZ .

ROMA Connect REERIEREZESRIER, WSNFFRESSLIENTEFL.

HEREEIREEiRAConsumerficlose ik, ke E—MARIEMDEZEEEE
sesstion.timeout.msHYATE] .

Producer SEFAZEIX

Topic ERZEIX
HbEN

B EHEFinEEEcafEM: acks=all
BeERIELMER: retries=3

BiEAL: lingerms=0

HHERIIVMAEFEEZERYE, BRRAFEAESRAXEZE

FEEXK: HEEAE, BEEH, R/\BATEIRE N2, HEZEI A EET
TopicBIAZE, BUSTIMBIAESERLEZEER,
SIEBN: ZEEEEEHEkaftkaBatIETopiclIH X .. EEFERE, ®r&E
FELEE— I REIENTopicht, SBmEIE—IEE3 TS X311 EIZRR
Topic,
ETopicer A3 X 58I 920,
TopicBIARKA3 ( HEhRAIRE, FoliEzE) .
EEHPRE: 3000
HEX/I: REEBZ10MB
{Esasl_ssliFYiHIEIROMA Connect: HfafRDNSE B R GIfEITEES, sx&E7Ehosts
MAHBCEROMA ConnectFr BT mipF1ENZMET, #¥EKafka clientft{fz @iz
Hr, PEZEIEIEGEN,
WESsSRIEEIISEE * BIAREEI2(E, EMRBHETHS0%ESA
WERRIVMATRHFERBRTIMZEFGC, SNSEEEENEFFIEE .

(11 %88

o ZEROMA ConnectSLIEYE R EREFFSSASL SSLEEIRY, thFFE T VPCHMBEIZAE, T
VPCARZEEZ(ERSASLG TUER B E &R A Topic,

o (ERASASLETUERSHESEMAITopichy, BINTEZFIRPIEENAY “/etc/hosts” MXHHHECE
hostFNIPAIBREIX R, BNE5IARIRE,

Hep, IPHBUEARDTEEERRNER L, host ABNIBIENRIEIR, AILIBEY, BR
BEES. fian:

10.10.10.11 host01
10.10.10.12 host02
10.10.10.13 host03

2.3.2 EFIR2HECEREIN

KafkaZEPIgAIECESHIES, LATiRHProducerfiConsumer/ LI NEHSHECE .
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2 2-1 Producer &

2%

AME

1588

acks

1

W ElServerimfINMES1EL, FrprocuderFE

WERIZ /D MXENRIAMES, BIEEARIEMIN.

acksSHR R THIESFMHEIT A . FEHEIER:

o acks=0: FERproducerFEBEZF(EAHHAN
FEYER, BIAIEZENI0RIsocket bufferFFiA
RNELKRIX, ZBHURER LRI FER
TserverE & INEIWEIE, RNEXEER
SREER (AAZPIRAIIEREEN ) |
EliREoffset R B RBIRE -1,

o acks=1: XBKREZENVEZF eaderEKXKIN
BHIEE \AKiblog, BEHSEEEFME
followerE2&KINB A, 8 follower;EEELIN
FOEYE, mMitAtleader G2 MARSS, W
HESXELSK,

o acks=all: XEkEleaderEBZSMERD
#HRIWEANRE, REHOI—SHEE,
BEAaEL,

retries

L=
Pl 55
kS

EFiRRIEHRRIEIRIXE . {EXTO0RY, XL
BEREFNE, ERREEHRAIE.

IR, XEENSEPIREINEIREEIRITAIE
HIRBMHARE. RIFEIREEERNEEIERY
5, NRXFENERICREPRRERIE—
partition, MFE—NEEELME —NAIXRLII,
NE—FKHESUBE—FEREMER,

request.ti
meout.ms

30000

Lok
PRl s3

Bk

RE—NMBKREAEFSNE, BiTXAEEl<
fiTimeout®E .

BT EINRIR B RK—LE, 40120000 ( 120
), BFANIEES, s8R/ RIXELEMAYE
o

block.on.b
uffer.full

TRUE

TRUE

TRUERTSHAINFHERY, FLHEKENERIC
RHEPHER

HABERT, XMEENTRUE, AMELEER]
BEMESHS, FELIEMMHEIREF . RIR
B Afalse, MproducerifiE— 1N EEIR:
BufferExhaustedException
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SH RIME | HEFE | R

batch.size | 16384 | 262144 | BN ENIEBRFHE LR, producerigix
EHAMEEHEICE, LUBMERIRE ., 5N E
clientSserverzZalg94aE . AiXELEARTFIX
PMEDHIBEFTEH.
KiXE|brokersfNiEREEEZSNMEENIE, Hep
L8 EWFF M partitionflI—PNEK .
RSt S IBEHECR/VR, FETRRES
£ (OMEXEIMEMIE ) . KA ELIEEL
BESREFZAEFTE, XEREEDEISE
HELBEHEIRFERN

bufferme | 335544 | 671088 | producera] LAFASREFEHIENRFAN . WNRE
mory 32 64 A iRE KT mbroker&ZiXAYERE, producer
SIEESEMERE, LA “block.on.buffer.full”
%%Eﬂo

X ERFproducerBEiSE AN S RFEX,
(BFAR—MEMRRIRE, EAEproducer(E
RRPFEARFHERTERF . —EEIMIATS
BFESE (WRSINEENSE ) , FFEE—L
BT 4#ERER.

2 2-2 Consumer &
2% BNME HEE | %A
auto.com | TRUE FALSE | N8 ATRUE, consumerffifetchfYiEiE/offset

mit.enabl B4 BEIEEIzookeeper , XITIEZZAoffset
e BEHET AR MARSET, AFEYconsumer(s
F.

9%k RENFALSER, SELMINEEBIR
32, XHERILUBSIEEESL,

auto.offse | latest earliest | ;SBE¥MAoffsetafZE offsetikpRAT, TLURE
t.reset LATE:

earliest: BHoiE offset Nz

latest: BhE{ioffset IR

none: WRZHEEMoffsetl@BEEMLESTE
anything else: EEZESEMHEFE.

connectio | 600000 | 30000 | ZHEZAVEATATIE, REA300008] LATEMLE S

ns.max.idl BiIAETRMEKR-EIAYETE] .
e.ms
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2.3.3 Java FFAIfEREE

BETRSEEREEINE, RKECSERMTLOERBXES, UREEFEH
IRHIMNEEIMG . RETIUEFSREHBAIDemoRfl, NriAKafkaZEFimHITAEES

BEo
TR S
e Maven:
SRENFFZZEApache Maven 3.0.3% LA LERRAS, BJZEMavenE /5 FERE Mo
e JDK:
ng#?ﬁ"ﬁmva Development Kit 1.8.111K%LA_ERRA, BIZEOracleES FEITME
&

GEETEmRE avafIIf ETE,
o FRENFZ%E2018.3.58 LA EhRARIntelli) IDEA, BJZEIntelli) IDEAES WIS T

Ho
BMESR
$1B1 T&EDemofl,

FEROMA Connect=SLflizHI&ERY “TEEER MQS > TopicEIE” WHE, BHha LA
“FEPFi5E > T#HKafkaZ ik Java Demof” T&Demo,

BIEfE, BT

2% 2-3 Kafka Demo {458

4 HBE yizlilz]

MgsConsumerjava | .\src\main\java\com HZEHERIAPI,
\mgs\consumer

MgsProducer.java \src\main\java\com $roEERIAPL,
\mgs\producer

mgs.sdk.consumer. | .\src\main\resources HEHEHEEER

properties

mqs.sdk.producer.p | .\src\main\resources S EHEREEER

roperties

client.truststore.jks | .\src\main\resources SSLIEH, FTFSASLARIERE.

MgsConsumerTest.j | .\src\test\java\com\mgs | iEZiEERIMILAES
ava \consumer

MgsProducerTest.ja | .\src\test\java\com\mgqs | &£F=EERITAELE .
va \producer

pom.xml A\ mavenfc B4, B&KafkaZR~
%51
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S 1T Intelli) IDEA, & A\Demo,

DemoZ—" ™"MaventdiZfY)avaLiE, FEIFEEEEIDKINE, LIMKIDEARIMavenids
1,

2-1 &R “SATR

4 Create New Project

¥ Import Project

&= Open

4 Check out from Version Control +

2-2 %&$FE “Maven”
import Prejec =
() Create project from existing sources

(®) Import project from external model

- .

= Eclipse

& Flash Builder
& Gradle

Maven

2-3 5&4% Java KR
Import Project @

Please select project SDK.
This SDK will be used by default by all project modules.
+ -
~18

MName: |18

Python 3.7 JDK home path: | CJAVAYdk1.8.0_101

J Classpath | Sourcepath | Annotations | Documentation Paths
CAAVALdkL.B.0_101\jre\lib\charsets.jar
CAAVALdKL.8.0_101\jre\lib\deplay.jar
CAAVALdKL.8.0_101\jre\lib\ext\access-bridge-64.jar

BikIna BOAs B Ei%E . REEEFinish, TDemoS AN,
S NGEDemo TR T:
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= Kafka-sdk-java

-
-

o

g Project = (3]
E Kafka-sdk-java [1] EAMQS\java-sdk\Kafka-sdk-java\Kafka-sdk-java
i > idea
|
w1 src
w main
d java
w com.mqs
v consumer
c MagsConsumer
e producer
£ MqgsProducer
W resources
- clienttruststore.jks
s mgs.sdikeconsumer.properties
L1 mgs.sdk.producer.properties
A test
w java
e com.maqs
g consumer
£’ MqgsConsumerTest
V producer
£’ MqgsProducerTest
m 1l
pom.xml

> Il External Libraries

0 Scratches and Consales

$IE3 FiEMaveni&iR,

FTFF “File > Settings” , #Z “Maven home directory” (FEIR,
B2, UKMavenFrERTsettings.xm3Z{& s

TEIFIFIARIMaven

i Seting= =
Qr maven Build, Execution, Deployment  Build Tools > Maven For current project
> Appearance & Behavior [ Work offline
Keymap [ Use plugin registry
> Editor [] Execute goals recursively
Plugins [J Print exception stack traces
~ Build, Execution, Deployment [ Always update snapshots
“ Build Tools Output level: Info ~
Importing Multiproject build fail policy: | Default -
! d Fil
grerea e Plugin update policy: Default ~ | ignored by Maven 3+
Runner
. Threads <7 optiont
Running Tests
eaEis Maven home directory: Diftools/apache-maven-3.0.4 ‘ vl
Remats Jar Repositories (Version: 3.0.4)
User settings file: D:tools\apache-maven-3.0.4\conf\settings.xml [ Override
Local repository: Ditools\apache-maven-3.0.4\REPO_DMS [ Override
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LR EEFIRERERER

DEFHR A, BEEUTES, EFIIHERELRIER.

#ATHEAESD ATEMQSIFERIESR, VREN . BFinEMESE, TTLABERIN
#topicETREEMRREF=SiHZBF.
HURHAAHBRAHBRRAHBRBHHHRH
#brokerfSRiEN=HI & REIREN .
#255: bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#RIXFIASEL
acks=all
#ERFIIE T
key.serializer=org.apache.kafka.common.serialization.StringSerializer
#ERIFFIETS T
value.serializer=org.apache.kafka.common.serialization.StringSerializer
#producerma] LAFIREBFEURIIAGF R/
buffermemory=33554432
#EIHIXEL
retries=0
HURHAHBRAHBRRAHBRBHHHRH
HANBRAMERASASLAILE, LIFSHISTRE.
HURHAAHBRAHHBRBAHBRBHHHRH
#ZBjaasHFINZE, BEEHERE
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password="password";
#SASLEEIUA =
sasl.mechanism=PLAIN
#INZEMR, BRISTFEFSASL_SSLIMY
security.protocol=SASL_SSL
#ssl truststoreSUEHIIE, IEBEEdemoBAY\src\main\resourcesi&2 T~
ssl.truststore.location=E:\\temp\\client.truststore.jks
#ss truststore {4HAYZERG
ssl.truststore.password=dms@kafka
ssl.endpoint.identification.algorithm=

FTFFIDEARTerminal&E O, #{Tmvn testinS{AiEdemo.
Terminal & OEHATEIDEATERNATH:

2-4 IDEA B Terminal B E

[INFO] Final Memory: 1ZM/245M
[INFO] —————————
E:\demo\RKafka-sdk-java>

Pl

# 2: Favorites

= §: TODO Terminal
[

ﬁlu\E,EEU L)\-FIEIJJ_{IZIIL.\ :

TESTS

Running com.mgs.producer.MqgsProducerTest
produce msg:The msg is O
produce msg:The msg is 1
produce msg:The msg is 2
produce msg:The msg is 3
produce msg:The msg is 4
produce msg:The msg is 5
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produce msg:The msg is 6
produce msg:The msg is 7
produce msg:The msg is 8
produce msg:The msg is 9
Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 138.877 sec

HEHERBIIUTERER:

TESTS

Running com.mgs.consumer.MgsConsumerTest

the numbers of topic:0

the numbers of topic:0

the numbers of topic:6

ConsumerRecord(topic = topic-0, partition = 2, offset = 0, CreateTime = 1557059377179, serialized key size
= -1, serialized value size = 12, headers = RecordHeaders(headers = [], isReadOnly = false), key = null, value
= The msgq is 2)

ConsumerRecord(topic = topic-0, partition = 2, offset = 1, CreateTime = 1557059377195, serialized key size
= -1, serialized value size = 12, headers = RecordHeaders(headers = [], isReadOnly = false), key = null, value
= The msg is 5)

s

2.3.4 Java EFin{E iR EE

AR MEMaven T FAMQSS| NKafkaZ P, HRmZEFimiEEIUNBRES
HZEAEXTRA . MREEEEEEDemoE(FEN, BEB)avaFF KRS,

TYFREEREEER, MMQSIEEIE, TopicEZiR. APEES, EEWEEEER
SREN

Maven 5|\ Kafka Z i

EEEREER

MQSE-TFKafkatt Xhr7Z1.1.0§02.3.0, BEABRMRAINE ir, ERJLIEROMA

Cgonnecté’EWU}?z%U‘aE’J “SEENSE” TRE, £ ‘MQSEAR(ER” TEEKafkahRAME

SN 0

AER1.1.0MAZFin, NversionSE8EN1.1.0, H{FME2.3.0lAZ %, T
versionSEgE92.3.0, HabLA2.3.00RAZE Fim A EHi TR .

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>2.3.0</version>
</dependency>

RNTHE, TXDEFSEER N ERENXENEA. WWEROMA Connect,&{ﬁ]ﬁ)’é’?
SASLIAIE, £ Javaﬂ)ﬁlﬁaﬁﬂﬁﬂﬁfl{&k*,ﬁéﬁﬁﬂﬁl KSASUAERIEXER, BUTE
&, NERSEEASASUAIE, BEEsBXiiE.

o 4FHEBEEENMMH (MMEFEERIBHHIMgs.sdk.producer.properties3Zf4 )

LITHEAFE D AREIMQSIFERIER, BAIEN P‘““Hﬁi’,t%l BILIBER
M. FAEEEER, WIMQSIEREIL. TopicZiR. APERE, BT WEER
(SRIREN

#topicEIRMERARRESHEABF.

HHHRHHHRHHRHHRH AR HHRHH

#broker(SEIBEMN=HI & FREIREN o

#2551 bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
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EFHE

#RIEFIASHL
acks=all
#ENFIETSC
key.serializer=org.apache.kafka.common.serialization.StringSerializer
#HERFIIETSC
value.serializer=org.apache.kafka.common.serialization.StringSerializer
#producera] LAFISREGFHIBHIAFEAR/N
buffermemory=33554432
#EIREL
retries=0
HHHRHHHRHHRHHRH AR HHRHH
#INBAERSASLUAILE, LATFSH5TRE.
HHHRHHHRHHRHHRH AR HHRHH
#rEjaasHFHIFNE, BERERE
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \

username="username" \

password="password";
#SASLER A
sasl.mechanism=PLAIN
#INEHIR, BRISTIFSASL_SSLIMY
security.protocol=SASL_SSL
#ssl truststore SR B
ssl.truststore.location=E:\\temp\\client.truststore.jks
#ssl truststore X HAIEERD, BEIE, B21ENK
ssl.truststore.password=dms@kafka
ssl.endpoint.identification.algorithm=

EHEEBEE M (MATEEEERBFEIMgs.sdk.consumer.properties3Z{4 )

LITHEAE D AAREIMQSIFERIER, LAE . ERIREMSE, JLIBER
. FAEEEER, WMQSIERIL. TopicEfR. BPERE, 5% WEE

EEEIREL,
#topicEIRERMNE - SiHEABF.
HHHRHHHRHHRHHRH AR HHRHH
#broker{S 15 M & FREIREL .
#25(51: bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#FAREE—tRiRconsumen#HIZFREENF RS, BRBEITIRE.
#UNRIZ B RERERIgroup id, FRiXLprocessesEBZEET[E— consumer group
group.id=1
#EIFEIHET T
key.deserializer=org.apache.kafka.common.serialization.StringDeserializer
#ERIFRIETI T
value.deserializer=org.apache.kafka.common.serialization.StringDeserializer
HRBENS
auto.offset.reset=earliest
HHHRHHHRHHRHHRH AR HHRHH
#NBAERSASLAIE, LATFSEIEERE,
HHHRHHHRHHRHHRH AR HHRHH
#2BjaasikSHER, BLEHSIRE
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \

username="username" \

password="password";
#SASLENE R
sasl.mechanism=PLAIN
#INEHIR, BRISTIFSASL_SSLIMY
security.protocol=SASL_SSL
#ssl truststore SR B
ssl.truststore.location=E:\\temp\\client.truststore.jks
#ssl truststore M {FRYZERS
ssl.truststore.password=dms@kafka
ssl.endpoint.identification.algorithm=

ARHXACHD -

package com.mgs.producer;

import org.apache.kafka.clients.producer.Callback;
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import org.apache.kafka.clients.producer.RecordMetadata;
import org.junit.Test;

public class MgsProducerTest {
@Test
public void testProducer() throws Exception {
MgsProducer<String, String> producer = new MqgsProducer<String, String>();
int partiton = 0;
try {
for (inti=0;i<10;i++) {
String key = null;
String data = "The msg is " + i;
[ TRIEEELENopicEIR. B, EFFHENAPIESA, BAsllKafkaBMaE THY
EFEHERE.
producer.produce("topic-0", partiton, key, data, new Callback() {
public void onCompletion(RecordMetadata metadata,
Exception exception) {
if (exception != null) {
exception.printStackTrace();
return;
}
System.out.println("produce msg completed");
}
ok
System.out.println("produce msg:" + data);
}
} catch (Exception e) {
/] TODO: SEALLIE
e.printStackTrace();
} finally {
producer.close();
}
}
}

o AFEHEMH:

package com.mgs.producer;

import java.io.BufferedInputStream;
import java.io.FileInputStream;
import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.ArrayList;

import java.util. Enumeration;
import java.util.List;

import java.util.Properties;

import org.apache.kafka.clients.producer.Callback;
import org.apache kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache kafka.clients.producer.ProducerRecord;

public class MgsProducer<K, V> {
[BINEFHEERNREER, BEARNEESELEX
public static final String CONFIG_PRODUCER_FILE_NAME = "mgs.sdk.producer.properties";

private Producer<K, V> producer;
MgsProducer(String path)

Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)
{
e.printStackTrace();
return;
}
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producer = new KafkaProducer<K,V>(props);
}
MgsProducer()
{
Properties props = new Properties();
try {

props = loadFromClasspath(CONFIG_PRODUCER_FILE_NAME);
}catch (IOException e)

{
e.printStackTrace();
return;
}
producer = new KafkaProducer<K,V>(props);
}
*HFEER

* @param topic topicIR
* @param partition  partition
* @param key HEkey

* @param data HEHE

public void produce(String topic, Integer partition, K key, V data)
{

}

*k

*EFEER

produce(topic, partition, key, data, null, (Callback)null);

* @param topic topickI&R

* @param partition  partition

* @param key HEkey

* @param data HEHIE

* @param timestamp  timestamp

public void produce(String topic, Integer partition, K key, V data, Long timestamp)
{

produce(topic, partition, key, data, timestamp, (Callback)null);
}
/** .
*HFEER

* @param topic topicIR
* @param partition  partition
* @param key HEkey

* @param data HEHE
* @param callback callback

public void produce(String topic, Integer partition, K key, V data, Callback callback)
{

produce(topic, partition, key, data, null, callback);

}

public void produce(String topic, V data)

{
produce(topic, null, null, data, null, (Callback)null);

}

*k

*EFEER

* @param topic topicIR

* @param partition  partition

* @param key HEkey

* @param data HEHIE

* @param timestamp  timestamp
* @param callback callback
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*

public void produce(String topic, Integer partition, K key, V data, Long timestamp, Callback

callback)

ProducerRecord<K, V> kafkaRecord =
timestamp == null ? new ProducerRecord<K, V>(topic, partition, key, data)
: new ProducerRecord<K, V>(topic, partition, timestamp, key, data);
produce(kafkaRecord, callback);
}

public void produce(ProducerRecord<K, V> kafkaRecord)
{
produce(kafkaRecord, (Callback)null);

}

public void produce(ProducerRecord<K, V> kafkaRecord, Callback callback)
{

producer.send (kafkaRecord, callback);

}

public void close()
{
producer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

classLoader = MgsProducer.class.getClassLoader();
}
return classLoader;

}

*k

* Mclasspath INAECEEE

* @param configFileName E2& S H-EFR
* @return BEEER
* @throws |IOException
public static Properties loadFromClasspath(String configFileName) throws IOException
{
ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();

List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

{
}

properties.add(propertyResources.nextElement());

for (URL url : properties)
{
InputStream is = null;
try
{
is = url.openStream();
config.load(is);
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}
finally
{
if (is != null)
{
is.close();
is = null;
}
}

}

return config;
}
}

MACHY :

package com.mgs.consumer;

import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache kafka.clients.consumer.ConsumerRecords;
import org.junit.Test;

import java.util. Arrays;

public class MgsConsumerTest {
@Test
public void testConsumer() throws Exception {
MgsConsumer consumer = new MgsConsumer();
consumer.consume(Arrays.asList("topic-0"));
try {
for (inti=0;i<10; i++){
ConsumerRecords<Object, Object> records = consumer.poll(1000);
System.out.println("the numbers of topic:" + records.count());
for (ConsumerRecord<Object, Object> record : records)
{
System.out.println(record.toString());
}

}catch (Exception e)

{
// TODO: SE4ME
e.printStackTrace();

Hinally {
consumer.close();

}

}
}

HEEH S

package com.mgs.consumer;

import org.apache kafka.clients.consumer.ConsumerRecords;
import org.apache.kafka.clients.consumer.KafkaConsumer;
import java.io.BufferedinputStream;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.*;

public class MgsConsumer {
public static final String CONFIG_CONSUMER_FILE_NAME = "mgs.sdk.consumer.properties";
private KafkaConsumer<Object, Object> consumer;

MgsConsumer(String path)

SASRRAS 01 (2025-03-26) WRINFTE © AR ERABIRAE

166



MRASHIEERTFE
FRisE

Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)
{
e.printStackTrace();
return;
}

consumer = new KafkaConsumer<Object, Object>(props);

}
MgsConsumer()

Properties props = new Properties();
try {
props = loadFromClasspath(CONFIG_CONSUMER_FILE_NAME);
}catch (IOException e)
{
e.printStackTrace();
return;
}
consumer = new KafkaConsumer<Object, Object>(props);
}
public void consume(List topics)
{
consumer.subscribe(topics);

}

public ConsumerRecords<Object, Object> poll(long timeout)
{
return consumer.poll(timeout);

}

public void close()
{
consumer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class
* @return classloader
*/
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{
classLoader = MgsConsumer.class.getClassLoader();
}
return classLoader;
}
/**

* Mclasspath INAECEEE

* @param configFileName EZ& S-SR
* @return BEEER
* @throws |IOException
*/
public static Properties loadFromClasspath(String configFileName) throws IOException
{
ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();

List<URL> properties = new ArrayList<URL>();
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Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);
while (propertyResources.hasMoreElements())

{

properties.add(propertyResources.nextElement());

for (URL url : properties)
{

InputStream is = null;

try
{
is = url.openStream();
config.load(is);
}
finally
if (is != null)
{
is.close();
is = null;
}

}
}

return config;
}
}

2.3.5 Python ZFimfsEFEiAA

A3ZLALinux CentosIMEAR, 1+4BPythonfRAHIKafkaZPimiEiEieS, BiEKafka
ERingiE, LIREF. BEEE.

AR
(EARNESE WSS R I EKafkaFiBRIERER .

HERRE

e Python:

— IR EFTEE T Python, Eam< 1Tl Apython, SEIUITEIE, iHAEPythonE
T, REASH3.7.1,

[root@ecs-test python-kafka]# python3

Python 3.7.1 (default, Jul 5 2020, 14:37:24)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

WNERARZZPython, BEAUTGRSRER:
yum install python
e  PythonkRAYKafkaZ Fim:

PATLA TGS, REHEFRAAIkafka-python:
pip install kafka-python

= Y aai=]
o SASLINIEST

from kafka import KafkaProducer
import ssl

#HEREER

conf ={

SRR 01 (2025-03-26) WIS © AT BRABRAT 168



MRASHIEERTFE
FRisE 2 HERERALRIES

'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',

'sasl_plain_username': 'username’,

'sasl_plain_password": 'password'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HIEBE

context.load_verify_locations("phy_ca.crt")

print('start producer")

producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol='SASL_SSL',
sasl_plain_username=conf['sasl_plain_username'],
sasl_plain_password=conf['sasl_plain_password'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

e JESASLINIEATL
IR, NMERSEESIRALHBEEEE.

from kafka import KafkaProducer

conf = {
'bootstrap_servers": ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic-name’,

}

print('start producer')
producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

e SASLIANIEATR

from kafka import KafkaConsumer

import ssl

HHERZ(ER

conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',
'sasl_plain_username': 'username’,
'sasl_plain_password': 'password',
'‘consumer_id": 'consumer_id'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ss.LPROTOCOL_SSLv23)
context.verify_mode = ssl.CERT_REQUIRED
#HIEBE

context.load_verify_locations("phy_ca.crt")

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'],
sasl_mechanism="PLAIN",
ssl_context=context,
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security_protocol='SASL_SSL',
sasl_plain_username=conf['sasl_plain_username'],
sasl_plain_password=conf['sasl_plain_password'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')
. EIESASLiAiEE‘t
HE, MANEEERIENTAEEEE.

from kafka import KafkaConsumer
conf ={
'bootstrap_servers": ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic-name’,
‘consumer_id": 'consumer-id‘
}
print('start consumer")
consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'])
for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer")

2.3.6 HftiES=in{E A
MQSELHBKafkaFEE .
MBGEFRMES, LM KafkaERREER.
FE2BRKafka B PR ALAORERENEE, SMQSKHHEE.

2.3.7 [ MRS E R IERER
EEAFIE BN S REROMA Connect. £=EFIEEE DR TEAGE(R
IE, XHEFAROMA Connectt&EF=EFIIHEE B THIERAEIN
HBE

E#EEE, Eﬁ‘%mgffE?EROMA ConnectBNIREIE BN BERE&AIEMID, T
IR[EI KM EEEHHAIX

BREFHE, ErEfERESFTHEREAPINNEES, LBANEEEEMINA
1%, Eiiﬁ%’ﬁuﬂzﬂlﬂ MRRERE, £F7EIRE }zﬂﬂzéﬂkﬁﬁ‘zﬂjﬁ’ﬂn?, &
HeRREEFRE2SREHE . IRERFIRENIINGES, WRBIZBEEESK
ROMA ConnectA] 5774

HRIHE

Iﬁlu Iﬁﬁﬂja ;ﬁE%%gﬁﬁiA ﬁl% ZEEZIZI_ E%&Jﬁljjiﬁg o

EFRIRSHRAORIFETEROMA ConnectfIfFiEN T . IHZERIHORIKERROMA
Connecth77ERYER . IHEZIREVERSS, ﬁﬁﬁ#ﬂiﬁﬁﬁklﬂjﬁ’éwﬁﬂhm
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FkisE

HIEEEBIASIERZFIROMA Connect, FHROMA Connect R EEE F—iltHEKEE
BEIEEEE,

EHETES, MRENEE, RERHEEWA, ZERSERERETEERF
FIRHBERE

HREFSHENEFEE

ROMA Connectigit 7 —RIIATSIHRIZEIE, WRBEBAER. GINERBERED
FENEILIERASRSBEANSEERSE =R, ERESFA (ACK) HHIHE
RERERIETBINSESE.

ZERIIMERESRRER, BPRTHIFEEE=SEENA, EEERS
ROMA Connect=RiHE KX S HENESEHIRIT

o HLEANBEERTERXNI, £FEEEEEEEERIXEROMA
Connect,

o HESEWIISAIBIRIER, BEEEFTESIFROMA Connect;BEINBFIEA
BEE,

HRA L EE = TEE

RS HEAEMBRAENR, EFERNEREAEMERE. BF, FABRH
FHWERE, MEERERURERANERE, ATLIBRURLAPIERIRE

NTEMRKREERLR, HREEFSEE, IR APIFRRE, AR
o

2-5 HEHMBEFSHE

| CEgT] > ERNSEES :>I HEES >

Producers Queue Consumers

[ocoo]loilooc0)
= oo
=

ONO
0)O

@ﬁ‘%—%’—:ﬁ%

ikl

MERXEER, BIXAFEEEE10KEE, SANFRBERE512KB,

EEr (X)) BRAUUREER, AERFASHNE, HERE, FrIH,
BRKRIE . XS ERDERIRERERMRIER S AIERISERE
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2-6 HEZFFREFSHE
| e >¢ ERENSEES :>I HEES >

Producers Queue Consumers

onmo A
oSO
O 50 O |

@ﬁ%—%’—:ﬁ%

g, HEHEEERT, HEE RO IREI S TR . A, HXE—
SEBAMBLMES, FERBHEMEAEERNEENES, EEYDERE
S TEARDAT .

ISRRiHZEAEMENEH

FAF{ERROMA ConnectfENHEEIERSE, BEMIINNERRENTFEMIRSE
HIRBEEXEEN.

HERREFIHETIEFBRIREE R, BT eIE R EEEER LIRSEEM ST
[EEREEINARSS X% . R AILIBIZ— P #RSEERE, MERPREREITEEHD
BRI, XEAEIMEMRSIERALE,

2.3.8 ff§5&: spring-kafka XJiZ[REH]
HEA

spring-kafkaf® B FriEKafkaZ Pifx, HE5HREKafkaZ FimARRAXIRXET SN,
SpringEM, spring-kafkaZEBAIKafkaZFiwhRAEE 2 x Xk, MROMA
Connectidi B &R AYKafkaRSS iRk AN J91.1.0802.3.0ik A . EItL#ESpring BootInE T
FEP{EAspring-kafkaiEEROMA Connectld, BRREF iSRS IRAIKafkahRA—

o

#spring-kafkaiEZRIROMA ConnectsEfljgKafka 1.1.00RASES, KEBRITNBERILALE
B, (OHFHEINEEASIS . SHERIE, ITARZISNINEE, BRILIMIE
ftEThREE R AT , NREFERIEFIEZIEHMER, ERERARTF.

ANSZHF zstd E4aRE
KafkafE2.1.0hMRAFIE T zstd[E4828EY, M1.1.0ARAAIKafkaFszFzstd[E453EE
o HENHG:

src/main/resources/application.yml
o FCEIN:

spring:
kafka:
producer:
compression-type: xxx
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o (EFERRHI:
“compression-type” BYUEAREEIREN “zstd” .

A HBREHFSH AT
KafkaZZ FimfE2.3MRAF S 7 Consumera# “group.instance.id” , 188 7i%IDAYE
BEBMA—EFEHR .
o FEENIH:
src/main/resources/application.yml
o FECEIN:

spring:
kafka:
consumer:
properties:
group.instance.id: xxx

o (EFABRHI:
BEAIN “group.instance.id” S¥ECE .

2.4 {5F RESTful API iE#2 MQS

2.4.1 Java Demo {EHHE

BT RIEEDNBIERESKafkaZ Pixm, MQS ( Kafka ) SEHIARJLUBIIHTTP
RESTfulARiAiE), BiEmIEETopickIEHE. . HEEBIURImAEE,

MAREERTEREEWSRARE, HEE—ERHTTPIGEN.
aaIfsEFd

1. WEEEER
BIEMQSEEttIt 5i%. TopicZ R, SASLEFPEZ5%1E ., B ESEIWEE
EER.
(1 e
o ZEROMA Connect=LIRgiE B ERKFEFESASL SSLAYERY, tBFFE T VPCRMBASZS
ial, MVPCRTEA(ERSASLATUERSE &R Topic,

o (EASASLATVEEHEEMAITopich, BINTERFIRFRTEENAY “/etc/hosts” X4
ECEhostFIIPRIBRET KR, BNESSINRIRE,

Hep, IPHIEZURIEREERRYIEREE, host A DEAIENAIBIR, ATLIBEY,
B REES. fln:

10.10.10.11 host01
10.10.10.12 host02
10.10.10.13 host03

2. SEROIKG, EREAPIEK, BEXAPIEKRIEE.
APIERE R, ISEMASASLAIAFZSZBFAZERRY, BBKURL, HRLAT
BEERTHITESR, MERKRSHITRIE,

3. {EFDemomfEETopicEF-HR . IHFEHEMIABERT, IRBIRINALE RS
IBSEEFHEEORE. HEESEORIBAEERAR5RA
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B TEEE

ANErafRt 7 )avalE SRARIRESTul APRERAIETA

R~EIF— N EIntell) IDEATEHRFEHIMaven T2, FEt, SR EAIIFE(ER,
IBALEHEELUTINE (LAWindows 10&R4t441 ) :

Maven:

Apache Maven 3.0.3%LAERRAS, AIZMavenES FEIE M.
JDK:

Java Development Kit 1.8.111 LA ERRAS, AJZEOracle FE .
ZEGTEREIAVARNINETS,

Intelli) IDEATLER:

Intelli) IDEA 2018.3.5/% A ERRZAS, AIZIntelli) IDEAEGMATE
Demo:

EROMA ConnectsEfIfEHIGRY “iHEEER MQS > TopicEIR” WM, BEHAL
A9 “ FIF1ER > TERESTful API Java Demof” T#;Demo,

EB1 FJFIntelli) IDEA, TESEEFZEIFE “Import Project”
28 “Select File or Directory to Import” IHEIE,
FIE2 1EEEAHEEDIEREESHIRESTful APl Java Demol&f2, Bds “OK” ,
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Select File or Directory to Import >

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath] file,
Maven project file (pom.axml),

Bnd/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],

Flash Builder project file (project, *.fxp, *.fupl).

# O g K X S @ Hide path

Dt kafka.rest.client.demao 1

kafka.rest.client.demo

> settings
b libs
> src
= classpath
S .project
o pomaml
Drag and drop a file into the space above to quickly locate it in the tree

o
1=

£33 “Import project from external model” i%&#% “Eclipse” , 8d5 “Next” , HNT—
EFRERIANELELEE “Next” , HE “Please select project SDK” IH
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2-7 Import Project

mport Project *

(O Create project from existing sources
(® Import project from external model

[ Flash Builder
™ Gradle
M Maven

Cancel Help

4 B “Finish” , TRIESAN.
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2-8 Finish

Please select project SDK.
This SDK will be used by default by all project modules.
+ -
1.8

Name: 1.8

JDK home path:  C\Program Files\Java\jdk1.8.0_191

Classpath | Sourcepath | Annotations | Documentation Paths

C:\Program Files\Java\jdk1.8.0_191\jre\lib\charsets.jar +
C\Program Files\Java\jdk1.8.0_191\jre\lib\deploy.jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\access-bridge-64.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\cldrdata.jar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\dnsns.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jaccess.jar
C:\Program Files\Java\jdk1.8.0_191\jretlib\ext\jfxrtjar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\|localedata jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\nashorn jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunecjar
C\Program Files\Java\jdk1.8.0_191jre\lib\ext\sunjce_providerjar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunmscapijar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunpkes11.jar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\zipfs.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\javaws jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\jce jar

C\Program Files\Java\jdk1.8.0_191\jre\ib\jfrjar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\jfxswt.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\jsse.jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\management-agentjar
C\Program Files\Java\jdk1.8.0_191\jre\lib\plugin.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\resources.jar

Previous II Cancel Help

5 YgiBrest-config.properties

X% tEsrc/main/resourcesBE R T . 1GIRENEIAIKafkaSLAliEzZ Bl . TopicEFR, AR
SASLIEEIEERI FrEcE+R . HfS#kafka.rest.groupIiEZR4EID, AIEEFinis
Eo

# Kafka rest endpoint.
kafka.rest.endpoint=https://{MQS_Instance_IP_Addr}:9292
# Kafka topic name.

kafka.rest.topic=topic_name_demo

# Kafka consume group.
kafka.rest.group=group_id_demo

# Kafka sasl username.
kafka.rest.username=sasl_username_demo

# Kafka sasl password.
kafka.rest.password=sasl_user_passwd_demo

$I86 “wmiglog4j.properties
EXBAEFEER:

log.directory=D://workspace/logs
S|/ BTRAIIE, BEEBEEEFSEEEM.

HEESEZERNMainfG A ERestMain javad, LlJava Applicationfl975=izf7ED
a,

.
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BMCED R

TEAO:
T#EADOTERestMain java3 {4,

public class RestMain
private static final Logger LOGGER = LoggerFactory.getLogger(RestMain.class);

public static void main(String[] args) throws InterruptedException

[[FIAIBERITR . FERestServicelmplZES IR ZRESTful APIZEEE, LARINIERES
IRestService restService = new RestServicelmpl();

Base64.Decoder decoder = Base64.getDecoder();

[ TR BIAEFEER . BREESEERIA

// Produce message

ProduceReq messages = new ProduceReq();

messages.addMessage("{[{'id": '00001', 'name": 'John'}, {'id" '00002', 'name":

'Mike'}]}").addMessage("Kafka rest client demo!");

LOGGER.debug("produce message: {}", JsonUtils.convertObject2Str(messages));
restService.produce(messages);

// Consume message

List<ConsumeResp> consumeResps = restService.consume();
CommitReq commitReq = new CommitReq();
consumeResps.forEach(resp ->

LOGGER.debug("handler: {}, content: {}", resp.getHandler(), new

String(decoder.decode(resp.getMessage().getContent())));

commitReg.addCommit(resp.getHandler());
b

// Commit message
if (commitReq.getMessages().size() != 0)

CommitResp resp = restService.commit(commitReq);
LOGGER.info("Commit resp: success: {}, failed: {}", resp.getSuccess(), resp.getFail());
}

else

{
}

LOGGER.warn("Commit is empty.");

HEHESAIX:

LIEFFEE AR, ETNAGES=EEHEHENES, EREE5LERE, &
IREIFINEESL: AuthorizationFOX-Sdk-Date, Authorization8& TIHERKAR
HNEZEE, HELNS—12=H Content-TypeFEEEBFHIM, SEREHIA
createRequest() /5%,

public List<ProduceResp> produce(ProduceReq messages)

List<ProduceResp> prodResp = null;
try
{
Request request = createRequest();
request.setUrl(produceURI);
request.setMethod ("POST");
request.setBody (JsonUtils.convertObject2Str(messages));
[PHERABESR, EBE, BRLISHSIIERSE: AuthorizationFIX-Sdk-Date,

AuthorizationB & 7 IHERABHEZEE .

HttpRequestBase signedRequest = Client.sign(request);
LOGGER.debug("Request uri: {}, headers: {}", signedRequest.getURI(),

signedRequest.getAllHeaders());

LOGGER.debug("Request body: {}", request.getBody());

HttpResponse response = HttpUTtils.execute(signedRequest);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_CREATED)
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URI

IEKRHE

{
String jsonStr = EntityUtils.toString(response.getEntity(), "UTF-8");
prodResp = JsonUltils.convertStr2ListObject(jsonStr, new
TypeReference<List<ProduceResp>>() { });
LOGGER.info("Produce response: {}", jsonStr);
return prodResp;
}
else
{

LOGGER.error("Produce message failed. statusCode: {}, error msg: {}",
response.getStatusLine().getStatusCode(),
EntityUtils.toString(response.getEntity(), "UTF-8"));

}
}

catch (Exception e)

LOGGER.error("Produce message failed.");
}

return prodResp;

}

F=iHS A

EIEEIIAXER, ARNAIEZSEER,
o BRREBARIX10%,
o BIXRXAIEESRHAFEBE2MB,

e endpointJghttps://{rest_connect_address}:9292, i&J{g
rest_connect_addressH3IPitiit

EXLAEOEE

POST /v1/topic/{topic_name}/messages
= 2-4 SEUHA

2H ESid] i1 1588
= FBER

topic_ham
e

String

24 ESis Wi 1588

Iﬁlu\y.l% é&—\ﬂklj\x Ej\i
—\H o

messages | Array =

10, BFREEATE
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2 2-5 messages S#

2%

-~
S
A

ESig

il

content

Object

el

HEBRE.

id

String

f

HERFS, FIISTREEES.

ER A
{

"messages": [

{

"content": "hello roma-1",

"id": 9| @

"content": "hello roma-2",

"id": Do)

"content": "hello roma-3",

"id": "3"

g Rz S
IR Z4L

2H

SRy

Lz

state

String

ZFRIRE . BIhAsuccess, KM Hfail,

id

String

HERFS.

1 Rz 73~ 431
[

|||||

|||||

|||||

"id"- "3
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2.4.3 HZiE 2150
AL

HEEEWIIFRIER, TENBEZESRER.
o SRR, BXNEEROIGESHMER SV TIEER, B2RH
HREARNEENEE . SIRERTGEEATHAR, RRRBEEIER.

e endpointhttps://{rest_connect_address}:9292, EiIiEELAIEOES
rest_connect_addressHYIPiE

URI
GET /v1/topic/{topic_name}/group/{group_name}/messages?ack_wait={ack_wait}&
time_wait={time_wait}&max_msgs={max_msgs}
* 2-6 ZHUHA
2% St Wik 158H
topic_.nam | String | 2 FRER
e
group_na |String |2 HEABR. KEABE249UNFERS, 88
me a~z, A~Z, 0~9, Fklz (-) F0FRIZ (_)
ack_wait | Integer | & RRMABERERTATE, Bk Z rixitE
RIBREERIAIA, RBIZIEEE, KEHHA
BE, EFSiREEMABRIZthandler,
MEASTBELM , BUEEE: 1~300s, BAIA
{&: 15s
time_wait | Integer | & R ENFI T EZRAYE B P 0RTAYIEE E B 15T
=78
MREFSHEABHIES, WIZENREEZ
SR, NMREFNENEEHFIER, WEIERF
AYaEREIEEER . BUESEE: 1~30s,
FONME: 3s
max_msgs | Integer | & SRENAEZERYB 2895, BUEEE: 1~10.
EIAME: 10
max_bytes | Integer | & BEXREENBERRERKE. BUETEE: 1~
2097152, BAIAE: 524288,
iﬁ*iﬁl%\
BRSH
o
=G
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To

N Nz

RIS
B8H E-Sit) i8R
handler String jEEhandler,
message JSONRIZR HENAE,

2 2-7 message 22

S 258 A8
content JSON HEMARNANS ., Baseb4NZHE
M 7431
: {
"handler"; "NCMxMDAjMTgjMA==",
"message": {
"content”: "ImhlbGxvIGh1YXdlaWNsb3VKLTIi"
}
}
1
2.4.4 [HEMAREORA
INRENA
HIAEEBERIEEBER
o TTEBEBEZEEHE, BREMAEEENIIF, (EEENEEETIAAI30A
AEERIZBERABXEE, SEX30MAREHRBEEREHABEE, NWMQSIAE
BRIBEMIN, BolLRREsEEE
e endpointfghttps://{rest_connect_address}:9292, i&Ei3igELHEOETIH
rest_connect_addressHYIPitilL .
URI

POST /v1/topic/{topic_name}/group/{group_name}/messages

£ 2-8 SHURHE

2¥ E-Sic) D3V i8R
topic_nam | String = FHAEZFR
e
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28 S Wik izl:lz
group_na | String 2 HERBZIR,
me
BKER
BRSE
S8 St Whise 15385
messages | Array = HESIER, BEXNAREEEE10, BAREE
RNEEH,

% 2-9 2H1RA

2% it WA 54RH

handler String = jHEhandler,

status String = HEIRZES . REeasuccess, z&fail,
=G
{

"messages": [

"handler": "NCMxMDAjMTgjMA==",
"status™: "success"
}

1

}
MRLHR

MRS

B8Y il 15E8A

success Integer FRINEZERINENEE -

fail Integer IANEZRRIMAYEE .
I Rz 7~ 51
{

"success": 1,

"fail”: 0
}
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IREENRTTAES

3.1 RBENFLR

R
AR T EBIRBEMELIIZENEER AN EA LR, FE S RECEDemory
REBIEEER .. WABEMERD
HEEITE
o T#HSDK:
RBREMSIFIRERNMQTTIMY, EaILUERFFREclipse paho MQTT Client51%
BERMBITXIEE

Tt : Eclipse paho MQTT Client
o TEIRFEMDemo:
FEROMA ConnectSLEHIER “IRERK > KEFEE” RHE, B “TH
Demo” , TZLINK Demo,
Al DemofFA)avaiR ANHISDK . DemoBIEFE N1,

DeviceConnectDemo.java B Fi&EiEi& %, DeviceControlDemo.javaFBTFiEHEE |
IREFHIAPI,

o BUEFMm:
BAEEESEZCE R,
o BIFEIRE:

BARLRESEIMEE.

BcE Demo HiREIEREER
1. HAROMA Connectizfla, B “BEHIEHE” .
2. BFEAM “REER” , B REEE7 .
3. "REEHE THRLCAIRIRESEN, BAREHFRRE, RIRSEEE
TEMRENSFEEEIE: IREEEI, REZEFIKID. AFRSZ. FiE. BS
AR Topic. EEITHIRAITopic,
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MRASHIEERTFE

FRisE

3 REEMFAKIES

KRiHR

4. fEEDemoE4E5E, £ “romalink_demo > src > com > demo > romalink” &R
T#ZIDeviceConnectDemo.javaX {4,

5. {ERlavafmiB T BT XN, RIEBRFZEENER. BITAINE, £ 18T
12’ mEYUEATEREEIRE.

AR
IREEEMIRIETC:  “tepy//ipport” , EIRERIERIBN IR EIEZIIIL .
/] R EE

final String host = "";

/] REEFi%ID

final String clientld = "";

/] BN RS

final String userName ="";
/] REINERIZERT

final String password = "";
// 1&&PublishiRAITopic
final String pubTopic = "";
// 1&&SubscribetBRAYTopic
final String subTopic ="";

[ REREEEAS

final String payload = "hello world.";

DeviceConnectDemo.javafisEiR & ¥ BB & miXfRAYtopiciHE . MNREEARIREEN
KX EHBRIAPI, R LAZEIKEIER .
client.subscribe(subTopic, (s, mqgttMessage) -> {

String recieveMsg = "Receive message from topic:" + s + "\n";

System.out.println(recieveMsg + new String(mqttMessage.getPayload(),
StandardCharsets.UTF_8));

b
1. AREHREHAPIL,

a. f{Ef)avadmigs2FTFDeviceControlDemo.java, IE&IEIZFESRIAPIFISEL
B AEBEIRIFINREEE .

EEESHSEEIE: appKey. appSecret. REEFiwID. BEEITIRANR
HTopic. &EEHIESAIAPIRGAEMELIE ., HEKO. BHEARS.
public static void main(String[] args)
{

// APBAIEAYappKey

String appKey = "";

// APIIAGIERYappSecret

String appSecret = "";

/| BREEHIHEIREEFi%ID

String clientld = "";

/] BRIEEHEEANEERIsubiRAI Topic

String subTopic = "";

/] REEFESRIAPIRYE ik

String host = "";

/] BIEEHIEERIAPIRTI % O

String port = "";

/| BERIREBREAEHEAS

String payload = "hello world.";

String url = "https://" + host + ":" + port + "/v1/devices/" + clientld;
controlDevice(url, appKey, appSecret, clientld, subTopic, payload);

=  appKey. appSecretZ#aILAMROMA ConnectsLElEHIEHY “ EERLR
R’ RNEP, PHLSEEANANEIR, EERNANEREES
¥RENKeyFOSecret,

SRR 01 (2025-03-26) WIS © AR ERABRAT 185



MASHIEERTFE
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" Port}97443; clientld. subTopic. hostE]LAE#ZMROMA ConnectsLfl
EHIER “eFERN > REER” REY, RHEXNRSENEIR, FiR
1B RHEIREY

b. EFRIFEFiziTDeviceControlDemoiXNE, WNRIAHZIZZTIERRE

FTR 7 subtPRAYTopic, IREBESIZBEIMEI—RIBES., HEIDEEHISHTENE

K. APIRYIEKIPFIR S ERERVIPEBEIY, wO27443,

2. RXER.
FEALUREIRFARIXBEENABTIE, figl, SRS R10WHmig
BERAE—FZBER, BETHE, REEREBRI10MWIKEIES..
try
{
final MqttClient client = new MqttClient(host, clientld);

client.connect(mgttConnectOptions);
System.out.println("Device connect success. client id is " + clientld + ", host is " + host);

final MgttMessage message = new MqttMessage();
message.setQos(1);

message.setRetained(false);
message.setPayload(payload.getBytes(StandardCharsets.UTF_8));

Runnable pubTask = () -> {
try
{
client.publish(pubTopic, message);

catch (MqttException e)
{
System.out.println(e.getMessage());
}
b

client.subscribe(subTopic, (s, mqttMessage) -> {
String recieveMsg = "Receive message from topic:" + s + "\n";
System.out.println(recieveMsg + new String(mqttMessage.getPayload(),
StandardCharsets.UTF_8));
i

ScheduledExecutorService service = Executors
.newSingleThreadScheduledExecutor();
service.scheduleAtFixedRate(pubTask, 0, 10, TimeUnit.SECONDS);

}
AR
o ConnectUEBIRHIRIRMQTT.AXEFIRIEZIRERIINGE, FILIERLE, RERET

‘B’ .

o AMIEEMNEAIRESSLAIF R FRR SHIRE L IMERETIIER, FEETREFL
RPN RSN E M EEES .

3.2 MQTT #M¥ Topic #5E

3.2.1 {EFRIXME

A
CoAPHMY AR STIFEIEIR E A< TR FIEEE LIk .
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31885

o  MIBMESENEEIE ST, EBNAITIRE T HXTopic, IRFRE@XI M Topick
FHE, YMEBNFEERaTLEI .

o ERIEFHERKAR, FEEITIREXTopic, XEYIEXMEE @RI TopickiX
HER, BEFEHRKE, REFEREERITIANSRRETRELL Topic,

Topic X |BRERXE |HBRE | B&

5 ( Publishe 875

By r) (Subscri

1) ber)

W
/v1/devices/{gatewayld}/ MQ | i8ig& YIEER | IDIRERIFIRE
topo/add TT a5
/v1/devices/{gatewayld}/ MEXES | 10RE | MEKNFESIRERY
topo/addResponse AR &AL AL
/v1/devices/{gatewayld}/ g XN | IDIRBEMFIRE
topo/update a5 N
/v1/devices/{gatewayld}/ MBS | 11gE | YENERIRER
topo/updateResponse BEHFREIRESH

I
/v1/devices/{gatewayld}/ MEANMES | 10gE | MERFEERIRT
topo/delete "&E
/v1/devices/{gatewayld}/ DRE YIEER | IDIREEIENK(E
topo/query 25 B
/v1/devices/{gatewayld}/ MBS | 10gE | YENERIRER
topo/queryResponse FPSESUEIv
/v1/devices/{gatewayld}/ YIRS | 1DIRE | PENTEERIRE
command HIMEE RGBS
/v1/devices/{gatewayld}/ gE YIEX | IR EFIR[BILEHEX
commandResponse a M EREE S IR
/v1/devices/{gatewayld}/ g MIEX | DI EIREEE
datas 25
(RARITY:
{gatewayldHEIZEIRIR . EdeletefEF T ZRIERAIHSE, deleteResponseEFizfit,

3.2.2 MXER

FEEZEFEMQTTIMYAYconnectiBEEO, FREERUSE “clientld” |

“Username” .

“Password”
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2H Wik/
Ak

SH IR

clientld WA

Strin
g(256

—HN—ZR0iE FclientldB4 N ERHDER: deviceld/
nodeld. MR, FREZRE . [HEE, EIT
Xl “ 7 DR.

o ENEREL KEIFT, HaiiF2RLE:

“07 , BREA—N—Z12FMdeviceldiz
No

“27 , BRER—N—FZEMInodeldiEN .
o HIIEZAEA: KEI1FT, HpISIF2MhER,
“0” £ZEHMACSHA256 B AT a2 .
“17 £FEHMACSHA25615 I8 AT a3, .
o B JEFEEFEITAIUTCETE, XA
YYYYMMDDHH, #UTC B4/8]2018/7/24
17:56:20, MIfZR3:92018072417,

LAdeviceldafIagclientld7=45) 79 :
D39564861q3gDa_0_0_2018072417

Usernam | 415
e

Strin
g(256

—H—FHIRE “Username” ,
o {#deviceldIZE NIHEE MR FEMAAIIEIREIRY
“deviceld” {H,

o {FMnodeldZE NFES 1% & MR IHATEY
“nodeld” {8,

Password | Wik

Strin
g(256

Password BB I{ER “HMACSHA256” &iXLARTE
BA=ZE, Msecret#1TIIZEHIE.
secret 9 EAME BT FEEIR[EAYsecret, SiE BIREE
Bfsecret,

3.2.3 iR FIRE

F:& Topic

Topic | /v1/devices/{gatewayld}/topo/add

HE | BigE
KX

2200

HE | MBS
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S A
FERA Wik/mliE | SKEY SHEE
mid O%Svi Integer @<ID,
devicelnfos WHIE List<Devicelnf | FIRBEEEIIFR, FIFRK/NM
0s> 1~100,
DevicelnfosZ5#{Ai5 BH
FEBE Wik/olik | 2R SR
nodeld DAV String REIRR
XIFRNKNE, #HFFFLL,
KE2-64,
name Bk String BB
XIFPRNKNG, #HF, %
M#, KE2-64,
description aJi% String REA,
MK EAREBIZ 200,
manufacturerld | ®4i% String I ®&ID,
XIFRNKNE, #F, PRI
THIZ%, KE2-50,
model Wik String s,
XIFRNKNE, #F, PRI
TXIZ, KE2-50,
=~

{

"devicelnfos": [{

"model": "A_n",
"nodeld": "n-device"

3,
"mid": 7
}

3.2.4 FHINMX 2 &

F7F Topic

Topic

/v1/devices/{gatewayld}/topo/addResponse
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FRisE

YIEX S

LigE

SEREA

FiRENMIANESERENY, ERESHENFIREES, DXFATRITEAL
RERENFREER, HEPRENdeviceldZESRATFREHIBLIR. BEREE

=S MR
M) Mz S %835 BB
FEBE Wk /mliE | KB SR
mid WAIZE Integer <D,
statusCode Whisk Integer R EBRVE RS,
o “07 FREI-
e IF “0” XREM.,
statusDesc Ak String N PR ASHEA o
data WA List< FINFRENERER
AddDeviceRsp
>
AddDeviceRsp£5ta{Aisiag
FBA WK AT | KB SR
statusCode DS Integer BRAIBRILERD
o “07 FREI-
o JF “07 TREM.,
statusDesc Ak String N REAR A o
devicelnfo A% Devicelnfo REER.

Devicelnfof5ta{A15AH
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FEBH W/l | KR SR
nodeld DAy String IREIRR .

TEHENANG, HFF$L)
%, KE2-64,

deviceld DA v String FEEEMENREHE—IRR, XM
RBEFinID,
name DAy String RERBMR

XIFPRIANG, #F, ¥l
2%*[]#, 'LQJ_E._Z-64O

description [E1pviA String REAR,
R K EAEEBIZ 200,
manufacturerl | &% String J &ID,
d SIEXANS, HF,
T, KE2-50,
model Wigk String FmEs,

XIFRNANE, HF, PU%
MT %, KE2-50,

1
{
"data": [{
"devicelnfo": {
manufacturerld": "Test_n",
"name": "n-device",
"model": "A_n",
nodeld": "n-device",
deviceld": "D59eGSxy"
h?
"statusCode": 0
1
"mid": 7,
"statusCode": 0
}
\n ~
3.2.5 B FRTBIRES
F & Topic

Topic | /v1/devices/{gatewayld}/topo/update

HE | LigE

KX

HE | MIETES
UL
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#1588
FERZ W1/l ik -] SR
mid DS Integer aID,
deviceStatuses | Wik List<DeviceS | iR&BIREFIE, FIFEKN1~100,
tatus>
deviceStatus
FERZ WA/l ik i SR
deviceld Wik String "“EEZB’JW%U’E FRR, IR
ZRigID,
status %S i String FIREIRE
e OFFLINE: &&E%
e ONLINE: 18 %
ANl
{
"deviceStatuses": [{
"deviceld": "D59eGSxy",
"status": "ONLINE"
1,
"mid": 9

}

3.2.6 FEFTMX-FIREINENIRL

F 7 Topic
Topic | /v1/devices/{gatewayld}/topo/updateResponse
HE | MENES
KiX
ys]
HE | OgE
£33
ys]
S5
FEBE Wk [ATiE | KR SR
mid WA Integer #<ID,
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FBE2 WNE[ETIE | KB SR
statusCode Wik Integer B IBRVEE R
o “07 FRELII,
e I “0” TREM.
statusDesc aJifk String N REAR S HIA o
data Bk List< BN EREER
UpdateStatus
Rsp >
UpdateStatusRspZha{Aisiig
FEBH WNE[AE | KR SR
statusCode DAy Integer B IBRVEE RS
o “07 FREII,
e I “07 TREM.
statusDesc aJifk String LERIER
deviceld DA String FEEMBNREHE—IRR, XIR
ZRixlD,
Al
{
"data": [{
"deviceld": "D59eGSxy",

"statusCode": 0

1

"mid": 9,

"statusCode": 0
}

3.2.7 HIBRMKXFIRE

F=; Topic

Topic

/v1/devices/{gatewayld}/topo/delete

HE
&iX

IEXE S

HE | LRE
U
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FEBE 03wl pri St SR

id WAIsE Integer kR FIRFEWSID,

deviceld DAV String FEaEMENREHEE—IRR, XM
IRBEFiwIDo

requestTime Whisk Timestamp T5RATEE .

request WhisE JsonObject FIRBER

JsonObjectZ5#{AiBR

FERE Wik /mliE | SKEY SR

manufacturerN | #4i% String ISEZS T

ame XIFIKE2-64

manufacturerl | #4i% String I #ID,

d SHENANS, HF, RIS
TXI%, KE2-50,

model WAIZE String Fmis,
IR KNG, HF, $FRlZ%N
TXIZ, KE2-50,

ANl
{

"requestTime": 1576639584536,
"request": {

"model": ||A7n||

%
"id": 8,
"deviceld": "n-device"
}
3.2.8 HiAMXER
F3& Topic
Topic | /v1/devices/{gatewayld}/topo/query
HE | RS
Kik
ys]
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HE | MENES
=
B
S5
FEBH 55 L= P il SR
mid Wik Integer #<ID,
nodeld Wik String RERR
TIEFEKXNE, FHFFPL
%, KE2-64,
Al
{
"mid": 2,

"nodeld": "test123"
}

3.2.9 FaRX(E BNy,

F7; Topic
Topic | /v1/devices/{gatewayld}/queryResponse
BER | YENES
RiX
B
HE | g&
=
B
SR
FBE WA /] %% -t BHuER
mid D%V Integer @D,
statusCode DA v Integer 15K IBRVLEE RS
o “07 FRHIN.
o 3E “07 FTREM.
statusDesc Elpvi String I RAR AR o
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FRIER 3 REBEERFRIES
FEBRE WA AT i) SHA
data aJi% List<Deviceln | EiFIREER.
fo>
count Elpuic String REHS.
marker E1pvis String PR,

2 3-1 Devicelnfo £53{KixAA

FEBE WAk/mTiE | 2RBY SR

deviceld DA% String ERERRNEEE—IRR, XINIR
BEFiRID,

nodeld WA String REIRR,
SR KNG, HFHPIZ,
KE2-64,

name WAIZE String REBIR.

SIFPRIKNG, HF, Fil%
M#, KE2-64,

description AJik String WA,
MR EABERBIZ 200,
manufactureld | W35 String I &ID,

TIFRNKANE, #F, PRI
TR, KE2-50,
model %S Vi String FmiEs,

IFRNANG, HF, P
TIZ, KE2-50,

Nl

"mid": 2,
"statusCode": 0,
"statusDesc": "",
|lmarker|l: |lll,
"count™: "1",
"data™: [
{
"deviceld": "D59eGSxy",
"nodeld": "test123",

"description": "addsSubDevice",
"manufacturerld": "Test_n",
"model": "A_n"
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3.2.10 RFRL TR
F & Topic
Topic | /v1/devices/{gatewayld}/command
HE | MENES
Y3+
bl
BHE | LiRE
=
bjo]
SHIRE
FEBE WA /AT i) SR
deviceld Wik String FEERINRSEH—IRR, XAIZ
BEFixID,.
msgType WIS String EEE"cloudReq", ¥RFAET
KHNEK
serviceld WAIZE String ARS31D,
cmd DSV String RBIITHSE
paras ik ObjectNode | Sp<HISEL
mid D%Svi Int #<ID,
=~
{
"msgType": "cloudReq",
"mid": 54132,
"emd": "command1",
"paras": {
"temperature": 123
L
"serviceld": "service1",
"deviceld": "D23pigXo"
}
N A A ~
3.2.11 iRB DS AL
F&H Topic

Topic | /v1/devices/{gatewayld}/commandResponse
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HE | gE
Rix
5
HE | MBS
=
)]
SHEA
FEREA Wik eIk | 2B SHEE
msgType | W%k String ElxE{E"deviceRsp", FTNZHAINEH
=
mid WA Int #<ID,
errcode Whisk Int TERAMIERIEE RS,
o “07 FREI.
o IF “07 FRREM.
body 1pvid ObjectNo | AsHIRIE .
de
ANl
{
"body": {
"orginParameters": {
"temperature™: 123
%
"state": "ok"
%
"errcode": 0,
"mid": 54132,
"msgType": "deviceRsp"
}
3.2.12 g5 ¥EE LR
F 7 Topic

Topic | /v1/devices/{gatewayld}/datas

HE | BigE
KX

HE | MENTES
UL
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FEA 05y =1 it SR
devices Wik DeviceS[] REBHIE.
DeviceSZEHa{A15 A
FEHZ Wik /aTik | 3SEY SEUEIA
deviceld WA String(256) FEEMANSEHE—IRR, XL
REZEFiRID,
services %Svi List<Services> | IREZ%IZE.,
ServicesZEHa A
FEH Wk [alE | SERY SR
serviceld Wik String(256) RSZID,
data Wik ObjectNode BRSZEURE
eventTime DA3vid String(256) AFES=L: yyyyMMdd” T’
HHmmss’ Z’ 0:
20151212T1212127Z,
<45
{
"devices": [{
"deviceld": "D68NZxB4",
"services": [{
"data": {
"key": "value"
h
"eventTime": "20191023T173625Z",
"serviceld": "serviceName"
1
1
}
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