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751508
ANEEROMA ConnectSZ VSRR EL T AN G ERNEER, SUUBITHA—
PMEURRIES, BFLINEIRRANES .
EAY, XAPEIEEEEGLARERESTullE O N HROMA ConnectizE N, &xZE5CH]
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e ROMA Connect{XITiEEZZRIRESTUZEOM THSEEN , BEAEEEETHIERER
ESINEELAN RESTIUlZONHFEEBTH A, EaJUARITERERRESHTIEE
BHE.

o EEEAATKRE, BEERITEBERESE, HiBFREZEEMEMEZSROMA
ConnectFRiEMLEHIE

1.2 ZE#ZES RESTful 00155
SRS

EOFEENX
e IEMURI
POST /reader

o IEMOIBK
{

"job_name": "job_name",
"datasource": {
llpara1 ", Mkkkkkk!l
: )
"para2t; M

by
"params": {

"extend": {
"eX_paI'a1 ll: kkkkkk!l
llex_parazll: kkkkkk!l

I

"pagination": {
"offset": 1,
"limit": "10"

I

"migration": {
llbegin": **********l
llend": *kkkkkkkkk

}

}
}
o EEOMuAZ
{
"datas": [

{

'Ipara'l ": "******",
'Iparaz": "******",

I

{

"para1 'I: Mkkkkkk!
paraz '''' kkkkkk!

3

1
}
OISR

o IBERBH
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& 1-115R3H

2 BRIk | SHEE |k
job_name |2 String FEEM. HEXFE. #F. T
%, hRI%ARL, KERI~64FF,
datasource | @ Object HIERSHUR ., BInEESEENEE
KERISEL, FrESEAERRYsontk,
params = Params | EERFAHSENIR.
= 1-2 Params 15BH
2% BRI | SR | R
pagination | & Paginati | DTAIXIR,
on
migration | & Migratio | IBEIFEIIR,
n
extend S Object EEEERYT B, EERAENY
RSEEERAY)sonik
2 1-3 Pagination 1508
2% BRI | SR | R
offset B Integer | PREANRBE, TRMIRIBEHF
rEIa,
limit & Integer BRERNHIEICTEE.
Z 1-4 Migration 588
2% BRI | SR | R
begin S Date IERREIEFIARTE
end & Date IFEHIRLERATE .
g Rz S4L

MAERRAS 04 (2025-03-25)

WRIERE © LEARITERARERAF




MASHIEERTFE

FA&IgE 1 BIRERTTAIES
= 1-5 MRS
8% SHR RhHR
datas List<Object> | IEENEUEARAYITIZR . ZFEREKHEIson
Arrayf9t&=(, EENFERMEZENIRE
SLIRERME -
HIBESAZO
EOMEENX
e IEMURI
POST /writer

e EMOBK
{

"job_name": "job_name",

"datasource": {
llpara'l W, Mkkkkkk!l
5 ;
npara2; e

by
"params";: {
"extend": {

nex_para—l Wo H******n'
"eX_paI’a2"2 H******n'

}
I
"meta-data": [

{

"name": "id",

"type": "String"

"fOI’mat": ||||’

"type": "String"

"fOI’mat": IH|’
b
1

"datas": [
{
"datal™:
"data2":

"datal":
"data2":

1
}

o IO
{

"num_success": "2",

"num_fail": "0",
"fail_datas": [

Wkkkkxk 11

1
Wkkkkxk 11
1

Wkkkkxk 11
1

Wkkkkxk 11

MAERRAS 04 (2025-03-25)

WRIERE © LEARITERARERAF



MRASHIEERTFE
FRisE

1 SIRERAKIES

{
]
}

BOSHRE
o IBRBY

SH ZBRWIE | SEEER | A

job_name |2 String BB HEXFE. #H=F. T
. PRI%ERL, KENI~64FFF,

datasource | 2 Object HIBESHR . SEEESEURRE
KIS, FrESEARMEYson{E,

params 2 Params | IEZEEFAESHNIR,

meta-data | 2 List<Met | TTEIESEHIIE.

a-data>
datas 2 List<Obje | iEiZes{tIBRIEIES I
ct>
% 1-7 Params A8

25 =EWE | SEERE | ER

extend ) Object EEEEFTERNYT BSH, HEASY
RSHARMAYsonK,

% 1-8 Meta-data ii2AA

25 =EME | SEERE | ER

name = String HIEF AR,

type = String FRBEZFEE, ZFR92E8E: String,
Integer, DateFLong,

format B String HIBHIMEN U FERTE . HFR{EIDate
XN, FEEEIZE, BTFRFES
RIS

path 2 String FRRABREHIEPAIKENIEE

o NS
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FRIEE 1 BIRERARIES
& 1-9 NIRS%
2% SHERE fEiR
num_success Integer ESET IS PN DAL
num_fail Integer HIRSNELWEL
fail_datas List<Object> | AMBLEMAIEIESIER .

1.3 BEMYIRFEALZTH ( EIHES )
Bria=

FDIZRISZRHEAMYSQLESELEEREE , (BRIIMYSQLERERBRIEUEZEZE!, ALl
EFRESRIERE, HATHIAMYSQLERIEE iEESAFIRITHA, =EIER

JavaiIE S 1TH A, Demofti3&%EMysqlConnctor.rar,

BIRSM
o EFRFH1.8RLAEMRAIDKAILInUXIRSSSE .
e Intelli) IDEARRZAJD: 2018.3.58kLA_EARAS, EclipsehkASJ9: 3.6.08kLA LA o
e JBiIDemo
( sha256:34c9bc8d99eba4ed193603019ce2b69afa3ed760a452231ece3c89fd7
dd74da1 ) $kBXMysqglConnctor.rared ,
o WRFEABENEEZRELNE, TEAFPETRILIMENTEEREEAN.
e  RESTfuliEOEIXIERAVIERSEIABEBIT60s
e FDlIRSIEERRESTuliZOMblE, BERETHIBE AL,
BMESR

1. BlESpringBootiEtR T2
ROUCHD:
@SpringBootApplication
public class MysglConnectorApplication {
public static void main(String[] args) {
SpringApplication.run(MysqglConnectorApplication.class, args);
}

2. TEMRESTfuliz[OController,
AN AvER

@RequestMapping(value = "mysql/reader", method = RequestMethod.POST)

public ReaderResponseBody send(@RequestBody ReaderRequestBody readerRequestBody) throws

Exception {
if (readerRequestBody == null) {

throw new RuntimeException("The reader request body is empty");

LOGGER.info("Accept a reader request, request={}",
JSONObject.toJSONString(readerRequestBody));

MysglConfig mysqlConfig = getAndCheckMysglConfig(readerRequestBody.getDatasource());

String jdbcUrl = buildMysqlUrl(mysqglConfig);

JSONArray datalist = mysqlReaderService.queryData(jdbcUrl, mysqlConfig,
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readerRequestBody.getParams());

ReaderResponseBody readerResponseBody = new ReaderResponseBody();
readerResponseBody.setDatas(datalList);
return readerResponseBody;

}
SSILESEORSE.
EULES:

@Service
public class MysqglReaderService {
public JSONArray queryData(String jdbcUrl, MysglConfig mysqlConfig, ReaderParams
readerParams) throws Exception {
Connection conn = DBULtils.getConn(jdbcUrl, mysqglConfig);
|BRERS RSE
int limit = 0;
int offset = O;
if (readerParams.getPagination() != null) {
Pagination pagination = readerParams.getPagination();
limit = pagination.getLimit() == 0 ? 10 : pagination.getLimit();
offset = pagination.getOffset() == 0 ? 1 : pagination.getOffset();

}
| BRENEIZERRIZRE

String tableName = readerParams.getExtend().getString("table_name");

[14B3ESQL
StringBuilder sqlBuilder = new StringBuilder();
sqlBuilder.append("select * from ").append(tableName);
sqlBuilder.append(" limit 2,2 ");
PreparedStatement preparedStatement = conn.prepareStatement(sqlBuilder.toString());
preparedStatement.setint(1, (offset - 1) * limit);
preparedStatement.setint(2, limit);
ResultSet resultSet = preparedStatement.executeQuery();

[EREXZ &
List<String> columnList = getColumninfo(resultSet);
[[EENE TR
JSONArray dataArray = new JSONArray();
while (resultSet.next()) {
JSONObject data = new JSONObject();
for (inti = 1; i <= columnList.size(); i++) {
data.put(columnList.get(i - 1), resultSet.getString(i));

¢}jataArray.add(data) ;
|}'eturn dataArray;
! }
EXIEEEOMNNSHLESEMIK,
EUCHS:

public class ReaderRequestBody {
private String job_name;

private JSONObject datasource;

private ReaderParams params;

}

ARBERTHIITUAT® S, BITHINESEMysqlConnector\targetBR TR
i=1Tjartl, fIaIMysqlConnector-1.0-SNAPSHOT,jar

# mvn package

1BiZ LinuxagWindowsig 4 padjar@ MysqlConnector-1.0-SNAPSHOT. jar_H{EFI2E
BIDKIMERIAF RS £, PUTLATSR<ETRIA .

# java -jar MysqlConnector-1.0-SNAPSHOT.jar &
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AR

EFERRAMEE, BalllEEEFIntellij ideagiEclipse TEEEN, RERED
MysglConnectorApplication.javaZsBia]

7. RIEBENEESRER,
a. ERROMA Connectizfle, AAMBISH=IERE “B-E1E" .
b. EEEﬁEEJ:%E’\J ‘Bl , ASE RGNS TR EEERE

7e0N 0

LAMySQLYa#I, #IRREXPEEEEENE . w0, #EEFES. AFRELL
NE,

1-1 EESREE 1

8B 8B B8 @ @&
&

IEE2HENF, BEEEEXHHFRITIESIREITRRIIEIMES, 1
ZIXBRIFRE . AR TIEEIRIAINEBTFRIIEE.

1-2 EiERACE 2

i
a
&

a

8. KiniEiks
Gt TmE, BEa, LA MmIERIRAISLA].
AR
ERRRFIERRRSLAIRIR R, SKERIZPAIZEINZEIRELA

EIESEE N THIEMEIERAISE, EESE AN N 7 BARIRESTIulfRSS ,
FRrUASBEIEERESTIulEEHE ( AEPERIBFPIRSS=HEIEAE )
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FRisE 1 SIRERFAKIES

B 1-3 Rmikkes

MysqlConnector &‘ﬁ&;ﬁg\
= ess e |
wm e aEEn 2022/10/28 1. Mysal
MysqlC torSEN B
sql_ct ti 1
Eh S5 ik
e http://127.00.1.1 1 B
tor_crfsi7 EATL - AppKey
LY e
SST B 2020/01/20 1. P
R

9. EABEXHIER.
a. EEMNSHCEE “MEREE" , PEREALAN “BAMER" .

b. EERAHIERERNERMN ‘BEXHER" RET, EECIRTFNEE N IERE:S
“MysqglConnector” , AFEE “T—27 ,

¢ TERHPREHEFIVERESR, EELOEFIZERZSETRI— X, 7
BIERZRRE X AEIRFRAXER .

10. LAEENXERRIEAREG, MySQUEABRmABIBIEERES .
SEQBBIESEMESS (BBESS ) ENRRE E YRR BRGMySQLEHE
R, FEZRERES. REIETES, ALERREEXAIEIERTRIEE,
ERBEIMYSQLEURTRRIRH .
(1] 83

WITESE, FDISRIERE X EELAE X AGEEHEIE ( http://127.0.0.1:19091/mysql )
FIEEERBENEUE, IEEONNEE /reader, BEOMNGE/writer,

1.4 BEXEREEREFF &M ( SEIHES )

1B(Eps
STFENEIEER, HaiEENIEESATITEEEN, REYEEFENA T
BN . REDLIMQSEURIREE NG ITH A, =~HERIavaiEE#177F %, Demo
£rE&ERealtimeConnector.rar,

BUtESRE

o HEREAF1.8MIALIRAIDKAILINnUXPRSSEE .
e Intelli) IDEARRASI: 2018.3.58LA_ERRZA, EclipsehkdsJ9: 3.6.08LA_EARA

e jEi¥Demo
( sha256:34c9bc8d99ebaded193603019ce2b69afa3ed760a452231ece3c89fd7
dd74da1 ) $£BXRealtimeConnector.rarfd .

o  HAFREREMQSEANERRITPSAEERIT6000/s,
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MASHIEERTFE
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BIFSR

1. BUESpringBoott&tRTHZ, EMains5 & EEIRISERTSIBIRATEEE, XA
IEFEAMQS SDKAEFEIMQSH

BULED:

@SpringBootApplication
public class RealtimeConnectorApplication {
private static final Logger LOGGER = LoggerFactory.getLogger(RealtimeConnectorApplication.class);

public static void main(String[] args) throws MQClientException {
DefaultMQPushConsumer rocketMQConsumer = createRocketMQConsumer();
MgsProducer mgsProducer = new MqgsProducer();
MessagelListenerConcurrently rocketmgMessagelListener = new MessageListenerConcurrently() {
@Override
public ConsumeConcurrentlyStatus consumeMessage(List<MessageExt> messagelList,
ConsumeConcurrentlyContext context) {
for (MessageExt message : messagelList) {
String jsonString = convertMessageToJsonString(message);
[MHEISONIERHIEIRS EIMQS, mqs-topic ATEMQSHBIIEEAITopic, [FEEFDUESSIHZRIL
Topic
mgsProducer.produce("mgs-topic”, jsonString);
}
LOGGER.info("Success to process {} data", messagelList.size());
|ARCIZEE EE WA INEER
return ConsumeConcurrentlyStatus. CONSUME_SUCCESS;
}
b
[ERREIESCI 23R40 A Rocket MQEER[EISRATIH R
rocketMQConsumer.registerMessageListener(rocketmgMessageListener);
//IB5hRocketMQAYHZ&
rocketMQConsumer.start();

}

private static DefaultMQPushConsumer createRocketMQConsumer() throws MQClientException {
/1B RocketMQIEZERE , TBIEES LN HZEEZIR
DefaultMQPushConsumer consumer = new DefaultMQPushConsumer("myCompanyGroup");
/)& & NameServerfitbtit, 1SES LRI
consumer.setNamesrvAddr("localhost:9876");
[ATE—EE 2N Topic, LIRTagRiTEZEZEEHEER
consumer.subscribe("RocketMQTopic", "*");
return consumer;

}

* f§RocketMQIZERHRATH SRR SONIS RO /TER , SRS TRIERoCketMQIIE B PO ZSREE
m

* @param messageExt

* @return

*/

private static String convertMessageToJsonString(MessageExt messageExt) {
JSONObject jsonObject = new JSONODbiject();
jsonObject.put("id", 1);

non

jsonObject.put("name", "zhangsan");
return jsonObject.to)SONString();
}
}

2. FREFRTFHTIATEGS, FITHINESERealtimeConnector\targetBR 4
BkrlizfTjar®, #HliNRealtimeConnector-1.0-SNAPSHOT jar,

# mvn package

3. @I LinuxafWindowsig 4 piAYjar RealtimeConnector-1.0-SNAPSHOT jar_E{&
FIEEBIDKIMERNAFIRSEE L, BUTLATw$SIE1TEIE],
# java -jar RealtimeConnector-1.0-SNAPSHOT.jar &
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4. LIMQSHUEIRIEAIRIR, MySQLIEABRRAGICIEZSLAHES .
SEQREIRERIES (BBES ) ENRIKEMQSEIEIRIBininMySQLEE
R, FEIESLRMESS . SeRifRiEiTESS, JLMERIRMQSEIERTAIEE, T
EIMySQLEHRIRAIZRH
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2 IS EERTT A5

FrAER

APIEFIIAIEFTA ( APPIAILE )
APLRFIANEFA (IAMIAILE )
BEXFiRFALR ( REEH )
BEMERAL (#iEER)
[EiHRES S ZRITTR

2.1 FA&iAR

2.1.1 FRin=

7=iRAH
ROMA ConnectBiIBRSBEMFES RIUTI N AAIGS:

o APHARAIIHRE.: WSBESREARIRSERAPICHIAIAPIES, HAPIBSIAIERT
FAPPINIEERIAMIAE, NEEEWSZSEMHTRERIAMERNFFA, HAAPIEKT

7]”1)\1«IE{|:| S o

- APPWIE( BLZINIE) : ABMIERROMA Connecti2HAISDK, IFAPIERK
HITERAIE,

- IAMIAIE ( TokeniAilE ) : EBMIASAE=RSFER0IAIEToken, AFIEIA
IUEToken¥&EmEIAPHEKRS

- IAMIAIE ( AK/SKIAIE ) : JEARMIERROMA Connecti2AISDK, IFAPIS
KRFITERNIE,

o HENEWRAR: AFEERRSEMAPICHEE X GEintIEREEiHmEIES
imhd, R R A EHEEITIEONREA .

- RHERN: CIERHEIRIFEERSREHA, HITREINEEH A, ROMA
ConnectiZ2t TR JavaX EHUE A EIZFERA.

-  HERER: CIRFIERIRNEREESNITIED, BTHEEREITERFE.
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o FiRREZSRETFAE: BAPIZEROMA Connect F4BET&Z248, MROMA
ConnectEiZAPINEIRIRSS X B KITSEFHNAISZEE . 1ZAPINEIHRIRSS
FEELEFFROMA Connecti2HAYSDK, HIHERPPISZESEHITIRIG

2.1.2 FEE

APLERINEFFAESK
o FAETEMRAER:

Intelli) IDEA: 2018.3.585LA EARA .
Eclipse: 3.6.08%LA EARZAN o
Visual Studio: 2019 version 16.8.4afLA_EhRAN

o FRESMEREFER:

Java: 1.8.1118kLA_ERRASAIJava Development Kit,
Go: 114K LA EIRARIGoRES

Python: 2.78%3 XiRASHIPython&ietd
JavaScript: 15.10.0%LA_EARAHINodejsZ 28 .
PHP: 8.0.3%LA EMRASHIPHPZR X,

Android: 4.1.2% LA ERRZAAJANdroid Studio,

o NIYESEARAZESR: Chrome 89.085LA_FARAS .
o SDKERPRH:

BEXEiRFAZER

{FFASDKITAPHERZEZRT, NI Bodyifk 1 2MELATFRIIERIFITES .

KRIEAPIERKET, SDKEEHRIRTEEFHTTPAIX-Sdk-Datesk, BEEZEE
BFAuthorizationsk , EZRE—MERNNEREREERY, BITEITR .

ROMA Connectf 7 #23iX-Sdk-DatefRHIEHS b, ERIIZATIENE S
FIERIATIEE, GNRASEZEBE155%, ROMA ConnectHEAIER .
It, EPHEEEAMENTPIRSSBNIEREE, BieiEREELX-Sdk-
DatefI{EHIIBKIRE .

o REBRARER:

{SZ45{FER)avaScriptfm SR, JavaScriptddiz{TRFd)ava Nashorngdiz1T
tEE, ZIHFECMAScript Edition 513138 .

R SRS IR AN KN K J932KB

o HiERIRITRER:

SRR RPTEDEMREEIRERA, EiEToffsetFIlimitS#i#T
SN, BREENNEEAASEIONERN . ERABRMT:

select * from table01 limit '${limit}' offset ${offset}

Hrpoffsetfllimit2#keyEEimiRSS1EKAIHeaders. ParameterszyBody
&g,

FEVGTRERS TUER, FRD ITHRINZFF20005%LIREHERIS T,
IR RS IFHIPITIER AR KHI32KB,

MAERRAS 04 (2025-03-25)
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[EimARSS SRR TR TR

FETERAFEK:

- Intelli) IDEA: 2018.3.58( A ERRAN,

- Eclipse: 3.6.08(LA EhRZAS,

- Visual Studio: 2019 version 16.8.48¢LA_ERRZAS
HRESHMERAER:

- Java: 1.8.1118LA EkRAAIIava Development Kit,
- Python: 2.78(3 XiRAHIPythonZZEE
SDK(fEFIPRH -

- Java SDK{¥zz#FfhmacfbasicE BRI FImARS &2 o
- Python SDK{Xz#FhmackBIGRIRIRS B3 .

- C# SDK{XZZ#EFhmacEZ BN EiRRSEE.

2.2 APLERIMEFA ( APPAME)

2.2.1 FRES

SREX API ROTERIER

SREYAPIRIE RIS R

|BRRSRE: 7EROMA ConnectSEfSHIQiEE “IRSER APIC > APIEBIE” |, &
“APIFIXR" REHTFRENAPIRY “t5Z” . “iBEkAiE” 1 “iE5KBR” . B
APIIZIRHENAPIEIBRE, £ “AREE” X T, FKEXAPIRY “iEkiMY” 1
“NBENX”

FTARAME: EROMA ConnectSLlizHI &% “BRSSEERL APIC > APIFIE” |, 7
TUEHEIRENAPIRY “I52 " . “iBXRAE" 1 “IBEKIER” . BHEAPINERH
NAPIEIERE, £ “APizfT” RET, FXEVAPIFY “iERIMY” , 7£ “Biimic
B Fakl “ASEX” .

SRENAPIFIAIE S B

|BERSRE: APPIAIE ( SZINIE ) EXTAPISRKETINZSZAt, EEAZIAPIFT
1S EERL N FRIKeyFSecret ( 2Z FimAYAppKeyFlAppSecret )

AR
o Key/AppKey: APPIFEZSAID, SFABIHIRIZBXBANEE—FRRRF; H2255IDFIFA
BihOEE—EER, NERKETINESE.
e Secret/AppSecret: 5iF0ZRIDESFERIIER, MNEKBTMESES, ATIRRAE
B, FHBELEERBIER
- IRENEERKRFAERYKeyFSecret:
FEROMA ConnectiZHI&1EsE “SERMMNA" , TEEMMNBYIFRPEEAPIFTE
WER R ABRIEIR, HNERMBIFERE, £ “‘EXNMEE” PIREERN
FAaYKeyF0Secret,
- FRENEPimAYAppKeyFNAppSecret:
FEROMA ConnectiZHI&1EIE “RSSER APIC > APIER” , & “EFimbc
B’ TEPPELEAPIMEEFHRIETR, SAEFHFERE, KNE ik
AAppKeyFAppSecret,,
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HEEFTARIMR

HARSRME: APPIAIE ( BZINE ) FEXAPISKFEHTINZ L ZAt, EEMFIAPIET
ERUETERYKeyFSecret o

EROMA ConnectsSLEHIGEIR “IRSBER APIC > FIESR” |, £ “SiEE
B RETETAPIFHENERNZIR, SNSIEFERE, KEUEREIKeyF]

Secret,

TEFAATER

BRIEFERIESEFEEESNAATIE,

- Z¥2018.3.5m LU EERARIntelli) IDEA, ZEMIEEIntelli) IDEAE S ML
T

- Z&H2019 version 16.8.4% A EIRASAYVisual Studio, ZEEEIFEZEVisual
StudioE MU .

TEFARESNE

- Java: Z#E1.8.1118LL ERRAAY)ava Development Kit, ZZEEiEZ=Oracle

ES FHRME T,

Go: 114K EIRARNGoRES, ZEEIEEGOES FEITE M.

Python: Z%£2.75§3 XhRAHIPythonZ i, LIEEIEEPYthonES TEIR

[N

- JavaScript: &%15.10.0% A EARAAINodejset, LRBIEZENodejsE
FETE NG

- PHP: %%£8.0.3%LALIRARIPHPZ S, REBIBEEPHPES FEIREA T
Ho

- Android: Z3£4.1.2% LA EARABIANdroid Studio, ZL2EEiEFEZEAndroid
StudioEH ML T~ .

2.2.2 APP I AIETERIE

APP I\IERTE

MNERGEIER .
BFRIERBERABEZBSAPICEEOERIMNAESR, WREFIRESR. APICE
SINERERNERAT—H.

FRAEIERINIEME SR EEFTE.

{FERAK/SKIFEFHEITEREE.
BERNSZERERNSEKEELRINEIHTTPIE RS, EEATHFHFRSH
HINEHTTPIER P,

APICIRENEKRS, #iT1~3, ITERA.

K3hRYERRRIR B S5 ERRIZAHITILR, INREBLE, WLEEK, &
VUIEES1SL =D 8

[MARY:E

APPEZ{N & #Body(R 12ME LA FRIERESZ .
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MRASHIEERTFE
FkisE 2 RSB EMFT RIS

LI 1: WISHBIEK

EFRAPPLHITERSINE, BARENCERAR, AEBHITER . BFiRS
APICEERTEERNERAE, ATLARGRE—HTTPIERAIBIGIRSEERNERER,
MMZERBE 15 o

HTTPIERAGE AN T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

BT LA N RBIRIZ AR RATIEL B o
BRIRIFIIERA T :

GET https://30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: 30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
X-Sdk-Date: 20180330T123600Z

1. H¥9EHTTPIER7%E ( HTTPRequestMethod ) , LURITIFLER,
HTTPiEK A%, WIGET. PUT. POSTZ, i&KAERA:

GET
2. NINPEEURIZEL ( CanonicalURl) , LURITRER,
BX:
FBURI, ENBEREERRR, RURIBBITIRZRERSHIURIZRD
B

FR#ERFC 39864mE(LURIFRIR, BBIRATIARTIMENTIRIZEESY, BEHENIBHYR
FURIZRIB, SNIRURIEBEFEARLL “/7 FER, WERSRHM “/7

2451 :

REIRRYURI: /appl, WATHISEAYURIZRED S :

GET
/app1/

(11 e
ITEEZRT, URIBGIL “/7 ER. RiZBRE, aIURLL ¢/ £R.
3. FINEBEIID=FRE ( CanonicalQueryString ) , LUGITRIER
BN :
BERFMGE, EESH. MRKEEASH, WATERSH, BIEEIEX
HEBT.
B
M eEIFFEEEREUTEK:
- REUTHRUNES N SHBFEHITURIZRS:

" {B5Z0XIRFC 39867 M AN OIIFTRBZrHHI1TURIZRS, XEFHFEIE:
A‘Z\ a'Z\ 0_9\ NN -*DNO

" (ERWXYMIFREIFBEFAHITE O RS, ERXAY Nl HF R
(0-9F0A-F) o g, Z=RMFRFLIREDI%20, T RUTF-8FFFLIR
KF “%XY%ZA%BC” 18X,
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- XTFBNSE, B “ URIRERIZSHE = URIFIEBAIZHE - IIR2H
SHE, WUEFHFERE, EREE “=7
BRILATEBERNESH, EPEZNSHparm2iIERZE.
parm1=valuel&parm2=

-  EREBEFHFBUARIRENSHEETHIRE. 6110, UXEFEFLNSEH
ZHELUNESFBOALNSHE Zh.

- LHFENE—SHEE, HEEERF/HE.

3

THPEERIAESE: a. b

GET

/app1/
a=1&b=2

IIMLEESE Sk ( CanonicalHeaders ) , LURTRIZER .

B

WSEEESL, EMBERERLIIR ., SIESZERTIFAEHTTPEESLSIE., BE
S REIEX-Sdk-Date, FAFIRIGEEZATE], HE=9ISO8601FREAIUTCRTEIRE
=: YYYYMMDDTHHMMSSZ . 1R API% % ZIJERELEASEIMERT, EERINAE
MHIEZTR

N
= FindUE R AR E SRS EEELE, BEIEIEESLX-Sdk-DatefY(EH
PR KIRZE .
ROMA Connectff 7 #5538 X-Sdk-DateflIFEIHE I, EERIIZAT BB SIES
RAYATEIZE, WNRATEIZEBIZ 159, ROMA ConnectiSE4EIEK .

B

CanonicalHeadersHHZ MEKEELILE4HRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., Ef8/MNMEKEEL

( CanonicalHeadersEntry ) B9#&5,5Lowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

(11 588

o LowercaseR NGB EMEEIEN/NSERAVRE
o TrimalEZZRIIBRERIEHIZ REIEHIREL
o EE—NMEKEELBSIET —METR . BB+ CanonicalHeadersEBEHH
W7, EbEHR—1NET,
2545
GET
/app1/
a=1&b=2
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z
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k|

MEHEAFEREUTER:

o RHEELBMERNNEEN, AHREIS=EINERTSE.
o IREFHRIEIEELZRETHEHRF .

I EEISSyoR
Host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b c \n

X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n

*)blalﬁ %\%?ﬂ .

content-type:application/json;charset=utf8\n
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c¢"\n

x-sdk-date:20180330T123600Z\n

FINETFEZREELAR (SignedHeaders ) , LURITRE

B

BFEAEKERLTIE, BERMNLEEL, [APICEMIERPHLEEL
REZIREN—E, LRERIESRITAPICHLAZRSHILEEL . X-Sdk-date
WIRERERZHTERL,

B

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ n.n + -

’

EEZEELFEREUTEK: BEEFEELZTRERNNER, 1%
BEAREEESLHTHR, FER “7 XoRSNEEL,
Lowercaseiﬂ%ﬁﬁﬁ?—fﬂ?ﬁjﬂd\'—ﬁ%?o

2461

UTERIEMNHEELS58Z: host, x-sdk-date
GET

/app1/

a=1&b=2

host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z

host;x-sdk-date

SEFASHA 256187 BEIAEFHTTPELHTTPSIEKIEX FAgbodydk
( RequestPayload ) , SIZEEFHE.

B

BKREEW . HRAFEMMEER: HexEncode(Hash(RequestPayload)), H

EPHash%H_TEEEﬁ%ﬁEE'\J@ﬁ, SRIZHFSHA-2568% . HexEncodeZRRLAM
FER RO ZERIBase-165mIZRIEREL . 5140, HexEncode("m") REHES

E “6d” A2 “6D” , MANS— I PFHHERRAWNT7EHFER

(1 B8
& RequestPayloadfINaZ{ERT, XHF “RequestPayload==null” HIIFE, BHiEERTE
FFER"RITE,

2441

RBIAGETHIE, bodyfk =, ARt ERTbody ( ZFHFE ) T
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GET

/app1/

a=1&b=2
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XEIEFRONLEIERFTIREIE, BEiXS5XIRequestPayloadlaFw M IEAYEEE
E. EERFLEIEEROALVNE - NiEFIZFEERER.
&i%{HXF8: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
ZI IR HR A IERIHLEIE KRB :
aa521bbe74d13cd8cf536c1a03a5dd85d1934179d33d47110b528eae8b7251e1

LR 2: SIEFEFMH

MHTTPIBRHTHEEHEGSERNIERER, BESERE X, T2 E—RHNEF
BEFHR
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

AR SENREIN T .
e Algorithm

BEEE. XFSHA 256, EiEHSDK-HMAC-SHA256,
e RequestDateTime

ERATEIRL . SIERIEELX-Sdk-DatefIEMER, &K
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
S EHELIENITEIERK
ERBIFSEINGFEF /RN

SDK-HMAC-SHA256
20180330T123600Z
aab21bbe74d13cd8cf536c1a03a5dd85d1934179d33d47110b528eae8b7251e1

LR’ 3: HEER

JEAPP secretiIBIRAIFSFRHBMENMBIRFRYAVBA , HHEEE, BTHGIERE
2l AVl A

{AfCRBENT

signature = HexEncode (HMAC(APP secret, string to sign))

HAHMAGEZBIEXMINEFIZE, HexEncodelgie+7 it . ARXIBFSE0HIAM
R2-1FR.

% 2-1 SHLHA

SHBR SERRF
APP secret ERZH

STREFRA 04 (2025-03-25) IR © ERRBRABRAT 19
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SHEMW SHRE
string to sign BIRASFEF RS

BIRAPP secret512345678-1234-1234-1234-123456781234, Mi+&EEFIAY
signatureg:

121c2501e8951ff7d5574423939b%acaa283e55a27c0107d767bb0d68b5ffcab

LR 4: RINEBRERENERL

FiHEEEE, BEeaiglAuthorizationBIHTTPEESL . Authorizationjg2LKkE
BEEEZEEF, TERTFEMIUIE,

RHBENT:

Authorization headerfl& {583 :
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FETENRE EZSACcessZAIIZAIES, {BRESignedHeaders5SignatureZBIFHE
ERESIEH.

CEl SIS YR

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=121c2501e8951ff7d5574423939b9%acaa283e55a27c0107d767bb0d68b5ffcab

BSRIERHEELE, BEENMEFEHTTPIERNEF, ERISHRIXLBAPIC, HAPIC
STEREDINE. BMANEETRE, &ERT REGEFIRRSSH TSR

2.2.3 Java SDK {sEFiiiA8

Brn=

{E)avaiE S HAAPPINIERIAPIRY, SFEESIRENSDK, AEHEIRERSANTIRE,
BRESZERBAPIRGIERAPI,

2-1 FRRE
it =]

\d
IREYSDK

! !

ERAPI

Y

=Ed

STREFRA 04 (2025-03-25) IR © ERRBRABRAT 20
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BIHRERH
o CERENAPIRSEAREER, BEREESIARES.
o ETEAATIBWavaFkiESHE, BREESIHARES.
¥XEY SDK
|BMRSRE: EFRROMA ConnectSLflf=HlE, £ “IRSSEER APIC > APIER” AY
“SDK” W& TEHSDK,
FhRFE: BERROMA ConnectsEfliZHIE, 7 “BRSSER APIC > EREE” Y
“SDKs” TR&EHTE;SDK,
RIEEEREMRWNT:
B jizhil:
libs\ SDK{KE#fZE
libs\java-sdk-core-x.x.xjar | SDK&,
src\com\apig\sdk\demo (FERSDKEZIBRIHULES
\Main.java
src\com\apig\sdk\demo
\OkHttpDemo.java
src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a
classpath JavaT2RcE X%
.project
SANIRE

1. §TFFintelli) IDEA, FESRBPIERE “Import Project” o
34 “Select File or Directory to Import” IHEHE,
2. 1EEEAINEIERIEERERISDKERE, BE “OK”

MAERRAS 04 (2025-03-25)
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3.

Select File or Directory to Import

Select directory with existing sources,

Eclipse project (.project]) or classpath (.classpath] file,
Maven project file (pom.xml),

End/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],

Flash Builder project file (. project, *.fxp, *.fxpl).

L= s S @
Dr\javahApiGateway-java-sdk-3.1.1
> By Ca
w Lt
ApiGateway-java-sdk-3.1.1
’ libs
> src
= classpath
S .project
= changelog

| ApiGateway-java-sdk-3.1.1.zip

Crag and drop a file into the space above to guickly locate it in the tree

>

Hide path
L

Cancel

“Import project from external model” #%#E “Eclipse” , B “Next” , #HA
T—RERFEONEERTE “Next” , EHE “Please select project SDK” TH

SASPRZAS 04 (2025-03-25)
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2-2 Import Project

mport Project X

(O Create project from existing sources
® Import project from external model

B Flash Builder
™ Gradle
M Maven

Cancel Help

4. BTE “Finish” , B TIES N,

STRERR 04 (2025-03-25) RS © ERRTBRABIRAD 23
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2-3 Finish

B import Project

+ -
1.8

-

Please select project SDK.
This SDK will be used by default by all project modules.

MName: 1.8

JDK home path: | C:\Program Files\Java\jdk1.8.0_191

J Classpath | Sourcepath |Annotatior15 | Documentation Paths

:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:

C:\Program Files\Java\jdk1.8.0_191\jre\lib\charsets,jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\deploy.jar

C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\access-bridge-64.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\cldrdata.jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\dnsns.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jaccess jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jfxrtjar

C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\localedata. jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\nashornjar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunec,jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\sunjce_provider.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunmscapi.jar
C:\Program Files\Javayjdk1.8.0_191\jre\lib\ext\sunpkes11,jar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\zipfs.jar
C:\Program Files\Java\jdk1.8.0_191jre\libyjavaws.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\jce jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\jfr jar

C:\Program Files'Javaljdk1.8.0_191\jre\libyjfxswtjar

C:\Program Files\Java\jdk1.8.0_191\jre\libYjsse jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\management-agent.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\plugin jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\resources.jar

Previous II Cancel

Help

5 RS ANE, BREWINTE.

SASPRZAS 04 (2025-03-25)

WRIERE © LEARITERARERAF

24



MASHIEERTFE
FRisEE

2 RS &M RIS

FE T

1.

2-4 BREM

W

?

Project = D = T —

»ApiGateway-java-sdk-3.1.1 [java-sdk-demo] D:\ja
> idea
> libs

b src

com.apig.sdk.demao

&' LargeFileUploadDemo
£ Main

&' OkHttpDemo

&' WebSocketDemo
«classpath
.project

Ay

= changelog

miava-sdk-demao.iml

|l External Libraries

0 Scratches and Consales

FTFFIntelli) IDEA, 7ESZERFZIESE “Create New Project” ,

s “New Project” XHiEHE,

2.

SASPRZAS 04 (2025-03-25)
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2-5 New Project

Mew Praject

Java Enterprise

. JBoss

J2ME

M Clouds
Spring

= Java FX

Android
Intelli) Platform Plugin

' Spring Initializr
M Maven
Gradle

S Groovy
Grails

Application Forge

Static Web
E Flash

K Kotlin

& Empty Project

| EET . o (=5 ][ New..

Additional Libraries and Frameworks:

JBoss
16 Arquillian JUnit
[ Arquillian TestNG
D[I‘-:]JBoss Droaols
I&Java EE
~ [z Web Application
1% Struts
] % Struts 2
0% WebServices
[J«® CDI: Contexts and Dependency Injection
[ Thymeleaf
[J4# IE Conditional Comments support
[+ Java 8 Time API compatibility
]+ Spring 3 integration

[T14 Sarinn 4 intenration

Cancel Help

3. RSBUAEESEE “Next” , HANT—R, BENX “Project name”

ETEREABZR “Project location” o

, FHisEel

SASPRZAS 04 (2025-03-25)
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2-6 FETIE

MNew Praject *

Project name: |java-5d|-c-demo

Project location: | Dt\java

F More Settings

Previous Cancel Help

S ANJava SDKRY “jar” X4,
a. % “File > Project Structure” , 34 “Project Structure” IHEFIE.
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b. 7 “Project Structure” XNEIEFIEE “Libraries > + >Java” , REGEEH

C.

2-7 E\ jar ik
java-sdk-demo [Dd\java] - Intelli) IDEA

@Edit View MNavigate Code Analyze Refactor Build|
MNew »
= Cpen...
Open URL..
Open Recent }

Close Project
& Settings... Cirl+Al+5S
B Project Structure... Ctrl +Alt+Shift+5
Other Settings ;

Import Settings...

L]
3

Cal
[a]

Export Settings...

Q
)
+

Settings Repository...

Sync Settings to JetBrains Account...
Export Project to Eclipse...

Export to Zip File...

Save All Ctrl+5
Synchronize Ctrl+Alt+Y
Invalidate Caches / Restart...

Export to HTML...

Print...

Add to Favorites ;

¢ o

File Encoding

Remowve BOM

Associate with File Type.. y root
Line Separators »

Make Directory Read-only
Power Save Mode

Exit

“Select Library Files” XHEHE .
EESDKFEBR R “\libs” BERTHREBLL “jar” BRI, BE

“ Ok” R

SASPRZAS 04 (2025-03-25)
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2-8 j%&4% jar X4

# 3

»

W OW W W

Select Li

Select files or directories in which library classes, sources, documentation or native libraries are located

D\java1\ApiGateway-java-sdk-3.1.1\libs\commons-codec-1.11 jar X

>

rary Files

. X S Hide path

+

ApiGateway-java-sdk-3.1.1

hd libs

~ commons-codec-1.11.jar
commons-logging-1.2.jar
httpclient-4.5.7 jar
httpcore-4.4.11 jar

joda-time-2.10 jar
okhttp-3.14.2,jar
okio-1.17.2 jar

WOW W W W W W W

-
-
-
- java-sdk-core-3.1.1jar
-
-
-

src
src
untitled
untitled1
untitled2

| ApiGateway-java-sdk-3.1.1.zip
Drag and drop a file into the space above to quickly locate it in the tree

=

EELERIEENTZ, BE “ok” .

SASPRZAS 04 (2025-03-25)
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2-9 IXIFETHE

Choose Maodules >

Library ‘'commons-codec-1.11" will be added to the selected modules.

java-sdk-demo

[ ok | cancel

e. EHEjarXHERRAIETR, 8E “Apply > OK”
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2-10 jar XHBR

Project Structure
& + - @ Name: | commons-codec-1.11 1
’ . 1l dec-1.11
Project Scttings
Project t h b -
il “ 4 Classes
1 DAjavaT\ApiGateway-java-sdk-3.1.1\ibs\commons-codec-1.11 jar
p— 1 D\javaT\ApiGateway-java-sdk-3.1.1\ibs\commons-logging-12jar
i 1 DAjava T\ApiGateway-java-sdk-3.1.1\libs\httpclient-4.5.7 jar
—— ] DAjaval\ApiGateway-java-sdk-3.1.1\libs\httpcore-4.4.11jar
S el ] DA\javal\ApiGateway-java-sdk-3.1.1\libs\java-sdk-core-3.1.1 jar
e | Di\javal\ApiGateway-java-sdk-3.1.1\libs\joda-time-2.10 jar
Global Libraries | D:\javal\ApiGateway-java-sdk-3.1.1\libs\okhttp-3.14.2 jar
4 DAjavaT\ApiGateway-java-sdk-3.1.1\ibs\okio-1.17.2jar
Problems
3
) Cancel || _Agely ||

SSRkjarsiES N,

SNEEREWINTE,

SASPRZAS 04 (2025-03-25)
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2-11 BRER
=java
IS Project = B = O —
-E' [ java [java-sdk-deme] 00 oo
= > idea
|
src

> untitled

miava-sdk-demo.iml
~ ||l External Libraries

> B <18 > C\Program Files\Java\jdk1.8.0 191

w [icommons-codec-1.11
> [ commens-codec-1.11jar library root
> [ commons-logging-1.2jar library root
> H httpclient-4.5.7 jar library root
> H httpcore-4.4.11jar library roct
> [ljava-sdk-core-3.1.1jar library root
> [ljoda-time-2.10jar library root
> H okhttp-3.14.2ar library root
> Eokio-1.17.2jar library root

o >cratches and Consoles

#h5E “Package” K “Main” {4,
a. &R “src” , BEEIAGHE, 1EE “New > Package” ,

2-12 i Package

!jua'.l % Cut Cirl+x | IE chrtlin File/Class
Extern B Copy cil+c E File

=P Copy Path Ctrl+Shift+

i co Copy Reference Ctrl+Alt+Shift+ :

> B O Paste Ctrl+V | == FXh-:L F"el "

= Scratch File Ctrl+Alt+Shift+Insert

b. £ “Name” FigA “com.apig.sdk.demo” ,

2-13 i8E Package HIZFR

Mew Package

] Enter new package name:

| com.apig.sdk.demol

c. B “OK” , 58Rk “Package” HIBIE.

XH5ERA 04 (2025-03-25) IRIERE © EATITERARGIRAT
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#E#E “com.apig.sdk.demo” , BBEHRIRGHEE,

i%E3E “New > Java Class”

£ “Name” #fgIAN “Main” B “OK” , 58pk “Main” &6,

2-14 #h#E Class

Java Class

’ Iunlltled b ot ctrl+x | x Kotlin File/Class
!Java-sdk- = S Rl
+ 18 Copy Ctrl+C | =
i Il External Libr © . .
N ia Cepy Path Cirl+Shig+c | = Scratch File Ctrl+Alt+Shift+Insert

Fc&Class,
Sl E, FF “Main” X4,

700 “public static void main(String[]

1

package com apig sdk. demo;

Mo L

public static void main (String[] avgs) {1}

args)” .
2-15 iR & Class AYACE
g Project = B = @ —  @Mainjava
E—l v [gjava [java-sdk-demo] D:\java
i > idea
I~ - src _ > bl
=rprg-sdir.demo 2 p
> ' 5
mjava-sdk-demo.iml
v Il External Libraries
> Mm <18 > C\Program Files\Java\jdk1.8.0_191
v [jlicommons-codec-1.11
> || commons-codec-1.11jar library root
» || commons-logging-1.2jar library root
> [ httpclient-4.5.7 jar library
» [l httpcore-4.4.11 jar library roo
> [ljava-sdk-core-3.1.1jar lib
> [ljoda-time-2.10ar libra
> [ okhttp-3.14.2ar library ro
> Eokio-1.17.2jar library root
0 Scratches and Consoles
Run: Main
> “C:\Program Files\Java\ jdkl. 8 0_191\bin) java. exe” ...
Process finished with exit code 0
I

6. SeRkIiztlEfE, REEREWIT.

SASPRZS 04 (2025-03-25)
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iEF3 API =41

2-16 FrE TiERIBEREHE

v [gjava [java-sdk-demo]

3 Jddea
w 5rC
b com.apig.sdk.demo
£ Main
> untitled
mjava-sdk-demo.iml
~ ||l External Libraries
» [Z=18-=

~ [commons-codec-1.11
commons-codec-1.11.jar
commons-logging-1.2.jar
httpclient-4.5.7 jar
httpcore-4.4.11 jar
java-sdk-core-3.1.1jar
joda-time-2.10,jar
okhttp-3.14.2,jar
okio-1.17.2jar

o Scratches and Consoles

>
¥
b
¥
?
b
?
>

“Mainjava” T EEZER, BREXLRERSEEBAPIRAIEBARRERE,

(MR

o RPERATHIARIBAIAPI

o BEEEAPICHEEREFIGBTEIZMAH— AP, HLUEEMockiE,
o REIAPIRYEIRIIFTHEAIHTTPERSS , Ltb/EimIRE—1 “200” I@RAZA: “Congratulations,

sdk demo is running” JHEIK,

£ “Mainjava” FIOANLATSIA,

import java.io.lOException;
import javax.net.ssl.SSLContext;

import org.apache.http.Header;
import org.apache.http.HttpEntity;
import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.conn.ssl.AllowAllHostnameVerifier;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContexts;

import org.apache.http.conn.ssl.TrustSelfSignedStrategy;
import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.impl.client.HttpClients;
import org.apache.http.util.EntityUtils;

import com.cloud.apigateway.sdk.utils.Client;
import com.cloud.apigateway.sdk.utils.Request;

MAERRAS 04 (2025-03-25)
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Bli#Erequest, SREPFERINTSH, SHETSZIRNAPIRERERIX
'8

- Key: APIFFZIUERRIKey ., RIELIFERES,
- Secret: APIEIZREIEAISecret, RIESLIRERIES.,
(MERIY:]
INEERIAKFISKIRRIBEI P EF X FiEE B R ANZE NG, ENEEE
NS EMETETENEN, FRINER, BREE; NREILIAKFISKIREER
BETEFAM, BITARABNELEAMNKETEERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK.,
- Method: 1BEXRHGE. RIBAPIELIRERIES, R~HUCESER “POST” £
=217

- Url: i&KkAurl, X8 &QueryStringfzfragmentZpy . 1sREB15{FEHAPI
FRrERI DA ERIEE RTINS . ~EULHEER “http://
serviceEndpoint/java-sdk” {EJ9£45

- QueryStringParam: uriEESHAYEESD, RIBAPISEIRMERES . STFRIFRF
ER[0-92-zA-Z [;[1\-=~#%"&_+: "] o ~EULHBEER “name=value” {E/9%E
{5“0

- Header: 1E3KAILIT . RIBAPISCIRERIES, AS3FPFITHIZ, =~
LA3fERA “Content-Type:text/plain” {E/9#¥61 ., dNRAPIAFEIFERELEASE
WiERY, SEENBEXIMERTR, THUCIBER “x-
stage:publish_env_name” {EJ9t£61

- }3<Jde: IERAYIEN . HRIBAPISEIRERES, REMLIRER “demo” {EA%E
Bl o

=TI

Request request = new Request();
try

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in
the configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.

// Before running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

request.setKey(System.getenv("HUAWEICLOUD_SDK_AK"));

request.setSecret(System.getenv("HUAWEICLOUD_SDK_SK"));

request.setMethod("POST");

request.setUrl("http://serviceEndpoint/java-sdk");

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

//request.addHeader("x-stage", "publish_env_name"); //2NERAPI& % FIIERELEASEIR IS, FEZEEY
BARTRIEERE, BINEEXHIRMESRIR

request.setBody("demo");

} catch (Exception e)

{
e.printStackTrace();
return;
}
SHEKHITES, HEAPIHITENER,
HEFABENT
CloseableHttpClient client = null;
try
{

HttpRequestBase signedRequest = Client.sign(request);

[EERRGDERFEZ 15 EhttpsiERAIAPIEY, FEEVEXMITABEER, ARZESIEDR
v
// SSLContext sslContext = SSLContexts.custom().loadTrustMaterial(null, new
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TrustSelfSignedStrategy()).useTLS().build();
// SSLConnectionSocketFactory sslSocketFactory = new
SSLConnectionSocketFactory(sslContext, new AllowAllHostnameVerifier());

/& ERRSSERIFIEZ B ahttpsiERAYAPIRT, FEZEfEcustom () S0
“ setSSLSocketFactory(sslSocketFactory)” , FARZREIEHLG
client = HttpClients.custom().build();

HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{

System.out.println(h.getName() + ":" + h.getValue());

}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)

System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity,
"UTF-8"));
}

} catch (Exception e)
{

e.printStackTrace();
} finally
{

try

{

if (client !'= null)

client.close();

}
} catch (IOException e)

{
e.printStackTrace();

}
}
4. % “Mainjava” , PEBEIFGEE, EF “Run As > Java Application” , &1
TR,
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B 2-17 =T TR

. ’,E/java cdle-demo ; PUL AL s upag . Sun e wiin
> @) JRE System Library [jrel1.8.0_191] 4 //Import the external dependencies.
4 (B src 5

4 _H:\‘ com.apig.sdk.demo + import java.io.IOException;[]

» 0] LargeFileUploadDemo java 25 public class Main {

() M e
'm ol New b main(string[] args) {
g request.
> @ Referenc Open F3 = new Request();
: = libs Open With 4
= h I . equest parameters.
& changelg Open Type Hierarchy F4  npsecrect, Method and Url are required
Show In At+ShifteW » <oy ("B71fe245-9cF6-4d75-822d-c29945a1e0
secret("c6e52419-2278-4ch8-8bd4-ae7fdde
& Copy Ctrlec  Method("GET");

Url("https://3@830113-3657-4Tb6-avef-08
JuerystringParam("name”, "value"});
Paste Ctrl+y eader(“Content-Type", "text/plain™);
published in other gnys(except for Rel

52 Copy Qualified Name

¥ Delete Delete ddHeader|(|"x-stage”, “"publish_env_name™)
i o Jody( "demo™);
Remove from Context Ctrl+Alt+Shift+Down e) {
Build Path v KTrace(};
Source Alt+Shift+5 ¥
Refactor Alt+Shift+T »
ient client = null;
tsy  Import..
o E request.
oy | Bxport.. 3ase signedRequest = Client.sign(reques
h : signedRegquest.getAllHeaders()) {
References ' put.println(h.getName() + ":" + h.getva
Declarations 3
orintln("------------ "
¢  Refresh F5  request.

sslContext = S5iContexts.custom().loadt

Assign Working Sets.. onsocketFactory sslSocketFactory = new

v | T |1 Java Application Alt+Shift+X, J
Debug As »

Run Configurations...
AAllA s

5. 1f “Console” W&, BEI=TLEERE,

] 2-18 AR INERIREER

i#| Problems [l Declaration B Consale 2

=terminated= Main [Java Application] C\Program Files'Java\jrel.8.0_191\bin\javaw.exe
HTTP/1.1

Date:Tue, 19 Mar 2819 83:38:28 GMT

Content-Type:application/json

Transfer-Encoding:chunked

Connection:keep-alive

Server:api-gateway

X—Request—ld:944?323996f56668d8d312e3362cgeaq
Access-Control-Allow-Origin:®

kangratulatiuns, sdk demo is running

2.2.4 Go SDK {§FiiAA

B(Eiz=
(FFGOIESFHAPPINIERIAPIRY, BEBESIKENSDK, AEHETRE, ESEFH
APIT=EIEBAPI

ElE==S et
o EREAPIEMESR, BHESIFRES.
o DREFRIBNGOFRESHG, BHBESIFRES.
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e EfEIntell) IDEARRZREGOIEME, MNRKRTE, BIRBER2-19FR&E,

2-19 %4 Go flf

Settings
Qr

Appearance & Behavior
Keymap
Editor
Version Control
Euild, Execution, Deployment
Languages & Frameworks

Tools

¥REY SDK

Plugins

afee |3

Search Results (191)

Go
HE Languages

This plugin extends Intelli)

platform with Go-specific

coding as

ance and tool

GoToTabs

Navigation
The plugin adds menu actions
allowing you to go to a
specific tab. You can of.

08, 2015 £ 73K &5

Marketplace 2 Installed

Es
Updates (0) n Reset
Go Template
HE Languages
Support for Go template
engine
(httpsif/golang.org/pkg/text/t
& , 2019 & 59.1K w47
Go To Project
Navigation
Enables opening project
eed search
11 T3
Cancel Apply

|[BIRFRE: ERROMA ConnectsLAliEHIE, 7£ “IRSZERL APIC > APIER” B9

“SDK” EHTHSDK,

¥RRE: ZEFROMA ConnectsSLfiliEHlE, 7 “IRSZER APIC > EIRERE” /Y

“SDKs” TRZEHRTESDK,
RESEREMEWNT:

2R 15288
core\escape.go SDK{HS
core\signer.go

demo.go ~ECES

WETRE

1. FJFFintelli) IDEA, iEIFZEE “File > New > Project” .
B “New Project” YHEIE, EE “Go” , B “Next” o

MAERRAS 04 (2025-03-25)
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2-20 New Project
MNew Project @

u Java
Java Enterprise
'. JBoss
il J2MmE
B Clouds
Spring
u Java FX
Android
Intelli) Platform Plugin

@ Spring Initializr
Maven

Gradle

6 Groovy
Grails

Application Forge

© Go Maodules (vgao)

Mo SDK=
[#] Index entire GOPATH (7

Additional Libraries and Frameworks:

[ 5. 5QL Support

Default Dialect:

2

Help

2. BE T, EREANEERIEEAEEEIISOKERE, BF “Finish” .

MAERRAS 04 (2025-03-25)
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2-21 EEFEFR SDK B82
MNew Project @

Project name: | go| |

Project location: | Diyjava'go

b More Settings

Previous Cancel Help
3. R IEelEfE, BREMUT.

2-22 FE TIZB R4S

> Jidea
v ApiGateway-go-sdk-

v core
© escape.go
“ signer.go
> go
b licenses

© demo.go

mgaiml

“demo.go” JoRBICES, IBHRIESEINERIENSHEER . BMULIRAES
ERAAPIRSI .

AR API 7={5l
1. EIREF3|Asdk (signergo) o

import "apig-sdk/go/core"
2. HEp—#RYSIgner, BIAAPIEFIEIE ERIKeyFSecret, RISEIRENAPIRIEMA
(EEIRE

s = core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the

STREFRA 04 (2025-03-25) IR © ERRBRABRAT 20
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configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Key: os.Getenv("HUAWEICLOUD_SDK_AK"),

Secret:0s.Getenv("HUAWEICLOUD_SDK_SK"),
}

3. HEp—#RIRequest, IEEES . J3iER. 1BEKurl. queryflbody, AJSEIREN
APIHIRFHE25RE .
r, _:= http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-

a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil.NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

4. [IERNNx-stagesk, ABRAMRER . BFE, FINFERESZAVE LS,

rHeaderAdd("x-stage", "RELEASE")
5. #TER, WITHRHESERRPIRINEBFERRIX-Sdk-DateskF1Authorization

L,
s.Sign(r)

6. AFERARFDEHFIEZHAhtpsiEsKAIAPIRY, EEZRIEPRREE, SUHHE
iz

client:=&http.Client{
Transport:&http.Transport{
TLSClientConfig:&tls.Config{InsecureSkipVerify:true},
%
}

7. iBiEAPI, BEIBDEER.
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

2.2.5 Python SDK {s&Fgi5EH

iR

{EFPYythoniE=IEHAPPINIERIAPIEY, BFEESIKENSDK, AEHETRR, =E5%E
ERAPIRGIEFEAPI

o CERXEAPINAREE, BREESIARES.
o ELREFATEMPythonFRIESINE, BERESIFRES.
PythonZ3E5eRkfE, Ea<iTHERpip&EEE “requests” &,

pip install requests

(AL
R pipZierequestsiBERERIEIR, 1B FEFHERPythondTIHIUE, HLkpip, AEE
WITLA Lap$ %k,

e Effintell] IDEARRZPythoniliff, MRKLZR, BRRE2-23IREE.

STREFRA 04 (2025-03-25) IR © ERRBRABRAT a1
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MRASHIEERTFE

F i 2 BRSSERF R ISR
[ 2-23 %% Python {4
Settings IE
Qr Plugins 2 Installed Updates o ]
Appearance & Behavior _ o
s
Editor Search Results (41)
[ eugine [ MicroPython
Version Control Languages Framework integration
Build, Execution, Deployment The Python plug-in provides Support for MicroPython
Languages & Frameworks smart edi:il‘Q for deg':ces in é.l;rd
Tools - 9 ;JJC . ir 4.9
Live Coding in Python python-typing-adder
Code tools Code toals
ets you run your Python README Using in E”U to infer
code as you type it. Dis |ﬁ pin P
variable v 1|ue mat]
0 Cancel
¥XHY SDK
|BIRFRE: BRROMA ConnectSClEHIE, £ “BRSSEERL APIC > APIER” RY
“SDK” TREHTESDK,
FIRFE: ERROMA ConnectSEAlEHIG, £ “IRSSEERL APIC > FIRERE" 89
“SDKs” TR&EHTHSDK,
RIERBREMAT:
ZR 5iE8
apig_sdk\__init__.py SDK{LAS
apig_sdk\signer.py
main.py S
backend_signature.py ISl =N A E!
licenses\license-requests FE=FElicenseX {4
WEIE
1. FJFFIDEA, i%E#ZEZEE “File > New > Project” ,
s “New Project” XHEHE, E#E “Python” , BB “Next” ,
SCREHRA 04 (2025-03-25) IR © BRI BRABRAR 75
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2-24 New Project

Mew Project @
Maven Project SDK: | i Pythan 3.7.2 (T oythonexe) ~|| New..
Gradle Additional Libraries and Frameworks:

& Groovy [CIEN Djange
Grails [0 Google App Engine (Pythan)
Application Forge [ 22 SQL Support

© Go

“ Go Modules (vgo)
¥ Dep
s App Engine
Static Web
E Flash Template language:

Templates folder: templates
& Python

, Application name:
K Kotlin -l

Enable Django admin
= Empty Project 2

Cancel Help
2. BIRBEE “Next” , BHLITHEE., BE “..7 , EEHANHEERIEERE
[EHISDKiEETR, B “Finish” o
2-25 &R IEERY SDK B2
MNew Project @

Project name: | py‘thonl |

Project location: | Dt\java\python

F More Settings

Previous Cancel Help
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3. seRkTiztliEfE, BREHUT.

2-26 #iE TIERIEREH
v python
b Jidea
W ApiGateway-python-sdk-
v apig_sdk
_init_.py
signer.py
b licenses
main.py
test_signer.py
m Bython.iml

“main.py” AREIKED, BRIELIFERERSHEER. BEAREIREESE
RRBAPIRAI,

AFE API 3~4)
1. fET#2h3| \apig_sdk.

from apig_sdk import signer
import requests

import os
2. {%};ﬁ—ﬁ\ﬁfﬁﬁ’\ﬁigner, HINAPIFTHERERERIKeyFNSecret, BAISEFEEVAPIRSEF
SEIREY

sig = signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = os.getenv('HUAWEICLOUD_SDK_AK')

sig.Secret = os.getenv('HUAWEICLOUD_SDK_SK')

3. &ER—1RequestidR, IBESIER. BKurl. headerfllbody, AISEIXEIAPI
BOE RS 23REL

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?

a=1",
{"x-stage": "RELEASE"},
"body")
4. HITEZ, HTHRHESEEKRSHPIRINBTERZLIX-Sdk-DatesLF
Authorizationsk,
MER
X-Sdk-Date2— MRS E5EBRNERBRL S,
sig.Sign(r)

5. iplaGAPI, BEIBEER.
[[EERR RS BRI FIEZ5EhttpsiERAIAPIES, FETEdata=rbody/Zi7N “ verify=False” , FRZHE
IEPBREG
resp = requests.request(r.method, r.scheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)
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2.2.6 C# SDK {#F3i}iR8

ML=
{ERCHESIERAPPINERIAPIRY, RFEESTIRENSDK, RAEFTFSDKEHNTIREX
%, RESEAPIERRAERBAP,
BIRSY
o EREAPINAREE, BREESIARES.
o CEREMAKRESHE, BRESIARES.
$XEX SDK
|BRRSRE: ERROMA ConnectSLfli=HlE, & “ARSSERL APIC > APIER” BY
“SDK” TEHTE;SDK,
FhRFE: ZRROMA ConnectsLflizHlE, £ “BRSSEER APIC > EREEE” /Y
“SDKs” TI&EHRTHSDK,
REREEREEWNT:
B 15388
apigateway-signature SDK{HS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BRIBERREIS
backend-signature\ BinEanELIiE
csharp.sin T
licenses\license- $E=FFlicense3 {4
referencesource
FIAIRE

WHESDKEHRY “csharpsin” 34, ITHIE. TIEFERWTIN RE:

e apigateway-signature: SCMEZEEXRIHEZZE, oTHF Net Framework5.Net
CorelfiH .
e backend-signature: RiIRIRSEZRM,
o sdk-request: BZRELEEARRE, BIREXRERENSHEER. BERB
SBHESERAAPIRG
AFE API 7~
1. ‘EIREH5|Asdk,

using APIGATEWAY_SDK;
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MRASHIEERTFE

FkisE

2 IRSBEMFT RIS

2. HERE—NETRISIgner, IAAPIFTIEAEERIKeyFSecret, AJSEIREXAPIRYIEF
SIS

Signer signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

signer.Key = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK");

signer.Secret = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK");

3. HR— M RequestXiR, 1IBEHIER. iBEKurlflbody, FATSEIRENAPIRIABEER
FREN
HttpRequest r = new HttpRequest("POST",
new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?query=value"));
rbody = "{\"a\":1}";

4. HBiEKRx-stagesk, ABANER . IEFE, HIIFEEZAIEMLE

rheaders.Add("x-stage", "RELEASE");

5. th_&% AT EREIS R — 1 FTEIHttpWebRequest, F1EIERSEHIHRIIFE
B ZRIX-Sdk-DatesLFAuthorizationsk,
HttpWebRequest req = signer.Sign(r);

6. Eﬁfﬁ?éff P ECHYFIRZHEhttpsiERAYAPI, FERIIEBIRIE, BNBILL

J/ o
System.Net.ServicePointManager.ServerCertificateValidationCallback = new
System.Net.Security.RemoteCertificateValidationCallback(delegate { return true; });

7. 1pAAPI, BEFIBHDER.
var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);
writer.Flush();
HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

2.2.7 JavaScript SDK (iR

BEiE=

RIS

{ER)avaScriptiESiRAPPINERIAPIRT, EELIKENSDK, ARHETE, &2
ZAPIERRBIERAPI,

JavaScript SDK3z#5Node jsFIRIEE2EMMIEI TG, AETINode jsFEAIRE BN
2]

“Ao

o EREAPINAREE, BREESIARES.
o ELREFATIEBMavaScriptHRKESHE, BEFESIFRER.

- NodejsZiEfg, EapSiTH, AnpmZE “moment” 1 “moment-
timezone” &1k,

npm install moment --save
npm install moment-timezone --save

- E,T_IntelllJ IDEARRZZENodelSiffS, NIRRT E, 5IRBE2-27TFIRE
2€o
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[E] 2-27 %% NodelS iH4
Seﬂings ‘E

Plugins 2 Installed Updates =
Appearance & Behavior
MNode,js 3

Keymap
. Search Results (6)
Editor
BETTNEE s Nodjs Remote Interpretr
Version Control JavaScript B Network
Build, Execution, Deployment Support for Nodejs projects. Run and debug Nodejs
Languages & Frameworks Features Run Node.js applications in the remate
S T lIEI‘ as Docker.
Tools 018 4 061K @ 3
LiveEdit Beame Insta-ssl plugin
Web Network
With Live Edit you can see the Beame.io Jetbrains plugin
changes you made in your Beame-insta-ss| provides
HTML and CSS files HTTPS tunnel for exposing
&) 07,2018 4 3.9M 1r4d c 15, 2017 + 25K
Py Concel

o NESERIRASIChrome 89.08k LA LA

¥REX SDK

|[BIRFRE: ERROMA ConnectsLAliEFIE, 7£ “IRSZERL APIC > APIER” B9
“SDK” & TESDK,

HThRRE: ZFROMA Connect3EflizHlE, 1 “IRSZEER APIC > EIREIE” 1Y
“SDKs” Ta&H FZSDK,

BRIEEEREWNT:

BFR 15288

signer.js SDK{{HS

node_demo.js Nodejs~I{H3

demo.html X ES 2~ BIAS
demo_require.html NIBEEE BT ({FERrequirefilE )
test.js M Fa I

js\hmac-sha256.js g S

licenses\license-crypto-js | S5=FFElicenseX {4
licenses\license-node

BETE

1. FJFFIntelli) IDEA, iEIFZE “File > New > Project” ,
2 “New Project” XHEHE. ¥EF “Static Web” , B2 “Next” o
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2-28 New Project

MNew Praject

Gradle

8 Groovy

Grails

Application Farge
¢ Go
“ Go Modules (vgo)
% Dep
‘s App Engine

e
(2 Node,js and NPM
E Flash

K Kotlin
@ Python

= Empty Project

=l

& HTMLS Boilerplate
& React App

@ Foundation

E Bootstrap

¥ AngularJs

Y Angular CLI

# React Native

Web modules are used for developing Web applications using
technologies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Il Cancel Help

2. BE T, ERHAHEERIEFEEERAISDKIREZ, BE “Finish”

2-29 IEIEFAREFAY SDK B

Mew Project

Project name: | JavaScript

Project location:  Di\java'JavaScript

b More Settings

Previous Cancel Help

3. e IfEeliEfE, BREMUT.

SASRRA 04 (2025-03-25) WRIERE © LEARITERARERAF

48



MRASHIEERTFE
FkisE 2 RSB EMIT RIS

2-30 FETERIEREN
~ g JavaScript
> Jidea
W ApiGateway-javascript-sdk-2.0.0
» js
¥ licenses
i demo.html
i demo_require.html
= node_demo js
iy package-lockjson
= signer.js
5= tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

- node_demo.js: Nodejs<f{ti3, BRIBLIrERIEXSHEFER. BAER
f3iBIESEEMAPI ( Node.js ) .
- demo.html: RESEREUCHD, BIRIESSIRERIENS SR, B
AEESEREAAPI (XSS ) 6.
4. B “Edit Configurations” , 384 “Run/Debug Configurations” SHEIE.

2-31 Edit Configurations

B A\ & G G

Edit Configurations...

H Save 'main’' Configuration

main

5. EE ﬂ+” , ﬁ'&_;% “Node,js” R
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2-32 1%&#F Node js
Run/Debug Configurations

1 - ' # r

Add New Configuration

— e
£ Gruntjs
¥ Gulpjs

JAR Application
(55 JavaScript Debug
ﬁ Jest
Ak JUnit
i Jupyter Noteboolk
K Hotlin
K Kotlin script
T Lettuce

Maven

O Mocha

(5] Nodeunit

6. “JavaScript file” % “node_demo.js” , B “OK” , TRBECE .

2-33 %% node_demo.js

Run/Debug Configurations @

+ — B # W Name: node_demo.js [ 8hare []Allow parallel run
~ (2 Nodejs . . ) )
" Configuration Browser / Live Edit V8 Profiling Logs
_Contrsion
» Python Node interpreter: Project node (D \node.exe) 10153 ~ || o

>/ Templates
MNode parameters:

Working directory: D\javatJavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_demo.js

Application parameters:

Environment variables:

AF8 APl ( Node.js ) 7=l
1. EIFEAH5|Asignerjs,

var signer = require('./signer')
var http = require(‘http')

2. ER—NERYSigner, INAPIFTIERUERRIKeyF1Secret, FJSEIKAVAPIRSIEA
(EE3XEY

var sig = new signer.Signer ()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = process.env.HUAWEICLOUD_SDK_AK

sig.Secret = process.env.HUAWEICLOUD_SDK_SK

3. HEpi—1 Requestl¥R, IBEHIER. i5Kurlflbody, TTSEIKENAPIFNEREE
FREN
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var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
r.body = |{nan.1}|

4. LBERHNINx-stagesk, AFAMRE . MBEFE, HINFELEZRIE ML,

rheaders = { "x-stage":"RELEASE" }

5. #HTER, WTLRHESERBEKRSEH, AFEIEMtp(s)iEK, BRSEFIRIM
T BFEZRIX-Sdk-DatesLFNAuthorizationsk .
var opts = sig.Sign(r)

6. AGAPI, BERIHIDLER ., NREALttpsipal, W “http.request” B9
“https.request” ,
var req=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
b
reqg.on("error",function(err){
console.log(err.message)
b
req.write(r.body)
reqg.end()

AR API (RS8R ) =61

(ENSSRIFaIAPI, EETAZIFOPTIONSHEHIAPI, BALSEES A2
OPTIONSAZLAYAPI, Eﬁ@;‘:q:' 8 “Access-Control-Allow-*” #B3&35a 4k
fa, BJTEGIFRAPIRTEIE FFCORSEIRIMXLE LT ,

1. fEhtml#5]| Asigner.jsRz ki .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

2. BTEZIMAE,
var sig = new signer.Signer()
sig.Key = process.env.HUAWEICLOUD_SDK_AK
sig.Secret = process.env.HUAWEICLOUD_SDK_SK
var r= new signer.HttpRequest()
r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
rmethod = "POST"
ruri = "/app1"
rbody = '{"a":1}'
rquery = { "a":"1","b":"2" }
r.headers = { "Content-Type":
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: reqg.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html('200')
$('#recv').html(data)

nn

application/json" }

by
error: function (resp) {
if (resp.readyState ===4) {
$('#status'). html(resp status)
$('#recv').html(resp.responseText)
}else {
$('#status').html(resp.state())
}
by
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timeout: 1000
b

2.2.8 PHP SDK {# %88

BFim=

{EFPHPIESAFEAPPIAIERIAPIRT, SFEEMIRENSDK, REFHETIE, RESEAPI
B RRGIERAPI,

AEZH L Intelli) IDEA 2018.3 5kRASFBI/ 4B

ARSI
o EREAPIIERES, BENESITRES.
o EREFRIENPHPHRESHE, BNESIFRES.

- BPHPLEHEZRHHY “php.ini-production” XHE#IZ “C\windows” , 24
2R “phpini” , HEEFHIEMMNTHRS

extension_dir = "phpZ2EEF/ext"
extension=openssl
extension=curl

- BEffintelli) IDEARRZEEPHPIEG, WMIRKZE, BIRIEER2-34FRTE,

2-34 R PHP 1M

Settings =S
Q- Plugins Marketplace Installed Updates -]
Appearance & Behavior
“ ofge ] 2
Keymap
) Search Results (129)
Editor
BT - PP Annotations
Version Control K Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks dE.:uggil‘g 3l43b|‘i', Smarty, :Gsuels | Donate Installation
Twig and various frameworks Just be happy
geos 08,2019 +19M %35 018 L 11M 4.8
3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Examples | Donate This plugin Donate using PayPal or
provides "Method Bitcoin This plugin adds auto
017 *150.5 3 c 10, 2019 &+ 5
Py Cone

¥REX SDK

|BRRFRE: ERROMA ConnectSLhli=HlE, £ “ARSS5ERL APIC > APIER” &Y
“SDK” EHTHSDK,

FARFE: ZFROMA ConnectsLfiliEHlE, £ “IRSZER APIC > EIREE” 1Y
“SDKs” TREHTESDK,

BIEEEREWNT:
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B 5iBH
signer.php SDK{LAES
index.php ANl ReiE]

FETIE

1. ¥JFFIDEA, i%&#RZEE “File > New > Project” o
38 “New Project” IIFHHE, i#E#E “PHP” , B35 “Next” .

2-35 New Project
New Project @

8 Groovy I PHP Empty Project

Grails ¥ Composer Project

Application Farge
o Go
“ Go Modules (vgo)
% Dep
‘% App Engine

Static Web
(5] Node.js and NPM

E Flash

PHP
K Kotlin
Python

Create empty project for PHP

= Empty Project

Cancel Help
2. BFE 7, ESHAIHEERIEERERAISDKIREZ, BE “Finish”
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2-36 ILIFMREFR SDK B&1F
Mew Project

Project name: | php

Project location: | Di\java\php

¥ More Settings

Previous

3. Rk IizeliEfE, BREHUT.

2-37 FE TIZRIB RGN
v Laphp
> Jidea
W ApiGateway-php-sdk-
ahw index.php
ohe SiQNEr.php
m Ehp.iml
» |l External Libraries

Scratches and Consoles

Cancel Help

“signerphp” ARGILHES, BIRIESCIAMERIENSHEMER . BEARERBES

EEAAPIZRSI.

AR API =451
1. EREEAHS| Asdk,

require 'signer.php’;

2. HRE—N#RRYSIgner, HIAAPIFHERUETERIKeyFSecret, RIS EIREXAPIRTEH

{SREREN

$signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the

configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and

HUAWEICLOUD_SDK_SK.
$signer->Key = getenv('HUAWEICLOUD_SDK_AK');
$signer->Secret = getenv('HUAWEICLOUD_SDK_SK');
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3. Hpi— 1N FrfRY9Request, IEESIER . 15 KurlfIbody, FISZIKHAPIRIEREE

SREN

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
$reg->body = ";

$reg->headers = array(
'x-stage' => 'RELEASE',
);
5. HTESR, PITHERHMEER— 1 Scurl E YR,
$curl = $signer->Sign($req);

BIEKIRNIx-stagesk, ABFAMRE . MIRBFE, FIFEZZRIEIE .

6. HERRFDEAIFHZHThttpsiERAIAPI, FEZEIERRYE, SNBNILL

1E
Vo

curl_setopt($curl, CURLOPT_SSL_VERIFYHOST, 0);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, 0);

7. BIOAPI, ERIBOSEER,
$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;
curl_close($curl);

2.2.9 C++ SDK {& B8

=R

AR

$REX SDK

{ERC+HESEAPPINERIAPIRT, EEIRENSDK, SEAPIERREIEREAPI,

o CEREAPINERER, BNESIARES.

o ZT&opensslE,
apt-get install libssl-dev

o LcurlE,

apt-get install libcurl4-openssl-dev

|BARFRE: BERROMA ConnectSLflizHlE, £ “ARSSEERL APIC > APIER” B9
“SDK” TuEHTESDK,

¥RSRE: ZEFROMA ConnectsSLfliEHlE, 7 “IRSZER APIC > EIEEIE” /Y
“SDKs” &R TEHSDK,

BIEEEREWNT:

ZR ol

hasher.cpp SDK{{HS

hasher.h

header.h

RequestParams.cpp

RequestParams.h
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signer.cpp
signer.h
Makefile Makefile3Z {4
main.cpp RIS

iEAFE API =41
1. fEmain.cppFINALLTEIA,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

2. Sp—ERISIgner, BIAAPIFTRIEIEAIKeyFISecret, AJSEIRENAPIRYIEF
SRR

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Signer signer(getenv("HUAWEICLOUD_SDK_AK"), getenv("HUAWEICLOUD_SDK_SK"));

3. H&p— #9RequestParams, IEEFIER . B . 15Kuri. EEFE/FEM
body, AJZEIREXAPIHYEFBERIREN .
RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com”, "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

4. B[ERFNx-stagesk, ABRAMRE . NREFE, FIIFEE VR

request->add Header("x-stage", "RELEASE");

5. HTER, PUTILERHSBERRIZZLINArequestZEH,

signer.createSignature(request);

6. fFEMcurlFEBIEIAPI, BEIHIOER,
static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{
size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)

{
CURL *curl;
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7.

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request-

>getQueryParams();

}

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, 0OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res != CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

return 0O;

1zfTmakeds$miE, BEIAHITMHEmMain, HiTmain3 4, BEER,

2.2.10 C SDK {#F3i%hA

(EFRCGESIAMAAPPINIERIAPIRS, 1SFEZSEIRENSDK, SEAPIERRAIERAPI,

EIREBAPIHIERER, BEAEESIARES.

Z&opensslzE,
apt-get install libssl-dev

TEcurlE,

apt-get install libcurl4-openssl-dev
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¥XEX SDK

|[BMRRE: ZRROMA ConnectseflfEHlE, & “PIRSZERL APIC > APIER” HY
“SDK” &R TESDK,

FTiRSRME: ZSFRROMA ConnectSEliR#IE, £ “IRSZERL APIC > EIESIE” 19
“SDKs” TREHTESDK,

REEBREMUNT:
BR 1588
signer_common.c SDK{tHS

signer_common.h

signher.c

signer.h

Makefile MakefileSZ{4
main.c AN AT

iAFE API 3~451
1. fEmain.cFIIALLTFEIB.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

2. HEpE—sig_params_tRERITE, BIAAPIFTEIEIERIKeyF0Secret, AIS%E
SREXAPIRSE RS R3REL

sig_params_t params;

sig_params_init(&params);

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig_str_t app_key = sig_str(getenv("HUAWEICLOUD_SDK_AK"));

sig_str_t app_secret = sig_str(getenv("HUAWEICLOUD_SDK_SK"));

params.key = app_key;

params.secret = app_secret;

3. EBEARER. @38, BKuri. EAF/FEMbody, AISEIRENAPIRSEREER
HY,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");
sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;
params.method = method;
params.uri = uri;
params.query_str = query_str;
params.payload = payload;

4. F[IBEKNNx-stagesk, ABAMERR . NIREFE, HNFEEZRIEM L.

sig_headers_add(&params.headers, "x-stage", "RELEASE");
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5 #TER, FUTIHHERESEERRIZZ LI requestZE,

sig_sign(&params);

6. fFEBcurlFEiBIEAPI, BEEIHIOER,
static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{
size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];
sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti = 0; i < params.headers.len; i++) {

char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i].name,

&params.headers.data[i].value);

printf("%s\n", header);

chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, 0OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res != CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {

long status;

curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);

printf("status %d\n", status);

printf(resp_header.memory);

printf(resp_body.memory);
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free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
sig_params_free(&params);
return 0O;

}
7. 1BfTmakempSywiE, BEIAHITEmMain, HfTmainX 4, BELER.,

2.2.11 Android SDK {&FiiRH

Brn=
{EFHANdroidiE S EFAAPPINIERIAPIRY , ISR ESTIRENSDK, AEFETRE, &E5%E
APIERRRBIERAPI,
BUIIES
o CEREAPINEREE, BNESIHRES.
o BEXFEAndridARIESINE, BINESIARES.
¥XEY SDK
|BRRFRE: ZERROMA ConnectcfliEHlE, & “BRSSERL APIC > APIER” AY
“SDK” TuEHTESDK,
RS : ERROMA ConnectsSLHlEHIG, & “BRS5ERL APIC > EiRETE" #Y
“SDKs” EH TESDK,
RIEEERGEWT:
ZFR il
app\ ZE TG
gradle\ gradletBx3 {4
build.gradle gradleft &4
gradle.properties
settings.gradle
gradlew gradle wrapperiif T4~
gradlew.bat
FIATHE

1. ¥JFAndroid Studio, &% “File > Open” ,
SR B RYXSIEIE IR EFAISDKERR .
2. {JHAIRERE, BREWNT,
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2-38 TIEEREH

e app
> manifests
W Java
hd com.test.appsignature
c MainActivity
b com.test.appsignature (androidTest)
> com.test.appsignature (test)
W res
b drawable
v layout
25 activity_main.xml
> mipmap
b values

v (o Gradle Scripts
# build.gradle (Project: android)
# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

proguard-rules.pro (ProGuard Rules for app)

gradle.properties (Project Properties)
# settings.gradle (Project Settings)

local.properties (SDK Location)

iEF3 API -1

1. fEAndroid T#27AY “app/libs” BR T, MIASDKFrEjarE . Edjar8%mAeE
&

- java-sdk-core-x.x.x.jar
- joda-time-2.10.jar
2. 1£ “build.gradle” XEAHI0NokhttpEERIMKET

7£ “build.gradle” 3Z{45H9 “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'" ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

3. @liErequest, MNAPIFFIEIEERIKeyFSecret, FHEETTEZ . BERurlFl
body, AJZEIREXAPIHYEFBEREREN .

Request request = new Request();
try {
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

request.setKey(System.getenv("HUAWEICLOUD_SDK_AK"));
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request.setSecrect(System.getenv("HUAWEICLOUD_SDK_SK"));
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

4. IHERFTEE, E£Rokhttp3.RequestXTSRKiFITAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);
OkHttpClient client = new OkHttpClient.Builder().build();

Response response = client.newCall(signedRequest).execute();

2.2.12 curl SDK {88

Birir=

{Fcurlas$IABAPPIAIERIAPIRT, &S T )avaScript SDKERKcurlans, Rig
¥curlip S EFIZIESITIEAAPI .

BIiRER4
o CIHAPIRIARGEE, BEMEESIARES.
o N¥SEpRAIChrome 89.08 LA EARAN
$%HY SDK

|BRRFRE: ERROMA ConnectSEflizHlE, £ “ARSSEERL APIC > APIER” B9
“SDK” TuEHTESDK,

FRFRME: ZRROMA ConnectSLlizHIE, £ “BRSZBERL APIC > EIESIE” 1Y
“SDKs” & TEHSDK,

REREREEWT:
ZFR 15288
signer.js SDK{tHS
node_demo.js Nodejs~HtHS
demo.html PR
demo_require.html NEEEER IS (ERErequirefiNEk )
test.js Wizt ARG
js\hmac-sha256.js KT ZE
licenses\license-crypto-js | S8=FFlicenseX {4
licenses\license-node
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&R APl =~
1. {$HJavaScript SDK&ERcurlaps,
fRESDK, 7ENES2EhiTFFdemo.html, REI FER.

Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET = 30030113-3657-4fb6-a7ef-90764239b038.apigw. cloud.comr
Headers

{"Content-Type":"application/json"}
Body

e

curl -X GET “http://30030113-3657-4fb6-a7ef-90764239b038.apigw! clou
d.com/” -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk demo is running

2. BIAAPIFTERUEERIKeyRSecret, FHEERIESR . 1BERurl, FTSEIREXAPIAYE
FR{EE3REY. f514N:

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Key=4f5f626b-073f-402f-a1e0-e52171c6100c

Secretz******

Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1

3. #Ajsont&UAIQueryFlHeaders, {HABody.,

4. BB “Send request” , HRcurldi$ . BourlmSEHETESIT, THIEIAPI,
BB RS BT Z B ThtpsiERAAPIES, EERIGIBRY, E-dEHF “ k7
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1" -H
"X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256
Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running
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AR

SDKA&EREAIcurlsp LA EWindow Femd#&imt&zl, 1B7Egit bash FHITEMAIcurli< .

2.3 APLERIMEFFA (1AM AIE )

2.3.1 IAM JAEFFA ( Token)

Birin=

HIS(FERETokenI NIES NFERGAIESNAT, FEIRENAEF TokenF7EE A AT ENN
“X-Auth-Token” ZESESENIEREELHR,

AR
EARZEOBMNTRMAEST, SRILASEREEP—FRH TIAESEN

e Tokeni\ilE: @idTokent AMIEEREIEXK -

o AK/SKIAIE: @iTAK ( Access Key ID ) /SK ( Secret Access Key ) IHERIERKATIHITES
NN

AEEOSE
1. ¥kEXToken,
BEE (B—BMINERS APIZE ) 19 “IRENFFToken” #2, ¥kEXToken,
BRI R INEENIREESLHE SR “X-Subject-Token” BYEBD I TokenfE,
BRABREIT:

POST https://{iam_endpoint}/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1

;
"password": {
"user": {
"name": "username",
"password": n *******;l"
"domain": {
"name": "domainname"
}
}
}
T
"scope": {
"project": {
"id": " xoooooxx”

- {iam_endpointhE2S Il XF1£L IR TS m3REN
- usernameRABFE.,

STREFRA 04 (2025-03-25) IR © ERRBRABRAT 64


https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://console-intl.huaweicloud.com/apiexplorer/#/endpoint

MRASHIEERTFE
FRisE 2 RSB EMIT RIS

- domainnames P ERIMKSZFR.
_ *******%ﬁﬁ Pﬁi"r&?ﬁg o
- oo dIREID,

IMEIDFLIEEEES G L, BERPE, ETMIIRPSEE ‘RIS
iE” , & “MAID” .

2. EAWSEEN, AEKIEELFEIN “X-Auth-Token” ,  “X-Auth-Token” HYEX
{E79193REX AT Token,

2.3.2 IAMJAEFFA ( AK/SK)
{EEFIAK ( Access Key ID ) . SK ( Secret Access Key ) ITEFRIHITES
(1] %88
e AK: iBEZ$BID., STAEIHRZPXBKIIE—IRRE, HIa%E DIIFAEISIaZE—ke(E
A, MEKHITINERES,
e SK: SipaZAIDEAFERNER, MERETMESSR, ARRAES, HinlbEkugs
%

“4Ef AK. SK
IR BERMITAK/SK, WATHNIIEETE, HEIERE FHIAK/SKE, XHEE—i

73 credentials.csv,

WNTEPRrR, MEHBETHEFE (User Name ) , AK (Access Key Id ) , SK ( Secret
Access Key ) o

2-39 credential.csv XIHFHA

A B C
1 |UserName AccessKeyld Secret Access Key
2 husmedz OQTWASEEEEBUT20VKYUC MFyfvK4lba? gaimieiie»dUKGpownRZImVmHe

AK/SKEREETR:

1. EFEREEENE.

2. BHRALAMABFSE, T MSIRPRE “HEIE .

3. BF “paEET .

4. BB “SRIGHEEAT , A ‘FREEEET WM.

5. WMASRELMIES, BF ‘A’ , THEHR, BEZERFRE.

2-40 HAE RN NERE

= hlE=sE @
n=
FRHVFEIE
EATEERE  SsoRtENR . BEMAISRRETE R, A TSR | BUESTE ERREAITEE.
APHEIE
| @ FEHARE

BEEED 2 IR 2
QTWACQYTTINDUT2QVKYUC 2019/03/12 08:05:48 GMT+08:00
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ERER

EREZAXFAPIRRAEFFA (APPIAE ) HE, FIAKEAPPIAESRY
AppKey, SKEHRAPPIAIEERRYAppSecret, BIAJSEREZFIBEK o

2.4 BEMEin% ( REGIR )

2.4.1 RE SR AFF A1

TR

E S B RS RS A IS S MRS R — RS, EXARESME
T REENERTRER.

RS ImLBH S iHER)avaScript/R S K%, JavaScript3|EiziTFlavaEil, o]
BFHROMA ConnectiZ2fitAY)avaZEsLI B{KINEE .

HAFANETRERFRNERE, FEXAFBTEH.

D\
\

HECESIH

BEVEHZISFIIEE, B0, EPSLRALRE, FERSMASSIMH, At
BEERRNIMHRMEBSERIMBEEN iR i E .

RANBCEZF R Nexample, NS |ERRAT:

o IEIRTE: #{example}

e Z13: CipherUtils.getPlainCipherText("example")

e JF$: CipherUtils.getPlainCertificate("example")

2.4.2 AesUtils 25588

B

com.roma.apic.livedata.common.v1.AesUtils

i5EA
SREAESINRE T
{7l

il

importClass(com.roma.apic.livedata.common.vi1.AesUtils);
function execute(data) {

var plainText = "plainText";

[/1INfEE AR PR EI I P E R AL EXE, BNEREXHPFN, ANRFIUERENGIRNEES
HHchEERsecretKey a5l T AR

var secretKey = "#{secretKey}";

var initialVector = "initialVector";

var encryptText = AesUtils.encrypt(plainText, secretKey, initialVector, AesUtils.KEYLENGTH.KL_128,
AesUtils.MODE.GCM, AesUtils.PAD.NOPADDING);

return encryptText

}
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FixyIZR

HiEFE

R

importClass(com.roma.apic.livedata.common.v1.AesUtils);
function execute(data) {

var encryptText = "encryptText";

[INEEZRNZEERBEINBHIERANZENG, BNERENHHEN, ARAILEBEXN BiRNEEE
IBchEi B RYsecretKey 9l Ti5 AR

var secretKey = "#{secretKey}";

var initialVector = "initialVector";

var decryptText = AesUtils.decrypt(encryptText, secretKey, initialVector, AesUtils. KEYLENGTH.KL_128,
AesUtils. MODE.GCM, AesUtils.PAD.NOPADDING);

return decryptText

}

java.lang.Strin
g

IR[E13E T3 &R
static decrypt(java.lang.String encryptText, java.lang.String secretKey)

(EFESAXSE SOHITAESHRE, o

static
java.lang.Strin

g

encrypt(java.lang.String plainText, java.lang.String secretKey)
(ERZAXIIASHITAESINE .

static
java.lang.Strin

g

decrypt(java.lang.String encryptText, java.lang.String secretKey,
java.lang.String initialVector, AesUtils.KEYLENGTH length,
AesUtils.MODE mode, AesUtils.PAD pad)

(EAREERIHK BRI E A B SR TAESHRE

static
java.lang.Strin

g

encrypt(java.lang.String plainText, java.lang.String secretKey,
java.lang.String initialVector, AesUtils.KEYLENGTH length,
AesUtils.MODE mode, AesUtils.PAD pad)

(EREERIHK BRI Z AR BASGHITAESINE .

e public static java.lang.String decrypt(java.lang.String encryptText,
java.lang.String secretKey)

(FRZENS SO TAESERE R

BMASH

- encryptText: SFEZENEX, KEAEBII8192
- secretKey: Z53H

BEIER

BR[O fERIEE

e public static java.lang.String encrypt(java.lang.String plainText,
java.lang.String secretKey)

SEFASAXIER ST TAESINES

BMASH

- plainText: FFIIZAYIAN, KEAHEIT4096
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- secretKey: %538
BEIER
REINNZ FEREEE

public static java.lang.String decrypt(java.lang.String encryptText,
java.lang.String secretKey, java.lang.String initialVector,
AesUtils.KEYLENGTH length, AesUtils.MODE mode, AesUtils.PAD pad)

FREEERHK BRI Z A B S ORI TAESHR
BANSE

- encryptText: FHRENEN, KEAREIZ8192
- secretKey: %58

- initialVector: #¥JRME

- length: Z$ER9KE, BUESEBE: AesUtils.KEYLENGTH.KL_O.
AesUtils. KEYLENGTH.KL_128. AesUtils.KEYLENGTH.KL_192.
AesUtils. KEYLENGTH.KL_256

-  mode: T{EtE=, BYESEE: AesUtils.MODE.GCM. AesUtils. MODE.CTR

- pad: EFE, BYESEE: AesUtils.PAD.PKCS5PADDING,
AesUtils.PAD.NOPADDING

REER
R [O]fF 2 fERIEE
public static java.lang.String encrypt(java.lang.String plainText,

java.lang.String secretKey, java.lang.String initialVector,
AesUtils.KEYLENGTH length, AesUtils. MODE mode, AesUtils.PAD pad)

SRR ENZRAXI B HITAESINZE
TN

- plainText: fFINZRIBASE, KEAHEIT4096
- secretKey: %48

- initialVector: ¥J3RM@=

- length: Z$ARIKE, BUESEE: AesUtils.KEYLENGTH.KL_O.
AesULils.KEYLENGTH.KL_128. AesUtils. KEYLENGTH.KL_192.
AesUtils. KEYLENGTH.KL_256

- mode: T/et&E=t, BYESEE: AesUtilssMODE.GCM. AesUtils.MODE.CTR

- pad: EFEDR, BYESEE: AesUtils.PAD.PKCS5PADDING,
AesUtils.PAD.NOPADDING

BEIER
BB ERIEE

2.4.3 APIConnectResponse Zi5iHH

i7EES

com.roma.apic.livedata.provider.v1.APIConnectResponse

ol

frexecutelBE FIREILENIR, AJLASERAREAPHEEIREIRIHTTPRERS . R[]
SLFNbodyfk.
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{ERxA

importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);
function execute(data) {

}

AT, ERFunction APEREIFIHTTPIAZAS 401, NRSLHEE T "X-Type:
Demo", BHl@ibody/g"unauthorized"

e public APIConnectResponse(Integer statusCode)
¥giE— P APIConnectResponse
2#: statusCodeR MM IR

e public APIConnectResponse(Integer statusCode, Map<String,String>
headers)

F2iE— APIConnectResponse
2% statusCodeFRMEARESHS, headersRRNaMIEIRL

e public APIConnectResponse(Integer statusCode, Map<String,String>
headers, Object body)

F2iE— APIConnectResponse

23 statusCodeFRIMMLIKERS, headersFRIOMIERL, bodyZFERNmAL
body{k

e public APIConnectResponse(Integer statusCode, Map<String,String>
headers, String body, Boolean base64Encoded)

¥iE— 1 APIConnectResponse

S statusCodeFRRIINLIAAY, headersFRIINIERL, bodyZRRImiL
body{#, base64EncodedZRRMEANRIbodyZE E & base644mig

Ve dle S

IREISEE =R e

Object getBody()
FRERNE N AUIR [EHA

Map<String,String | getHeaders()

> SREN R A9IR [E]1%

Integer getStatusCode()
SREN R Mz iR [E]R

Boolean isBase64Encoded()
RENbody 2B E&Lbase644wh3

void setBase64Encoded(Boolean base64Encoded)
ZEbody 2B B&base644miE

void setBody(Object body)
IREMNAIbodyfA
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REISEE FiEFMEA
void setHeaders(Map<String,String> headers)
RENNAYRESL
void setStatusCode(Integer statusCode)
RENNAYREIRS
BiEIFIE

public Object getBody()
SREXIE N AR [BIHA

EEIER

R [EINE AR EUATTSR

public Map<String,String> getHeaders()
SREUIE R AR [B]Sk

EEIEE

REEKLHMapES

public Integer getStatusCode()
SREX NG MR [E155

BEIER

IR[EINE KR [E1FS

public Boolean isBase64Encoded()
$RENbody =B E & baseb44whi3

EEIER

- true: B&#H{Tbaseb44wiD

- false: j&BiH#1Tbase6447H3

public void setBase64Encoded(Boolean base64Encoded)
IREbody 2B EL&base644w3

BANSE

base64Encoded: E{ENtrueFE R &Ebase644mis, BB HfalseE~;ZHEbase64
“mig

public void setBody(Object body)

RENNAIbody R

BASE

body: body{fXd5

public void setHeaders(Map<String,String> headers)

IREMMNAYIREISL
BASH

headers: iREISLHIMapES
public void setStatusCode(Integer statusCode)
REAREEE
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BNSH

statusCode: IR[O)F5

2.4.4 Base64Utils 2158

iZ1ES

com.roma.apic.livedata.common.v1.Base64Utils

WiAA
{2{itBase64Utils¥m

{ERzAI

Base644wf53<fl:

FOFOAZAIINRE o

importClass(com.roma.apic.livedata.common.v1.Base64Utils);
function execute(data) {

var sourceCode = "Hello world!";

return Base64Utils.encode(sourceCode);

}

multipart-formdata_t &3 4=~ :

importClass(com.roma.apic.livedata.common.v1.Base64Utils);
function execute(data) {
var image = data.body.get("image")

return {
size: image.getSize(),

name: image.getFileltem().getName(),
base64: Base64Utils.encode(image.getFileltem().get())

}
}
BixvZE

R[ESEEY =R AR

static decode(java.lang.String content)

java.lang.Strin =G SR TBase 647D

g

static decodeUrlSafe(java.lang.String content)
Jga"a'lang'St”” X FFFERHITBase64fFRY ([FRurBRSNFHE)
static encode(byte[] content)

java.lang.Strin =G E04R; 1T Base6445H3

g

static encode(java.lang.String content)

Jgava.lang.Strln =G i TBase6445HD

static encodeUrlSafe(byte[] content)

J;Vé'-langsmn S REAIHTBase6A%ID ((EFRUrBESIIFHE )
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RE3EE T3 &SRR
static encodeUrlSafe(java.lang.String content)

g

java.lang.Strin | gy it TBase644E0 ( {ERRUrZERAIZIGE )

FinvEE

public static java.lang.String decode(java.lang.String content)
XIFRFERIFH{TBase64fRE

BASE

content: Base64INZEHIF S

EEIEE

REIFZRFNF &

public static java.lang.String decodeUrlSafe(java.lang.String content)
N FrFERHTBase64iFE ((FERurlFEBNFRIE )

NS

content: Base64NZEHIF S

BEER

REIFZFENF &

public static java.lang.String encode(byte[] content)

X FRFELE 1 TBase64 0%

BANSE

content: fFINZRIFFFEE

BEER

REINNZFRF &

public static java.lang.String encode(java.lang.String content)
XIFE TR TBase641N%

BANSE

content: FFINZERIFHFEHR

BEER

REINNZFF &

public static java.lang.String encodeUrlSafe(byte[] content)
XF R TBase64NIE ( (EFUrBEBRIFRIE )

NS

content: fFINZERIFFFEIE

BEIEE

REINNZ R &

public static java.lang.String encodeUrlSafe(java.lang.String content)
X FRFERHITBase64 1% ({FRurFEBIFEE )

BNSH
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content: {FINZAFEFE
REEE
IR[EINNZ R

2.4.5 CacheUtils 53508

i7:7ES

com.huawei.livedata.lambdaservice.util.CacheUtils

ol
RHEFRFENEDINEE.

{EFR~B
fEfEMCacheUtils 2B, BEnew— MANRAAER.
CacheUtilsiiget 75k RAVHEREE LRI LTI ERR:

"DICT:api_gw_rest_addr". "DICT:api_gw_rest_float_addr". "DICT:api_gw_rest_eip_addr".
"DICT:livedata_private_address"

0

importClass(com.huawei.livedata.lambdaservice.util.CacheUrtils);
function execute(data) {
var cacheUtils = new CacheUtils
var value = cacheUtils.get("DICT:livedata_private_address")
return value

}
IREIRVZER SlivedatafIpI ittt
putCacheFsix#getCacheTsi AR LASEIREFAIE R A

importClass(com.huawei.livedata.lambdaservice.util.CacheUtils);
function execute(data) {

var cacheUtils = new CacheUtils

code = cacheUtils.putCache("age", "20")

if (code != true) {

return code

}

var name = cacheUtils.getCache("age")

return name

}
R[EIRILEER 920,

HiksE

IREI2EE T5i=F0i5AR

static putCache(String key, String value)
boolean | g \fziER
static putCache(String key, String value, int time)

boolean BB DEEEER
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RE3EE F5iEF5ER
static String | getCache(String key)
SREVETFHER
static long removeCache(String key)
BIREFER
static String | get(String key)
IRINFHEFER

IS

e public static boolean putCache(String key, String value)
FANEFER
BANSE
- key: EFEEAkey(H,
- value: EEFRIER.
EEER
IREIXS M AIboolean(E

e public static boolean putCache(String key, String value, int time)
FNTEIEEFER
BANSH
- key: EFEERkeyH,
- value: EFHEE.

- time: #BAJRYE), SRUM. BREEFRISERBEMER, RENZEFERE
RE=E

BEER
IREIXS M ATboolean(E
e public static String getCache(String key)
IREVEIF(EE
BWANSE
key: EFEERkeylE
BEER
IR [Elkey(BXS MAYEFER
e public static long removeCache(String key)
BIREFER
BANSH
key: SRR EFEEMkeyE
BEER
REHITE
e public static String get(String key)
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RENFHIEFER

BANSH

key: FHIEFEEMkeyE

BEIER

IR [Elkey BRIy BIEEAF (S
2.4.6 CipherUtils 351588

i7EES

com.huawei.livedata.lambdaservice.security.CipherUtils

1588

R IR AR B keyE

AR

R Z B IBfE P E BT keyERT, EEERMERRIP, BRHBSEIME,

HiksIE

IR[O]SEE

Fi=FiRAR

static String

getPlainCipherText(String key)
R ERAPEEEEkeyE

static
Response

getPlainCertificate(String key)
R PIE P SR key E

HiEFE

public static String getPlainCipherText(String key)
R EE P E B RS AkeyE

BMANSH

key: EEZRESAIkeylE

EREER

IR [EIRE SRS

public static Response getPlainCertificate(String key)
R PR SR key(E

BANSH

key: IERZEREHIkeyE

BEER

ROFZERNERERERE, BRI

{
"cipherType": "CERTIFICATE",

"passphrase": "xxx",
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"privateKey": "xx",
"privateKey": "xx",

2.4.7 ConnectionConfig 251508

iZ:{ES

com.roma.apic.livedata.config.v1.ConnectionConfig

1548A
5RabbitMqConfigf]RabbitMqProducerft &1, XFRabbitMQZE i TiEEAD
=18

public ConnectionConfig(String host, int port, String userName, String pw)

FIE— RabbitMQZE FimiEiEftE .

2.4.8 DataSourceClient AR
s

com.roma.apic.livedata.client.v1.DataSourceClient

iAe
SRR, PUTSQLIEA. FZiEITEINOSQLEITIES .

{EFRA
SQLEHRRREI:

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){
var config = new DataSourceConfig()
config.setType("mysql")
config.setUrl("jdbc:mysql://127.0.0.1:3306/db?allowPublicKeyRetrieval=true")
config.setUser("username")
config.setPassword("password")
var ds = new DataSourceClient(config)
return ds.execute("SELECT * FROM person where name = ? and age = ?", "Tom", 20);

}

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){

var config = new DataSourceConfig()

config.setType("oracle")

config.setUrl("jdbc:oracle:thin:@127.0.0.1:1521/db")

config.setUser("username")

config.setPassword("password")

var ds = new DataSourceClient(config)

return ds.execute("select table_name from user_tables");

}
NOSQLEUEIRZHI:
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importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){

var config = new DataSourceConfig()
config.setType("redis")
config.setUrl("127.0.0.1:6379")
config.setPassword("password")
var ds = new DataSourceClient(config)
return ds.execute("GET key");
}

\ﬂ: »,

AR
public DataSourceClient(DataSourceConfig config)
BAMIRREE, ME— 1 EHIERERSS

BixE

IRESEE FiEFREA
Object execute(String sql, Object... prepareValue)
HiTSQLET . FEIIEHNOSQLEITIER

iEEE

public Object execute(String sql, Object... prepareValue)
HITSQLIER . FETFEHNOSQLEIENES
MASH

prepareValue: {XTESQLIEAIHAR, ATFEMRSQLUEDHFRI"?"SE, HLABILESQL
5$)\O

REER
REEDRITESR

2.4.9 DataSourceConfig ZiiiAH

i7EES

il

com.roma.apic.livedata.config.vl.DataSourceConfig

ft&DataSourceClientFH, XHIERHTEE .

public DataSourceConfig()
iE— T2 HHIDataSourceConfig

public DataSourceConfig(String type, String url, String user, String password)
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EANBURIREE, EEFHFH, APAMER, 9iE— 1 DataSourceConfig

i

RE3EE FiEF5AR

String getType()
SRENEHRIRAYSEEY

String getUrl()
SREVIEREF TR

String getUser()
SREXFF#

String getPassword()
IRENEDD

void setType()
IREHIERER, AILUA
;‘jrtm;ll?/sql","mssql","oracle","postg resqgl","hive","redis","mongo

void setUrl()
REMEREEFMS.

void setUser()
REHIERARE

void setPassword()
REHIRRER

FiEFS

public String getType()
SRENEURIRAVSEEY
BEIEE

IR EIEUERSEE

public String getUrl()
IREUEEFRS
BEIEE
IRENEREF TR

public String getUser()
SRENFEF A

BEIER

REIAFA

public String getPassword()
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FRENZTG

REHEE

IR[E1Z65

public void setType(String type)

REHIERZEE, oLl
"mysql","mssqgl","oracle","postgresql”,"hive","redis","mongodb"
BMASH

- type: ZEH!

public void setUrl(String url)

REHIEREEF/AER,

WNREIEREZEE g "mysqgl”,"mssql","oracle","postgresql”,"hive", MIEESjdbciEs:
FREE, Fl0, BIEEEE A "mysql": "jdbc:mysqli//127.0.0.1:8888/db?
useUnicode=true&characterEncoding=utf8"; EEIREE 9 "mssql":
"jdbc:sqglserver://;serverName=127.0.0.1;port=8888;DatabaseName=db",

R AEIERSEE 9" "redis", WiHEz(9"127.0.0.1:6379@0", H, "@0"8]&
8%, FredisBiRERS .

RN EIRFZRELN "mongodb”, MFET(79"127.0.0.1:27017@db", EH, dbJy
HIREEEFR

BANSE

- url: EEEFRFE

public void setUser(String user)

IRBHIRFERFE . MRIEHIERZEE S redis", WAFEES,
NS

- user: P&

public void setPassword(String password)

REHIEREEE

BANSH

- password: 3

2.4.10 ExchangeConfig 251588

iz

com.roma.apic.livedata.config.v1.ExchangeConfig

1Ae

5RabbitMqConfigfRabbitMqProducerfii &§{FHH, X3cassH T E

public ExchangeConfig(String exchange, String type, boolean durable,
boolean autoDelete, boolean internal, Map<String, Object> arguments)

MIE— A E -

S
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e exchangeXRAIZEZFR,
o typeRRAIGRIEHKA,
o durableRREERFAML, trueRRFFANL, falseRRIFFAMK,

e autoDeleteREABMPR, trueRBsIfibR. BaMFRRIEHEREZEDE—
gﬁ)\gﬂzﬁ%&?ﬁ%ﬁ'—iﬁﬁ?ﬁ%éﬂiﬁ, Z IEPTE 5z e B ERIPA TS E 3RS
BRER

o internalREHNANERIRER, true R eNERIRIRESE . EFREFTAER
RIEHBEIXNITHREE, ReeBId iRz gmEIX P ITiREs
e argumentsFREMEM

2.4.11 HttpClient 3515408
iz

e com.roma.apic.livedata.client.v1.HttpClient

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
1588
{ERLEESHITHTTPIE K,
[MARY:E
EBSHTTPIEANRSLASZHFRE], dlocation,

=B

e com.roma.apic.livedata.client.v1.HttpClient
importClass(com.roma.apic.livedata.client.v1.HttpClient);
importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);
function execute(data) {

var httpClient = new HttpClient();
var resp = httpClient.request('GET', 'http://apigdemo.exampleRegion.com/api/echo’, {}, null,
‘application/json');
myHeaders = resp.headers();
proxyHeaders = {};
for (var key in myHeaders) {
proxyHeaders[key] = myHeaders.get(key);

return new APIConnectResponse(resp.code(), proxyHeaders, resp.body().string(), false);

}

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
importClass(com.huawei.livedata.lambdaservice.livedataprovider.HttpClient);
function excute(data) {

var httpExecutor = new HttpClient();
var obj = JSON.parse(data);
var host = "XX.XX.XXX.XX:XXXX';
var headers = {
'clientapp' : 'FunctionStage'
b
var params = {
'employ_no' :'00XxxXxxx'
b
var result = httpExecutor.callGETAPI(host,'/livews/rest/apiservice/iData/personinfo/
batch'JSON.stringify(params),JSON.stringify (headers));
return result;
}

STREFRA 04 (2025-03-25) IR © ERRBRABRAT 80



MRASHIEERTFE
FkigE 2 IRSSEMITARISE

MSEHFS

e com.roma.apic.livedata.client.v1.HttpClient
public HttpClient()
E— 1L ESEBIHttpClient,
public HttpClient(HttpConfig config)
faiE— N & HttpConfigll &S 2 RYHttpClient,
S configRMEAHttpClientlIEEE R
e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
public HttpClient()
E— 1T SEBIHttpClient,

1Ry

e com.roma.apic.livedata.client.v1.HttpClient
IREIER | HiEMRE
okhttp3.Re | request(HttpConfig config)
sponse | BT kikrestiER

okhttp3.Re | request(String method, String url)

sponse BEIEEIERGE. BERBENA KX restiEK
okhttp3.Re | request(String method, String url, Map<String,String>
sponse headers)

BEIEEIEKRGE. BKERE. BREELH L RErestizk
okhttp3.Re | request(String method, String url, Map<String,String>

sponse headers, String body)
BSIEEIERAGE. BRER. BKEEk. iEKbodyFHI75 =
Kixrestigsk

okhttp3.Re | request(String method, String url, Map<String,String>

sponse headers, String body, String contentType)

BIdEEIEKRAE. BKIERER. BRBEEL. 1B5Kbodylk,
contentTypefd5 T &ixrestiz =k

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

REIZER | 5iEFNER

String callGETAPI(String url)
{FgetF5EAMAttpakhttpsiRSS

String callGETAPI(String host, String service, String params, String
header)

{EAgetF LA AhttpakhttpsiRsS
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REIER | 5iEFR
Response get(String url, String header)
{EAgetZ %A AttpakhttpsiRSS

String callPostAPI(String host, String service, String content, String
header, String contentType)

{#Apost/5iEiEAhttpaghttpsRSS

String callPostAPI(String url, String header, String requestBody,
String type)

{§postFiXEARhttpakhttpsiRSS

Response post(String url, String header, String content, String type)
{FFpostf5iXAAttpakhttpshRSS

String callFormPost(String url, String header, String/Map param)
formdatat&=UiA B httpakhttpshkss

Response callFormPost(String url, String header, String param,
FormDataMultiPart form)
formdatat&=UiABhttpakhttpsiRSS

String callDelAPI(String url, String header, String content, String
type)

{#F3delete75i&iEKhttpakhttpsiRSS

String callPUTAPI(String url, String header, String content, String
type)

@it putFsiEiERBhttpakhttpsiRSS

String callPatchAPI(String url, String header, String content, String
type)

{Epatch 5 & EBhttpakhttpsiRSS

Response put(String url, String header, String content, String type)
B puts i EERBhttpakhttpsiRSS

TS
e com.roma.apic.livedata.client.v1.HttpClient
- public okhttp3.Response request(HttpConfig config)

BT &ixrestiz=R

BAS¥

config: & \HttpConfigliftEER
BEEE

1R [E108 S ATTH 24K
- public okhttp3.Response request(String method, String url)
BEIEEEKRGDE. ERBENDAE restiEK
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ANSH

" method: EKAGE
" url: BRER
REER

R [ENAAYE B

public okhttp3.Response request(String method, String url,
Map<String,String> headers)

BITIEEBERAGE. BKER. BREELA RN AiXrestiz=R
BASH

"  method: BKFE

= url: BEKRER

® headers: Mapz8!, {HEKREBEELER

REEE

R EINERAYE 2

public okhttp3.Response request(String method, String url,
Map<String,String> headers, String body)

BIgEEERA A BKER. B5KEEL. 1BEKbodyARIHE A Erestis
K

BASH

"  method: BEKHGE

= url: BKIER

® headers: MapzZ!, {EKBELER

®  body: iBEKbodyMEE
REIEE
IR EE R AYE B AR

public okhttp3.Response request(String method, String url,
Map<String,String> headers, String body, String contentType)

BIEEIERAGE. BRER. BKBERL. iBKbodyff. contentTypely
BRAiXrestiz =k

BMASH

=" method: BEKAGE

= url: BKEER

®  headers: Map8!, {EREELER

"  body: iEKbodylk{EZE

= contentType: iB3K{KAJContent-typessEY
REER
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A E: BHEESTY

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

public String callGETAPI(String url)
{#EFget3 XA AttpEhttpsARSS
BASH

url: PRSZHbIE

REIER

1R [E108 R ATH 24K

public String callGETAPI(String host, String service, String params,
String header)

{EFget5 LA RhttpakhttpsiRSS
MASH

" host: fRSZMuht
= service: IREBER
" params: httpZ2EIEE

= header: httpsLEHEE

REER
A D) VEESHESTY

public Response get(String url, String header)
{Fget7 %A AhttpEkhttpsiRSS

BMASH

= url: PRSSHEht

" header: EKLEE

BEER

A i SHEESTY

public String callPostAPI(String host, String service, String content,
String header, String contentType)

{ERpost5iEIEAhttpeihttpshisS
MASH

"  host: PRSZHbiE

" service: IRSBIRR
" content: JHEIK

"  header: FRLER

= contentType: RFZEH
EEER
REINE RN ASHE S
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public String callPostAPI(String url, String header, String
requestBody, String type)

{EFpost73i&iEAhttpakhttpsRSs
BASH

= url: BRSSibLE

" header: BRLER

"  requestBody: EEK

= type: MIMEZSE!

BEIER

1R [E108 S ATTH 24K

public Response post(String url, String header, String content, String
type)
EApost /A iEEARBhttpakhttpsARSS
BMANSH

= url: PRSSHbhE

" header: EXRLER

= content: JHEYK

= type: MIMEZEE!

BEER

1R B0 R ATTH 24K

public String callFormPost(String url, String header, String/Map
param)

formdatat& (iR FAhttpakhttpsARSS
BASH

" url: ARSStbhE

" header: ERLEE

= param: S¥EE

REER

R[E0E Nz AYE B

public Response callFormPost(String url, String header, String param,
FormDataMultiPart form)

formdatat& =LA httpeihttpsiRSS
BMASE

" url: PRSSHbUE
" header: FRLER

=  param: SHIEE
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=  form: BodyZ#{
REIER
1R B0 R ATH 24K

public String callDelAPI(String url, String header, String content,
String type)

Efdelete5ix1EKhttpakhttpshRSS
BMASH

= url: PRSSHuhE
" header: BFRLE=EER
= content: JHE{K

= type: MIMEZEEY

EEER
A EIl VIS HESTYS

public String callPUTAPI(String url, String header, String content,
String type)

{EAputEiEEAAhttpeihttpshRsS
TN

" url: PRSSHELE
" header: iFKLER
= content: HE{K

= type: MIMEZEE!
BEER
BN S HERSEEN

public String callPatchAPI(String url, String header, String content,
String type)

{ERpatch5 A AhttpakhttpshRSS
BMASE

" url: PRSSHbHE
" header: FKLER
=" content: HE{K

" type: MIMEZEEY

REER
AN A SHEESYE

public Response put(String url, String header, String content, String
type)

ERputiiEERBhttpakhttpsiRSS

BMASH
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url: PRSZ b

header: iB53KLEE

content: HE/{K

= type: MIMEZEE!
BEIEE
1R [E108 R ATTH 24K

2.4.12 HttpConfig 2515408

fZEES

com.roma.apic.livedata.config.v1.HttpConfig

il

Ec&HttpClientEFE, IHTTPIERFITEE .

{ERHI

importClass(com.roma.apic.livedata.client.v1.HttpClient);
importClass(com.roma.apic.livedata.config.v1.HttpConfig);
function execute(data) {

var requestConfig = new HttpConfig();

requestConfig.setAccessKey("071fe245-9cf6-4d75-822d-c29945a1e06a");
requestConfig.setSecretKey("c6e52419-2270-***-****.3e7fdd01dcd5");

requestConfig.setMethod('POST');

requestConfig.setUrl("https://30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com/
app1");

requestConfig.setContent("body");

requestConfig.setContentType('application/json');

var client = new HttpClient();

var resp = client.request(requestConfig);
return resp.body().string()

public HttpConfig()
KIIE— 1S ERIHttpConfig

Hiks&

IR[O]SEE FiEAiRAs

void addHeaderToSign(String headerName)
IS RRNERL

SASRRAS 04 (2025-03-25) WRINPE © AR ERABRAE

87



MRASHIEERTFE

F &l 2 IRSSEERFT R ISR

IR[O]2EE T3 iEM5ER

String getAccessKey()
FRENZE B HIACcessKey . I E T AccessKeyF1SecretKeyAIiE KIS E
FRAKSKEZFEMERESR

String getCaCertData()
SREXCailE$

String getCharset()
SREXHTTPIEKRADMETC

String getClientCertData()
FRENZE FimilE+

String getClientKeyAlgo()
SRENE FimthSBINE&EIX

String getClientKeyData()
SRENE FimFAsH

String getClientKeyPassphrase()
SRENE FimFA B2

int getConnectionTimeout()
SREVE BT A a)

int getConnectTimeout()
SREVZE RSB AT AY )

Object getContent()
REHTTPIERAE

String getContentType()
IRENHTTPIERABHER

String getHeader(String name)
IREEERTRAIHTTPIERL

Set<String> getHeaderNames()
SRENBRLZTR

Map<String,S | getHeaders()

tring(]> RERF ARk

String[] getHeaders(String name)
SREMEE BRI A HTTPIERL

Set<String> getHeadersToSign()
SRENFFEAANIBHRL

MAERRAS 04 (2025-03-25)

WRIERE © EARITERARERAF

88


https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-algorithm.html

MRASHIEERTFE

2 IR FT R ISR

IR[O]2EE F5iEAiR AR

String getHttpProxy()
FRENHttpfLIE

String getHttpsProxy()
FREXHttpsftIR

int getMaxConcurrentRequests()
$kBXmaxConcurrentRequests

int getMaxConcurrentRequests...()
$REXmaxConcurrentRequestsPerHost

String getMethod()
SRERHTTPASIX

String[] getNoProxy()
IRENAERCIERYIPHBILZIZR

String getParameter(String name)
REMEEBIRIHTTPIE RS

Set<String> getParameterNames()
SRERFTEHTTPIERSHETR

Map<String,S | getParameters()

tring> SKERHTTPIER S

String getProxyPassword()
REVCIERZG

String getProxyUsername()
REMRIEFFE

RequestConfi | getRequestConfig()

9 SRENBKRECEER

String getRequestld()
IREUE RIS

int getRequestTimeout()
SRENE KBRS B a]

long getRollingTimeout()
$REXrollingBATATIE]

long getScaleTimeout()
SREYscalefBATAYE]
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IR[O]2EE T3 iEM5ER
String getSecretKey()
SREUBRE B HYSecretKey ., IRE T AccessKeyFISecretKeyRyiEsK
K ERAKSKEREEIBRES
okhttp3.TlsVe | getTlsVersions()
rsion(] FREXTLSHRA
String getUrl()
SREXUrl
String getUserAgent()
$kHYuserAgent
long getWebsocketPinglnterval()
skEXwebsocket/( AT E]
long getWebsocketTimeout()
FREXwebsocket#BRTATIE]
boolean isRedirects()
ERTEED
boolean isSsl()
EE{EAHTTPS, Efiifalse
boolean isSslRedirects()
sKEYss|Redirectsh9{E, BY&: true or false
boolean isTrustCerts()
EAEEREIUES, BUE: true or false
void setAccessKey(String accessKey)
IREIEKREZRIACcessKey , 1RE T AccessKeyFllSecretKeyRdiEsk
KEFRAKSKEZEENBRES
void setBodyForm(Map<String,String> content)
REmMapRENHTTPIERAS
void setBodyText(String content)
IREStringl&AIHTTPIERAE
void setCaCertData(String caCertData)
RECalEP
void setCharset(String charset)
IREHTTPIERRIBREIC
void setClientCertData(String clientCertData)
IREEFimIEH
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void setClientKeyAlgo(String clientKeyAlgo)
REEFIRTABIIEEX

void setClientKeyData(String clientKeyData)
IREE FinthH

void setClientKeyPassphrase(String clientKeyPassphrase)
IREEFIRtABENG

void setConnectionTimeout(int connectionTimeout)
IRE BRI Y

void setConnectTimeout(int connectTimeout)
IREEE BRI Y

void setContent(Object content)
ZEObjectt&AIHTTPIERKAR

void setContentType(String contentType)
IREHTTPIE KRS

void setHeader(String name, String value)
IREREBMAMERIBRL

void setHeader(String name, String[] value)
IREREZMAMEIBRL

void setHeaders(Map<String,String> headers)
REIERL

void setHeaderValues(Map<String,String[]> headers)
REIERL

void setHttpProxy(String httpProxy)
IREhttpAiE

void setHttpsProxy(String httpsProxy)
BB Https{tIE

void setMaxConcurrentRequests(int maxConcurrentRequests)
IRESRAFHRH

void setMaxConcurrentRequests...(int
maxConcurrentRequestsPerHost)
IRERIHRRARFRE

void setMethod(String method)
REBHTTPEE
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void setNoProxy(String[] noProxy)
IREAFERAIERIbIESIZER

void setParameter(String name, String value)
IREHTTPIERSH

void setParameters(java.util. Map<String,String> parameters)
IRBHTTPIERSH

void setProxyPassword(String proxyPassword)
1 EproxyZhg

void setProxyUsername(String proxyUsername)
12 EproxyFIF&

void setRedirects(boolean redirects)
REEBRITEEM

void setRequestld(String requestid)
IRBBRRFS

void setRequestTimeout(int requestTimeout)
IREIFKEATASE]

void setRollingTimeout(long rollingTimeout)
g &rollingtBATASE]

void setScaleTimeout(long scaleTimeout)
12 EscalefBRIATE

void setSecretKey(String secretKey)
IREIEREBRISecretKey , ZE T AccessKeyFlSecretKeyAJiE=K
K ERAKSKEZEEIERES

void setSsl(boolean ssl)
IREERERAHTTPS

void setSslRedirects(boolean sslRedirects)
& &sslRedirectsfY(E

void setTlsVersions(okhttp3.TlsVersion[] tlsVersions)
B TLShRA

void setTrustCerts(boolean trustCerts)
REEREEMEIES

void setUrl(String url)
REUrl
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void setUserAgent(String userAgent)
& &userAgent
void setWebsocketPinginterval(long websocketPinglInterval)
g &websocket/(>HkAT(E]
void setWebsocketTimeout(long websocketTimeout)
18 Bwebsocket#BATATE
b NES

public void addHeaderToSign(String headerName)

[EZHiRIlheader

BANSH

headerName: i&3KRLZFR
public String getAccessKey()

SREUBREZHIACcessKey , 1B T AccessKeyFSecretKeyAIiE RIS EFAKSKES

BEEHERESZ,

BEER
IREEREZHIACcessKey

public String getCaCertData()
SRENCalEP

BEER

R[ECaiEH

public String getCharset()
IRENHTTPiERmESHETC

REER

REHTTPIERBIDHET

public String getClientCertData()
IRENE FimiE$

EEER

REIEFiwIEH

public String getClientKeyAlgo()
REVE PinfASBINERIE

BEER

REIZEFintASBINIEEX

public String getClientKeyData()
IRENE PimfA$H

BEER

REIE FimfA$A
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public String getClientKeyPassphrase()
IRENE FimFfASA D

BREER

IR[E1E FimfASAZS

public int getConnectionTimeout()
SREE B AT ]

BEER

R [El& B AT R ]

public int getConnectTimeout()
SREE B AT ]

BEER

IR[EERERTASE]

public Object getContent()
SKERHTTPIERAA

BEER

REIHTTPIERAE

public String getContentType()
SRENHTTPIERASAIEC

BEER

REIHTTPIERASTAIE

public String getHeader(String name)
REGEERTRAIIHTTPiERL

BANSE

name: iBEXRLZFR

EEIEE

BREFEEZTRABERLER

public Set<String> getHeaderNames()
SRENBRLZTR

EEIEE

REIERLZTR

public Map<String,String[]> getHeaders()
SRENFFAIEHL

EEIER

REIFrEIERL

public String[] getHeaders(String name)
REFEESTRAIFTBHTTPIERL
NS

name: i5RLZIR

EEIEE
REFEEZTRIFABHTTPIERL
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public Set<String> getHeadersToSign()
SRENZEZ FRIIERL

BEER

REIEZHRYIEHRL

public String getHttpProxy()
SREXHttpfUIE

BEER

R[EHttpfLIR

public String getHttpsProxy()
FRENHttps{tIE

EEER

IR[EIHttpstUIE

public int getMaxConcurrentRequests()
SREVER A FH A %L

BEER

IREIRAFHEE

public int getMaxConcurrentRequestsPerHost()
SRENERI B B K F R 2L

REER

IR [OlSRIEE R AR

public String getMethod()

SREXHT TP &

BREER

REIHTTPI5i%

public String[] getNoProxy()
SRENAMERRIERMELESIZE

BEER

REIAMERRIERHEILFIZE

public String getParameter(String name)
REEEBIRAIISH

BASE

name: HTTPRYZFR

BEER

IREHEEZTRAISE

public Set<String> getParameterNames()
SRERHTTPIERS#

EEER

REHTTPIERSH

public Map<String,String> getParameters()
SRERHTTPIER S
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EEEE

IREIHTTPIERESH

public String getProxyPassword()
SREXProxyZHg

BEER

IR [ElProxy#Hg

public String getProxyUsername()
SREXProxyFHF &

BEER

IR[E]Proxy P&

public RequestConfig getRequestConfig()
$kBXrequestConfig

EEIEE
iR[E]ssIRedirectsB%n/RIE

public String getRequestld()
IRENERIRS

EEER

REIERRES

public int getRequestTimeout()
SRENA K ABAT A ]

BEER

IRENEKFERTATE]

public long getRollingTimeout()
$REXrolling#BRTA ]

BEER

iR [Elrolling #BATATE]

public long getScaleTimeout()
$REYscalefBAYAYE]

EEIEE

IR[ElscalefBAIAE]

public String getSecretKey()

SRS SRE ZHSecretKey , 188 T AccessKeyFISecretKeyHiEKIG(FEFIAKSKEE

BRIENERES

BEIER

R[EIEKRFEZAISecretKey

public okhttp3.TlsVersion[] getTlsVersions()
SRENTLSHRAS

BEIER

R[EITLSHRAS

public String getUrl()

FREXUrL
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EEEE
1R[E]Url

e public String getUserAgent()
¥kHuserAgent
EEIEE
1R[BluserAgent

e public long getWebsocketPinginterval()
$xEYwebsocket/ (AT E]
BEIEE
iR[Ewebsocket/(>HEAt ]

e public long getWebsocketTimeout()
SREXWebsocketiBATHTE]
EEIEE
IR[EWebsocketiBA1AT(E]

e public boolean isRedirects()
EATEED
EEEE
BB/ AT EER

e public boolean isSsl()
=AFERAHTTPS, BtiAfalse
EEIEE
REIFSRIF/AFCHERHTTPS

e public boolean isSslRedirects()
$KE¥ssIRedirectsAY{E, BUEHtrueiEfalse
BEIEE
iR[EssIRedirectsH{E

e public boolean isTrustCerts()
RN REEREILES
EEIEE
REIRBEEREIES

e public void setAccessKey(String accessKey)
BEIEREEZMACcessKey , 185 T AccessKeyFl1SecretKey iERiGEAAKSKE
BEEHERESZ,
BANSE
accessKey: 1EREZHAIAccessKey

e public void setBodyForm(Map<String,String> content)
REMapREIHTTPIERHNS
BWNSH
content: HTTPIERKHAE

e public void setBodyText(String content)
IREStringZRBUgHTTPIERAE
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BASH

content: HTTPIESRHE

public void setCaCertData(String caCertData)
REcEP

BANSE

caCertData: cailf$H

public void setCharset(String charset)
REHTTPIEKRREHET

BABH

charset: HTTPiEKIREHE

public void setClientCertData(String clientCertData)
REEFIHIED

BASH

clientCertData: EFimIEH

public void setClientKeyAlgo(String clientKeyAlgo)
REEFiRfASBINERIE

BANSE

clientkeyAlgo: ZEFimFAEINZEX

public void setClientKeyData(String clientKeyData)
REEFinfATA

N

clientkeyData: ZFixFAH

public void setClientKeyPassphrase(String clientKeyPassphrase)
REEFIRTATAERS

BANSE

clientKeyPassphrase: ZFixFATEZRY

public void setConnectionTimeout(int connectionTimeout)
IR EIE BT )

BANSE

connectionTimeout: JEEHBATATE]

public void setConnectTimeout(int connectTimeout)
IR BB RYE)

BASH

connectTimeout: EiEHBATATE]

public void setContent(Object content)
REStringfFileZERRIHTTPIERAA

BANSE

content: HTTPIEKASE

public void setContentType(String contentType)
REHTTPIERABIE
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BASH
contentType: HTTPIESKAIBHRT
e public void setHeader(String name, String value)
REIFRL
BASE
- name: iERLZIR
- value: BEKLE
e public void setHeader(String name, String[] value)
REIFRL
BNSE
- name: BERLZIR
- value: BERkLE
e public void setHeaders(Map<String,String> headers)
REIFNKL
BANSE
headers: iBEXKLEE
e public void setHeaderValues(Map<String,String[]> headers)
wREIEKRL
BASH
headers: iEKLEE
e public void setHttpProxy(String httpProxy)
R EhttpftIE
BMANSE
httpProxy: http{{IE
e public void setHttpsProxy(String httpsProxy)
2B httpsftIE
N
httpsProxy: https{{iE
e public void setMaxConcurrentRequests(int maxConcurrentRequests)
®EmaxConcurrentRequests
BNSH
maxConcurrentRequests:

e public void setMaxConcurrentRequestsPerHost(int
maxConcurrentRequestsPerHost

& maxConcurrentRequestsPerHost
BNSH
maxConcurrentRequestsPerHost:

e public void setMethod(String method)
REHTTPA X
MANSH
method: HTTPAL
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public void setNoProxy(String[] noProxy)
REANMEBRIEOMIFIZE

BANSE

noProxy: AfERRIEAMBLEZIZ

public void setParameter(String name, String value)
IREHTTPIERESH

BASH

- name: HTTPIERS#Z

- value: HTTPiEk&#E

public void setParameters(Map<String,String> parameters)
IREHTTPIERSH

BANSE

parameters: HTTPiER&#]

public void setProxyPassword(String proxyPassword)
& & proxyZ5iy

BASH

proxyPassword: proxyZfg

public void setProxyUsername(String proxyUsername)
B Eproxy APZ

BANSE

proxyUsername: proxyFHP&

public void setRedirects(boolean redirects)
REEAITEEMD

N

redirects: ERVIFEEM

public void setRequestld(String requestid)
REIBFKFES

BWASH

requestld: EKHES

public void setRequestTimeout(int requestTimeout)
R EIEKIBATAT ]

BANSE

requestTimeout: &RIBATATIE

public void setRollingTimeout(long rollingTimeout)
2 &rolling#BAIATE]

BANSH

rollingTimeout: rolling#BATAE

public void setScaleTimeout(long scaleTimeout)

1’ EscalefBAIATIE]

BNSH
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scaleTimeout: scaleBAdAdia]
public void setSecretKey(String secretKey)

BEIEREZMSecretKey , 185 7 AccessKeyFISecretKeyHiEKIG(EFIAKSKE
BEENERES,

BWNSH

secretKey: 15KZEZAISecretkey

public void setSsl(boolean ssl)
REESBEAHTTPS

BANSE

ssl: 2EERHTTPS

public void setSslRedirects(boolean sslRedirects)
1w EsslRedirectsfY{E, BUEHtrueiEfalse
NS

sslRedirects: truezi&false

public void setTlsVersions(okhttp3.TlsVersion[] tlsVersions)
RETLSIRAS

BANSH

tlsVersions: TLSKHRAS

public void setTrustCerts(boolean trustCerts)
RESSEEMEIES

NS

trustCerts: ZHEEFEIED

public void setUrl(String url)

REUrl

BANSH

url: URL

public void setUserAgent(String userAgent)

1’ E&userAgent

WANSH

userAgent: userAgent{E

public void setWebsocketPinginterval(long websocketPinginterval)
2 EBwebsocket/(>BkATE]

BANSH

websocket/(>HkRTE] :

public void setWebsocketTimeout(long websocketTimeout)
12 EWebsocket#BATAT(E]

WANSH

websocketTimeout: Websocketi#BH1ATE]
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2.4.13 JedisConfig 2515408

/
B2
com.roma.apic.livedata.config.vl1.JedisConfig
N
15484
Bc&RedisClient{FF, XtRedisiERiHITACE .
ERZHI
importClass(com.roma.apic.livedata.client.v1.RedisClient);
importClass(com.roma.apic.livedata.config.v1.JedisConfig);
function execute(data) {
var config = new JedisConfig();
config.setlp(["1.1.1.1"]);
config.setPort(["6379"]);
config.setMode("SINGLE");
var redisClient = new RedisClient(config);
var count = redisClient.get("visit_count")
if (!count)
{
redisClient.put("visit_count", 1);
lelse {
redisClient.put("visit_count", parselnt(count) + 1);
return redisClient.get("visit_count");
}
\ﬂ: \,
AV RS
public JedisConfig()

KIIE— 1 SR edisConfig

Biks®E

R[E13E T3 &R
int getDatabase()
$%HYjedisHdatabase, EAIAS0
String[] getlp()
$RENredisgyI Pt 513
String getMaster()
$xEYjedisImasterZ#R ( Zmodey"MASTER_SLAVE"B1E
)
int getMaxAttempts()

$REYjedisA9EEIX IR E, EAIA10000

int getMaxidel()

SREYjedisiERzit RS RIERR B LR, BOAS
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IREI2EE

T5i=F0i5AR

int

getMaxWait()
FRENjedisiEBE AR RATEFATE) IR, EAIA60FD

String

getMode()
FERjedisHIZERY, FNEES “SINGLE” / “CLUSTER” /
“MASTER_SLAVE”

String

getPassPhrase()
KREYjedisAYZERT

String[]

getPort()
KRBT BIROS

int

getSoTimeout()
$REYjedisHIZENEATAYE], EXIA600

int

getTimeout()
YREXjedisHURBAIATE], EXIA1000

void

setDatabase(int database)
& EjedisgYdatabase

void

setlp(String[] ip)
S5 PibE

void

setMaster(String master)

g &jedisiImasterZFR ( Zmode}y “MASTER_SLAVE” BIH
)

void

setMaxAttempts(int maxAttempts)
R EjedistIEIREL, BAIA10000

void

setMaxldel(int maxldel)
REjedisiER P S AERERI LR, BAIAS

void

setMaxWait(int maxWait)
R EjedisEE AR RAITEFATE LR, FAIA60

void

setMode(String mode)
B EjedisHIZERS, ANEEN “SINGLE” / “CLUSTER” /
“MASTER_SLAVE”

void

setPassPhrase(String passPhrase)
B EjedisHIZG

void

setPort(String[] port)

REROS

void

setSoTimeout(int soTimeout)
R EjedisHNIZEGERTATIE]
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IREEE FiEFMEA
void setTimeout(int timeout)
R EjedisHYBHTATIE]

inEE

public int getDatabase()
$kEYredisfydatabase, EXIAJ90

EEIER

1x[o]database

public String[] getip()

SREXFE | Pitbik

BEIER

R[5 PHBIEAYString 2R

public String getMaster()
$REXredisgImasterZFR ( Zmode’g “MASTER_SLAVE” RIBEH )
EEIER

1R[BlmasterZFR

public int getMaxAttempts()

KB redisHIEEIIREL, EAIA10000

BEIER

R[EIEIREL

public int getMaxldel()
IREYjedisiEfE it RIERERY LR, ERIAS
EEER

IRENERE P RIEREERY_ LR

public int getMaxWait()
IRENjedisiERE AR RATE AT E) IR, EAIA60FD
BEIEE

IR ENERE A R AT AT 8 LR

public String getMode()

FRENredisf9ZERY, T8 &N “SINGLE” / “CLUSTER” / “MASTER_SLAVE”

EEIEE

R[ElredisHY3EEY

public String getPassPhrase()
$xEXredisHYZXRG

BEIER

IR[ElredisAYZH

public String[] getPort()
REVFTBIROS
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BREER

REROSHIString#4H

public int getSoTimeout()
¥REYjedishYIZENERTATE], BATA600%)
BEIER

1x[E]soTimeout

public int getTimeout()
$REVjedisHIEBAIASE], BAIA1000%D

BEISE

IR[EFEATATE]

public void setDatabase(int database)

1k &Eredisfydatabase

BASH

database: database

public void setlp(String[] ip)

R Eipthilt

BANSE

ip: IPHtit

public void setMaster(String master)
wEredisfmasterZ R ( Zmode)s “MASTER_SLAVE” B3B3 )
N

master: redisgImasterZ R

public void setMaxAttempts(int maxAttempts)
R EjedisHIEIXIREL

BANSE

maxAttempts: ZEidt)REL

public void setMaxldel(int maxIdel)
REjedisRUERS P IRIERZERILIR, BAAS
BANSH

maxlidel: EEEBHPRIERZEE LR

public void setMaxWait(int maxWait)

R EjedisHNERSHFERITEFSATE LR, EAIA60FD
BASH

maxWait: EEHFERITEFE LR

public void setMode(String mode)

& EredisgyEEY, T[igEN “SINGLE” / “CLUSTER” / “MASTER_SLAVE”

BNSH

mode: ZEHY

public void setPassPhrase(String passPhrase)
R EredishI251
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BASH
passPhrase: Zf3

e public void setPort(String[] port)
REIRAS
BANSE
port: ix=

e public void setSoTimeout(int soTimeout)
R EjedisHYIZEGERTATE), EAIA600FD
BASH
soTimeout: SEENGERTHYE

e public void setTimeout(int timeout)
R EjedisHIEATHTIE]
BANSH
timeout: BAIAYE], BUF

2.4.14 JSON2XMLHelper 351585

BB
com.huawei.livedata.utilLJSON2XMLHelper
1518
12 ft)son5XmlZ [@RIEE SR,
BixSIR
IREISEE J3i=Rs e
static String | JSON2XML(String json, boolean returnFormat)
json&gxml
static String | XML2JSON(String xml)
xml¥&json
b NES
e public static String JSON2XML(String json, boolean returnFormat)
jsoniExml
BANSH

- json: jsont&TLHIFFFeR
- returnFormat: REHEZ
REEE
REXxmMUSF
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e public static String XML2JSON(String xml)
xml&%json
BANSE
xml: xmi&TLRYFRFER
EEIER
REXxmMUSFR

2.4.15 JSONHelper 21508

iEYES
com.huawei.livedata.lambdaservice.utilJSONHelper
1518
Rfft)son5Xml. MapZBIIItEESEHE,
Bix5IE
IREISER TR 05ER
static String | json2Xml(String json)
jsoniExml
static String xml2Json(String xml)
xml&%json
static String | json2XmlWithoutType(String json)
jsonigxml
static jsonToMap(String json)
HashMap jsoniEmap
b NES
e public static String json2Xml(String json)
jsoniExml
BANSE
json: jsont&TAYF TR
EEIER
EBExmE =S
e public static String xml2Json(String xml)
xml&%json
BANSE
xml: xmi&TLHYFRFER
EEIER
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R[Eljsont& N F 158

e public static String json2XmlWithoutType(String json)
jsonfgxml
BMANSH
json: jsontEAIFRFER
REEE
REXmMIEILF R

e public static HashMap jsonToMap(String json)
jsonf&map
BMANSH
json: jsont&TURIFFTE
REER
IRBlmaptEzlF 1T

2.4.16 JsonUtils 2515 BH
iz=Y e

com.roma.apic.livedata.common.v1.JsonUtils
1588

=fitson53I%R.. XmIZERIHEEEER,
(=R

importClass(com.roma.apic.livedata.common.v1.JsonUtils);
function execute(data) {
return JsonUtils.convertJsonToXml('{"a":1}")

}

HiksIE

IREIER T3 &SRR

static String convertJsonToXml(String json)
jsoniEitapixml

static String convertJsonToXml(String json, String rootName)
jsoniEapixml

static<T>T toBean(String json, Class<T> clazz)
jSOnEIRFIITR

static String toJson(Object object)
RERIREEIRS9jsonFFFER
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static String toJson(Object object, Map<String,Object> config)
BRI AIsonFR/FE, FfconfighiIEcE .
BiIgn, configdhali® & “date-format” J3 “yyyy-MM-dd
HH:mm:ss”
static toMap(String json)
Map<String,O jsont&i g map
bject>
P
e public static String convertJsonToXml(String json)
jsonFE R xml
BANSE
json: jsont&TUAYF 15 R
BEER
BREXxmUEAIF 55
e public static String convertJsonToXml(String json, String rootName)
jsonF& R xml
BANSE

- json: jsont&TLHIFRFER
- rootName: xmUREH SZFR

BEISR

IREXmMIIEAIERF
e public static <T> T toBean(String json, Class<T> clazz)

JSONEEHARE TR

BNSH

- json:

BEISER

EEIESHEY

jsontENHIFFTER

- clazz: 2

e public static String toJson(Object object)
XTSRRI IsonF T

BNSH

object: HIAXIER

BREIER

RS EIRYjsonF T ER

e public static String toJson(Object object, Map<String,Object> config)
B IREE#RAjsonF R, (ERconfighiIEcE .
540, configHhali& & "date-format"3"yyyy-MM-dd HH:mm:ss"
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BASH

- object: HBIAITHR

- config: #EIAEANERE
EEEE

RIS EIRYjsonF 5 &R
public static Map<String,Object> toMap(String json)
json&Eipkmap

BANSE

json: jsont&TURIFFTE
BEIEE

mapf8VAF 5 &R

2.4.17 JWTUtils 253588

H’E
com.huawei.livedata.util.JWTUTtils
15EA
IRfitsha256% %3
IRy
IR[E13E FoiEFI5RR
static String | createToken(String appld, String appKey, String timestamp)
4 isha256% %
b NES
public static String createToken(String appld, String appKey, String
timestamp)
4 ksha256% %
BMASH

appld: RN FEID
appKey: £EpkN FHKey
timestamp: A[E)Ek

REER
IR[Esha256XZ =8
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2.4.18 KafkaConsumer 253508
®E

com.roma.apic.livedata.client.v1.KafkaConsumer

15Ee

iBZEKafkaiEE. .

sEEF~GI
o KREAZEIMNMNEZEHMMYERPLAINTEXTHIIZS

importClass(com.roma.apic.livedata.client.v1.KafkaConsumer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '192.168.0.10:26330,192.168.0.11:26330,192.168.0.12:26330'
var topic = 'YourKafkaTopic'
var group = 'YourKafkaGroupld'

function execute(data) {
var config = KafkaConfig.getConfig(kafka_brokers, group)
var consumer = new KafkaConsumer(config)
var records = consumer.consume(topic, 2000, 10);
var res = []
var iter = records.iterator()
while (iter.hasNext()) {
res.push(iter.next())

}
return JSON.stringify(res);
}

o LEWMYERSASL_SSLBSASLAEEI{EFERPLAINAIGS :
importClass(com.roma.apic.livedata.client.v1.KafkaConsumer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '192.168.0.10:26330,192.168.0.11:26330,192.168.0.12:26330'

var topic = 'YourKafkaTopic'

var group = 'YourKafkaGroupld'

//AppKeyFlAppSecret/9SASL_SSLIAIERIFBFEF0IZS, NRITEEATIMQS, W AaTopicFh/E&Em AT
Key#Secret

var app_key = 'AppKey"

var app_secret = 'AppSecret’

function execute(data) {
var config = KafkaConfig.getSaslConfig(kafka_brokers, group, app_key, app_secret)
var consumer = new KafkaConsumer(config)
var records = consumer.consume(topic, 2000, 10);
var res = []
var iter = records.iterator()
while (iter.hasNext()) {
res.push(iter.next())

return JSON.stringify(res);
}

o L HMYUfERISASL SSLESASL PLAINTEXT, HSASLIAIEHLHIfERSCRAM-
SHA-51209i75 :
importClass(com.roma.apic.livedata.client.v1.KafkaConsumer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '192.168.0.10:26330,192.168.0.11:26330,192.168.0.12:26330'
var topic = 'YourKafkaTopic'
var group = 'YourKafkaGroupld'
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function execute(data) {

var config = KafkaConfig.getConfig(kafka_brokers, group)

[TRESEFMERN L SR EEIRAYE, SASL_SSLEESASL_PLAINTEXT

config.put("security.protocol”, "SASL_SSL|SASL_PLAINTEXT");

config.put("sasl.mechanism", "SCRAM-SHA-512");

//AppKeyFIAppSecretgSASL_SSLEKSASL_PLAINTEXTIAERIFEE SR, NEMIENAIMQS, MK
TopicFR/BEE RN FIRYKeyFNSecret

config.put("sasl.jaas.config","org.apache. kafka.common.security.scram.ScramLoginModule required
username=\"AppKey\" password=\"AppSecret\";");

var consumer = new KafkaConsumer(config)
var records = consumer.consume(topic, 2000, 10);
var res = []
var iter = records.iterator()
while (iter.hasNext()) {
res.push(iter.next())

}
return JSON.stringify(res);

public KafkaConsumer(Map configs)
HiE— M KafkaiHEiEEHE
S configsk~KafkafUELEISE

iRz

R[E3EE T3 &R 5AR
List<String> consume(String topic, long timeout, long maxltems)
HEHR

kB
public List<String> consume(String topic, long timeout, long maxltems)
HEHR
BASH
e topic: HEBATI

e timeout: EEVBAIATE, SRAEI30000=F), Ei¥timeoutiZ B{E/NFHIiHAPI
1Y “fRimiERd” BdEE

e maxitems: EEGEEHNREAEH=E
REEE
KafkaBiHZEAGEHEHA, EEHENSEZSLEENNBHEE— M

2.4.19 KafkaProducer 3535188
BE

com.roma.apic.livedata.client.v1.KafkaProducer
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1AA

HrrKafkalB 2,

{ERZAI
o RERZEMNHZEMIERPLAINTEXTRIIAR:

importClass(com.roma.apic.livedata.client.v1.KafkaProducer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '192.168.0.10:26330,192.168.0.11:26330,192.168.0.12:26330'
var topic = 'YourKafkaTopic'

function execute(data) {
var config = KafkaConfig.getConfig(kafka_brokers, null)
var producer = new KafkaProducer(config)
var record = producer.produce(topic, "hello, kafka.")
return {
offset: record.offset(),
partition: record.partition(),
code: 0,
message: "OK"
}
}

o LRWMUEHERSASL SSLESASLIAEHEIEFEPLAINAIIZS :
importClass(com.roma.apic.livedata.client.v1.KafkaProducer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '192.168.0.10:26330,192.168.0.11:26330,192.168.0.12:26330'

var topic = 'YourKafkaTopic'

//AppKeyF1AppSecret/gSASL_SSLIMIFRIFEFREZFNZED, WNRIHEAIAMQS, UgTopicFi/EEERk N FERY
KeyFSecret

var app_key = 'AppKey'

var app_secret = 'AppSecret’

function execute(data) {
var config = KafkaConfig.getSaslConfig(kafka_brokers, null, app_key, app_secret)
var producer = new KafkaProducer(config)
var record = producer.produce(topic, "hello, kafka.")
return {
offset: record.offset(),
partition: record.partition(),
code: 0,
message: "OK"
}
}

o LEWMYERISASL_SSLELSASL_PLAINTEXT, HSASLIAEHLHEASCRAM-
SHA-51209i75 :
importClass(com.roma.apic.livedata.client.v1.KafkaProducer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '192.168.0.10:26330,192.168.0.11:26330,192.168.0.12:26330'
var topic = 'YourKafkaTopic'

function execute(data) {

var config = KafkaConfig.getConfig(kafka_brokers, null);

[IRIEIIRMERNZ SR ERMAANE, SASL_SSLESASL_PLAINTEXT

config.put("security.protocol”, "SASL_SSL|SASL_PLAINTEXT");

config.put("sasl.mechanism", "SCRAM-SHA-512");

//AppKeyF1AppSecretgSASL_SSLEKSASL_PLAINTEXTIAERIEEFZFIZERE, WNERIHEAIAMQS, Mg
TopicPh/B &Rk FBRYKeyFSecret

config.put("sasl.jaas.config","org.apache. kafka.common.security.scram.ScramLoginModule required
username=\"AppKey\" password=\"AppSecret\";");

var producer = new KafkaProducer(config)
var record = producer.produce(topic, "hello, kafka.")
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return {

offset: record.offset(),
partition: record.partition(),

code: 0,

message: "OK"

public KafkaProducer(Map configs)
HiE— M KafkalHBE~E
S8 configsFRKafkahUELEISE

yEr e

IR[EI2EE

F5i=ANiAR

org.apache.kafka.c
lients.producer.Re
cordMetadata

produce(String topic, String message)
HErEHER

MR

T REERER[E 5iEproduce(String topic, String message), BUESHREISENT . FINTE
ERRGIS, FEEEIE[ER “return record” G5, BNUIREIRNEENZ,

FinvEE

public org.apache.kafka.clients.producer.RecordMetadata produce(String
topic, String message)

EFER
BMANSH

e topic: EHEPBAT

e message: HERRE

EEEE
HRICR

2.4.20 KafkaConfig 2515308

i7:7ES

com.roma.apic.livedata.config.v1.KafkaConfig

extends

java.util.Properties
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FRiER 2 BRSESERFRIER
156
5KafkaProducergfKafkaConsumerBic &1, YJKafkaZFimH TS
public KafkaConfig()
KIIE— 1S ERIKafkaConfig
FixSER
IREIER T3 EFN5AR
static getConfig(String servers, String groupld)
KafkaConfig HKE—ARE, BFAEMQSIRtKafka (FFFR
sasl_ssl) .
static getSaslConfig(String servers, String groupld, String
KafkaConfig username, String password)
REN—ECE, AFAIEMQSiRHAIKafka ( FFigsasl ssl) o
b NES

e public static KafkaConfig getConfig(String servers, String groupld)
IHIEIMQSIRHAIkafka ( AFFfFsasl_ssl) o
BANSH
- servers: kafkaConfighafdbootstrap.servers{Z &
- groupld: kafkaConfigihfdgroup.idiS&
BEIEE
IR[ElKafkaConfigXts:

e public static KafkaConfig getSaslConfig(String servers, String groupld,
String username, String password)

PBiaIMQSIEtRkafka ( FFiZsasl ssl) o

BRANSH

- servers: kafkaConfighafdbootstrap.servers{Z &
- groupld: kafkaConfigihfdgroup.idiS8&

- username: FAPH

- password: Zf5

BREER

IR[EKafkaConfigXts:

2.4.21 MD5Encoder 23588
BEF

com.huawei.livedata.lambdaservice.util. MD5Encoder
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HEMd5E.
BikFIzE
IR[E]KEY FiEFmRAR
static String | md5(String source)
HEFHFENMISE
BikiFB
public static String md5(String source)
HEFRFEAIMISE
BMASH
source: EEFEMISHIERS
REER
FRIENMASE
2.4.22 Md5Utils 255 ER
iy
com.roma.apic.livedata.common.v1.Md5Utils
15488
ITEMd5E,
ERRBI
importClass(com.roma.apic.livedata.common.v1.Md5Utils);
function execute(data) {
var sourceCode = "Hello world!";
return Md5Utils.encode(sourceCode);
}
Bk
IR[C]3ERY FiEFMsAR
static String encode(String content)
HEFFEAIMASE
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HiEFE

public static String encode(String content)

TEFRFENIMASE

BNSH
content: FEITEMISAIFFE
REEE
FEERNMASE
2.4.23 QueueConfig 3515408
®E
com.roma.apic.livedata.config.v1.QueueConfig
1588
5RabbitMqConfig#RabbitMqProducerfc &{FH, XIPAFIHITHE
HRIERRIFE

public QueueConfig(String queueName, boolean durable, boolean exclusive,
boolean autoDelete, Map<String, Object> arguments)

E— 1 BASIECE .

S

e queueNameZFRRBAFIZTR,

o durableRREHFFAM, trueRTIFAMK, falseRTIEFAIL.

o exclusiveRTREEHI, trueRmHESL, BI— 1 PATIRBEE—MEZEERIELZE
e autoDeleteRT A BalMiR, trueR~EIMIFR.

e argumentsEREAMEM

2.4.24 RabbitMqConfig 3588

if Y
com.roma.apic.livedata.config.v1.RabbitMgConfig

15488
5ConnectionConfig, QueueConfig, ExchangeConfigflRabbitMqProducerfiis
M, XtRabbitMQEFimEHITEE .

A CESE S

public RabbitMqConfig(ConnectionConfig connectionConfig, QueueConfig
queueConfig, ExchangeConfig exchangeConfig)
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FHiE— 1 RabbitMQE Pk E -

S

e connectionConfigR"ZE FPimiEiEicE -
e queueConfigRRRAFIECE -

e exchangeConfigR/RATHRESELE -

2.4.25 RabbitMgProducer 253585

iZ7E

com.roma.apic.livedata.client.v1.RabbitMgProducer

1588

£7"RabbitMQIER . EAXIXHRIRARE, WHEBAKERD);, HEREHBMESE,
WiERARIELM .

{ERTAI

o MdirectX¥AREFER, IEBEEKHZIbindingKeySroutingKey5e £ ILHcHY
Queuer,
importClass(com.roma.apic.livedata.client.v1.RabbitMgProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig("directQueue", false, false, false, null);
var exchangeConfig = new ExchangeConfig("directExchange", "direct", true, false, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqgProducer(config);
producer.produceWithDirectExchange("direct.exchange", "PERSISTENT_TEXT_PLAIN", "direct
exchange message");

return "produce successful.";

}

o MtopictRAEF-ER, IEEEHAZIbindingKeySroutingKeyt&E#iILELAY
Queuedt,
importClass(com.roma.apic.livedata.client.v1.RabbitMgProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig( “topicQueue” , false, false, false, null);
var exchangeConfig = new ExchangeConfig("topicExchange", "topic", true, false, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqgProducer(config);
producer.produceWithTopicExchange("topic.#", “topicA” , null, “message” );
return "produce successful.";

}

o Ffanout3ziazs4r=ERE, IEFfEAXEZExchangelSEERAREIFIE SEHE
BIQueuery,
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importClass(com.roma.apic.livedata.client.v1.RabbitMqProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig( “fanoutQueue” , false, false, false, null);
var exchangeConfig = new ExchangeConfig( “fanoutExchange” , "fanout", true, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqProducer(config);
producer.produceWithFanoutExchange( null, “message” );

return "produce successfull"

public RabbitMqProducer(RabbitMqConfig rabbitMqConfig)
HIE— RabbitMQIEREF&
2#: rabbitMgConfigZR/xRabbitMQRIELEISE -

HiksE

IREISER T3 EFN5AR
void produceWithDirectExchange(String routingKey, String

props, String message)

FdirectX2EEFER, EiBEEAZIbindingKeys5
routingKey5e £ ItEcAIQueue,

void produceWithTopicExchange(String bindingKey, String
routingKey, String props, String message)
Fitopicaz#fazz£r=HR, EHSIEASbindingKey5
routingKeyt&E#iILECAIQueue

void produceWithFanoutExchange(String props, String
message)

Fafanoutxiazs 4 rF=iEE, BB &IXEEZExchangeJiBERE
HEIFFE5E48ERIQueued,

FiEFS
e public void produceWithDirectExchange(String routingKey, String props,
String message)

FdirectaizgEr=EE, EBEEEAEIbindingKeySroutingKeyE& ILECHY
Queuer,

TN 5
- routingKey: EEIRMHE
- props: BHEFAIRE, IEVIE
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- message: HERS
e public void produceWithTopicExchange(String bindingKey, String
routingKey, String props, String message)
FtopiceiRSRtEFmEE, TS B HEbindingKey SroutingKey TR Y
Queued,
WANSH
- bindingKey: BAZI4PElE
- routingKey: JHEIRHE
- props: HEHAKIRE, IFHE
- message: ;HEASA
e produceWithFanoutExchange(String props, String message)
FAfanoutzxZReE £ rmEHE, IEFrERIXRZExchangelSiB B IRBERIFFIE 5 E4E
A9Queuerd,
BMANSH
- props: HEHAKIRE, IFHIE
- message: JHERNS

2.4.26 RedisClient 35508

i7{ES

il

{ER=AI

com.roma.apic.livedata.client.v1.RedisClient

EZRedisiZ HaiERER (WNEREARISEledisConfig, MIEEEIBE X EimAIFunction
APHRHAIBAIARedIS )

importClass(com.roma.apic.livedata.client.v1.RedisClient);
function execute(data) {
var redisClient = new RedisClient;
var count = redisClient.get("visit_count")
if (!count)
{
redisClient.put("visit_count", 1);
Jelse {
redisClient.put("visit_count", parselnt(count) + 1);

}

return redisClient.get("visit_count");

public RedisClient()

FaiE— 1 RedisClient, EZEZIBE M GiwFunction API ( livedata ) 12{tA9Z IARedis
public RedisClient(JedisConfig jedisConfig)
1B1djedisConfigigid—RedisClient

2% jedisConfigF/~& A\RedisClientfIECEIEE
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IR[E3EE T iEF5ER
String get(String key)
R[] redis& 7 keyXTiHvalue(d
String put(String key, int expireTime, String value)
EifiredistZEFAS . THARYE, REHITER
String put(String key, String value)
EifiredisZEFAD, REHITER
Long remove(String key)
bR s EkeyBRIEFHE
BiEFEE

public String get(String key)
R[ElredisZ&FHkeyXt N AIvaluefd

BASH

key: key(E

EEIER

redisZEfFkeyXd N AYvaluelE

public String put(String key, int expireTime, String value)
EifiredistZEFAS . THARYE]

BANSH

- key: FEMEFNkey(E

- expireTime: FEFEFABHNIERRGE, BAAFR
- value: FEHEFAIvalueldE

EEEE

REHITEESR

public String put(String key, String value)
EifiredisZEFAS

BANSE

- key: FEMEFHNkey(E

- value: FEHEFvalueld

BEER

IREIHRITER

public Long remove(String key)

iR tEEKeyBRIEFHR

BNSH

key: fFREFAIKeyE

EEIER

SASRRA 04 (2025-03-25) WRIERE © LEARITERARERAF

121




MASHIEERTFE

FRisE 2 IRSSEMITARISE
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2.4.27 RomaWebConfig 25158
iiEES
com.huawei.livedata.lambdaservice.config.RomaWebConfig
1588
SKENromafic & .

HiEsIE

IREI2EE F5i=Fi5AR

static String | getAppConfig(String key)
tR#Econfig key3REXEE RS FRRIECE

FiEFE
public
fR#Econfig keySkENECE
BASH
key: EERLNFHHIKey
BEEE
IR [EIEERL N FBRYECE

2.4.28 RSAULtils 2535iAA

i7:{ES

com.roma.apic.livedata.common.v1.RSAULtils

i5EA
RARSAINEZE TS %

{7l
MEIT LA FjavaftiBE R AHFIRAL:

import java.security.KeyPair;

import java.security.KeyPairGenerator;
import java.security.PrivateKey;
import java.security.PublicKey;

import java.util.Base64;

public class Main {
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ERRFE

Biks®E

public static void main(String[] args) {
try {
KeyPairGenerator keyPairGenerator = KeyPairGenerator.getinstance("RSA");
keyPairGenerator.initialize (1024);
KeyPair keyPair = keyPairGenerator.generateKeyPair();
PublicKey publicKey = keyPair.getPublic();
System.out.println("publicKey:" + new
String(Base64.getEncoder().encode(publicKey.getEncoded())));

PrivateKey privateKey = keyPair.getPrivate();
System.out.println("privateKey:" + new
String(Base64.getEncoder().encode(privateKey.getEncoded())));
} catch (Exception e) {
e.printStackTrace();
return;
}
}
}

1B LR AIAFIFASRIEANE FE A3

importClass(com.roma.apic.livedata.common.v1.RSAUtils);
importClass(com.roma.apic.livedata.common.v1.Base64Utils);

function execute(data) {

var publicKeyString = "MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDd4CRRppmYVIFI3dX4iVGN

+2Twy5gLeEPRbvhOko/xFipGF7XVOweTp4wCakgdnm+DR4gBBrQtfAuKwYIBPIr
+C1FI5sKYA3NxazDWUCcXR3xIPM5D0DWijacjcMjnaj2v21WZxGpwHZHQ9TLd4OBBqg3fvalr/
CE8s1Lji5QeFiklwIDAQAB";

var privateKeyString = "kt

var publicKey = RSAULtils.getPublicKey(publicKeyString)
var privateKey = RSAUtils.getPrivateKey(privateKeyString)

var origin = "hello rsa"
var encrypted = RSAUTtils.encrypt(Base64Utils.encode(origin), publicKey)

var decrypted = RSAUtils.decrypt(encrypted, privateKey)
return decrypted

public RSAUtils()
KIIE— N TESERIRSAULLS

IREI2ER T3 iEFNIRER

static byte[] decodeBase64(String base64)
BASE6AZF T ER RS i FIEURE

static byte[] decrypt(java.security.PrivateKey privateKey, byte[]
encryptData)
RSARE

static String decrypt(String source,

RSAfEZR ( sourceIbase6447E3 )

java.security.interfaces.RSAPrivateKey privateKey)
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IREI2EE

T5i%AiAR

static String

decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String, String> config)

RSAfEZR ( sourceIbase6447E5 )

static String

decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey)

RSAfRER

static String

decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String, String> config)

RSAREEL

static String

encodeBase64(byte[] bytes)
TR EIERES IBASECAF R ER

static byte[]

encrypt(java.security.PublicKey publicKey, byte[] source)
RSANNZE

static String

encrypt(String source, java.security.PublicKey publicKey)

RSANNZZ ( sourcefgbase644REE, IREINNZEIEAbase644R
3)

static String

encrypt(String source, java.security.PublicKey publicKey,
Map<String, String> config)

RSAHNZR ( sourcegbase644wiZ, IREIINZHIEAbase649R
3)

static String

encrypt(byte[] source, java.security.PublicKey publicKey)
RSAINZE (IR[EINNZEEEIbase644wA3 )

static String

encrypt(byte[] source, java.security.PublicKey publicKey,
Map<String, String> config)

RSANNZ (IREINNZEYEbase6447E3 )

static
java.security.interf
aces.RSAPrivateKe

y

getPrivateKey(byte[] privateKeyByte)
B FAHF T E4E BIEERSATATA

static
java.security.interf
aces.RSAPrivateKe

y

getPrivateKey(String privateKeyByte)
B base644miBAIFATA EUEZERSATATH

static
java.security.interf
aces.RSAPrivateKe

y

getPrivateKey(String modulus, String exponent)
BT R FIHEELC I RSARASE
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RE3EE T3 iER5ER
static getPublicKey(byte[] publicKeyByte)

java.security.interf | sas/ \ep=re s n sIzmROALNE
aces.RSAPublickey

static getPublicKey(String publicKeyByte)

java.security.ipterf BT base6AmRBAT A SHOIZERSALNME
aces.RSAPublickey

static getPublicKey(String modulus, String exponent)
JCaKV:fecur'tY-Pub“ BTN E S BIFERSAL SR

BiEFIE
e public static byte[] decodeBase64(String base64)
BASE6AF T &R fRAT /9 T HHIEUE
BWANSH
base64: base644mILRILIE
BEIER
1R[E]base64fRRS fEHIEIE

e public static byte[] decrypt(java.security.PrivateKey privateKey, byte[]
encryptData)

RSARRZ

TIN5

- privateKey: FA$A

- encryptData: SRZEIE
BREER

R S RIEUR

e public static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey)

RSARRE:
BWANSE
- source: {FREZEIEAIbase644Ri3
- privateKey: FA$H
EEIEE
R SRS
e public static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String,String>config)
RSARRE
BASE
- source: mREHIEAIbase644R13
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- privateKey: FA$H
- config: = E, BeEIRAILAJ:

transformation: 1SEMRZREL/ME/IETE, $I0: "RSA/ECB/
OAEPPadding" . i¥&#i5HAA .

BEIER
R RRIEIE

public static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey)

RSARRZ

NS

- source: HIREZEHIE
- privateKey: FA$H
BEIEE

R SRR

public static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String,String>config)

RSARRE:

BANSH

- source: mIAREIE

- privateKey: FA$H

- config: FREICE, BEINAILIA:

transformation: IEEMZNEL/MER/IEFE, FIa0: "RSA/ECB/
OAEPPadding" . i¥WE#uxHE.

BREIER

R IERIEE

public static String encodeBase64(byte[] bytes)
T IH TGRS IBASE6AFRTER

BANSE

bytes: f54mASEIE

BREER

BASE644%13

public static byte[] encrypt(java.security.PublicKey publicKey, byte[]
source)

RSANNZR

TN

- publickey: %8

- source: REMZENAS
REER
EENEERS

public static String encrypt(String source, java.security.PublicKey
publicKey)
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RSANNZR

BAS¥

- source: FINEEIERIbase645m
- publickey: %A

REHEE

I ERIEIRA BHbase644715

public static String encrypt(String source, java.security.PublicKey
publicKey, Map<String, String> config)

RSANNZR

BMASH

- source: fFINZEEIEAIbase64mED
- publickey: 23%8

- config: MNZEEIR, ECEIALLA:

transformation: ISENZRIEE/AZ/IHF. 5I90: "RSA/ECB/
OAEPPadding" ., ¥ S5,

public static String encrypt(byte[] source, java.security.PublicKey
publicKey)

RSANNZE

BAS¥

- source: BENMZENAE
- publickey: 58
REHEE
IEEREIR A ERbase644715

public static String encrypt(byte[] source, java.security.PublicKey
publicKey, Map<String, String> config)

RSANNZR

BANSH

- source: EENMZENAE

- publickey: %A

- config: NNZEIN, ECEIRAILAA:

transformation: ISENZRIEE/AZ/IHEFT. 5I90: "RSA/ECB/
OAEPPadding" . ¥ E#KAA,

REER
N FERIEIRR R AIbase644Rtg

public static java.security.interfaces.RSAPrivateKey getPrivateKey(byte[]
privateKeyByte)

BIIXS0ME TR AIFATA EUZERSATASH
BASH

privateKeyByte: IBIIX5094&=4RABATFALE
BEIER

FA$H
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e public static java.security.interfaces.RSAPrivateKey getPrivateKey(String
privateKeyByte)

BIIXS0ME T IRASAIFATA EUEERSATASH
BMAS¥

privateKeyByte: J@iIx5094&mAIHIFALA
BEIER

FA$H

e public static java.security.interfaces.RSAPrivateKey getPrivateKey(String
modulus, String exponent)

BT R FIE AL EUZERSARATA
BMAS¥

- modulus: &RFABEEEAER
- exponent: &pEFASHFEERIEL
BREER

IR[EIRSAFASHE

e public static java.security.interfaces.RSAPublicKey getPublicKey(byte[]
publicKeyByte)

BEIIX509 8 ImABHI A TBEIZRSALTH
BANSH
publicKeyByte: x509t&ZIRAZHIAH
BEER
NTZ

e public static java.security.PublicKkey getPublicKey(String modulus, String
exponent)
BT RIS AL EUZERSALRTA
BANSE
- modulus: RN BEEEANER
- exponent: £RRNEFENIEH

BEER
IR[BIRSALEE
2.4.29 SapRfcClient 35158
Y ES
com.roma.apic.livedata.client.v1.SapRfcClient
1548
{EFARFCTCIAIBISAPRR L
{s5 R~

importClass(com.roma.apic.livedata.client.v1.SapRfcClient);
importClass(com.roma.apic.livedata.config.v1.SapRfcConfig);
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Vadr Yl

HiEFE

function execute(data) {

var config = new SapRfcConfig();
config.put("jco.client.ashost", "10.95.152.107");//AR5522
config.put("jco.client.sysnr", "00"); //SEfIRS
config.put("jco.client.client", "400"); //SAPEEH]
config.put("jco.client.user", "SAPIDES");//SAPFIFR
config.put("jco.client.passwd", "***");//ZZF5
config.put("jco.client.lang", "zh");//EFRIES
config.put("jco.destination.pool_capacity", "3");//ERKIEIEE
config.put("jco.destination.peak_limit", "10");// R AIEIELETE
var client = new SapRfcClient(config);
var res = client.executeFunction("FUNCTION1", {

"A":"200",

"B""2",
b

return res

public SapRfcClient(SapRfcConfig config)
iE— M & SapRfcConfight {52 89SapRfcClient,
2% configRRfEANSapRfcClientfIELEFE .

IR[EI2EE F5i=F5AR

Object> Object> params)
{EFRFCIHTVIAIBISAPERE]

Map<String, executeFunction(String functionName, Map<String,

executeFunction(String functionName, Map<String, Object> params)

{EFERFCTITUIIBISAPRR L

BASH

e functionName: ¥

e params: SAPERHERIMIASEZIZE
BEER
IR[EISAPERE R L SHTIE

2.4.30 SapRfcConfig 2515 AH

e

com.roma.apic.livedata.config.v1.SapRfcConfig
extends

java.util.Properties
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1AA

5sapRfcClientBc &{FEMA, XsapZPimid TEE o

HiEsE

IREISER T3 &R
Object put(String key, Object value)
RERESH

FiEFE
public Object put(String key, Object value)
IRERCESH
BMASH

o key: BLE(ERBkey
o value: EcE({SSvalue
XFEFLATERESH:
- jcoclient.ashost: SAPERS32SIP
- jco.client.sysnr: RGRS
- jeo.client.client: SAPEMH]
- jecoclient.user: SAPEHF#
- jeoclient.passwd: Zf5
- jcoclientlang: BRIES
- jco.destination.pool_capacity: gRARKIEEE
- jco.destination.peak_limit: ERAIEIZ&KIE
- apicasync: @BRAERLEB. "true"RREESREE, RAARLSER

BEER

iR[Blvalue
2.4.31 SoapClient 35 AH
iz

com.roma.apic.livedata.client.v1.SoapClient
15488

{ERILLESHTTSOAPIER

{ERzAI

importClass(com.roma.apic.livedata.client.v1.SoapClient);
importClass(com.roma.apic.livedata.config.v1.SoapConfig);
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importClass(com.roma.apic.livedata.common.v1.XmlUtils);

function execute(data) {
var soap = new SoapConfig();
soap.setUrl("http://test.webservice.com/ws");
soap.setNamespace("http://spring.io/guides/gs-producing-web-service");
soap.setOperation("getCountryRequest");

soap.setNamespacePrefix("ser");
soap.setBodyPrefix("ser");
soap.setEnvelopePrefix("soapenv");
var content = {
"getCountryRequest": {
h
Y
soap.setContent(content);
var client = new SoapClient(soap);
var result = client.execute();
var body = result.getBody();

return XmlUtils.toJson(body);

public SoapClient(SoapConfig soapCfg)
KiE— B & SoapConfight B ERISOAPER .
B soapCfgFRRfEANSoapClientiIBLEEE

HiksE

REISEE FiEFNREA
APIConnect | execute()
Response | BF&LIESOAPIER

2.4.32 SoapConfig i AH
i7EES

com.roma.apic.livedata.config.v1.SoapConfig
Lzl

Ee&sSoapClientfF, XSOAPIENRIEITEE

public SoapConfig()
HiE—1 TS ERISoapConfig

SCA%hRA 04 (2025-03-25) WRIERE © LEARITERARERAF 131



MRASHIEERTFE

F &l 2 IR FT R ISR
IiEFIZ
IR[EI3EE HixFNiRAs
String buildSoapMessage()
HIIESOAPIERIRX
String getBodyPrefix()
SREVBE SRR T = AIER
String getCharset()
SRENHTTPIERRADETC
int getConnectTimeout()
SRENIZE RGBT Y]
Object getContent()
SRENBRAR
String getContentType()
IREVR N S #EE
String getEnvelopePrefix()
IREVSTIRIER
String getHeader(String name)
BT ERLZ IR N AYIB R L(E
Map<String,String | getHeaders()
g SRENERLER
String getMethod()
SRENESR 5%
String getNamespace()
SRENER 2 =S8
String getNamespacePrefix()
SREN AR == (E]RISR
String getOperation()
SRV ERTR
String getParameter(String name)
BIHHEE B FRIRENSOAPIBERSEL
Map<String,String | getParameters()
g RENSOAPIERSH
String getProtocol()
SRENER MY
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RE3EE F5iEF5ER

int getReadTimeout()
SRENISEEEE AR (]

String getSoapAction()
SRER{EIB Kbt

String getUrl()
SRENIE R

boolean isRedirects()
ERTEED

void setBodyPrefix(String bodyPrefix)
IRETRRIRI T A

void setCharset(String charset)
IREHTTPIERBIGIET

void setConnectTimeout(int connectTimeout)
IREIERGERTAYE]

void setContent(Object content)
REIBERAAE

void setContentType(String contentType)
IRERNSHEE

void setEnvelopePrefix(String envelopePrefix)
IREEHRIR

void setHeader(String name, String value)
REBKLER

void setHeaders(Map<String,String> headers)
REBKLER

void setMethod (String method)
REBKTE

void setNamespace(String namespace)
REWETE

void setNamespacePrefix(String namespacePrefix)
REMETERE

void setOperation(String operation)
IRERIERR

void setParameter(String name, String value)
IRESOAPIERSH
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void setParameters(Map<String,String> parameters)
IRESOAPIBERSH
void setProtocol(String protocol)
IRETFKIY
void setReadTimeout(int readTimeout)
IR E RGBT A E]
void setRedirects(boolean redirects)
REEREED
void setSoapAction(String soapAction)
IRE RN
void setUrl(String url)
IREIRKIBIE
FiEFE
e public String buildSoapMessage()
FIIESOAPIERIR
BEER
IR[EISOAPIERIRSZ

e public String getBodyPrefix()
SRENIBRIR ST AR
BEER
R[ENERIRI T maISkbodyPrefix
e public String getCharset()
IRENHTTPIERIRIE
BEIER
IREIHTTPIERRASTETU
e public int getConnectTimeout()
SREVZERS BRI AYE)
BEER
R [EliZEESERTAY ]
e public Object getContent()
SREUE SRS
BEER
REIEKRAR
e public String getContentType()
SREMR S S #12EEY
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REER
R[OS EEEE

e public String getEnvelopePrefix()
SREVSTIRIER
REER
I D

e public String getHeader(String name)
BT IEREBRTRIREII N AYNBERLE

BASH
name: 1EXLZFR
REHEE

BRLBFRXGNAYIERLE
e public Map<String,String> getHeaders()
IREUERLER
BEER
RENERLER
e public String getMethod()
IRENER X
BEER
RENEKRGE
e public String getNamespace()
SRENAR 2 =S E]
BEER
RElGRE=E
e public String getNamespacePrefix()
SREN R 2 =S EIRIE
BEER
REleE == ERE
e public String getOperation()
SRERIERTR
BEER
IREHRIEZTR
e public String getParameter(String name)
BIEHEEZTRIRENSOAPIER S
BANSH
name: SOAPIERSERIZFR
BEER
IR[ESOAPIER S
e public Map<String,String> getParameters()
FRENSOAPIERkS %
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EEEE

IR[EISOAPIERESH

public String getProtocol()
IREIE R IMY

BEER

IREIERIMY

public int getReadTimeout()
SRENISZE B AT AY ]

EEIEE

IR [ENEEERT AT E]

public String getSoapAction()
SREVSREIE Rtk

EEIER

REHEEIER b

public String getUrl()

SRENIE Rt

BEIER

R[ElEk B

public boolean isRedirects()

R EEM

BEIEE

REISSIF /A SIFEER

public void setBodyPrefix(String bodyPrefix)
REIERIRSCT =R

BNSH

bodyPrefix: 1EXKIRI T RBISR

public void setCharset(String charset)
IREHTTPIERRIIET

BANSE

charset: HTTPiERIRIGIE

public void setConnectTimeout(int connectTimeout)
IR EIE AR E)

BASH

connectTimeout: EiEHBATATIE]

public void setContent(Object content)
REERASE

BANSH

content: IHRAR

public void setContentType(String contentType)
IREIRN ST
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BANSE

contentType: IRNSHEEE

public void setEnvelopePrefix(String envelopePrefix)
IREEHEIER

BANSE

envelopePrefix: {SETE143

public void setHeader(String name, String value)
RBIBRLER

BASH

- name: iERLEBIR

- value: EKLE

public void setHeaders(Map<String,String> headers)
REIERLER

BANSH

headers: BRLER

public void setMethod(String method)

REIERAIE

WANSH

method: &K%

public void setNamespace(String namespace)
IREWREETE

WANSH

namespace: ApR=al

public void setNamespacePrefix(String namespacePrefix)
IREMETERE

MANSH

namespacePrefix: #p3 R

public void setOperation(String operation)

IRERIFRTR
BMASH

operation: IR{EZR

public void setParameter(String name, String value)
ZESOAPIERSE]

MANSH

- name: SOAPERSHIIZIR

- value: SOAPERSHIIE

public void setParameters(Map<String,String> parameters)
IRESOAPIERSH!

BANSH

parameters: SOAPBERZS
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e public void setProtocol(String protocol)
REIFRIMY
BASH
protocol: 1EXKHMY
e public void setReadTimeout(int readTimeout)
IR EIZEGERTAYE]
NS
readTimeout: EEVEBATATE
e public void setRedirects(boolean redirects)
REEHEEM
BASH
redirects: 2EEEM
e public void setSoapAction(String soapAction)
IRERIEEKbIE
BANSE
soapAction: E{EiERtHE
e public void setUrl(String url)
IREIFKbIE
BANSE
url: &kttt

2.4.33 StringUtils 2515 AH
1Y ES

com.roma.apic.livedata.common.v1.StringUtils
1588

A FRFRIEIRINGE

{ERTHI

importClass(com.roma.apic.livedata.common.v1.StringUtils);
function execute(data){

return StringUtils.toString([97,96,95,94,93,92], "UTF-8")
}

HixsE

IREI2EE T5i=FNi5AR

static String toString(byte[] bytes, String encoding)
BF AR NF TS

static String toString(byte[] bytes)
BF AR UTF-8RIBF
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REISEE FiEFMEA
static String toHexString(byte[] data)
BFDEERK NN ESF RS
static byte[] hexToByteArray(String hex)
L WAV T =S g A R S |
BiEFER

public static String toString(byte[] bytes, String encoding)
B miEER NF S

BANSE

- bytes: FELIBHNFHEAE

- encoding: w3

BEER

IR [ClEHR fERIF TR

public static String toString(byte[] bytes)

B HERIR UTF-84R I 15 &5

BANSH

bytes: REHEHAIFTHEE

BEER

IR [ElER ERYF 5

public static String toHexString(byte[] data)
B oA/ \HENEF S

BNSH

data: FEFEIRIIFHEA

BEER

IR EIEEHR FRY+7H S5

public static byte[] hexToByteArray(String hex)
B F R R R

BANSE

hex: FREFEHERTI+7SEHBIFRFHR

BEER

REFEHEEINF A

2.4.34 TextUtils 25508

i7EES

com.roma.apic.livedata.common.v1.TextUtils
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Fix5IE
IR[EISEE J3i=F0AE
static encodeByUrlEncoder(Map<String,String> map)
2/Iap<Str|ng,Str|ng Sfmapfkey. valuetfFurl4mis
static boolean parseBoolean(String value, boolean defaultValue)
FREREIRAXT R AIboolean3EEY
static String toHttpParameters(Map<String,String> map)
BmapIFLERREhttp url parameters
R ES
e public static Map<String,String> encodeByUrlEncoder(Map<String,String>
map)
XFiREYFRFAIkey . valuet{Turldmis
BANSE
map: SB8urlZ2#HImap
BEER
REurlémiBiEaImap

e public static boolean parseBoolean(String value, boolean defaultValue)
FRIRIRIAXT R AIboolean3EEY
BANSE
- value: FEFBNFHAS
- defaultValue: EXiAR9booleanfs, fEvalueEIEXIBERT, RE
BEER
R[EIXS RAIbooleanfd
e public static String toHttpParameters(Map<String,String> map)
BT RA S httpiEKurldhparameters= 5
BMNSH
map: SBurlZEHmap
BEIEE
iR[AlhttpiEkurldparameters= 55

2.4.35 XmlUtils 25i5R8
i7{ES

com.roma.apic.livedata.common.v1.XmlUtils
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SREXMUEIRINRE.
{EFzpI

importClass(com.roma.apic.livedata.common.v1.XmlUtils);
function execute(data) {
var xml = '<a><id>2</id><name>1</name></a>'
return XmlUtils.toMap(xml)
}

BixyE
IR[E13E F5iEFI5ER
static String toJson(String xml)
BxmUETLRIF R SR (LB jsont& Tt
static toMap(String xml)
Map<String,Objec xmlEE{b R Map
©>
static String toXml(Object object)
object#&{LRExml
static String toXml(Object object, Map<String,Object> config)
object#& L RExml
FiEFE

e public static String toJson(String xml)
FxmUE A FRF SRRk jsont& =

NS
xml: xmUFEICRIFHF
BREISE

R[Eljsont&XRIFRTE
e public static Map<String,Object> toMap(String xml)

xml&{tpMap
BMAS¥

xml: xmUEXHIFFF
BEIEE

REImaptE AT 55
e public static String toXml(Object object)
objectd&{t g xml
NS
object: fFIRHEAIRIR
EEIEE
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REXmUEHF T
e public static String toXml(Object object, Map<String,Object> config)
object#&iEpExml
BMANSH
- object: fFEEHERINIR
- config: #HECE
REEE
R EIXxmIFEIUAYF TR

2.5 BENX EiRFE (FiREIR)
2.5.1 SQL iE;

RGNS SEUIRERN SQLIEEZER

o NRFEZIERHKIRZSERPEFTHSHEHRESQL, FRMSHBMIAEE,
HepStringZRBIRSHEERSES | SIEEk, intEENSHNATFE.
WLATRBI, nameXaStringZLBIS#, idAintEEISE,
select * from table01 where name='${name}' and id=${id}

o SHOILIEEIHRIRSIERMHeaders, Parametersag&Bodyh{&is .,

o WRQLFHFHFREXETF, FENFHFEK N,
WMEANFEZ Adelete, NSQLEERINTERS:
select “delete” from table01

o WREEHIFEEIRIN@IET “TURE" , EEREANSEHTEEES
BY, EREFEPHEFEM “%” , WEEEMHconcatREHITHIE,
WLATRBI, nameAStringZ2BIS L,

select * from table01 where name like concat('%',${name})
(1 #88

LHIEEHRRT “fgwmiE” , BESQUEGFERS|ASHMEUEEENEIRERSENAT,
RGSEMERNRISHGERIEIString2REY . ELERITSQLETDR, FERRHERMAIREL
XHAEStringRELSFUATTEUIERBRIR
LA EmEAIname ( String288Y ) Fid (int22EY ) S#0f, ERMEANSQLETRT, idESH
SWERIRAStringZREY, FEESQLIEDP, FRKRIRREICIISHBEIEEINtZEE, Itht
PAcast() K&, FRSIREFERNZRIERESERAE,
select * from table01 where name='${name}' and id=cast('${id}' as int)

o HIERIRD NEITECREEENEMmENRMY N7, s TREEEDREIL0

T:

select * from table01 limit ${limit} offset ${offset}

SQL &gt (update. insert E&p<$EE(L)
o WEHEN

EIERIRIRSIERPIETIISE ( Headers, Parametersgi&Body2#] ) (Ei844
SQL, ASQUEARMRIENFHETEEIRLIEES .

- GET. DELETEAXERIAPI, MiERURLEFFAENESE]
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- POST. PUTAERIAPI, MBodyH3RENS#, iFR: Bodyfkjyapplication/x-
www-form-urlencodedi&=, .

select * from table01 where 1=1 and col01 = ${param01};

AESHER

select * from table01 where 1=1 [and col01 = ${param01}] [and col02 = ${param02}]

INEE
select * from table01 where 1=1 and col01 in (‘${param01}','${param02}');

UNIONEif
AR ESHIE, WFREISIEIE, [FHEXEEZ: union all

select * from table01
union [all | distinct]
select * from table02;
BRESIH

select * from table01 where 1=1 and col01 in (select col02 from table02 where col03 is not null);

NoSQL ( MongoDB. Redis & ) #&ZNR&EmS

NoSQL I

2.5.2 FiEdiE

RedisfiiE R >z F5AYAR < -
GET. HGET. HGETALL. LRANGE. SMEMBERS. ZRANGE. ZREVRANGE.
SET. LPUSH. SADD. ZADD. HMSET. DEL

MongoDBHIEEZ 159G <S:
find

FAStringZ8ikey, value \iEREEHIKEL
set hello ${parm01}

EiFStringZEBHkey
get hello

1/ 8

LHEIEUEAPIASIFEIRCIBEEIE, (BR2aILIAITMySQL. Oracle. PostgreSQL
X =FHIRRAYFIEIZTZ, LAOracleBiRE/9BIRER o

iR A

RgEiEEEERR—KE, REWUTEREIR:

create table sp_test(id number,name varchar2(50),sal number);

ERPHIBAIIE, BIREENTERAR:

3 2-2 sp_test KEIEE

NAME SAL

ZHANG 5000
2 LI 6000
3 ZHAO 7000
4 WANG 8000
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FEOracle¥EEHAREMEIZIE, RIEname&EiFsalidE,

create or replace procedure APICTEST.sb_test(nname in varchar, nsal out number) as
begin

select sal into nsal from sp_test where name = nname;
end;

= AP FRRIHRATIE@RAR

HIRAPIRBFEIIERS, SHAIBEE RiRRSSEKAIHeaders. Parametersg#Body
&%, SHIANEELN: (SHIB}(EUEER).(ERE])

o  HUEEBLBIEStringFint,

o (EHIZEBUEASEESER, NSEMin, Hi&ERout,
HIEAPIFRIEAREFE#EI A TIE DA

call sb_test(${nname.String.in},${nsalint.out})

IZHIARBIR, nnameAFRFEEENANS, SHE Anname.String.in , valuelll2
FRETRNSHE. nsal BHEXENEHS, S8E Ansalintout, AFIEHRE,
H&ivalueth FEIES, TESHEHIERENEERE, TomBmHER.

(AL
o HUEAPICRIIFESIZAGAMA, AStringflintRXPFFRINEE, TEMPES|S, X—=70
SQLERF—H%,
o TEiEimRSSHIHeaders. Parametersak&BodyHE XIS HEAEEIER, BUEHEES.
e Bodyl&ESEUIRAI:
[EiwBRSZERAIBodyHAE
{
"nname.String.in": "zhang",
"nsal": 0
}
MRLER
{
"test": [
5000

1
}

e ParametersfEIZSERHA:
[GinBRSSiEKAIParametersAE
https://example.com?nname.String.in=zhang&nsal=0
IEEES

{
"test": [
5000
1
}

2.5.3 2N EUETRGRHE

— PN EIRAPIT LIS SRR, EI—XAPIERTLISRS/\NEEEIR, BN
— M IEFRERSERFNE N EIRERIIZSH
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PAMySQLABREE, BRREIBAPIEEIER1FIZEIEIR2, user01 2EUEIR1AVEEZRFN
userO22FIERE2AVEUIRZR, KRS T :

%+ 2-3 R&EH
HiRR =4 S
HUER1 user01 e id (int)
e name (varchar)
HURIE2 user02 e user_id (int)
e user_age (int)
e user_sex ( varchar)

HIRRSQLIRITINT:

HIBIR1, fEXRuser01sh&EKnamel “zhang” BIFURICHid, RIREIRIR1A%REIRS
& “defaultl” .

select id from user01 where name='zhang";

HIER2, RiBuser01LEIAYId, TEuser02FRIREIRIRIAYEIRIC R User_age, BRIKEL
BERNREITRS “default2” .

select user_age from user02 where user_id=${default1[0].id};

Heh, ${default1[0].id}s#iER1AIERLER ( defaultl AEWRIR1AGREIRISR, idA
HER1NEAFER) .

Ri&, #iEEuser01Fluser02h BN THIECR:

user01 user02

id name user_id user_age user_sex
1 zhang 2 17 o4

2 Li 3 18 5

3 wang 1 18 3

ifE iz R AP ISR B0 T R :
"default1":[{
"id":1
H,
"default2":[{
"user_age":18

1
}

2.5.4 olixS &Y FEH

HIEAPIFRERPIES [IMRCEESHE, FIAILATFSQLTIES:
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select * from table01 where id=${id} [or sex='${sex}']

REERABEDIET, RRIRRRFIERPETSH e} IR, T2ER; &
wmE M sex IR, [[FERRAEDERITINSHRZES.

o EURARSZIERIET T SHd=88, AliESHsexigBET, MHITSQLED:

select * from table01 where id=88;

o [FimRZEKIER ¥ &#(id=88F1sex=female, MHITSQLIEE]:

select * from table01 where id=88 or sex='female’;

2.6 [RimARSE BRI A

2.6.1 xS
RS ZEAER

f:3--pav. 27N

|BRRFRE: ZERROMA ConnectSLBliEHIE, T “BRSBEER APIC > APIEIE” fY “&
B%H” MEPR, PFEAPIFMHESZEANBIMEASEEHFERE, KNEER
$BRIKeyFOSecret,

FRFRME: ZEFRROMA ConnectSLAlIzHIE, £ “BRSZEERL APIC > APISRER” AY “5R
BEE" m8d, EALANTESEER ‘E€2%1R” , PEAPIFERZZEM
BIRHENEZZRIFIENE, KBS AEHRIKeyFSecret,

o HEFLKTH
BRIEERESIERESNAATE,
- 22%2018.3.585LL FERAHIntelli) IDEA, ZEEMISEZEIntelli) IDEAE TS5 MY

T,
- Z%2019 version 16.8.45% LA ERAAIVisual Studio, ZEEIEZEVisual
StudioE A Muh T o

o TERARESHIR
- Java: &#1.8.1118(LA ERRASAY)ava Development Kit, ZZEEiEZEOracle
B5 FETTHE R,

- Python: %Zi2.75(3 XMRAAIPythonZiE, LREIBEEPYythonEL FHIT
T =

2.6.2 Java SDK {55 A

Brin=

{ER)availE SR TRIRARS BT, BRELIRESDK, REBATLRE, REEER
BRIRERRIREEREE—H.

(AR

Java SDK{X3Z#FhmacfbasicEB YRRk B TR o
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e EROMA Connectizfl5BIZE 2 %R, F4EAPI, BXEENEERIRIRSSHY
BRI

o EFRENEZZiARIKeyFSecret, EINESNARES .
o ELZEAATEMavaFRIESHE, BENESUHEES.

$%EY SDK
|BARFRE: ZEFRROMA ConnectsLFlEHIE, T “IRSBEM APIC > APIETE” 19 “&
L% REFTHSDK,
¥RFE: ZEFROMA ConnectsLfiliE#lEe, 7 “IRSSEERL APIC > EIREE” /Y
“SDKs” BI&mh R&ESDK,
ENIE

1. FTFFIntelli) IDEA, TESZEIZ1ESE “File > New > Project from Existing
Sources” , EIFARIEFAY “apigateway-backend-signature-demo\pom.xml” 3
4, B8F “OK” ,

2-41 Select File or Directory to Import

Select File or Directory to Import x

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath] file,
Maven project file (pom.xml),

Bnd/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],

Flash Builder project file (. project, *.fxp, *.fxpl).

A O 05 X S Hide path
LpiGateway-sdk\apigateway-backend-signature-demao\pomam| | 4
» ApiGateway-android-sdk-1.0.0

v apigateway-backend-signature-demo
b Jidea
b libs
b src

4 pom.xml

Drag and drop a file into the space abowe to quickly locate it in the tree

o

2. {HMEEHANRE, B “Next > Next > Next > Next > Finish” , Bl ITREEN,
3. 7EAMIMavenii®, XiE “compile” HiTHIE.
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2-42 fRIFTiE

Mawven ‘:_E
- o

S R X+ m i ® = | F2
(=

~ |, backend-signature

W Lifecycle

clean

validate

2
test 1

package
verify
install
site
deploy

> Plugins

uopeplles ueag 5 |uanew 3 | MBIADS i

» [iiDependencies

iR[E] “BUILD SUCCESS” , FRImiEMIN.

Run: backend-signature [compile]
S [THFo]
[IWFO] -—- maven—resowrces—plugin: 3. 1. 0 resowrces (default-resowrces) @ backend-szignatwrs ——-

[IWFO] Using "UTF-8" enceding to copy filtered resowrces.

[INFO] Copying 1 resource

[INFO] Copying 0 resource

[THFo]

[INFO] -—— maven-compiler-plugin:3. 8. 0:compile (default—compile) @ backend-signature ---

& 4l

[INFO] Wothing to compile — all classes are up to date
[TuwFo]
[INFO]|BUILD SUCCESS
[TwFo]
[INFO] Total time: 2,688 =

[IWFO] Finished at: 2019-03-11T18:41:09+08:00
[INFO] Final Memory: 21M/309M

[TWFO]

Process finished with exit code 0

4. A#EEEBackendSignatureApplication, ##F “Run” izf7iRSS .
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2-43 =Z1TARSS
w apigateway-backend-signature-demo packa
» idea .
> Mulibs — :
L] src E Cut Ctrl+X
A4 main B Copy Ctrl+C
w java Copy Path Ctrl+Shift+C
w com.huawei.apigat Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [] Paste Ctrl+V
o, BackendSignatt £ Jump to Source F4
g HelloController Find Usages Alt+F7
£ RequestWrapp Analyze ]
b resources Refactor y
» targst Clean Python Compiled Files
pom.xm| Add to Favorites »
» |l External Libraries .
N Seratches and Consoles Browse Type Hierarchy Ctrl+H
Reformat Code Ctrl+Alt+L
Optimize Imports Ctrl+aAlt+0
Delete... Delete

Build Module 'apigateway-backend-signature-demco’
Ctrl+Shift+F9
Ctrl+Shift+F10

Recompile '..ureApplication.java'

£z
L 18

o

Run 'BackendSignaturefppl...'

Debug 'BackendSignatureAppl...
Run 'BackendSignaturefppl..." with Coverage

Create 'BackendSignatureAppl...'...

“ ApigatewaySignatureFilterjava” SIS, BRIBELIFERIENSHEE
. BEAREIEHIEESERIGhmacER FiREZ 26l

1288 hmac B FiRE R RE
(10 88

APICRUISRIBEZRIE o

RERIMIRE—1NETFSpring bootfIiREEE, {ENAPINIGIR, FHESCHI— Filter, X3

APIEBEhMackBIE B ZIAE, RERRINERPSFIIZZER.

1. #&wB—"Controller, #&2H/hmac,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/hmac")
private String hmac() {
return "Hmac authorization success";
}
}

Fo

fWE—"Filter, ILECERAIREIGIE. BRIFAIERZkeyFsecrettTIA—1"Map

public class ApigatewaySignatureFilter implements Filter {

private static Map<String, String> secrets

= new HashMap<>();
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static {

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.
Before running this example, set environment variables HUAWEICLOUD_SDK_AK1,
HUAWEICLOUD_SDK_SK1, and HUAWEICLOUD_SDK_AK2, HUAWEICLOUD_SDK_SK2.

secrets.put(System.getenv("HUAWEICLOUD_SDK_AK1"),
System.getenv("HUAWEICLOUD_SDK_SK1"));

secrets.put(System.getenv("HUAWEICLOUD_SDK_AK2"),
System.getenv("HUAWEICLOUD_SDK_SK2"));

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain
chain) {
[[EERRAE

}
}

doFilterIRECATARIGMAT . RILMIZUNT: BT filterhFEZEiLEbody, 77
F18bodyn] LATEfEZERYfilterFcontrollerdPEBIXIZEY, BrequestBliSieRIEAE
ZEpfilterfdcontroller, BRI E(ASCENA] I RequestWrapper.javas,
RequestWrapper request = new RequestWrapper((HttpServietRequest) servletRequest);

FEARIENZFIALETAuthorizationsk, 1§ZlsigningKey#lsignedHeaders,
private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s
+Access=([A,]+),\\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!m.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

540, AuthorizationsLJg:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5*******8d0ba12fed1ceb13ed00

N AEHTROZE SR )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

@igsigningKey#tElsigningSecret, dNIRA7FEsigningKey, MEIRERAELK
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}
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6. FiE—RequestlIR, $Fidskmethod. url. query. signedHeadersXdMHJIER
SKMAEF, HfiEEREiREbodyHiIRE .

FEEbodyIREN: REEEIUNSIGNED-PAYLOADAIX-sdk-content-
sha256:k,
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

}

} catch (URISyntaxException e) {
e.printStackTrace();

}

boolean needbody = true;
String dateHeader = null;
for (inti = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
}else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;

if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
dateHeader = headerValue;
}

}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body

7. BEGREZRRITHE . MX-Sdk-DateskHREXHIATIE], FIKTSIRSEITEEEIEERE
159540LAA . AR signedHeadersARE &X-Sdk-Date, HIREIAIERM .
private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd' T'HHmMmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError (HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}
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10.

¥&AuthorizationsktBEI \RequestXI R, JEAMverify5iERILIBERZEE . MR
@, Wi F—"Mfilter, BRIRERAEXY
DefaultSigner signer = (DefaultSigner) SignerFactory.getSigner();
boolean verify = signer.verify(apiRequest, new BasicCredentials(signingKey, signingSecret));
if (verify) {
chain.doFilter(request, response);
}else {
response.sendError (HttpServletResponse.SC_UNAUTHORIZED, "verify authorization failed.");
}

EARfilterFIFRIZAYBRET R R
@Configuration
public class FilterConfig {
@Bean
public FilterRegistrationBean registApigatewaySignatureFilter() {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(new ApigatewaySignatureFilter());
registration.addUrlPatterns("/hmac");
registration.setName("ApigatewaySignatureFilter");
return registration;
}
}

E17ARSSEE, WIECBIEMM . TERGERavaScript SDKRRIhtmIEZ TR
HEZ.

EANNERRFEE, B “Send request” , EFl4mHIcurldnS, HEWRSIT
T, IRSSEERE “Hello World!”

SNRERAEIRAIKeyFISecretipial, ARSSERIREI40TINERET .
Apigateway Signature Test

Key

signature_key1

Secret

signatd"v_m‘-m etl

Method Scheme Host Url

POST =

http =

| localhost:8080

/test

Query

{00 yyy")

Headers

Body
dsfasdf=1

i

curl -X POST "http://localhost:8080/test?xxx=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T

¥

1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur

Debug
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& basic KB GRS A RE
(0 #88

o RBlERIMARE—PETFSpring bootBIARSSEE, EAAPINEIR, FESEH— Filter, X
APICRUISRIBEZRIG o

o APIPEDbasicRRERZAE, ALFERANERPERIbasicEHER, EFbasia\iERIA
FaAEEERkey, BEAHERZEPRIsecret,

1. fg5—"Controller, F&{ZJH/basic,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/basic")
private String basic() {
return "Basic authorization success";
}
}

2. fRE— Filter, #ZBBbasia\IEAIFNY, Authorizationsk#&z(8"Basic

"+base64encode(username+":"+password) . LA N ARIEMNREHIRIEED .
// BasicAuthFilter.java
public class BasicAuthFilter implements Filter {

private static final String CREDENTIALS_PREFIX = "Basic ";

private static Map<String, String> secrets = new HashMap<>();

static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain
chain) {
HttpServletRequest request = (HttpServletRequest) servletRequest;
HttpServletResponse response = (HttpServletResponse) servletResponse;
try {
String credentials = request.getHeader("Authorization");
if (credentials == null || credentials.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

if (credentials.startsWith(CREDENTIALS_PREFIX)) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format
incorrect.");
return;
}
String authinfo = credentials.substring(CREDENTIALS_PREFIX.length());
String decoded;
try {
decoded = new String(Base64.getDecoder().decode(authinfo));
} catch (lllegalArgumentException e) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format
incorrect.");
return;
}
String[] spl = decoded.split(":", 2);
if (spl.length < 2) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format
incorrect.");
return;
}
String signingSecret = secrets.get(spl[0]);
if (signingSecret == null) {
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response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Username not found.");
return;
}
if (signingSecret.equals(spl[1])) {
chain.doFilter(request, response);
}else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Incorrect username or
password");

} catch (Exception e) {
e.printStackTrace();
try {

response.sendError(HttpServletResponse.SC_INTERNAL_SERVER_ERROR);

} catch (IOException e1) {
}

}

}
}

3. EAfilterANIRZAIBREIK R o
@Configuration
public class FilterConfig {
@Bean
public FilterRegistrationBean registBasicAuthFilter() {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(new BasicAuthFilter());
registration.addUrlPatterns("/basic");
registration.setName("BasicAuthFilter");
return registration;
}
}

4. 1z17IRSSE, WIECIBIERME . BREPRAFIZEIBAERbasiciAiEAYAuthorizationsk
%ﬁ%iﬁ%ﬁﬁﬁﬂo WNRFERERIARPZMNZEIAE, REEEREI401AERE
LO

2.6.3 Python SDK {s&EFgi5EH
BEmS

{EFAPythoniESiH1TRIRARSZEERT, BFEBRTIKESDK, REEANIE, &EsE

RiefEREARIREERRE
MARY

Python SDK{XziZhmackBEiRRZ &S .

Bt
o CEERHACIEEZZA, FHEEAP, BRESNEESIHRRSHNEZRIE.
o CIREEZZENIKeyFSecret, BIRESRIHRESR .
o CELEFATEMPythonFRIESINE, BEREESIFRES.
o EfEIntelli) IDEARRZLEEPythontfift, WNERKLE, BIXIBE2-4FR%E,
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2-44 Z%& Python 1&HE
Settings IE
Qr Plugins 2 Installed Updates o ]
Appearance & Behavior
] 3

Keymap
Search Results (41)

Editor

BEED - eyhon Mictopythan
Version Control Languages Framework integration
Build, Execution, Deployment The Python plug-in provides Support for MicroPython
Languages & Frameworls o o e s of .. Pycham. Fesmres Coes

Tools - - 5 . B - ;
019 + 2.5M 1r3.9 & ) 2019 4 337K 49

4

Live Coding in Python python-typing-adder

Code tools Code toals
Lets you run your Python README Using intellij to infer
code as you type it. Displays Python typing and add type
variable values, matplotlib, or... comments using the typing...

14, 2018 + 157K c 14, 2017

°

¥REY SDK

|BARFE: BRROMA ConnectSLhlf=HIE, £ “IRSSEER APIC > APIEIE” HY “&
BER” WEHRTHSDK,

#riRSRE: ZERROMA ConnectsSLlEHIE, £ “IRSSEERL APIC > EIEEIE” /Y
“SDKs” TREHTE;SDK,
=9 NI
1. $TFFIntelli) IDEA, 7ESEERFZIESRE “File > New > Project” o
S “New Project” XHEHE, E#E “Python” , B “Next” .
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2-45 New Project

Mew Project @
Maven Project SDK: | i Pythan 3.7.2 (T oythonexe) ~|| New..
Gradle Additional Libraries and Frameworks:

& Groovy [CIEN Djange
Grails [0 Google App Engine (Pythan)
Application Forge [ &2 5QL Support

© Go

“ Go Modules (vgo)
¥ Dep
s App Engine
Static Web
E Flash Template language:

Templates folder: templates
& Python

, Application name:
K Kotlin <l

Enable Django admin
= Empty Project 2

Cancel Help
2. BREBE “Next” , BHLITXEE, BF .7 , ERHANHEERIEREE
[ERISDKE®IZ, B “Finish” o
2-46 EIEFEFRY SDK B812
MNew Project @

Project name: | py‘thonl |

Project location: | Dt\java\python

F More Settings

Previous Cancel Help
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3. sERIiRtlEfE, BREBUT.

2-47 HRE

v pythen
» idea I
» apig_sdk
» licenses

-~ backend_signature.py
= main.py

m Bython.iml
- test_signer.py

= VERSION
¥ il External Libraries

> FgScratches and Conscles

4. B “Edit Configurations” , 384 “Run/Debug Configurations” SHEIE.

2-48 Edit Configurations

~ Edit Configurations...

5. EBdh “+7 | 1E¥E “Flask server”

2-49 %32 Flask server

Run/Debug Configurations

I[5 Cucumber java

Add Mew Configuration

o Docker »
@ Firefox Remote

% Go App Engine

“, Go Build
'” Go Remote
“» Go Test
6. “Taget type” 3%&#% “Script path” , “Target” ERTIETH

“backend_signature.py” {4, B “OK” , = IR S,
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+ — B F K MName: | Flask (backend signature.py) []share []Allow parallel run
v {_Flask server

Configurati L
{_Flask (backend_signature.py) R =B

»  JTemplates Target type: O Module name @ Script path O Custom
Target: \python\backend_signature.py
Application:

Additional options:

FLASK_ENV: development
FLASK_DEBUG: O

* Environment

Environment variables:

Python Interpreter: (0 Use SDK of module:

(®) Use specified interpreter: Python 3.7

Interpreter options:
Working directory:
Add content roots to PYTHONPATH
Add source roots to PYTHONPATH

(7] Cancel || Apply

B RIREE R
(AR

o RPLETRNARE—METFFlaskdIiRSE:, (EAAPIRYGLG, FHELM—wrapper, Xd
APICHIIERIMEZIRIE

o APIEERERE, RARKRIBERPISHFNERER.

1. wE—R[E] “Hello World!” 9350, 7535 AGET. POST. PUTHIDELETE, H

{§FBrequires_apigateway_signaturefdwrapper,
app = Flask(__name_ )

@app.route("/<id>", methods=['GET', 'POST', 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"

2. SCHlrequires_apigateway_signature, Y& fiFHIEE B keyFlsecretXIAN—Ndict
F,

def requires_apigateway_signature():
def wrapper(f):

# Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

# In this example, the AK/SK are stored in environment variables for identity authentication.
Before running this example, set environment variables HUAWEICLOUD_SDK_AK1,
HUAWEICLOUD_SDK_SK1, and HUAWEICLOUD_SDK_AK2, HUAWEICLOUD_SDK_SK2.

secrets = {

os.getenv('HUAWEICLOUD_SDK_AK1'): os.getenv('HUAWEICLOUD_SDK_SK1'),
os.getenv('HUAWEICLOUD_SDK_AK?2'): os.getenv('HUAWEICLOUD_SDK_SK2'),

}

authorizationPattern = re.compile(

r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")

BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)

def wrapped(*args, **kwargs):

[[E BB

return f(*args, **kwargs)
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return wrapped
return wrapper

wrapped ERE N B IRIGLID . RN T: FRIENREUET
Authorizationsk, 15%key#signedHeaders.,
if "authorization" not in request.headers:
return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:
return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

5N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5*******8d0ba12fed1ceb13ed00

TEEATRILER A -

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidkeytkFlsecret, WNRATFEkey, NIREAIERY
if signingKey not in secrets:

return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

#iE— P HttpRequestIdsR, JFigdsKmethod. url. query. signedHeaders33izAY
BRLMAESF ., HEEREREbodyHiIRE.

FEEEbodyISRE A REEEIUNSIGNED-PAYLOADAIX-sdk-content-
sha256:k,

r = signer.HttpRequest()
rmethod = request.method
ruri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =
else:
rquery[spl[0]] = spl[1]
r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD"
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
rheaders[k] = v
if needbody:
r.body = request.get_data()

RINEZEARTH . MX-Sdk-DatesLFRERHATE], ¥IMSIRSEEMDEB/IEER
159540LAA . AR signedHeaders B &X-Sdk-Date, H3IRERAIERM .
if dateHeader is None:
return 'Header x-sdk-date not found.', 401
t = datetime.strptime(dateHeader, BasicDateFormat)
if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

iERBverify 5 ERIIBERE SR . FIRIGEEET .
sig = signer.Signer()

sig.Key = signingKey

sig.Secret = signingSecret

n
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if not sig.Verify(r, m.group(3)):
return 'Verify authorization failed.', 401

8. 1={TERSSEE, WIHCIDIEHtE . TERfFMER)avaScript SDKARAIhtmIEZZ TR
ERESZ
EANNEFRFERRE, BE “Send request” , EFIEMIIcurldssS, HEGST
1T, BRSSESRIE200,
WNER{EFEFEEIRAIKeyFOSecretifaal, BRSZEZIR[EI40TIANIEARETD .

Apigateway Signature Test

signature_key1

Secret

signatd"v_m‘-m etl

Method Scheme Host Url
POST = http % | localhost:8080 /test
Query

L

Headers

{"aaa":"bbb"}

Body

dsfasdf=1

-

curl -X POST "http://localhost:8080/test?xox=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T
122402Z" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur >

2.6.4 C# SDK {#F8i%B8

Brn=

ERCHESHITRIIRSERRT, BFEBRFIRESDK, REHIHFIE, RESERRE
EinEARIREEZRE

(] ¥ B8
C# SDKIXZ#FhmacEBEiRRSEE .
BUiRSRY

o CHEZHSCIIREZZA, HYPEAPI, BEAE2IRBEHRENESKIS,
o CIRENZZZ5BMIKeyFlSecret, BXESNHRES.
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¥REY SDK

EREHAKESINE, BREEIARES.

|BARFE: BRROMA ConnectSLhlf=HIE, £ “IRSSEER APIC > APIEIE” AY “&
BER” WEFRTHSDK,

¥RFE: ZEFROMA ConnectsSLfiliEHlE, 7 “IRSZEERL APIC > EIREE” /Y

“SDKs” TREFRT#SDK,

fIRTIRE

WHSDKEHRY “csharpsin” 34, FTHIE. TIEFEIWTINMRE:

e apigateway-signature: SCIMEFEXZIHZE, rJHF Net Framework5.Net
CorelfiH .,

e backend-signature: [RIRERSZEZTMI, IBRELFBRIENSHEER. BIF
KBRFEEE R EIRER .

o sdk-request: EZEERNERRA,

BN fE i 2 bl

[MARY:E

o REERIMITHRE—NETASPNet CorefIRSEEE,

IAuthorizationFilter, XJAPICHYIERMEZRE o

o APIBEBZEIAE, RABHNBERPALSHNSZEE,
1. #{RE—"Controller, 12{XGET. POST. PUTAIDELETEPY/ Mz, BN

ApigatewaysSignatureFiltergJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)

YERAPINRIR, HESH—
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2.

{
}
}
}

SCH—MApigatewaySignatureFilter , & 8iFRIE ZkeyFlsecretIA—1
Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, IAuthorizationFilter
{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.
Before running this example, set environment variables HUAWEICLOUD_SDK_AK1,
HUAWEICLOUD_SDK_SK1, and HUAWEICLOUD_SDK_AK2, HUAWEICLOUD_SDK_SK2.

{Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK1"),
Environment.GetEnvironmentVariable ("HUAWEICLOUD_SDK_SK1")},
{Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK2"),
Environment.GetEnvironmentVariable ("HUAWEICLOUD_SDK_SK2")},
It

public void OnAuthorization(AuthorizationFilterContext context) {

/[EERIHE

}
}
}

OnAuthorizationFRE A ZRLGLIE . RIGHRIEWT: FERIENRIATENT
Authorizationsk, 15%lkey#lsignedHeaders.,

private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';');

540, AuthorizationsL79:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

TEEHFTRILER A -

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidkeytkZElsecret, WMRAFEkey, MIREPAIELK
if (secrets.ContainsKey(key))
{

context.Result = new UnauthorizedResult();

return;
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}

string secret = secrets[key];

HE— M HttpRequestXd R, IgisKkmethod. url. query. signedHeadersXJRzfY
BRELMAESF ., R EREREbodyFHiRE.

FEEbodyISREA: REEEIUNSIGNED-PAYLOADAIX-sdk-content-
sha256:k,

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;

sdkRequest.host = request.Host.Value;

sdkRequest.uri = request.Path;

Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

{
query[pair.Key] = pair.Value;

sdkRequest.query = query;
WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)
{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")

dateHeader = value;

}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")

needBody = false;
}

sdkRequest.headers = headers;
if (needBody)
{

request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;

}
REGEZ ATl . MX-Sdk-DateskRREXHATIE], FIKT SRS RITEESIEERE
15954%0LAA . A8 signedHeaders B &X-Sdk-Date, tIRERAIERM .

private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";

if(dateHeader == null)
{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)

context.Result = new UnauthorizedResult();
return;

}
B verify T ERIRIERER . FIILEERET .

Signer signer = new Signer();

signer.Key = key;

signer.Secret = secret;

if (Isigner.Verify(sdkRequest, groups[3].Value))
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context.Result = new UnauthorizedResult();
}
8. 1E17IRSSEE, WIECABIEMAM . TEREIERIavaScript SDKREIhtmIEZ TR
ERES,

BENNEFFRFERRE, BiF “Send request” , EFIERMIcurlisS, HEGST
T, BRSSEEIREI200,

SNR(EFFEIRAIKeyFISecretifa), BRSSEHREI40TINERED o
Apigateway Signature Test
Key

signature_key1

Secret

signature_secreﬂ

Method Scheme Host Url
POST = http  # localhost:8080 [test
Query

{00 "yyy"}

Headers

Body

dsfasdf=1

g

curl -X POST "http://localhost:8080/test?xxx=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T
122402Z" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =
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FFA& 5B
FRES
MQSEREF & (FHRE i )
MQSIEREFF & ( RESTful API)

3.1 FAi5EA
3.1.1 RS

=R

ROMA ConnectB)iB B EMMQSEEFF A FiEKafkatiy, WSNAREFAFHER
FiEKafkaZ FPixatROMA Connecti2ftAIRESTful API, SEBISMQSHYHEIER

3.1.2 FF&RGE

ERFFREFin: SN ABZERFTEKafkaZ Pin, FiEidEFiniEs:

MQS, SCILEERIEFEZE,

ERKRESTul API: NI&2 N FEiE S ARBRESTful API, &EEEMQSHSLHE R M4~
HEE,

HFETERAFEK:

- IntelliJ IDEA: 2018.3.58kLA_ERRA o

- Eclipse: 3.6.08(LA ERRA,

- Visual Studio: 2019 version 16.8.48LA_EhR7N
FRIESIERAZERK:

- Java: 1.8.1118LA EhRAHYJava Development Kit,
- Python: 2.78%3.XkRAAIPython,

- Go: 1.14KLAERRAHGo,

- C#: 6.0KLAERRASHI.NET,
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EFumhR AN :
ROMA ConnectfyKafkairZs KafkaZ PigE i R4S
1.1.0 e Java: 1.1.0%LALERRAE

e Python: 2.0.1%LAERRA
o Go: 1.82KLAERRA
o C#: 15.2KLAERRA

2.7 o Java: 272K LAERRA
e Python: 2.0.1%LAERRA
o Go: 1.82KLAERRA

o C#: 152KLAERA

EFmFAFIECEREIN:
B2 NEPiR(EAZNNEFRSEEERN

3.1.3 ZimfEREEIN
Consumer {$EFEEIN

ConsumerfJowner L iEBRIFFA=REIRY, BEERInLEAEEEEK, H
EHE,

BRI EEEBHEEcommit, BRSSEEMELW, TTiEEHIERME
ELWHIEE .

ConsumerAgEsRENINFNE R group, STEMMAFIRE, £S5 ConsumersiZ
ffrebalance, PEZEBEZ.

Consumer¥lEAgE#B1d Topicr X%, BMSBEConsumerfiiBIAREIBER.

Consumergs[EHApoll, #iFF0serverfIOBE, B OBKERT, S ConsumeriiZ
DOIAFIERL, PEEEZE.

ConsumerfiEXAY BB AMEFNE A/RE, #%OO0M ( Out of Memory ) ,

Consumer sessionAYEBATATEIRE /930%), session.timeout.ms=30000, EEEAT
BT 5 S ConsumersiZiBAtfirebalance, PHEEZ,

ROMA Connect REERIEEZEERNER, WSENEFRIBEEMBENRES M,
IBHEARBEHERAConsumerficlose5i%, BERE—MERNEMEZREEE

sesstion.timeout.msgYAT(E] .

Producer {(sEFAZEIX

B EHEFinmEacafEA: acks=-1
BCEARIXELMEIL: retries=3

AL linger.ms=0

EFERIVMAFEZER, BRERAFAESHRXEZE
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Topic ERAEIY
HthZiY

BLEEK: HE3EIA,
EATopicer A3 X E5EIN 920,
TopicBIARE3 ( HElhRAIRT, FoliEzE) .

EEEHPREI: 3000

HEX/N: REEBIZ10MB

{SEFSASL_SSLIMYIBFIEIROMA Connect: #{RDNSEBKRMEITEEH, _EXE
hostsSZ{4EBECEROMA Connectfi BT =ipFlEHZMREY, B Kafka clientfi/za
R, PEEEEERT,

ESsEREETISESE « BIAF2E, EMREBHETRS0%ESA

WS HBIVM AR ERRETREFGC, BNAMEEEEMNEFIEZ,
EiNTEKafkaE PinMIEcE B, SNES5 RHEREEITHNER.

—NIBZEATRIEEEEERRE—IMQSH, REAIFZHEAE FAIS00MNEE
FHHITIER, BIHERBEEEREREN . WR— N HEEETEEBE500NESE
&, BEEEERR—IMQS, FERICHEBIRDISNHEEAT,

MR

o ZEROMA ConnectSLfflagiE B &R EFFESASL_SSLEIRY, tBFFE T VPCAMBEIZAE, T
VPCRTC H{FEFISASL TUiEE H B & RAY Topic,

o (ERASASLAUIEEHEEMATTopichY, BIXTEEFIRFIEENIAY “/etc/hosts” XHHECE
hostFNIPAIBREIX R, BNE5INRIRE,

Hreh, IPHIUEASURDE S ERMANERBIE, hostAENIHIENMZIR, AILIBEN, BR
REEE. flan:

10.10.10.11 host01

10.10.10.12 host02

10.10.10.13 host03

3.1.4 ZEFIRSHECEREIN
KafkaZFiwRIBECES RS, LATRMProducerfliConsumer/LINERSHEIE .
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2 3-1 Producer &

2%

AME

1588

acks

1

W ElServerimfINMES1EL, FrprocuderFE

WERIZ /D MXENRIAMES, BIEEARIEMIN.

acksSHR R THIESFMHEIT A . FEHEIER:

o acks=0: FERproducerFEBEZF(EAHHAN
FEYER, BIAIEZENI0RIsocket bufferFFiA
RNELKRIX, ZBHURER LRI FER
TserverE & INEIWEIE, RNEXEER
SREER (AAZPIRAIIEREEN ) |
EliREoffset R B RBIRE -1,

o acks=1: XBKREZENVEZF eaderEKXKIN
BHIEE \AKiblog, BEHSEEEFME
followerE2&KINB A, 8 follower;EEELIN
FOEYE, mMitAtleader G2 MARSS, W
HESXELSK,

o acks=all: XEkEleaderEBZSMERD
#HRIWEANAE, REHI—ISHEE,
BEAaEL,

retries

L=
Pl 55
kS

EFiRRIEHRRIEIRIXE . {EXTO0RY, XL
BEREFNE, ERREEHRAIE.

IR, XEENSEPIREINEIREEIRITAIE
HIRBMHARE. RIFEIREEERNEEIERY
5, NRXFENERICREPRRERIE—
partition, MFE—NEEELME —NAIXRLII,
NE—FKHESUBE—FEREMER,

request.ti
meout.ms

30000

Lok
PRl s3

Bk

RE—NMBKREAEFSNE, BiTXAEEl<
fiTimeout®E .

BT EINRIR B RK—LE, 40120000 ( 120
), BFANIEES, s8R/ RIXELEMAYE
o

block.on.b
uffer.full

TRUE

TRUE

TRUERTRIENFRARE, EIEEKGNERICRE
EHHEEIR

HABERT, XMEENTRUE, AMELEER]
BEMESHS, FEUIEMHEREF . RIR
B Afalse, MproducerffiE— 1B EEIR:
BufferExhaustedException
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SH RIME | HEFE | R

batch.size | 16384 | 262144 | BN ENIEBRFHE LR, producerigix
EHAMEEHEICE, LUBMERIRE ., 5N E
clientSserverzZalg94aE . AiXELEARTFIX
PMEDHIBEFTEH.
KiXE|brokersfNiEREEEZSNMEENIE, Hep
L8 EWFF M partitionflI—PNEK .
RSt S IBEHECR/VR, FETRRES
£ (OMEXEIMEMIE ) . KA ELIEEL
BESREFZAEFTE, XEREEDEISE
HELBEHEIRFERN

bufferme | 335544 | 671088 | producera] LAFASREFEHIENRFAN . WNRE
mory 32 64 A iRE KT mbroker&ZiXAYERE, producer
SIEESEMERE, LA “block.on.buffer.full”
%%Eﬂo

X ERFproducerBEiSE AN S RFEX,

(BFAR—MEMRRIRE, EAEproducer(E
RRPFEARFHERTERF . —EEIMIATS
BFESE (WRSINEENSE ) , FFEE—L

FAF#IPEK,
max.reque | 104857 | 524288 | & EBIRFBIREIRNLIENENEHEFTIE, %
st.size 6 0 SHEMBEREFIERICREE.

£ 3-2 Consumer &

28 AE HWEE | %A
auto.com | TRUE FALSE | aN8&ATRUE, consumerfffetchfdigiERYoffset

mit.enabl BeBnIEE R zookeeper, XINIEIZAYoffset
e BEHETAIRMARSSET, B#FAYconsumerfs
.

%R BB NFALSES, EBLMINEEZEIR
32, IXHERTLUBEIHE RS,

auto.offse | latest earliest | ;§BE¥IAoffsetaZ offseti PR, TLURE
t.reset ATNE:

earliest: HoiE offset I

latest: B@iE{offset IERHT

none: WERZHAMoffsetl@BZEELEEE
anything else: EE&EEMHFEE .

connectio | 600000 | 30000 | ZHEZAVIBATATE], REH300008] LATEMLE S

ns.max.idl BiIAETNRMER-REAYATE] .
e.ms
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3.2 FARIES

IREX MQS EZ(ER
o IREVEEMIESHD

fi:3--pav. 27 NC

EROMA Connect3EfAlizHIERI “SLAER” TUmE, £ “BEXEE” IEEE
MQSIEZBLIE

- {EMAKafkaZFinAMIEEMQS: # “EEii” TEERSEN MQSHM
R

- (EfKafkaBE P AMIEEMQS: £ “EEithit” TEEEREN MQSAKN
AL

- {FHRESTful APIEEMQS: £ “MQSEARER” TEEBERESTful API,
FRENTopicRTR

EROMA ConnectsEflizHIERY “HE SR MQS > TopicEIE” H, BE&Topic
BiRo

SASLINIEEE

FHROMA Connect=2fIFFHT “MQS SASL_SSL” , NEEHRENERR. B35
ERIER.

-  FAPZMNE5

FEROMA Connect=SLi=HIERY “SERLRN A" TR, BdTopicPr/ESERLRN
MR NERNBIFERE, EENMSERTEEEMNABIIKeyF]
Secret, BN AFBRPRAFZEL,

- EPFimiER
FEROMA ConnectSLiliz#HIER0 “HEER MQS > TopicEIE” W@, Bt
“TFESSUER” THEFIRIE+H.

TEFALRIE

BRIEERESEFEESNHLEIE,

- 3"2”?;2018.3.5§32L‘)\_I:HJ§21§EI’\JIntelliJ IDEA, ZEBiEZEIntelli) IDEAE 5 Mk
T,

§§3.0.37§2LXJ:HJ§ZEApache Maven, ZZfiE5EMavenES FERE
%2019 version 16.8.4%LA_ERRZAAIVisual Studio, ZL3EEIEZEVisual
StudioB /5 Mg &

ZERARIESING

- Java: &¥1.8.1118LA EkRAHIava Development Kit, ZEEEIiEZEOracle
B FERHE FE.

:Z%thon: L2 753 XiRAAIPython, ZEEIBEZEPythonES FERE ~

- Go: TE114RLUERANGo, ZRAIEEGoES PR Mk,
- C#: RE6O0RLULIRARNET, ZEG15ZENETEA FTERA TE.
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https://mqs-demo.obs.cn-north-1.myhuaweicloud.com/mqs-cert.zip
https://www.jetbrains.com/idea/
https://maven.apache.org/download.cgi
https://visualstudio.microsoft.com/downloads/
https://visualstudio.microsoft.com/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.python.org/downloads/
https://go.dev/dl/
https://dotnet.microsoft.com/download

MASHIEERTFE
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3.3 MQS iEEH A ( FREZE iR )

3.3.1 Java Zin{E A

Brin=

R fréBlavalRARIKafkaZ FIm&ERIES, HemE P iRERIAN B EFSIHER
=R SANCTI

[ ] EZkHyMQSL}szﬁ:.M; ,~1Z’S mﬁﬁﬁ%
o EZEFAATIEHMavaFRESNE, BFESNHEES.

8|\ Kafka ZFis

MQSEFKafkatt XErRA1.1.0. 2.7, EEJLATEROMA ConnectZLfliEHIEH “soEils
B’ I\, & “MQSEREE” TEEKafkahRAMEE . JavaFRE FikHINRAMERIS

REFimhR AR .
RIELHIRIKafkahR AME B EBXI MR AAIZ P, HERELA2.7 2hR A Fin A BIE T
BR.
<dependency>

<groupld>org.apache.kafka</groupld>

<artifactld>kafka-clients</artifactld>

<version>2.7.2</version>
</dependency>

EXECERER

RNTHE, TNDEFSBEERINEENENE . INERROMA Connect3LAIFR T
SASLIAIE, fElavaZFisavEc &4y EBE,E&SASLLAIEE%E%{:.U, BULE
&, NERSEERASASUALE, BEEsEXaiE.

o HFEHBEEENMH (MMEFBEERBH IIMgs.sdk.producer.properties3Zit )

;«JXT*HM‘“B DATEMQSHFERIER, YREN . EFIREMSE, TLUBER
Ao

#TopicEFRERARRESHEAEF.

HHRA RS AR AR R SRS

#2551 bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3

#RIEFASEL

acks=all

#ERFIMETSEC
key.serializer=org.apache.kafka.common.serialization.StringSerializer
#HERIFIETSEC
value.serializer=org.apache.kafka.common.serialization.StringSerializer
#producerf] LAFSRETFEIRAIRE A/

buffermemory=33554432

#EIHIREL

retries=0

[ R R R

HINRAERSASLAIE, USSR,

[ R R R

HRBERPEED
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EFHE

sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password:"********";

#SASLER A

sasl.mechanism=PLAIN

#INEHIR, BRISTIFSASL_SSLIMY

security.protocol=SASL_SSL

#ssl truststore SR B

ssl.truststore.location=E:\\temp\\client.truststore.jks

#ssl truststoreS4HHIZERD, ERE, BMEN .. BLELZRIREN T ihialavadmadjks3i4 .

ssl.truststore.password=dms@kafka

ssl.endpoint.identification.algorithm=

THIRBHRNSEIRE, TSERNMQSEREEIRINSHIE.

- bootstrap.servers: MQSEiZHEHFNIR

- username#llpassword: FFESASL_SSLIAIERTER{EE BRI Z 0355,

- ssl.truststore.location: FFESASL_SSLINIERTFR{ERERIZ FIRIES
HEEREENH (MEGEZEERAEFEIMgs.sdk.consumer.properties3Zf4 )

ITBAESD AREMQSIFBERER, g, ERmEMSE, ATLIBER
IS

#TopicETRERARNE~SHEABF.
HHAHAHBRAAHHRAHHHRHAHHRRH
#2551 bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#FARE—tRRconsumen#IZFRTEERIF RS, BERBITIRE.
#ANRIGERHERIgroup id, FERiXEprocessesEfZ BT E—consumer group
group.id=1
#ERNFIE TS0
key.deserializer=org.apache.kafka.common.serialization.StringDeserializer
#HERFIE TS
value.deserializer=org.apache.kafka.common.serialization.StringDeserializer
#HRBENHR
auto.offset.reset=earliest
HHAHAHBRHAHHRAHHHRAHHFRRH
#INRAMERSASUALE, LATSHIE RS,
HHAHAHBRHAHHRAHHHRAHHRRH
#igBjaaslKSHNZEN, BIIEHSRE
#SASLIMIEREIZ “PLAINY RS, BEESEMT
sasl.mechanism=PLAIN
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
passwordz"********";
#INEHY, BRISZRFSASL_SSLINY
security.protocol=SASL_SSL
#ssl truststore SR B
ssl.truststore.location=E:\\temp\\client.truststore.jks
#ssl truststoreX/HHYEERT, BCEICERBR N T iHa)avadpifbjks 34 o
ssl.truststore.password=dms@kafka
ssl.endpoint.identification.algorithm=

ROMLIEPRNSEREE, TTSEIRBMQSEREERIRINSHIE.
- bootstrap.servers: MQSiEiEtthtFIHO .

- group.id: HETAHEBIMR, RIEWSTE, BENHEHBR, WRIRBATHZE
EAFE, RE=BmelE,

- username#flpassword: FFESASL_SSLIAIERTFHE AR Z IR .
- ssl.truststore.location: FFESASL_SSLIAERTFR{ERRINZ FisES .

RS -

package com.mgs.producer;
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import org.apache.kafka.clients.producer.Callback;
import org.apache.kafka.clients.producer.RecordMetadata;
import org.junit.Test;

public class MgsProducerTest {
@Test
public void testProducer() throws Exception {
MgsProducer<String, String> producer = new MqgsProducer<String, String>();
int partiton = 0;
try {
for (inti=0;i<10;i++) {
String key = null;
String data = "The msg is " + i;
/] FRIESECIENTopicEiR. 59, E£F-EEMAPIEE,, BixalKafkaBNZE XM
EFEEHERE.
producer.produce("topicName", partiton, key, data, new Callback() {
public void onCompletion(RecordMetadata metadata,
Exception exception) {
if (exception != null) {
exception.printStackTrace();
return;
}
System.out.println("produce msg completed");
}
ok
System.out.println("produce msg:" + data);
}
} catch (Exception e) {
/] TODO: FELLIE
e.printStackTrace();
} finally {
producer.close();
}
}
}

o AFEHEMH:

package com.mgs.producer;

import java.io.BufferedInputStream;
import java.io.FileInputStream;
import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.ArrayList;

import java.util.Enumeration;
import java.util.List;

import java.util.Properties;

import org.apache.kafka.clients.producer.Callback;
import org.apache kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache kafka.clients.producer.ProducerRecord;

public class MgsProducer<K, V> {
[BINEFHENRERES, BEAREESELEX
public static final String CONFIG_PRODUCER_FILE_NAME = "mgs.sdk.producer.properties";

private Producer<K, V> producer;

MgsProducer(String path)
{
Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)
{
e.printStackTrace();
return;
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}
producer = new KafkaProducer<K,V>(props);
}
MgsProducer()

Properties props = new Properties();

try {
props = loadFromClasspath(CONFIG_PRODUCER_FILE_NAME);

}catch (IOException e)

{
e.printStackTrace();
return;
}
producer = new KafkaProducer<K,V>(props);
}
*HEFEER

* @param topic topicIR
* @param partition partition

* @param key HEkey
* @param data HEHE
*/
public void produce(String topic, Integer partition, K key, V data)
{
produce(topic, partition, key, data, null, (Callback)null);
}
/** .
* EFEER

* @param topic topicIR

* @param partition  partition

* @param key HEkey

* @param data HEHIE

* @param timestamp  timestamp

public void produce(String topic, Integer partition, K key, V data, Long timestamp)

{
produce(topic, partition, key, data, timestamp, (Callback)null);

}

*k

*EFEER

* @param topic topicIR
* @param partition  partition
* @param key HEkey

* @param data HEHE
* @param callback callback

*/
public void produce(String topic, Integer partition, K key, V data, Callback callback)
{
produce(topic, partition, key, data, null, callback);
}
public void produce(String topic, V data)
{
produce(topic, null, null, data, null, (Callback)null);
}
* EFEER

* @param topic topickI&R

* @param partition  partition

* @param key HEkey

* @param data HEHE

* @param timestamp  timestamp
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*

*

p

@param callback callback

ublic void produce(String topic, Integer partition, K key, V data, Long timestamp, Callback

callback)

{

}

P
{

}

P
{

}

ProducerRecord<K, V> kafkaRecord =
timestamp == null ? new ProducerRecord<K, V>(topic, partition, key, data)
: new ProducerRecord<K, V>(topic, partition, timestamp, key, data);
produce(kafkaRecord, callback);

ublic void produce(ProducerRecord<K, V> kafkaRecord)

produce(kafkaRecord, (Callback)null);

ublic void produce(ProducerRecord<K, V> kafkaRecord, Callback callback)

producer.send (kafkaRecord, callback);

public void close()

{
}

producer.close();

/**
* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader

*

public static ClassLoader getCurrentClassLoader()

{

ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();

if (classLoader == null)

{

classLoader = MgsProducer.class.getClassLoader();

}

return classLoader;

}

*k

* Mclasspath INAECEEE

* @param configFileName E2& S-SR
* @return BEEER

* @throws |IOException

*/

public static Properties loadFromClasspath(String configFileName) throws IOException

{

ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();

List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

properties.add(propertyResources.nextElement());

}
for (URL url : properties)
{
InputStream is = null;
try
{

is = url.openStream();
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config.load(is);

}
finally
if (is != null)
{
is.close();
is = null;
}
}

}

return config;
}
}

MACHY :

package com.mgs.consumer;

import org.apache kafka.clients.consumer.ConsumerRecord;
import org.apache kafka.clients.consumer.ConsumerRecords;
import org.junit.Test;

import java.util. Arrays;

public class MgsConsumerTest {
@Test
public void testConsumer() throws Exception {
MgsConsumer consumer = new MgsConsumer();
[ FRIEEEEZE BRI TopicEiR.
consumer.consume(Arrays.asList("topicName"));
try {
for (inti=0;i<10; i++){
ConsumerRecords<Object, Object> records = consumer.poll(1000);
System.out.println("the numbers of topic:" + records.count());
for (ConsumerRecord<Object, Object> record : records)
{
System.out.println(record.toString());
}
}
}catch (Exception e)

// TODO: SE4E
e.printStackTrace();
Hinally {
consumer.close();
}
}
}

HEEHEUHS:

package com.mgs.consumer;

import org.apache kafka.clients.consumer.ConsumerRecords;
import org.apache.kafka.clients.consumer.KafkaConsumer;
import java.io.BufferedinputStream;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.*;

public class MgsConsumer {
public static final String CONFIG_CONSUMER_FILE_NAME = "mgs.sdk.consumer.properties";

private KafkaConsumer<Object, Object> consumer;

SASRRA 04 (2025-03-25) WRINFTE © AR ERABIRAE

176



MASHIEERTFE

F &l 3 IHEERFARIES
MgsConsumer(String path)
{
Properties props = new Properties();
try {

InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)

{
e.printStackTrace();
return;
}
consumer = new KafkaConsumer<Object, Object>(props);
}
MgsConsumer()
{
Properties props = new Properties();
try {

props = loadFromClasspath(CONFIG_CONSUMER_FILE_NAME);
}catch (IOException e)

{
e.printStackTrace();
return;

}

consumer = new KafkaConsumer<Object, Object>(props);

public void consume(List topics)

{

consumer.subscribe(topics);

}

public ConsumerRecords<Object, Object> poll(long timeout)
{
return consumer.poll(timeout);

}

public void close()
{
consumer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{

classLoader = MgsConsumer.class.getClassLoader();
}
return classLoader;

}

* Mclasspath INAECEEE

* @param configFileName EZ& S H-EFR

* @return BEEER

* @throws |IOException

*/

public static Properties loadFromClasspath(String configFileName) throws IOException

ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();
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List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

properties.add(propertyResources.nextElement());

}

for (URL url : properties)
{
InputStream is = null;
try
{
is = url.openStream();
config.load(is);
}
finally

if (is != null)
{
is.close();
is = null;
}
}
}

return config;
}
}

3.3.2 Python Z i FixEE

Brin=

AZLALinux CentOSIRIE ARG, N 4BPythonfRARIKafkaZFimiERHES, BiFKafka
ERimes, LIREF. BEER.

o CEREIMQSEEER, BNESIARES.
o EXREALKIEBMPythonFRIESHER, BNESIFARES.

5|\ Kafka ZFim

EF=HE

MQSEFKafkatt XiRA<1.1.0. 2.7, EBJLAFEROMA ConnectSE@iE$I &R “ SLEIS
B’ I, & ‘“MQSEXEE" TEEKafkahR A SE . PythonFHEZE FikRIMRAE
BiE2 N E P imhRAMEREN

AT TS, TEXMNIRAHIPython KafkaZ i :

pip install kafka-python==2.0.1

o SASLINIEST
IR, NMERNSEESIRALHBEEEE.

from kafka import KafkaProducer
import ssl

#HEREER

conf ={
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HEHE

'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',

'sasl_plain_username': 'username’,

'sasl_plain_password": 'password'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HIEBE

context.load_verify_locations("phy_ca.crt")

print('start producer")

producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol='SASL_SSL',
sasl_plain_username=conf['sasl_plain_username'],
sasl_plain_password=conf['sasl_plain_password'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

RBHFRSEREE, TSEIRBIMQSEREEERINSHIE.
- bootstrap_servers: MQSiEiEthhtFNixO .
- topic_name: EAFHHERYTopicEiR,
- sasl_plain_usernamefsasl_plain_password: FFESASL_SSLIAMERT PR FEHY
FR&f1%8.
context.load_verify_locations: FFESASL_SSLIAMFRTPR{SFERIZE FimiE+H o
EIESASL»Au‘tE‘t
T=, INMMERAEHFEBIRIIOBEEER

from kafka import KafkaProducer

conf ={
'bootstrap_servers": ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name’,

}

print('start producer')
producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

AHIRBHRNSHIRE, AISERRMQSERERERENSHIE.
- bootstrap_servers: MQSiEENEFNIFHO .
- topic_name: BEFEHERTopicEiR,

SASLi)\iEE‘ﬁ
T2, IERNEZESBIENLFEEERE.

from kafka import KafkaConsumer

import ssl

HIEEER

conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',
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'sasl_plain_username': 'username’,
'sasl_plain_password': 'password',
'‘consumer_id": 'consumer_id'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HIEBE

context.load_verify_locations("phy_ca.crt")

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol='SASL_SSL',
sasl_plain_username=conf['sasl_plain_username'],
sasl_plain_password=conf['sasl_plain_password'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

REMLIEFRNSEREE, TTSERBIMQSEREEIRNSHIE.

- bootstrap_servers: MQSiE#EtthhtFNixO .

- topic_name: EHZHBEAITopicEiR,

- sasl_plain_usernameflsasl_plain_password: FFESASL_SSLIAMERTFH{ERAY
FR&f%8,

- consumer_id: BEREBIR, RBWSEE, BENEHASIR, NREEN
BEAAEFE, RA=EtlE,

- context.load_verify_locations: FFESASL_SSLIAMERTFT{FFEHYZS FiHiIEH o

JESASLINIES =

IR, IMNEFEERAHBEBEER.

from kafka import KafkaConsumer

conf ={
'bootstrap_servers": ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',
'‘consumer_id": 'consumer_id'

}

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

TEUCIERRISEGREE, TSERBIMQSIEZSRIRINSHE.
- bootstrap_servers: MQSiEEtthhtFNIFO .

- topic_name: EHZEHERITopicEFR,

- consumer_id: HZARIR, RIBUSFEE, BENHZEARIR, NRREMN
HERBAAEE, EHRSEmhtlE,
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3.3.3 Go Eir{sEFHiRAA
BERS

A3ZLALinux CentOSTRIE AR, NMBGokRAHIKafkaZRimEiZiES, BifKatkaZ P
im&sE, UREFT. HEHEE,

RIS
o ERBMQSERES, BNESIFRES.
o EREFLRTIEMPythonFFRIESING, BHNESNFRES.

5|\ Kafka ZFif

MQSEFKafkattXiRZAS1.1.0. 2.7, EALAFEROMA ConnectSEfIf=HIERY “ LIS
27 WA, £ ‘MQSERXER" TEEKafkahRAEE . GoFHRE kIR EHiIS
SN EFURhRAEREN

HITLAT S, REXINMRAAIGo KafkaZ Fif

go get github.com/confluentinc/confluent-kafka-go/kafka

o SASLINIEAT
IR, INMERSEESIRALHBEEE.

package main

import (
"bufio"
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
og"
"os/signal"
"syscall"

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"
user "username"
password = "password"
caFile ="phy_ca.crt"

)

func main() {
log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"security.protocol": "SASL_SSL",

"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,
"ssl.ca.location": caFile,

}

producer, err := kafka.NewProducer(config)

if err !=nil {
log.Panicf("producer error, err: %v", err)
return

}
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go func() {
for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}
}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}
}
{0

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

}

func Getlnput() [Ibyte {
reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

}
TEUCIERRISEGREE, TSEREIMQSIERZE RIS HIE.
- brokers: MQSiEEF IR .
- topics: BEFHERITopicETR,
- userfllpassword: FFESASL_SSLIAERTFR{EFBRIFE R ZF 02509 o
- caFile: FFBSASL_SSLINIERIFH{ERRIZE FPIHIES
e IESASLINIERSTL
E2, IMEREEZESERAIIFIBEER
package main

import (
"bufio"
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
"og"
"os/signal"
"syscall"
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var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"

)

func main() {
log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,

}
producer, err := kafka.NewProducer(config)
if err !=nil {
log.Panicf("producer error, err: %v", err)
return
}
go func() {

for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {

log.Printf("Delivered message to %v\n", ev.TopicPartition)

}
}
}
V)

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}

}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

}

func Getlnput() [Ibyte {
reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

}

THRIBPISERE, JSEREMQSERERIRINSHIE.

- brokers: MQSi&E#EHEhFNIR .
- topics: BEFHERITopicER,
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HEHE

o SASLINIEAT
IR, NMERSEESIRALHBEEEE.

package main

import (
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka
Hlogll
"0s
"os/signal"
"syscall"

n

n

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
group = "group_id"
topics = "topic_name"
user = "username"
password = "password"
caFile ="phy_ca.crt"
)

func main() {
log.Println("Starting a new kafka consumer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",
"security.protocol": "SASL_SSL",

"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,
"ssl.ca.location": caFile,
}
consumer, err := kafka.NewConsumer(config)
if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return
}
err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}

if err = consumer.Close(); err != nil {
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log.Panicf("Error closing consumer: %v", err)
}
}

RECIEHRRISEIREE, TTSERBMQSIER(SEIRENSHIE.,
- brokers: MQSIEEMNFNRO .,

- group: HEEAERR. RIEWSESFE, BEXHEARNR, WRRERHESA
MrE, RA=BntE.

- topics: EHZEEERITopicEIR,
- userfllpassword: FFESASL_SSLIMERTFRERHIAAEFIZG.
- caFile: FFESASL_SSLINIERSFA{EARIE FIRIES .
o IESASLINIERT
TR, IMEASESERANTFEEEE.

package main

import (
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
"os"
"os/signal"
"syscall"

)

var (

brokers = "ip1:port1,ip2:port2,ip3:port3"
group = "group_id"

topics = "topic_name"

)

func main() {
log.Println("Starting a new kafka consumer™")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,

"group.id": group,
"auto.offset.reset": "earliest",
}
consumer, err := kafka.NewConsumer(config)
if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return
}
err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall. SIGTERM)
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select {

case <-sigterm:
log.Println("terminating: via signal")

}

if err = consumer.Close(); err != nil {
log.Panicf("Error closing consumer: %v", err)

}
}

ROMLIEFRNSEREE, TTSERBMQSERERIRINSHIE.

- brokers: MQSZE#EEHUEFIR .

- group: [HERHEEFR. BIEWSEE, BENHHARZR, NRRERNHZEA
=77, Ra=BntlE,

- topics: EEHEHBEMTopicETR,

3.3.4 C#ZEFinfE e

Biria=

RN BCHRPRIKafkaZ FIRIEEIES, BiFKafkaZFin%a, LUREF. HEH
ES

S Ne)

BIiESRY
[ J EZkHyMQSl_itiﬁzl o] ,~{Zt mﬁ&ﬁ%
o ELZEAATEMHARESING, BERBESIARES.

8|\ Kafka ZFis

MQSEFKafkatt XhrA1.1.0. 2.7, EATLATEROMA ConnectZEfFlizHIERy “Lfl(s
B” Im, & “MQSEARER” TEEKafkalRAMER . CHFHREFindIRAFEHIS
WEFiRARA AR .

HATLA T ap < T EiZ = CHRIKafkatk iz

dotnet add package -v 1.5.2 Confluent.Kafka

= = 15
e SASLIAIEAT
TR, INERNEEEBIRNLFEEERE.

using System;
using Confluent.Kafka;

class Producer
{
public static void Main(string[] args)
{
var conf = new ProducerConfig {
bootstrap_servers = “ip1:port1,ip2:port2,ip3:port3” ,
context.load_verify_locations = “phy_ca.crt “,
sasl_mechanism = “PLAIN” ,
security_protocol= “SASL_SSL” ,
SaslUsername = “username” ,
SaslPassword = “password” ,

Y

Action<DeliveryReport<Null, string>> handler = r =>
Console.WriteLine(!r.Error.IsError
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? $” Delivered message to {r.TopicPartitionOffset}”
:$” Delivery Error: {r.Error.Reason}” );

string topic = “topic_name” ;
using (var p = new ProducerBuilder<Null, string>(conf).Build())

for (int i=0; i<100; ++i)
{
p.Produce(topic, new Message<Null, string> { Value = i.ToString() }, handler);

}
p.Flush(TimeSpan.FromSeconds(10));
}
}
}

B SEREE, TSEIRBIMQSEREERINSHIE.

- bootstrap_servers: MQSiEsEtthhtFNi%O .

- topic: BEFEEERITopicETR,

- SaslUsername#1SaslPassword: FFESASL_SSLIAMERTFH{ERERIFE R Z %%

=

- context.load_verify_locations: FFESASL_SSLIAMERTFH{ERRRIE FPIHIES .
e JESASLIAIEST

IR, IMNESFESRAOBEBEER.

using System;
using Confluent.Kafka;

class Producer

{
public static void Main(string[] args)
{
var conf = new ProducerConfig {
bootstrap_servers = “ip1:port1,ip2:port2,ip3:port3” ,
b
Action<DeliveryReport<Null, string>> handler = r =>
Console.WriteLine(!r.Error.IsError
? $” Delivered message to {r.TopicPartitionOffset}”
:$” Delivery Error: {r.Error.Reason}” );
string topic = “topic_name” ;
using (var p = new ProducerBuilder<Null, string>(conf).Build())
for (int i=0; i<100; ++i)
{
p.Produce(topic, new Message<Null, string> { Value = i.ToString() }, handler);
}
p.Flush(TimeSpan.FromSeconds(10));
}
}
}

THIRBHRNSHIRE, ISEREMQSEREERINSHIE.
- bootstrap_servers: MQSiEiEtthhtFNixO .
- topic: BEFEHERITopicETR,

HEER
o SASLINIEAT
IR, NMERSEESEMANLHBEEER.

using System;
using System.Threading;
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using Confluent.Kafka;

class Consumer

{

public static void Main(string[] args)

{

}
}

var conf = new ConsumerConfig {

Groupld = “group_id” ,

BootstrapServers = “ip1:port1,ip2:port2,ip3:port3” ,
SslCalLocation = “phy_ca.crt” ,

SaslMechanism = “PLAIN” ,

SecurityProtocol = SASL_SSL,

SaslUsername = “username” ,

SaslPassword = “password” ,

AutoOffsetReset = “earliest”

1
string topic = “topic_name” ;

using (var c = new ConsumerBuilder<ignore, string>(conf).Build())

c.Subscribe(topic);

CancellationTokenSource cts = new CancellationTokenSource();
Console.CancelKeyPress += (_, e) => {

e.Cancel = true;

cts.Cancel();

If
t ry

while (true)
{
try
{
var cr = c.Consume(cts.Token);
Console.WriteLine($"Consumed message '{cr.Value}' at: '{cr.TopicPartitionOffset}'.");

}

catch (ConsumeException e)

Console.WriteLine($"Error occured: {e.Error.Reason}");
}
}
}

catch (OperationCanceledException)

c.Close();

}

}

TECIBFRISHIREE, AISERBIMQSEEERIRINSHIE.

e IS

BootstrapServers: MQSiEEthFNIF .

Groupld: JBZERARBIR. RIBUSFE, BEXNEBEHARIR, NRKENEE
BAEFEE, ZEE=Br18liE.,

topic: EH#EBEAITopicEFR,.

SaslUsername%[SaslPassword: FFESASL_SSLIAIERTFH{ERRI AR ZF 02
=

SslCaLocation: FFESASL_SSLIAFRIFR{ERYZ FisiEH .

ASLIAIEA T
IR, NMERSEESE M ALHBEEER.

using System;
using System.Threading;
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using Confluent.Kafka;

class Consumer

{
public static void Main(string[] args)

{
var conf = new ConsumerConfig {
Groupld = “group_id” ,
BootstrapServers = “ip1:port1,ip2:port2,ip3:port3” ,
AutoOffsetReset = “earliest”

1

string topic = “topic_name” ;

using (var c = new ConsumerBuilder<ignore, string>(conf).Build())
c.Subscribe(topic);

CancellationTokenSource cts = new CancellationTokenSource();
Console.CancelKeyPress += (_, e) => {

e.Cancel = true;

cts.Cancel();

If
try
{

while (true)

{
try
{
var cr = c.Consume(cts.Token);
Console.WriteLine($"Consumed message '{cr.Value}' at: '{cr.TopicPartitionOffset}'.");

}

catch (ConsumeException e)

{

Console.WriteLine($"Error occured: {e.Error.Reason}");
}
}
}

catch (OperationCanceledException)

c.Close();
}
}
}
}

ROMCIEFRNSEREE, TTSEIRBMQSERZEEIRINSHIE-
- BootstrapServers: MQSEZHEFNIH

- Groupld: JHEZRERTR. RFEWSFEE, BEHEEARR, WRRERHE
EARFE, REsEmEIE.

- topic: EEZEBEENTopicETR,
3.3.5 EftiE=S = FirfEHRA
MQS=LH# A KafkaFFiEZE Pifs .

NREREMIES, AL KafkaBEMIRENE Fin, RIEKafkaE MR HAYERESSR
BH, 5SMQSxI#z.

IRENE kRIS S E KafkaBRN .
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3.3.6 fif=: MRS HEAERER
HE SIS EM TS AR ROMA Connect. 4= EFIEEBE DR TIEABLF
IE, XHFEAROMA ConnectlVEF=EFIIHZE B TAVMERZEIN
BUEEESEENAIRE
HE&F

4rEEERE, £FEEEIRIEROMA ConnectiNiREIEBHHIAEEREAXMIN, W
RIREIXMEREHAIE.

BREFFER, £ErEHEESFEHEREAPIHNEES, UWAEEEERINA
X, EHEEBIEY, IREERE, £F&8 8 BKEIRXRIIES, £7°&
HORFEAEEFERLHEE . IRBKRIREMIINES, WXRIBIZEECEMW
ROMA Connecta] 5£7Ffi% .

HEiE

HEHER, HEREEEmAEEERCHERINES.,

EFERYE BIRRORIFIEEROMA ConnectBITFEN EP » TEERIHKRIKENROMA
ConnectH7FERVER . HBEERINHER, T HEEHICHKEEMINSEMAVATE,
FHISEERIRSIERZZIROMA Connect, FHROMA ConnectiRiEE#E F—HtERK[EE

BIMEEER.
THETES, MRENEE, RERHEEWA, ZERSEREREEERF
BIRHBEREN

HREFSHENREFEE

ROMA Connectigit T —RIIATSEHRIERSRRE, WIFREBEARESLK. flIUNEREBERRS
FENFIBLERAESRSSREANSEERIEIEE, EREEA (ACK) VR
FEEEEITIEFBENRE.

ZEIINESEERFER, BRRTHFEEEFSEENMIA, FEERS
ROMA ConnectZ=epliHERIXSHENESEEIRIT

o ITLEWAHERBERENI, £FrEFTEREREERELROMA

Connect,
o HESWIIELEIRIER, BEEFTESHIROMA Connect;B#EAINBFRIEAR
BELE,

RS R LA EEFTEE
PIREHELRTEENENE, EEEREEERRIER. B%, AR
FOMEEE, MHERXRAERBERE, AUEKRDAPIERRE.
INTERKTEEMIR, EEMEETSHE, TROAPIERRE, PR
o
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3-1 HEHMBEFSHE

| T T O wemas ) e g

Producers Queue Consumers

[0000IlIO

[0000])

ikl

MERXHRN, RXTEEBIZI10FKER, BRINABEBIZ512KB,

EEr (&RX) BRAUUREER, mERHFASHME, fERX, FrIH,
BERIE . XS ERDERIREAERMRIER S AIERISERE

3-2 [HREREF5HE

| o P — >

Producers GQueue Consumers

ommllo ®
O OO0

©)

ItEsh, WEHFHERE, HEENRBIRIRIRFI BRI TR A, SXE—
FHBAMBERMES, FBEFRAEMERIERTRIEEES, EENCIERGIERN
iH B THRIARDET

ISFIEZAED T4

FAF{ERROMA ConnectfENIHEEIER S, BEMIINERRENTFEMIRSE
HIRSZEEXEEN,

SERREFIEETEFBRIREE R, BT elEREEEER LRSEEM ST
IR ARSS X% . AP LIBIZ—MEGEERE, WERPIEREITEEHD
IMBERTRE, XFEFAEIEMRSIERALE,
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3.3.7 Bi#5: spring-kafka X31EZEH|
A

spring-kafkadE B HiEKafkaZ Finm, HS5HREKafkaZFPixBIRAX MR TSN
SpringEM . spring-kafkasEaHIKafkaZ PisiRAEE 2. xXhRAS, TIROMA
Connectid B & pkIKafkalRSZimARA/91.1.0. 2.7hRA ., ELIL#ESpring BootlilE T2
Fr{EFEspring-kafkaiEiEROMA Connectlt, iBHREPinSIRSIHAIKafkalkA—

o

& spring-kafkaiEZHIROMA ConnectsLfflgKafka 1.1.0MRASES, AEBHAITHEERILAE
BER, (WIS SIS . SHIEWIE, AN ATRZIFRINEE, FRIECLIIMOE
fEThEEE R AR , INREFERIETEZEHMLM, BIRIBERARATR

A3HF zstd [EFgRE
KafkafE2.1.0MRAFIE T zstd[E452EEY, M1.1.0hRABIKafka Rzt Fzstd[EF5LE,
o FENH:
src/main/resources/application.yml
o FCEIN:
spring:
kafka:
producer:
compression-type: xxx
o (EFABRHI:

“compression-type” BUEAREEIRE N “zstd” .

AHFHHEEEFRSARINAEE

KafkaZ FixfE2. MR A1 7 Consumer24] “group.instance.id” , 128 7 1%IDAJH
BEWNI—PEESHR .

o FECENH:
src/main/resources/application.yml

o FECEIN:
spring:
kafka:
consumer:
properties:
group.instance.id: xxx

o {EFPRH:

ABEAIN “group.instance.id” SEEE

3.4 MQS iE#ZFH A& ( RESTful API)
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3.4.1 Java Demo {# iR

BFim=

BRIERE

HURRSR

SANIRE

MRy RIEEDNANERRSEKafkaZ Pin, MQSLEIARTLUEIIHTTP RESTfull=t
iBa, BEEEETopickILHEE . BB HBEUNMBIANES.,

XML N EERTEEREBWS RSN, HEF—(ERHTTPIMNYIEN

1. REMQSIHEE(EER, BINESERARES
(11 %A
o FEROMA ConnectSLHIRYiE S ERREFFESASL_SSLAIERT, tBFFE 7 VPCRIMBASZA
18, MVPCRTEEBRSASLA ERSE R ERATopic,

o (ERASASLATVEEEEEMAITopich, BINTEZRFIRFRTEENAY “/etc/hosts” X
ECEhostFIIPRIBRES K HR, BNESINRIEE,

Hep, PRSI S EERRRTIERMIE, host B NSEFIENAIZTR, ATLABEX,
BREEES. flan:

10.10.10.11 host01
10.10.10.12 host02
10.10.10.13 host03

2. SERGIRG, BEAPIEK, SIETAPIERNES.

APIERER , ISEMSASLRAIAF R SEBIERNZARY, HISKURL, iHRLAT
EEEATHTER, HERIRESHTREE. AL TRESRE

3. {EFDemomlfsETopicEF-HR . IHFEHEMIABEET, IREIRINALE RSN
B2EEFHBREONE . HEEREORBNEEARRA .

AIEmIRM T JavaiE S AIRESTul APIER&IXRAI . =~FIA— N EIntelli) IDEAT R
FEHMaven T 2, Fith, SINREARBIFS(ER, BELEHREUTIRE (LA
Windows 10& %941 ) :

o EFEMQSEEER, BRESNFEES.

o CELEAATEMavaFRIESHE, BENESUHEES.

e ¥KEYDemo,

FEROMA Connect=SLliz=HIERY “THEER MQS > TopicEIR” @, BHha L
AR “ &R > TERESTful APl Java Demofl” T&Demo,

1. #TFFintelli) IDEA, FESEIZIEEE “Import Project”
3 “Select File or Directory to Import” SHEIE.
2. EHHROINEETIERMRIEFRIRESTIUl APl Java Demoi&i®, & “OK” ,

SRR 04 (2025-03-25) WIS © AT BRABRAT 193


https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-algorithm.html
https://mqs-demo.obs.cn-north-1.myhuaweicloud.com/kafka.rest.client.demo.zip

MARSHIEERTFE
FRi5E
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3.

Select File or Directory to Import

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath)] file,
Maven project file (pom.axml),

End/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle),

Flash Builder project file (project, *fxp, *.fxpl).

f O g kX S @

D kafka.rest.client.demo

kafka.rest.client.demo

b settings
» libs
> src
= classpath
S .project
=+ pom.xl
Drag and drop a file into the space abowve to quickly locate it in the tree

Pt

Hide path

B

Cancel

“Import project from external model” %% “Eclipse” , B “Next” , #HA
T—REFRERINELERTE “Next” , HZF “Please select project SDK” TRMH
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3-3 Import Project

mport Project X

(O Create project from existing sources
® Import project from external model

B Flash Builder
™ Gradle
M Maven

Cancel Help

4. BTE “Finish” , B TIES N,
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BUCED R

3-4 Finish

1J

+ -
1.8

Please select project SDK.
This SDK will be used by default by all project modules.

MName: 1.8

JDK home path: | C\Program Files\Java\jdk1.8.0_191

Classpath | Sourcepath | Annotations | Documentation Paths

C:\Program Files\Javatjdk1.8.0_191\jre\lib\charsets,jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\deploy.jar

C\Program Files'Java'jdk1.8.0_191\jre\lib\ext\access-bridge-64,jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\cldrdata.jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\dnsns.jar
C:\Program Files'Java'jdk1.8.0_191\jre\lib\ext\jaccess jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jfxrtjar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\localedata jar
C\Program Files'Java'jdk1.8.0_191\jre\lib\ext\nashorn.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunec,jar
C\Program Files\Java\jdk1.8.0_191jre\lib\ext\sunjce_provider.jar
C:\Program Files\Java'jdk1.8.0_191\jre\lib\ext\sunmscapi.jar
C:\Program Files\Javayjdk1.8.0_191\jre\lib\ext\sunpkes11,jar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\zipfs.jar
C:\Program Files'Java'jdk1.8.0_191\jre\lib\javaws.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\jce jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\jfr jar

C\Program Files\Java'jdk1.8.0_191\jre\libYyjfxswijar

C:\Program Files\Java\jdk1.8.0_191\jre\libYjsse jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\management-agent.jar
C:\Program Files\Java'jdk1.8.0_191\jre\lib\plugin.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\resources.jar

Previous II Cancel

Help

“mtBrest-config.properties

X {#7Esrc/main/resourcesBR T . EIRENZIAIMQSLAIERZHBIE . TopicEIR,
UKSASLIEREIEERI T RECEFR . HFS#Hkafka.rest.group9iE#54HID, AJfEE

PiRtgE o

# Kafka rest endpoint.
kafka.rest.endpoint=https://{MQS_Instance_IP_Addr}:9292
# Kafka topic name.
kafka.rest.topic=topic_name_demo

# Kafka consume group.
kafka.rest.group=group_id_demo

# Kafka sasl username.
kafka.rest.username=sasl_username_demo
# Kafka sasl password.
kafka.rest.password=sasl_user_passwd_demo

#mi8log4j.properties
ENEHEFEER:

log.directory=D://workspace/logs

BITREIIRE, BEEREREFSHERM,

HEE R SEERIMainFA7ERestMain.javad, Llava Applicationf95 a7

Bhel,

TEAO:
T#EANOfERestMain javaX {4,

public class RestMain

{

MAERRAS 04 (2025-03-25)
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private static final Logger LOGGER = LoggerFactory.getLogger(RestMain.class);
public static void main(String[] args) throws InterruptedException

[IADIAERITR . FERestServicelmplZESZHFFIFE ZRESTIul APIZEEE, LARIHERES

IRestService restService = new RestServicelmpl();

Base64.Decoder decoder = Base64.getDecoder();

AT DBIREFEHE. . HEEESHERIA

// Produce message

ProduceReq messages = new ProduceReq();

messages.addMessage("{[{'id": '00001', 'name": 'John'}, {'id": '00002', 'name":
'Mike'}]}").addMessage("Kafka rest client demo!");

LOGGER.debug("produce message: {}", JsonUtils.convertObject2Str(messages));

restService.produce(messages);

// Consume message
List<ConsumeResp> consumeResps = restService.consume();
CommitReq commitReq = new CommitReq();
consumeResps.forEach(resp ->
{
LOGGER.debug("handler: {}, content: {}", resp.getHandler(), new
String(decoder.decode(resp.getMessage().getContent())));
commitReqg.addCommit(resp.getHandler());
b

// Commit message
if (commitReqg.getMessages().size() != 0)

{
CommitResp resp = restService.commit(commitReq);
LOGGER.info("Commit resp: success: {}, failed: {}", resp.getSuccess(), resp.getFail());
}
else
{
LOGGER.warn("Commit is empty.");
}

}
}

o HRERSKIX:

LEF=BERA, BB EPAERARNEE . HPSE R EARRE, &
IREIFENEESL: AuthorizationFIX-Sdk-Date, Authorization&8& T IHERKAE
HNEZEE, HELNS— 1= Content-TypeEZEEBEHIM, SERHI
createRequest() /%o

public List<ProduceResp> produce(ProduceReq messages)

List<ProduceResp> prodResp = null;
try
{
Request request = createRequest();
request.setUrl(produceURI);
request.setMethod("POST");
request.setBody (JsonUtils.convertObject2Str(messages));
[PHERABESR, EBE, BRLIMSHSIIERNSH: AuthorizationFIX-Sdk-Date,
AuthorizationB & T ERATHEZEE.
HttpRequestBase signedRequest = Client.sign(request);
LOGGER.debug("Request uri: {}, headers: {}", signedRequest.getURI(),
signedRequest.getAllHeaders());
LOGGER.debug("Request body: {}", request.getBody());

HttpResponse response = HttpUtils.execute(signedRequest);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_CREATED)

String jsonStr = EntityUtils.toString(response.getEntity(), "UTF-8");

prodResp = JsonUltils.convertStr2ListObject(jsonStr, new
TypeReference<List<ProduceResp>>() { });

LOGGER.info("Produce response: {}", jsonStr);

return prodResp;

}
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else
{

LOGGER.error("Produce message failed. statusCode: {}, error msg: {}",
response.getStatusLine().getStatusCode(),
EntityUtils.toString(response.getEntity(), "UTF-8"));

}
catch (Exception e)

LOGGER.error("Produce message failed.");
}

return prodResp;

}
3.4.2 & HEEOIHEA

IhEEN 4R
EIEENTILIXHEE, AENAXSEEE.
o BIRZEZBRIXI0FK,
o ERKEHIHBRRAFETBII2MB,

e endpointAhttps://{rest_connect_address}:9292, EiTfSEELFIEOZEIT
rest_connect_addressHYIPHilL .

URI
POST /v1/topic/{topic_name}/messages
* 3-3 2H1%B

B8H ehy Wi 58H

topic_nam | String 2 FRER
e

ERHEE

2H ESic) U 5vi 1588

messages | Array = BRI, HBX/NFEEBIZ10, BREATH
e,

Z 3-4 messages 2%

2H =it WhisE k)2
content Object |2 BEAS.
id String = BEFS, FIISAEEEE.
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5K

{

"messages": [

{

"content":

"hello roma-1",

"id™ "

"content":

"hello roma-2",

"idh: o

"content"

: "hello roma-3",

"id": 3"

WAGER

ImIVE=Z44

SH

KE

Lz

state

String

FERIRE . BN Asuccess, £MHfail,

id

String

HEFS.

N1 Rz 73~ 451

[
{

"sta te

"id"™:
b

"sta te

"id"™:
b
{

"sta te

"id"™:

—
-

iHEEE

o  HFIFBRERAIN, BIXERREREEHEN RV TS
EE‘%T&HQ@“BEM o %
e endpoint/ghttps://{rest_connect_address}:9292, i&J5

|||||

success",

|||||

success",

|||||

success",

HIEERE AR

BA§JEPE’J ﬁ:u ’ __”_.IE:I- ﬁﬁgzklﬁl%\o

REIRGHEE éﬂlfﬁﬁj %Tﬂi HERHR.

rest_connect_addressgIPtit

EXGEOEE

EFH, B8IXE
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URI

GET /v1/topic/{topic_name}/group/{group_name}/messages?ack_wait={ack_wait}&
time_wait={time_wait}&max_msgs={max_msgs}

& 3-5 2HRA

¥ S WiisE B8
topic_nam | String 2 FRZTR,
e

group_na | String HEABR, KEABE249UNFHE, 88
me a~z, A~Z, 0~9. FxI% (-) FOITFRIZ (J)

BB EAVEBINEYE, BRinEETixAtE
RIRHZENA, WRBIISERTE, REHA
HE, RRSREEMIABIIEhandlert,
MEMAREEELW , BUESEE: 1~300s, BAIA

ali

iy

ack_wait Integer

{&: 15s

time_wait | Integer | & R ENT T EZAYE B H0RTAYEEUE B &S50
&,
MREFSEABEHES, WIZENREEZE
ZR, NREFNENEEHIER, VWEERF
iEEREIEEER ., BUESEE: 1~30s,
FONE: 3s

max_msgs | Integer | & RENAEZRAYEERI5E . BUEBE: 1~10,
FNME: 10

max_bytes | Integer |& BXEENBERRERKNE. BUETEE: 1~
2097152, BRIANE: 524288,

iﬁ*iﬁl@\

B3RS

To

= aN ]

TCo

IALER

MR SE

2 3] 5488

handler String jEEhandler,

message Object HERIRNS.
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2K 3-6 message 2#{

¥ -3l otz
content String EERIIAE . Base6MNZEL .
M Rz 73~ 51
[
{
"handler": "NCMxMDAjMTgjMA==",
"message": {
"content": "ImhlbGxvIGh1YXdlaWNsb3VKLTIi"
}
}

]

HAIZO A

w
P
S
ﬁé
i

INRENA
W K BEEEBE.
. Eiiﬁfﬁ%ﬁ%ﬁ%ﬂﬂ i8], BEPAEBENIIA, [BEENEEEFIBAI30 K
TREIZ BERERIREE, X300 AREHERERMAEE, IMQSIAAHE
BRIBEMIN, BB EsEE
e endpointfghttps://{rest_connect_address}:9292, i@idigELHEOEH
rest_connect_addressgYIPitiit,
URI
POST /v1/topic/{topic_name}/group/{group_name}/messages
% 3-7 SHURA
¥ it Wik 15488
topic_nam | String 2 FRER
e
group_na | String 2 THEREZR,
me
=R =15
B3RS
S ESid] Wik ]
messages | Array = BESIE, HEXNFEEEE10, BAEE
N=EH,

SA%hRA 04 (2025-03-25) WRIERE © EARITERARERAF 201



MASHIEERTFE
FkisE
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* 3-8 2HHEA
2% E 5] WA 15488
handler String = iHEhandler,
status String = HEIRES . REeasuccess, zi&fail,
=Nl
{
"messages": [
"handler": "NCMxMDAjMTgjMA==",
"status": "success"
}
1
}
AR S
G NE= 5
2H 28 pizkilz
success Integer AN BERRINEYEE .
fail Integer FIANEZEREWAIEE .
M Sz 7351
{
"success": 1,
"fail": 0
}
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IREENRTTAES

F AR

AR ES
IRBERFA
MQTTHMY TopicdisE

4.1 FaiRAA
4.1.1 FRiFS

=i
ROMA ConnectBig SR EERMLINKSZIFR FEIEMQTTHMIUIEANF LIREUE.
RERTAFHERMQITEFin, HEERIETENSEIEANER.
FRTHERSE EBFER, BIaJE AROMA Connect,

4.1.2 FFERE

o FHAERTERIRAEEK:
- Intelli) IDEA: 2018.3.58% LA ERRA .
- Eclipse: 3.6.085LA_ERRZA,
o FHREESWMERAEK:
1.8.1118¢ LA EhRARYJava Development Kit,
o BWEHEREX:
- BEMQTTHMMIENIRERT, HEIXIFMQTTIMYARIQ0S0FIQOST,
- ARSI ERIOARERESHIREEEFR, BNEREFA
ISREIEINBEEhEIENH . TNER(FEFAROMA Connecti2HA9i€ % demo, NIER
INEFEEENGH . NRERFEMQITEFin, NEEIREFRBEE

EiEE . AEENEER, MREEEL, ERiRs—EHBNEIERS
&%, BEEZEAINALE,
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4.2 s
REUREIIEN S

EEFRTE

FEROMA ConnectSCEHIGIEIRE “IREBER LINK > 1RFEE” , EREFIEE
MQTTiEERIE/MQTTSIEE L, 7£ “I8% 7 MEBANKRIIERF, o EEEBANIRE
B “ZRiRID” . “AFP{” M ‘BB 58,

o HEFLKRTH
£4£2018.3.58¢ LA EARARIIntelli) IDEA, ZEEAEZEIntelli) IDEAEHF ML T
Ho

o LREAKRESWHIR
Z3E1.8.1115%LA_EARAH)ava Development Kit, ZEERIEZEOracleER FEHR
[N

4.3 ZBEMTA

BR{EA=
AIRM T BIDIRREMTINREAEN . BHEWAIIRHNREIES, FESNEE
IRBERER . WARBEMED .
ikl
IREBEMSIFTNERIMQTTINY, el LAERFFEEclipse paho MQTT Client5LINK
BITXHE, AfFIhDemof$iE)avahRAAISDK
BItRSRM
o CEREURBRIENGEER, ERESIHEES.
o ELTEFATEMavaFFRIESIHE, BERESIFRES.
e TZLINK Demo:
DemofiEF N34, DeviceConnectDemo.javafBFi&EiEigs,
DeviceControlDemo.javaFe TR HSFHIAPI,
BEEIRFEEER

1. fEEDemo[E458, £ “src” BRAIEREIRE T EIDeviceConnectDemo.javaX
1,

2. (FERlavafmiBE TR, RESSEENEE.. BTRIIE, & 8%
E12” TEIUEIIELREENRE,
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MARASHIEERTFE
FRigE

AR

KAHE

Demo T F2AKIAIIHEEIDERT, FHDemolTEEEdemofilibEFIRE H4EIT
ERlibER.

[/ EEEEREIE, 8 tepy//ip:port

final String host = "";

] REZEFiRKID

final String clientld = "";

1/ FOBENRETE, REMEEFRSANREE, BERDER
final String userName = "";

/| REUXBIEIIR SRR, RENENBIEAMRMER, 1B20@EMRSER
final String password = "";

// 1&&EPublishifRAITopic

final String pubTopic = "";

// 1&%&SubscribetXfRAYTopic

final String subTopic = ""

[ RERXAGEEAS

final String payload = "hello world.";

DeviceConnectDemo.javafisEig & 7 & ﬁE*ﬁWBEE’Jtopm,HU o WREEFLINKA
EEHIREFIBERIAPI, REULIZEIKEES

client.subscribe(subTopic, (s, mqgttMessage) -> {

String recieveMsg = "Receive message from topic:" + s + "\n";
System.out.println(recieveMsg + new String(mqttMessage.getPayload(),

StandardCharsets.UTF_8));

b

1. TBESIRERIAPL,

a.

{EﬁﬁJavaJﬁE“”“HFFDewceControlDemo java, IBAXEEHIEERIAPIRISEL
ERNECRIFINEHER .

TEIEENSEEE: appKey. appSecret. BFEFIHRID. BEHEITENE
MTopic. AiEfEEERIAPIRYAEMELE . HiEmO. EHERNS.

public static void main(String[] args)
{
// TWME%VE,LM:ET-% APRAIERJappKey HEURHMES., B0 RIDIER
String appKey =

/! BN e = APRAIERYappSecret ABURMER. , 1BDRIRASEER
String appSecret = "";

/] BEREEHIHEE R FIRID

String clientld = "";

/] BERE=HIHEE HU}z%HQSUb’fXBEH@JTOpic
String subTopic =

/] BIELEH EEE’JAPIE’Jlﬁlﬂﬂ’E,ﬂt

String host = "";

/] BRI HEERIAPIRTIElR O

String port = "";

/| BERRBREGEHEAS

String payload = "hello world.";

String url = "https://" + host + ":" + port + "/v1/devices/" + clientld;
controlDevice(url, appKey, appSecret, clientld, subTopic, payload);

= appKey. appSecretZ2# T LAMROMA ConnectsLHliEHIEHY “ SERLMN
B’ WEY, PHEESEMEEMNBNGTR, EEMNBIHEREEF
¥REXKey#F[Secret,

" Portg7443; clientld. subTopic. hosta] LAE##MROMA ConnectSL{F|
=GR “RFEMN LINK > IREEIR” REY, RHEXNFISENETR,
HEIREIFIETEIRE
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b. EFRIEFIEI{TDeviceControlDemoiX N, WNRIMAHZIZEFEREIRS
FHiTi5 T subt R Topic, IRFEMBEIWEI—EHE, FHEIDERHISFIENS
XK. APIRIIERIPAIIRZIEZAIIPERERNY, HO=27443,

2. RXEE.

EOLARERFAREBENASTIRER, fa0, EojllanSikE 8RR 103
LINKZE—RIBE, i8iz17/E, LINKERI10MSKEIES..
try
{
final MqttClient client = new MqttClient(host, clientld);
client.connect(mgttConnectOptions);
System.out.println("Device connect success. client id is " + clientld + ", host is " + host);

final MgttMessage message = new MqttMessage();
message.setQos(1);

message.setRetained(false);

message.setPayload (payload.getBytes(StandardCharsets.UTF_8));

Runnable pubTask = () -> {
try

client.publish(pubTopic, message);
iatch (MqttException e)
{ System.out.println(e.getMessage());
b :

client.subscribe(subTopic, (s, mgttMessage) -> {
String recieveMsg = "Receive message from topic:" +s + "\n";
System.out.println(recieveMsg + new String(mqttMessage.getPayload(),
StandardCharsets.UTF_8));
N;

ScheduledExecutorService service = Executors
.newSingleThreadScheduledExecutor();
service.scheduleAtFixedRate(pubTask, 0, 10, TimeUnit.SECONDS);

}

AR
ConnectfUAHEIIAIRMQTT.HXE FIRERIRERIINEE, FILUEELE, RE|ET ‘B&
EE

4.4 MQTT 1Y Topic #55

4.4.1 (EFFRIME
o VBRTAENESEISE, BEMTETIE Topic, REQBMIRTopick
S, VBT ARALUE

o IRE(FNIBEERISRS, FETITYHEXTopic, XIFIEAME S EXIN Topickix
HERY, REABEHRIE . REFZREEALIAIISSRIREITIHBL Topic.
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Topic ¥ | HERREXS | EEE | BE

¥ | (publishe | B3

B9 r) (Subscri

i ber)

Y4
/v1/devices/{gatewayld}/ MQ | ig&F WIEX | IS ERINTFIRE
topo/add 1T FE
/v1/devices/{gatewayld}/ MEARFE | WRE | MEARFEEIREAY
topo/addResponse IR EFAYNE N
/v1/devices/{gatewayld}/ gE BN | ISR ERTFIRE
topo/update EE K&
/v1/devices/{gatewayld}/ MBS | 13RE | MENESIREDN
topo/updateResponse B AR SIS

M3 Rz
/v1/devices/{gatewayld}/ MBS | 13RE | MENESHIERF
topo/delete %%
/v1/devices/{gatewayld}/ gE BN | IDIRBEIEMNXE
topo/query Ea B
/v1/devices/{gatewayld}/ MBS | 138 BRI SR EIRY
topo/queryResponse FPSESEIv
/v1/devices/{gatewayld}/ MBS | 1HgE | MENFEEKIRSE
command T AN i
/v1/devices/{gatewayld}/ gE YIEX | IDIRSFIRBILEHIEL
commandResponse Ea MF &S IER
/v1/devices/{gatewayld}/ BIRE WIEER | DI LIREEE
datas e
() %88
{gatewayldHEI& SRR . EdeleteiGF T ZRIBRAIHEE, deleteResponseEFRigfit,
4.4.2 MXEFR
‘"-‘i?—,rMQTT’dJ\l){E'Jconnect,ﬁE&D SREVEERUSE “clientld” |
“Username” . “Password”
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SRR

2H Wik/
Ak

SH IR

clientld WA

Strin
g(256

—HN—ZR0iE FclientldB4 N ERHDER: deviceld/
nodeld. MR, FREZRE . [HEE, EIT
Xl “ 7 DR.

o ENEREL KEIFT, HaiiF2RLE:

“07 , BREA—N—Z12FMdeviceldiz
No

“27 , BRER—N—FZEMInodeldiEN .
o HIIEZAEA: KEI1FT, HpISIF2MhER,
“0” £ZEHMACSHA256 B AT a2 .
“17 £FEHMACSHA25615 I8 AT a3, .
o B JEFEEFEITAIUTCETE, XA
YYYYMMDDHH, #UTC B4/8]2018/7/24
17:56:20, MIfZR3:92018072417,

LAdeviceldafIagclientld7=45) 79 :
D39564861q3gDa_0_0_2018072417

Usernam | 415
e

Strin
g(256

—H—FHIRE “Username” ,
o {#deviceldIZE NIHEE MR FEMAAIIEIREIRY
“deviceld” {H,

o {FMnodeldZE NFES 1% & MR IHATEY
“nodeld” {8,

Password | Wik

Strin
g(256

Password BB I{ER “HMACSHA256” &iXLARTE
BA=ZE, Msecret#1TIIZEHIE.
secret 9 EAME BT FEEIR[EAYsecret, SiE BIREE
Bfsecret,

4.4.3 FINMEFRE

F:& Topic

Topic | /v1/devices/{gatewayld}/topo/add

HE | BigE
KX

2200

HE | MBS
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MRASHIEERTFE

F&igE 4 BERERTFRIES
SR
FEBE WE[AE | KB S¥EA
mid Wi Integer #aID,
devicelnfos Wik List<Devicelnf | FIRFFEEINFER, FIFRKN
0s> 1~100,
Devicelnfos£5Ha{Ai5 e
FEBH Wik /alik | 3B SR
nodeld WAsE String IRBIRIR
IR KNG, HFHPRIZE,
KE2-64,
name Bk String BB
IR KNE, #8F, PRI
#5 ﬁrgz_64o
description aJi% String REA,
MR EAR8EBIZ200,
manufacturerld | #4i% String I &ID,
YRR KNE, HF, PR
TX%, KE2-50,
model W String RS,
XEFRN KNG, HF, PRI
X%, KE2-50,
=~

{

"devicelnfos": [{

"model": "A_n",
"nodeld": "n-device"
1
"mid": 7
}

4.4.4 ZINPF12 & 0m 5

F7F Topic

Topic

/v1/devices/{gatewayld}/topo/addResponse
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MRASHIEERTFE
FRisE

YIEX S

LigE

SEREA

FiRENMIANESERENY, ERESHENFIREES, DXFATRITEAL
RERENFREER, HEPRENdeviceldZESRATFREHIBLIR. BEREE

=S MR
M) Mz S %835 BB
FEBE Wk /mliE | KB SR
mid WAIZE Integer <D,
statusCode Whisk Integer R EBRVE RS,
o “07 FREI-
e IF “0” XREM.,
statusDesc Ak String N PR ASHEA o
data WA List< FINFRENERER
AddDeviceRsp
>
AddDeviceRsp£5ta{Aisiag
FBA WK AT | KB SR
statusCode DS Integer BRAIBRILERD
o “07 FREI-
o JF “07 TREM.,
statusDesc Ak String N REAR A o
devicelnfo A% Devicelnfo REER.

Devicelnfof5ta{A15AH
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FF&IER 4 BEEMFRIES
FEBH W/l | KR SR
nodeld DAy String IREIRR .

TEHENANG, HFF$L)
%, KE2-64,

deviceld DA v String FEEEMENREHE—IRR, XM
RBEFinID,
name DAy String RERBMR

XIFPRIANG, #F, ¥l
2%*[]#, 'LQJ_E._Z-64O

description [E1pviA String REAR,
R K EAEEBIZ 200,
manufacturerl | &% String J &ID,
d SIEXANS, HF,
T, KE2-50,
model Wigk String FmEs,

XIFRNANE, HF, PU%
MT %, KE2-50,

1
{
"data": [{
"devicelnfo": {
manufacturerld": "Test_n",
"name": "n-device",
"model": "A_n",
nodeld": "n-device",
deviceld": "D59eGSxy"
h?
"statusCode": 0
1
"mid": 7,
"statusCode": 0
}
\n ~
4.4.5 EFHMXFIREZIRE
F & Topic

Topic | /v1/devices/{gatewayld}/topo/update

HE | LigE

KX

HE | MIETES
UL
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MRASHIEERTFE

&R 4IRBERTRIES
#1588
FERZ W1/l ik -] SR
mid DS Integer aID,
deviceStatuses | Wik List<DeviceS | iR&BIREFIE, FIFEKN1~100,
tatus>
deviceStatus
FERZ WA/l ik i SR
deviceld Wik String "“EEZB’JW%U’E FRR, IR
ZRigID,
status %S i String FIREIRE
e OFFLINE: &&E%
e ONLINE: 18 %
ANl
{
"deviceStatuses": [{
"deviceld": "D59eGSxy",
"status": "ONLINE"
1,
"mid": 9

}

4.4.6 FEHTRIK LR ML

F 7 Topic
Topic | /v1/devices/{gatewayld}/topo/updateResponse
HE | MENES
KiX
ys]
HE | OgE
£33
ys]
S5
FEBE Wk [ATiE | KR SR
mid WA Integer #<ID,
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MRASHIEERTFE

F&RIER 4 BEERTRIES
FBE2 WNE[ETIE | KB SR
statusCode Wik Integer B IBRVEE R
o “07 FRELII,
e I “0” TREM.
statusDesc aJifk String N REAR S HIA o
data Bk List< BN EREER
UpdateStatus
Rsp >
UpdateStatusRspZha{Aisiig
FEBH WNE[AE | KR SR
statusCode DAy Integer B IBRVEE RS
o “07 FREII,
e I “07 TREM.
statusDesc aJifk String LERIER
deviceld DA String FEEMBNREHE—IRR, XIR
ZRixlD,
Al
{
"data": [{
"deviceld": "D59eGSxy",

"statusCode": 0

1

"mid": 9,

"statusCode": 0
}

4.4.7 HIBRRIFIEE

F=; Topic

Topic

/v1/devices/{gatewayld}/topo/delete

HE
&iX

IEXE S

HE | LRE
U
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FkisE

SRR

FEBE 03wl pri St SR

id WAIsE Integer kR FIRFEWSID,

deviceld DAV String FEaEMENREHEE—IRR, XM
IRBEFiwIDo

requestTime Whisk Timestamp T5RATEE .

request WhisE JsonObject FIRBER

JsonObjectZ5#{AiBR

FERE Wik /mliE | SKEY SR

manufacturerN | #4i% String ISEZS T

ame XIFIKE2-64

manufacturerl | #4i% String I #ID,

d SHENANS, HF, RIS
TXI%, KE2-50,

model WAIZE String Fmis,
IR KNG, HF, $FRlZ%N
TXIZ, KE2-50,

ANl
{

"requestTime": 1576639584536,
"request": {

"model": ||A7n||

%
"id": 8,
"deviceld": "n-device"
}
4.4.8 BHNXFIREFER
F34 Topic
Topic | /v1/devices/{gatewayld}/topo/query
iﬁlg\ miﬁ%
Kik
ys]
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MRASHIEERTFE

F&tEE 4 REERFARIES
HE | MENES
=
B
S5
FEBH 55 L= P il SR
mid Wik Integer #<ID,
nodeld Wik String RERR
TIEFEKXNE, FHFFPL
%, KE2-64,
Al
{
"mid": 2,

"nodeld": "test123"

}

4.4.9 BEHRXFIRE(E BN

F7& Topic
Topic | /v1/devices/{gatewayld}/topo/queryResponse
HE | MENES
Rix
B
HE | OgE
=
ys]
SR
FEBA 055 =1 B Ein) SHEA
mid D%V Integer @D,
statusCode DA v Integer 15K IBRVLEE RS
o “07 FRHIN.
o 3E “07 FTREM.
statusDesc Elpvi String I RAR AR o
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MRASHIEERTFE

FRIER 4 1BEERTRIES
FEBRE WA AT i) SHA
data aJi% List<Deviceln | EiFIREER.
fo>
count aJik String REH=E.
marker E1pvis String FREs,

2 4-1 Devicelnfo Z5H{AKi5 AR

FEBE WAk/mTiE | 2RBY SR

deviceld DA% String ERERRNEEE—IRR, XINIR
BEFiRID,

nodeld WA String REIRR,
SR KNG, HFHPIZ,
KE2-64,

name WAIZE String REBIR.

SIFPRIKNG, HF, Fil%
M#, KE2-64,

description AJik String WA,
MR EABERBIZ 200,
manufactureld | W35 String I &ID,

TIFRNKANE, #F, PRI
TR, KE2-50,
model %S Vi String FmiEs,

IFRNANG, HF, P
TIZ, KE2-50,

Nl

"mid": 2,
"statusCode": 0,
"statusDesc": "",
|lmarker|l: |lll,
"count™: "1",
"data™: [
{
"deviceld": "D59eGSxy",
"nodeld": "test123",

"description": "addsSubDevice",
"manufacturerld": "Test_n",
"model": "A_n"
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FRiER 4 REERFRIES
> NN S
4.4.10 RBWS A
F & Topic
Topic | /v1/devices/{gatewayld}/command
HE | MENES
Y3+
bl
BHE | LiRE
=
bjo]
SHIRE
FEBE WA /AT i) SR
deviceld Wik String FEERINRSEH—IRR, XAIZ
BEFixID,.
msgType WIS String EEE"cloudReq", ¥RFAET
KHNEK
serviceld WAIZE String ARS31D,
cmd DSV String RBIITHSE
paras ik ObjectNode | Sp<HISEL
mid D%Svi Int #<ID,
=~
{
"msgType": "cloudReq",
"mid": 54132,
"emd": "command1",
"paras": {
"temperature": 123
L
"serviceld": "service1",
"deviceld": "D23pigXo"
}
N A A ~
4.4.11 2 FHS T RN
F&H Topic

Topic | /v1/devices/{gatewayld}/commandResponse
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MRASHIEERTFE

FRiER 4 REERFRIES
HE | gE
Rix
5
HE | MBS
=
)]
SHEA
FEREA Wik eIk | 2B SHEE
msgType | W%k String ElxE{E"deviceRsp", FTNZHAINEH
=
mid WA Int #<ID,
errcode Whisk Int TERAMIERIEE RS,
o “07 FREI.
o IF “07 FRREM.
body 1pvid ObjectNo | AsHIRIE .
de
ANl
{
"body": {
"orginParameters": {
"temperature™: 123
%
"state": "ok"
%
"errcode": 0,
"mid": 54132,
"msgType": "deviceRsp"
}
4.4.12 iREHUE LR
F 7 Topic

Topic | /v1/devices/{gatewayld}/datas

HE | BigE
KX

HE | MENTES
UL

SRR 04 (2025-03-25) WIS © AT BRABRAT 218




MASHIEERTFE
FRisE

SRR

FEA 05y =1 it SR
devices Wik DeviceS[] REBHIE.
DeviceSZEHa{A15 A
FEHZ Wik /alik | 3EEY SEEIL
deviceld WA String(256) FEEMANSEHE—IRR, XL
REZEFiRID,
services %Svi List<Services> | IREZ%IZE.,
ServicesZEHa A
FEH Wk [alE | SERY SR
serviceld Wik String(256) RSZID,
data Wik ObjectNode BRSZEURE
eventTime DA3vid String(256) AFES=L: yyyyMMdd” T’
HHmmss’ Z’ 0:
20151212T1212127Z,
<45
{
"devices": [{
"deviceld": "D68NZxB4",
"services": [{
"data": {
"key": "value"
h
"eventTime": "20191023T173625Z",
"serviceld": "serviceName"
1
1
}
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