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e record_type: HEIRHEAIECESH “RHIEE” ,

e record_format: HRIRMEAIECESH “REMERX” .
e stream: BHIEREZ.

TSER AN : RFtsLHEZRIFIR

{file_start_time_unix}_{file_end_time_unix}_{ts_sequence_number}
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https://support.huaweicloud.com/intl/zh-cn/api-live/RunRecord.html

ABTU=EES
paN=ki: ] 10 #ERECE

SH 1588

FHIEHR: REBHSZRF-72008, & AREIEEIN1 20\,
BIg12/\g, REGIRERM 2N ERMFTHIM3u83 4

ARG FITK:
o WTRIGERFINM: RIERHNERRPHEE, SBEVERH
AR .

o WTRIEAEMFTNG: SIERFINEERTIGE, EWRER,
SMZRIRFIREEGH I— .

o Hfth#(H: EREFREINEERTREERETER, Wiz
RIRBIRIXHEFHA— XM, BN, EREFIIREIE . &
KETREFHAT<II300% .

FLVALI BN RHIfVIUERTFE BRISFISHRIBIS
Record/{publish_domain}/{app}/{record_type}/{record_format}/
{stream}_{file_start_time}/{file_start_time}

FirSEIE MU RE7R:

e Record: BRIAH, THEX.

e publish_domain: FEVSTEEIEHISRIIAYHEERIES
e app: MAE, BIAK “live” .

e record_type: HEIREMEESH “FRHIFEE

e record_format: HFIREAIRCESH “REIMEH” o
e stream: BHIEFREZ.

FHEIEHER: REIHSZIF1-36008, RARFIEHIN6/\EY, B
T6/EY, RFSIRERan AN A RHT S -

ERABTREFIHK:
o UWmmEERINMY: BIERHRIEERTEE, SIB1ERMH
AOSRHIZ M.

o HfhHE: RIERFINERRTEMEEREEER, Wz
RISRHIRISEFEFH A=, BN, ERFTRIRHI G

MPAFLY BN REImpASHFRITFAEIREFISERIBIES o
Record/{publish_domain}/{app}/{record_type}/{record_format}/
{stream}_{file_start_time}/{file_start_time}

FirSEIE MU RE7R:

e Record: BAIAH, THEX.

e publish_domain: EMSRERBIEHISRIIAEREE
e app: NARZ, BAA “live” .

e record_type: HBIRHEMECESE “FHIEE

e record_format: HFIREAIRCESH “REIMEH” ©
e stream: BHIERZ.

FHIEHR: REIHSZIF1-3600, RARFIEHIN6/\EY, B
TeNES, REGIRERA R MN LR S
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SH 15388

EARTREFHIHS

o UWTREERIINMY: BIERHREERTEE, SIZE1ERMH
SRS -

o Hfith#E: xe?ai?ﬁUE’JE?éumqﬂLﬁEj‘lEW' IRETER, Wz
RISRBIRS S HA—IME, BN, EpFTRIRFI G

(MR

EEERERNBERT, HLSHEITRIREISHEOBSHAERLAIRTEIRIERIRAIGOPIEX , BRIATE
31NGOP (6% ) FEME—IRBIM . FLVIIMPAEHUE—REFBRRET ER—1F
HI3Z45 .

‘RABTRGHINHS” WECERIIRBIEIE-+PRECORD_FILE_COMPLETEERERIERL, EA4N
T

o ITRMEARERF G : FSEZFIIFFIHIAZIRHIEEAR A ERRHISE, HIKELZZED]
=S

L4 /)lefEEZ%ﬁSZ#F %/T\Lﬁ/)th%BAEEEE¥EE’Jiﬁ§JSZ1¢ #L& UlZif‘FU@IED
o EHbHUE: RIBMTRIEINNE, MBI e 8eiE RHIATEAZIRHIEERT RS
X, FEZREIENE.
$B6 BE: ‘Mg’ , EFRFIFIRPIEMN—ZFZHIFN

JiﬁﬁﬂL%ﬁiﬁJMU EREFRGN, SRt aINBSMRS ARSI
L

ST ?\%‘Jiﬂ)ﬂ\ﬂﬁﬂ SRS, SRILUREGERMIE R EEHER . HERBXRIEES WRE
1Jo

BERERSSRIEERENRHAN EAEERATSTEITRE], ERRIRIGREI4HY
DHERBERSERRRFRET .

-
EESHIEAIE, EOEOBSIRS TEBRSIIM, WS, TH. H2%,
s/ MRS FIER

FEEREC &SRS, BT AMRIESLIRBRH TN RME.

o (ZEFRBIENR

FHERCIETHE, BEREENEDSH, JUERFIERIIERF, BEiF
fEFIRY “I222” , 1ERBIRIRPIIBXSE

el REIEBARTIHEN
o MIBRFRFIER

shERCETNE, SEFEMIRRHIER, TLERFIERSIRS, BEiF
fEFURD “MBR” , MIPRIZREIER
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https://support.huaweicloud.com/intl/zh-cn/iLive-live/live020001.html
https://support.huaweicloud.com/intl/zh-cn/iLive-live/live020001.html

ABTU=EES
paN=ki: ] 10 #ERECE

10.3.2 EcEEFIEIE

ERRSIRHT SEEEMRIRSEIRIRE, SIFECEHTTP/HTTPS URL, @AEFKR
z%%%ﬁizPOSTi%E}?\ THE/FISONKER, BXHERFEHEEIHNRIRRIAFIRS

[=]=]e}

RIS

o ERImEREE.

o EIEEDNSIRSRIALSEHCNAMERITERE .
BIESR

B ERUNERENSE .

$H2 EEMNSHES, &R “GEEE7 , BEASZEERHE.

$R3 EFEEIFIEPIERERT, 2E B .

L4 EENSHNS, &R “RiREE > RFEE (k) 7, EARFIEERE,

SIS S “HELRERE” , REAMEE “FRNEERE” XIEE.
IRERIFHIE, WNE10-6F7, [EiESERAEIEEN&R10-3,

10-6 FRANFHIEIE URL

AN E G

EliFiter

hittps:if s EliEteE, Mwww example. com/m I

BT
e W e S =RlrE HEEHNESH ==
EElE

EiFE
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% 10-3 RFIEIFSHuRA
2 15488

IV ElEMEI ST IEFHTTP/HTTPSHMY . HTTPRIBEFELE[0R, HFE
FBHTTPS,

[EEHELE CliEtl P AREETHRAANSE, (SHFHTTP/HTTPSHMNY . #E7
{EFAHTTPSINY

[ElEZEE CIEESRIZEE, BRMNTHE:

o RHISIHFERTER

FHIFFA

BUEFTRIRHI

FHlER

FHIEY

ZEIAERRFEMRREE ZE10-4,

EIEEY ?EFE@E@RO MRFE, FEEE “$NH7 1 SN
H” o

ENBR EABEHFRINEZEABSSRIBEEN T REN A XMEFRAARE .

MD55 R EIREFELRENEG, HFFRHMACSHA256 5.

e MD5/5I: MD5(key + auth_timestamp)

e HMACSHA256/5,: HMACSHA256(auth_timestamp +
event_type + publish_domain + app + stream + download_url
+ play_url, key)

£INEH £ilkeylH. XIFEENIRE, HHFMFEHARY, KEFRE/NT32

iz,

L6 PE “MAE’ , EEIASIRPIEIN—FKEREES.
R

ey kR REIEIRE S
FHEERERMRE, CETMRBEIrREH T TRE.

o (EMFRFICIEEE

FEIEEEETKG, EERERIELEDSH, TLMERFIEREFRES I
B, BEBRFTIN ‘227 , EXFRFIERREFIEXSH

o MFRFRFICEES
FtlEiEik & ke, GEFEMRRFIEEES, JIAEREIEIFRESI®

iR, SPEIMERIN BB, WIIRZRBIEEEE.
EEER]
S HERFHERROIT . EIEHSEFRIIZE0-4FR.

{
"project_id": "70b76xxxxxx34253880af501 cdxxxxxx",
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"job_id": "dc0a1773-0cef-xxxx-xxxx-9a38fdb095d2",
"task_id": "51126d0ebe94b1da00d2e21a10xxxxxx",
"event_type": "RECORD_FILE_COMPLETE",
"publish_domain": "push.example.com",

"app": "live",

"stream": "mystream"”,

"record_format": "HLS",

"download_url": "https://obs.cn-north-4.myhuaweicloud.com/live/record-xxxx-mystream-1589967495/
record-push.example.com-live-mystream-1589967495.m3u8",

"asset_id": "1a0d8e9bfaexxxxxxbe5021e62aa1e96",

"file_size": 3957964,

"record_duration": 120,

"start_time": "2020-03-08T14:10:25Z",

"end_time": "2020-03-08T14:12:25Z",

"width": 1280,

"height": 720,

"obs_location": "https://obs.cn-north-4.myhuaweicloud.com",

"obs_bucket": "mybucket",

"obs_object": "live/record-xxxx-mystream-1589967495/record-hwpublish.myun.tv-live-
mystream-1589967495.m3u8",

"auth_sign": "4f97f46759axxxxxx7ad21e9935dc175",

"auth_timestamp": 1583676745
}

% 10-4 [BEE(KR=FEHAH

FEB 1k
project_id ImBID,
job_id BFRRE— 4. & “event_type” B

“RECORD_NEW _FILE_START” &
“RECORD_FILE_ COMPLETE” A, ¥&EHiZ=FER,

task_id FHIESID, BFHE—RR—IRENES.
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FE ik
event_type HEZEE,
BB :

e RECORD_START: FRHIFIA, BRE 1 RHIE

RANFHIEE, WEBHERTTIAEY, FERS, i

RizH=H,

RECORD_NEW_FILE_START: ZERFACIEHRY

FHIXE, U TEREMAIZEM:

- EREMERTR, FHREIEE— I REIHE,

- ERRIRER, & ‘SAMREHIK” &
BN “MrmEERFE” , NIRRT
RIS

- HEFEFIHKBE TEREENRFIFEER, WA
FBORHEISTEER o

RECORD _FILE_COMPLETE: FERFR&INEERSS

B. UTNERSAIZEME:

- FHIKIARIEENREIEE, UWHFIREI
BRI, FABRFRIRHEIER

- BHERE, & ‘SRR HINK BEA
“BTREERIE” , NHBIFHISEERL
J;;Eﬁ‘z LRRRIRE , BFHAFREISEE

RECORD_OVER: FRRFHILER, EIEETRAITKE

T T ERAMREHINK, JRFUESER, A

ZE,

RECORD_FAILED: FRZRHIEM, HIOmEM.

FRHIE HEOBSEAMEREZSHFEHILMET, fib

RiZHEH.
publish_domain EiEEREE
app NFE
stream FHIBNRE o

record_format

FHEIR, IFHLS. FLVAIMPARE .

download_url

i54H8

FEIHRITHE N, 2 “event_type” FI
“RECORD _FILE_ COMPLETE” B¢, EHZ=FER.

ERiZ Nl AT ISE T AR B EER o

asset_id

RTFRR—1FREI

BY, EHIZFR.

2 “event_type” 79 “RECORD_FILE_COMPLETE”

file_size

KRN,
BA{3: Byte,

N5k 01 (2025-09-15)
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FER

%

record_duration

REISHRIRT R
Bfz: B

start_time

RIS FRIFFIARTE), BRIEUESE— i iEROATIE],
U Ayyyy-mm-ddThh:mm:ssZ,

24 “event_type” 79 “RECORD_FILE_COMPLETE”
B, EHZFE.

end_time

RHISHFRILERATE, 80 Ayyyy-mm-
ddThh:mm:ssZ,

% “event_type” J9 “RECORD_FILE_COMPLETE”
B, EHZFR.

width

RHISF D HERATE o
% “event_type” J9 “RECORD_FILE_COMPLETE”
B, EHZFR.

height

RO DHERNS .
% “event_type” J9 “RECORD_FILE_COMPLETE”
i, HEHIEFR.

obs_location

FERHIHFAIOBSHEFREX 1%

% “event_type” J9 “RECORD_FILE_COMPLETE”
iS, EHXFR.

obs_bucket

BRI SUHAIOBSHE -

% “event_type” Jg “RECORD_FILE_COMPLETE”
B, BEHIEFR.

obs_object

OBSHRTFIERFISHAIIRZ

% “event_type” J9 “RECORD_FILE_COMPLETE”
B, EHZFR.

auth_sign

EHBISE . SEE7T “$NERT i, BHxF

JL

2 o

e MD5/T: auth_sign=MD5(key +
auth_timestamp)

e HMACSHA256 5= :
HMACSHA256 (auth_timestamp + event_type +
publish_domain + app + stream + download_url
+ play_url, key)

Heh, key NN ERE.

auth_timestamp

HHEINEZITHAUNIXES a8 . HEE T “ $INNEZE
57 By, EHEZFE.

B HHFBIBIUNIXETEEL, BIN19708181H
(UTC/GMTEYF& ) FHIAFREZIZEIREL .
EERiEshauth_timestamp{EFTISERIRTEIEE
TEA, WILEE@EANTR, #HmbhLE ML ERILE .

N5k 01 (2025-09-15)
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=HiE 10 ¥ERECE
FEB fhR
error_message R EMAEAER. .
4 “event_type” 3 “RECORD_FAILED” B, #ERiZ
$E§0
10.3.3 EERHIL
BERZREIENE, SaLIEOBSIEHIahEEREIN G,
i#8d OBS IR EIRFRHIS 4

ST ZROBSIEHIE

SB2 EAMNSHES, EE “WREET

TE3 ERSIRBEFERIISVERIE, HEA ‘XK TWH.
IEOIREISEHITTE . DEFIRE.
---- 45

10.4 BEFHE
PBNERIRH T EEINEE, IFREEEERNEERSETENEEE R, HF6E

EOBSHE . —PiERIES THLIECEZ N EAppNameRIEEIRR, BNSiERFIA
B, EshEEEEINEE, EhSiERitithaIAppNametBEIAIEERIRER o

BERRE
EERSHERRNESERE, WE10-7THR.
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https://console-intl.huaweicloud.com/obs/#/obs/manager/buckets

ABIU=E S

REE 10 $ETERE
10-7 BEIERELERIZE
Tt
BIERHE (k) f. TSRS
L AEERS
ﬁ. TS hERS
=
1. IR (D) : CEFMRTFEiEEEEE OB, ECHE0BSHE, TEE
BksEI2,
(1) 488
BB R E N OB A S S PN EER S e — X, AR “ b2 MEE
WS, NIEESERATEE “Elo-1tmr” KISHIOBSHE.
2. IS EEIEIRSPRITEIEAEROBSIETIEN, AT EIERSISHETE
1EIRIIOBSHE
3. EESEER: EESIEELEaE e R T Em e E
BIE, FLLjpg R F IS OBSTZIE M E
4. BEEESE: DESERERRSHG, BHESER, TETEENGTE
BRI\ FIOBSHE N B B IENEIEEE, AoLESEE NS EEEEE
.
EEEIN

o ERERSAAEXESFHEEEROBSHEFRER—XIE,
o EFBOBSIEHRENTAEH, MR TAR:

- WISISOBSIBIRENFAEE, WIGRNINERER, FREEIaH TEOBSEE
X, ERERRISEOBSERF RS EAURLIAEER .

- WISRSOBSHEIRENNTTE, WaJEZHEFH FEOBSEEIS .
o —EFIURES N EHERNR, SHRitbIFRIAppNametBEIRIEERIRER
o ERSTIFEEILRIPGIETURIE R X

SASPRZA 01 (2025-09-15)
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https://support.huaweicloud.com/intl/zh-cn/sdk-go-devg-obs/obs_33_0601.html

ABTU=EES
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o T ‘WKR-28™ X, THEREEEFRXTIERIBAETHR, FZBETEE
EfCEA £

o HEHPHRVAEIEIRSSITLITF2024F8H15H, TELAEEREMIHERERSEIN
g2, ERNEEEEIDNSABIETERER.

HUESA
o CRIERES.
o EEEEDNSIRSAILLSTHCNAMERRITEE .
o EEMEFCENHEYHRLSERENSERRS TN, RitEHEEETE
S7FiEIRS, BEESTOBSHIENIT.
=R

o EREHEIIRENITER, MNEERSISRIESCIR - ERIMSTEEI S S EN 2R
. BEM&EEESLiver=RINME&+S.

o EEHEERNEEXHRAEREISEERSS, B, FENEEERE
BRI RS MEIRS IR . BENEIFEES NOBST=RNEIHE.
SH—: SlEHE (k)

HIGIAREOBSIRS P EIR AT HAIE, B CTEENCIRMATFEE R
B4, 55 HOBSHEIFOEIE SERIEREIRSE—XIHAIOBSHE. &N, BE
BEHHLEIZER T . OBSIEZAN .

£ OBS FFEIN

OBSHEIE/G, EHFERBUTLREERIRS PXAXAIEEITRIN, RITERER
SEEEFEEXT NAYOBSHES

A E=

OBSHEENSERkE , MSMEREARSS BT LALEREIGIaiZOBSHE . IBHRRIZIE(IEEREE
KASS, DDERPERSEX S

B ERUNEREEHS .
SE2 AANSHNRIEER ‘TRFER” , EABRINEHE.
$|3 £ ‘HEEN ¥, BEFEEFEEEAERIOBSHE, 2E ‘I BIH,
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https://console-intl.huaweicloud.com/ticket/#/ticketindex/createIndex
https://support.huaweicloud.com/intl/zh-cn/qs-obs/obs_qs_0001.html
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ABTU=EES

PNk 10 #ERECE
=] = RIE =
10-8 =EIFEIRIN
i
R
O 1oBSEEFAEERER, CULCESHENRHIER, EEEEENT T ED A0S,
2 BREIKMS MBS,
ISR SRR RN SET RN, e
s v EEBEEE, T\ 2AFEE DIE
& & sz & EEE © 2t
et =50 T =1
abs =30 T #
obe = T =6
obe Bah T4 s
wi =i Tk S
&t 5 10 W 1
-

TR= GiEEEHE
OBSIBIARING , EAlAFFAR B E R EEISIR .
S BIBTEBEHE .
$B EEMISHIEH, EE HEEE” , HAGSEERE.
$B3 EEENTERSENERESET, Bt g
S!A EEMSHIES, EE SIRRES > BERE” .
SIS ot HREET , REANEY HERE” JEE.

STRERA 01 (2025-09-15) IR © ERRBRABRAT 72


https://console-intl.huaweicloud.com/live2/#/live/home

ABIU=ES
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10-9 ELEEIFEEIENR

EERE

) ESIEOBSIEEEHIER, R M
IR OESTERSEHIAEE, LRENEEE, Te8haH FEOEsSEE . &
EE &= 0BSERITIEHEENURL YR, TEES (7
INRIOBESIBIEE TS, NEEREH FEoesEHE .

RIFE

live
RIFEEERAAlive,
XIEFFiEiRS(08S)
EEEEFETorsHET, REFREESAH0BSRESMWE. 0BSTRiitEE (0

Bl

REEEENRET BN O
OBSHEEN=AE, AEERSEFLIEEAAZOESHE. ShRFeREEEERISE, 12

BT EE.

TFiE-EEE (FIEE)

BEEE

EBEMESEE)5,3600]

2EFEL FoEs
LEFED: GFEaNEEY. BESER: REFETIEETE.

SEEE

BARSHFEERFIEE&10-5,
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PNk
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£ 10-5 HESHEE

2HH

fiER

5EE

RIFEEFR, BIAA “live” , BEAILMRIESCIRGREITEE
M, XFRNEFE., HF. T (_) Bx% (-) . RS
HERMBIE PRIV IR RSN, BB BEERT

&

EREEFETEOBSIRSS .

FiE-48

FEEBEIEIRIOBSHE

FE-Ig

OBSHETFiE EIEEEIRIIERR .

HER, BN,
BYESBE: 5-3600,

FEL

FEBEISUHRIRT

o 2FFIEN: BHEXHSTENER, BERIMEEENH
BHEREEFEEYRE, =H: snapshot/{domain}/
{app_name}/{stream_name}/{UnixTimestamp}.jpg

o BEEEN: #HENHEZTEMEE, BREARREFRENIVEE
X, HEENMRBERRAIEENY . 26

snapshot/{domain}/{app_name}/{stream_name}.jpg

iR&[OE

EliRAFX. NRAFE, BBEEEE—HTTP/HTTPSIRSKIEIL
CHEES, HERSIABITAPIECERLEbNE . XEEIRKID
BT, BEBRSiHEmiZittit&FRPOSTIE XK, BEARIEET
JSON Bodyi%ik

71

EEAH IS IFHTTP/HTTPSHMY . HTTPEIGEZEZR 20, HF
{ERHTTPS,

[ElEtbit

EiEFFXITHE, BWAEREiLE, EiEitbitReeEmEE kM
S XIFHTTP/HTTPSHMY, HEZF(ERHTTPSINY .
HERIFBESELUSONISR, BIHTTPEOMAFRS SR AIX
POSTIEK, H&ERIRAEERIREIBFRS . #ELEER
52 REEzA .

£ilKeylH. BEREMAEIFSNI06E, BREENER, &
W, BA=R0A,

o XIFHEMNIRE, KEJI32-1281FFF,
o ZHFBERIER

$I6 HE “BE” , THEREEERES.
gEEREES, AINFRERER, HERdET, ElRkSSRIECIZAIEERR

ST EEREITEE

SR7 EEILABERESIR B0 | (ENEREERIREXSE, Hb, AppNameRzZ

FHEH

.
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LRN: EEEEBEE

HiGCE EERaERR, F‘EJJE%}EUHJE, LGB & E Ry B R REHAE
OBSHEHFEEFENERHE, ST UBECREEEEEBHE.
o BEEFEEEEREEE
SERUSIEREG S
EEMSH=H, ©F “HEER” , #EARSEERHE.
EEECEEREENEREET, 2F B .
EEMSHt=T, TF “RIREE > BEEE” .

EFECEERHENNATREMHIRGE, HAOBSHTEEFENER
EEFS.

m a n o w

10-10 EEEHEFE

HEEE / push Net(FkE)

SErTTen, ENEEEENE, ETRSEmniTiAppNane SRS EEEReN: EREETEEoBsET, ANTFEREROBSRSREE, THES,

((samm )
EEE RS, S RETEE el
FFE © HREEE ¢ EERE @) © AR © EHNEH © f13
HEE: obs- .
10 =, -~ s WiIe
stage 0 BEES sk

ERILYEREEHRT T DEFEE, BIKESIN0BSEEIHPL .
o BUEOFHEEEEREE

AR EEREEERET, IRETRIEMNE, NEER—KEEERSIEIEE
ElEEE. ElEEEFERINZR10-6F17.

{
"domain": "play.example.com",
"app": "live",
"stream_name": "test001",
"snapshot_url": "https://xxx.obs.cn-north-4.myhuaweicloud.com:443...",
"width":"720",
"height":"1280",
"obs_addr": {
"bucket": "xxx",
"location": "cn-north-4",
"object": "xxx.jpg"
by
"auth_timestamp™:1587954140,
"auth_sign":"4918b1axxxxxxb583cffa119d72513bbc35a989f8569fxxxxxx057646154a04a"
}

% 10-6 iHEAFERIAR

FB ik
domain RIS .
app N AR,
stream_name MATRo
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https://console-intl.huaweicloud.com/live2/#/live/home
https://support.huaweicloud.com/intl/zh-cn/qs-obs/obs_qs_0001.html

ABTU=EES

=B 10 #ERACE
FBR fR
snapshot_url BE TR
width R&EE,
By &K,
height FaE.
B &K,
obs_addr #HEFrERYOBSHEENE , BAEMIRIRBBUN FErR:

e bucket: OBSHIWEZFR.

e location: OBSHEFRTEHUREAHL -

e object: OBSIIRIRR,

auth_timestamp | B ZITHIUNIXET BB, HEET “SNZE7
B, EEzFR.

B ATHFIBIUNIXESEEE, BIA1970F1818
(UTC/GMTHIFR ) LASRRIZRIRTIEIRDEL

5: 1592639100 ( BP2020-06-20 15:45 )

auth_sign EHBIEE ., SiET “SNEFRT B, BHzFER.
auth_sign = HmacSHA256 ( domain + app + stream_name + snapshot_url

+ width + height + obs_addr.bucket + obs_addr.location + obs_addr.object
+ auth_timestamp,key )

Hep, keyssiERIE,
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SCMIEHR” Bt& PEERSEHE, REBA@MERULIEREE .,

“Em (sM) i | EPERANE, “EHER THERSEHRET.
> SCMIER” Bi&

T EERETE “EHEIBEEHTTPS”

FRIIEERR, SEHRERISNRT, FrEhEERA A EHBAEAHTTPSI
I8

FIB8 B “fAE” , TARHTTPSIEBEE.
F1H9 KIFHTTPSZEINEEREX.

HTTPSHEE, EaILAERHTTPSA XAVBEMHEIHEE BN, EEATh, NFE
RHTTPSZ2INEEN .

s
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BEFNIES

ENEZIEBHTTER, FEESHEBRAEERHTTPSEES, BIREH
FiEEBAHTTPS,

5EE, IRINEBAERIES, BAENRE, MREABASHLZEMREN,
SERBSETHIRERNEST, FEAFENESRERR.

11.4.2 HTTPS iFBER

HTTPSECE(NSZFFPEMASTURGIER/FAAAE LIE, $HIIRRAGESIEIE, IHIE
B/ABABH LEBFRRRIER,

Root CA HlfaffAHIEH
Root CAHMEMARNEBE—D=EANES, BEEHTTPSHES, (N EEZIEBEIE,
BITICSE AT PEMIEUESIER X E, aTLABEEZIZELEN1-9FRINEERTERER .

PEMASZUIET:
o LUFH§E “-----BEGIN CERTIFICATE-----" FF3k, LAFHHE “-----END
CERTIFICATE-----" £,

o IFPHEZENAZR, EXRETANFER, RE—1TAFREANFR .
o IEFBABTFEEER,

11-9 PEM & IEH

MIIDxDCCRgyghwIBAgIEATgGCTANEgkqhkiGowOBAQUFADEUMQswCQYDVQQGEWTS
biELMAKGA1UECAWCZ 2QxCzATEgNVEBACMANN 6MQawCQYDVQQEDATJodzELMAKGA 1 UE
CwwCaHcxGDANEgNVEAMMD2 10TOMgUnSvdCEDGSEWM S ERMASGCS G5 IL3DOEJARYC
aHowHhcHMT YWwNTE SMDE yODQ2WheNM EwNTE ZMDE yODQ2 W4 BAMQswC QY DVQQGEWT
b3ELMAKGAIUECEMCZ2QxCzATEgNVELACTANL 3MQswC QY DVQQLEw Jod=EUMBEIGAIUE
Ax(QLEiSvd3Nnby53b20xETAPEgkghkiGoOwlBCQENARRSMIIEI i ANEgkqhkiGow0E
AQEFAACCAQEAMIIECORCAQEAXDET T/ hArR+5q2 Y yqOWIN2 Jhe22dGeexU58g90 9

|| u

| | n

HEMEL jARMCWGECWCGSAGG+EIBDQfFhl PeGVuUlNMIEd bV yYXR1ZCEDZXJ0aWZIp
Y2FOZTRAABgNVHQAEFgQUmN =t yLA+uGecOxx8 £+ XPLe3Ai EUwHWwYDVRO jBEBEgwF ol
PRafjcivt51G+T7642KLZ+GEITIQWwDOY JEoZ ThveHAQEFEBQADggEBARKMYMrTTMhEH
ZNhb19blt20NEQJpiTugy Tri+vit4fUYeTvapsEwNut jWGVINWE3IHVEStnbIgVsa
0pPeyvEbJ+mIhLSAR/ crIMDMgGhyWwUIEQGE0kzEQISeUHI /R i TaksmkgSPyDrbwvall
1DpIfS5a7YasVbhWYpIZDuChyk0THSZcB8keSmD+ 0K 9g0ke TQS1L3FKAvdgglepeLE
Al13TVInYTdh2mgSTE8LepSes+5o0fipppCGgithuinZaqpixrni0decjQgEcTnGHS Fol)
1JgBekhn0Thgd7chFoDfW4gLEY TnEHT 3ul=zGMESYIQ04==25HT1CaIVEtoTREpXE
nuMo,/ 2HXin0

FRER CA HIAERARES

PRAIRARSER X HEESMIES, BREHTTPSH, FERMMEIEBHEE—IT
HR— D REANEREB LG .. HERERNERSEME1-10,
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BITICEARFTHRE* PEMIBUANER X, BIRFS|IEBKEE [, BREHENE
;Ig; —JEQ'I%R‘F, NEEMAIEBRHMESEXMNIRE, BTEEREAMN . B
SRREnT

o IEBZERBZTT,
o IEPHERIEICINT:
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11 BRECE

11-10 #2509 PEM IEH

MITE/DCCA+SghwIBAgIUOHwvE 41 50amlabjVbEY42ZBEcQwDRY TEoZ ThweNAQET
BQRwgYIxCzA JEgNVEAY TAMNuMR IwEAYDUGOT DA IHAW FuZ 0 Bvbmex ETAPEgHVERACH
CFNoIWScatVuMpewDQYDVOOEDAZ TAWF3 ZWkxC=A JBgHVEAsME k1 TMS 4w LAYDVOOD
DCVIdWF 3 ENkgVEViIFN1Y3VyZ5ETbnRlomS 1dCEBHYR1 42 FSTENEMBAXDTE SMTRAx
CDAWHNDAON] oXDTE4AMT A wODAWNDAON] owgZoxCe A JBgHNVEAY TARNOMR 2wDgYDVROT
DAdgaWFuZ 3N1MRRwDgY DVQOHDAdu YH S gaW s nM S 4w LAY DVOOEDCVIdWEF3 ZWkgUZ Sm
dHdh cmlIgWVEV] af5vbEinalVeIENvLiwgTHREMR kwFw YDV L.ODBBDRES1 ZGT1 IFHNS
BSBEZXBOMBwwEgYDVQODDBN3d3 cuaHVhd 2 VpY 2 wdW{u Y2 St MITRI j2ANEgkghki =
SwiBAQEFRROCADEAMT TRCgFCRAQERSSShCeJZ0XSF /Y THEEoEel30yagaUYWELEX S
1401 JAusS3xMCE JreUHmEReWaRusl ZxpPELT / IVEeUnvMInx JBavgauykCE kadW
3t¥23tetTI/ FYg+tMRIEFbNrgk //ADhREfmR4ows / SwlwnvdpwySTRZHV/DETjxHIC o
+818mulusgoUe 7B/ ruccYlufugr3viTToaNnd4c3Tkwj JeKf+bZF/ Ig0/EF+32F

AgWgMBMER1 U4 JOOMMRE o ECC s FARTFBWMBME ICAIUdEQR THDMCE3d3d vy 5odWF3ZWH1 ]
bBE31ZC05jb22CESouaHVhdZVpY ZawdWuYZ 9tgg9odiF3ZH1 jbES1 ZC5 b2 OwDRY T
FEoZlhvceHNAQELBRADggEBACSLETHI+4EY1ES3B0nOWuwl3stBaxvhDD9) ZEonineW
J5EpdmO4NEshlvwSFdEHR ] v/ ®ESLCIggsle 8t TIS=0F1 3U0ROnMeHSES e JE62cBX
h/3NZ217ocBygPgvpmce Yo e kvwHEmbATEREni i ¥50nmCi ZKTyngSBvddax21dj1gl3kb
HI+i02eQ%0dLamhsECsFUCOvDEoMIJz050cy 7Cgl+eFHESS 79I 40 xaHVEvEIEg
QLEze3BXSs0iWRkdfsdDBas+UtdWeJy0HMh  otwIQQtEcareVZ+HCPthEfmDENA+RS
IE&EFzHyp / marwEdDhS 72042 ARreAv4EVER] JEZ02T0Y=

MIIDZTCCRAsEghwIBAgl JALOEOI Nk FFZrMAOECSgES Ih e DQERCW AN ECCMswoRYD
VOQEEwI b ESMBACR] UECAw IR AVhbmdEh2 S aMEEwDw Y DVQEHDER T aCVuerh 1L ER
MROGL 1 UECqwESHVhAZ VeMswC QY DVRQLDAT TVDEUMCwEA 1 UE Aww] SHVhAZ Ve TFAL
YiBTZWNLemllgSWE 02 TuZ QgR2 FOZXdhe SEDQTRAe Fulxl i R IMTAwO TR v M da Frwly
M2 1MDgwl TRy M daMI GCMswl Y IVRREEw T ibi ESMBACR 1 UECAw TR 3VhbmdEL 2 5n
MEEwDw¥DVORHDAK T 2CVuemh 1 by EEMAOEL 1 UECqwESHVhA2 Vel swl QY DVRLLDAT T
VDEuMCwER L UEAwwl SHVhA2 VeI Fdl YiBTZHN ] cnllgSHE 0 ZX JuZ X g2 FOZEdhe SBD

rEICAWER R aNOME4wHYDVREOCEBYEFDBEDZZH4Amti sCoa4Bed4 ZdrApsMBEERA1ITL
IwYMBaAFDBEDZZH4EmtisCoad4Bed ZdripsMAwERAl TdEWFMAMBRAFEWDLY JEQZT
hyveNAQELBQADggEBAEN 3 k5 RXs e ywEFubMm3gZu/ kQiwtmLkIuJEeDwS e LW JWOHY
313xlv/Unwih{moe0HglZOM4dEf T JoVYEgi L1 BCpHEwD,/ Xe00rg3UPediEMaXkmM+ F
tutno PCEmew 7 JirrD0vwi s+0mhpR PgliNex IE0 1 vIBAVE 9 TkpwIW 3duj 1 FuRkJgS5wvn
rRab4gVil 4x+bUgTeeHCvDHS S PhADHOUI lmkeER/ ThCHEhBAHe s yEfLrwime T 0E Y
ZEZWitH+tM1THvSYGEE jmtDmt / Fulk93V1vErREjEj9Z2egCgMluse71lliddtTzzz =g+
QLU ewUmUHYsVomkE2Zv1le8sEWiHB1BZHIZDUSgE=
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RSA FASHENE K
PEMAETURISE R LATFHOEBEFASE, R PEMRBEFAH, —RRA*KEYRE .
Eﬁ‘i&%zsﬂﬁ*.PEMEE*.KEYE’J%A%HK#F, AIABEERIZEME11-11 RIS ERFARS

7o 0

RSARETUFASR:
o LUFHHE “----- BEGIN RSA PRIVATE KEY-----” FFsL, LUEHHE “----- END RSA
PRIVATE KEY----- ==

o IEPHEZENAD, EREBTANFR, RE—1TRAFREANFR .
o IEBATFEEZTH.

11-11 RSA ¥&XFASE

MITEpQIBAAKCAQFEAXDEJS,/ hAarR+5g2 ¥ ygOWUN2 JhE22dGeexUSE8g908eY1vLCgow
WwEPgsevygQM3gEoBgqCkNkmS SQoMPOFI4fx2G2 2ZmAvTOXEPHimeGCTQDPIniWaIuky
1ufgVPD/ zgE0oBl2aedvheExWwRgf4JTLa3136B41 5y ZVoDjREfUSEEY e LW1sD/00
SuF0gE3tdSEQwlcelzbnkhofO0Cyp SPEMfa MOy 2me v JzWFLEXET 3eWHYdEUtEg
IrxdrWzLheEjENzW3FTHz, TEycIRExAlurl /298yt 3124a0Y THEIt1iL9wwad Tk
OEumxTalz8H,/vHEL1fIlMouvYfsSDEr35nfeeS5wIDAQABRAC IBAQDCHMxCIgqHXPgvl
EzBOtIPV11PyzizXWi+T4UeWNwUIEjCQe1lj foYCELaHANnCE Tmd4V2NEEV4Aprak(jcH

¥xrg/ vizzHNheK1dBrZEmrWrAqEi fkHgx2M3wwesESzG3WnS0UTInrUnCNg X LBl S
WeBdZ2Zp/Fn+tk2T95sTothgdaoGACYmo SAPEVRLILHwungLno 8 2Z0Y JopOtEPGEF DD
vObBHNEfgEIrfMecoEIx2xuXScle SMihRAyEVEaHYvd4ciEeyOGGg2 yp VAL OS5554+T5L
GHIpezX0hijeWtQVEiWoEoj IKEPs9FAHT 52 aCh¥EVIxwR1kbp8cl vDrQOvHNCr 7o
CEGOXHECgYEAOxuJhoDEHMmo LJockHeMvHY S DgjcnecFLwX vuECREZRET S 510y T DT
VWEecgliVobgibaeetUp9zNO TwlwD2ztjviDelgtWH+ERE ) TV IntURHrxEfZf1Nx
ul/ fhf/zaVpITQPcLTyv6eT1BGevwC/ JIZ/i2 JBGOKOtnE8darhk72C1 kyvw

LBINARYIEBETEE - BEGIN PRIVATE KEY-----, ----- END PRIVATE KEY-----7 &
R BEGIN ENCRYPTED PRIVATE KEY-----, -=--- END ENCRYPTED PRIVATE
KEY-----” (SERf, EEZFEAH0penSSLTERITUA TS TiEE:

openssl rsa -in old_key.pem -out new_key.pem

EEa R

BREHTTPSIXSZ S PEMISSLAGER/FATH, ELADISRISTSS . EAS=A0ES/FA5H
BERLRAEPEMIET, BIETOpenSSLT Hift{Tiif, FEZ/UFERRTANES
AR PEMIE LRI % .
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AT RARIERigEEREnEHEE Hold_certificate, FA$HEHold_key, HEREIEBEA
new_certificate, FASENIHE Sanew_key.,

e DERHEJIPEM

openssl X509 -inform der -in old_certificate.cer -out new_certificate.pem

openssl rsa -inform DER -outform pem -in old_key.der -out new_key.pem
o P7BYEIEHIPEM

openssl pkcs7 -print_certs -in old_certificate.p7b -out new_certificate.cer
e PFX&&itAPEM

openssl pkcs12 -in old_certificat.pfx -nokeys -out new_certificate.pem
openssl pkcs12 -in old_certificat.pfx -nocerts -out new_key.pem

B EEPKCSBIETUFAARRIRAPKCS1ET, MSEWTHIE:

openssl rsa -in old_certificat.pem -out pkcs1.pem

11.5 EHEEL

11.5.1 #fi2

A IBIRSS IR M T Refererfpiat. KeyFrEitflIPERZBERNGI, Xipa)HE
RSOETIRAIFTIE, SR ERERRS .

Heh, Keyfh&iEsstohae BEEFIPEBRG S RAMIBEETHERE . KARefererf

EpEH RN IRefererE . BRPEH AR D EPEGM, (B2, HTFRefererIA

BJLURIE, FrlARefererfhi&iEs X ARERIFHIVFRIFEBRGIRIR. AL, EIRE

E}?yﬂﬁﬁﬁﬁﬂﬁﬁﬁﬂjE}%iﬁﬁﬁ’ﬁii}ﬁ%?ﬁfiﬁ o MSNEBIRSERWIHIINE11-4
o

£ 11-4 BIZEN

mAe R [I=1

Refererfh &5k el LAECEIRIaAIRefererE2H | 152 W Refererfhiss .
28, WiHoESmHEHTIRE
e

KeyBhi&sik EA AR B EiEKey, @i | 52 KeyPhiiE.
URLEN B N REEEZRIRN
ZE,

IPERZE Eal L B EiRIaIPERSR BENIPEEZE,
B, YpaE S mETRBIE

11.5.2 Referer [i&5E

RefererfhiEiEINRERE FHTTPIMYZiF0IReferertlFl, EITERIEKRPETRY
Referer=ERIRBIIERKIE . EcERefererBZPeiHZE S, CONSRIBZEIHERFE
RIS, RFTEEEERIERK.

N5k 01 (2025-09-15)
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EEEIR
o ZINBEANENIEIR, BHAFEE.
o RefererBZ B SRefererARBER, FAIFEIHRE.
o EZBYRZPPRIFEZRSIIFEEI005K,

o EELHEyOZRFEENIHZAIENIE ., dNES “Ahttp://test*.com$” , T
“http://test.example.com” #1 “http://test.example01.com” HBEPITHEELIN,

BURSR4
o ERIMERESZFIERES, BETmis&xE,
o EEIHBADNSIRS TR CNAMERBTELE o
BMELR

£ ERIBIEREEHS.

$E2 EEMSHEF, ®F “HESSR” , #AGSSERE.

T3 EEEREENEENBMIEET, Bk ‘B8] .

WA TAMSHES, E1F “EiEE > $NES .

LE5 BE “RefererfhiEit” AMIAY “4rig” , REAMEL “Refererfhiiit” XHEE,
$£B6 HE “HX” , BiBRefererfiBits#, ME11-12F15.
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11 BRECE

11-12 B & Referer iRtk

RefererfhiZhs

(@) refererZEE

Ry

ERelferelf SR SHRFNEEERE, SEEEE

refererSSE

L S=RefererFEEECONER

B HERcE N X3 RLaAR BRIZARANER11-5 7R o

2 11-5 Referer [HiS5EHECE

BHB ik
-3t TIFEZRIIHZRER .
o RefererBEE: AFIFZBEANEZIEKRIHERE, EHEZE
FRRYt R iEKIAIE]
o RefererBHEE: ATFRZRANEZIEKHORE, EEHEH
BiEKihi.
ELUEER B T RefererFRIFIAERIE, BIEEIFEEN
RSB ZIAEEIRURL,
AL ELRRHZREPEHE.
o E@AESEE%,E\ﬁH'%%ﬁ%mO% (R, A %7 #1T
bR
o IHZHIENIITE, FIES “Ahttp://testt.com$” , W “http://
test.example.com” #1 “http://test.example01.com” & PT
iR A
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SR EBxAE, BE “HE” .

R

11.5.3 Key Bhixét

TIFzE

pEI=E AN

NFEERRFEAEIEEER, SLUERERIKeyHEHEINEE, ERIAEREEM
RN EEREE . EEESREBERSIRARIERERES, CONSXYHEURLE
E’Jl]é?.‘%%i&?féii'@fﬂliﬁ , (MEREETRIEREF LA, HEIEERIEIEREFLL
EL

HIEEHCAEXEBEHINER, BERZTRESEARIAEZRER

11-13 Key &5t TERIE

3

1. EEKeyFAEESE e

4, WEEREISEE
2, TEENFIN. KeylE, B

3. BN URLIEFETaER

) 3

= TRUAS

A GtABAN R :

HPEERESISFEKeylhEHEN8E, HEESMITIN. KeyEFIAHL
ERRIRSEHEFEERSENITIN. KeyEFIHS FAZICONT R,
EiE/MARET B PR RIS DGR/ BN URLE CONIERHEREHE o

CONRIB#EREEMURLPERRIENE BRILIERIGIEN, (RGBS
REWIIFo

AN =

o ZINEENTNEIN, BOAREH. BRZEEE, FRIREBINERURLISTIA(FER,
FEIRMNERLSEBIPEHEURL o

o FENHERSEMENERTENKeyH, LIEgT e, EHEEURLTHEE, &
TEAEEY, BEMSEREM, HiREl “403 Forbidden” EE.

o EFXIRTMP. FLVIXEKEZISE, RERZIHKEIRRPIEXRE, T #HFHEES
LIS, RIBII SR LUFEHER

o HXIHLSIXZEWSS, APERESEGHRENIESEH, FEAkiEKk,. —B
PhEESETHE, RSINESARERET, miEfisin, SEUEMTRT.
FRLAZBSGX 2RIV SS , iEHARESUTEARTYE), BaRATENdIE, MmamEmsse
mslzo A~ ANERFUHHLSIEMAHS SR EREV/NTLAR, Big &3 HRAT 883600
(R
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ABTU=EES
=HE

11 BRECE

RIS

o CEFIHERIESIBRIES, BERMIEEXEE.
o B ADNSIRS AT CNAMEREITECE -

FFiE Key Bt

gz
SER2

ERNERENS .

EEMSHI=F, ®F ‘G281 , #FAGSEERHE.
ERERELNERNESET, BE ‘B .

FEEMSHE=S, &F “EilfcE > $INEE” .

B “KeybrEst” AMAY “fwig" , REAMNEL “KeybhEit” HEE,
BE “FX7 , BcEKeyBrEESE, WMEN1-14F7.

11-14 B2 & Key st
KeyBhimh X
ENKey ST SHEANSEESS, S2ERS

0 FEKeyibiEsEs, SEERENURLETER, MAEE/RENURL.

=

i
.‘)_l
I
d
ik
=

H
ik
b
dfn
}
itk
[
Al
|1
B
[
[im

=t C
FiF]

o
T |1 ]
Mo =

B X
_||t4'| il
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£ 11-6 Key [H&5ES 20508

2= iR
ESid) HEENEBEAR, alEA: BFA. BB BACEH D,
ABEN AT RAEAMDMEERES L, BRI GLESE
S NATIENSRB .
CENRB: REMNTRNZEL, BTG EESWERBR
C
DENFIL: RAHMAC-SHA2568E %, BRSLIG LS e
BBRD,
pellz]
ENBABCEELZENXK, ENAXDHEGESNIRENE, BINELE
ERERSRD,
Key ElkeylH,

o IFHENRE, H32UAFEIIHFHMN.
o STHFENEM

A< URLEREERIBIIEHE, BRI EETIETRNEKETES
BEiERSWENSKRINAIRBNRAEE, BFEEEEERURL
EEBENURLESRETHE], Bf: ¥, SCERH: 19-30
Ko
izl
o EHIRTMP, FLVIXEIKIEZWSE, RERSIRKEIBPIERE, 7
HITHEHES RIS, KISE T ST LSRR
o FIIHLSIXZEWSS, BFRENESETERERIMGEIESH, FEki
BR. —BhEESHIEH, RSFRESERRARY, miBfih
ia, SEIBMTET.
ERIAZENIX WSS, (EYRRESGIHARdE), B EdEdsE, m
RAIERSE . T WIRFRGEHLSIBRATHE SR ERE /N LA,
AR EITHARYEJ93600%) .

SR BESHE, BE “BE .
HR8 BT LA TS TUIRENE AL

o  FapftsE: RIERCENENSEEIPHENMAVERIEE, BENERIIMATERIE
UFHHER ZBE DRSS WENHB A ER5HB. ERFHCFIENS D,

o BnfEpk: (ERMpEEhIER T BIREEpEDUIIE, BAERSZESIM0
bRl

£ IR EEINRE o

FRE=FEBERTE, BYESUERPUFNERIBILRTIONE, ERBHEERI
NEFNIB RSB TR R IHERANIERL, (ERESUE R FIE A BE AL ThHE AR
B, MIFERKeyBHEHEER -

-

ENFHA

UNBH AT EBIIKey, timestamp. rand (FEHNEL) . uid (8EFH0) FIURLITE
R
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YEBURLEEE

[R¥8URL?auth_key={timestamp}-{rand}-{uid}-{md5hash}

md5hashi9it &AL :
sstring = "{URI}-{Timestamp}-{rand}-{uid}-{Key}"
HashValue = md5sum(sstring)

x 11-7 £ENFRHER
FER HER
timestamp BRENXRIBROAnYEEa=, E391970F1818LL

SREVSRIRIEIRDE o HEtHleE 7R,
A< 1592639100 ( E12020-06-20 15:45)

A< ENURLEIAIRTIEHRE .

ERENBEAETE 1800, WA EMtimestampFF
YaH91800sA AIFiABI BB HbLE . BHIZXE, $%
o

B EgERYIAEAYE92020-6-30 00: 00: 00, W
Y B TF S RATE)92020-6-30 00: 30: 00,

rand BENEL, ZBIERUUID, RReE ik -",
7~8]: 477b3bbc253f467b8def6711128c7bec
uid userlD, EXR{ER, BEIZERK0BIT,
md5hash BIEmMdS&ERITE S RAIIGIEE, $F0-9fI/NEHENF

Ba-zZE&AHR, BEEKE32,
sstring = "{URI}-{Timestamp}-{rand}-{uid}-{Key}"
HashValue = md5sum(sstring)

URI EEIGURLAP M E fE AR SR RIERR
o INEEEGR

5l /livetest/huaweil flv

o RETEEEZS
3 /livetest/huaweil.sdp

Key Q SHI SR BRI EEKeyH, BNE2 R EKeyfE
YU URLTI

o IREEREESR

VA RIS ot , #EREEARME R A Al SRR Y A Rk 75518
&

JRYAURL: http://test-play.example.com/livetest/huawei1.flv
timestamp: 1592639100

fH<: 1800s

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

rand: 477b3bbc253f467b8def6711128c7bec

uid: 0

URI: /livetest/huaweil.flv

BIETE AT, 5% Imd5hash,
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EHE B

HashValue = md5sum("/livetest/huaweil.flv-1592639100-477b3bbc253f467b8def6711128c7bec-0-
GCTbw44s6MPLh4GqgDpnfuFHgy25Enly") = dd1b5ffa00cf26acecOc169aelcfabea

M A BRI ST -

http://test-play.example.com/livetest/huawei1.flv?
auth_key=1592639100-477b3bbc253f467b8def6711128c7bec-0-dd1b5ffa00cf26acecOc169aelcfabea

(REEE RS
DA RGBS M, HEREEA A A By SRR AU I 9 4 Al 554
&,

JE¥AURL: webrtc//test-play.example.com/livetest/huaweil
timestamp: 1592639100

B4 1800s

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

rand: 477b3bbc253f467b8def6711128c7bec

uid: 0

URI: /livetest/huaweil.sdp

RIEHEA, E2ImdShash,

HashValue = md5sum("/livetest/huaweil.sdp-1592639100-477b3bbc253f467b8def6711128c7bec-0-
GCTbw44s6MPLh4GqgDpnfuFHgy25Enly") = 4116c2c7939307e86c6654178addc987

NEZSE e chil sk

webrtc://test-play.example.com/livetest/huawei1?
auth_key=1592639100-477b3bbc253f467b8def6711128c7bec-0-4116c2c7939307e86c6654178addc987

ENHRBEEEIKey. timestampFIStreamNamelt&EENE,
ENURLIBT

JBIAURL?txSecret=md5(Key + StreamName + txTime)&txTime=hex(timestamp)

x 11-8 EN=FEEA

=R ik
txTime ERURLIBRETIE], JUnixBTEIEERI+7SEHI4ER .

SIRFAIXTimeAYEX T IRHERAIAS RN ATLAEE T
M, BUBKRSEEEIESE.,
l: 5eed5888 ( B12020.06.20 08:30:00 )

Key EEF el EiEKeyE, BNES I EKeyfhiE
338
txSecret URLAEIINZS 2L,

EBidigkey, StreamName, txTimeffXHHERNFRFHH
fFMDSINZEE XS T .

txSecret = md5 ( Key + StreamName + txTime )

(NE:S EXURLAIE S ERE -

EtxTimelRENHFIATE, BYETERE/I1249s, WK
MURLIZHART B8 HE0AdIE)+ 1249s,

EURLTRAI

IREERBIm=
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ABTU=EES
=HE

11 BRECE

BB C

PASE BB RS RUEIE o5, HERESSUBHEAYAE Al SIE IS RUE I AI £ R R IR
JRHAURL: http://test-play.example.com/livetest/huawei1.flv

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

StreamName: huaweil

txTime: 5eed5888

AFH<: 1249s

RIETE AT, 55txSecret,
txSecret = md5(GCTbw44s6MPLh4GggDpnfuFHgy25Enlyhuawei15eed5888) =
5cdc845362c332a4ec3e09ac5d5571d6

U6 il o

http://test-play.example.com/livetest/huawei1.flv?
txSecret=5cdc845362c332a4ec3e09ac5d5571d6&txTime=5eed5888

o (RESEERZ=
DA RGBS ), HEREEAMI AV R SR A A A R EE

JR¥AURL: webrtc://test-play.example.com/livetest/huawei1
Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly
StreamName: huaweil

txTime: 5eed5888

IH<: 1249s

RIEtE AL, S3txSecret,
txSecret = md5(GCTbw44s6MPLh4GqgDpnfuFHgy25Enlyhuawei15eed5888) =
5cdc845362c332a4ec3e09ac5d5571d6

M SRRt -

webrtc://test-play.example.com/livetest/huawei1?
txSecret=5cdc845362c332a4ec3e09ac5d5571d6&txTime=5eed5888

BB RCEEEIKey, Timestamp. AppName. StreamName#ICheckLevelit&
£+,

K URLIESE

RS URL?auth_info=fi1Z&.EncodedIV

EWNFRIVERBEZUN TR, BERREREIESERERE.
e LivelD = <AppName>+"/"+<StreamName>

e JNZFER = UrlEncode(Base64(AES128(<Key>,"$"+<Timestamp>+"$"+<LivelD>
+"$"+<CheckLevel>)))

e EncodedlV = Hex(IN&EAAIIV)
BiAPEINZSEREINER1-9F7R .

& 11-9 NZESHRA

FER ik
AppName NARIR, SHERTERbHAIAppName—E,
StreamName AR, SHERSEERtEitBAYStreamName—E .
Key EEFARENLEEKeyH, BRESRHAEKeylHiER
LivelD BEiERID, BFRRE—RERER, BHAppNamefl
StreamNameZB5g o
LivelD = <AppName>+"/"+<StreamName>
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PNk

11 FBRECE

FER

%S

Timestamp

ENSHERAIVUTCRTE, #&LA “yyyyMMddHHmMmss”
BTFREENSHERSEE, BlTimestampflXpilti@ZEE
HEEEB X TR EAERATE

CheckLevel

KBRS . BUEA3TES,

BB D

AT

B o

e CheckLevel=3, Ri&ELivelDEFILEL, FEBELENURL

e CheckLevel =5, {¥&ELivelDEEITE, Timestamp2&Eia

&, IVIEKER128(i; CBCHED, PKCS7IEFR,

CBCHFRIIZEAKIIVRIE, RETLERRY 6= FEH

YU URLTI

IREEETSR
DA RGBS ), HERSEAUIEATAE B SHE RS A E AR EE

JE¥RURL: http://test-play.example.com/livetest/huaweil.flv
AppName: livetest

StreamName: huaweil

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

LivelD: livetest/huawei1

Timestamp: 20190428110000

CheckLevel: 3

IV: yCmE666N3YAq30SN

RIBTELRI, B2 “MNESE" F “EncodedV”
INZZER = I90KW7GhxOMwoy5yaeKMStZsOC%2B6WIlyqU2kLBYAvcs0%3D
EncodIV = 79436d453636364e335941713330534e

T SEAR SRRt S -

http://test-play.example.com/livetest/huawei1.flv?auth_info=190KW7GhxOMwoy5yaeKMStZsOC
%2B6WIlyqU2kLBYAvcso%3D.79436d453636364e335941713330534e

(REEE RS
DA RGBS ), HEREEAMEIE AV B SHE RSB I A E AR 1T .

JR¥AURL: webrtc://test-play.example.com/livetest/huawei1
AppName: livetest

StreamName: huaweil

Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly

LivelD: livetest/huawei

Timestamp: 20190428110000

CheckLevel: 3

IV: yCmE666N3YAQ30SN

RIEHERIL, 158 “M=E" 7 “EncodedIV”
DRZEE = I90KW7GhxOMwoy5yaeKMStZsOC%2B6WIyqU2kLBYAvcso%3D
EncodlV = 79436d453636364e335941713330534e

U6 il o

webrtc://test-play.example.com/livetest/huaweil?auth_info=I190KW7GhxOMwoy5yaeKMStZsOC
%2B6WIlyqU2kLBYAvcs0%3D.79436d453636364e€335941713330534e

ENHRDEEEIKey. timestampFlStreamNameltEE£E,

Y URLIESE

N5k 01 (2025-09-15)
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11 BRECE

JR¥8URL?hwSecret=hmac_sha256(Key, StreamName + hwTime)&hwTime=hex(timestamp)

F 11-10 ENFEAEIA

=R 1)
hwTime HEIURLAYEMATE, AUNiXBTEERAI 7 it HIER

IR ZHFThwTime+IHREYEA T HRNERAYRTERBTLA
IEEBEN, SUERSHEEIESE,
l: 5eed5888 ( B12020.06.20 08:30:00 )

Key ﬁTj;}’I"‘%'J BREENEKey(E, BiNigSIHBKeybFE
hwSecret URLFEINNZS L,

LAKey#OStreamName+hwTime A2 T7HMAC-
SHA256INZEE B

hwSecret = hmac_sha256 ( Key, StreamName + hwTime )

iNES EIXURLAIE A ERE -

HhwTimeiR EHZRIEE, BREIEIREN1249s, N
MBI URLIIHARG(B) )9 S RIAT E)+ 12495,

Y URLRGI

IREEETSR
DA RGBS 5, HERSEAMIEATAE B SHE RSB I A E AR IR

JE¥AURL: http://test-play.example.com/livetest/huaweil.flv
Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly
StreamName: huaweil

hwTime: 5eed5888

B 1249s

RIBEITEATN, 5&IhwSecret,
hwSecret = hmac_sha256(GCTbw44s6MPLh4GqgDpnfuFHgy25Enly, huawei15eed5888) =
ce201856a0957413319e883c8ccae13602f01d3d91e21daf5161964cf708a6a8

N ERGERIBEST -

http://test-play.example.com/livetest/huawei1.flv?
hwSecret=ce201856a0957413319e883c8ccae13602f01d3d91e21daf5161964cf708a6a8&hwTime=5eed5
888

REEE RS
DA RGBS (5], HEREEAMEI AV R SR I AI E p R EE

JRHAURL: webrtc://test-play.example.com/livetest/huawei1
Key: GCTbw44s6MPLh4GqgDpnfuFHgy25Enly
StreamName: huaweil

hwTime: 5eed5888

AFH<: 1249s

BIETEAIL, 55 hwSecret,
hwSecret = hmac_sha256(GCTbw44s6MPLh4GqgDpnfuFHgy25Enly, huawei15eed5888) =
ce201856a0957413319e883c8ccae13602f01d3d91e21daf5161964cf708a6a8

EZSES e chil sk

webrtc://test-play.example.com/livetest/huawei1?
hwSecret=ce201856a0957413319e883c8ccae13602f01d3d91e21daf5161964cf708a6a8&hwTime=5eed5
888

M #%hRA 01 (2025-09-15) AR © AR BRABIRAS 107



ABTU=EES
PNk

11 BRECE

(e HR]

AT 755 SUCRIEAR SR A A AR

import javax.crypto.Cipher;
import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

public class Main {

}

}

public static void main(String[] args) {

// data="$"+<Timestamp>+"$"+<LivelD>+"$"+<CheckLevel>, BfiE&N “ENHHC”
String data = "$20190428110000$live/stream01$3";

/] BBNERIN 6 FINFEES
byte[] ivBytes = "yCmE666N3YAq30SN".getBytes();

[[EEEIEH S EERIKeyE
byte[] key = "GCTbw44s6MPLh4GqgDpnfuFHgy25Enly".getBytes();

String msg = aesCbcEncrypt(data, ivBytes, key);
try {
System.out.println(URLEncoder.encode(msg, "UTF-8") + "." + bytesToHexString(ivBytes));
} catch (UnsupportedEncodingException e) {
e.printStackTrace();
}

private static String aesCbcEncrypt(String data, byte[] ivBytes, byte[] key) {
try {

SecretKeySpec sk = new SecretKeySpec(key, "AES");

Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");

if (ivBytes != null) {
cipher.init(Cipher.ENCRYPT_MODE, sk, new IvParameterSpec(ivBytes));
}else {
cipher.init(Cipher.ENCRYPT_MODE, sk);
}

return Base64.encode(cipher.doFinal(data.getBytes("UTF-8")));
} catch (Exception e) {
return null;

}

public static String bytesToHexString(byte[] src) {
StringBuilder stringBuilder = new StringBuilder("");
if ((src == null) || (src.length <= 0)) {

return null;

}

for (inti = 0; i < src.length; i++) {
int v = src[i] & OxFF;
String hv = Integer.toHexString(v);
if (hv.length() <2) {
stringBuilder.append(0);
}
stringBuilder.append (hv);
}

return stringBuilder.toString();

LA 2Base642E, AFIEINZEEHITRHRI,
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public class Base64

{

/** Base64¥miBZ. */
private static char base64Code[] =

{
‘A, B 'CL DY R RS G HL T U K 'L, MY, N, 'O P Q) R
'SLTL UL VLW X Y, 2 Y I Y e T g, he
'k, ', 'm', 'n', ‘o', 'p', 'q', v, ', U, VWY X 'y', 'z','0", "1,
'2','3','4','5','6', '7", '8, '9', '+, '['};

* &R iEFAB, FALELAI.
*/

private Base64()

{

super();

* Base644wtS . EFHHAFFTIN—BRBHEAN T NFRT .
* @param bytes FEEFRISIIFTHEIE

* @return fwAB/EHIBase64F G,

*/

public static String encode(byte[] bytes)

{

inta=0;

/] LIRS R EFRAE, INRRE
StringBuffer buffer = new StringBuffer(((bytes.length - 1) / 3) << 2 + 4);

[/ HTYREG
for (inti = 0; i < bytes.length; i++)

a |= (bytes[i] << (16 -1 % 3 * 8)) & (Oxff << (16 -i % 3 * 8));
if (i% 3 ==2]||i==bytes.length - 1)

{
bufferappend(Base64.base64Code[(a & 0xfc0000) >>> 18]);

bufferappend(Base64.base64Code[(a & 0x3f000) >>> 12]);
bufferappend(Base64.base64Code[(a & 0xfc0) >>> 6]);
bufferappend(Base64.base64Code[a & 0x3f]);

a=0;
}
}
/] SIFREIBNEBHENFTEE, HIBAISTIN, RIBEEEARBRA=-KE,
/] I EFERAIKE—, MISRIRRE SRR KE
if (bytes.length % 3 > 0)

buffersetCharAt(buffer.length() - 1, '=');
}
if (bytes.length % 3 == 1)
buffersetCharAt(buffer.length() - 2, '=');

}
return buffer.toString();

}

11.5.4 IP EHZHE

IR LG EE | F e B RN I PHELER NN IPEEE B H, CONSIRIESE BEIHERISK

o <.

ZRIPHITIRAIFNITIE, RIFEIEREBIER.
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EREIR
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o IPREHSPEERER, TXFEMEE.
o EERBPYAZPRNIPRSTIFRE001.

BUIRSRE
o ERNIMERESFIERES, BETMmisEE,
o i ADNSERS AT CNAMEREITECE -
BETR

£E1 SRURERES.
H£B2 FEEAMSHES, %R ‘SR , EAGISERE.
T3 EEEREBENEENBMIEST, Bk ‘B .
HEM “FIRSER” BER ‘TEHE
$R4 EEMSHES, &2 “HitiE > ENEE
L5 BE IPEARR AN ‘“RiE7 , REAMNELE “IPEESER” SHHE.
$£I6 BE “‘Fx” , BEEIPEAZE, WE11-15FR.
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FH3 ERECFEEENESR, IUEEZES FEEERNEERER.

12-1 EEHRER
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$R|A STIFIELR, WIT FRIEE.
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R
HRHRERNE—ZEERIEX, BT T ERE:
B ERBERES

£ EEMSHES, &R ‘EREE > REE" , #EARSERE.

$R3 ERFEEZIERERIEE .

T4 EEEZENERRT, RS BT, Bl 58T AR,
EERRERE. ATLIE ‘SR RE, EEEIHERENEERER
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