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R
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KA Python
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SDK &%

2 N FAMI SDK

2 N SDK

2.1 [ FAMI Java SDK {5 FRISRES

YIEX M &1t avaiB SN FEMISOKM AL EFER . AN NBRABM Java SDKHIZR
EHNECE, MfEM)ava SDKIEFRRBMIAPIEIRE .

SDK JREN %<

gz

S£IR2

I3

ZElavaHAINE,
Bia)avaEM, TEFiRBZRElavaFd &S,
(RERL
f59=)ava SDKz$5)ava IDK 1.8 RRELLA ERRA
ZEMavenixi4

BT Maven ZEIRNBE K2 Java SDK BIIEE AL, BABEETH S
Maven , REZREZRELE Java IRBHY pom.xml STEINNE R AKERIRED AT .

Z4E)ava SDK

A N0Maven{iit :

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-core</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-iotda</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

-
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https://maven.apache.org/download.cgi
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IREERN
SDK &%

2 N FEMI SDK

(e HR]

$IR3
L4

A ER
Maven{kEhRANBERMRAXE, NEREARAS, 15EA3.0.608%LE

LUBRERIRESIREO NG, IUTERGIRERERERNAEM Java SDKRIEEL

=R

BIEINIE

B0 TDAClientSLEIFHAIIAM -
EHULIERIIR
BAREgREYIEREO,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.core.region.Region;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.iotda.v5.%;

import com.huaweicloud.sdk.iotda.v5.model.*;

public class ListDevicesSolution {

// REGION_ID: WMERZE EiF—, {BEEE " "tn-east-3"; MRIILTEM, BEES" "cn-north-4"ANR2LER I, 1B
ES"cn-south-1"

private static final String REGION_ID = "<YOUR REGION ID>";

// ENDPOINT: BEEHEH" S REN " FagAL thEE “BAM" fhttpsiE LB,

private static final String ENDPOINT = "<YOUR ENDPOINT>";

public static void main(String[] args) {

" /! %?\iftﬁﬁg’ﬂak*ﬂskéﬁ—%ﬁmﬁﬂﬂPﬁ BRNZENE, BNERENERENETENENFN, FH
ER, TRRES;

] BflLAakFIskiRFEREZERHM, BETAREIESEERMEFIRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

String ak = System.getenv("HUAWEICLOUD_SDK_AK");

String sk = System.getenv("HUAWEICLOUD_SDK_SK");

String projectld = "<YOUR PROJECTID>";

// BUEIAIE

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk)
// tnfEhR/ SRR EERGTERE, EftihRisti&ECE "withDerivedPredicate"
.withDerivedPredicate(BasicCredentials. DEFAULT_DERIVED_PREDICATE)
.withProjectld(projectld);

// €& 1oTDAClientsLHIFF40MA1L
loTDAClient client = loTDAClient.newBuilder()
.withCredential(auth)
[/ dtEhR /AR : EE{TEIEERegionXIR, EfthR: iEfEFHIoTDARegionkIregionyd&, N
"withRegion(loTDARegion.CN_NORTH_4)"
.withRegion(new Region(REGION_ID, ENDPOINT))
// .withRegion(loTDARegion.CN_NORTH_4)
/| BEERARRESSLERIRE, AR
// .withHttpConfig(new HttpConfig().withlgnoreSSLVerification(true))
.build();

/] EHULIERIIR

SRR 1.0
(2025-09-09)

WRIERE © LEARITERARERAF 5
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IRERN
SDK &%

2 N FAMI SDK

ListDevicesRequest request = new ListDevicesRequest();

try {

/] AREagEIIEEO
ListDevicesResponse response = client.listDevices(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}
}
}
----$5R
¥ Lz
ak BRI R =2 H1a2348ID (Access Key ID ) o, iBTERE =S
& “HRVEIE > i50%E” RE L OIEFIEEEN AK/SK, BZ
EREEEIHOEHE.
sk BN RS ELIEESA (Secret Access Key ) o
projectld IREID, JKENGEES W SRENIREID,

loTDARegion.C

ISR AEELRIRER SR, SRIYIEMFESRILAIS

N_NORTH_4 ERIX1s, 7ESDKIXAGIoTDARegion.javatE2EN .
EalLAEES & EEELHRRSIEREZIR, XIgEFR, Xi
FNRIFTD RN XR, BEALSHEESEMXIIRIET =,

REGION_ID MRE Fig—, BES"cn-east-3"; MNREALZ=M, EES" "cn-
north-4";30R 2%/ M, 1BIES"cn-south-4"

ENDPOINT BEEH SN 2N REN eI FEE “NEAN” /Y
httpsz A\ttt

(0 AR

MBRBRESHFANERESESEEATIavaREFRTHEE (Java SDK) .

2.2 N Python SDK {EFfSFa

PIEXRF &1 PythoniE S AN FAMISDKI AR E(ERE . ANXNMERABM Python SDK
HZRMEE, R{EAPython SDKIERRABMIAPIEYRE .

SDK JRENFNZ %
ZEPython AR R
ihiEPythonEM, THFFIRIFIPLEPythonFFAIRE,

SRR 1.0
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https://support.huaweicloud.com/intl/zh-cn/usermanual-ca/ca_01_0003.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_1001.html
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/tree/master/services/iotda/src/main/java/com/huaweicloud/sdk/iotda/v5/region/IoTDARegion.java
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section0
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/blob/master/README_CN.md
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://www.python.org/downloads

EEEIN
SDK &%

2 N FAMI SDK

1=
a4

g

(e mNt]

2

%3

(1] 588
459 =RIFM Python SDK 3235 Python3 L AR .
Z¥pipTH
BiElpipEM, THFZIHAZEpipTHE,
Z%EPython SDK
PITU TS TREEN=Python SDKIZUELURIEXRIRSS E

# Lt
pip install huaweicloudsdkcore

# ZEIoTDARRSS =
pip install huaweicloudsdkiotda

R

LUEREaR&IIFREO G, IUTREREIaERERERPython SDKINEERLE:
BIEIAILE

B2 10 TDAClientSLHIFHHIIE1L .

SEFMLIBERITR o

EREaREIEEO.

import os

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcore.region.region import Region

from huaweicloudsdkiotda.v5 import *

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcore.auth.credentials import DerivedCredentials

if _name__=="_main__":

#iﬁ)\{i%IEﬁﬁi\Jak*ﬂskE}%—%éMﬁﬁEjqﬂﬁ?ﬁkﬂ’ﬂfﬁémﬂﬁ, BNERENHHENETSPE TN, EHR®
¥, RIRLE;

#ZARBILLakFIsKIRFEREZEHRHE, BEITARGIEIESEARIMERISERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

ak = os.environ["HUAWEICLOUD_SDK_AK"]

sk = os.environ["HUAWEICLOUD_SDK_SK"]

project_id = "<YOUR PROJECTID>"

# region_id: $IRZE LiB—, BES"cn-east-3"; MRZEILREM, i5ES"cn-north-4"; TIRZELEE M, B
ES"cn-south-1"

region_id = "<YOUR REGION ID>"

# endpoint: BEEHEH" 2K REN " EFEEA U hEE" N AN fhttpsEEAIE

endpoint = "<YOUR ENDPOINT>"

# bEERR /R IvhR : EB1TEIERegion TR
REGION = Region(region_id, endpoint)

# BUERIANIE
# Bl3EBasicCredentialsSEFIFH#IMAL
credentials = BasicCredentials(ak, sk, project_id)

# fEhR /IR EERMTERE, EMiREMERECE" "with_derived predicate”

credentials.with_derived_predicate(DerivedCredentials.get_default_derived_predicate())

# Bt : 15%iFIoTDAClienthiRegiondS #l: .with_region(loTDARegion.CN_NORTH_4)
# kiR /R : EEFABTEERRegionXIR
# REBEEERIRSSLERKEE, BUARZEE: .with_http_config(HttpConfig(ignore_ssl_verification=True)) \
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SDK &% 2 [ZFEM SDK
client = loTDAClient.new_builder() \
.with_credentials(credentials) \
.with_region(REGION) \
.build()
try:
# EHNLIERIIR
request = ListDevicesRequest()
# AREaREIIFEEO
response = client.list_devices(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
B8H Lkl
ak RN =M SIHIDESRID (Access Key ID ) , IBELA=IES
& “BRYEIE > hinEE” REEEEINEEZ AK/SK, BZ
ERIEEENOER.
sk MR SRS ( Secret Access Key )
project_id IRHID, KEGEES N FKBIREID,
loTDARegion.C | iE&AEE ARV ENXIE, HaiIEXMESTILAL
N_NORTH_4 BRI, ESDK{iBiotda_region.pyIEEEN .
FmojLAEEH e L EESRRSEXIEER, KIEEFR, Xig
FILIED RN XR, BEARSEESEHRINZRT R
region_id WMRZLiB—, BEE"cn-east-3"; MRZIZEMN, BEE"cn-
north-4"; WNRZI2LER M, BIES"cn-south-4"
endpoint IBEEHEN 2N REN eI HEE AN /Y
httpsHz A\ttt .
-
BE

INEIREBNEZSFENERESESEEARTITAE Python REFEATES

( Python SDK) .

2.3 R FAMM.NET SDK {5FERS

YIEX M SR CHES AN BEMISDKIt A & (FERE . AXNMAMNAM NET SDKRYZR S
FECE, M{EA.NET SDKIEAMNBMAPIEIRE

SDK FREN %<

gzl

TR NETHAINES

iGIE.NETEN, TEFRIRPZRE NETHAIER,

SRR 1.0
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IRERN
SDK &%

2 N FAMI SDK

(AT
#3597 NET SDKERTF:
e .NET Framework 4.5 BRELI FERA,
e .NET Standard 2.0 RELL FiRZAS,
o C#4.0 RELIEIRAE,

S$D (FA NET CLI TEZRESDK

(AN

dotnet add package HuaweiCloud.SDK.Core
dotnet add package HuaweiCloud.SDK.IoTDA

e

LURREaR&SIFREO A, IATRBRAIEERERERNET SOKNEZLE:
BUERIAIE .

Bl#&BasicCredentialsSLBIFH IR o

SLHMLIERIIR

EREeREIIFREO.

using System;

using System.Collections.Generic;

using HuaweiCloud.SDK.Core;

using HuaweiCloud.SDK.Core.Auth;

using HuaweiCloud.SDK.IoTDA;

using HuaweiCloud.SDK.IoTDA.V5;

using HuaweiCloud.SDK.IoTDA.V5.Model;

namespace ListDevicesSolution
{
class Program
{
static void Main(string[] args)
{
var listDevicesRequest = ListDevices();
var res = JsonUtils.Serialize(listDevicesRequest.Result);
Console.WriteLine(res);

}

private static async Task<ListDevicesResponse> ListDevices()
{
[ INEBRIakFIskEEEEIR BT ERANZENGE, BNEREXHHENETEPEGFH, FH
IR, RREE;
/] BrflLAakFlskiRFEREZEF M, ETARGENEEERRERRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
var ak = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK",
EnvironmentVariableTarget.Machine);
var sk = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK",
EnvironmentVariableTarget.Machine);
const string projectld = "<YOUR PROJECTID>";
// region_id: ¥1RZE Ei8—, BES"cn-east-3"; MERILREM, EES"cn-north-4"; NIRRT
M, BES"cn-south-1"
const string regionld = "<YOUR REGION ID>";
// endpoint: EEEHSH" 2" REMN " EFEEAMIE hEE" NAMN" B httpsiE At
const string endpoint = "<YOUR ENDPOINT>";

/1 BIEINIE

var auth = new BasicCredentials(ak, sk, projectld);

[ tRERR/ R FEEERTER L, EitRiENRZERE

SRR 1.0
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auth.WithDerivedPredicate(BasicCredentials.DefaultDerivedPredicate);

var config = HttpConfig.GetDefaultConfig();
config.IgnoreSslVerification = false;
// CUZ2I0TDAClientSLEIFH R
var client = loTDAAsyncClient.NewBuilder()
\WithCredential(auth)
\WithHttpConfig(config)
[ tREERR /R E R 1TEEregion
\WithRegion(new Region(regionld, endpoint))
/] EHRREEFIEAIA 1oTDARegionHfiregionitsR
// WithRegion(loTDARegion.CN_NORTH_4)
// net framework AR 3ziFfEgetigRLFHHcontent-type
/| BEERERRESSLIEPEE, AR
// WithHttpConfig(new
HttpConfig().WithlgnoreBodyForGetRequest(true).WithlgnoreSsl|Verification(true))

Build();

1 EFUGIBRIIR

var req = new ListDevicesRequest

{
Y

try
{

/| EREaRESIREO
var resp =await client.ListDevicesAsync(req);
Console.WriteLine(resp.GetHttpStatusCode());

return resp;

}

catch (RequestTimeoutException requestTimeoutException)

{

Console.WriteLine(requestTimeoutException.ErrorMessage);

catch (ServiceResponseException clientRequestException)

{

Console.WriteLine(clientRequestException.HttpStatusCode);
Console.WriteLine(clientRequestException.ErrorCode);
Console.WriteLine(clientRequestException.ErrorMsg);

catch (ConnectionException connectionException)

{

Console.WriteLine(connectionException.ErrorMessage);

}

return new ListDevicesResponse();

152AA

WA RKSIHEZESBID (Access Key ID) , IBEEARE
& “BIEIE > i5a%8 " RE LEIEINEEEN AK/SK, BES
;lu\lﬁéglﬁlﬁjggﬂ )

sk

BV A= STLEZEAZE ( Secret Access Key ) o

loTDARegion.C
N_NORTH_4

IBERAEEINIREANFESNXE, SaMEAMNFES RIS
BRI, ESDKLIBloTDARegion.csHEEEN o

ERILEEH G LERLRRSAERESZR, KIgER, Xig
FLIRTRENXR, BASRESEHRNERET S

.
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IREEEN
SDK 2% 2 M A3 SDK

BE

IMEERNESFRNERESIFSEENT Net REFATEE (.NET SDK) .

2.4 WM Go SDK £35S

YIEX I SR GoIE S AN FBMISDKIt AL Z(FERE . AXNAMNAM Go SDKAIZRE
EcE, R{EMHGo SDKIEAEREMAPIEIZRAE

SDK 3RENFNZ%E
FE,1 LRGoFRIFMR,
BIEIGOEM, TEHFHRIRIALEGOFAINE.
AR
R = Go SDK ¥ Go 1.14 RLAERRA,
2 LREIRGoE

go get github.com/huaweicloud/huaweicloud-sdk-go-v3

SRR3R

go get github.com/json-iterator/go

e

LiEAEang&sIEEO R, IITREBRGIRERERERGo SDKIEELE:
ST BEERIAIE,
£ BlIZIoTDAClientSEFIFHAIAK .
T3 LAMLIBRIIR,
SB4 BAREeREYIERO.
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
/] tEERR/ B RIEER  "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region"
// EhthRiE{ER"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region"
//"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
iotda "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/model"

)

func main() {
" 1/ %){\iftﬁﬁgﬂ’ﬂak*ﬂskéﬁ—%ﬂﬁﬁgEF'ﬁ?EjCE'\Ei@RLBﬁ, ENEREXHHENRTENENGFH, FRHIS
ER, TRRES;
/] ARBIAakFIskRFEMB T EF 0, ETARPIRIESEAIMEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
ak := os.Getenv("HUAWEICLOUD_SDK_AK")
sk := o0s.Getenv("HUAWEICLOUD_SDK_SK")

projectld := "<YOUR PROJECTID>"
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// regionIDFlendpointFFArERRE I MR B 176 region, EREAREIMIER

// region_id: WRRE Fi§—, {BEES"cn-east-3"; WRIILZEI, EHES"cn-north-4"; WME2LER M, B
ES"cn-south-1"

regionld := "<YOUR REGION ID>"

// endpoint: BEEHSN"SE"REN " EERALBN"FEE" R BN " f9httpsiE A itbht

endpoint := "<YOUR ENDPOINT>"

/] BEEINIE
auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
/] IR AREREESERTESE, EhRiEHERZECE" "WithDerivedPredicate"
WithDerivedPredicate(auth.GetDefaultDerivedPredicate()).
Build()

// BEZ10TDAClientSLHIF#IEAK
client := iotda.NewloTDAClient(
iotda.loTDAClientBuilder().
/] tRERR /I R E R TR region, EithREEFIoTDARegionHiregion IR
WithRegion(region.NewRegion(regionld, endpoint)).
// WithRegion(region.CN_NORTH_4).
WithCredential(auth).
/| EEERRBRESSLIEBREE, BAFRBEE
// WithHttpConfig(config.DefaultHttpConfig().WithlgnoreSSLVerification(true)).
Build())
/] SEFUEERITSR
request := &model.ListDevicesRequest{}
/] AREEgEYIEEO

response, err := client.ListDevices(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
2% Lzl
ak BRI A=K SIHAZSAID (Access Key ID) o iBFEEATIEH

8 “FRVEIE > ipaER” RE LEIEERERI AK/SK, B
ERIREEHIIEH.

sk BRI SHZEIRDZESE ( Secret Access Key )

loTDARegion.C | iE&H NG IHERIMIEMFEERNXIE, SaiIEXMESTILAL
N_NORTH_4 B, ESDKLHBregion.goh 22 EN .

Ea LRSS LEEHRRSAEXESAIR, XIgEFR, Xi
NRFTRAINXR, BERLSBESEMRIIRIET =,

.

BE

IﬁEi&ﬁ%&@%ﬁéﬁﬂE’\Jﬁﬁﬁ?‘aﬂ%i%%%iﬁ?ﬂﬁﬁﬁ% Go MHFFRTEE (Go
SDK ) .
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IREEN
SDK &%

2 N FAMI SDK

2.5 N M Node.js SDK i8R

YIEX S E12HNode jSIESRIN FAMISDKIEFFEEFER . ANXNBRNAM Node.js
SDKIYZL NS, K{EMNode.js SDKIEFRRBMIAPIFIRE] .

SDK 3REXFIZ %<

gz

(e =rN]

gz
S£IR2
SER3
$ER4

Z2#ENode jsFFRIMS .,
ihiaiNode jsEM, THFFRIHAZENode j[sFAIRE,
(MARIY:
7= Node.js SDK 3% Node 10.16.1 LA ERRA
LM

npm install @huaweicloud/huaweicloud-sdk-core
npm install @huaweicloud/huaweicloud-sdk-iotda

e R

LURREaR&IIFRZEO NG, IITRBRREIEERRMERNde js SDKIEZLE:
BIERIAIIE

B0 TDAClientSLHIFHAIIAML -

SCHNLIERIIR .

EREaREIFREO.

const core = require('@huaweicloud/huaweicloud-sdk-core');
const iotda = require("@huaweicloud/huaweicloud-sdk-iotda");
/é %\iﬁg HakiIskEIESRUCHEHPERANZENG, BNEREXHHENRTETENGFH, FRINEE,
HiREZE;
/] BrBILAakFIskiRFEMB R EF 6, ETARGRIEEEAMIKEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
const ak = process.env.HUAWEICLOUD_SDK_AK;
const sk = process.env.HUAWEICLOUD_SDK_SK;
// endpoint: BERFIEN"SE"REN " FERAMN HEE “NAM” AShttpsEE ML,
// const endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";
const endpoint = "<YOUR ENDPOINT>";
const project_id = "<YOUR PROJECT_ID>";
// region_id: SNRZ _Li8—, BES"cn-east-3"; MERILFEN, EES"cn-north-4" AR 2R, BES
"cn-south-1"
const region_id = "<YOUR REGION_ID>";
// EeEHS AR S IRIERIGIE ( ATk )
process.env.NODE_TLS_REJECT_UNAUTHORIZED = "0"
// BUIEBIAIE
const credentials = new core.BasicCredentials()
.withAk(ak)
.withSk(sk)
/] AR/ AR B ERITEE L, ERthRiSMERECE "withDerivedPredicate"
.withDerivedPredicate(core.BasicCredentials.getDefaultDerivedPredicate)
.withProjectld(project_id)
// BUE210TDAClientSEFIFHFIIAIL
const client = iotda.loTDAClient.newBuilder()
.withCredential(credentials)
.withEndpoint(endpoint)
.withRegion(new core.Region(region_id, endpoint))
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.build();
/] SEFULERITSR
const request = new iotda.ListDevicesRequest();
// EREaRETIEEO

const result = client.listDevices(request);
result.then(result => {

console.log("JSON.stringify(result)::" + JSON.stringify(result));
}).catch(ex => {

console.log("exception:" + JSON.stringify(ex));

ok
85 15488
ak BRI ZKEHIEIZEID (Access Key ID) ., BEE AT
& “BRVEIE > hinEE” RELEEIEINEEEN AK/SK, B
ERIEEEIHOEH,
sk B AR SHEILITESE ( Secret Access Key ) o
endpoint BERAEERDNEN RS FFIEXINZRIRT R
oL e LEESRRSIEXIEER, KIEEiR, Xig
MLIRT RN XR, BERSHESEXINZIRT =
project_id BERANEATRSAERE ID , {RIEEEERERIRBFRE
XigEEXIMAYIRE 1D
region_id WMRE LiE—, BEB"cn-east-3"; MREILZ=M, BES"cn-
north-4"ANRZ24EE M, BEE"cn-south-4"

.

BE

IMBIEE R BZIFHRERIESIESEENTHEE Node.js iEFEZTIES
( Node.js SDK) .

2.6 N FAMI PHP SDK {35FE}ERs

YIEX S PHPIESHIN FMISDKIEFF A& ER . AN BN PHP SDKAYZ
BEINRCE, REAPHP SDKIARREMAPIEIRE

SDK ZRENFN%&%=
S REPHPFF AN,
iGIEIPHPERN, THIHZIRBLRPHPTAIRE
(e

#59=PHP SDKZ3EPHP 5.6, PHP6. PHP7. PHP8ERZS, TEiEfTRIRIIMIT php --version 162
A1 Php AIRRAER, WNR%EE TPHPEMIESAINRA, iZ17PHP SDKATRERIREA
T2 ZEcomposer
curl -sS https://getcomposer.org/installer | php

FI3 LI&PHP SDK
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(e mN]

£
£HE2
£SR3
£

composer require huaweicloud/huaweicloud-sdk-php

5|\ Composer RIB NN 14

require 'path/to/vendor/autoload.php';

R

LURREEe&IIFREO 6, LITREREIRERRERPHP SOKIIEELE:
BIEIAILE

BlIZ2I0TDAClientSLHIFF#IIEM -

STHNLIERITR .

EREaREIFREO.

<?php
namespace HuaweiCloud\SDK\loTDA\V5\Model;
require_once "vendor/autoload.php";
use HuaweiCloud\SDK\Core\Auth\BasicCredentials;
use HuaweiCloud\SDK\Core\Http\HttpConfig;
use HuaweiCloud\SDK\Core\Auth\Credentials;
use HuaweiCloud\SDK\Core\Exceptions\ConnectionException;
use HuaweiCloud\SDK\Core\Exceptions\RequestTimeoutException;
use HuaweiCloud\SDK\Core\Exceptions\ServiceResponseException;
use HuaweiCloud\SDK\Core\Region\Region;
use HuaweiCloud\SDK\IoTDA\V5\loTDAClient;
/g &\iﬁg HakilskEIESRUCHEHPERANZENG, BNEREXHHENRTETENGFH, FRINEE,
RS,
/] BrBIAakFIskRFEMB R EF 6, ETARGRIEEEAMIKMEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
$ak = getenv('HUAWEICLOUD_SDK_AK");
$sk = getenv('HUAWEICLOUD_SDK_SK');
// endpoint: BEFFIEN"SE"REN " FERAML HEE “NAM” AShttpsEE ML,
// $endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";
$endpoint = "<YOUR ENDPOINT>";
$projectld = "<YOUR PROJECT_ID>";
// REGION_ID: #NR2 biE—, iBEE"n-east-3"; MRZALTN, 1BIES " "cn-north-4" MNR2LER M, BE
B"cn-south-1"
Sregionld = "<YOUR REGION ID>";
// BIEBIAIE
$credential = new BasicCredentials($ak,$sk,$projectld);
[/t VR RATAE S E, ERRiSHIAREIE "withDerivedPredicate"
$credential->withDerivedPredicate(Credentials::getDefaultDerivedPredicate());
/] EERAECE, BHIARSSImIERIIIE
$config = HttpConfig:getDefaultConfig();
$config->setlgnoreSs|Verification(true);
// BIZZI0TDAClientSLBIFHANIAK ( EBLABLE A& configR]AFRIN )
$client = loTDAClient::newBuilder(new loTDAClient)
->withHttpConfig($config)
->withEndpoint($endpoint)
->withCredentials($credential)
->withRegion(new Region($regionld, $endpoint))
->build();
/] EFULERITHR
$request = new ListDevicesRequest();
try {
/| BREEREIFREO
$response = $client->ListDevices($request);
} catch (ConnectionException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
} catch (RequestTimeoutException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
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} catch (ServiceResponseException $e) {
echo "\n";
echo $e->getHttpStatusCode(). "\n";
echo $e->getErrorCode() . "\n";
echo $e->getErrorMsg() . "\n";

}
echo "\n";
echo $response;
¥ 5Ae
ak B ZKEHIEIZBID (Access Key ID) ., iBEE TS
a8 “BIYEIE > 598" RE_ LEZINEEERT AK/SK, B
ERIBEERLIDER
sk B AR SHEIRIRESE ( Secret Access Key ) o
endpoint BRI AEE RN ENRIRSFAIEXIHARIFE TR .
TRl & LEESRIRSAAEREER, XIFEMR, Kig
MR RSN KR, BALRIBXMZRT .
projectld EEpaEA=RSAERE ID , RIEEBIRIERNINEFRE
XIfiEEXSMAIIRE 1D

.

22

IﬁEiJ)EEE&E%iiéEE’\Jﬁ%i“aﬁ%i%%%iﬁ?ﬂz_zﬁﬁ% PHP BR{4-FATHE (PHP
SDK ) .

2.7 R FAM C++ SDK {E3}5Rg

YIEX M SR CPPIESRIN BMISDKMALZE(FR . AXNMARNAM C++SDKAYZRE
FNECE, LAR{ERC++ SDKIBREMBMAPIAIRE

1 Linux %t &% SDK

LB FREURIRE .

1. FIRXLE=EREAEATSEANSERTAEPEERM, AInET
Debian/Ubuntuf9& %,
sudo apt-get install libcurl4-openssl-dev libboost-all-dev libssl-dev libcpprest-dev

2. spdlogBENERBHITRE,
git clone https://github.com/gabime/spdlog.git
cd spdlog
mkdir build
cd build
cmake -DCMAKE_POSITION_INDEPENDENT_CODE=ON .. // FBLA4RENASE make sudo make install

FI2 RERE
git clone https://github.com/huaweicloud/huaweicloud-sdk-cpp-v3.git
cd huaweicloud-sdk-cpp-v3
mkdir build
cd build
cmake .. make
sudo make install
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IRERN
SDK &%

2 N FEMI SDK

B EIRRIERS, C++ SDKZEBZRA “ Jusr/local” .

R

£ Windows &% &% SDK
1 LEEvepkgFHERAvVepkgLEEFREREE .

vepkg install curl cpprestsdk boost openssl spdlog

$IE2 (HEACLionE TR,

1.

2.
3.
4

L

8.

{FEFCLion¥TFrhuaweicloud-sdk-cpp-v3B=E.,

%2 “File > Settings” .

i%#E “Build > Execution > Deployment > CMake” ,
ECMake optionsHFIIALATECE -

-DCMAKE_TOOLCHAIN_FILE={your vcpkg install dir}/scripts/buildsystems/vcpkg.cmake
A#ECMakelLists.txtif#® “Load CMake Project” ,

AcEclionBFmR T REEEAIMSVC: FELE2.309CMakeBic ETTmEIEE Toolchain
Visual Studio, AREEIEIEMingwHEEt4RIFES (Windows & M&EimsvcdmiEss,
EEmMingwEEMIRFESERREFSIRE) . B, BRETLUERRIEL KA S
X4 2 DebugtEzlif ZReleaset&zt, &% Build TypeitiT FHIEEFRIAT

A& BARHRIZRAEFNF A windowsFESIFmIEARICPUZEM ( x64, x86)HY
sdk$EIZE M, BPOLIRBLIrE 2R TACE, B “Build > Execution,
Deployment > Toolchains” , #EArchitecturei®IRa] LA N Rk ST FAICPULE
.

ERE “Build” FHIAHmIE, fmiRERSEclionizHl&#HTHIEN,

224t C++ SDK, FRiR5EREEIR “Build > Install” , =S, C++ SDKEZEBRH
“C:\Program File (x86)\huaweicloud-sdk-cpp-v3” .

et

LiEREaiREIIFEEO G, IUTRERMIaERRERCH SDKIIEELE:
BIEIAILE

B0 TDAClientSTHIFHIIE1IL .

SLHHLIERITR o

EREaREIFREO.

#include <cstdio>

#include <iostream>

#include <huaweicloud/core/exception/Exceptions.h>
#include <huaweicloud/core/Client.h>

#include <huaweicloud/iotda/v5/loTDAClient.h>

using namespace HuaweiCloud::Sdk;

using namespace HuaweiCloud::Sdk::Core;

using namespace HuaweiCloud::Sdk::Core::Utils;
using namespace HuaweiCloud::Sdk::Core::Exception;
using namespace HuaweiCloud::Sdk::lotda::V5;

using namespace HuaweiCloud::Sdk::lotda::V5::Model;
using namespace std;

int main(void)

SRR 1.0
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// region_id: WRRE Fi§—, {BEES"cn-east-3"; WRIILZEI, EES"cn-north-4" RIS M, 15
E5"cn-south-1"
std::string regionld = "<YOUR REGION ID>";
std::string projectld = "<YOUR PROJECTID>";
// ENDPOINT: ETEEHIGR" SR REN " FEEA MU FEE “NAN” A9httpsBEAIILL .
std::string endpoint = "<YOUR ENDPOINT>";
std::string ak;
std::string sk;
#if defined (WIN32) || defined(__WIN32_) || defined(_WIN32) || defined(_MSC_VER)
ak = getenv("HUAWEICLOUD_SDK_AK");
sk = getenv("HUAWEICLOUD_SDK_SK");
#elif defined(linux) || defined(__linux) || defined(__linux__)
char* envVar;
#define INIT_ENV_VAR(ID, NAME) \
do { \
if (envVar = secure_getenv(#NAME)) { \
ID = std:string(envVar); \

} \
} while (0)
INIT_ENV_VAR(ak, HUAWEICLOUD_SDK_AK);
INIT_ENV_VAR(sk, HUAWEICLOUD_SDK_SK);
#undef INIT_ENV_VAR
#endif

auto basicCredentials = std::make_unique<BasicCredentials>();
/] ¥R RIS FERATEE L, ERARMIBRIZH
basicCredentials->setDerivedPredicate (Constants::DEFAULT_DERIVED_PREDICATE);
basicCredentials->withAk(ak)
.withSk(sk)
.withProjectld(projectld);
auto client = HuaweiCloud::Sdk::lotda::V5::loTDAClient::newBuilder()
.withCredentials(std::unique_ptr<Credentials>(basicCredentials.release()))
.withRegion(Region(regionld, endpoint))
build();
// Initialize request parameters
HuaweiCloud::Sdk::lotda::V5::Model::ListDevicesRequest request =
HuaweiCloud::Sdk::lotda::V5::Model:ListDevicesRequest();
try {
std::string stringValue;
std:cout << ListDevice << std:endl;
/] BREEEEYIEEO
std::shared_ptr<HuaweiCloud::Sdk::lotda::V5::Model::ListDevicesResponse> listRes =
client->listDevices(request);
std::cout << listRes->getHttpBody() << std::endl;
} catch (HostUnreachableException& e) { // handle exception
std::cout << e.what() << std::endl;
} catch (SslHandShakeException& e) {
std::cout << e.what() << std::endl;
} catch (RetryOutageException& e) {
std::cout << e.what() << std::endl;
} catch (CallTimeoutException& e) {
std::cout << e.what() << std::endl;
} catch (ServiceResponseException& e) {
std::cout << "StatusCode: " << e.getStatusCode() << std:endl;
std::cout << "ErrorCode: " << e.getErrorCode() << std:endl;
std::cout << "ErrorMsg: " << e.getErrorMsg() << std::endl;
std::cout << "Requestld: " << e.getRequestld() << std:end|;

}
return 0O;
}
TES MEREERELnuxRFRIE T, B85 LA A Eliotda_test.cpp. ABRHATINIT
e

$ g++ -0 iotda_test iotda_test.cpp --std=c++14 -liotda_v5 -lcore -lcrypto -lboost_system -lcpprest
$ ./iotda_test
# FhaBRLIREiTERS

SCASHRA 1.0 RIS © AT ERABRAT 18
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NBIFEFEWindowsERF MEHcmakeskBIETIE, NMFEETECMakelists.txt 5|\
sdk core@ RS BRIEXMKES . ATLASE THEAICMakeLists.txt {4

cmake_minimum_required (VERSION 3.16)
project(demo)

find_package(CURL REQUIRED)
set(CMAKE_CXX_STANDARD 14)

set(LINK_DIR "C:/Program Files (x86)/huaweicloud_cpp_sdk_v3/bin;")

set(BIN_DIR "C:/Program Files (x86)/huaweicloud_cpp_sdk_v3/lib;")

set(SERVICE_DIR "C:/Program Files (x86)/huaweicloud_cpp_sdk_v3/include;")
set(CMAKE_CXX_FLAGS "${CMAKE_CXX_FLAGS} -DBOOST_UUID_FORCE_AUTO_LINK")

link_directories(${BIN_DIR})
include_directories(${SERVICE_DIR})
add_compile_options("$<$<C_COMPILER_ID:MSVC>:/utf-8>")
add_compile_options("$<$<CXX_COMPILER_ID:MSVC>:/utf-8>")

add_executable(demo main.cpp)
target_link_libraries(demo PUBLIC core iotda_v5)

R

BE

IﬁEiJ)EﬁEXZE%ﬁEéEE’\Jﬁﬁﬁ?‘aﬁ%i%%%iﬁ?ﬂz_zﬁﬁ% C++ RHARTES (C++
SDK ) .
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1288l SDK

3.1 1271l 10T Device SDK 1}48

NTEIMZERREZZIEMFES, LHRHTIREM T Device SDK, 7#F
TCP/IPHMMAS IR BB EERLIR ZMIoT Device SDKE, Al EESYENESEBE., &
TETCP/IPHMYARHIIE S, HIMNIEFIRE . ZigBeelR B EEEF MR FHIEHE
KEVEMES, AT HEEREEMIZZM 0T Device SDK,
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$HEHE
B /Bt EE
2
OTAFHER (AR
EEIEN 2=R/oT
Device
SDK)
EEYTOPICHE
NN
iﬁ%h‘%)\ﬁﬁ, FelErF=m (ETEE St E AR N BNAPIEO6IE
[u]] o
2. FmeliEstE, FFmeE (AETERaFME MR E(FRNENAPIE
iEMEE ) -
3. IREFIMTREE, KEEPRELINER/EBMLIR. BKisS/EHE/EE. OTA
A& BENXTOPIC, ZimiEAN (#8XDemo ) FINEE,
FERMETRMSDK, BilzaXalinTE:
SDK#hk SDKEERIFSR SDKSZHFHI4DEXRY
BN
loT Device mEIEE . FEEENRBAIEBRANIZSE, fl | MQTT
SDK WK, KEEE,
loT Device HEXIIFE. FiE. TERRETZIRGE | LWM2M over
SDK Tiny Kimgtg, FINER. &4E, CoAP. MQTT
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SHENRBAEEHEK
SDK&EFR RAM | FLASHZ | CPUSTiR | B{FRSHE FFEiE=
B2 =
loT Device >4MB | > 2MB > 200MHZ | Chk (Linux) . C.
SDK Javah® ( Linux/ Java.
Windows ) . C#hk | C#.
(Windows ) . Android
Androidkiz . Go
( Android ) . Go
#HXkR ( Linux/
Windows/2&
unix ) .
OpenHarmonyhR
( OpenHarmony )
loT Device > 32KB | > 128KB | > 100MHZ | i&#Z 7 LiteOS/ C
SDK Tiny LINUX/MACQOS/
freertos, BJLAEIE
{BEISDKFRIEHE
fthIrts .
EIFE AFFHESDK
HFENEFHESDK
* Bf%#5Java Python Php
* EEERIENode.js C#
E=RHYBERES
SEMEZFESDKERSITS
Device SDK TinyBFitE8E a5 Device SDKBFitE s IaATEaSESFHERRE
e = @
TR HERE ZEHAM
Device SDK Tiny Device SDK
* TIFMQTTHNY, 12U EMCoAPHRN, IFEMSILH * TRFMQTT(E) . HTTPSHRY
® S5 wM2MIEERT £ 9SSR SREEE o REEEE
* BEHDTIS/TLSSSEEHRL *ZETR
® ZiSFOTA, SOTA S ZEIIELR
® Sftthootstraplilas, FSclient. server. factory =FHER * FRESEYN (FERFRERS)
o iiCER » FHERIE LE
:;;%f?: CiEs. o
 FEERISSTiS Android/Node,s/Python/10S
FYHSDKfERtER, BE&%:
o %Ml loT Device C{EAIEE
o 188l loT Device Java SDK{EFBHSRa
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o iZ#fl loT Device C# SDK{HFRIER
o 157 loT Device Android SDK{EFRISRE
o 5%l loT Device Go SDK{EFIISED
e iR%EMl loT Device C for SDK Tiny{$EF{Sra
o %Ml loT Device Python SDKf{&EFISRS
SDKEEINREEMN, 555!
% 3-1 SDK = ZEInRER
TEThE C Java | C# Andr | GO pyth |C ArkT
oid on Tiny |S
Bt iR v v v v v v v v
HELR. T |V v v v v v v v
.2
EHER. T |V v v v v v v x
.2
weTE. I |V v v v v v v v
Wi
IR v v v v v v v v
OTAFR v v v v v v v x
bootstrap v v v v v v v x
ASIEIEE v v v v v v v x
WMESFRE |V v v v v v v x
B
iRURNEIE | x v x x x Vv x
TFESSH v x v x x x x x
SEGN Vv x v x x x x x
mWnTelBE |V x v x x x x x
(2% )
M2MIf&E Vv x x x x x x
ISR Vv v v x v x x
tHX FAQ
=& MISDKAEEEER
imliR S EE R KIBIR
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3.2 188 M 1oT Device Java SDK {HISRES

3.2.1 BRiEs | H
mvn 5|8

<dependencies>
<dependency>
<groupld>com.huaweicloud</groupld>
<artifactld>iot-device-sdk-java</artifactld>
<version>1.2.2</version>
</dependency>
</dependencies>

TETBIREN A2 JmiE
1. FERFBEK: BELLEIDK (MxA1.8LAL ) Flmaven,
2. ipOSDKTREIRME, T#SDK, BANIREESIUTFIE:

#%  iot-bridge-demo
iot-bridge-sample-tcp-protocol
iot-bridge-sdk
iot-device-code-generatar
iot-device-demao

iot-device-sdk-java

< R R~ .

iot-gateway-demao

- iot-device-sdk-java: sdkf{#3.

- iot-device-demo: EBEEREAIdemoftis,

- iot-gateway-demo: MIXig#ZHIdemolti.,

- iot-bridge-sdk: M#FAYsdk{tAD o

- iot-bridge-demo: M#fHIdemoftis, FARERUNIEtcpIRBIFIERIFS
- iot-bridge-sample-tcp-protocol: FigF{EAtcptMEZRIFTAIEG

- iot-device-code-generator: ZFIBLERMEE, TLMRIEFRIEEEER
R,
3. PRIFLRE: HAZISDKIRER, #fTmvn install,

3.2.2 {EEAIREA

B
huaweicloud-iot-device-sdk-javaiR g FIEN LN =0 THIEX M S a9 avahiR A HY
SDK, IRHigEfIFazaEiees, URESEERS. MXRS . OTAZSHRIRS, FF
B dEMinSRM T EERdemotiS, loTIREF AEFASDKEILAAKBIHFA
BHE, RRIEATES.

SCASHRA 1.0 IRBFRE © AT BRABRAT 24

(2025-09-09)


https://github.com/huaweicloud/huaweicloud-iot-device-sdk-java
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RSB 5 Ae

Z 3-2 javaSDK hRASE#ri AR
MRAs | TEERE | HBE
=
122 | {ifkIhee | 1B BENESE, (FERSLFAISLIHEESRIERE

121 | Fri8INAE | OTARRSHISM AT, imERN

120 | #higIhEE | FIEZthX. EZEEEL. OBSHKEINEE

INEeEtSs® | 1. BootstrapClientf@ia 5 ENFEBRCAIER S XMW, &
BRERERNERE;

2. E#Samplesdfica.jks hEEFEZXIGLHIZEMIES
RIFRENEECAIEBRBER SE;

3. BEDHERIR;

4. pahoFtg;

5. (S BEEIE KA EEABEIN R

11.2 | INEeiEse | IBURIENREERE. B BregionfAIERIHEE

1.0.1 | FINEE EnpRtiTiREO .. BURES LIREOSE

1.00 |Ingetgsae | 1. (EBXGEAV3IREOZE

2. MXRIFHFFREINE

3. EEIALTtopiciYqos. (B EIEM TN ETER . 12
I EEIERTE)

0.8.0 |IhgetEiE | FIEHRAMEANIEE (iot-mgtts.cn-
north-4.myhuaweicloud.com ) FIRIEH

MRigHFEAEESZ (iot-acc.cn-
north-4.myhuaweicloud.com ) &N, 1&5{EF v0.6.05% LA T hix
ZNRISDK

0.6.0 |IffetEss | FEROTAIRSBERAT; =Emd

0.5.0 | F#MEINEE | REXIBRENTYEAMNFESRES, HERPEIHEN. RS
B, wS TAFUSTR

3.2.3 BREEAN

ellfEad

7377‘5@171553, RHT—MERRY T mIRE, RS CIRREE. BE. 2E.
RE . EXIFMRIRERS . LUERAA, FIGHEE LR, Bit LikEI8E.

B PHARFBRANRS, BE ‘EEEHE EANRSENESEGS, EBEENX, £5
SEHIREHEN.

H
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S22 BEAMNSHE: ‘FR7 , BEREANN “eE~m” .

3-1 ~m-elEr m

<

$]3 RENHRTESSH, ARRE “HE™ TR mAIeIE,

EXER

PIERRT | FaBEmBHtIZRRABERARTREZE T . WFEHEEEM

] RF=ET, MOEERERIRIRETIE . NEFNAIRFE=E, 5
S EIRZE.

FE AR BEX. IFFE. #F. T (1) « EFF () BF/HES

XEER BEE “MQTT”

Rl gEF “JISON”

IREEEE | IR BEMEER

7
IREHRE 1S “smokeDetector”
RS
F=&nlD TEE
EREg | BRELEEUES.
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3-2 BB m-MQTT

>
ElE
* FiEEE=AE (@ v
WEMEHEEESE, SalaiESaaiirEsE
* FranErr
TR (D) MQTT v
= FaEtEs (@ JSON v
«EEEE ()
SHREE A FESIProductlD | EiZEE
’ =20
et
01128 4
(= )
FErmiEs
$E1 BETHRFEiER smokeDetector, FREU=SREEI .
£E2 HEIERRm, BEFmEATmIFRR.
$|3 ®F ‘BEAMERT MK, BE  LERENMT , EE1RERIT mIRE
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TR E
B2

3-3 Fm- EEF miRE

isiRR

:::::

mEEE o

R

EEREAMSH= “IRE > FIEIRE” , 8& “1FHRE”

B2 RENERTEEERESH, ARRE “HE” .

IRV

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

1. ZFREMEAME, AIEESIGRT “2% > BAER H8EE.
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HE iR

3.

3-4 EANEE-REM MQTT ZEAthiE

< (= e

== BEREMES  JamTEEEEsE

e

EINE] X
SERNHI, FHEINAGBISEAHENRESE WRRESEN | BEREEA
@ ET=2=5, CoAP/COAPS R MHIEEPING

Ay Az HEAMRY (0. At BEE
S

< < < (K

HTTPS (443) st1.iotda-app.cn-north-4.

ZFesia]

3%z 2N AMQPS (5671) fotda-app.cn-north-4.
PRI

(3889) 1 t1.Jolda-app.cn-north-4.
AR MQTTS (585

TeIERED

G &8 06

CoAPS (5684)
SRt (5683)
¥

1.fotda-coaps.cn-north-...
PR

B MQTTS (8883)
EEEA

(1883) otda-device.cn-north... e
SAREGE B SEMBER S

MQTT over WebSocke

HTTPS (443) 1.iotda-device.cn-north.

EHhEER © & > 53

MASEIEES, QRSN BES\OHHSSNRIIEED. 29,
LR hERBMIR B ITEIEE , SR A sl /Al SISEIRTS B, ssly//IPHELL:
#os

/] SRBGIEBIRE: IifiotFarIcalE, HITIRS RN, EMAsdkEAIARICa jksEPAT,

URL resource = MessageSample.class.getClassLoader().getResource("ca.jks");
File file = new File(resource.getPath());

//fEaN#Eiot-device-demo3Zf4 MessageSample.javafIEMLA TS
loTDevice device = new loTDevice("ssl:// &5 5-8883",
"5e06bfee334dd4f33759f5b3_demo", " mysecret", file);

AR
PSRRI DRI S I FEIE AR A ER

EIOERE . BARInigEO, 1ZEOSEEFR, NRENEEMIISIRE,
if (device.init() !=0) {
return;

}
WNRIERE R INFSHTED
2023-07-17 17:22:59 INFO MgttConnection:105 - Mqtt client connected. address :ssl:// & 1558883
Sl FERERNE, ATUFSERREHITES. AT Device BY
getClientiZREURBEEFin, EFIRRETEE. B, dadFETEO,

v P FIE

ikl

SDKERMAIRIETAEIETNRE, XA device.init()g, BHTFMERIEE. WNEARA
K. FEEMFERES, SEEEEAY, sEESEMPREE.

HE LikZ2iEREOFa LiRER.

MdevicedP3RENZE Fir, EFIoTDevicefYgetClientizOBIATRENEIZ= i o

ARAZEFixRreportDeviceMessageiZ [k HIRIRFIEHE . £MessageSampleiX
MolFhEERE EIRIBER
while (true) {

device.getClient().reportDeviceMessage (new DeviceMessage("hello"), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportDeviceMessage ok");

SRR 1.0
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}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportDeviceMessage fail: " + var2);
}
bk

[/ LIRBEX opicER, FRFEHLEFAEERE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");
}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);

b

Thread.sleep(5000);
}
3. f{&XMessageSamplezEfImainiR#l, BiEBCHISESHEIET
MessageSamplezt, EFHTITEIEEUTRATUERTREE LIRAAIN.
2024-04-16 16:43:11 INFO MessageSample:98 - reportDeviceMessage ok

4. ERBENEHG, &R 8% > AT -EEREREAEL,

& 3-5 IRBIIR-IRBEL

< &9

i
B

FEiRE smesenz emmes | omsas

i e O w80 O BT O FeE O om0 L

amEs o=

5 EEMNIRE, BE R, EREFRREEMREHERER.

3'6 5%:%&&&:%'%@5%:%&&&%
10TDAZE | BEETE /1 RIS
{ =vie . eheesens @

BEEE FWIETHR E= a5 BENT THERE BERE FRE S

MBS HES, M L . TEES
FERSRASSHE. FRES, ENEREESR, ToR  SuHS R

6. EEHEIRE, WATFaRAKREIREHRR.

AH
HRIRIESE—EMER, MRRBEIME, BFEERF.
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& device_sdk_java iHBIRER

3-7 HEIRIR-&

WESE & WisiEs © EFME & BERS & B

FaLHEROEE LR 10TDA hax 191722 GIT+08.00 oy

1oTDA ha 19:7:22 GMT+08:00 omy =5
10TDA has recet 19:47:21 GMT+08:00 o
10TDA has recet 19:47:21 GMT+08:00 LL:0)

10TDA hax 19:17:18 GMT+08.00 [)22)

10TDA hax 19:47:17 GMT+08.00 o =]

EEETE FlHERORE L 10TDA has recai 194717 GIT+08:00 oy
EEETE FalHEROEE LR 1oTDA has recei 19:47:16 GMT+08:00 omy =5

1oTDA has recet 19:47:12 GMT+08:00 oy

BEETFE FaLBAENHRE LR 10TDA has recsi 19:47:12 GMT+08:00 LL:0)

Rt LR

1. $JFFPropertySamplezt, XMEIlFHEERAI EiRalarm. temperature,
humidity. smokeConcentrationiXP{NEis

//ER EiREMH
while (true) {

Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[ARRRIE RIS BRIt

json.put("alarm", 1);

json.put("temperature", rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");//servicel| dEF ISR —F

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {

log.info("pubMessage success" );

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
D

Thread.sleep(10000);
}
}
2. {B&PropertySamplefImainREEEIZiz TPropertySampleZk, EEHEITENE
BUTRENERREM LRI

2024-04-17 15:38:38 INFO PropertySample:144 - pubMessage success

3. AFaRSFFEREULUEI&EHR LRNEILE.
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[ 3-8 &AL E1R

BT
mmsome )

SIFEHE: 2024108729 10:5609 GMT+08:00
.............

alarm temperature humidity smokeConcentration
mperatur i

1 55.435158 51.950867 43.89913

1. JARERFixAYsetPropertyListener5iARIRE B I4EIEREO . EPropertySample
XANMpIFF, LT BEESEO.

- SREME: ST alarmBHRNSRE, EttEER TSR,
- IEEME: BRI ERRERORIUHTHE.

device.getClient().setPropertyListener(new PropertyListener() {

[EEEY

@Override

public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
// i@Hservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

/] BHEE
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}

[ {ER A MBI BB

device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);
}

Ik

*RMREIEEN ., SEGET, BFRALBEBRNESIZRES T, WEOAEELH,

*(BNMREFEEZIFMNSEIMNEEN, WEESLHItEO,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));
});}
ARy
1. BEEEOEEEArespondPropsGetflrespondPropsSetiE 3k _HRIBIELER
2. MBEEAZIFFAENENEEIE, onPropertiesGetiZORLAZSSCH]
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2. i&{7PropertySamplezk, AEHEFE LIRETFREBEESFlalarmBIEEN,

3-9 IRBEF-BE alarm Bl

10TOAR Y | EREE | S

< - - - - = 0 0 e

[ s e w28 © =

3. alarmEHEE%E0,

3-10 iRE R F-BMECE alarm
10TDAS | BEEE | BEEE

| eain,  Senae e Seesne @

REER HWETHR =& BEHT THRRE RESE FEE s

EEEAESASSEEIARET. B
SOEEEN, GRPT R RERr K HnEeE: AR RIEEE

= :
0 REEEAEL TSRS, AEhETES.

BES v B HEE @
BS =3 HEE

smokeDetactor alarm
smokeDetector alarm

smokeConcentra
temperature (ms )
(Cm )

humidity

4. BARSNAEE, FRBWEIBMRE, alarmBEXH0.

3-11 ERRMIRE

INFO MgttConnection:66 - messageArrived topic = $oc/devices; _demo/sys/properties/set/reque
INFO PropertySample:53 - OnPropertiesSet, serviceld = smokeDetector

INFO PropertySample:57 - property name = alarm

INFO PropertySample:58 - set property value = d

IRERCRITRARRKTFE TGS, EREEOE, FENGOHTLE, 7
LR .

1. fECommandSamplefflFsLI T ap SRR, WERIGSBOHITITED, AEE
FArespondCommand_E3gNmAY ,
device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName,
Map<String, Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());

[
[ RE A SR

device.getClient().respondCommand(requestld, new CommandRsp(0));

hk
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2. E}RLUCommandSamplex, REEFELTAEDS, mdHTserviceldiE
smokeDetector. ap<$BiHringAlarm. S#Ersduration 9Z£020,

3. EERAT, BARSWEIGSH LR TN,

& 3-12 EE%EEHA)

INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/commands/request_id=4, msg = {"paras”:{"duration":2@},"service_id":"smo
INFO CommandSample:62 - on serviceld = smokeDetector

ringAlarm

INFO CommandSample:64 - onCommand, paras = {duration=20)

INFO MgttConnection:213 - publish message topic = $oc/devices/test_testDevice/sys/commands/response/request_id=4, msg = {"paras”:null,"result_code":0,"

3.2.4 (FRCIE &R
B

SDK?mﬁiTiﬁ KBEMSE, TETFHSDKER. AR REEIRMH=MERE, 7

BEERIE R ERBIESR . R4S LEIMR SR JSZ1¢, SRIEIHERIEEE AT
EAHE%, 4 RS N E‘_“Jserwcex, RBER—MEEESE, EmainRFPEIEREH
/355515[555& =k{§Jo

BAESER
1. ERAIERARE,

a. T#huaweicloud-iot- deV|ce sdkjavaliz, =48 fa i ANhuaweicloud-iot-
device-sdk-javaBRZH4T “mvn install”

3-13 JUTHwiFR<

huaweicloud iot device sdk project for java
iot-device-sdk-java ....

iot-device-demo ..

iot-bridge-sdk ...

iot-bridge-demo

iot-gateway-demo

iot-device-code-generator
iot- h|1dqe -sample-tcp-protocol

b. #ITERSEiot-device-code-generatorfitarget TR AT TjarE
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3-14 A T jar €

D:\git\huaweicloud-iot-device-sdk-java\iot-device-code-generator\target

Name Date modified
apidocs 6/16/2023 11:24 AM
classes 6/16/2023 11:24 AM
generated-sources B/16/2023 11:24 AM
Javadoc-bundle-options 6/16/2023 1124 AM
maven-archiver 6/16/2023 11:24 AM

ﬁj iot-device-code-generator-1.2.0jar 6/16/2023 11:24 AM

ﬁj iot-device-code-generator-1.2.0-javadoc..  6/16/2023 1124 AM
ﬁ iot-device-code-generator-1.2.0-sources...  6/16/2023 1124 AM
ﬁj iot-device-code-generator-1.2.0-with-de...  6/16/2023 11:24 AM

. BrmER R EFERIAN, ELIMEEIE “smokeDetector.zip” BEZEID
ﬁo

d. 5ESDKIRBESH, #4T “java -jar \iot-device-code-generator\target\iot-
device-code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .

3-15 PITRISERE S

Ps D:\git\huaweicloud-iot-device-sdk-java> java -\iot-device-code-generator\target\i
ot-device-code-generator-1.2.8-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:30:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h

uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic
e\demo\ smokeDetectorservice. java

2023-086-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic
loud-1iot-device-sdk-java\generated-demo

e. BEZFEhuaweicloud-iot-device-sdk-javaBF 24k generated-demo BN
BB INER -

3-16 ABLERLALTD

DA git\huaweicloud-iot-device-sdk-java\generated-demo

Mame

SrC
target
|| mvnw
mvnw.cmd
0 & pomxml

2. RERSITYERAES.

a. A4 “huaweicloud-iot-device-sdk-java\generated-demo” , #1717 “mvn
install” o
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PS D:\éit\huaweic1oud—iot—device—sdk—j va> cd .\generated-demo\
:\git\huaweicloud-iot-device-sdk-java\generated-demo> mvn install

]
] Total time: 4.386
INFO] Finished at: 2023-86-16T11:31:47+08:00

Ps D:\git\huaweicloud-iot- dEVILE 9dk ava\generated demo> dir target

Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target

Mode LastwriteTime Length Name

6/16/2023 : apidocs

6/16/2023 : classes

6/16/2023 = generated-sources

6/16/2023 £ javadoc-bundle-options

6/16/2023 c maven-archiver

6/16/2023 : 29924 jot-device-demo-ganerated-1.2.8-javado
c.jar

6/16/2023 c 6728 iot-device-demo-ganerated-1.2.0-source
s.jar

6/16/2023 c 11530020 iot-device-demo-ganerated-1.2.@-with-d
eps.jar

6/16/2023 11:31 8031 iot-device-demo-ganerated-1.2.0.jar

b. #fTjava -jar .\target\iot-device-demo-ganerated-1.2.0-with- depsjar ssl://
151558883 device_id secret, =S HBIEFIBNMLL . &FidFN
Y, B1TERAYdemo,

D:\git\huaweicloud-iot-device-sdk-java\generated-demo>java -jar .\target\iot-device-demo-
ganerated-1.2.0-with-deps.jar ssl.// & 15/5-8883 5e06bfee334dd4f33759f5b3_demo secret
2024-04-17 15:50:53 INFO AbstractService:73 - create device, the deviceld is
5e06bfee334dd433759f5b3 demo

2024-04-17 15:50:54 INFO MqttConnection:204 - try to connect to ssl://#& 1558883
2024-04-17 15:50:55 INFO MqttConnection:228 - connect success, the uri is ssl'//ﬁé‘gfgﬁ'8883

3. (ECERMCES . ERRIIBER TR T IRSRIEXANEM, ARRFEHTH
SRYZLBNA

- @9E0O, FERMEFRISSIIZE.

Fede e e e de e e o ' S e e de e e e
. commands ;

@heviceCommand

publlc Commandﬁsp rlngﬁlarm {(Map<5tring, Object> paras) {

return new CummandRsp{B},

¥

- getterf5i%, ERRINIBRIROIFETIE, EESUJ}M%M“‘*HR%SUEO

- setterj3i%, HERANTIER ;'EESZTF ERYERTT, EBEERINESTRYZELS
2, et T aiES

3.2.5 IhRe~S#F

SDKEMIEE . fFifae BRI LiRIRE, Fﬁ%ﬁﬁiﬁﬂﬂSDK%D, (RIS
IRE SNSRI ETTER . SDKHRISZFFRYTIRER
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% 3-3 IRESTHFIIR
Ihie fERIG AR

RE | EABPIRERMQITIMUENRIEARFES . £AEBNEFRERIAL
satk FFMAIES T

I\Ekgﬁi ;g%ﬁﬁ%mﬁim%x%%ﬁ%@%Eﬁ%&ﬁl&ﬁﬁi&%ﬁﬁ, SHIT N EE
& #Fo

HELE | HERLRATREBEENHELREGTS, FaRiRE LLRIVERER
. T | BNARSHSENTEMARS CHTFENLE, BRTRBATES
Y3 @IREFARBER, REMNWEIRERHITLEE,

BHEE | Bt LIRATFREET R FENAIEIVEBIEEE LIRGFS .. Bit
. 8 | RERTIFEREREREN. REREIBEREEKE, FE/NITE
B. 8 | REETFe. BEEORTFaEmRENENE, REWEIBEERER

i) B, EE¥RENEMHIRREISFES

we BFFEERF TRREEHGS . FETAGSE, BRRENITES
Y2 SHPITERIREILATFS .

KA | BFREREEREUSEFEIE.

=17

REWY | BFS¥EE8E8 TEHOTARAE

(OTA

) FHR

EIEEEBIE REBEIFEESAEEREBEK,

g/

MRS | MXRE: BEFEIFHMY, BERERIIFORNRE. FIRE: #HY
FIREE | RSEUTCP/IPIYRANIRE, ATAEZEERVENEQRE, cHERE
ERKHTEHIEE R . SRNSIFBE Mttt EEEIFEERNRE(E

PRI o

XHE | BT XIFRERFETEE, REEESFXHLIEEFS, ET
& T | BREiT RSO IEEl, REMRENS . SRERMAHTTPSHI

ES7 B3 E1EFIOBSERSSIHITEMNETS, EoILIFEOBSIRSBEERE LIRSS
5o

A | B, BTN, 5|2 RERIMRERA, SCHREEL

Ty o). EREEH . BRMIEXMFESTIFMITEREININ . ZinARNF0mNAR
mIJO

RER | OHEBANLE. ERBAE. EZATHRIFERER. EORZR, &

' SERA RN IR EHIIRILECE -

HEY | @EYERREIEIENE, EFSDKIRHIMIERREEN, RERIBRE
B | SRBYIRISENIRERSS, SDKHMEEEmMNFITFEEMN, ShEERNE
2 LHAE<SHIER.

HELCERRAREPinEOMESHTEN, YRR REREL TIREN
KBNERE, ILRFABRFEXEWS, MARXEFNITFERERND

2o
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3.3.1 {sEFEAA

BIS
122 10T Device C for Linux SDKIEHZEIENLE A =0 TYIEANF S HICHRANHY
SDK, IR#tgEIIFEZEBENEED, UINEEIRS . MXIRS . OTAZSRIRSS, F
B IEMIaSIRHT EENdemoRiB ., 1BXEMIESIESE &M loT Device C
DKfSEFI1ERa -
{sEFR15AA
o SDKEETIELINUXIRIERF L,
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openssl/paho/zlib/SE L EREEFEIE
o WHFERMCUHEREBRRIZENNEDIRE, 1BFHC Tiny SDKETHA .
hRZANEEHri AR
% 3-4 CIESRAEFHAA
RAS | TEEE | IneEEARIRAA
1.2.0 INeEiEsg | FrESDKMLHLIB R Demo, HAARBER.
1.1.5 INeEiEsg | FriSERRG
1.1.4 InRetges | EHOTAFHRIEHIED
1.1.3 Ingetgam | E#rconf\rootcert.pemilt$, EINHELE
1.1.2 #hInee IEANAINS|EE . M2M . gnfmiEXE. FERN. BEFTED
AfE/&. MQTT_DEBUG. EZ&%. IZi2icE. InodE
BE (2% ) Ihet
1.1.1 hIhee FTIESSHIZIZIE 4IRS
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IREEJXZ)\

SDK &% 3 18%&fM SDK
RAS | TEER | ThEEHIANAEA
0.8.0 Iheetgse | EIRFTAEANG R (iot-mgtts.cn-
north-4.myhuaweicloud.com ) FIRIE$
NRRF[FEAEEZ (iot-acc.cn-
north-4.myhuaweicloud.com ) &N, &R v0.5.0hRAAY
SDK
0.5.0 INREIESR | sKTRE TIRFIBA MR LB E S B ERICAILER,
IFHEE AT FES .
3.3.2 KB THSHmFE
HBER
SDKFIEITELINUIRIERZF L, FLBhiFgcee (BN4.8RLALIRA ) o SDKIKE
ot;F)ensle‘ ZflpaholE, WMIRFAAEBEHCHRFENE, FEBTTYRIFopenssl/pahoEX
%,
LZARIKER
2 3-5 SDK {k#fnea 4
EE& iR BiwmiER 0
openssl | OpenSSL @— MNFBRHZBZETERE, BT 2 | fMmiFopensslE
RINNZE . % . IIPEEBLUNLZSE(ENE, 2
NEFMEBE. SRFRPFINRALESSW,
paho.m | paho.mgtt.c & Eclipse Paho INHIRMHAI— BE | fwiFpaholE
qtt.c & MQTT EFix CIESE, €AFEI MQTT
( Message Queuing Telemetry Transport ) #MYiE
5. MQTT 2—MET A /TRIEEAYIEXN
?(ﬂ loT ) BEMY, LMEHE. RIFEISHEE
N o
zlib zlib B—NZERNFRERIEESEE, FEZERTF | miFzlibEE
TAREIRESEFIRRE . ©CI T DEFLATE £458
% (87 LZ77 #1 Huffman 9RA3 ) , #FSTLt
M ERREES S .
boundsc | X RAFAFGEFRHABFICN, BHREN | MEFEAILTSRE
heck Beett, BHLEETKiEEERE. EE
ssh BFENBREFPINLZENEEESR . XMHER | fmiFlibsshiE
WMﬁLmobLLMﬁLEﬁFME%%,EE
Hifr. EFFEARE.
nopoll | —MREBRAIFHE WebSocket [, EF CIESLE | fwiFlibnopollE
ﬁ,£§m$rmAT%%I IRSZPRIME A SCIL
=307 WebSocket i&(5 .
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IREEJXZ)\

SDK &% 3 12 SDK
E& R BRmES
curl BFisiamR. EA REST API (40 GET/ HRiEcurlE

POST/PUT/DELETE ) , M EE. THSE.

3.3.3 RIEFEAN
Bl m

AT FHEEYS, #HT MR mER, R CIRREE. BE. BE. RE
IRE . EIFIWRIRERS . LURRERA, FIES LR, Bt LikEI8E.

SE IHIRFRNRSS, BE “EEEHET ENREBENEHS
SEHIREHEN.

$E2 BFEAMNSHEE “Tm” , BEREENN “‘elE~R" .

3-17 = @m-tIEF= M

-

$I3 RENERTESSH, ARRE “HE™ TR miIelE.,

, EIRIRRISLRY, B

EXMER

PRERIET | FaBsSHtZr mABRERARIRS

SiET . WNFEABAEE

8] RRTET, MOGEBNRIRTE . WENNAIRIRTE, 5
SRl RIRZE .
FEmER BEM. FFE. #HF. T (1)  &FF (-) NFFES

I ESis BEFE “MQTT”

Rl E#E “JISON”

IREFRBIE | IR BENER

#
IREFHRE 1#HS “smokeDetector”
BREE
F=mmlD ~EE
= EnfiiR IBIRIELRERES .
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c?tab=readme-ov-file#38-compile-curl-library
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
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H{Er-amisg
B B THEE = mEE smokeDetector, IREV=MERIN(4,
2 HEICEN R, BPhrrmENTRIEER,
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

IREIEW
S REUEAME, TITERHIAR 28 > BABR” hEE.
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3-20 ENER-REM MQTT AL

< weE v O EFR AR X
= A WAtRERA | BERESA
s REBAES o=
R @ ETF==EE, CoAPICOAPS HIENMBIEEPING
= T s
Fmy v - AR AR G&0... E:IN i EEWE
e
R ¥ R HTTPS (443) st1.iotda-app.cn-north-4.
REAEEA v A
wE=IA Juizi:= N AMQPS (5671) .lotda-app.cn-north-4..
FERATES &) RS 24
—a (3283) 1 1.iotda-app.cn-north-4.
APIEEIEE e MATTS (655
IERE © e
CoAPS (5684) 1.iotda-coaps.cn-north-.
PERETT &} N (5683)
it o
. MQTTS (8863)
4 2 0 = (188%) =
FrEEEs g MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-north

AHEER © & > =t

T2 FTFXf4Edemos/device_demo/basic_test.c, &2 BIRENEIAYIZAMELL . 18 FIDLARIZ
ERPBEAN NS .
/] BIEE— BB HAYIIA . TEbasic_test.cEXUEESEL:

// You can get the access address from loT Console "Overview" -> "Access Information"
char *g_address = "i#3";

char *g_port = "8883";

char *g_deviceld = "ig%Zid";

char *g_secret = "IZE=4H";

static void mqttDeviceSecretlnit(char *address, char *port, char *deviceld, char *password) {

IOTA_Init("."); // The certificate address is set to: ./conf/rootcert.pem
IOTA_SetPrintLogCallback(MyPrintLog); // Set log printing method

// MQTT protocol when the connection parameter is 1883; MQTTS protocol when the connection
parameter is 8883
IOTA_ConnectConfigSet(address, port, deviceld, password);
int ret = IOTA_Connect();
if (ret!=0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "basic_test: IOTA_Connect() error, Auth failed, result %d\n", ret);
return -1;
}
}

A B
FARSIEB I LANIERS R conf/rootcert.pem & .

$FE3 RIENIET. EREFRETUTHS, BEHITED “login success” FRIRFLEINAL
I,

export LD_LIBRARY_PATH=./lib/ #f0&kRES14
make clean

make device_demo

./basic_test

3-21 JEERTH

025-07-21 15:53:54.077 DEBUG MgttBase: MqgttBase Cr
i serverAddrUrl 1y ; , user

3:54.374 INFO MgttBase: MqttBase_ OnConnectSuccess() messageld ©

4,374 DEBUG the return value of SysHalImplit is ©
74 INFO basic_test: HandleConnectSuccess(), login success
2 () b D . L D - - -1 b | g
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/conf/rootcert.pem
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3-22 IRBIIRIREELE

Pl masenc e mas 1 easss o= ©

aE=

wHEn ©

.

ikl

SDKECAIRMHITELEIEINRE, SEAIRERNE, SHTMNEREE. WERT
. FaEaliirERSs, SEERKY, SEREEHMBEEE. EREFAHE
ZAVH, B BrEEENE.

HE LiREEREOFE LiRER . APHZOWT:

% 3-6 CIBESHE bikiEO
INgE 0O

BENX | HW_API_FUNC HW_INT IOTA_RawTopicMessageReport(HW_CHAR
TopiciH | *topic, HW_CHAR *payload, int qos, void *context);
B iR

A% HW_API_FUNC HW_VOID
TopiciH | IOTA_SetUndefinedMessageCallback(PFN_MESSAGE_CALLBACK_HAN

B R | DLER callbackHandler);

1. ./demos/device_demo/message_test.cE— N _HREEFIF, ATLUET
|IOTA_MessageDataReport RS EE _ HRETE
void basicMassage()
{
// 1TIRE Betopic
SubscribeAll();
/] EEESE FIR—NdA12300EE, iBEENE A "hello!"
ST_IOTA_MESS_REP_INFO mass = {NULL, "name", "id", "hello!", "test"};
int messageld = IOTA_MessageDataReport(mass, NULL);
if (messageld '=0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "basicMassage() failed, messageld %d\n", messageld);

TimeSleep(3000);
}

2. ERBENEHG, &F RE > RS -BEEREEAEX.

SRR 1.0
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.6
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3. EFEXINIRE,
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« . TRES
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EERETIRAEEES HES, B
PESSASSHE FREE, ENRRESY, FaR  SuEBEE
e
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cmEEETE 0 ) st [ 30 s

14 Y .
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EEHRIRE, WAFEEAREIRERR.
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HEIREGESE—ERERT, WRRBEIIHIE,

IEH TR

3-25 jHEIRIE-BE device_sdk_java HEIREE

UEER ©

FapIERORE LR the message reparted by the device data-hello raw message . app._id=

FaEAENRE R

Fen

FekEaEnKE LR

EEETE
BEETE FaLBAENHRE R
BEEFE FekEAENKE LR 10TDA has received the message reported by the device.data:{'name"null"ig"null "content™hello

=
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x3-7 CiESEMLIREO
Inge =0
"EE HW_INT IOTA_PropertiesReport(ST_IOTA_SERVICE_DATA_INFO
% HR pServiceData[], HW_INT serviceNum, HW_INT compressFlag, void
0O *context)
1. B4 demos/device_demo/properties_test.cE— @M LIRAIFIF, TTLL
BIZIOTA_PropertiesReportF# g EHE HRETFES .
void Test_propertiesReport() {
int serviceNum = 1;// E#RAYservice N
ST_IOTA_SERVICE_DATA_INFO services[serviceNum];
[[-=-==mmmm the data of service
char *service = "{\"temperature\": 28}";
services[0].event_time = NULL;
services[0].service_id = "smokeDetector";
services[0].properties = service;
int messageld = IOTA_PropertiesReport(services, serviceNum, 0, NULL);
if(messageld '= 0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "device_demo: Test_batchPropertiesReport() failed, messageld
%d\n", messageld);
}
2. TEEMSHEFEE “8&E > FBiRE”™ , EENMRERE FE , £ 8
FF7 WALER IR EMEE.
3-26 R, F-temperature
REER ZiRETEE =i N REYT THERIR REsE Fi_E o BA
B3 v B hEAEE LiRE HEE @
ikl
HeRBaEaRIENLIRE, WAREELLErmEE: HEFRIER,
LLEdl .2
RESHRITESEARBKFETANGS, FRFEZOE, SmSHTHIE, HE
RIARL , ./demos/device_demo/command_test.cE—MIMBEEGES TR F. T
EERIHandleCommandRequest FREHE NS 4TSS, BD:
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/demos/device_demo/properties_test.c
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o EMEIFRE, REZWEHS TR (profileEXAIEFS ) - HW_API_FUNC
HW_VOID IOTA_SetCmdCallback(PFN_CMD_CALLBACK_HANDLER
callbackHandler) @iz iR B S EIERE
IOTA_SetCmdCallback(HandleCommandRequest);

o ISnim M LIRUANAARTRSH, EXRIRHMSHEIER.
int beepState = 0; // &R, ISR
/] RIS &

static void Test_CommandResponse(char *requestid)

{
[FEEPBTIHGS TRIINSE, ARG */
char pcCommandRespense[100] = {0}; // in service accumulator
(void)sprintf_s(pcCommandRespense, sizeof(pcCommandRespense), "{\"Beep_State\": %d}",
beepState);

int result_code = 0;
char *response_name = "Smoke_Control_Beep";

int messageld = IOTA_CommandResponse(requestld, result_code, response_name,
pcCommandRespense, NULL);
if (messageld !=0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "Test. CommandResponse() failed, messageld %d\n",

messageld);
}
void HandleCommandRequest(EN_IOTA_COMMAND *command)
i if (command == NULL) {
return;

}
PrintfLog(EN_LOG_LEVEL_INFO, "command_test: HandleCommandRequest(), messageld %d,
service_id %s, command_name %s, request_id %s\n",
command->mqtt_msg_info->messageld, command->service_id, command->command_name,
command->request_id);
PrintfLog(EN_LOG_LEVEL_INFO, "command_test: HandleCommandRequest(), request_id %s\n",
command->request_id);

[F BEFBITERGS T RGIRSE */

Test_CommandResponse(command->request_id); //response command

}

3.3.4 INEEFF

SDKEMIZE . FEREHBERIIMRAR LIRS, FREBIITIEASDKED, ErJLH
IRE SNSRI ETTER . SDKSRISZFFRYTIRER

% 3-8 CIESIIREIFAIE

- 12 IR
IREREA FAEFIRERMQTTHMENEIEATTES . HAHIERHAMESER
INEFRFAES R

W s SIRERTNERMIESEMERR, SEERIT, REBER—K
BN TEER, HEEIEEMII.

HE LR BTFREBEENEELIRETE, FarE LRIEREREN
FABRSS BEE N Bt R IRSS LR TIFIEFILME

R ER RS- mER P EXIEIUSBIMEEIE LiREFE .
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.2
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.6
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.3
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.4
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ShUEN | H¥IEHTTP. MQTT. LWM2MEE=SthIENRT, EEEFEEIMND
SRR G . TR SR TR MY GRS, BB = MNEERk
MQTTH#MY

L/SYS LHERBRESN ., BEFAETAERAE, REETREELIY
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.9
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.9
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.9
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.8
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.16
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.16
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.10
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.10
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.18
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.21
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.14
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.12
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.17
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.22
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.11
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.19
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README.md#6.26
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HIS
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EREH
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1225 10T Device C# SDKIRHISEIRNE AR IoTHIEAMFERICHIRAAISDK, 12H
REINFEEZEENEH, URESERS. OTAZERIRS, FEIIEMizSIRM
TEEHdemoftis, HEXEMIESIESEIREM loT Device C# SDK{FFHIER .

e B%%E DotNet SDK 8.0,
- BES NET S
- mRUETE .NET 8.0
o BEZLEIIMIDE (Visual Studio Code 2017+, Rider 17.0.6+ ) . IEiE_EARSDKAIK
#MIDE, FAEUIRIESFEFIDESEBZEFFACL,
(11 %88
BixfEREARIEEgitHub_-RYREADME,

e iot-device-sdk-csharp: sdk{t#3,
o ——

e iot-device-demo: IfggETAYdemoftiE,
e iot-tcp-device: FFHEIIMNK. MEFASE MBI tcpiEZANIREdemo,

7 3-9 C# SDK HRAEHrifiAA

WA | ZWEERA | A

=

1.3.4 | Iheeigia | 1B BEEITED 2.ocHkSubscribeTopic j&[] topic 3.demo
ift 4. MXZObuglEE 5. AR BIMER. LIREE

1.3.3 | FiZIhke | OTARRSIEMEET

132 | IhgetEse | EFIRSSRRcallH

131 |8E BETEHRE, MQTTHRARENEF TR

1.3.0 | #IhEE X IFBISOBSHR IR EHE

1.2.0 | ¥Inge ENnZ Y IhEE
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp
https://learn.microsoft.com/zh-cn/dotnet/core/install/
https://dotnet.microsoft.com/zh-cn/download/dotnet/8.0
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md
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WRAS | WA | 5ER

1.00 |k | RHEMANRSBBENGESD, sdkflE TIRSEARIIR LN
5] loTDAEAECERICAIEH

0.5.0 | #MBINEE | REXHZENTYEAMNFESFES, HERPEIHEN. RS
B, S TRFUSHR

3.4.2 PUEEAN

ARENEERHSMokeDetector Demo 1ESRRIRIKIC = MIEEIAYEIE . DemofVEiES
Brh. LARSDKEARTINAERIER . DemoiRfEAINL: SmokeDetector.cs, A7 @K
I, RBHT—MNRARNFRER, HRS HRASE. BE. BE. ASIRE. £
FnIRERS . LRSI, (KIGEE LR, Bl EiRFINEE.

AT HERRE, #HT7T NIRRT REE, FEs CIRESE. BE. ZE. BF
B, EBMSRESS. ARG, KBS R, EiE RS,

T HORRBAERES, B ‘SERHE” HENEREARHES, &IZE0Ls), BE
SEFRRFEN.

£ PEAMSHE “Tm” , BEREANUN ‘elE R .

3-27 I m-tIE = m

e

$I3 RENERTESSH, ARRE “HE™ TR~ mIIeE.

HEHMER

PRERRT | FaEmEHHtIZIN~ R ABRERASR=E T . IFEE Eﬁﬂ

8] RRTET, MOSEBNRIETE . WENNAIRRTE, 5
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FE AR BEX. XHFFE. #F. T (1) « EFF () BF/FES

IS EE “MQTT”

Rl #EE “JSON”

SCASHRA 1.0 IRBFRE © AT BRABRAT 50
(2025-09-09)


https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/iot-device-demo/CoreCapability/SmokeDetector.cs
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html

IRERN
SDK &%

3 18 &M SDK

R BENEE

BEE “smokeDetector’

TES

IBIRIESEIRBIRES.

gliE~m

3-28 GlIEEFmR-MQTT

* FiEEE=E (@

MELEFYEESE, CUaESE

@ MQTT

@ JSON

—

E2lProductD | 358

SASRRAS 1.0

(2025-09-09)

WRIERE © LEARITERARERAF

51



IREEAN
SDK &% 3 8% SDK
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$£B1 BFETHRERTRER smokeDetector, RV RERISIH,

2 KRBT m, RPEFERENTRIFEER

|3 EE BEAMERT R, BE  HEEENET , HETRERIE SRR
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MRS
SH EEAMSHE “8E > FERE" , BF “SHHRE" .
S IRENMETEEEESY, AESE HE

SHEM 1538

FrERiR=E | BReIE ™ R AEER— M EIE=E,

FiiEr=am R IR G .

IREIRRAG E_EnodeID, IRBE—IEINR . TEENX, HRXFEIHFE
IREFEIR Bldevice_name, AJBEEN.

IRBINESER | R ‘&R .
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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e £}
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gt -
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12 HFFSZ{’-‘Fiot device-demo/config/DemoConfigDefault.json, 4-,2%33‘%&2@!]5’3%)\1111

HE. IRBIDLANMIREERBEAMNNAE, SEFBRERN FTEEREBEESIot-

device-demo/config/DemoConfigDefault.json,

"DemoName": "SmokeDetector",
"AuthConfig": {
"AuthUseCert": false,
"ServerAddress": "IENEEAMEHL",
"ServerPort": 8883,
"Deviceld": "IENIREID",
"DeviceSecret": "IN ZE4E"

HhDemoNameBBF8EIZ1THIDemo, Ltk&kFISmokeDetectorfg§ ERETINEZREESE

f‘J;En’fiiE'J%’fiiﬁ&Demo o AJLAHANSDKER FEITIA T ar S BB DemoZiR
e

cd iot-device-demo
dotnet run --project .\iot-device-demo.csproj

3-31 &% Demo ZFR%I3E

30, Message, OTA, PropertyGetAndset, PropertyReport, Timesync, Securityletection, SwokeDetector, Gatewsy, Boutstrap, DeviceConfig, Bridge, Reconnes

$|3 WFRIBIT.

1. HASDKERT, HiiTipsiaiTdemo, EH.\config\DemoConfigDefault.json/g
BCE MR

cd iot-device-demo
dotnet run --project .\iot-device-demo.csproj .\config\DemoConfigDefault.json

ARy
NRIEFRIBRRZAS.0+BISDKHETEFHRENET 8.0, AJLMERLLATSZHRT

TargetFramework

3-32 .NET K

<TargetFramework>net8.0</TargetFramework>
<TargetFramework>net8.0</TargetFramework>
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2. TS imiFEproject, MHABIGNT, connect successRIZRINERZRLL o

dotnet clean
dotnet build

3-33 &N

$R4 SERBETER. EEHERSFERAEERECAELKUNRE CIRAIRE

ﬁ;& o

3-34 &FE HIREUE-smokeDetector

(==2m2= ) (Q)

BaH EFEFEE:
smokeDetecto

alarm temperature | humidit ty smokeConcentration

1 37.66009 91.9506 49.18142

SDKEVMEMIELEIEIIRE, SEAREMNNE, SRTMNERRE. MEART
. FaEaliiriERSs, SEERKY, SEREEMBEEE. EREFAHE
ZAVH, B BrEEENE.

3.4.3 IhRe~S#F

SDKEIMIZE . FEREHBSRRIM AN R iRIRE, FREBITIEASDKEL, EaJsCil
IRE5I0TDARRSS ( REEEHIIAY “BRS” « “TFE “1U48I0TDARRSS ) ai@ifl
SDKSHRISZHFRYTNRER |

% 3-10 C# IhaeriE

- 12 ipuNbl)

REEEE | EAZFIRERAMQITIMUENEIFES . SAIEBENSERENHE
3% MIAIETS T

WS ?iﬁ%EE?W%K%%EE«%ESZE?%%WEEEP Y, SEMHITERNE
o

HE LR BT REREENEIE LIRETE, FaRrE LRAEREREN

RS R ENTEMTIRSS EHITEERILE,

SR 1.0
(2025-09-09)
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#417-disconnect-and-reconnect
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#41-device-connection-authentication
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#41-device-connection-authentication
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#certificate-authentication
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#key-authentication
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#417-disconnect-and-reconnect
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#43-device-messages

IREEAN

SDK &% 3 12 SDK

IngE AR

BiELIR B g &EmiEEhE NS UEEIERIRE LIRE TS .

wmeTE BFEEmRE TARERHGS, FATADSE, TEREMT
BRI ITERIREIEFES .

BB BFEFESENEERRTS. B8RO —X ERIKFEMHE. NAR
SEIETABCE -

MEE BF5FEEETHOTAHEE.

(OTA) #

&

AtiaREE REBEFEAERBERZEEK,

MxE5Fig | WXRE: BEEEIFIMNY, BEEREEIIEENRE. FRE:
FIXIARLINTCP/IPHMYIRENIR S, HFLZEZRFEAERE, EFE
B M TEERE A . SRR mattiMY EIERIFERNR
BERMKIRE o

MiEEET | ZEg&BETEE, REERENH LEEFE, EFRFPHITH

7 Eotr. BIEEM . REBFIESEMNHSE.

BELN RHZ2ENEED, HFEENRENLERM. 815 1. AFEt
RN 2. BEiROEN3. CPUERZFEI 4, #E=SEaml 5.
FE R 4G

s g Bt A, ETFTgAN, 5122 SthRIKRNE, SLINRE
BXnf). SeeiEsl. BRFEESIFMMEIAIN . =umAl NI R0
mI.Io

ITtEfACE RtniZEcENRE, ARFTRATFERFINRSETHERT, 28
MEBENRRSH . BITHFEREREE.

RS S TIFBSIEH RIRiESSHERIZ S, UERHISRmNEE TS
<, HITEEEIXREEER, MNMAERLIIREEERITIEESH

SUMMEEN | HIEHTTP. MQTT. LWM2MEE=F1MIEANRT, EEEF S5
ERSTRE MG R . TR EER, BE=TSMNEER
MQTTH#MY o

IRERN DREBANLE. BHALE. TERFLAEFRBES. LS,
MRS E B EE -

3.5 1% 1oT Device Android SDK {FHIER
3.5.1 {sEFEAA

BIS
12l loT Device Android SDKIEHHIREIE N LA THIEX M FERIAndroidhRAHY
SDK, IRMHREFITAZEBENGED, URIRERS. OTASSRIRS, FHEHISH
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#44-device-properties
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#42-device-commands
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#obtain-the-device-shadow-data-of-the-platform-on-the-device-side
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#46-software-and-firmware-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#46-software-and-firmware-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#46-software-and-firmware-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#47-device-time-synchronization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#45-gateway-and-sub-device-management
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#45-gateway-and-sub-device-management
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#411-file-upload-and-download
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#411-file-upload-and-download
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#414-anomaly-detection
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#412-rule-engine
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#410-remote-configuration
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#413-remote-login
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#6-gnerice-protocol-access
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md#5-equipment-distribution

RBEN
SDK &% 3 1% SDK

IFSRHTEENdemoRiT . IBXREMIESIESEIREM loT Device Android SDK

(ERERE.
{EFRIRER
o BEZ&ZEAndroid Studio
BR4EHE
1. SDKER&H
- huaweicloud-iot-device-sdk-android: sdk{{f3
2. B=FEEFERRA
- org.eclipse.paho.client.mqttv3: v1.2.5
- gson: v2.8.6
WRASEEHfriseAe

% 3-11 Android SDK fRZAE#Ti5iRE
JL&ZIS TEHER |
=

1.0.0 i—)ﬁt?ﬁ RHEMANRBIENGED

3.5.2 HERKBIELE

SDK 4RiE

81 {ERAndroid studiogliEAndroid Tiz2, FiZEBEAN
com.huaweicloud.sdk.iot.device,
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
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3-35 Android studio 8% Android T2

Create New Project

Q Configure Your Project

9: Android 4.4 (KitKat)
oximately 98.1% o

Use legacy android.support libraries

$1¥2 T Hiot-device-sdk-android T#EjavajfidZlcom.huaweicloud.sdk.iot.devicef
Mo
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android

IREE&)\
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3-36 java [RIBEIEHIEIE @

"".f"l.. I—‘|I | U II j ||| ( ' o
client

constant

filemanager
ota

service

AndroidManifest.xm

#$I¥3 EcEappBEHF Fbuild.gradle,
1. fEbuild.gradledEXEBD D, B EXUT .
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3-37 Android SDK MR EC EE1E

trumentationRunner

2. fEbuild.gradlemdFINLA FERIFHIA
task cleanJar(type: Delete){
[BBREER
delete 'build/libs/com.huaweicloud.sdk.iot.device-1.0.0.jar'
delete 'build/libs/classes/!
}

task copylavaclasses(type: Copy) {
[EEE MR

from('build/intermediates/javac/release/classes')

[ATi#jar8 RSB S
into('build/libs/")
}

task makeJar(type: Exec){
workingDir 'build/libs/'
commandLine 'cmd', '/c', 'jar cvf com.huaweicloud.sdk.iot.device-1.0.0.jar -C ./ .'

}

cleanJar.dependsOn(build)
copyJavaclasses.dependsOn(cleanJar)
makeJar.dependsOn(copyJavaclasses)

3. fzbuild.gradledrdependenciestEANLAT =Mk .

implementation 'com.google.code.gson:gson:2.8.6'
implementation 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.2.5'
implementation 'androidx.localbroadcastmanager:localbroadcastmanager:1.0.0'

4. Android TTRECERLS, HiTbuild.gradledtask makelar(i5HfaiRjavaB RN
BN S) ERljare
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3-38 Android SDK &5 jar &

v B2 10TSDK2 [1TSDK] You can use the Project Structure dialog to view and edit your project configuratior

aweicloud.sdk.iot.device-1.0.0.jar

5. &Fjar8{uFapp/build/libsBRT,

3-39 3KEY jar &

devicedemo You can use the P

.gradle

Y W app
build

com.huaweicloud.sdk.iot.device-1.0.0.jar

R

RKBIREERE
$1 T Rapp/libs FiRIIERAare .
$I¥2  7Ebuild.gradlediFmINLA TKER o

implementation fileTree(dir: "libs", include: ["*.jar"])

implementation 'androidx.localbroadcastmanager:localbroadcastmanager:1.0.0'
implementation 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.2.5'
implementation 'com.google.code.gson:gson:2.8.6'

implementation group: 'org.bouncycastle', name: 'bcpkix-jdk15to18', version: '1.68'
implementation group: 'org.bouncycastle', name: 'bcprov-jdk15to18', version: '1.68'
implementation group: 'com.squareup.okhttp3', name: 'okhttp', version: '4.9.1'

$I83  7£AndroidManifest. xm 34T INLA T MZEUR o

<uses-permission android:name="android.permission.INTERNET" />

R
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3.5.3 HREEEAN

AREE{FEHSMokeDetector Demoig SR RIEALIEFRIEEAYEIE . DemolIECESR
1. LANSDKEARINEERIER . DemoiRid FESmokeDetector.cs, 797 H{EKIE,
BT MR MER, RS FIREEE. BE. BE. RERZELNZFT
RIREDS . LMERAA, RISEE LR, B LIREINEE.

jJTTﬂEMSHﬁ, RBHT MR mEE, Rk LIRREE. BE. EE.
RE. AEFMBSRESS. WARNGI, KBS CR. M R,

SR PAREBRNRS, BE ‘EIEENG” EANRSENESS, GEENXF, £5
SEHIRAHEN.

£E2 SFEAMNSHEE “Tm” , BEREENN “‘SlE~R" .

iG]

3-40 ~m-BlE " m

#aam a0 =m=n Bmsz sz

$I3 RENERTESSH, ARRE “HE™ TR~ miIeE.,

2=
FESEE | FAOHEHRNTRIaE r%mAﬁ SET . W%H EIEEA
[l BT, FTHSRMENSRSE, MENNOERESE, 15
SRR EIRESE.,
FRER | BEN. THFE. B3 TS (L) EFH (1) BEHES.
PR | &R “MQTT”
B JEEE “JSON”
REAKRE | R EENAE
b2
IREEE {5 “smokeDetector”
R E
= m@mID NES
ERER | SREEERES.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/iot-device-demo/CoreCapability/SmokeDetector.cs
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html

RBEN
SDK &% 3 1% & SDK

3-41 CIEEF=R-MQTT

>
ElE
* FiEEE=AE (@ v
WEMEHEEESE, SalaiESaaiirEsE
* FranErr
TR (D) MQTT v
= FaEtEs (@ JSON v
«EEEE ()
SHREE A FESIProductlD | EiZEE
’ =20
et
01128 4
(= )
FErmiEs
$E1 BETHRFEiER smokeDetector, FREU=SREEI .
£E2 HEIERRm, BEFmEATmIFRR.
$|3 ®F ‘BEAMERT MK, BE  LERENMT , EE1RERIT mIRE
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip

RBEN
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3-42 Fe - EEFEmiREY

C —t—

EAER  meFE  EHER TopcEE EfEER

P

fon 2

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

SR FREURAMIL, AIEERIEH ‘2% > BAGR FEE.
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3-43 ENER-REM MQTT AL

< s v O iR X
AOBREREN | REREREA
— WEBARS  JesmsmsmEm s
e © ETFTZ=E=E, CoAPICOAPS RIENEIEEPING
aE v ‘
R -
Fan ~ Bead® BNHRY (&0... Nt BEE
: M SRR R HTTPS (443) st Iotda-app.cn-north-4.
v i B
] Fra
REAREEN AMQPS (5671) fotda-app.cn-north-4.
& e} 2
(3883) 1 t1.iotda-app.cn-north-4...
APl e, MATTS (855
ieizReh (] 5684)
CoAPS (5684, 1.iotda-coaps cn-norih-
b E] - (5683)
N MQTTS (8683)
SR LI LI -
Eop maE SEREEE MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-north..
HhsER @ & > ik

FI2 ZRBMMQTTSEAME  IRFIDLARIREEREANNAE .

I3

HE kiR

[ BIEE—MREFHADIRW

loTDevice device = new loTDevice(mContext, "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883",
"5eb4cd4049a5ab087d7d4861_demo", "secret");
device.init();

AR

RREANFEN, YEMFESREZPETMERRAENA, NRERAMQTTS, S THEAIbks
IEB GEPBEAZ FDigiCertGlobalRootCA.bks) i EElsrc/main/assets T o

BEIRTBIETER. AEHERNREFRRANUEERECELKIUNIRE LRI
REVEIE

& 3-44 18 B R-IRBEL

s

¥ e mn 0 R O a0 0 FREESR O g O wrom [

SDKEVAIRHIELEIEINRE, SEAIRE0RNE, é’uEE?lW*T PRRE. MEEARE
A, FaEaiiiriERSs, SEERAY, SEREEMHB

HE LREEREOFE LRER .

1. iot—device—demo/java/com/huaweicloud/sdk/iot/device/demo/

MainActivityjavag— LIRIEEHIF, ATLl@iIreportDeviceMessage5iEiEiH
B ERGFEA,

DeviceMessage deviceMessage = new DeviceMessage();
deviceMessage.setContent("content");

SRR 1.0
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https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section1
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section1

IRERN
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Bt Lk

deviceMessage.setld("id");
deviceMessage.setName("name");

Device.getDevice().getClient().reportDeviceMessage(deviceMessage);

EREENESG, &F RS > ARE -EERERED

E] 3-45 18 8BYR-RBEL

<« € o EEn

g O g0 6 R O FiE O

R NIRE, BE FET

, EREFIBREB
3-46 HEIRIF-BaiE B R

I0TDASZR / REEE | RS

{  mylecneiamasees . B

BEER FRETEE E= - BEET HERE BEEE Fiag e

E}Jiﬁ‘-%;ﬁIU\EEEZR o

T:Eé%o

EEREA O SR FEE. REHES . TRES

x
HESSESSHE FREE PRRRrEss, TaR  BaHSRE

O EXEMEERE. Aok DRREBERNRSNE, SRASTEMEES

* B RS 0 ESN ] et | 30 S

EEHRIRE, WATFaREKREIRERR.

B 3-47 HEIRIZ-BE& device_sdk_java iHE IR

WsED S WESE & WIS & EFME

EEETE FEUIESOEELE age reported by the device data hello raw message , app_id= 19:17:22 GMT+08:00
2RETE PaRIARIKE LR o reported by the null i nul“contenthello. 19:17:22 GMIT+08:00
BEETE FRHEENHE LR e reported by the device datarhello raw message , app_id= 19:17:21 GMT+08:00
BEEFE FokHaENAS LR e reported by the device data:{name”nul " nul"content el 19:17:21 GMIT+08:00
BEEFE FanBiaEnns Hi orted by the device.data-hello ra sage , app_ic 19:17:18 GMT+08:00
BEEFE yorted by the device data:{ null"id”null"content™"hello. 19:17:17 GMT+08:00
e ported by th 19:17:17 GMT+08:00
AREFE FewEam0Ee R ported by the d 19:17:16 GMT+08:00
BEETE FRHEEHE LR 10TDA has received the massage reported by the 19:17:12 GMIT+08:00
BEEFE FEREREIHE R 16TDA has recived the message reported by the device.data:{name’null "l “content'hello 19:17:12 GMIT+08:00

k|

HEIREREE—ERIER, MRRBEIEE, BFEERH.

B ERERIRE IR E LRETFS . Ai3FIa] Riot-device-demo/

java/com/huaweicloud/sdk/iot/device/demo/PropertyActivity.java,

Map<String, Object> properties = new HashMap<String, Object>();
properties.put("temperature", "28");

SRR 1.0
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ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setServiceld("smokeDetector");
serviceProperty.setProperties(properties);

/eI
List<ServiceProperty> serviceProperties = new ArrayList<ServiceProperty>();
serviceProperties.add(serviceProperty);
[ EiRE
device.getClient().reportProperties(serviceProperties);

2. 1z=fTPropertyActivityjava, BE HRER . EAMNSHMIZHIER “IR& > AR
&, BEREMMREE “RETF LFUEE EREMRE.

3-48 iR, F-temperature

RERE mRzECHE  mWME RERTF O EERE REKE FRE & B4

( mom= ) (o

S v Bt iEEE LigE BEE @
smokeDetector alarm EREES

smokeConcentration BiE

temperature g 28

humidity Bl

A
EERAEEIRELRE, WARSE LLEFmRE: LiEFmiEE.

IRERHITRARBKFE TANGS, EOEZEOE, Bas<HiT8E, HFE
TRIDR o

1. TEIBHmessageBroadcastReceiverfREERSMIFEE, Und TR, &
ERIZEE, BActionfE/g
lotDevicelntent. ACTION_IOT_DEVICE_SYS_COMMANDS,
MessageBroadcastReceiver messageBroadcastReceiver = new MessageBroadcastReceiver();

LocalBroadcastManager.getinstance(this).registerReceiver(messageBroadcastReceiver, new
IntentFilter(lotDevicelntent. ACTION_IOT_DEVICE_SYS_COMMANDS));

2. HdeviceltZIan SIS B ENE B messageBroadcastReceiveri&#,
messageBroadcastReceiver&E w5 v] Iliot-device-demo/java/com/

huaweicloud/sdk/iot/device/demo/MessageActivity.java,
private class MessageBroadcastReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context context, Intent intent) {
Log.i(TAG, "onReceive: " + intent.getAction());
if (lotDevicelntent. ACTION_IOT_DEVICE_SYS_COMMANDS.equals(intent.getAction())) {
requestld = intent.getStringExtra(BaseConstant.REQUEST_ID);
Command command = intent.getParcelableExtra(BaseConstant.SYS_COMMANDS);
edtLog.append("EE& T &S /I:" + JsonUtil.convertObject2String(command));
}
}
}
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3.5.4 JIRESZIF

SDKEMIzE . FEEHBSRRIMR AN R IRIRE, FAREBITIEASDKEL, EaJsCi
IR 510TDARRSS ([EELEHIIAY “BRSS” « “TFE “19i8I0TDARRSS ) WEi&Eif .
SDKSHRISZFFRITIRER |

2 3-12 Android IHEES #F

Thae IR
IREERE | (FABPRERMQITIMUENEIFS . DMIERENSHERENE
Y MIAIEL = o

HE LR BT REBEEX MR LIRETE, FaRE LRIERE RGN
RS e E AT EMRIRSS LHITFEFILE

EMEHE | BTeSRrRERhE SIS EIE HRATE,

weTE BTFamrE TRIREEHGS. FaTrwdE, FERENMN
B SHIPTERREISEFES

IREF BT EEHREMNAELIRE. RERE—XLIRIRERIHE. NMAK
SRR T ARECE.

ERENH RATFS5FaEEa THOTAAERE

(OTA) H

&

XHEET | SmRERziTEE, BEERSEXH LEEFE, ETAFHTH
=7 Tt BIEEN . REHEEHS

3.6 188511l 10T Device Go SDK {EHERs
3.6.1 &5 | A

GO iE5&%E

go get github.com/huaweicloud/huaweicloud-iot-device-sdk-go

IRESIREN
o FEWEBEK: Go 1.18+,
o iHESDKTHIE, THIE, TEESUTFIE:
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#initializing-a-device
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#initializing-a-device
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#reporting-a-message
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#reporting-properties
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#delivering-a-command
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#using-a-device-shadow
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#performing-an-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#performing-an-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#performing-an-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#readingwriting-properties
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md#readingwriting-properties
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go
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e command < demo
file X4 HETEdemo
device BHERBEFin
file X HETE
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log REHEdemo
message HE LR~ A&demo
ota otaFZkdemo
properties 1’ EMHdemo
rule imfUAL A demo
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test_util M TEE
test_sync AfiEEIZdemo
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https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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2 M uped
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PR & ESi= B4
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<
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4 2 0 BN MQTTS (8883)

. (1883)
ARSI

MQTT over WebSocke

HTTPS (443)

HREER © & > =t

SIMAZE

/] BI— MR EFFAL
authConfig := &config2.ConnectAuthConfig{
Id: "your device id",
Servers:  "mqtts://{MQTT_ACCESS_ADDRESS}:8883",
Password:  "your password",
ServerCaPath: "iotda server ca path",

authConfig.RuleEnable = true
device := device2.NewMgqttDevice(authConfig)
if device == nil {
glog.Warningf("create mqtt device failed.")
return

}
AR L

EEHBEBTLUMNIETE S /samples/resources/root.pem &k .

RiENZIT. &
B

353

}REEIH

otda-device cn-north.

1.iotda-device.cn-north

5
@

R IDLARISEEREN

frdemofEHIHRAIINT, ANEFEconnect result is : trueMZFREREE

FERTBIETER. EEHERNREFRRR
YIRRELER
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/samples/resource/root.pem
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SDKECAIRMHITELEIEINRE, SEAIREIRUE, SHTNEREE. WERE
X, FEENITERES, SHEREAN, SERGENREEE. E=REFFH
ZHLE, B BB

HE LR
HE HREEREETE HRER.

1. ./samples/message/message_demo.go— LIREEHIF, &BidSendMessage
1iEEGHE EREBEE X topic, WSRmessagedRiEStopic, HRRS ERGF
EH92kiAtopic,

""" create device code here """

[IAEERIEBEE

message := model.Message{
Topic: "{custom topic}",
Payload: "first message",

}

for {
sendMsgResult := device.SendMessage(message)
glog.Infof("send message %v", sendMsgResult)
time.Sleep(1 * time.Second)

2. EREBENEHEG, &R R > MERE -EEREEAEX.

3-55 18R IFZBEL
<« B o = @ izg & oE e
Figig% =wescn2 @3=0% 1 @ mxon 0 esEs @=E=En & eUES

RN MBI MEEN  AENR  ASIIGRERS  T4LE

mEs © g O B8 0 R O FiE O e o

3. EEMNIRE, BF “FE  AREFRRERNRERSIRER.

3-56 HRIRER-EahiHEIRER
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BEEE FWIETHR E= a5 BENT THERE BERE FRE S

BEBETER S HES, B L . TEES
FERSRASSHE. FRES, ENEREESR, ToR  SuHS R

0 EXETESEE. FeER DNSSRENREIE, SRASSRTHEE

* WRREE 0 x 0 et | 30 e

4. BHBERRE, WAFESEAREIREER.
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HEIRERSE—ERIER, MRRBEIEE, BFEEREH.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#415-disconnection-and-reconnection

RBEN
SDK &% 3 1% SDK

3-57 JHEIRE-BE device_sdk_java jHEIREE

wsam & UEER © wssiEs & ERIE & EEKS & B
BEETFE FaLHEROEE LR 191722 GIT+08.00 oy
EEEFE FlHERORE LR 19:47:22 GMT+08:00 omy =5
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BEEFE FaLEAENKE LR 19:47:21 GMT+08:00 [)22)
BEEFE FeUFASMEE LR 19:17:18 GMT+08.00 [)22) 18
FLUFEEMEE LR 19:47:17 GMT+08.00 o =
194717 GIT+08:00 oy
EEETE FalHEROEE LR 19:47:16 GMT+08:00 omy =5
BEEFE FLLFAENHEE R 19:47:12 GMT+08:00 oy i
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B Lk
B HRIBRRSE NN RIEE HRAT A

1. ./samples/properties/device_properties.go—NE M LIRZERIFIF, RILUE
1dReportProperties 52 B M LIREGETFS .
< create device code here ... >
/] RELRENE
props := model.DevicePropertyEntry{
Serviceld: "smokeDetector",
EventTime: iot.GetEventTimeStamp(),
Properties: test_model.DemoProperties{
Temperature: 28,
%
}

var content [Jmodel.DevicePropertyEntry

content = append(content, props)

services := model.DeviceProperties{
Services: content,

}

device.ReportProperties(services)

2. HEENSHERIERE %8 > BIRE™ , BIRFIMINESHTESE, & ‘88
277 A LIERININ_ IR EMEE.
3-58 IR, F-temperature

REREE mREEET FWEE  REFT  HERE  REkE  FRE & B4

D EEeE, THRES

( muma ) (s
B V¥ i3 IR Hig(E HEE @
smokeDetector alarm REAS
smokeConcentration =g
temperature hE 28
humidity BIR
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1. ./samples/command/platform_command.go@— M IBE &S T ARIEIF .
fFCommandHandlersRE{ERar < inlfras, BN:

mgqttDevice.Client. AddCommandHandler(func(command model.Command) (bool, interface{}) {
glog.Infof("l get command from platform")
glog.Infof("command device id is %s", command.ObjectDeviceld)
glog.Infof("command name is %s", command.CommandName)
glog.Infof("command serviceld is %s", command.Serviceld)
glog.Infof("command params is %v", command.Paras)
return true, map[string]interface{}{
"cost_time": 12,

}
)
2. HdevicellRapSEHE N CommandHandleri&#], FHIGEREND NS RIR(D]
BEE,

3. HfTmaingii, EFARR/RETAWS, EEABATUT,

3-59 g0 IE=mS A

3.6.4 TNRESZHF
SDKEIIEE . I RBIIMARAISEE, FAEBETHMSDKED, (EaH

IR 510TDARRSS ([EELELHIIAY “BRSS” « “TFE “19iSI0TDARRSS ) WEiEif .
SDKRISZ FFAYTNRE
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= E i BT RERmREFEX BV EIEEE LIRGFa .
BETE BTFamrE FTRIREEHGS. FaTkwdE, FERENM
B SHIPTERIREISEFES
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#43-device-initialization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#43-device-initialization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#415-disconnection-and-reconnection
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#45-platform-message-deliverydevice-message-reporting
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#46-properties-reportingsetting
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#44-command-issuance
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#47-device-shadow
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#48-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#48-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#48-ota-upgrade
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3.7.1 {5EF3HEA

e |oT Device SDK Tiny2EfETE&E HMEEND . XINFE. &FiE. HEREGTZ
IRHEINRImE S ENESRNEBEE ELE, & ,':\'HF-'%J'_]}EHAPI};:EI IR
FIREIEANZWIEL NS LAN R _ EIRFaG <SRN ETHEE .

e |oT Device SDK Tinyf@iftin=tE8EST, &M TMQTT. LWM2M, CoAP.
mbedtls. LwIPEEIcTEERKE@EINYIE, BAEXEMMILAIEMZ £, B> T

HAPI,

RARREXEEBNA, MAGKEMMYXAEPSEIMAT, BiEERASDK

FERIAPI, BRRENIMESEANRITFEFENLZEAFiERE . FRSDKAILAK
KEDFRRER, REWSHL, REEE m.

o [EINZSDKEEARI#ENFE, AR ETEFILIRERZSREITEF AN, B

BREE

o TEXEEMG

AR

IEj ’ ’J_ZIJ\*g*EREE o
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#410-device-time-synchronization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#411-gateway-and-sub-device-management
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#411-gateway-and-sub-device-management
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#49-file-uploaddownload
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#49-file-uploaddownload
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#413-end-side-rules
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md#414-equipment-issuance
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
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% 3-17 SiEHMY

AiER
R

fEk

MQTT

MQTT ( Message Queue Telemetry Transport ) 2—NIEXM{E it

W, HRITBETFREERNEABATRAXNBEEER, SEANRGEIAISERN
ML SR AIMIEARIR SR M A SERIMIZEARSS . MQTTSIEMQTT+SSL/
TLS, FEMQTTSHERSSL/TLSHMGHITIIEER

CoAP

SZYRAIN FEIMY CoAP ( Constrained Application Protocol ) 2—FHaR{4
Y, EREFEIFEERENBEFREEBEERN HTREBE.
CoAPS}ECOAP over DTLS, 7ECoAPSH{ERIDTLSHMM I TINZEEHI .

LwM2
M

LwM2M ( lightweight Machine to Machine ) 2EHOMA ( Open Mobile

Alliance) EEXBIIEXMItNY,, EEFAERRESZIR(B1EFE. IHESH)H
NB-loT#i .

mbedtl
S

mbedTLS ( §i&PolarSSL ) REBBRARERSE, LU —EZBRIINES
BEFSSL/TLSEE . mbed TLSRZGF IR/, WFERFRRERAS -
mbedTLSEFFEIRE , FE{FHApache 2.0k, {FERFETLUS
mbed TLSEREFERIREH, BeJLANBFEWIRE .. BaifERmbedTLS
MImBERZ, flaiMonkey HTTP Daemon, LinkSYSE&HIZE,

LIRSS HIRE API

im = HiBABHEI0T Device SDK TinyFhHEEA M, EMHin=thERLHIIET
MQTT. LwM2M. CoAPIM{IIIELER=HIFFRIAPI,

SZFFMQTT/ LWM2M/CoAPHY . MQTT/ LwM2MPMRABAEL ABE X IZE N AREAR
MFENTRIFRE , TEXIHEREATYEAMNAISEIAETS, (NFEEREEE
BB IMGEMEI RS IMSEE (OCAL) , BIAROC ALRMAYMSEZORD

al,

e OC-MQTT
OC ALIRRIEFMQTTIMUAKEZOBE R ---\iot_link\oc\oc_mqtt,
OC ALIRERIMQT TN Im = EBAPIES & &i#ilJoc_mqtt_al.h3Z4F, APIEOR
AT

BH=x

i1}
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EECHEANOCIRSHIIMQTTHRE . BIiEMLE, &LEMREIA

oc_mqtt_a | FiEARAIEREL
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oc_mgqtt_ti | =imVShRAEO) .
ny_v5
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rofile_v5
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OC ALIRHAIEFLWM2MIMUBIR EREORIBERA: --\iot_link\oc
\oc_lwm2m, OC ALEMAEFLWM2MIIMYiH=EiBAPIZE0oc_lwm2m_alhX
4, APHEZORMAKNT:
B3 fA
e/ HRRPRSOC LWWM2MAHSR EREONSCI . BidiE, &2
oc_lwm2m_ | AREEREEEREL
al
e/ SDKA ERYsoftZEiZ FBH L AOCIRS HILWM2MAIE(ARSCH .
atiny_lwm2 | @SSR ERMAYoc_lwm2m_register;FAREREL, 1SHEXINAL
m AAZISDKeR
e SDKREHIboudica150i&Ec4E I OCARSSAILWM2MATE (AT
oc_lwm2m_i | B, BIdMRERMIIoc_Iwm2m_registeriFAREREL, SHEXIN
mp/ BEiEMREISDKeR
boudica150
o OC-CoAP
OC ALIREAIEFCoAPIMISR EROMRASER/9: ---\iot_link\oc\oc_coap,
OC AURMHHIE T CoAPIMN IR = HIBAPIZ®E oc_coap_al.h3f4, APIZECOEALN
T
B= #R
e/ HRRPRSOC LWWM2MAIHSR ERE ORI, B, &L ER
oc_coap | [EERYIEHECEREL
_al
e/ SDK EHIsof g B ENOCIRSZAICOAPHIERICIL , (@i
atiny_co | &REEIRMHAY0c_coap_registeriE RSl 1SIEXINEEFAMEISDKAH
ap
MIBRLE(F MR
loT Device SDK Tiny£Ep T LWM2M. CoAP. MQTTEIEXMFRAENNY, SaTLAEE
ERESSIMY, FRIMBENINY, GEIEMESDKF . HiMXEER: -
\network\ .
1. MQTTAL
RIEMQTTHRENMNY, 10T Device SDK Tinyi2HIMQTTIRSS B2 E I FEARERY
MQTTHMYER L, FHREMQTTIMMMREREO . ERMQTTRIRG I REE
W
typedef struct
{
///< connect to the server
void* (* connect) (mgqtt_al_conpara_t *param);
///< disconnect from the server
int  (* disconnect) (void *handle );
///< publish a message to the server
int (* publish)  (void *handle, mqtt_al_pubpara_t *msg);
///< subscribe a topic to the server
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int (* subscribe) (void *handle, mqtt_al_subpara_t *subpara);
///< unsubscribe a topic to the server
int  (* unsubscribe) (void *handle, mqtt_al_unsubpara_t *unsubpara);
///< check the mqtt engine status
en_mgqtt_al_connect_state (* check_status) (void *handle);
}maqtt_al_op_t;
int mqgtt_al_install(mqtt_al_op_t *op);

% 3-18 MQTT i1 =#ENO

#£0O9 | #0O3 5iRA
*
MQTT | void * ERiERE
FBX#E | mqtt_al_connect( mqtt_al_c
A onpara_t *conparam)
int mqtt_al_disconnect(void | B FFiZEE
*handle)
int mqtt_al_publish(void AEmER
*handle, mqtt_al_pubpara_t
*pubpara)

int mqtt_al_subscribe(void TIRIEK
*handle, mqtt_al_subpara_t

*subpara)

int mqtt_al_unsubscribe(void | BUEIT A
*handle,

mqtt_al_unsubpara_t

*unsubpara)

en_maqtt_al_connect_state KMEIEEIRS
mqtt_al_check_status(void

*handle)

2. LWM2M AL

RIBLWM2MATRAEENY, 10T Device SDK Tinyi2{HAILWM2MIRSZS £ 2T TR
BILWM2MEMYERE E, FHEFLWM2MIMURREREO . EELWM2MBYERIGLE
BREENT:

typedef struct
{

/* lwm2m config, prepare endpoint name and message deal callback */
int (*config) (void **handle, lwm2m_al_init_param_t *init_param);

/* lwm2m deinit */
int (*deconfig) (void *handle);

/* lwm2m add object */
int (*add_object) (void *handle, int object_id, int object_instance_id, int resource_id, void *param);

/* lwm2m delete object */
int (*delete_object) (void *handle, int object_id);

/* lwm2m connect */
int (*connect) (void *handle);

/* lwm2m disconnect */
int (*disconnect) (void *handle);
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/¥ lwm2m send */
int (*send)(void *handle, lwm2m_al_send_param_t *send_param);
} lwm2m_al_op_t;

% 3-19 LWM2M s E#EO

EOs | EO83 yizl:lz
23
LWM2 | int (*config) (void **handle, EcE ¥R

M#E3% | lwm2m_al_init_param_t
=0 *init_param);

int (*deconfig) (void *handle); BGE¥ISR

int (*add_object) (void *handle, int NS
object_id, int object_instance_id, int
resource_id, void *param);

int (*delete_object) (void *handle, EIVES
int object_id);

int (*connect) (void *handle); TEIOERE
int (*disconnect) (void *handle); B EE
int (*send) (void *handle, i

lwm2m_al_send_param_t
*send_param);

3. COAP AL

TRIECOAPHRIERY, loT Device SDK Tinyi2tAYCOAPIRSZEN 27 I (EHnERY
COAPIMYERE L, FHRHCOAPIMUHSREREO , 1&hcCoAPRIEA SR E BN
T

typedef struct

///< coap init, prepare context, session, etc
int (*init)  (coap_al_initpara_t *initparam);
///< coap deinit
int  (* deinit) (void *handle);
///< coap add option
void* (* add_opt) (coap_al_optpara_t *optparam);
///< new coap request
void* (* request) (coap_al_reqgpara_t *regparam);
///< send a request to server
int (*send)  (coap_al_sndpara_t *sndparam);
///< recv and handle response from server
int (*recv) (coap_al_rcvpara_t *rcvparam);
}coap_al_op_t;
int coap_al_install(coap_al_op_t *op);

AXEREONA:
gﬂﬁs\ #O#H i5EA

CoAP#E | int coap_al_init(coap_al_initpara_t a1k
F#EO | *initparam);
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£0O9 | #0O7 548

£
int coap_al_deinit(void *handle); BGE¥IA1E
void R INCOAPIEIR

*coap_al_add_option(coap_al_optpara
_t *optparam);

void SIEFEIBRIEK
*coap_al_new_request(coap_al_reqgpar
a_t *regparam);

int coap_al_send(coap_al_sndpara_t | RiXHEHRSEE

*sndparam);

int coap_al_recv(coap_al_rcvpara_t BEWFHLIBIRS 2 T AR
*rcvparam); HiIE

int coap_al_install(coap_al_op_t *op); | &M EMBIR S H
int coap_al_uninstall(); B E M

3.7.3 OS EHixiE5iEHT

TCP/IP i&fg

Tinyi2t TLiteOS. NovaOS. linux. ucos_ii. macOS. FreeRTOSEZIZERSH]
B, SEaLMRIEREEERE CHRIERS .

loT Device SDK TinyAB 2R BRFE—AREFRIIENIRER SR, EREETE

KMTIRERZRN, FLHRZEHITOSHIEXER . FAFAILURIEERSE. MCUT ERIFE
REMEMNEBOS, 1&EEIoT Device SDK TinyLMXHERL A= EiH T —RINN=IRZHY
{#F3. BailoT Device SDK TinyE£5&Hc ¥ Z7K0S,B1FELiteOS. FreeRTOS.

MacOS. Linux. NovaOS. ucos_iiZ,

loT Device SDK Tinyf&fft Tosal (IERFAIMRE ) , LU TIRIERHKSSDKAHAY
B, FHLt B BRREEEFERINRERA T MEosaldr, BIRISLIIXTSDKLAAAY
FH. HPEESEERFZRZRIEXHESIZME. (G52, BRI, IEEEENO
FAR ., TERIEPIUSEEREEITFANRIERSiImpIE. HFASDKAIFAS!
queueXkAE FEFIESENLASEIN, FLEFXIBAIIHITIER . RZRAAIRFIT
osal_init() ---> os_imp_init() ---> osal_install(), Efos_imp_initRIFHFSREL, =

ZAFREESFEHTII, TEYEMosal_install () RE IR FIRSSAEM o

%3 FloT Device SDK Tinyffizs, EMEMMSRETRRIBIERS, EERHSHERE
R, TLUSHEXEMNSEHEONTIS, IEHRAMAEEORE . loT
Dievigg S%I; Tiny-RAFMFTEMGERIED, B, RENLVERzIRs
SEROREL

loT Device SDK TinytBigit 7% Esal, AP ELUARALlink_sal_installREHT
TCP/IPTHEEEAE, EATAFMZRSEIlink_tepip_imp_initE#, iZREE— 1 BHFSHR
. EIZSDKIIEAA9IZRES, AAIREA: link_tcp_ip_init > link_tcpip_imp_init >

SRR 1.0
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link_sal_install, FE¥IRtTREEZ S, A RILUMERTCP/IPIEXIITHEE . FHSE
salLimp.h3L324, EIRTELELERD 7LWIP. ESP8266\L7165 14 ay & t8sBIR Y
TCP/IPIfRE, WMREHHE=FRAHTEIEE, ATASELH,
IEHc AT [Tl
o  AEENERERFEX FHESHIRAIMERARRR, FHLbloT Device SDK Tiny /A
BRI ESHIRER B PR FRIR R BRI THEMNAINE, BaiANSDKELAL
ERIRF AR AEREIE0-31, ONEEMER, 31 IREMLER.

o BURFEIHIITRES | BREISISUNRFRES R IEIRERE, TEREEK
HITETEX.

) gig&fﬁ{#, AR ASHISDKHELR B ZBMAVB L A LIARIES R TIEE «

o RIFZMIIAR), TTLMRBBIENMLANEN M, RIEE CHEREITBEEELL

NfEgg, TE{NXEE N iot_config hSHRISERG], AIFRLARSEIZECILAVSIRA
#ZO76, XBEAILIERKESDKRIIAOEHlink_main.c, HPEETIEED

TarE I HIELE S S 5 TmiE .
//enable cJSON
#define CONFIG_CJSON_ENABLE 1

//enable LinkLog
#define CONFIG_LINKLOG_ENABLE 1

//enable queue
#define CONFIG_LINKQUEUE_ENABLE 1

//enable DTLS_AL link_main

#define CONFIG_DTLS_AL_ENABLE 1
#define CONFIG_MBEDTLS_ENABLE 1
#define CONFIG_MBEDTLS_PSK 1

// enable MQTT link_main
#define CONFIG_PAHO_MQTT 1
#define CONFIG_MQTT_AL_ENABLE 1

// enable tcpip
#define CONFIG_TCPIP_AL_ENABLE 1

//choose paho_mqtt or lite_mqtt
//#define CONFIG_PAHO_MQTT 1

//paho_maqtt_port.c use them

#define CONFIG_PAHO_CONNECT_TIMEOUT 10000
#define CONFIG_PAHO_CMD_TIMEOUT 10000
#define CONFIG_PAHO_LOOPTIMEOUT 10

#define CONFIG_PAHO_SNDBUF_SIZE 2048
#define CONFIG_PAHO_RCVBUF_SIZE 2048

//enable OC_MQTT link_main
#define CONFIG_OCMQTT_ENABLE 1

//mqtt the profile function tools and implement component oc_mgqtt.mk
#define CONFIG_OC_TINYMQTTV5_ENABLE 1
#define CONFIG_OC_MQTTV5_PROFILE 1

#define CONFIG_IOT_LINK_CONFIGFILE "iot_config.h"

3.8 i8%5 Ml 1oT Device Python SDK {&FB5RE8

SRR 1.0
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3.8.1 sEEFIRAH
BIS

iot-device-sdk-python ( LATNEFRSDK ) 128 SN LA =0T F SAIPython
FRAAISDK, IBEREMFEZEETNEEN, URIZSEIRS . MERS. OTAZSR
RS, HBEf OSSR TESNdemot B, 10TIREFEZFEASDKATLAAK
BUFEERE, RENBATE . KB REFHARSDKEINIZEAMQT THMY RIE
ERF S YBEMES . BXEMIESIESE1%%EM 10T Device Python SDK{FEFE

Mo
HEEITE
e B%%Python 3.11.4,
o BEREFE=FEFpaho-mqtt: 2.0.0 ,
o OTEFE=FZFEschedule: 1.2.2 ,
o BEXRIEFE=7ZFapscheduler: 3.104 ,
o BETERFE=FEFrequests: 2.32.2 (i, EMEXSFREEEdemoiERHP(F
B) .
o BXEFE=FFFtornado: 6.3.3 (OliE, EMNXSFREEEdemoiERP(FE
B).
(1 %88
BILAEEIE Trequirement/install_requirements.pyifH{ TiK i 22t
hRANEEHi5dRH

& 3-20 python iIEShRANE#iHAA
RAS | TEERE | ThEERIRAR

1.2.0 FIEINEE | IBINMINISIEE . IRERMINGE. BEXMEZEEIRE. FHR
LEERRAN

1.1.4 IBINEE | OTAFRIFMKIET o
113 ThRerEse | EHARSS imcaillH .

1.1.2 #iBInge | tEhNmicropythonsz3FFIxtzdemo, MOBSTEOTA, LAK
SRS .

1.1 FEINEE | IREHHEE N TIOTYIENEGEE, HEMFPINESE
A IREEE, HERE. B TRFISHR.

3.8.2 PUEEAN

REANG(ERSmokeDetectortF HliE SR RIEARIG ™ miRBLRIEIE . HEMLIBINERES
S8 LA SDKEARINRERIER . AT HEAFI, BT — M RERRRImiEs, Rk
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python

IREEJXZ)\

SDK &% 3 8% SDK
=~ HRFEEE. BE. BE. HERE. B nRE LURERAGI, A3GH
B R, BHELEIR. S EFINEE,
B~ m
jJTTﬂE{?kSﬁ, Rt 7 — MR RIRE, W= FIRFEEE. iBE. ,LF HES
RE . BN ERS . LIRS, MSL&EJ:HE B LIRS
W POREENRS, 2F “BIEEHE” BANREENE 1SA9SER), B
STHIRAFEN
T2 BEAMSHE ‘R, REREANN “QE~ER” .
3-60 7= f- B~
£I|3 RIENERTESSH, ARRE “WE™ Tlr-miIelE.
HEARER
FrERR= | FEEmEHZN~mIABERMARREZE T . FHEEEM
5] RR=ET, ‘FhuzpFEJ:H’JNJ?IlEﬂ W RIS, &
FelERR=E.
PR BENX. XIFFE. HF. ThE (1) ( EFF (-) BFE/FES.
e R “MQTT”
HESR kg “JISON”
IRFRIUE | IR BENER
e
REFARE BE “smokeDetector”
BhEkE
F=&alID ~EE
FE it BIRIELRERES .
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https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
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3-61 B~ m-MQTT

>
ElE
* FiEEE=AE (@ v
WEMEHEEESE, SalaiESaaiirEsE
* FranErr
TR (D) MQTT v
= FaEtEs (@ JSON v
«EEEE ()
SHREE A FESIProductlD | EiZEE
’ =20
et
01128 4
(= )
FErmiEs
$E1 BETHRFEiER smokeDetector, FREU=SREEI .
£E2 HEIERRm, BEFmEATmIFRR.
$|3 ®F ‘BEAMERT MK, BE  LERENMT , EE1RERIT mIRE
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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3-62 F=ia- H{EF iR

C —t—

EAER  meFE  EHER TopcEE EfEER

P

fon 2

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

SR FREURAMIL, AIEERIEH ‘2% > BAGR FEE.
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3-63 ENER-REM MQTT AL

< waE v O i -, X

=3 i VpdsE NRtREEEA | IREREEN
== BREEANRS  yesrevEmm s
RR o EFE2=E, CoAP/ICOAPS MIENBIFEPING
= v
RIS
A v AN BEABRY GRLT... EAIE EEY
HEEE
y BRI HTTPS (443) st iotda-app.cn-north-4.
e ETE
Fash
i I SN AMQPS (5671) otda-app.cn-north-4.
e ] R P
ZANEL MQTTS (8883) i 11.iotda-app.cn-north-4.
AP G . )
eERE ]

COAPS (5684)
SRt (5683)
3

4 2 N MQTTS (8883)
0 RN (1883) otda-device.cn-north...
EREEEE BEAE AR

MQTT over WebSocke

1.iotda-coaps cn-north-.
PERTET

[y

%
&

HTTPS (443) 1.iotda-gdevice.cn-north

HREER © &

3]
v

=t

$IE2 ffiot_device_demo/device/smoke_detector.pyFISFRENAGEEAMEAE . IBFIDLARZ IS
BN NAIE

server_uri = "access address" # FEXNHAFRFHEADIE
port = 8883

device_id = "your device id"

secret = "your device secret"

# ot EEMICAIER, BATFRSIHIRI
iot_ca_cert_path = "./resources/root.pem"

connect_auth_info = ConnectAuthinfo()
connect_auth_info.server_uri = server_uri
connect_auth_info.port = port
connect_auth_info.id = device_id
connect_auth_info.secret = secret
connect_auth_info.iot_cert_path = iot_ca_cert_path
client_conf = ClientConf(connect_auth_info)

device = lotDevice(client_conf)
(RERTY:
EERSEBLUNIETE S /iot_device_demo/resources/root.pem 2k,
T3 HmIFIEIT. HITHEA, WMEWT, WEREEconnect result is : truelFRRIEZE
I,
3-64 EEMI

£R4 ?EJ;%;%@GT%)RO AEFaREFERENUEERRSFEELUNIRE LR
Eglz‘l EO

3-65 IRRIIFRIRBELX
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/iot_device_demo/resources/root.pem
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HE LR

3-66 & LiREIE-smokeDetector

alarm temperature humidity
m empera humic

1 37.66009 91.9506 49.18142

SDKEVMEMIELEIEIIRE, SEMAREMNRNE, SRTMNERRE. MNEARE
A, FaEmiirERSs, SEERKY, SERERMBEEE. EEEFTH
ZAVH, B BrEE

HE LREEREOFE LRER .

1. iot_device_demo/message/message_delivery_sample.py2—_HiREEHIF,
A LAARreport_device_message/3i&iGiHRiBid Bt topic EIRBTFES, tBEJLUA
FApublish_raw_message5;%i5iE Si@id B E X topic HIRIATF S .

""" create device code here """

default_publish_listener = DefaultPublishActionListener()
device_message = DeviceMessage()
device_message.content = "Hello Huawei"

device_message2 = DeviceMessage()
device_message2.content = "Custom topic Message"

device_message3 = DeviceMessage()

device_message3.content = "Custom Policy topic Message"

# B EIRIER

while True:
# B FEKiAtopic LIRIBER
device.get_client().report_device_message(device_message,

default_publish_listener)

time.sleep(1)

payload = json.dumps(device_message2.to_dict())

# BEFEEE X topic LIRIEE

device.get_client().publish_raw_message(RawMessage(custom_topic, payload, 1),
default_publish_listener)

time.sleep(1)

payload = json.dumps(device_message3.to_dict())

# BT & B ENEEPtopic HIRER

device.get_client().publish_raw_message(RawMessage(custom_policy_topic, payload, 1),
default_publish_listener)

time.sleep(5)

2. ERBENEHEG, &F 2% > ARE -EEREEA L.

SRR 1.0
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#417-disconnection-and-reconnection
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3-67 1RBINERRBEEX

I8 © ) v 0 Eaw R & == -
FGiRE =mamcn2 e xmam 1 emtam D EREE @ EERW & euss
MEES  MESS  ASANESEERE  TALE
riss
" QE=HE
e a6 8 O a0 6 WREEZR O iR o anm 6 A

smTs o=

3. BEMMRE, BE FRT  ARSFBEREEMNREHERRE.

3-68 iHEIRIR-ZaliH S IRER
IoTDASSR | S=ETE / GEiTi
{  mylecaemmesess .

BEER FRETEE E= - BEET HERE BEEE Fiag e

EEREA O SR FEE. REHES

HESSESSHE FREE PRRRrEss, TaR  BaHSRE

o . TRES

O EXEMEERE. Aok DRREBERNRSNE, SRASTEMEES

* B RS 0 ESN ] et | 30 S

4. BEERRE, WAFESEAREIREER.

kil
HRIRISE—EMER, WRRBEINE, BHFEERH.

TREE & HERS 6 B

FanHERHEE R 10TDA has receiv

message reported by the device. datarhello raw message . app_id= 19:17:22 GMT+08.00 o =]

RS R e reported by the Pl " null“content™hello 191722 GMT+08.00 omy

EOHE LR 10TDA has received the message raportad by the device data-hallo aw message , app_id= 18:17:21 GT+08:00 omm =
BEETE FeLHEENHE LR 10TDA has received the massage reported by the device data:{'name"nullid"null‘content:hello 18:17:21 GMT+08:00 o
REEFE FLLERENNS LR sage , app_ic 19:17:18 GMT+08:00 osm
REZFE FRIEEOHRE LR (0TDA has received the orted by the device data {ame” null " nul“content“hello. 19:17:17 GMT+08.00 onm g
EEETs FeLTEROAS R 10TDARas sage . app_id= 191717 GMT+08 00 ommn =15
EEETs FeHEROES R null "l “content“hello 18:17:16 GMT+08:00 omn
BEETs FelHaE0RE R cage , app_id== 18:17:12 GMT+08:00 omm =
BEETS FLLIEENHE LR 10TDA has recived the massage reparted by the device data:{'name"nulid"null‘content:hello 18:17:12 GMT+08:00 omm =5

B LR
B LIRS ERSE NN BIEE HRAT A

1. .J/iot_device_demo/device/properties_sample.py2— N B LIRAGIF, TTLLE
dreport_properties}5 &G E M EIRGEFE .
def run():
< create device code here ... >

if device.connect() != 0:
logger.error(‘init failed")
return

STERA 1.0 IR © R ERABRAT 52
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service_property = ServiceProperty()

service_property.service_id = 'smokeDetector’

service_property.properties = {'alarm': 10, 'smokeConcentration': 36, 'temperature': 64, 'humidity":
32}

services = [service_property.to_dict()]

while True:
device.get_client().report_properties(services, DefaultPublishActionListener())
time.sleep(5)

2. filFsalarm. smokeConcentration. temperature. humidityiXPU{NE 1S EEA
M FIREFE . EAEMSHIEFIER 8% > IERE" , RBJIRPIERE
NiggBRE “FE7 , aEERSE LIRAIREEIE.

3-70 MIRE-fRIE LR

Ert

A 2024108/29 10:5800 GMT+08.00
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

alarm temperaturs humidity smokeConcentration
emperature ity

1 55.435158 51.950867 43.89913

kil
EERAEEIRM LRE, WARSELLErmRE: HiEF-miEs,

IRESHITRARBKFER TANGS, EOEEOE, B HiT8E, FE
RN o

1. ./samples/command/platform_command.go@— Mt EBE &GS T &AEIF.
KiBHECommandSampleListenerfISE iR &S IEITES,
CommandSampleListenerz&4t&CommandListener3s, LI ¥ on_commandfs
%o

device.get_client().set_command_listener(CommandSampleListener(device))

2. devicel{ZIan S ANSENAAKITEEFAJon_commandrsiX.
class CommandSampleListener(CommandListener):
def __init__(self, iot_device: lotDevice):
" {E N—MotDeviceSEfl "
self.device = iot_device

def on_command(self, request_id, service_id, command_name, paras):
logger.info('on_command requestld: ' + request_id)
# IR
logger.info('begin to handle command')

nnn nnn

code here
logger.info(str(paras))

# ST

command_rsp = CommandRsp()

command_rsp.result_code = 0

command_rsp.response_name = command_name
command_rsp.paras = {"content": "Hello Huawei"}
self.device.get_client().response_command(request_id, command_rsp)
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def run():
< create device code here ... >

# IR BISITES
device.get_client().set_command_listener(CommandSampleListener(device))

if device.connect() !'= 0:
logger.error('init failed")
return

while True:
time.sleep(5)

3. WITREEE, EFaRiRE T RS, EERAEATUT.

3-71

3.8.3 IRESZIS

SDKEMIZE . FEREHBERRIM AR KRS, FAREBIIIEASDKED, ErJLH

IR 510TDARRSS ([GEEHIIAY “BRSS ™

] 0

Python IBEH< A

‘5 “19ISI0TDARRSS ) WEiEifl. SDK

SRISIFRIINEER |

2 3-21 Python IhaESZ 5

- 12 IR

IREERE | (FABPRERMQITIMUENEIFES . DAIERBENSERENE

3% MIAIES T

HTEEE ?iﬁ%ﬂﬂ?l@éﬁxﬁiﬁ%ﬁﬁﬁ%ﬂﬁﬁ*&ﬁﬂﬂ‘, SBE&IHITERE
Z o

ER LR BTFREREENEELIRETE, FaRrE LRIERERSEN
FRRRSS e s Nt = ARSS B ATIFIEFILLEE

R ER BTFeER~ RREPE XASIUBBIEHIE LIRGFES

weTR ATFFEamRE FTRREEHGC. FaTAWSE, FERENRMN
B SHITEREROS TS

TR BT EFHERSNESRINS. REREXR ELRINREREEE. MAR
SHRPETRAIEE.

BRENS BFS5FaEE THOTAAKE .

(OTA) H

&

eI IRE O FERENEREER

MXS5Fig | WXRE: BUFEFIMY, BERERFIFORRE. FIRE:

& FEXIARSCIMTCP/IPHIYARANIRE, AT EZEZEFEEE, ERE
BT M TEEE R . SRCHFBEmattXEESIFERIR
BIFAMXIZE .
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#43-device-initialization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#43-device-initialization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#417-disconnection-and-reconnection
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#45-platform-message-deliverydevice-message-reporting
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#46-property-reportingconfiguration
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#44-command-delivery
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#47-device-shadow
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#49-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#49-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#49-ota-upgrade
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#411-device-time-synchronization
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#412-gateway-and-sub-device-management
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#412-gateway-and-sub-device-management
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i 12 IR
XM EE/T | ZiFRERiETEE, REGEESXM LEEES, ETHPEHITH
=7 T, BEEEN . REBEENHS

AT B EMAA, ETIURAIN, SIASRERIMRERMN, SLINRE
BXaf. EHaetEdl. BRITFaSFmMEEIAN . = imH AN
s,

IR DEBAE. BRHANE. EBATHRIFRBR. LhNE=,
NSFTRARHURIR EHIIAICECE -

3.9 %7l loT Device Arkts(OpenHarmony) SDK {§FB8#§
3]

3.9.1 (ERIRAA

BIS
8% 10T Device Arkts(OpenHarmony) SDKI2HHS BN EIoTHIBEMEESH
ArkTSHRZARISDK, IRELIZFFHIFEZEE TN, HEMNSMMISRETEED
demof{s,
ERTE
BZ2%E DevEco Studio 5.0.0% LA ERARA .
o mIEE DevEco Studio ZEIES
e St T DevEco Studio
(R
o TEHZEIE: 1EDevEco StudioPHfTLA TGS 5INFZIESDK,
ohpm install @huaweicloud/iot-device-sdk
o HIRECE: (FRISDKEEMBZEZAIBPR, FEEmodule.json5HY
requestPermissionsfiEfilohos.permission.INTERNETAIRR, #0FAr7:
{
"module": {
"requestPermissions": [
{
"name": "ohos.permission.INTERNET"
}
1
}
}
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#410-file-uploaddownload
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#410-file-uploaddownload
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#415-client-side-rules
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README.md#416-device-bootstrap
https://developer.huawei.com/consumer/cn/doc/harmonyos-guides-V5/ide-software-install-V5
https://developer.huawei.com/consumer/cn/download/
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RSB 5 Ae

2 3-22 openHarmony Arkts {5 = RANE i AH

RS | TEER | ThRERIRIRAR

0.0.1 FIETRE ?m1ﬁ$(ﬁ§1ﬁjjzfl=%ﬁaémzlié‘§‘éjj, FERFPSEIHEN. RS

EE. M TARFISESG=

3.9.2 REEAN

AENEERASMokeDetector Demo 5SS RIRIRIL = RAZEIRICIEE . DemoE’JEEE'i
[BE1. AKSDKEARINEEAIER . AT HERRE, BHT— MBI mIER, (R
SHRREE. BE. 2E. HERZE. £ZFRBIREDS . LUHRH, MSB@%’%
HR. BELIR. spdmNEINAE,

7377‘5@1215%, HA MM T —MRRRI iR, Wk LIREEE. BE. EE.
ABIRE, ESNRRESS. AR, AREB LR, it RS

IDEIRERANRS, BF “SIEEHE #NREENZHG, ERERILS, BE
SIBRRHEN . BEMQTTSIREENGS, REFZitt.

$E2 BEAMNSHE “Tm” , BEREENN “‘elE~R" .
$I3 RENERTESSH, ARRE “HE™ Tl miIelE,

HAEER

FrE &Rz ¢AEMHﬁ@LM#%HFT%MAE SETR . NFBHEEEM

8] RETET, MIEFFABNSRETE. NS RTE, 1B
SR RIR=SE

FEERBRTR BENX . XFFH. HF. X (L)  EFF (-) =FFES.

e IR “MQTT”

#HiErEt & “JSON”

IREEEE | IR BEMEER

b

IREEE 1HS “smokeDetector”

BREE

FmID TES

= anfiEid IBIRIELIRERES .
----45R
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https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
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e MRt

F$B1 BETHERTRER smokeDetector, K= Ri&ERII,

TE2 KEQEITR, BEFEHEATRIFBER

TE3 &F ‘BAERT T, BFE “ HEEENE , HE1RERIFRIERI A

3-72 - L& miRE

EfERR

REEIES

WS

4
=A

TS
BB ERAMUSHE RE > IERE" , BE EHeE” .
$I2 RENERNMEEHEESH, RERE ‘BT .

SHEM 1538

FrERiR=E | BReIEN R AEER— M EIE=E .

FiiEr=am R IR G .

IRBIRRAG E_EnodeID, IRBE—IEINR . TEENX, HRXFEIHFE
IREFEIR Bldevice_name, ATBEEN .

IRERINIEEE | %EE “BR7 .

4A ;’E‘%E‘%ﬁ, A EEN . EFNESEHR, MKNFEFESEERE

IREEMARINERFRERRG. IREID. Eif.

e
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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IREAIA
AR
BEBILDemo, B]&#entry/src/main/ets/pages/Index.ets.
1. SREMEANMRNE, AITEEHIGRY ‘2% > BAER hEE.

3-73 ENER-REM MQTT EALbIE

< weE v O EAT ENER X
BEEATE, AN = AR, EEREEA
== REENES  emrEnsEns o
T @ ETF=2=r5, CoAP/COAPS BIEEAMHIEEPING
e v \
PRI o e
s o A AR G- B B
O
¥ RS HTTPS (443) stt.iolda-app.cn-north-4.
_ Fast .
EEA) R AMQPS (5671) fotda-app.cn-north-4.
P o E
| 889 B t1.jotda-app.cn-north-4.
APISETHIE (] MQTTS (8383 Pp.
<
EIERE G 5584)
COAPS (5684) 1 jotda-coaps th
PRI (e it (5683)
4 2 0 s MQTTS (8833) -
(1883) ===
aaEm e N
SARERE AR Rl MQTT over WebSocke
HTTPS (443) 1.jotda-device.cn-north.
HhgER © & > [=E

2. CUIERBFEBMNIREAVKEID. BRLIKKEMQITIRAMIL, EEHA
ssl// AR G5 5% ssl//IPHULGES, BNIIIRNTTIER

private device: loTDevice | null = null;

/] APiEEERAE CAHEANLL 881D, IREEARIEBIRE OEPX G Eresource/resfile ™, EELE
NEANEERXIRANER, TSR FEIEBXHE) -
this.device = new loTDevice("ssl:// & /5/&8883", " deviceld'," mySecret'," filePath");
3. FARINELERE ., EERRSSREES S VIEN.
/] ERSLHRAEL
this.device.init().then((data: boolean) => {
/] CERERIhAL IR
}).catch((err: string) => {
/] EEK WA TR
)

/| SERRLSSHADIAN

// await this.device.init();

4. BERFASITE, REEZNI.

5. CIERBEHERNINE, ATLFHAHTIREBE. EAloT Device MclientiZ5R
BiREEFin, EFiREMTER. B, asdFEEO.

ikl

SDKEGMRBUMEEIEINGE, LM deviceinit () /5, SBTRMETIE, LT
%, PATHNTHERS, SHEEAY, SERAONRAEEE. AREFTHRE
AV, B BRSO
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/entry/src/main/ets/pages/Index.ets
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.2
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HE R
(1] ¥ 88
iHE FRDemo, B[&#entry/src/main/ets/pages/MessageSample.ets,
HE LIRRIEREEFES LIRER

1. EWBAFHEETESMKINGE, BAEZERPiRAreportDeviceMessagetz[ RIS EIH
B, publishRawMessage - iR EENX TopicHJER
/] EIREBitopiciHR
const reportMessage: DeviceMessage = { content: this.message }
this.device.client.reportDeviceMessage(reportMessage)
.then((data: loTMqttResponse) => {
LogUtil.info(TAG, “report deviceMessage success ${JSON.stringify(data)}. DeviceMessage is $
{JSON.stringify(reportMessage)}’);
b
.catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, ‘report deviceMessage failed ${JSON.stringify(error)});
b

/] EREE M topicHR ( $ocFrk, TRFESATF AR ERE N topic)
const topic = “$oc/devices/${this.device?.deviceld}/user/test’;
const rawMessage: RawMessage = {

topic: topic,

qos: 0,

payload: this.message

this.device?.client.publishRawMessage((rawMessage)).then((res: loTMqttResponse) => {
LogUtil.info(TAG, “publish rawMessage(${rawMessage.topic}) success, message is $
{JSON.stringify(rawMessage)}}");
}).catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, “publish rawMessage(${rawMessage.topic}) failed, error is $
{JSON.stringify(error)}}’);
bk

/I ERBEEX topiciHE (E$ocFrk, TIFRIREtopicERIRIEHITIR )
const topic = "hello/world";
const rawMessage: RawMessage = {

topic: topic,

qos: 0,

payload: this.message

this.device?.client.publishRawMessage((rawMessage)).then((res: loTMqttResponse) => {
LogUtil.info(TAG, “publish rawMessage(${rawMessage.topic}) success, message is $
{JSON.stringify(rawMessage)}}");
}).catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, “publish rawMessage(${rawMessage.topic}) failed, error is $
{JSON.stringify(error)}}’);
bk

2. bikpIN, BEERERXEE/MKIN.
3-74 HIRZE % Topic iBEBE

[
h
con. hua
h
h

3-75 HiREENX Topic ( $oc FFL) EEHE
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3-76 EHREENX Topic (FE$oc 7k ) HERAE

tt

3. EREBEANEHEG, BF “RE > IERE -BEEREEEEE.

3-77 8RIF 8B EL

0
0

v oEEn @ = & =E o

GRS =mescx2 esmos 1 emien D EREE @ EEEM & oSS

RESE  METH  mEEE MEe  ASSmesEea  w4LE

QG D@

swas e O 0 6 R O FiEE O o 0 0

= &% =5

4. EENEORE, BE FRT , BEARFFERERINREHRIRER.

3'78 i‘ '1§\EEEI%-EEJJ;ﬁI%\EEEI%
10TDASZR! | ZEEE | @&
{  wylevwemmasens . 3

BEER FRETEE E= - BEET HERE BEEE Fiag e

BRI O S TERT HEE. s

HESSESSHE FREE FaRirEss, FaR  SaHRE

EMEERE
(1]

. . TRES

i

ESEMASEE, FAESLASSETORSNE, ERASTENASE

* B RS 0 ESN ] et | 30 S

)
i iE
(=) B

5. HRIRERERFEINEKEIRERES

3-79 ;HEIREE-BE device_sdk_java iHEIRER

szl & EREIE & HERS & £33

age . app_id= 19:17:22 GMT+08.00 onin 8

1oTDAN eported by the de 19:17:22 GMT+08:00 o =15
BEETFe FauIERNEE LR 10TDA has e ved the reported by the dey 19:17:21 GMT+08:00 [ ]2 EHE
BEEFe FalBaRane LR 10TDA has re ved the reported by the dey 19:17:21 GMT+08:00 [ 7] #E
BEEFE FLUEREIHE LR 16TDA has eceived the message reported b the device.data-hello raw message , app_ 19:17:18 GMT+08:00 o 15
BEEFE FEREREHE LR 16TDA has eceived the message reported by the device.data:{name’ nu 19:17:17 GMIT+08:00 o =
10TDA has recived the message reported by the device.datarhelloray 18:17:17 GMT+08.00 oy -

SEEENEE LR 10TDA has r¢ reported by the device.data:{ 19:17:16 GMT+08:00 omym i

EEEFE FauIERNEe LR 10TDA has ¢ ved the reported by the dey 19:17:12 GMT+08:00 omn =
2RETe FLnIARORE LR 10TDA has received the eportd by the davica data:{name"nul ¢"nul,"content”hello. 19:17:12 GMT+08:00 o =5

ikl
HEIRERSE—ERER, MRRBEIEE, BFERERE.
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R EiR

(MARY:
B _EiRDemo, A& entry/src/main/ets/pages/PropertySample.ets3{4,
1. BB FHEETEE/RINE, AAZFirireportPropertiesiZz[ FIRIREEIE

const properties: ServiceProperty[] =
[
{

"service_id": "smokeDetector",

"properties": {
"alarm": 1,
"temperature": Math.random() * 100,
"humidity": Math.random() * 100,
"smokeConcentration": Math.random() * 100,

}

}
1

this.device.client.reportProperties(properties)
.then((data: loTMqttResponse) => {
LogUtil.info(TAG, ‘report properties success ${JSON.stringify(data)}, properties is $
{JSON_.stringify(properties)}}’); 1
.catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, ‘report properties failed ${JSON.stringify(error)}’);
bl

2. Filwpkl), EEHTRIXBMENI.

= 3-80 J:HEJ: EEE':L»

3. EIREREANESG, KE “IRE > IRIRE” , EMIIRE, BF “FET , #
ANRFFEREALEIRH LIRIEIEHE.

= 3-81 #PiRE- Bl IR

iR —

eeeeeeeeeeeee

1 55.435158 51.950867

asms 16 v

RiLES

[l

AR
EBMiESDemo, aJ&%entry/src/main/ets/pages/PropertySample.ets,

1. EaERINE, WRERInEpropertyListenerfTiARiRBERMEIEZO
- ERMAE: Sl TalarmBENEERE, BEttEMERSITSRIE.
- EEMAE: BAtEMERBEORIUE TR

let propertyListener: PropertyListener = {
onPropertiesSet: (requestld: string, services: ServiceProperty[]): void => {

STERA 1.0 IR © R ERABIRAT 101
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this.logArr.unshift("${new Date()}: onPropertiesSet requestld is ${requestld}, services is $
{JSON.stringify(services)}")
// iEFservices
services.forEach(serviceProperty => {
LogUtil.info("onPropertiesSet, serviceld is ", serviceProperty.service_id);
/] BhEME
Object.keys(serviceProperty.properties).forEach(name => {
LogUtil.log(TAG, “property name is ${name}’);
LogUtil.log(TAG, “set property value is ${serviceProperty.properties[name]}’);
bl
b

[/ BB
this.device?.client.respondPropsSet(requestld, lotResult.SUCCESS);
I
onPropertiesGet: (requestld: string, serviceld?: string): void => {
this.logArr.unshift("${new Date()}: onPropertiesGet requestld is ${requestld}, serviceld is $
{serviceld} and respondPropsGet")
LogUtil.info(TAG, “onPropertiesGet, the serviceld is ${serviceld}’);
const serviceProperties: ServiceProperty[] = [
{
"service_id": "smokeDetector",
"properties": {
"alarm™: 1,
"temperature": Math.random() * 100,
"humidity": Math.random() * 100,
"smokeConcentration": Math.random() * 100,
}
}
1§
this.device?.client.respondPropsGet(requestld, serviceProperties);

}
}
[ R EEM SIS
this.device.client.propertyListener = propertyListener;
AR
o EHiEEEOEEEArespondPropsGetflrespondPropsSetiE [k HIRIBIFER
o WMBIRBAZIFFEENENZEIE, onPropertiesGetiZAnTLATLHL,
2. PUTERRRS, RERMWITEE, EFaL iﬁ%?&?ﬁﬁéééﬁﬁalarmf E=W)

1, {&Ralarm/EHN0/E, EE LEMBE, BERBFWEIEHEEEZalarmENS
0,

& 3-82 IRBEF-BE alarm FlE

= aEtE

Bs B R LG HEE © o
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3-83 IRE X F-BMACE alarm

< | m— — T ——

BEER HWETHR =R BEHT HBRE RESE FiRE i

BEBARSHS I REATRETT, ATATNSMRN0ES y x
SomEEN, EET ST AERr X HEnEEE: avy  RIEAE
:
0 REFAREATSNEE, AR,
BE ¥ B BEE O
Es Eft EE
smokeDetector alarm
smokeDetector alarm
'smokeConcentral
temperature ) —

humidity

(RERLY::
S T~ ADemo, AI&Eentry/src/main/ets/pages/CommandSample.ets,

IRERSHIFEARBKFE TANGS, EOEEOE, FEXwSHTAE, FF
LRI o

1. f£CommandSamplef|FHLIM T ip SRR, WRIGSBHTITED, ABE
FArespondCommand_E3RN@A .
let commandListener: CommandListener = {
onCommand: (requestld: string, serviceld: string, commandName: string, paras: object): void => {
const command = ‘requestld is ${requestld}, serviceld is ${serviceld}, commandName is $
{commandName}, paras is ${JSON.stringify(paras)}’;
LogUtil.info(TAG, “received command is ${command}’);

/] BFRILME ZAE B Tan S48

const commandRsp: CommandRsp = {
result_code: 0

}

this.device?.client.respondCommand(requestld, commandRsp).then((data: loTMqttResponse) => {
LogUtil.info(TAG, “respond command success ${JSON.stringify(data)}, commandRsp is $

{commandRsp}}’);

}).catch((err: loTMqgttResponse | string) => {
LogUtil.error(TAG, ‘respond command failed ${JSON.stringify(err)}");

bl

}

this.device.client.commandListener = commandListener;
2. T AR EGSHIRGE, BEFEENTwS TR, Hfservicelds
“smokeDetector” . #&& A “ringAlarm” | St duration IEE20,

3. BEEAE, wREWEISSHAIN EHRINA
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H4REIRIZ

(MmEizY::
EERERIEDemo, BJ&%&entry/src/main/ets/pages/ProfileSample.ets,

RIENMR 7 B AREEFIRAEOMESHTENG X, XMORLERRIE,
(BRFEEZEMEE—MED, SR ER.

SDKIEMt Y —FhEE RIS, ENERYIRERIE . EOYIRERIZIEE T SDKIRMAY
YIERISRAE S, IREBIDIRIBIMREIE XOREIRSS, AR LBEEBIIRERS
(EEE?%E%HE%E’\JE'E@E?%D) , SDKeiREEIAIFEEN, TiEIERIESH
an<TRIER .

HEECERAREPiRZEOMESHTEN, ERYERFEERSR, st TigEl
KBNERE, ILRFABRFEXENS, MABEXENTELRIEBIIE. X5
HESSHI=.

ProfileSamplef§l Fi&xR 7 i{aE QIR ELIRIZ |

1. BSREN—MERIRSZE, HiFBEAbstractService, (MRESNIRSS, NEE
EXZMRSE) -
class SmokeDetector extends AbstractService {

}

2. EXIRSEMY, ABTELUATHIZEFL, [FEH@Reflect. metadata("Property",
{ name: "string", writeable: boolean });xfExR T ~—"1EME, HEddnameflF=a
EEIh B 2R —, writeable RIMRBHERTE
@Reflect.metadata("Property", { name: "alarm", writeable: true })
private _smokeAlarm: number = 1;

@Reflect.metadata("Property”, { name: "smokeConcentration", writeable: false })
private _concentration: number = 0;

@Reflect. metadata("Property”, { name: "humidity", writeable: false })
private _humidity: number = 0;

@Reflect. metadata("Property", { name: "temperature", writeable: false })
private _temperature: number = 10;

3. EMERSHGS. REKEIFE TGS, SDKEBMERIXERE X
Lo EEFnameXI R AIEERIcommand_name, methodXIR#EzI A< RILIES
%, mSHASTIRENEREEIEARBEEL .
XEENNR—MIRIRESR<S, wdEAringAlarm, TERSHA
duration” , FRIEFSIRERIFLATE],

@Reflect.metadata("DeviceCommand", {
name: "ringAlarm",
method: (paras: object): CommandRsp => {
let duration: number = paras['duration'];
LogUtil.log(TAG, “duration is ${duration}");
return lotResult.SUCCESS;
}
b))

private _alarm: Function = () => {};
4. ENXgetterflsetteriz,
- SRBUEIFETERNEBREHUNIRS LIREMR, SBahERgetters
%ﬁ ?_etterﬁifﬁ'%%iiﬂﬂiﬁééﬂgﬁ'fﬂﬁ, AJLASCRY RN E Rkt BN el E R A it
JEEF
- HBRBREIFETRIGRERYRS, SEhERsetterFi%, setterFiEEE
FIMESAHAYE., NRBUAITERIE, setter(RB=XLI,

SRR 1.0
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- setterﬂlgetterﬁl:l{@fﬁDevEco Studioa#HIGeneratedYGetter and Setter
Bzh&nk, ARIESI5IESEI.

public set smokeAlarm(value: number) {
this._smokeAlarm = value;
if (value ==0) {
LogUtil.info(TAG, "alarm is cleared by app");
}
}

public get smokeAlarm(): number {
return this._smokeAlarm;

}

public set concentration(value: number) {
// /\1;&:7H—E§7F%'='E—E§"Eimset}§|:1

public get concentration(): number {
return Math.floor(Math.random() * 100);
}

public set humidity(value: number) {
/| REFBRAEELHsetiEO
}

public get humidity(): number {
return Math.floor(Math.random() * 100);
}

public set temperature(value: number) {
/| REFBRAEELHsetiEO
}

public get temperature(): number {
return Math.floor(Math.random() * 100);
}

SCIMIISEREL, SSRYBIEFNanSHIRIIAIL o
constructor() {
super();
const fields = Object.getOwnPropertyNames(this);
this.init(fields);
}

fiuiggi§i€§%5 IEEiH%kIIILJ\HEijj o

/1R B RSS

const smokeDetector = new SmokeDetector();
this.device.addService("smokeDetector", smokeDetector);

FEREHEA LR
[/TEsE s E#R
this.device.getService("smokeDetector")?.enableAutoReport(10000);

W7 LA, EEEHTLLIREM.

.huawe...t.device AsyncMqtt Publish Start
.huawe...t.device AsyncMgtt Starting publish string
.huawe...t.device AsyncMqtt ParsePublishOptions Start
.huawe...t.device AsyncMgtt create promise

.huawe...t.device AsyncMgtt OnPublish Success

.huawe...t.device AsyncMqtt Starting - MgttPublish

.huawe...t.device AsyncMgtt Starting publish string

.huawe...t.device IoTDA_SDK# report properties success {"code":0,"message":"Publish Success"}
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.0
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.1
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.2
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.3
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.3
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.4
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.4
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.6
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.6
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.13
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.13
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