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9.10 #N{afiZR Ubuntu 16.04 =ARSZRETLUEIT SSH iINER, B VNC RELEIAESFHEAIGER....... 238
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1.2 PingA1Bak = SRS AN ald TaE R iz ?
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1.4 WUGFEBIDEATN?

1.5 mRSHRim OB EFHE?

1.6 aRSFETELRASEAD?

1.7 Windows =BRSS5 RINEAT?

1.8 Linuxz=fRSZe5RIEAT?

1.9 B =IRSS R ENEE

1.10 BeE = RSS2 LS MR 2 1Pia)

1.1 BERMRSSREAID R EARFEIMNAGET INEE IR EAD?

At AR E KRGS NS R E?

LRSS ARSI 2 HIHIFE RS ( BEFEBREREMER. itb
X ) Mub-RIRAYIERE .

XEHTFRSFAEFEARMER, HEMEEREAMM, EfrmREiZlEEIL,
EfrERLE T RO hit RS, HEEREPATERAIE G TRIER, TS
o, piERE, FLERSTE ARG ERMSEIELR .

IETE
o EMMTREARIMUBERESE, I HE-FE" RENRESSE

MR SMEEMIRIEFRZEEHE, MREEIHDPEARLIMNIEAIFE
R, FNEWEWEHEXRFEIMIEERARSS =R

HINERTLATEM LS E R ARSS RRATIESR “HE-FE ™ KIGREMERIRSS =R .
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1-1 &% “hE-FE” KiF

Q=um= @ rems Q) mam= @) maEs

) o mE-EE - | OmsEn DgresEe— 0 ShsZwe— 09 == ()
T - s i s S
TRE
s s i st b o bE—
e 4y T . s 2 P
CPUZEH
= Tk s Tk g
s
2 S ERAEE
s i EFEEE— i ZEE— s TS

o {UALIpIEERE
SRR LR BBATHNRELS B IBIEIRE,
- (EXIDNSEE
- (Edthosts3 4R IBIENEE
RBIEEER, SO —E@EdHiTping -t PMubHBhtFRIAESER, 1FMiE
FiESEREIHIOMILRYEREESEINMAL,

&2 DNS B2&
{EDNSHRSS =B N HEDNSIRSS2E, flan: 101.226.4.6 . 1.1.1.1,
LATFiER T Windows 201 21 ER Gt ECE DNSAHRIEL R .
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1-2 (22X DNS B &

— - 9:40

|
| = Iz | i - & E’" R OENG  oa1s6s8

R ES BT
. LABP&Administrator, ZEFWindows#E=RS2E.
2. FTRAMER.
a. HEESBENETH, GREENBERZER,
b. B “IIAMEINHEZHL ,

1-3 FTFMEEFNHEZ O

FIFF RS E R0
T 202009728
c. TEEMSHE, B “BEERHRE" .
3. M RIRSZECEDNSIRSS 28 .
a. XNEHEMEIEE,
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HUEHER 1 SINEFEEEL)

b. BEETHER ‘B , WEN-4F7=.

1-4 KihiERE

==
Pvd = Internet
IPv6 TRESEER
E ik 5 BEH
S=EEFTEL 01:25:43
=E 100.0 Gbps
EEEEE)..
&
B —— w — Bm
e
> 3,665,678 | 220,713,726
B EEP) ) (D) BE(G)
FiF0)

c. % “Internet YNXKRA4 (TCP/IPv4) 7, FHEE “fBHE" , WE1-58T
No
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d.

1-5 IEFIMNSERY

|

AT
&  Red Hat VirtlO Ethernet Adapter

EE(0)...

LR FFIEE(0):

W "™ Microsoft FEETE
SMichWﬁ FEATEEHTEER
v B qos mETIES

[ 4 Microsoft s B E infe sty
W o gSERRININ AT IRETEE 1/O WS
W s EEERINENBELEF

4 Internet HHUEEF 6 (TCP/IPvE)
Internet #MUEESR 4 (TCP/1Pwd)

Z2(N)... =) [Bi=(R)

EE

TCP/IP, EMMUERIANI MRS . ERHEAEINEEE
R E L ATE.

EE “(EF TEARIDNSERSSZRENL” , FHRIERERTMESDNSIRSSEA9IP
Hbhk, SNEN-6FR.
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1-6 155 DNS R538E IP fthiit
Internet MRS 4 (TCP/IPv4) % [ x|
= g5Es|

I MAE M TIAE , METLIER S SMERL) 1P 28, S0 . (RSN
EEREERINEEEN IPEE.

(@) SRS 1P #84H0)
) BREE ST [P Hahk(S):

() EiFESE DNS BESiEike)
@ EEFEET DNS FRESEintE):

ik DNS BE:R((P):

=R DNS BEEA)

[iBeaEasE) | EEW)...

{224 hosts X SRILALIGIRNERE
BRI IEERRIIRS R, FHSEIPIHINES N hostsSUERIB LI IEREE .
HAl VB LA T AORR TS AR A B R R A BRAGAR S5 28 I P
o (ERPIngBLHIMTBIDEERIRAIRSS BIPHELL o
BNEMEESESE— ERpingf SRR RRAARSS RBP4 .
o  {ERPingiE T EFIPingInfoView T EEH IR ERIRIARSSSIPithL ,
BUNEEES 254 EAPiIngi TEMPingInfoView T EBK TR S
tRASBRSS RRIP AL .
Fik—: {ER ping B FIMMAITER RRAVIRSS =S 1P thit

LT8R 7 Windows 2012i#E& B . ih@www.example.comafll, {ERpingan<ik
FEIPHBUEAYRA
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1-7 {82 hosts SRR IHIRNERE

10:00

[k 8 [&§ ENG
5 Bie 2020/11/27

e & |

AR ES RN

1. LABiEwww.example.com A, E&<$1T ping www.example.com, &ifjping

HR.
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EIRR: RIS

=153ms | TTL=44

=1
=153ms

s | TTL=44
TTL=44

-

A @ Ei,

Nisers™dministrator’

BEWNITBIX ping www.example.com, IERF—&TTLEE/) . BIREIIPHE

i_IJ:o

A EE

BEfEpingRYiZi2hH1Tipconfig /flushdnsRFIE DNSIRITER, BNIELIF,LpingZl
E— NPttt

N A5 ik iRaY I PitbiiE2£93.184.216.34

{EBthosts30f4 o

FTFHC:\Windows\System32\drivers\etc\, EZaiEHIAYIPHILLIINITARBEAN
hosts3X 4K o

BIENEHIRTIPHEIE/993.184.216.34, M¥E93.184.216.34 www.example.comE AN
ElhostsXHHIRE, REFERXA.

A EE

hosts )X RIBFR RO Z —, BIRIEFREIZRIZS

s Ephosts ), ERJLIEREHIFMGhostsIHER— 1 EIZAR . tBATLL
Slhosts3 4, BABED

gNRhostsXHEEHT T DNSHRITIP, BRARBEERIX PRI AL .

(Eehosts IR UNRBIX HII-RIVEEEFHEHRIP, 155tXKighosts)HEX
FRuEHECE, ARESEHITAT IR EEEHETRYIPIHELL .
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4. EIHEAPEKRMEINNLG, W-RBMEEELANDRSBEIFE.

{Ee&hosts X RBEMMINITERE, MREXFTRIARFR, HABRINEWL
‘hE-FE” KIEAIRSER

ﬁ £ : {#H Ping &I/ TE# PingInfoView TE&Ei50RERIRAIIRSSSE IP i

BRI LUBISEc hosts SR IAITERE , BRSERINT:

FHAEERAE (Administrator ) EREAGEMRIRSES
BENEEEAEPingiN TR . FfiJLAhttp://ping.chinaz.com3fl.

BNEZRIFEROMLE, #HITPingt@Nl, FAILABEwww.example.comAfl, 2%
FeNEE SRS = T N AT Bl ExARAYIP o

4. T#PingInfoView, THELLEE, #EEEizfTPingIinfoView.exeBIRI{#EH .

5. #JFFPinginfoView, 1&iETLERIZRENFIRYIPHENES FIFIRI L AYBNES, FEEH
OK.

[use 17 +iost Descrption formet
[Clstert prgrg mmectely uithout depisying i dalog box

6. EFIERERPIEIRREATIPHIIL
¥ PingInfoView | = | o[

File Edit View Options Help

SEFERE.

ecutive... % Failed Last Ping Status Last Ping Time Last Ping TTL  Average Ping.. Descrip{
0% Succeeded 243 234 243
0% Succeeded 226 238 226
0% Succeeded 222 234 217
L |
< m >
Sent On Reply IP Address | Ping Time Ping TTL Ping Status
W 2019/1/29 17:3...| € 1 216 234 Succeeded
@ 2019/1/29 17:3...| € 3 217 234 Succeeded
@ 2019/1/29 17:3...| € 3 217 234 Succeeded
@ 2019/1/29 174...| € 3 216 234 Succeeded
@ 2019/1/29 17:4...| € 3 216 234 Succeeded
@ 2019/1/29 17:4...| € 3 222 234 Succeeded
3 itemn(s), 1 Selected HirSoft Freeware. http:Jiwww.nirsoft.net
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EEREEES

7. FJFC\Windows\System32\drivers\etc\, & ZBIEHIAIIPHIIILAINI T AXLE A
hostsS{FRIKE o

A EE

o hostsHRRERFRIZONHZ—, BIREFREREN.
i Ephosts )i, ERILIEREHIFMGhostsIHER— 1 EIZAR . tBATLL
S#llhosts3 4, BABEM .

o WNRhostsIHESHT T DNSEEHTIP, BBA REEERIX AN PAEATRILAIBIL .

o (BtlhostsXHFUNRBXHI-RIVEEEFHEHIP, 1B5tEighosts)HEX
FTMsRIECE, ARESRITATRNRIFEEIRRYIPIHELL .

FlanEHIadipttei}99.84.178.238, M4599.84.178.238 www.example.comS A\
Hlhosts)XHRIKRE, RFREXMA.

8. EINEHPEARMEINGLG, W-RIEEELRASRSBERITFE.
HRRBULARBR, F(IBREERTPEAFEIMNXIHATE IR

REISEMNGERIEREG ST

HACHIREES, BENSERPERIIAFEHORIMubtIE, NRMEATLAEETT
T, BMRAFENERER, BolstEinaBEnRSHFEEZEIER, TLIHE—
%ﬁﬁmﬁping -t MEABIHRIAZBER . BSEPing @S E AT I THERE
iI ? o

fIgn: ping -t www.example.com

(MR

WindowsiEFRF R B1T FHZRcurlEFin, B8 E FMicurlEFiR, BERE, F17binX
HRENRE, BEENRTSAT.,

MRBMIAASIRBFIEREEREFHSEINN, BRAHERINEE R EEhEER
REFZBERERSH.

R LB RZ RS E R,

1.2 Ping @B EBRT UM THER A ?

"’

)RR

[RE S

AR LIDREMNEZRER, HIMWERR. FiTpingtss, FAZEAIIE
g

AT ERFLATracertAIMTRTEAAI, NEINMTIZHE BRI ETSRIMEDIBIRE

ZEEISERS SRS, BRTRME. kSRS RRRETRFR
5,

FHRRIRSZ==EBRREE, S LAERTracertskMTR TE#H TH—SZ12H1f .

®
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https://support.huaweicloud.com/intl/zh-cn/trouble-ecs/zh-cn_topic_0191526703.html
https://support.huaweicloud.com/intl/zh-cn/trouble-ecs/zh-cn_topic_0191526703.html
https://curl.haxx.se/download.html

SBMERARSS =R
EEREEES 1 SSuHEZs)

(FERMLZIZ I T EMTRE]LAES EHEHIA MR BIRARE
ATRESHN:
e Windows:

- (E=ER ) WindowsiE{ER SiTracert/ M EF1ER
- WindowsE{ERZWIinMTRAMBFOER .
e Linux:

- LinudZ{ERGEMTRSTEMER

Windows IE{EZ 4 Tracert /" BF1{EH

Tracert2IEHIRIFIZER, Tracertin S AR EREIESRIA BrENERZRIEREZR, F
ETRAABN T E0EYE . TracertipSITHEESPingian SR, BIREHIEEZELLPing
wSiEH, SUEREIBESRENSIIRE. T=a0IPLAKATE
1. ZEREWindows=IREEE,
2. FIHmddGSE, PITLATGSIRERIPHBLLE

tracert IPitBiiE/RaubibiE

540 tracert www.example.com

C:slserss Eracert wuu. LConm

it E 30 <P SIRER
) Lok
:|"|| Wy . ||'|:II|| ||| H

| 2
2 34
3 29
1 33
5 29

SHEIET Ao T
- TracertZVARABEE30, FE170EBIRFS

- TracertBIXERE=NHUER, 2. 3. 45NN =1#ESARE R
. SB5FIIBKEERIIPTI

- BRUNE—EHREIMT “***request timed out” , IPANEERELXERID
B, X BEEHEEAR BT =,

Windows #{ER S WinMTR 74851

ZEZRWindows=iRSEEE .

BENEEBRIAN, EERF THEWINMTREZEE,

REAHAWINMTREZZEE, WinMTRETERZE, JUEEREET.
WEHEWInMTR.exe, 3THWINMTRI R,

FEWINMTREORIHostak, MIABRIBRSS 2R IPHEt ey &g, B “Start” o

vk b=
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SRR
EEHEPR

Ho=t: ||

;Il Start | | Options | | Exit

E

opy Text to clipboard|

Copy HIML to cliplmard| | Export TEXT J | Export HIML

I

Hostname

| Hr | Loz=z % | Sent | Reeow | Best | Arrg | Worst | Last

'W’lnMTR - 0.8. Copyleft @2000-2002 Vasile Laurentiu Stanimir ( stanimir@cr.nivis.com )|

Vi |

6. IRIESCERIER, SRAFWINMTRIZ(T—ERRTE, 23 “Stop”

FR:

R . TE

Host:' | ;Il Stop | | Opticns | | Exit

l:opy Text to clipboard| |:opy HIML to clipboard| | Export TEXT I | Export HTML I
Hostname | Hr | Loss % | Sent | Reev | Best | Avrs | Worst | Last |
m 10 33 33 0 0 0 0

Double click on host name for more information.

MR ERNERERUT:
Hostname: ZIBAIRSZFRBELIIGANENIPSIHS .

Nr: 3B HR0HE.
Loss%: XN =RIIERR,
Sent: ERENIHIEEHE.
Recv: BEWEINTLAYEE .
Best: &xf2AYNIRZATE .
Avrg: FINERZATE]
Worst: BRi<AIIMAATE],
Last: ERIE—XAINERZATIE) o
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SRR =R
EEREEES

Linux {EZR %t MTR fM4EA1{ER
LHEMTR
BRIIAERILINUXRITHRASIE T MTR, MEEOLNXERSHTEREMTR, T

A LARATLA T an it

Vil o b |= =9

17133

-c/--report-cycles: IEEEIRNAXRIEIEEHE, FIAMER10,

-a/--address: FAFIRERIXFIEGRIIPHBIL, FEAFSE—FHSDIPHENTAYE

o CentOS BIER%:
yum install mtr
e Ubuntu IB{ER%:
sudo apt-get install mtr
MTRIEXSE5EA
e -h/--help: BRESENEE,
e -v/--version: BRMTRIRAZE.,
o -r/--report: FRIMRER L.
o -p/--split: 5 --reporttExy, S EIFIHERIEIRRILZER
[}
o -s/--psize: REHIEEHIKN,
e -n/--no-dns: AXFIPHbLIHEIEE AR o
[ J
1o
e -4: IPv4,
e -6: |Pv6,

LAZHNENIPA119.xx. xx XxHIBRSS 2= 9461
PATA TS, LURSEHmMEMTRANZHNRS .

mtr 119.xx.xx.xx --report

[EEE2WT:

[root@ecs-0609 ~]# mtr 119.xx.xx.xx --report
Start: Thu Aug 22 15:41:22 2019

HOST: ecs-652

Loss%

Snt Last Avg Best Wrst StDev
10 3.0 34 28 75 13
10 524 515 342 589 6.3
10 32 50 27 208 55
10 1.0 1.0 10 1.1 0.0
10 35 42 28 116 25
10 353 345 6.0 564 226
10 33 47 3.1 147 36

10 0.0 00 00 0.0 0.0

1.]-- 100.XX.XX.XX 0.0%

2.]-- 10.XXXX.XX 0.0%

3.-- 10.xXXX.XX 0.0%

4.]-- T0.XXXX.XX 0.0%

5.]-- 192.xx.xx.XX 0.0%

6.]-- 10.XX.XX.XX 0.0%

7.]-- 10.XXXX.XX 0.0%

8.|-- ??? 100.0
FEREAERNT:
e HOST: HRYIPHElEEIEHS
o Loss%: EBEE,
o Snt: BMRXNHECRIEE.
o last: RIA—IXAYNGRZASE
o Avg: FHNRATE.
e Best: EFGAIMMAATIE,
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SEMERARSS =R
EEREEES

o Wrst: EIKAINGMATE]
o StDev: tnHRE, REERS, RAS N HIEEEZT YDA ERERX

WinMTR F1 MTR AR & 51Tt IE

HE

PU: L

10

LATFEAFISHTWINMTRIEIMTRAYR S

My traceroute [vB.85]1

ecs-3666 (.6.0.8) Mon Sep 2 12:14:33 2819
Keys: Help Display mode Restart statistics Order of fields quit

Packets Pings

Lossx Auvg Best UWrst StDev

a.8x 3.8 Z.2 56.8 .b

1.1x 2.5 345.8

8.9

e

afa
7

@

o

4.57
1.1%
8.8
8.8
8.8y
8.8
8.8x
4.57
18.2%
5.7
12.64
18.2x
1.1z
12.52

W

-

-
N

.

& 01
DorDDeNLbRrDLDRN O

EERNENDOWNR NGB
D@ NGB NID W N

-
DEIRIANATWNRRRENN N
DRNDOWITWWWLNWR N
RRROWDARARNDADW N

Z.8
7.7
3.6
1.4
1.4
1.4
2.7
3.7
9.9
8.4
1.8
8.6
1.2
.9
0.8

o
ey

o IRSBHTAMMLE: BIEPAXE, RAHBEMFOAEMEIZEREE
- ggﬁgmﬁmmm%wgﬁﬁaﬂm&ﬁ, NFBES AW IR TRNAIHIE
JIMT o
- MRFRHWMERERUBNEHASE, WEERAEERRIRTE,
o ZEBBETME: BIEPBXE, MRZXFENFE, JLMRRESET<HIPE
HHEMBIZER, RMNNEERHTRIR.
o BirmANE: BIERCKE, BIERIRSSZEFIBRMEEIINGE

- WIRFAREEERIRSSR, VUARERENRSSMINERERRE, BRE
HRIARSS 2RI IEECE -
- NMREZEREEREENRSHRAVLYE, WelstRBiriRS=ERMHER

FIESIEIRE .
CES
o BIFENERERY

WNTRGIFR, BEEEBRMIEHIT 7 100%9EE . NEIE L EREIERIRE
X, HXRAFRERRSENERERE, FeERAIIRSRAIB KIS

o

Host Loss% Snt Last Avg Best Wrst StDev

1.72??

2.?2??

3. IXX XXX 0.0% 10 521.3 90.1 2.7521.3211.3

4. TIXXXX 00% 10 29 47 16 106 39

5. 2X. XXX 80.0% 10 3.0 3.0 3.0 3.0 00

6. 2X XX XX.XX 00% 10 1.7 72 16 349 136

7. IXX XX XXX 00% 10 52 52 51 52 0.0

8. 2XXXX.XX.XX 00% 10 53 52 51 53 0.1

9. TXX.IXX.XX.X 100.0% 10 0.0 0.0 0.0 0.0 0.0
e ICMPJRIE

WNTRGIFR, ERSHHEIIES, ERETRIIARIRE .. FILUEHEZT =
ICMPPBRIEPE . ZIBRXIREEFinZ] BirRES[NBFEERTFISEEMW, D
B BT LA BRILFR7 == o

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03
2. TXXXXXX.XX 00% 10 04 10 04 61 1.8
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M=k e EES]
3. TXXXXXXXX 00% 10 08 27 08 190 57
4. TXXXXXXXX 00% 10 67 68 67 69 0.1
5. TXX.XX.XX.XX 60.0% 0 27.2 253 23.1 26.4 2.9
6. TXXXX.XX.XX 0.0% 10 391 394 391 397 02
7. TXXXXXXXX 00% 10 39.6 404 394 469 23
8. TXXXXXXXX 00% 10 396 405 395 467 22
o IFEE

MTRBIPR, BIREESESHZEHI T BN, SHRETEFABIRRS
2. B RERTIEERRXTRBHEEREME, FHRAENTRE

EERLIE,

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 1.0 04 6.1 138

3. TXX XX XX XX 0.0% 10 08 27 08 190 57
4. TXX XX XX XX 00% 10 67 68 6.7 69 0.1
5. TXX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
6. 1XX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
7. IXX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
8. 1XX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
9.?2?? 00% 10 00 0.0 0.0 00 0.0

o HERRCPME

MRRBIFR, BIREEFANZEHMEENENHTRR, XBEERTHENT S
SRR, BINEEREERNHEE—ZHIA . ZHSFERFAN T RITE

EERE,

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 1.0 04 61 1.8

3. XX XX XX XX 00% 10 0.8 27 08 19.0 57
4. TXXXXXX.XX 00% 10 6.7 68 6.7 69 0.
5. IXX.XX.XX. XX 0.0% 10 0.0 00 0.0 0.0 0.0
6. TXX.XX.XX.XX 0.0% 10 0.0 00 0.0 0.0 0.0
7. IXXXX.XX.XX 0.0% 10 0.0 00 0.0 0.0 0.0
8. TXX.XX.XX.XX 0.0% 10 0.0 00 0.0 0.0 0.0
9 TXXXXXX.XX 0.0% 10 0.0 00 0.0 0.0 0.0

1.3 1508 ECS L6l _EiEiTRIMA RN, WHITENZT=R?

)RR
—IRFEEIHTTPIE R EIEIHZRT. B TCPIEE ., kitiEk. IRBEREKEIEKE
TRMIBFHRERMBLER . RIS SEITHTMLUA S TRAT IS REMEE, AR T
TEREM, Hoh, HTTPROEKIZIEEZH T BPAE PR, ZPinFENRSE>
BRIRILET SARIRSE SR . EX=MATH, (EFE— T HERSEEE I ESEGH
18] ECSSLAI_HiE4TAI RIS -R 1 .
f&& DNS EEHEEEf
1. FTHcmd&m<SEO, B “ipconfig /all” , HMEERAIDNSIRSRBEAFRERN
Z=2XIADNS,,
W EREI=EIADNSHEIL
(10 488

R RIZEAIDNSHBIHE S E4EIZDNSHL
2. WNBRFERREN=AIDNSHEE, BT TS ERIRSZEESDNST =28
MR ETIER,
ping DNS IPitttf
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SBMERARSS =R
EEHER

B MR

KMERIRSS

5.
6.

PAITUA TS, BEEESBIRESEE.
nslookup AFLB/ERIA LS sk 4f
f51%0: nslookup www.example.com

EIhAPEAMRS (AEFEEREREMER. X ) Mih, EFRWMEE
RNIERIRREBATIFEE

HIRDAKRER, BESEATIREREHE.

K= Fimping RS AMIP, HIAREFAEEEEIENIIER.

- AFEEEIERESHER, BEBMTRETIZH, BARIFTS%51.2
Ping NEBEE BRI AMIT B THERGIA? o

- AFFEEESESHER, BRITEER2.

#17dig/nslookupdas<s, BEDNSHIEFTIESR, AFEREEDNSETS AT
E AL EZERAMIPIEXINIE, AFEEE DNSHEBRSHEILEIE.

FHR(EESE:
- BRTREREMEERRE?
- EEUSETESREER?

SREEEHA.

mEemssaz ban Y SERENRE.

HIE CIHE > BUSRSE .

Egﬁﬂﬁ%ﬁw%wmm, NSRS ESIR. IPHESRID, Hift(T
s SRR RIS, BB,

SRS RIEETNE, iR (AR TS, SENENIE.

BERM RS RS THNBEFTES A MEFCPUERFRIFRK:

MREFECPU/RFERISAIER, 155%1.7 Windows= RS RIEA
73? . 1.8 LinuxZIRFZ=H[RWMEAD? #HITHE.

MRFEGEERAISNER, B5% 1.6 aRSEFRIARELD?
- HERRSHECEFSELTERMRIRSHREE
- HARERBESEENER.

1.4 PIULTCEIBIEAT?

)R

MILRIEE S =R =RAIMERE . R8BS, PIXERE. REEREFSITD
X, EE— MU THINTRE, HESHMIETENT . ATERENBMILTED
[DERIHFE RS
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SBMERARSS =R
EEREEES

HFE &S

ERFTAMUEEHRIERTER, BRMZRERIBRTES, AFETERERER.
R 2 EAEREREEPERDRBHEREERER.
AR

RREIRNEE L AR B ERELITE, BICRERESHITRTE, AERERRZTH,
EHETHER, REEAZE.

SR LURIEL FHEE RIS T e, HFE B RRIE A sE R =i THE
Fr, ENENSIRRRETENRRRAE, NS RIELEaRAERER .

INRBRTEANATERENRBRUR, BREHFEEMMARERR.

1-9 MuLFELaHEE B

/ 1. REROIEE

/ - 2 RERSENN - MERSESEFREWebiHD

~_ RBEWebiHOREEREN

[/ — 3. Bk IERE MBS ER SR IERE

— 4. EBERRSHEEHEE BERRSHERETNXEERAREER

T 5. aEAMME - SRFHASSEMRENES R IAERSE

I 6. MERRSECPURIAR - EUsnziRS:HCPURIBESMSEHLILHE

i
sl
\ U ToeEEmEm e AT R R IE

\— 8. KEERER PSR FIRRSS 28I P R A S REALh

& 1-1 MG TRLEHERR

G AT

KMEiRO8E KEWebisARBIEEL, FHRRFESEREROER
I‘quEO

EZEEMN KELZEHRDMEWebinO, FHRIFESENERSHE
A

KB XIEEE WK EXAERENUESERE, FHRESESERE
BKiEECE o

KEBRRSZRIBHE | EERSHISERTWXEREERSIER, FMIEES

=1 SERB RS HRIBHRE.

XRERRA 01 (2025-07-30) IR © ERRABIRAT 7
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SEMERARSS =R

HPEHERR 1 SR EZRA
AEERE RIEfEE
EARMERLE BEiaFNARSEMREUILRE T AER ST, FHERE
IESERNEARERLE,
KMERIRSZEECPUR] | ENIN=IRSZRCPURIBXRSHIHIEF (IR, 4
A= FEE2ENERIRSRCPUFIARE,
REIROBEE®
HBRIRSHENIKOIEETIE, LTFLISTENRKE. F1-2HERTCPIRE.,
o LinuxERFR RS EiwOBESIHHE
{Enetstat -antpumSIREIRSZIVRE, BIAROBIESESER,
540 : netstat -antpu |grep sshd
1-10 &EF KA SEIPKE_linux
[root@elb-mge2 ~]# netstat -antpu | grep sshd
tcp ;] 6 B.0.68.0:22 0.8.0.0:*% LISTEN
- MRIROWEFR, ERTEEZ AN,
- WRFEORBFEERZKENT, BIREWeb RS HIZEES BB EERE.
o  WindowsiERAR=IRS 5 in B[S 0EHE

FRrEROGNSS:

a. ¥FHAHCMD&4{TEO.

b. #fTnetstat -ano | findstr “ 77" GSEESHIEFEANKOS,
f5la0: netstat -ano | findstr “80”

1-11 EFFRONITIAZ_windows

C:Nlsers™Mdministrator>netstat —ano findstr “88%
ICP A.8.8.8:80 A.8.8.8:8 LISTENING
ICP 0.8.8.8:42155 8.8.8.8:8 LISTENING
ICP [2:=1:A LISTENING
TGP A [z:]1:A LISTENING
uDp a =121 L
upp *

*
€2

" NRBOWERLEN, BHTIRERSEMN.

" NRBEORBHERLIR, BREWebRSHIEEEBNEE EEAT
B,

12BN TCPIRE

TCPIRZE | HEA PO IR~

LISTEN IR Biz A ITCPIR ORERSS | IEETCPIRS IR

x
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SEMERARSS =R

HEH R e
TCPIRZS | IRBE YIRIFS
ESTABLIS | XF—NJFFR9ER: FETCPERE
HED
TIME- FEEBITELRFRTIZETCPE | EXFNTCPEE, —R19WEB
WAIT W R EE RS RARIA FRo
CLOSE- FEHENABRPARIEZSBRT | BERFBUG, i&BXiAsocket,
WAIT =54 HIMEME RS . —REHIZET
BT EFEMSEGE . JUERXT
NHEE
FIN- MIZFETCPEFHEZEHRMER ML, EE129WEGET
WAIT-2 e
SYN- RIZDEFSREEFCEANEE | TCPHEESREM ., —RBRERSIH
SENT B3R CPULEERIS, L EFARINS
., DDosITHEt & HILIER -
FIN- FIFTIETCPEEDRRNER, Dot | WEHENT, RS8R 81T
WAIT-1 BIRYERZ RS RAYEEIA 1BE (F1598 LA LA ) , R
KEAERIROFEEFOSKE -
eEZEEHAN
WMRLZ2EZEMGHOERNRO, EEAESRSIELAIRINAIZ BT RINBIT
Zis AR
1. EREBEIEHE,
2. EEFE O8> BMEERIRSER .
3. TEEMRIRSRIIER, BHSFTELEANNAEHRIRSFEEIR.
4. kR ‘ReH” 1E,
5 TEAMM “eipZeA” X, BHFTENTSEAMN “BERN”
6. IRIEMILERNROESEHFIIZSAEMN, BITMuLERNIRO.
BUTIRORFMIEE, B2 EEZTSEMN .,
B XIEEE

o LinuxERFR=IRSSES,

LACentOS 6.81{FZR5t80um /941
{E iptables -nvL --line-numberis $EESE BRI XIEREE .
HOXHITIA T e S HIT80im O o
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp --sport 80 -j ACCEPT

c. {EFservice iptables savefs S{RFRNINAIIRNY .

d. {FHservice iptables restartip$ESiptables,

e. {FfHMiptables -nvL --line-numbersp SEEIZNNAIMNEEERL -

KA XEEWEEETLESSLE.

MA4RRAS 01 (2025-07-30)
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SBMERARSS =R
EEREEES SRR

e

f.  REABXEES, EFFUXMNIHEREESE.
e  Windowsi#ERAZ=IRSS 2R, XM XEEUXRETLAEESE,
a. BFEWindows=hRSEEE,

b. BERMEZA FMAAIWIndowsEIRR, iEF “I=HIEMR > WindowsFEXE" .

3 P ERm T [= T

3 - 1 |@ o muEmE » FaswEER » v ¢| [a==s )

W RN R

¢ B “BHEmkEWindowsfikig”
BEHEERXENENRRES: FREkE.
) Windows B5ki8 |- o

) (3) » 1| v BelE » FaEeEER » Wind

= Windows BR2k

Windows IS/BREI T BENEMRET Internet TRERISFAEE,

B % srr=r) BiE @
e EEACE RS EN RN TR

Windows FIEIRS: ==

fSASESE: BElrFassEarlRriRsnafnss

ERe AR ¥ mma

BT Windows LGSR FERRFERIR

| PR B @

SR

Windows BIKIEHEE: 2R

LN = BBt SR i T IR R A s
SRR FRSNRE

WD Windows ByACHRIE ESRN REARRIIE

d. XAXERE, EFRUXMNESHEEEES .

NE=RSSERAARE
o LinuxEERAR=IRSSES

a. f{FEFroutefipr$EERBERR, #H{F0.0.0.009BABIEMMNE, (ERERYIPFI

MXERREME, WNTESE 11‘}%!]%'31?}5)?3_10

[root I# route
Kernel IP routing table
Nest inat inn nafPl.IRIJI Renmask Flagc Metric Ref llse
default gateway A.8.8.8 UG 188
gatewany 205,205 . 205 .255 1IGH 1HA

B.8.8.6 255.255.255.8 U 1688

B.8.8.8 £255.255.255.8 U 181

A.8.8.8 £295.255.255.8 U 182
11

b. {FHifconfigeiEip addrin$SEELAIRYIPHELE

S#5ihRAR 01 (2025-07-30) WRIERE © HERRARBIRAT
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SBMERARSS =R
EEHEER

rjmkEQB WU

1-12 ifconfig s S &EE |IP bt

mtu 1586
broadcast 1.

len 64 HCDpEld ax20<links>
(Ethernet)
227250022 bytes 21176207838 '(19.7 6iB)
dropped 8 overruns @
] 1495141081 bytes 276
rs @ dropped 8 overruns

inet6 ::1 preflx]en 128 opeid 0x18<host=
100p txgueuelen 1880 (Local Loopback)
X pack 14 bytes 1088 (1.0 KiB)
dropped @ overruns 8 frame @
14 bytes 10828 (1.9 KiB)

dropped @ overruns @ carrier @ collisions

B 1-13 ip addr G5<SEE IP ik

6 gdisc noqueue state UNKNOWN group default glen 1688

d 6R:00:00:600:00:00

P st
T preferred 1ft forever
3 scope host
1id_Lft forever preferred_1ft forever

T,UP,LOWER_UP= mtu 1500 quHC pfifo_fast state UP group default qlen 1looe

ei7f brd fF:ff:ff:ff:ff:f

brd 1 scope g]oba] noprefixroute dynamic eth®

d_1ft 77189sec preferred 1ft 77189sec
8::fa1 :ff:fe24:1e7f/64 scope link

valid 1ft forever preferred 1ft forever

c. {FHroute -nHSEITBHEREENX,
E1-145976), BRIUZIRSS23MKSEpRtE o,

B 1-14 route -n HSEEMX

[ roote@: . ~]# route -n
Kernel IP routing table

Destination Gateway uenmaa# Flags Metric

0.08.0.06 0.6 3 UG 160
1 y .253.255.255 UGH ]
1 8.8.8.8 .2 : 188

o  WindowsiEERFR=IRSSES
a. FIAHCMD#<SITEO,
b. HfTipconfigip SEESLHIRYIPHEILE

1 15 ipconfig s $EZE IP bt

C:\Users\Administrator> ipconfig

indows IP ECE

c. HTroute printip S EIIRHREEMX

Ref
&
B

se Iface
etha
etho
etho

S5k 01 (2025-07-30) WRIERE © HERRARBIRAT
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SEMERARSS =R
EPEHERR 1 SSEEZs)

1-16 route print ApSEEM K

................... Software Loopback Interface 1
12...00 00 00 OO0 00 00 00 e0 Microsoft ISATAP Adapter

B A HRZS

tﬂ%glﬁ,lj_—t’.%‘iﬁl‘ﬂi%ﬁﬁz_:ﬂﬁ%%%ﬁ’ﬂW%EEEIET%‘, IEHERR At 25 P fR EE T
1R

HME=RSSEE CPU RAZR
=IRS B/ EACPURIBEI S TS MMIETES . MRECEBI=MEER
SO EEES, HCPUNHERAES, RASEMRESEARE.
1. ERINRIRS S EEMICPURI FIERS AL .

- WindowsiZERFZABIRM TREZTIEALIEOR, SFFSEEE. &
BEUSHNEE (Performance Monitor) . &RiEM4#IEE (Resource Monitor) .
Process Explorer. Xperf (Windows server 2008 LAfS)FI#MEXZE StFull
Memory Dumpt§ &,

- LinudRERFEHITtopin LEE IR RTINS,

2. [OEAME: HIEHERSIER, HOEKHTHE,
-  IEEHE: MER, S22 ENRERRFEERRSRRE.
- RE#HE: ZNEFHXAEE, SEoLBBE=rTEXA#HE.

1.5 RS S[iwOFEEFHE?

Brn=

NRMuEEZTE R, fateRTREHIERITMILEEITEERET BiERRL
Ho

RORIELA8OIR O AN BHIE = IRS 2R in O MBI AR IEL B

WNRSEFITEITIMEMIHTTPIRSS , HLAZLA TR EWebIRSHEXAVED ( AN
TCP 80 ) RBIEETIE,
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SBMERARSS =R

I FEHERR 1 SSNHIEZEA
1. EECSEIEIHIE, ALZLECERITZiR,
2. ImIEEEECSSL, MIARSEEHS.
3. WANROEZEHRER. 088, S8t
4. HEIASLAIRA KIS 2RI TIRSS o
Windows E{ER S

ATRIELAWindows 20128 ERFRBRSS RS, L3 7 IISARSS /96 o
B RIAREHEERIT80iRO

1.

2.
3.
4.

T2 mEERTRS

1.

SREEEHA.

preEpsazran Y, SRRIENEE.

IR CIHE > BIUESREE .

ERMEIRSRE, BHATERLENNNEESIRSRSR.
RN IR S T .

HIZ ‘RS K, EERSEIN,

R RS SR R AT RN RS AN .

1-17 ZHMN

=2EA0

AT A

EREER SR o] mED @ g~ Btk @ i
1 Ed TCP: 5901 1Pv4 0.0.0.00
R TCP: 443 1Pvd 00000 S EFHTTPSHRLA AN
1 S 28 IPvé SRR RS R
default-mxr
i ICMF: 238 1Py 0.0.0.0/0 ArpngRF AR E RS FAE
| 1 R TCP: 80 1Pvd 00000 SEFERHTTPHHGATIRES
i =3 1Pv4 AFRSENNSEERSSEHERT

5, WARSEEAE.
E “IRS3E
EER

&)

e
SIESE” FO, Bd “TE > Internet Information Services (11S) &

INRHAZNX ML, MiRBIRBRINERIISIKSS, FEEMERRISIKS

fEInternet Information Services (11S) SIEEFOAPHIAULTEE.,

- EEERT SR, ARBEELEID, MR B’ ATFReRS, 'R

ISERSZEELFR.

- BE ‘Wi, ERBIERREEBLEIIMIEIRS . RMLIRE
‘BT, MeER, FAMRFERN ‘SRR , 8E "B,

=g i

£H3 BRROAEMPEREEREITRIRIELSE,
FIHcmdEO, HITUTSHL.
netstat -ano | findstr :80
NREIZES U TSR0 I EEFEEM ST . BN, BIEEUEITibiL,

Crullzapeslidministratom

TCP B.B.6.8:00 A.A.A.6:8 LISTENING

ICP [z:z1:80 [:=1:@ LISTENING

S#5ihRAR 01 (2025-07-30) WRIERE © HERRARBIRAT

23



SBMERARSS =R

EEREEES 1 S5HE

£ FALEIRKIEELRITIRS -
1. BFE “HER > WindowsBakig”
2. RIEHXERE, RITAREF.
- WIRMCKEGSTREARE, FRERMEMLE,
- UIRBCKEET RIS, WHRITLATERE.
i. BE ‘BRRET .
i. ERHEORNAEMNSH=H, BE “ A" .

i, 1EE “BHEMRS (HTTPRAZR)” , IRATFEZERRE, BEHEHE

;)I-IL:JH\U o

R

Linux #R{ER %
AT RELACeNntOS 7THMER R = IRSZ IR IE=NginxARSS 96
B BIARLEACERIT80IRO,
1. BREEEHS.

pramssartan Y, sERKEIRE.

IR HHE > BMERIRSE .

ERERRERIIE, BEATERLENNRERIRESEER.
RO e SRS R TRE

IR R K, BERSAIN,

MR IR S T A TR I FE R AN

1-18 TN

=2EAN

AT HASFEAR

BREEER BESER =i ] R0 @ E=} Bt @ =R
i
S TCP: 443 1Pv4 0.0.0.0/0 SHFERHTTPSIISARR S
i =3 1Pvé AFERSERNSERRSEEHBE
S ICMP: 238 1Pv4 0.0.0.0/0 SeiFpingRF R miRE S
| 1 i TCP: 20 1Pv4 00000 SEFERHTTPERAER
FeiF =3 IPv4 FFRSEANEE RS R EEE

B2 ImIREZECSTH, WMARSEEHS.
AT TS, REngInRBEREEFRE.
systemctl status nginx

[EEEEI TR, WiRBENgInxEBEE.

S#5ihRAR 01 (2025-07-30) WRIERE © HERRARBIRAT
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SEMERARSS =R
EEREEES

MRBRFFE, WHATLATaLEEINginx.
systemctl start nginx
L3 PUTUTH<S, EFEROELAFREERERKER.
netstat -an | grep 80
B RERNEA80IRAEEEMENT . NRIREINARELIAER, BIEETHEL,

tcp 00000080 0000+ LISTEN
£R4 BEERIRS =M X IEiptablesfIMIFIER

PUTLAT RS, BEERXERE.
systemctl status firewalld

17

firewall-cmd --state
RGBT LABATUA TGRS HE .
systemctl start firewalld

NRARHSHITEIRT “Failed to start flrewalld.service: Unit is masked.” &
PITA T oS EBEEFNIT B XENGS

systemctl unmask firewalld

BEFIARO

firewall-cmd --zone=public --list-ports

KATTCP 80i%

firewall-cmd --zone=public --add-port=80/tcp --permanent
SR IERNY

firewall-cmd --reload

R

SRR 01 (2025-07-30) IS © ERRAGIRAT 75



SBMERARSS =R
EEHER

1.6 zRSFHFRIBEEA

Biria=

737

MREIRSBFJRIERIMB L L ERE, FJEHETaRSH/IFTRS

BIENEHIETIRS S TR

Windows I2{ER Gt =IRS S

1. r EE} %IJ L*Egiﬁﬂﬁjjnno
LAWindows201 2@/ ERF=ARS L H1 .
2. $IF “=137 &0, WA “perfmon -res”

1-19 FI R RIS

SwWlesepssHdministratoprlperf mon

tlzers~fidministrators

3. E “;gq ||/—?)bg§» I:FI %EE “CPU” j?, “l—J

Mo
®) EEsms
TP USIEM)  EEH)

BE cu HE O EE RS

b RS ERENAIRRRTS

res

EESHRY, &1

, BECPUSBZXTEFERARE

CPU [ 59% cPu A= [T 108% BAm= v) |
B2 M 1762 FFS/AVEE 1/O [T 78% SisimzetE v |
I8 [ 18 Kbps Fii§ 110 B o FAEEEE A
E=1d PID i/ EEFET. BEFT. S8EE. N
svchost.exe (utcsve -p) 4516 52.114.75.. 2,238 2,590 4,828
svchost.exe (utcsve -p) 4516 52.114.327 970 1,352 2,322
vpnd.exe 71480 127.0.0.1 433 383 817
svchost.exe (LocalService -p) 4812 127.0.01 381 431 812
vpnd.exe 71480  192.168.1.. o 354 354
chrome.exe 67392  203.208.4.. 299 0 209
vpnd.exe 71480  117.78.29.. 231 6 237
chrome.exe 67382  192.168.1.. o 232 232
HiE B o ™ 1% EEEnE - |

4. BEETROARRSHHIES.
- REFEHERESRIEHENSS
- NREEHERSHHENREHE, JRERSIAES

FIfF

BITRIEHENEERZERHHITER.

‘||'|

_ b

H [|I| I|I
| I"u”} ||\' |

|
i || |i||

100 BEFRER/FL

g, BT ERERIRSS RS

23, BERILL
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SEMERARSS =R
EEHER 1 SSuHEsf)

Linux {EXZ=RFS=E
1. BEEEEHEERTIRSES.
LAT2{ELACeNntOS 6.8 64bitIRERZ=IRSZ SR 961,
2. HIFUTHSLELnuxRE NIz T Hiftop,

yum install iftop -y

[rootPecs—fccf “I# yum install iftop —y
paded plugins: fastestmirror, security
setting up Install Process

Determining fastest mirrors
pelsmetal ink

* base: mirrors.lb3.com

= gpel: mirro 1 jupt .edu.cn
* gxtras: ftp.sjtu.edu.cn

= updates: ftp.sjtu.edu.cn
ASE

asesprimary_db

3. TS, EESHRERENROSHERENIP, LlethoiwOafl.
iftop -i etho -P

4. T Ta<SERROMMANERE, L138366imO051,
netstat -tunlp |grep 38366
- >RREHE, <<FREBEEE.
- TXERRKRERE, RXRTEKEIRE, TOTALRRERE.
- am: RREIIZMHERNDIRE
- peak: REBIIZMERITREIEE.
- rates: TXREFIZIER2E . 1070 40 REIFITRE
5. BEETROBAERESNHER,
- MR BFETERSIEREAWSESHE, ENECEERERIRS RS

- UREETERZSUHEANREHE, URERSIADSH, BETLL
BITRIEHESEERZERHITER.

1.7 Windows =R 28FINEAD?

SIERN ARG RN TRERIE IR HJRAL MM ERTIR, WaJsEEH0L
TEREESERY:
o ZRSHEMHZZFIFRISLA,
ATFHERRFELOESLOAHRZCPU, JRFEAER, SEFIEATBEHBICPUR
REe, SEaRSH R,
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SBMERARSS =R
EEREEES 1 SSuHEZs)

o ZIRSH/AIHEMCPUERRES.
MREERBIZRIERSFEIBIEE(ES, SCPURHEFARSE, AR
BRIREEERE.

SRSBREALEZRIRBISLEIRS, EaTLURIN T ERHITHIE:

1. [BEEM: NEISRRRSHAIEEE, HERIIRSRSLPIRNRRIESEE
S

2. [EEEME: NRMISREEERSER, BEBIEEMERIPELFET
BIZZEIIIRZRISLA

HWindows=RSBHEFRRBLSHCPURIAERS, EolLURITERHITHIE:

1. EREEM: EAIHEIRSS s R lCPURI RS RIEEFIAARIFERED o

WindowsiERAASIRE TRZTEALUEMOE, SIE(FSEEEE. 46l
M2E (Performance Monitor) . &iRI4S1IEE (Resource Monitor). Process
Explorer. Xperf (Windows server 2008 LAfS) FI#MEXZR St Full Memory Dumpi&

2. [ORRACIE: HIEHBEMRKMESIERE, HoRHTEE,
- IER#HE: MUER, SXERERIRSREE.
- REHE: BNEFHXAHE, SEUTLEBE=1TEXAHE.

- IEFKIERRED: RFEETREIAHTHIE, B=5REIREMRIEERIF KR
ERAEIHIT AR

- REEKIERRED: ENISEIECRRAIRE, EBAILAERIEMB RS
=hw=EBRTEHTHER.

EEBEHAFERANCAREZ RS E,
2. 7 “i=137” &0, @A “perfmon -res” ,

1-20 FTHRIREES

Ssllzers~Administratoriperfmon —res

tSsers“fidministratork

3. & “HIREMERT B, B “CPUT BL ‘N7, BEECPULRRWERERRS
o
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SBMERARSS =R

= =<'~ =
HFEHERR S EES]
S SR LA 2
1-21 BRGNS
) AR [= 1o .
) SREEM)  FERIH) 2
e |l e |me |mg |
= 3
HiE ™ 51% CcPU = 17 100% Sk A WE v
| &2 PO w iz U FHC. A CPU - 253 100%
] Tiworker.exe 304 windo.. [EEET 6 50 4913 =
[] system 4 NT Ker... FEEFT 101 0 0.66
[] Trustedinstaller.exe 2860 windo. EEET 4 0 0.15
(] Estrrne WA, [EEEST - 0 0.08
[[] Taskmgr.exe 216 {EBE. EEET 13 0 0.05
[] perfmon.exe 1984 EEE. EETT 17 0 0.04 50 & 0%
|| explorer.exe 1108 Windo.. [FEST 36 0 0.01 B CPU A 100% -
] Isass.exe 456 Local 5.. IEGEET 5 0 0.00
| RS B 0% cPu EES (v) |
| KB azan o
B c 0% |
CPU 0 100%
i
|"|I |"\ il "u“\ i
w v
BECPUIIF S S AXRRSAIHIZI DIIHES .

=
%3]
IR
iz

a.
b.
C
d

HAEVNCEROEED “Ctri+Alt+Del” , FJFF “Windows{EZEIEE”
F =177 &0, A “taskmgr” , FIFF “Windows{EFEZE1ESE" .
SBNENBEES ’éIEaEEF'HFPID, HEHENERNVE, ZIEEEE

MRAN
o

A

—‘—E” \

Ao

iR RIS
BEPIDHITHER .
AEEHEINCPUT IJ_'_I}EH’—n—‘mE’J #iE FARBE “FTHNMHUE" .

)\I\o

EHERERERNEENTEERF.

MAERRAS 01 (2025-07-30)

WRIERE © HERRARBIRAT 29



S‘E‘fgiﬁﬁ%%

ISEEEE]

1-22 1S EHE
F=EeES [=1o .

W4 ENO) =EEV)
2| (=E | BF Y

25 #E Bre CPU  AFEE A
[iTrustedinstaller.exe T gen TwEme ccTER 00 o
= S — N e S L B 2 ? P 19039{
5] ChsIME.exe 25 |FREEA . 00 351
J-s msdtc.exe 25 EEEEEP) » IR... 00 1545
& conhost.exe 24 BEEEMEF Str.. 00 1,0
ntaskhostex.exe 23 SFEREEA) btr... 00 1,14

Taskmgr.exe 22 AC 2244 ktr.. 00 8,71

-|svchostexe 22 ?J?.ii';ﬁ.i}t'-ifﬂ PR... 00 Tt
" taskhostex.exe 21 e - 1 00 1,0¢
® [svchostexe 21 PR... 00 214
F.'\'m-agentexe 21 ERFLEREN) 1 00 4,9¢
TIVSSVC.exe 20 EER 1 00 1,2¢
(N perfmon.exe 19 SRS btr... 00 53,14
Pijava.exe 1860 IFEER SYSTEM 00 44 6.

" svchost.exe 1796  [EEEfT SYSTEM 00 8
»._:}I WmiPrvSE.exe 1780 [EEET NETWOR... 00 1,74
® |dllhost.exs 1696 ILHEET SYSTEM 00 2,6
® lvm-agent-daemon.exe 1636 IFHEE(T SYSTEM 00 5%
2 lsychost.exe 1576 ___FfFimiT SYSTEM 00 aa”
< m ¥
@ mEEED EFEE0

FIFF “i27” &0, A “ftmc” , BERSANNERFITIEIRE.

TELAwindows 108 {ER G 41, 7i' ERFRGAERNAR, BAEMMLGR
B MNRLZETE=5REH, BREXMIIRPET.

1-23 BEERSIRGN

)
]
1

LT e b= =

| 11HIrd:n

UTEBRENBIMTEFRIRENAIRIE, 2B NAEKIFEIRE.
a. FIFERZIER “C\Windows\System32\drivers” ,

b. T'_ TREIRENBFR LB, 1®IF ‘BiE” , BEEFEHER.

c. HEE ‘HFERT , EERMIKIE.
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SRR =R

I FEHERR 1 SSHIEZEA
1-24 BEEIREIER
B e
Ea | HEIEE B | HRES | L EEEE |
HETE
S A BFEbE N A AR
u .. B]H =011 H1sH ..
FERIZE @)
[ s [ BE || ERw
SHTAbIE

7 %HY?’*E?ELIE@ N1, BEEEHIMMCPUIT R G ARSHIHETIIREEE

IEE, Ho=iziE,

IEEHES TN IRERIY

1. WRIEARRIER SR Windows 2008/Windows 2012, BHEEREFELXR/), EBIXA
FEOEE2GBE LA L,

. RERAEEEAEHITWIindows Updatefl91T .,

3. KMERSRHERSIEEESHITRRIRE.

4. VXJ‘EHE&“JZUEI'JF" FAREFHEEEUMEMCPUERSHER, IIRE, &

MR B R IR S RSB A BT

5. ﬂﬂ%xﬂﬁ%ﬁ%ﬁﬂaeﬁtb’&n, BINE R =RSEE LN GRS SEEE, Fla
BEURENN B D FERE .

FEHES T IERN

MRCPUIFRFIAEXSERTRE . REAEEHN, IAREFMERHE. B

RIS S 2 I S

1. (FEAERRSES LML 2T EMicrosoft Safety Scanner, %21
X ERS
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SBMERARSS =R

EEHERR

ZERWindowssFth T o
{EAMSconfigZ A M BT IRS IR, KEORESEBEAAE, BiFiES
M E RN ( AIEWindowsH T FIEE5E0 ) -
4. FBIRSHHILSEZDDOSHEHHCCHES, BEN~ERENIHTEK,
BB R SRR S HITUATIRE:
- BEANt-DDOSHEHREHE, FHEBHIFRIERGEERE; WKEE,
52%: BCEH/SAnNti-DDoSBHR,
- BECHIPREEEHE, FEEHIPFRKRRESEESIE; WXEE, B2
% FRECCHHPER.
AEBSERIREN 3 Hrb BRI

BLBRSIASRBE N HRFTIRIENMNE . MRELIAPRFIIR, BE
E#EZIKED, AILMEREMBURSRESE =22 EET BRTMR.

MRAIMELEMIREIARERR, SEMNREESBREMAIARIRE], —AREZER
SHADHIE . WRERERBIRSRENE =L EE T Bt A GEREH
bR, BNEERRFRS, EXZRNBMHIFEIESDBRIERIRE .

1.8 Linux =RFZ B RIEAT?

SR TRSHRANSTEER BN TIRSZH/RALMMESEFINSR, WrTsE2MLL

TEREESERY:

o ZRSHEMH=ZFIREILH,

RTFHERRFELHIRSLFIEZCPU, SIRIFEATEH, SEAEARELEIICPUR
RFE, SHERSHR R,

o ZRSH|AIHEICPUERRES
MREERBIZRIERSFEIBIEEES, SCPURTHEFARSE, AR
BHRIREEERE.

SRS REALZRIRBISLEIRS, EalLURIN T ERHTHIE:

1. [EEM: REISIRRSHAMEERE, HSRFIRZRSLIRGRHIBIESEE
BISEEL,

2. [EEEME: NRMISREEERSER, BEEITEMERIPELZET
BIZZESIIRZRISLA

SlinuxEFImRERET S CPUERERSR, SRLURINTFEREITHIE:

1. [BEEM: ENRNIRS S HREMCPUERRSIIHE.

2. [OEAHE: HIEHIERSIER, HoSHiTE,

- IEEHRE: MUER, EERERIRSSEEE.
- REHRE: BNETFIXIAHE, SEEE=STEXAHE.

RIFEXIFFanSLACentOS 7.2 6AIRIERZEAH . HEMRARILInuIR(ER RS
HJReBEMER, BRERBSRENEMERGENEST XA,

Linuxm RS sREECPUERARFEREXTRNIE RS T :
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SBMERARSS =R

HUPEHERR S EES ]
e  ps -aux
o ps-ef
e top

CPU SRS IaREEN
1. {FHREVNCHREER=IRSEE .
2. WITUTHSBEEHIRANETIRE.
top
RSEEIEHEFFIT:

op - 28:56:82 up 37 days, 9:89, 1 user, load average: B.HH, B.H41, B.85
asks: 88 total, 1 rumming, 79 sleeping, A =topped, A zombie
«Cpuls): B.2 us, B.3 sy, B.8 ni, 99.5 id, B.8 wa, 8.8 hi, 8.8 =i, 8.8 st

[KiB Mem : 3888824 total, 2963384 free, 178384 u=ed, 738336 buff - cache
[KiB Swap: A total, 8 free, B used. 3434888 avail Mem

161896
125488

top

systemd
kthreadd

ksof tirqd- 8
kworker-H :8H
migration-8
rcu_bh
rcu_sched
lru-add-drain

LA LY BN L LA 00 L) o
oo ooo ool
IDODEO O S W
oo ®® ok
DDODE OO -
VDI ®®

3. BRERER,
- @2 EIE%E—17: 20:56:02 up 37 days, 1 user, load average: 0.00, 0.01,
0.059B M FERAENWT:
REHEIEYE920:56:02, Z=iRFBFECIZTITR, SEIEFITARPER,
RIL1DH . RIESD#HFIEII157 FEICPUFIIRAE .
- HPEEE=T: CPURRSIMERBR
-  wPEEENT: AFKESARERER.
- [EERTFTHERSHENSESBER.
(%88
1. fftoplum, AILAEREMNIE “q” SETEE FIZ “Crl+C” 1B,

2. BRTHEEMAGDS, BRALBEVNCEERERSAEAB “Input
Command” , EREAIIHEEFFEULTEBANBN S, BE “Send” .

3. TrtopEfTHERNAEHSUT:
s: HEEHEHE,
l: KFAHFABE—EBDE—ITtoplERAIERTR.
t: XARFFEE—EBHE 1T TasksF I =1TCpusiEENET-
m: XARFBHE—EBHEETMemFl FERITSWapEEBHNER.
N: EAPIDESA/INSIRFHES SR
P: LACPUSRZERX/NWIRFHETIHIZTIZ
M: LARESRZEA/NYIRFHESHESIZR .
h: ERasSHEE,
n: RETHESIRMETRHENHE.
4. 1B /proc/ PID/exern S A LABEENHIEI DX N AIFE 314 -

[rootPelb-myB1 sysconfigl# 11 ~procs4243-exe
lrwxrwxrwx 1 root root @ Mar 18 11:46 /procr4243-exe -> sCloudResetPudUpdatefigentdepend- jrel.B.B_131-bin~ java
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SBMERARSS =R
EEHER

CPU fEFAZRS a)m4b 12

MFSHCPUEBXRSHIEAKERE, IRHASREHRE, tJLIEEE T topipTEILE
HIZ . X3 TFkswapdOHIZSHAICPUERRFZRIEM, NFEEXINBREFHITHIL,
SE BT IENIAFHTREMERIF R

kswapdORRZFSHIEIMNAFEIRRER, UIRYMIEBEREFEARERE, RFEmaikiEkswapdo
Hi2, HkswapdopEciZEE It aIBEERF, EMmSBASERICPUEIR,

Ftopas SR IECPU RS HIHIE

AL BE T topiaTRERRL BN FEHE . RELRUT:

a. frtopip¥izfTHIERY, BTINER “k” .

b. IAZELZILHFZERIPID,
HIZHIPIDItopin S EIENE—FIEE. FIa0, ELLIEPIDAS2RIHEE, B
A “527 FE%E,

op - 21:87:38 up 37 days, 9:21, 1 user, load average: 8.81, B.82, B.85
81 total, 1 rumning, 79 sleeping, 1 stopped, B zombie
A.Bus, 3.2sy, B.Bni, 6.6 id, B.B wa, HB.8 hi, B.8 =i, 8.8 st
3888824 total, 2961528 free, 178968 used, 739544 buff.cache
A free, A used. 3434216 avail Mem

TIME+ COMMAND
A 125488 3884 26843 ©B.8 HB.1 B:11.32 systemd

3] 3] A AS ©B.8 B.B B:88.88 kthreadd

p - 21:87:38 up 37 days, 9:21, 1 user, Iload average: B.H1, H.BZ, 8.8
81 total, 1 rumming, 79 sleeping, 1 stopped, A zombie

8.8 us, 3.2 sy, B.Bni, 96.8 id, B.8B wa, B.8 hi, 8.8 =i, 8.8 st

joganzZ4 total, 2961528 free, 178968 used, 739544 buff. cache

a total, a free, B used. 3434216 avail Mem
Send pid 52 =ignal [15/sigterml
PID USER PR NI UIRT RES SHR 5 «CPU =ME TIME+ COMMAND
28 B 125488 3884 26845 B.8 B. B:11.32 systemd
Z root 28 8 5] a A5 6.8 8. B:868.88 kthreadd

kswapd0i#tE S S HCPUERERS

Ed U TSR FEHENREFSAER.

a. BiTtopandEEkswapdOHIZHEEERA

b. NRkswapdOHEFEA FIFEIRIAS, BizfTiERI, ALMESHIER
FESFERIFITIRTURIE, AILUSREERAFEAENRERAE.
Tazks: 81 total, 1 rumming, 79 sleeping, 1 stopped, B zombie
#Cpuls): B.2 us, 52.2 sy, B.Bni, 99.7 id, B.Bwa, B.8 hi, B.8 =i, B.8 st

KiB Mem :@: 38886824 total, 3014828 free, 179824 used, 686188 buff.cache
KiB Swap: A total, a free, B used. 3433948 avail Mem

PID USER PR NI UIRT RE3 # ¥ TIME+ COMHAND
36 root Z8 @8 3] a . 4:18.45 kswapdd
4595 nginx 28 B 125392 3576 . . fA:84.91 wginx
1 root Z8 B 125488 3884 . . B:11.47 systemd

¢ BEvmstatasSH—LTEEFRREIURFRIERER

NRsiFIsoRIERLLERS, RIBRGFEMERRTRE, REMIERTFAR
Eo

" sii BRNKERIRFRA), BEREZRAAF.
" so: BUMBAZRXARTFAN, HRFEAEE .

d. WFREFEAEEE, JLlEIfree. psFapSH—LTERNRARRAAHE

NREFELRBR, ME—LHES.
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SBMERARSS =R
EEREEES 1 SSuHEsf)

e. IERAEBEESEWSTRPEBNEHEZAERAF.
MREMBR LBRAFAENEE, FTENRSSENFHITT S, AR
F=8, IRAEEY sHNFY, TESMANBRER, DREEFERAXR
RERIFITER
T e R = R oA
MRZ2EEWSIHELAIRIEENAHESHITEERERS, SEARRSHRITER
HITRER . ARIEIEEFEIE, WNRLAFEIPRIERIGE, SERSBIFEZEITCCY
F. EFEHESHIIEREREXS, BT RESIET BnethogsskLAT T NS
ITSHENTRERBR, Fd TaEHERER.
o f{FMAnethogs TE#HTHIE
a. WIFLAT®S, &EnethogsTH,
yum install nethogs -y
LZREINETLUEE nethogsin S EEMEH ERIER B
nethogsan S HERASHUHBBIIT

" d: RERFRIEEER, BIAA 1s.

" -t FRREE.

" - IREEITRE.

" device: IREZWMNAIMNK, EiLZeth0,
BT R LAS A LA RS H TR AR

= g: iBEnethogsT B,
" st BRIEREXNNWINFHBIHESIR .
" ERERGREX/IIRFHE ETESIZR .

" m: IRERITE8RM, YHIRIRFEKRAKB/s. KB, B. MB,
b. HATLUT#HS, EEEENINEROSMHENIME T RERER .

DEV SENT RECE IVED

ethl 34.368 3.267 KBrsec|
8.179 8.246 KBsec|

. B8.888 8.888 KBrsec
192.168.9.92:29181-185.176.26 .66 : 13108 8.888 8.880 KBr/sec
unknown TCP 6.808 8.888 KB/sec|

3.512 KB-secg|

SSERIBWT:
=  PpID: #EID,
= USER: BETZz#AERIER

" PROGRAM: HIZoEiEN A HIIPHELFNIG O, BIERIRSSEHYIPFNLS
O, EEEEFiwAYIPF RO .

" DEV: REEXFAIMEIRO .

SRR 01 (2025-07-30) IS © ERRAGIRAT 3



SBMERARSS =R
EEHER 1 SSnEEZs)

" SENT: HESWARXRIEEES.
" RECEIVED: #HESMZEWHIEIEE.

¢ BIETEREFERREEINEIP,
MRAKRE HANETRIHIESEEHE, TLUERkKIU PIDaFSE LT
BHE
MRIFENPERAGIE, aTLAERiptablesiRSS RIS E P TR, 40
PRl PHBAIE Sl BRIE

o (FFEWebRFEBA X EEFAEICCIA T

EIRZER 7 CCITE, BHEWeb A KEEH ST ECCRERF . Web
KIBRIE RIS S15S NECE CCRITFRER .

1.9 BERIRSS AR EIES

INREMRIRFHREMEEERK, TLUBHENRAEREE, REEEE.

. BEFHEURIRSER
2. WFUT®HS, iEErootHRF,
sudo su

3. HTLATS, BEifgrubdFAIARA .
rpm -qa | grep grub

1-25 &iff grub IRAS
[root@ ¢ 1# rpm -ga | grep érub

grub2-2.02-0.44.el7.centos.x86_64
4. ¥Egrub3Z{fhtimeouthTEEF0s .

A E=

KRS RIEMgrubBeEXH, RIBFIRESSHRRAL LS. #IFRI, 55
WXFgrubF BN (HHiHITED, LMEEREIRRIFRIEEEHITIRG

- grubhRZASNF209:
FTFFSZI5 “/boot/grub/grub.cfg” 8% “/boot/grub/menu.lst” , FHEKERE
AiE “timeout=0" .

- grubhRAJ92AY:
FTFF T4t /boot/grub2/grub.cfg, FHEXREERTE “timeout=0" ,

1-26 {82 timeout

#boot=rdevssda

default=A

timeout=8
splashimage=(hd@, 1) boot /grub-ssplash.xpm.g=z
hiddenmenu

title CentDS (2.6.32-696.16.1.e16.x86_641)
root (hdB@,1)

kernel rbootsvmlinuz-2.6.32-696.16.1.el6.x86_64 ro root=UUID=2bcBf5fd-eb
19-4ba5-8BceB-BfelZbbefcZ4 rd_NO_LUKS rd_NO_LUM LANG=en_US.UTF-8 rd_HO_MD S¥SFON
=latarcyrheb-sunl6 crashkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM rhgb g
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SEMERARSS =R

R EHEER 1 St
1.10 FEE=IRSSEESCMIZ MK IP 1510
EmA
UEIRSHREE T ZEKNEH, EEECRS SN ERIRIEEHAFCIMAEEM-RRY
BE, BN ELERUT,
AR E
FEERBIMN, SEY EMN-ENIPEEIAE,
= =]

AIRMLinuXFIWindows = RS BAVURIEIES, BIMESIE-3,

& 1-3 B{FE515RA

{i?ﬁ%ﬁﬁ% IP2EE! BESER
Linux IPv4 AL ACentOS 8.0 64biti{ERZ -
IPV6 ﬂﬂglﬂ-ﬁLlnuxiﬂﬁ%ﬁﬁﬁﬂﬁﬁﬁﬁﬂﬁﬂﬂ (IPv4/
IPv6)
Windows IPv4 AZLAWindows 2012 64biti{ERZE 94 :
IPV6 %%W-EWmdowsz_:HE%%EEEE%H%E%EE
(IPv4/IPv6)
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SEMERARSS =R
EEREEES 2 BERHEE (Windows )

2 HERESZE (Windows )

2.1 Windows = RS 28 {RIFIBIER AT B AT FF 2
2.2 =iRSS 23T A SN ERT B AR —E

2.3 Windowsz= iRS5 22 B & WM -~ A Ri/318)

2.4 Windows = RS525 A BEE HIRTIE RN E?

2.5 Windows= RS 88t & I H =AM ST 5%
2.6 EEhTomcathdiREE, #R80iw# S BEAT?

2.7 MNETEEREAND?

2.8 EHIREWindows=RSZRIMNIE?

2.9 EHSLIWindows =R SZ 8 {4 =?

2.10 WindowsBiEIEE Rohit BiF IREHURE?

211 AMAEBEWindows=IRFZHRIIERHE?

2.12 Windows= RSS2 0] LAPingi@Mid , {BERTiEBIEEAT?
2.13 WindowsToiEF T FFFHES R I ZRIE

2.1 Windows =ESZ SN RiFSREZ I al A FH?

S T

KBBREN B BEWindowsiRSS 25T BRIFIZIZE E A Bl
BETR

LAT#RELAWindows 2008tR1ER F /941 o

1. FIFF “FFE > 31377 , WIAN “gpeditmsc” , FIFF “ AHIEARIRGRIERE
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SBMERARSS =R
EPEHERR 2 BERHSE (Windows )

2-1 gpedit.msc

-

F=h<hy

= Windows SHEIESATHLA B1E5R | A THHEMRRIER.
s SRR Internet SEE,

FTFF(O): |gpedit.msd [
R RARR TS,

W A | SU(E)... |

2. BEE “UTENEE < EEIEIR < WindowsAl < Inf2RERS < niERmalE
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3.2 TikiRiEfstabX I EAT?

3.3 CentOS/EulerOSi® BRFZATX
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3.5 UbuntutR{ERFUNENL EEANZEIZ
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2. FEESEATMESX2URIELNES, EEMRER TN EEERITLA TS
<, MEERAEMESIES X,
mount -o rw,remount /
3. ii?ﬂﬁl&'l‘ﬁ%ﬁ%*ﬁﬁfstabﬁ1¢%’éﬁ&’f‘%i¥, SHEHTERERRIGR

mount -a

- WRETmount point does not existIEERSATFE, BEIEXINAYES
50

- WIEHHno such device SIRFEIZIGRFIRE, B FRFRaERIBRIZIEE
7o

- NS MWan incorrect mount option was specified 9EE 2SR, BN
HIEHRISEL

- WEREEHIFTEIREIZRUNEXPECTED INCONSISTENCY;RUN fsck
MANUALLY, BEANERESEIZEH, BIELET,
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4.

HATLAT S, 77/ etc/fstablEBHBMNAIEEIR .
vi /etc/fstab

[etc/fstabXHFEE T TFE, BETIESRE:
[file system] [dir] [type] [options] [dump] [fsck]

& 3-1 /etc/fstab 2508

85 $iRA

[file BRI XTSRS

systems] [file system]BUEEN{EFUVIDIARBE, HiTblkidHSEN
REXHRFUUID,
SEERIT:

# <device> <dir> <type> <options> <dump> <fsck>

UUID=b411dc99-f0a0-4c87-9e05-184977be8539 /home ext4
defaults 0 2

{EFRUUIDBYF AT EIISHEIRFTX . REEBIOSHEY
TTENFEREINE, SREMKG T FiERE, el
—LEBIOSHIRERFEH LIt PR TR iR RV, BRARUUIDRER

TEEBX .
[dir] [file systems]AYEE & -
[type] FHIRBU D XA RAEDE, IFFSMARANER

%t ext2, ext3, extd, reiserfs, xfs, jfs, smbfs, is09660,
vfat, ntfs, swapMauto,

IRERautoFEE, mountipS2BENERIERFEE, Xt
CDROM#IDVDEB B 2IFE BB,

[options] THAMERRIZH, BLESHEFEXHRFESEH. flal:
defaultsSEERNHRFRIBAEHSH, extdBIFASH

J9:rw, suid, dev, exec, auto, nouser, async,
BEZSHERTIATSmSEEmManFM: man mount

[dump] dumpIEBEICREMIESM . dumpSieEBHRNS, HH
HFRAERANXN G RSEHITED -

EYEA0FI . OFRTZES, 1NHITEBR . XSBLHABFREE
Z&dumphy, [dump]RzigH0,

[fsck] fsckiZBY [fsck FUEERREF BN ENH RGN EINF

BE0, 1, F2. RERMFERRARER, HEHE
FEROEORERENL, (FTRETRRISKFTNE.

BRRRE, RIMERREIER, BXITUTHSESIEstab3) {4,
mount -a

HATUA TS, BEERSESE.

reboot

MREEIFISEEAEIR, WolsEAXHRFERSH, H1T:

dmesg |egrep "ext[2..4]|xfs" |grep -i error
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(1] %88
o HiHEERHBYNEHI/O error ... inodefIsEiRISBNIRE N U RFIEIREM

o IR LiRap<RBLKMETICRERFHERNEE NBRIRIRAR . BRIREX
REM LB . CEAXHRFIRE. RYNTHBEREEE.

o WA T —NMXERFATBRR (HIaNA MO ERREHIESE T X RABRRS
X)) , BARFIRESTENRINZERS, RRRMINEEIREXERZSEH
BEANERSERN ., ext2fssRRINMERFEGBRIRNATHIT 7 &0, HERTIRER
R93R4E ( blockgroup ) R,

8. BHITUT®S, HEXERSELENBER,
umount #ZF# =
9. KMBEHEESCERMIINERS.

A
(EENHRRN RS SHEIREEXRBTHITHIESD

- extMHRSE, PITUTHS, KEXHRFEEFEEIR
fsck -n /dev/vdb1
[MERT Y
WNERHWThe super block Cloud no be read or does not describe a correct ext2
filesystemAYERIBEBEEEZE10,
MRFEEE, PITUTHS, BEMXHERESR.
fsck /dev/vdb1
- xfSMHRSE, FITUTHRS, KEXHRGEEFERIR.
xfs_repair -n /dev/vdb1
MRFZEEE, PTUTHS, BEMXHERER.
xfs_repair /dev/vdb1
10. (&% ) HBEThe super block Cloud no be read or does not describe a correct

ext2 filesystemiBE BRRIFIR, WIE3-2F 7R, ERIBIERERSEDATERR
EFEBRIR

3-2 BRRIRIA

[rootBecs 7 1# fsck -n ~sdevsudaZ

fzck from util-linux-ng 2.17.2

edfsck 1.41.12 (17-May-2818)

fsck.ext2: No such file or directory while trying to open sdewswdaZ

The =superblock could not be read or does not describe a correct extZ
filesystem. If the dewvice is wvalid and it really contains an ext?
filesystem (and not swap or ufs or something else), then the superblock

iz corrupt, and you might try running e2fsck with an alternate =superblock:
e2fsck -b 8193 <device>

WMITUA TS, (FRSHIBRIRMEEEMBRR,
e2fsck -b 8193 i§%Z
WNE3-3pT B FTHB R R TR -
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& 3-3 EHIBHRIR

[rootBecs T 1#f eZfsck -b 8193 devsxuda
eZfsck 1.41.12 (17-May-2818)

sdevrsxuda is in use.
eZf=ck: Cannot continue, aborting.

MERLY::
o -b 8193INAT BN ERTFHENHRRTAIS 193 RAERIRAZMHEIE, BEEE
BRREFIRIIER . FOBRRAINERIKRBAIENHRFAIblocksize o
MTEB KRNI ERS, AR SR EDEEHRR8193,
MNFEBKRA/NINMHRS, EER16384,33F4kiR, 7EIR32768,
o <IREB>HHBLZMMIEDK.
. BERMERITUTSS, ERRSHE

reboot
3.2 %Ii%iﬂ fstab S EAT?
[BIREfEHIR
fmiE/etc/fstab30 4, 127~ “readonly”
3-4 fstab /4427 readonly
sdevsshm
sdevspts
/sys
/proc
smnt-ssdc
"setcsfstab” [readonlyl 15L, 8EAC
WIETTE

1EE1ELT (read-only system ) MHZIFRIFAIREEEN, BT TEHGS, IBRHAX
HRBRBBLAIES (rw) o

mount -0 remount,rw /

W7 EiRdGS, Eiddwigfstab3 4,
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3.3 CentOS/EulerOS i &R AR X

BEnS
ASRIENMBIECentOSAEUlerOSEFR AR ARG SR B KAV ES IR
LR SR

o IZHYBEECentOS 6.8%CentOS 7.5 FR K IRS 2R FIRIE, BEftthRAnIREF
=R,

o EHFRLARE LEIXIA, EftthdXIBRESLIREITIRE .

CentOS 6/RHEL 6 #{ER % ( LAHE LightXJafl )
1. KABRESZHX, BT
cp -vf /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
2. BEFEREMITUTHS, WIASEINXEEEEHCST,
date Jawk '{print $5}'

£ CentOS 7/EulerOS E#IER St ( LARE LS A5 )
1. (FRUTHSHRIFTEARX, BHT:
timedatectl list-timezones

2. EMBK

timedatectl set-timezone Asia/Shanghai
3. WIERXAYA

timedatectl status

3.4 Web /OB RS BHEITED: nf_conntrack:table full,
dropping packet

RIS

ZFimifiawebATHEIltime out, BRSFBiImEREFKHE/var/log/messagesiJElkernel:
nf_conntrack:table full, dropping packet.,

SRR 01 (2025-07-30) IS © ERRAGIRAT 83



SBMERARSS =R

EPEHERR 3 BERSE (Linux)
3-5 R#EBHE
A 2 / f _conntrack: table full,

4 : ] r:ull,

&A=
AOIREERTCentOSES, BRFEFAR 7 EVBINE, EftlinuxRERIgEFEE
=

LIRS RE
AOIRMETRIELRERZSH, ARENARSHEENARRIEE, BNESS
ESENNEERRSE, BITEXEERE,

RESHT

iptablesfYconnection-trackingtZIRFER R ZAFHI—EB D RIRERRFPHNERE
“table full, dropping packet” FREIEZIRIFRT#H, TaeofmEZEIENEE,
FRisBEZ=E. ELHEI “dropping packet” (@&,

R RTS SRR INEEIRR R B RVHE .

CentOS 6 RIIRERFAIBGE

1. HfTLATEE, &&nf_conntrack_max&#,
sysctl net.netfilter.nf_conntrack_max

2. KMEHEIEERERANEREE
cat /proc/sys/net/netfilter/nf_conntrack_count
WRIZ(EXEInf_conntrack_max{BEN&HIMB#HEFAITR

3. EEnet.netfilter.nf_conntrack_max{& ( LANTFEH64G,
net.netfilter.nf_conntrack_max{&209715251) .

WITUAT RS, (FBcERIATARL.
sysctl -w net.netfilter.nf_conntrack_max=2097152
MITUA T SRRERGERENAER .

echo "net.netfilter.nf_conntrack_max = 2097152" >> /etc/sysctl.conf
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MERTY::
e .net.netfilter.nf_conntrack_max R~ E2#M=iF, BEREREA/IHTEE.
o nf_conntrack_maxit& Az (6441)
CONNTRACK_MAX = RAMSIZE (inbytes)/16384/2
BIANIRRH 22 2 —64GB 64bitHIR %, BBARSIENESE
CONNTRACK_MAX = 64*1024*1024*1024/16384/2 = 2097152

4. fNRconntrackTHFRIZBEHEREZIEN ( FIENLAAMEEIEEZIN ) , MIERIEN
FfiEconntrackEZ BRIIG B RAIK/NURERE
HEFHIGFHE: E£CentOS 6 LALEIRAK, HE AT Ehashsize =
conntrack_max/4

5 WATUT®S, REFLEHERN,
echo "options nf_conntrack expect_hashsize=524288 hashsize=524288"
>/etc/modprobe.conf

6. ERiptables,
service iptables restart

CentOS 7 RIIRMERFL B L

1. H4TLLT#<S, 7E/etc/modprobe.d/firewalld-sysctls.confehig & conntrack$
AINEHE.
£CentOS 6 LAERRA, iTEATNREhashsize = conntrack_max/4

echo "options nf_conntrack expect_hashsize=131072 hashsize=131072"
>> [etc/modprobe.d/firewalld-sysctls.conf

2. Egfirewalld,
systemctl restart firewalld

3. FRASHUESAI.

sysctl -a |grep nf_conntrack_max

THREZES%ERed Hat Customer Portal,

3.5 Ubuntu BMER SO SRS EIAIZ

BEin=

2RSSR

BERE

AGRIEERATUbuntu16. 04 ERAS RIRSZ R EFABEINZ, EfttUbuntuhiz
AAJREFEER -

RNEEERIERrubEc BN, IRIRFAIRERSHRRLER. BRIFR, B5LX
grubBECEXHHITE, LMBAEAEIREFITRESHITIRE .

1. ¥JFF/etc/default/grub™ 4 ( LABshEE =A% A% ) , 182XGRUB_DEFAULTHIE
A"1>2" , WIE3-6FR,
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& 3-6 {E2 GRUB_DEFAULT

GRUB_DEFAULT=
GRUB_HIDDEN_TIMEOUT=
GRUB_HIDDEN_TIMEOUT_(QUIET=true

GRUB_TIMEOUT=10

GRUB_DISTRIBUTDR="1sb_release -i -s 2> ~deusnull Il echo Debian’
GRUB_CMDLINE_L INUX_DEFAULT=

GRUB_CMDLINE_L INUX=

- 2R ERIR SR E T NEN,

GNU GRUB  wersion 2.0 2-3eubuntus. 20

Lhiinti

widvanced options for vourtw ... |

- 1>2hRR2ERIR ERBE T NEIRFRIE =S EIR&E

GHU GRUB wersion 2.02%betaZ-3eubuntus.z2

Ubuntu, with Linos
Lhunt nn‘rh | i

Ubuntu, ml‘rh L 4. [ ery mode)

- 2RO RESRIEATE SIS
- ENKBEER—EIS.

WTLA TS, EfFERgrubBcEXF.
update-grub

6 EHEECE Linux 9tFTE: atop 1 kdump

Birn=s

ATIR{ENBatopFIkdumpiIBEcE 5%
ARBOLiInux iR A FERBRatop TERAARRE, HULEES EHEMERARE .

FcEatop:

e atopfE7T

o atopZAERHIER

e CentOS 6RFIE(ER S Eatop

e CentOS 7/8. AlmaLinux. Rocky LinuxZ&3HR{ERSE Eatop
e Ubuntu 16, Debian8&RJIEIERStE Eatop
e Ubuntu 18, Debian 9RIIRIERSiEcEatop
e Ubuntu 20, Debian 10RJHE(ERSE Eatop
e Ubuntu 22/24RFHEERSECEatop

e Debian 11/12RFHR{ERGE Eatop

e SUSE 15, SUSE 12RJIR{ERAEZatop
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EREBLRZRE (iEAFCentOS Stream 8/9., openEuler, EulerOS&E%!
BERS)

StratopAE

EeEkdump:

atop &N

BcEkdump{ERZU
kdump{&7t
ECEkdumpiR{EL R
KEkdumpElEREER

atopE—MATEELNRRRFESHENTE, SU—ERSIRICRESRIEITIR
T, PIRENIIESSRFARIR(CPU. RF. MEMNE)ERBERMEEEITER,
iéﬁqu'ﬁiﬁﬁ’\]ﬁfﬁ%ﬁﬁﬁﬁﬁqﬂ, ARSSREITE/E, AJIREMENAYatopAEX
BT

atop LIRS

HERMEAMIPEBELEyumIRER o

YRS RE!

{ERatop TEM T RRREREES AP ERNCPURFIIRFHRHITRARRAIMEFH
Ao HETEICRAS, BHEEI/var/log/atop.

CentOS 6 RIIRERARBCE atop

1.

PATLATa<S, Zixatop,

yum install -y atop

IRIBRCE X, 1E0RIFRE,

vi /etc/default/atop

ESUNTEESH, EERFHERL,

LOGINTERVALERIAZ600, AILMEXIAL15, BB,

LOGINTERVAL=15

vi /etc/logrotate.d/atop

ESONTEESH, EERFHEL.

,f!;i)\atopElFS{%ﬁEIHH?MOEE, BJLARIESERRMERE “-mtime” BOER3, BIA

postrotate
/usr/bin/find /var/log/atop/ -maxdepth 1 -mount -name atop_\[0-9\]\[0-9\]\[0-9\]\[0-9\]\[0-9\]
\[0-9\]\[0-9\]\[0-9\]\* -mtime +3 -exec /bin/rm {} \;
endscript

[EzhatophRS3 .

service atop start

KMEEERBEIKIN, is running XRIZ{TIER
service atop status

atop (pid 3170) is running
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5.

?tcjaﬁuwzEﬁﬁaﬁabﬂﬁ?éﬁiuﬁﬁﬁ,ﬁ , BAIEEHESME, FUTIA TGS
=lCatop,

service atop stop

CentOS 7/8. AlmaLinux. Rocky Linux RIIZ(ERGFGECE atop

1.

PATLATa<S, Zixatop,

yum install -y atop

fRAEECEN I, (EBCRERIE.

vi [etc/sysconfig/atop

ESONTEESH, EERFHERE,

- LOGINTERVALZAIAZ600, BILMEMM15, B,

- Bi\atopAFREFEEER 28K, ALIRIEEFMESLOGGENERATIONSHIE
7R3, BuUAX,

LOGINTERVAL=15
LOGGENERATIONS=3

[EzhatophRS3 .

systemctl enable --now atop atopacct atop-rotate.timer
KMEEEBEIKI, atop atopacctE active(running) ®E{TIEE, atop-
rotate.timer2active(waiting) £NE{TIESE .

systemctl status atop atopacct atop-rotate.timer

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

atop-rotate.timer - Daily atop restart
Loaded: loaded (/usr/lib/systemd/system/atop-rotate.timer; enabled; vendor preset: enabled)
Active: active (waiting)

atCJ]r;LU SOAIMIRFIIRERR, SoIERRHESRE, ITIATHS
{'_' atopo

systemctl disable atop atopacct atop-rotate.timer
systemctl stop atop atopacct atop-rotate.timer

Ubuntu 16, Debian8 RIIZ{ERFAECE atop

1.

PATLATa<S, Zi=atop,

apt-get install -y atop

RIERCE X, (EDRIFEE.

vi /etc/default/atop

BN TEESH, EERFHERE.

- LOGINTERVALERIAE600, AILMERA15, B,
- EilatopHERZFREAH28K, FFHEN
LOGINTERVAL=15

[BxhatopiRs3

systemctl start atop
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KMEREERBEIKI, active(running) RRE(TIER .
systemctl status atop

atop.service - Atop advanced performance monitor
Loaded: loaded (/etc/init.d/atop; bad; vendor preset: disabled)
Active: active (running)

?tcﬂ:))_ﬁz:EFH%EG’I‘EI’J?@?E*DEKEAE , A EARRHEERRE, WITLATES
Zlkatop,

systemctl stop atop

Ubuntu 18, Debian 9 RIIZ(ERFELE atop

1.

WITLA TS, &¥<atop,

apt-get install -y atop

RIERCE Y, 1BUCRIEREEA,

vi /usr/share/atop/atop.daily

ESUN T RESH, EEFRFHEL.

- LOGINTERVALEZAIARE600, AILMERA15, B,

- %ﬁ%atopEIuﬁT_ FRIEA7928K, BILMRIESEPRE “-mtime” RYIEN3, &
l-z\‘%o

LOGINTERVAL=15

( (sleep 3; find $LOGPATH -name 'atop_*' -mtime +3 -exec rm {} \;)& )

atopEERIANGE, FERatoplRBFEEER
systemctl restart atop atopacct
KMEERBEIKIN, active(running) FRIZITEE .
systemctl status atop atopacct

atop.service - Atop advanced performance monitor
Loaded: loaded (/etc/init.d/atop; enable; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

?tﬂmﬁuﬁﬁﬁﬁﬁﬁbﬂﬁééfﬁiﬂﬁﬁﬁAﬁ , Al IERNE, BTG
=1katop,

systemctl disable atop atopacct
systemctl stop atop atopacct

Ubuntu 20, Debian 10 ZFUR{ERSEE atop

1.

WITA TS, &i=atop,

apt-get install -y atop

RIERCE Y, 1BUCRIFREA,

vi [etc/default/atop

EBSONTEESH, EERFHERE.

- LOGINTERVALERIAE600, FILMERE15, B,

- ElatopAEFREFEREA28K, BJLURIESLIRMEXLOGGENERATIONSHYE
73, BAX,
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LOGINTERVAL=15
LOGGENERATIONS=3

atop2EINEE), FERFatopIRSBFHEEM
systemctl restart atop atopacct
KMEEERBEIKIN, active(running) ®RIE{TIER .
systemctl status atop atopacct

atop.service - Atop advanced performance monitor
Loaded: loaded (/etc/init.d/atop; enable; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

atopiE{ T2 G FEVMIRAIIRARR, EEOEEEERRE, T THS
{Z1katop,

systemctl disable atop atopacct
systemctl stop atop atopacct

Ubuntu 22/24 ZFBR(ERSAECE atop

1.

PATLATa<, Zixatop,

apt-get install -y atop

REBRCESUY, BUCRERE,

vi /etc/default/atop

ESUNTEESH, EERFHERE,

- LOGINTERVALEZRIAE600, AILMERA15, B,

- BihatopAEFRFEEI 28K, vJLIRIESLFRMENLOGGENERATIONSHYE
73, BIAX,

LOGINTERVAL=15
LOGGENERATIONS=3

atop2EINGE), FTEFatopIRBFHEE

systemctl restart atop atopacct atop-rotate.timer

KMEEERBEIAIN, atop atopacctZ active(running)&RRIzfT1IEE, atop-
rotate.timer2active(waiting) FRIZITIEE .

systemctl status atop atopacct atop-rotate.timer

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

atop-rotate.timer - Daily atop restart
Loaded: loaded (/usr/lib/systemd/system/atop-rotate.timer; enabled; vendor preset: enabled)
Active: active (waiting)

atopIEf TR G FRFVNIRRFIRERE, SaIEIRHERKE, PITL TGRS
{E1katop,

systemctl disable atop atopacct atop-rotate.timer
systemctl stop atop atopacct atop-rotate.timer
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Debian 11/12 RIHR{ERHECE atop

1.

PATLATE<S, Zixatop,

apt-get install -y atop

RIBRCE X, (EcCRIFRE,

vi /etc/default/atop

BN T ERESH, ElEREFHERLD.

- LOGINTERVALERIAE600, AILMEXE15, BN,

- E\atopHERFEEIA28K, AJLURIESEFRMELOGGENERATIONSHIE
733, BfIAX.

LOGINTERVAL=15
LOGGENERATIONS=3

atopE2EIANEE, FERatoplRFBFEEER

systemctl restart atop atopacct atop-rotate.timer

KMEEERBEIKI, atop atopacctE active(running) ®E{TIEE, atop-
rotate.timer2active(waiting) F¥TIEITIEE .

systemctl status atop atopacct atop-rotate.timer

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

atop-rotate.timer - Daily atop restart
Loaded: loaded (/usr/lib/systemd/system/atop-rotate.timer; enabled; vendor preset: enabled)
Active: active (waiting)

atopizfTE G REMIRAIIE SR, EoERRHESRE, T THS
{=1katop,

systemctl disable atop atopacct atop-rotate.timer
systemctl stop atop atopacct atop-rotate.timer

SUSE 15. SUSE 12 RIUEERAREE atop

1.

T#atopRILER .

wget https://www.atoptool.nl/download/atop-2.6.0-1.src.rpm
PATLA T dn S & 2iRfSatop

rpm -ivh atop-2.6.0-1.src.rpm

R RIFatopikFIIGE

zypper -n install rpm-build ncurses-devel zlib-devel
HATLA T s dRiFatop

cd /usr/src/packages/SPECS

rpmbuild -bb atop-2.6.0.spec

HATLA TS & %Eatop

cd /usr/src/packages/RPMS/x86_64

rpm -ivh atop-2.6.0-1.x86_64.rpm

IRIBRCE Y, (EcRIFEE.
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vi /etc/default/atop

BN TERESH, EXEFRFFERE.

- LOGINTERVALERAZ600, BILUEMAE15, B,

- EAatopBEREFEERH28K, BILARIESLIRMESLOGGENERATIONSHYE
H3, BfIAX.

LOGINTERVAL=15
LOGGENERATIONS=3

atopE2HIANGE, FERatoplRFBFEEER

systemctl restart atop atopacct atop-rotate.timer

MEEEBEIIN, atop atopacct2 active(running) ZME{TIEE, atop-
rotate.timersactive(waiting) XREI1TIEE

systemctl status atop atopacct atop-rotate.timer

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

atop-rotate.timer - Daily atop restart
Loaded: loaded (/usr/lib/systemd/system/atop-rotate.timer; enabled; vendor preset: enabled)
Active: active (waiting)

atopiZITE G FVMIRARIIERR, BEodEHiERKE, T THS
{=1katop,

systemctl disable atop atopacct atop-rotate.timer
systemctl stop atop atopacct atop-rotate.timer

(ERRBARZEEE (iERF CentOS Stream 8/9. openEuler. EulerOS E&R%Ii%E

fER% )

T atopiEig,

wget https://www.atoptool.nl/download/atop-2.6.0.tar.gz
PATLA T g EiRDatop o

tar -zxvf atop-2.6.0.tar.gz

HITUA T e S ESsystemctliR A

systemctl --version

WMRIRAKFETF220, BEIFHIT I,

BN FEE(EKatopfiIMakefile3td, MIBR--nowS#,

vi atop-2.6.0/Makefile

fIBRsystemctlan < fEHY--nowS £

then /bin/systemctl disable atop 2> /dev/null; \
/bin/systemctl disable atopacct 2> /dev/null; \
/bin/systemctl daemon-reload; \
/bin/systemctl enable atopacct; \
/bin/systemctl enable atop; \
/bin/systemctl enable atop-rotate.timer; \

RERIRatopiREELE .
- SUSE12. SUSETSEINRERFHITIA TS TE:
zypper -n install make gcc zlib-devel ncurses-devel
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o#r atop HE

- EulerOS. FedoraRIURERFMITLATHSLE:
yum install make gcc zlib-devel ncurses-devel -y
- Debian9. Debian10. UbuntuRINEIERZHITLA T aindest:
apt install make gcc zlib1g-dev libncurses5-dev libncursesw5-dev -y
PATLA T S dmiEF L2 atop,
cd atop-2.6.0
make systemdinstall
RIERCE X, (ERIFEE.
vi /etc/default/atop
SN TEESH, BXEREFHERE.
- LOGINTERVALEZKIARZ600, BILMEMA15, B,
- BllatopHERFERAH28K, AJLUMRIESCRRMEZLOGGENERATIONSHYE
A3, BAIAX.

LOGOPTS=""
LOGINTERVAL=15
LOGGENERATIONS=3
LOGPATH=/var/log/atop

atop2EINBEN, FEFatopRBFHEE

systemctl restart atop atopacct atop-rotate.timer

KMEBERABEIAIN, atop atopaccti2 active(running) X RIa{TIEE, atop-
rotate.timerRactive(waiting) XRIZ{TIEE .

systemctl status atop atopacct atop-rotate.timer

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: enabled)
Active: active (running)

atopacct.service - Atop process accounting daemon
Loaded: loaded (/usr/lib/systemd/system/atopacct.service; enabled; vendor preset: enabled)
Active: active (running)

atop-rotate.timer - Daily atop restart
Loaded: loaded (/usr/lib/systemd/system/atop-rotate.timer; enabled; vendor preset: enabled)
Active: active (waiting)

atopiIEfTE AFFNIRRFIHERE, SoEaSHERKE, RITL TGRS
{=1katop,

systemctl disable atop atopacct atop-rotate.timer
systemctl stop atop atopacct atop-rotate.timer

atopBElfE, SWEREICRFMIE/var/log/atopE R FRIBESEH,
WITIN TS, BFERTS.
atop -r /var/log/atop/atop_2024XXXX

atopERHS

FTRBEEXEE, ETLMERU TS mitsdE.
- REBHIECPUERSRIITIEFIHiE.

- m: REHENFERRETRETEE.
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d: IRERHEHEFERRBITIEFEIE,

a: 1% Eix IRR B RRBITIEFTFIE .
- n: IRBEBHIENEFERERHTRFEE,

t: EJEE%U'F—A”" TREMN

T: BHEEI E— SRR ES,
: IEERES, &=L AYYYYMMDDhhmms,
EoHmBREFEAN

TERESDEEFRIANSE, BRREREREREEMatoplRABAAE. T
ERSE, BARSIEINESEIREdRE T

o

B 3-7 R R FREFR

ATOP - ecs-atop 2824,83-12 1A:31:38 lhIZnﬂ-Bs elapsed
PRC . 18.75s | #proc I #trun 1 i 112 | ttzombie [] i

CPU 73 12 | irg e 1 idle 198 i I curf Z2.88GHz | curscal

cpu 3 1 irg I idle 99 cpubdBd w B/ I curf Z.88GHz | curscal

cpu 3 1z B8z | idle 99 cpuBdl w B2 I curf 2.88GHz | curscal

CPL | augl B a.88 1 csw 1527759 | intr 924841 | I numcpu

irg
augls 8.88

SWF | tot 8.amM a.8M
DSK | sda @8z | read 11696 | write 8132 KiBru MBr/s 8.1 | MBu/s 8.1 | avio 8.53 ms
NET | transport i 11926 | tcpo 8361 | udpi Z31 udpo tcpao 188 | tcppo a8 | tcprs
NET | network ipi 12737 | ipo 91683 | ipfrw a deliv 12735 I icmpi 578 | icmpo
NET | ethB —-—== i 69567 | pcko 9138 | sp B Mbps si 183 Kbps 1 Ebps | erri 8 | erro
NET | lo == i 18 1 pcko 18 1 =p =i 8 Kbps 8 Kbps | erri | erro

| swcac 8.68M I vmcom 758.2M | vmlim

1
I
1
MEM | tot 3.2G6 2.8G | cache 955.4M | buff 27.6M slab B81.8M | umbal ®B.8M | zfarc H.8M | hptot
I
1
I

PID SYSCPU USRCPU RDELAY RGROW  RDDSK RUID S CPUNR

2 hostwatch

. systemd-udewd
2 urapper

2 systemd- jouwrn
. systemd-login
. tuned

FESHRBUIT:

- ATOP{7: EHA. EERFERIMEER

- PRC17: HEENZEITIER

- #sys K user: RZSHIAFSHTS CPU RIATENE.,
- #proc: HIESH,

- #zombie: BILHIZNHZE,

- #exit: “’1‘$HHBHJ§IEHJEH:'.EI’JJ_&§5IEO

- CPU{T: CP K CPU FR ) BIERIBR.
CPU ﬁrEI’Jéz Exéﬁlﬁ’fﬁ?]ﬂ *%73 N*100°/o, N 79 CPU %l

- #sys & user: WFSFIRAPSHTS CPU BIRTEIELAI,

- #irq: CPU {EFTFCEERRRAIRTEIELA o

- #idle: CPU QERETRIRSHIRTEILLHI

- #wait: CPU Qb/EHIZEFHER 10 , S5 CPU ZRIRZSHIRTELLAI

- CPL{T: CPU fAaZiE A,

- #avgl. avg5 # avg15: iIIX1H5H. 528F01150 RS TINGIFAIEIIH
EH=.

- #osw: BBRETXIRRE

- #intr: }ERPEIAEIREL

- MEM 17: AENERRE

- #tot: MIIBAREKRN.
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BoE kdump sEARZAN

#free: THAWIERZFAR/N
#cache : AAFREFRINFKRN,
#buff: BFXHEFHREFKN,
#slab: RFARZGREIREXR/N,
SWP 17: RIG=ERIERER .
#tot: WHXEE,

#free: THIIE=EK/N

DSK 17: HEFERBER, 8— 1 HMEREXWN—7. WIRE sdb 8%, B4
1#H0—17 DSK {58,

#sda: HEIREIRNA,

#busy: WHEITAIELA,

#read J write: 1E. BiER¥E.

NET 17: 2% NET BT REIKR, SiEERmE (TCP 1 UDP) . IP ELA
REZFBNRINMOES

#hooxxi: BEIEIMNOKESEE .

#xxxxxo: BEIGEMNMOLBEE

BL B kdumplYigfEiERFEulerOSLA K CentOS 7&FILinux/=5R, H=IRZRAIELIL
EEHKVM, TRES

kdump &7

kdumpRRZAFERAINHE, BAREMEETAFN—TIH. RE—BER, A%ME
ZIERIFY , XM IHEGHEKdumpiRIE— BT EASRIETERRNIN%, ZA%
fﬂé}lﬂgﬁa‘lﬂﬁﬂlﬂE’ﬂﬁﬁﬁ‘@ﬁﬂﬁ%ﬁﬂ%ﬂ?&%@ﬂiﬁéu—/ﬁdump coreX{HRLUEZ 5
fraRiRIRE o

BB kdump R{ELE

1. BERBELELEkexec-tools,
rpm -q kexec-tools
MRRBERE, WHITFHGSE%.
yum install -y kexec-tools

2. FFEkdumpZiAiEED.
systemctl enable kdump

3. ®Ecrashkernel2#, REXNSHHIERRTMEBAFEScapture kernel,
BEEESHEAEERE.
grep crashkernel /proc/cmdline
MRBER, WFRREZRE, IRZEER, UFEERE.

& & crashkernel, Zwig/etc/default/grub3 {4,

GRUB_TIMEOUT=5

GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMENU=true

GRUB_TERMINAL_OUTPUT="console"

GRUB_CMDLINE_LINUX="crashkernel=auto rd.lvm.lv=rhel00/root rd.lvm.lv=rhel00/swap
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rhgb quiet"
GRUB_DISABLE_RECOVERY="true"

$EIGRUB_CMDLINE_LINUXZ&%{, iihicrashkernel=auto, EIRNEARE,
4. HITgrubm<, (FLALEEEN.

grub2-mkconfig -o /boot/grub2/grub.cfg
5. ¥TF/etc/kdump.conf3Z{HFkEl “path” &%, HFINLATARS.

path /var/crash

ANRREE /var/crashBR T, NREFREFIHEHMBER, WA NAER,

Ban{RF#E/home/kdump T, MEKRY:

path /home/kdump

(1 #88
ERRIEEREE BB ERFvmcore, EFRISFZEA/NTFRAMK); BAILURTE
TESAN, nfsEEHZ8E E,

6. wEFvmcoreZRal,
(& /etc/kdump.conf3Z {4, FININT2E, WREENTE RN,

core_collector makedumpfile -d 31 -c

-cRNEdgvmcore X4,

-dRNSIIRE D TRAIRFENE, TLMRIERZAZ, —A31808], 3128
THRYESIHETR .

zero pages =1

cache pages =2

cache private = 4

user pages =38
free pages =16

7. PITATHLERRS, EULREEN.

reboot

EE kdump BEERT/EX

1. PTLATHS, MARIE{ES A crashkernel=auto
cat /proc/cmdline |grep crashkernel

BOOT_IMAGE=/boot/vmlinuz-3.10.0-514.44.5.10.h142.x86_64 root=UUID=6407d6ac-c761-43cc-
a9dd-1383de3fc995 ro crash_kexec_post_notifiers softlockup_panic=1 panic=3
reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 fsck.mode=auto fsck.repair=yes net.ifnames=0
spectre_v2=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

2. HIFUTHS, HRAREERHPHNEEEEER.
grep core_collector /etc/kdump.conf |grep -v A"#"

core_collector makedumpfile -| --message-level 1 -d 31
3. HIFUTSS, HRAREERHPNEEEEER.
grep path /etc/kdump.conf |grep -v A"#"
path /var/crash
4. PIFUTHS, HRABZESEFEIActveIKE Dactive (exited)
systemctl status kdump

e kdump.service - Crash recovery kernel arming

Loaded: loaded (/usr/lib/systemd/system/kdump.service; enabled; vendor preset: enabled)
Active: active (exited) since Tue 2019-04-09 19:30:24 CST; 8min ago

Process: 495 ExecStart=/usr/bin/kdumpctl start (code=exited, status=0/SUCCESS)

Main PID: 495 (code=exited, status=0/SUCCESS)

CGroup: /system.slice/system-hostos.slice/kdump.service
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PUTIIH RS o
echo ¢ > /proc/sysrq-trigger
Sftgkdump, EHFEE, FEEMIIVmMcoreSXHFFHIpathSEIEERINI
=18
B vmcore2E 4R -

FIFFER B pathS s ENREREE RSB vmcoreX44ERL, #l40/var/crash/
E i o

Wl /var/crash/

ALABRIER T —1 34k, BEmBvmcoreXXft,

3.7 AT ABRIFRFLIrhR S SWERS R R AR —2?

EfSEIES

RESHT

E=RSBFENTLUUTHSEERAABIRA:
[etc/redhat-release

BRI HBI=IRE 2R A SCentOS 7.6, {BIERFISFEAHANEZF ACentOS 7.2 (S E1K
3=7.6E’JH1113H&2!: ) o

MR

ATIREERT CentOS. EulerOSEEERF ARSI

[ARRERS R AR THET RS, AITUTHELERyUMBFICR

yum history
Loaded plugms. fastestmirror
ID | Login user | Date and time | Action(s) | Altered
8 | root <root> | 2019-08-23 10:00 | I, U | 40EE
7 | root <root> | 2019-06-24 10:12 | I, U | 55
6 | root <root> | 2019-02-22 11:10 | I, O, U | 280 EE
5 | root <root> | 2019-02-22 11:09 | I, U | 6
4 | root <root> | 2019-02-22 11:08 | Install | 1
3| root <root> | 2019-02-22 11:08 | Install | 1
2 | root <root> | 2019-02-22 11:08 | Install | 1
1| System <unset> | 2019-02-22 10:49 | Install | 352
history list

8 H23HAYActiondrELZ| (install ) FIU (update ) $2{E, ZIR{EIDAS,
HATLA T an St — L EEZIRMEFAER

yum history info 8

EIERERUTAR:

Loaded plugins: fastestmirror

Transaction ID : 8

Begin time  : Fri Aug 23 10:00:13 2019

Begin rpmdb  : 384:1c8e3df918de17e245b0dd7195f06f89656c5f27

End time : 10:02:22 2019 (129 seconds)
End rpmdb : 386:9a3172e7946f31d43c1268b6e1f2428125b3dfc5
User : root <root>
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Return-Code : Success
Command Line :update -y

AN LR BRroot AP HAIT Tyum updatel@E, BIRIERTN, HUTIZIRERRSR
MRS B S BIRIRA o

3.8 =R I AREEIR AT EE RS —R&E5E)

BEER
AN AR IR BT PIRSEN MBS TR B S — MRS .
AISREERT CentOS EulerOSIMERSE, BRANREELTH .

CentOS 6 IRERS
1. BRIFE, EEciRS:E, 2F ‘miEER
2. 7EHIBooting CentOSERMERY, 1&(F=HE, #)\P%y EERME

3-8 Booting CentOS

Press any key to enter the menu

Booting Cent0S (2.6.32-754.10.1.e16.x86_64) in 3 seconds.. .||

3. ARERFELIINE MU ER A%, AEEREEREITR.

GNU GRUB wversion 0.97 (639K lower -~ 1047640K upper memory)

Cent03 (2.6.32-754.15.3.elb.x86_64)

CentDS (2.6.32-754.10.1.elb6.x86_64)

CentOS 6 (2.6.32-696.el6.x86_64)

4. ZFEZESE, PTIUATHESRERANGHIRZAIEZRZ.
sed 's/default=0/default=1/' /boot/grub/grub.conf -i

MAR:
defaultEJuMEjj 0 (1£3FM/boot/grub/grub.conf3X{fHkerneZZEFE—, M EFTK
/AZE O 1 ) o

CentOS 7/EulerOS 12{EE St

. BREfe, ERCRSER, BE (TEERT .
2. EHERNARERFER, T, BB ER A%, REEHE.

CentD3 Linux (3.10.0-957.21.3.el?.x86_64) ? (Core)
CentDS Linux (3.10.0-957.5.1.el7.xB6_64) 7 (Core)d

CentD3 Linux (3.10.0-327.el17.xB6_64) ? (Core)
Cent03 Linux (O@-rescue-136c058e80464a53bb585a2817774c02) 7 (Core)
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3. FR&ZEME, ITUTHSREMANSHARAE A,
grub2-set-default 1

3.9 CentOS 7 H/etc/rc.local FIHBEHHIAAREREALTT?

ISIRAINSR
CentOS 7. EulerOSI{ERZ=PRSZEEH, /etc/rclocalFNGEIRIAARER -
KTIRIELLCentOS THRIERF NBIDITIRE, HNBERTTE,

RESHT

Bz RRRY AT RERE A T :
e  CentOS 79/etc/rc.d/rclocal I RBHITIIR . BBRITEIBSEMIESIER .
AR
Jetc/rclocala/etc/re.d/rc.localbEREER:

[root@uxf -cent?-test “1# 11 retcs/rc.dsrc.local
-rw-r--r-- 1 root root 489 Mar 14 11:28 retcsrc.d/rc.local

root@uxf -cent?-test “1# 11 retcsrc.local
Iruxarwxrwx. 1 root root 13 Nov 7 14:38 retcsrc.local -> rc.d/rc.local

o /etc/rclocalfle BIRAHBEREAENAIAR, EHTHINBAKMNWERSS, ME
CentOS 7RG BENIFEP RIZIEErc.localitMLEIRSS EIAREEN, SECRINEHSL
M. BRSRBESEMEGE2,

SMEFE 1
'E‘I‘Xﬂ‘/etc/rc.d/rc.localY{#iﬁﬁMﬁWBE@&F*ﬂEiﬂﬁiﬂZIS?M‘}?EWE’\J%%, RRIRTTE
I]-lt o
(MARY::|
CentOS7HZIFEANR B uTHATIAIR

1. &&/etc/rcd/rclocal 2B B HATIR

ls -l /etc/rc.d/rc.local
-rw-r--r-- 1 root root 473 Sep 14 02:19 /etc/rc.d/rc.local

WEIEREBFRZXEEEHITINR, FE/etc/rc.d/rclocaliFINEIHITIR
2. HITLAT RS A/etc/re.d/relocaliim IR AT PR
chmod +x /etc/rc.d/rc.local

RERFSE 2
§t¥d/etc/rclocal i BERRABEFAENRIGS, BRAFEAT,

HiE—: FMER/etc/rclocalliBIRH, MTSRABNGHSIERBEEN M (175580
FEEMRIEHEBASELX) .

1. fE/etc/sysconfig/network-scripts/ B FH eI &K route-<interface>3 {4,
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1Z B ZF<interface>2 SEHMMAEXAZO/ZIR,

<network/prefix> via <gateway>

Hrh<network/prefix>2m B RIZRANTIEMLE, <gateway>2 F—HkaJIPHELL
a0, EFHIN—5983192.168.100.10%110.20.30.0/24MEAVIRH, LAEEeth0
S FART &R FEEDIR

cat /etc/sysconfig/network-scripts/route-eth0

10.20.30.0/24 via 192.168.100.10

PUTLAT S, EIEEX.
ifup eth0

7L [etc/rc.d/rclocalFHESaNIA HBrc-localiRS55 1 S41T, AILUESEnetwork-
online.target/F/BmNZARSS -

1.

rc-local RS ECE 1R12/3/usr/lib/systemd/system/rc-local.service,

HITLUATES, E[Unit]f&ZReRINEERequiresFIAfter{E Anetwork-
online.target,

cat /usr/lib/systemd/system/rc-local.service |grep -v "A#"

EATUNT:
[Unit]

Description=/etc/rc.d/rc.local Compatibility
ConditionFilelsExecutable=/etc/rc.d/rc.local
Requires=network-online.target
After=network-online.target

[Service]

Type=forking
ExecStart=/etc/rc.d/rc.local start
TimeoutSec=0
RemainAfterExit=yes

AR

network-online.target2 FIEEEZRIMNG “Ba)” Ktarget, B “B1” HENXBHMNLE
EEREEN . BE, CRREMCEERN. FRANIPHELL, EFEENFMERR
SHUE, BRI MEALE,

HATLAT S, #iA/etc/rc.d/rclocalBHATIUR .

ls -l /etc/rc.d/rc.local

MR REETHUTIR, BSELIEGE1LE,
B0systemd EFINEBCE 14

systemctl daemon-reload

E=rc-local.service, f#/etc/rc.d/rc.local fiAIZEIAR .
systemctl restart rc-local.service

3.10 Linux I ER R =PIRF=ELEE docker STHEFRIRIER 5t

A

LinuxiRER R RIRSS S8 e L3 dockerRi B EE T docker KIFAMRIER FIRAS
FRRIZREdocker sz R F R FRRAINZR3-2 7R
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& 3-2 Tk docker THFHIRIER FhRA

BERESR BRERGRAE btk
CentOS CentOS 7 https://docs.docker.com/install/linux/
docker-ce/centos/
Debian e Buster 10 https://docs.docker.com/install/linux/
e Stretch 9 docker-ce/debian/
(stable) /
Raspbian Stretch
Fedora e Fedora28 https://docs.docker.com/install/linux/
e Fedora29 docker-ce/fedora/
Ubuntu e Disco 19.04 https://docs.docker.com/install/linux/
e Cosmic 18.10 docker-ce/ubuntu/
e Bionic 18.04 (LTS)
e Xenial 16.04 (LTS)

3.11 {E2/etc/security/limits.conf (¥, BEREAEINE

ATI?

Ef5EES

{824 /etc/security/limits.confS{4, BERGERBIRAE .

CIECELS

LinuxiZ{ER F = IR S 22 IR HIR R{FFERYEL & 34 =2 /etc/security/limits.conffl/etc/
security/limits.d/B%, /etc/security/limits.d/BFHRIECEMN LR ST /etc/security/

limits.confRYECE .

AR /etc/security/limits.conf3lf4, EREAERL, WaTsEEHFlimits.confay
{EL4#% /etc/security/limits.d/ B RPEETAMERBE -

BRISE

&84 /etc/security/limits.d/ B R Ec EINEL &84 /etc/security/limits.conf3 {4,

AR

WNRIBE T /etc/security/limits.conf SXHZEER, iBIEE/etc/security/limits.d/BFHBECEIR

AYE.
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3.12 {§H taskset apS1LLHTEIEITEISE CPU £

Birn=

tasksetdaps, TTATFHEHIZAICPURIML, TTLUERIRS R LizfTHIEMEE, ISEER
ANCPULETE,

A UREES AP ERtasksetan S1LHRIZ TEISECPU L .

CentOS. EulerOSRIBRER% .,

T TS, BEERRSBI[/CPUZEL
cat /proc/cpuinfo
KFCPURIZILSE5AR:

- processor: FSEAZEJLNCPULLTESE
- cpu cores: 1SRG MCIEEEAIIZOE

W-}L‘,L;Fﬁ%, SREGHIPINES (LA R(ELAS R test shafl, XIMZAIpidg
23989

ps aux | grep test.sh

WITLA TS, BEEHEIREITEBACPUL,

taskset -p #ES

fin: taskset -p 23989

[root@ecs-linux-bjl ~]# taskset -p 23989

affinity mask: 1

SRR NEFIEET, EiEATIHEIN0001, BTN —CPU, FRLUATE
IE{TESFO0PNCPUL,

WU TSRS, IBEHEETESE "/ CPU (CPU1) L.

taskset -pc 1 HES

f5I40: taskset -pc 1 23989

AR

CPURYHRE 2 MOFFHARY, FTLACPUTERTREZNCPU ( E—/ 1 CPURIIRSR0) , XHERIE
N AfERtest. sh4BEZRI T CPU1 LizTT,
BRI LMERIN N ap S EREFITHECPU ( BrIfT4iEZIsE _1NCPU ) £,

taskset -c 1 ./test.sh&
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3.13 pip Z&EEITHIEIFEIR: command “gec” failed
with exit status 1

|E) R AR

1R

SET5E

LEPythonFERIFRT, BECEpipIR. MHFERISEKZEGRIREAE):
[root@test home]# cat /root/.pip/pip.conf

[global]

index-url = https://pypi.mirrors.ustc.edu.cn/simple/

trusted-host = pypi.mirrors.ustc.edu.cn

ZEEFIED, RFIREE "command “gec failed with exit status 1", E3-9pf7=. B
=, EApipZEPythonERHZHI, HIAELERyumi<SRE 7gcc,

3-9 ZEIRE

-f pipe —Hall -Wp, k-protector-strong --param=s
j -pipe -Wall -Wp,-D_FORTIF
ne

1 -Iousr/includespythonZ.? -c psutil/_psutil_common

lo such file or directory

[rootPecs-9aB8-testl .pipl# _

fR/bopenssl-develz#

PAZZEpsutiliZ iR :

1. HFLATES, L¥Eopenssl-devel,
yum install gcc libffi-devel python-devel openssl-devel -y
2. BER(ERpipZEpythonERE, AILABRRIRAABRE, WE3-10F7R.

& 3-10 &2=pkI

pi

es/e2/e1/68832 f ee89bf 8426f ef 14c5c29f c79r68f d79f 433d8c 1bA96/psut i

3.14 3E root FHF1]] root FBFHEY, ERGEITEATR?

'’

AR A

FXJERE&AUbUNtu. DebianAIsBERARSS SR, (EMsudorn<tiroot AR, REtE
TNERHERT, GIE3-11Fo
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3-11 & EERY

linuxRubantu—test-1:etch
linuxBubantu-test-1:,etcS sudo su

sudo: wunable to resolve host wbantu-test-1: Connection timed out
rootPubantu—test-1:etct

REETTIE

. BEREMTRSES.

2. HITLATRS, fRighosts3Xit.
vi /etc/hosts

3. & 47, #ENREER.

4. fEhostsMFERFHFIN—ITAZS, SAIPHUFIEN S,
FABIPHEAE /&
=~

B =IRS2EAITENEZ S “hostname” , FAFIPHELESS “192.168.0.17 , M
EARNEEaA:

192.168.0.1 hostname

5. 1% “Esc” BHBIEER .

6. WITUATHS, FREHEL.
'wq

(AR

EXI8E&IUbuntu, DebianfUE=ARSSES, MRFEEHENSE, F¥/etc/cloud/cloud.cfg
FfImanage_etc_hosts2#ig & Nfalse, RIPEINZENFTNZEFHZE/etc/hostsH . §R7
i8/etc/hostsIZ{4RY, BEZ0MIBR127.0.0.1FFETIED, BUSEIAErootFIFifroot EBaTa)

=]
FFEO

3.15 CentOS =RFZH[IBEEFIZER 777 TR EA?

| A
#17chmod -R 777 | X CentOSHBRSZ=FRERIIRIREM 777, RFEPAIKEBIIR
SN TEER. LRITBERSEAmRIgetfaclas S KIENMTRR R, &
TIRENBRIZESTIRB RIRE R 777 RAYANUETE -
AR
MY ERIRE77IRCERCRBIFEAFEEANIE. ISHMaHTR, REFRIRET777
REFEZENKE . FHRERIGIIANUEE, IKEERTIRE, BEEHEE, EXRRF
Rg, BR777IREETRIZE NG .
BIESR
RIRIE(ERCentOS7 S ER AR ARSS 2RI -

1. RET7TTTNREBEDXARER RS, EHERRSHEWITIATS S, BX
sshiZEdE B X SRR -
cd /etc
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9.

chmod 644 passwd group shadow

chmod 400 gshadow

cd ssh

chmod 600 moduli ssh_host_dsa_key ssh_host_key ssh_host_rsa_key
chmod 644 ssh_config ssh_host_dsa_key.pub ssh_host_key.pub
ssh_host_rsa_key.pub

chmod 640 sshd_config

W7 EikmSEsshal LUERHE A Eroot .

su root

root "su: cannot set groups:"

HATIAT S, sulRE st PR BEisEE root AV EXECE -

chmod u+s -which su-

SR IEFA LA rootBRIEANR AT -

%UE—@*XBEE%‘E@JIIEE#&HE%%%: LinudR{ER S, ARIRASHIERIRSZ:1E
Hlet RS2 LHRTIUA TGS, BN EERSRL/BR AR RERS
PMRTFLE systemp.bak F1,

getfacl -R / >systemp.bak

FERscpin S EENED XIHEEHERIRS R/ -

- ,@nEJL‘xEIIEEB‘?:HE%%J:W-}L‘,LT@%, _EtEsystemp.bak X HZIEFE= AR

FS8o

scp systemp.bak3Z{4itbtit FFPE @5E MM IPEIE=IRSS 253 (4Bt
5170 scp /systemp.bak root@119.%* ** x*: /127 H* * **
- HESERRSSELITUTSS, MIEt=iRSS2: £ THsystemp.bak3Z
HEIHMIE=IRSSES
?;Em}iﬂjt):%@ﬁﬁ’fiﬁm IP:lIAt = AR SS 22systemp.bak {4ttt #E=ARSZ 283

f5I90: scp root@121.** ** **:/systemp.bak /
EMERRS =T HITIUA T IR ERNRARIKERFIEERRE—H¥
setfacl --restore=systemp.bak

ERRRZBFEMA, BRsshiEZRM
vim sshtmp.sh

cat sshtmp.sh

# start

sleep 300

cd /etc

chmod 644 passwd group shadow

chmod 400 gshadow

cd ssh

chmod 600 moduli ssh_host_dsa_key ssh_host_key ssh_host_rsa_key
chmod 644 ssh_config ssh_host_dsa_key.pub ssh_host_key.pub ssh_host_rsa_key.pub
chmod 640 sshd_config

chmod u+s “which su®

# end

WITA T A SRINEILinux B sl A rc.local
echo '/sshtmp.sh &' >>/etc/rc.local

PITUT S LSERRIERS .
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reboot
BREETRSSHEIREIER, FERsshtmp.shif#iz, kErc.local, MilfRsshtmp.sh,
ENEERANREGIREER,

ISR

e BRI E77TRARERBAERFEENE. AIBHMTHRTRY, REFRR
BT IREFEREXK.

AR IRRIRI« AN, EBRNIRE, BEEHEE, EREERS, &
R7TTREEES KAV Z E XL .

3.16 Linux S5l IP bt ESEAT?

E)REIR

CIECELS

ERTTE

SECSELOIERERRIER MELa{TBE—EafE, BIMIPEK. SLEIRTM. M
MERAYIES, S0E3-12F7R.

gdisc nogueue DOWN group default glen 1le08

L state DOWN group default glen 1le80

ECSSLIRIMILEECE IDHCP ( Dynamic Host Configuration Protocol, EISENIRE
X ) B

LACentOS 7HIECS A, NEMLEEEADHCPHT, HECSEAIFENAT, LinuxR4FeHd
NetworkManagerfREZ&Badhclienti#ig, dhclientiHE&MDHCPIRSS 215K ECIP
ek, FERESIPHELEFRLOZERAT E] o

EEBERT, dhclientiHiZSERIRDHCPIRSS 2SS EFHFELIZIHARTE], LARRIRSTHIIPit:
HERYRTARTE, 20TE:

3-13 EEBR

HHAPIRIBIEZLE T NetworkManagerfk3s, F51E T dhclienti#izht, SSEECSE
BT B eS| PHELAYEEFERIHARTE) . 25FALVEIHARS, ECSELAIAYIPHEIISIRFRIL,
SHMERE,

1. 1ImiEEFECSILH,
2. WITLATHS, ERBNetworkManagerfzss, FgEAFBERB.

systemctl restart NetworkManager
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systemctl enable NetworkManager
3. WITLATaS, EENetworkManagerfRSBZ3IKZE.
systemctl status NetworkManager

E] 3-14 =& NetworkManager fRZIKE

[root@localhos
® Network :
Loaded: 1 sr/lib/syste ; tem,NetworFManager service;
Drop-In: Jusr/Lib/ ] m/NetworkManager.service.d
.conf
ince Thu 2023-03-82 15:47:17 CST; 4min 1s ago
(8)

3e8129

t NetworkManager

t NetworkMa

t NetworkManager

t NetworkMana

t NetworkManager .

t dhclient : bound to
t NetworkManager He

t NetworkManager

4. #L TUATRaR<, é%ﬂ%k,m
ip ad

& 3-15 ﬁ%ﬂf’z%u

tate UNKNOWN group default glen 1886

/8 scope ‘host Lo
t fore er preferred_1ft forever
s > host

disc fg_codel state UP group default glen 1e60

scope global dynamic ethe

EHIANE3-15FRER, RRECSEHIRIMESIREIE

LipEd
ERMERANARMSRSEE, @UTEN, ERERARME.

& 3-3 ENBRERFERIBANERSEE

BERSR PIEEARSS EEREDHCPIEE

CentOS 6 Network &, B8MA%dhclienti#
=

CentOS 7 NetworkManager &, BEMAYdhclienti#
=

CentOS 8 NetworkManager =
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BRERS MIEIRSS EABNEDHCPINAE

Ubuntu 16.04 NetworkManager %, BEMAYdhclientid
*z

Ubuntu 18.04 NetworkManager %, B8MAYdhclienti#
=

Ubuntu 20.04 NetworkManager =

Ubuntu 22.04 NetworkManager =

3.17 AZZH kernel.unknown_nmi_panic BiBHIRSH
Linux ECS SLHIREER

S U

CIECELS)

2R SRE!

BRISZ

LinuRFRGRIECSLHI R EFEERFH, HRETUNT:

Kernel panic - not syncing: NMI: Not continuing

ERY, ABTSTENIHMER:

[645683.754132] Uhhuh. NMI received for unknown reason 20 on CPU 1.
[645683.754133] Do you have a strange power saving mode enabled?
[645683.754133] Kernel panic - not syncing: NMI: Not continuing

AR LinuxiE/ERFRECSEFIRIRIZSEkernel.unknown_nmi_panicE2&A1, MECSE
ERFWEINMIFETETERNE I panic R R ERS .

BEBRT, BAZSHkernel.unknown_nmi_panicitEATHNBENZ R TERSE
NMIFRERRS, FEzpft&panic, NTIHITEZEM . BTN RIESHCPUSTEIERE IS
MR ENMIFRRT, EXMER FTNRIERZSEkernel.unknown_nmi_panicht &
A, BEEMECSHAIFMEIN S EERE M.

Zlifis/“é{’ﬁiﬁwl%i‘ﬁz%éﬁmﬁéi“%ﬁ, FELIEHRRSHEERARARE, BIHMEXE
=11

1. ImFEEFRECSILAI,
2. BITUTHS, BEEECSEHINZSEKkernel.unknown_nmi_panichJ{E .
sysctl -n kernel.unknown_nmi_panic

g%m@éﬁﬁﬁﬂ’\]ﬂﬂéﬁm , IR T RS HECERIRS EAECSEAIREE

3-16 HIBEER

linux-JjFcyI:~ # sysctl -n kernel.unknown nmi panic

1
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3. WIFLUT®S, EFEREFERZSEkernelunknown_nmi_panictBXAcE .
vim /etc/sysctl.conf

1£/etc/sysctl.conf3Z i, HEE RS FEkernel.unknown_nmi_panicHItE%ED

=1

o

- WR%EfEkernel.unknown_nmi_panic=1898CE , BizE &N
kernel.unknown_nmi_panic=0

- WERAFTFEKernel.unknown_nmi_panic=1H9ECE, &N
kernel.unknown_nmi_panic=0

3-17 &% /etc/sysctl.conf {4

kernel.unknown nmi p

~

. & “Esc” , BAwqiREFFHES.
5. BITLATESS, FREE.
sysctl -p
& 3-18 BeE4EX
linux-JjFcyIl:~ # sysctl -p

kernel .unknown nmi panic = 0

L1 #88
ZIEESRAEN, TRERBECS.
Z55RIAIIE

1. PTUTHS, BEEREE 0.
cat /proc/sys/kernel/panic_on_unrecovered_nmi

E 3-19 iBEER 1

linux-JjFcyl:~ # cat /proc/sys/kernel/panic on unrecovered nmi

2. WIFLUUTHS, EFRIZSHsysctl -n kernel.unknown_nmi_panic2& 0,

& 3-20 1oEER 2

linux-J)Fcyl:~ # sysctl -n kernel.unknown nmi panic
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INRICIEERFAF ST, ARSI

3.18 Linux SLHlHITa < THEaNARSS AT IIEEI=R: Cannot
allocate memory

)R A

CIECELS)

BRISZ

LinudRIERFRIECSEHINTFRE, (ERERNIToSEBRSE, HIERER

“Cannot allocate memory” ,

S RIITERUT:
root@localhost:~# free -m

total used free shared buffers/cached available
Mem: 3890 125 3179 2 504 3463
Swap: 0 0 0

root@localhost:~# uname -a
-bash: fork: Cannot allocate memory

HINZEEIREERTREZFAIHAIZID (PID) , BIRFHIZTHIHIZ/EEHXE TRK
PRHI, ZPRHIBPZESE/proc/sys/kernel/pid_maxizHl .

. IEFEERECSSE,
2. HIFUTHS, BEERAIRICETHIHZ.

ps -eLf | wc -l

ERAT:

32753

W LUBEHITUA TS, BEMllplist-sz3HEEE RS Siz{TAHEZEEHTW

B

(1] 488

AR Tsar -qapSEIRTR “command not found” , BEITIUTHSLEREE:
e CentOSZE#: yum install sysstat
e UbuntuZ#%:: apt install sysstat

sar -q

RN

.(.JAO:00:01 rung-sz plist-sz ldavg-1 ldavg-5 ldavg-15 blocked

10:45:01 0 32722 0.10 0.12 016 O

10:46:01 1 32730 0.21 0.15 017 0
10:47:01 2 32752 007 0.1 015 0

3. LTSS, EERARENIRAHEL.
cat /proc/sys/kernel/pid_max
32768
MR RS LB EEETHIHAESIZIIARI ZRAREISRAHER, WIRBFEE
1% /proc/sys/kernel/pid_maxA9%(aE .
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4. RIBUISTEE, BTLUT®HS, A%/ proc/sys/kernel/pid_maxfIEi{E.
LAEEE 65530941
echo "kernel.pid_max=65530" >> /etc/sysctl.conf
sysctl -p
RN

vm.swappiness = 0
net.core.somaxconn = 1024
net.ipv4.tcp_max_tw_buckets = 5000
net.ipv4.tcp_max_syn_backlog = 1024
kernel.pid_max = 65530

3.19 fork KW, TRCIBIHHZAIZEAT?

ElRR A

RESHT

WIE7E

LinudiR{ERFHIECS, EHITIFSEERTITENN, HIINTREES:

EIRERT:
root@localhost:~# free -g

total used free shared buffers cached
Mem: 94 43 51 0 0 0
Swap: 19 0 19

root@localhost:~# uname -a
-bash: fork: Cannot allocate memory

HHixfEE2:

xxxxsshd2[23985]: fatal: setresuid 20054: Resource temporarily unavailable
xxxxsshd2[28377]: Disconnecting: fork failed: Resource temporarily unavailable
xxxxsshd2[4484]: Disconnecting: fork failed: Resource temporarily unavailable

HHIREE3:

[root@ecs-xxxx ~]$ sudo docker info
runtime/cgo: pthread_create failed: Resource temporarily unavailable
SIGABRT: abort

BRIER, W OASRETREREY, THERRICSRANGTE, RAN
RO TRENIATI T R BB A,

EREEEHA.

2. BIIECSHIENLISIZINGEN “WIFERER" f5i5, BEERRSTRFHERBERHHA
ZIRSHAFER, FEIRF, BEIEEKEER .

- MNRAFAE, BT BAFHEMUCAFER, TERNFISELEN
TSIBRERE.

- B, RITEES,

3. LlrootlBFER=RSEE, MITLATE<S, HEEmessageflldmesgHE.,
dmesg -T
cat /var/log/messages
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- WEEIMINEZ-21FrRicgrouptEXIRSEFTED, HITEEES,
- Izzl:ml.ls ;ﬂ?§55¥40

3-21 BEHREE

WITUATa<, BEREIRRRELESH.

ps -efL | wc -l

HITUT &GS, BEINRMESETRIETINARRRELIESEHHITXILL
sysctl -a | grep pid_max

sysctl -a | grep threads-max

- MRIARFEHESHISOXAMEEP—, IBAMBEENIXpid_max.
threads-maxiXF NS HHRITEM . BAMERIESEIF(pid_max. threads-
max3#,

- BN, iTLRe,

PATUA TGS, MEREHERpI.

ps -ef | grep IREEHIER

WU TSRS, RIBESRINpidieEIZHAZENlImIitsEE:
cat /proc/pid/limits

unlimited

-  B&ZEMax processesfT, WMRHEBIBFEEINMBLIEEIZIZE, PATFE
XHimitsSETAN, ERSEESERBlmitsSE,

- BN, phTSEs,

WTLA TS, RIEETA I cgroupREERT LIS Epid_max. pids.currentE3#{&.,

cat /sys/fs/cgroup/pids/#EHEFHREER/pids.max

cat /sys/fs/cgroup/pids/#tiEHEFREE B R /pids.current

3-23 cgroup HZE

[rootlecs ) ids-user.zslicesuser-H.slicespids max
28877

[rootlecs- ’ cat ssys-fs-scgroupspids-user.slicesuser-8.slicespids.current
s
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~BUENT:
a. HUTUATESS, RIBHEpidERIINAIcgroupER.
cat /proc/pid/cgroup

3-24 1B#E pid EHIINAY cgroup BF

G :hlkio:

scpuacct s

-

r.slicesuser-8.slicessession-5.scope

r.slicesuser-8.slicessession-5.scope

iname=systemd : suser.slicesuser-B.slicessession-5.scope

IREIEERPAIpidsiTA “/userslice/user-0.slice/session-5.scope/” ,
5/sys/fs/cgroup/pids/#%, RISHIEXIRAYcgroupERA “/sys/fs/
cgroup/pids/user.slice/user-0.slice/session-5.scope/” &

b. HITLAT#S, RIBERIRcgroupBEFIXEIpid_max. pids.current2#1E,

cat /sys/fs/cgroup/pids/user.slice/user-0.slice/session-5.scope/
pids.max

cat /sys/fs/cgroup/pids/user.slice/user-0.slice/session-5.scope/
pids.current

= YNRpids.currentiZifipids.max, APAEEIScgroupSEHITAM, AN
SERIESEREficgroupSHL,

" B, ERRTRBRRRASHFIE.

HXWS
e F{fipid_max. threads-maxZ#{
a. %Elzﬂ:ziIE};T%1’E§%7EEHJ§E¥J@A%§SZZ<—§SZ, HATLA TS, BEISpEiES
sysctl -a | grep pid_max
sysctl -a | grep threads-max
b. HATLUT#S, 1EXpid_max. threads-maxZ#{,
echo 'kernel.pid_max = 4194304' >> [etc/sysctl.conf
echo 'kernel.threads-max = 4194304' >> [etc/sysctl.conf
c. HITUTSS, FREEN.
sysctl -p
o FAlimits2#
a. g%ﬁ?lﬁ%’éﬂ%ﬁ&&ﬂ@ﬁ@jﬁiiﬁﬁ%&%, HATLA T e S EILEREES
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ulimit -u

PATUAT S, IRIBUSHEKRNIRETE, BESENnproc LR,
LArootFBF nprocEg & 100000441 :

echo 'root soft nproc 100000' >> /etc/security/limits.conf

echo 'root hard nproc 100000' >> /etc/security/limits.conf
BEMERTIRSEE, MITUTHSHAREREEY .

ulimit -u

" [OERENRELSEDERENE, RTMESEEN, fFixsessionE=W
SSitrERNA .

" BN, ERRTRERARASFIE.

o IAfficgroups#

IEAHES =
WITAT S, LUSHEXcgrouplfBHE ERAGRA A, 1EHaniEHR
#Ha9cgroupBE =

echo max > /sys/fs/cgroup/pids/user.slice/user-0.slice/
session-25.scope/pids.max

KBTI

PATIA TS, LUEHEXcgroupiRBEEITS KM, EclZHE0HE HIRHIAY
cgroupH=,

ZEALREREEE, Bk Rt nRSHEREEN.
echo DefaultTasksMax=infinity >>/etc/systemd/system.conf

echo DefaultTasksMax=infinity >>/etc/systemd/user.conf

echo UserTasksMax=infinity >>/etc/systemd/logind.conf

3.20 BN RSE B S EETiEE R LW

e R

LinuxRARE R NBRNRRAERESHARALZENRINSETLTEZERES, HTE
RBIISSHEBEVNCER RS, SHIERNRAREELESIIES, FTE—TMERRY

BiERIERZFELONRSE FRIERICE, F5LAsERREBINEIEE . X

NE—MBEANSEREFR, BUHHZSFELANRSGE, FHEABIEREHE

H{bIEEECSEAIFHITIES

LI SYEES

E RIS ARRENEMEE TEHAN RGN R GEEHIRNR3-4F7.

x 3-4 EURFEEEIR
)RR ERR )R
AoE IR [etc/fstabX (iR EECE IRIR

SELinuxEcE HiR
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B R

SRR AR

Jetc/security/limits.confEC B {5 iR

Jetc/passwdEEBERZ TR

/etc/shadowBL BIE TV EEIR

Jetc/ssh/sshd_configEe EH&{EEIR

M4 B RiREK

Jetc/ssh B F1=H

Jetc/security B RALIZM

Jetc/passwdSZAFRIR

Jetc/shadow S {44 1= A

Jetc/ssh/sshd_config T4 I=A

MHIUREEIR

SSHIKERIFASAINPRECEIT K

SSHIRERI AN TR PRECEIT K

RS HECEEIR

vm.nr_hugepagesEt&id -k

BESER
ST ERERLA)

HEE—EHLAEFRINTRIECSSES], BIERFESZFELAURIT—H.

e TJLIRBEBECSLAHI

o FILIHEIE—BECSEHI, BIMEEESIMIHERLinuGRERIRS:S .

HER2 R

BESELORGER, BWNEHZEHRFELEIRER, BoiiREk. BIKEE

isSIelZRR.

1. EBEREEESS.

2. BE Y — 7, &R R > BERRSHRT .
3. {ECHFIRWELEIFFERISLH], RHZFELAIRISTEHIEIR, HENZRESLE

RO ERE .

. EEPIFRIE, BE mERT RE.
5 & “mIER” WEWH, B eIERET .
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B 3-25 U2 IRER

e - (=) (=2 ) (= ) G0

ExEE SEE BeRE  DeE  BEOAP B2 BE  Z89 e

6. FEECSEEEHAEMSHE, EF “SER > R , JUEERBRTS, 5
RE” R TR B, RRREBOIEMIN.

E| 3-26 EERBINE

ZWSHEHE e o

£E3 HBFELHRRR

H&E”@ULEEJZE, FEEILZEELA, ARHEHZFELONRERRE, BINRFS
RHEHRFRE

$B4 BRELANRFEEZIEHNEELOEIES
BRASRELS RN
1. SEEHE

—

2 R 7, R UE > BESRSE .

S ERRETERE RIS, SRR, KR
e

4. EZPILETE, $F SRR RS

5 RS RED, S R .

l 3-27 HEHE

1

]
_I
LR

)

Lo

6. TERHARNEES, BELBICHHNRELONRESRRE, “HEEM" N ‘&
ER” , B ‘T’ BIUSAER.
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B 3-28 EEHEUER

ERLER

=N
e B = )
ZFR (D) EB(GIB) Bi:E el HEER HSE *E aIAK nER
- o BD = gE IR =

7. FS—REE, AECSEREHIGEMNSHME, &R ‘SR > #E" , AIllE
ERSRS . MR RS T CEERE I, EReEnERme.

8. EH G, BISSHVNCGTEBERIEELAH, HiTfdisk -lips, SBENZIE
B LBIFE—RI# AR5 /dev/vdbFN53 X /dev/vdb1 ,

3-29 BEEMISHEIRE

fdisk -1

)‘I']I]I]-lﬁbl 2

Start
Linux

mlnlmumfuptlmal): 512 bytes / 512 bytes
1 type:
Disk identifier: nrﬁuﬁlguau

Device Boot Start nd Blocks Id System
/dev/vdbl  * 2048 83 )31 41940992 83 Linux

9. WITLUAT®S, BEELHNERRIENFIBEESIIERH,
mount <EUEEHSRX> <EHS>
- éﬁ}%ﬁ X 8EIBRIAIS XM, tbdl: /dev/vdbl
- BEHA EEfBABER, tbal: /mnt
L‘iéﬂz?&ﬁﬁlzja/dewvdbh FEHRA/mntAf, BSUT:
mount /dev/vdb1 /mnt

TS EEHIER

B AR IEE LA TR AR ERIEEHIER , ENNNMIASIT:

BE— XHEEER

LUEE R E LA /etc/fstabS FECEEIRF, 1RIESTUT:
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1. FEIEFESLA L, MNEIEE$A9/mnt/etc/fstabX{FHiTIEE, HTUTHS, X
X4 Ee BRI AR HTRIBIES
vim /mnt/etc/fstab
2. NHmiEENTHE, REsciERERmIEER, HiAwqRFERERL .
(MEELY::
KRBILLRELS/etc/fstabSHEE 6], B3 EEIRANEEBRIEMII RIIZA4HY
BR.

Bign: /etc/ssh/sshd_configSZASIREIER FAYE R I/mnt/etc/ssh/sshd_config,
= NHEERRE
LUEE R ESLH/etc/security B RERE A, BIFLTRNT:
FIEESHIE, HUTLATES, WEIEEFRY/mnt/etc/security B RIREHITIES
cp -rfa /etc/security /mnt/etc/
(AR

RPILAFFESES/etc/security B REREHITIEE A, EfhXXHSBRRERIESHIESTS
R HRIBER o

fIaN: Jetc/ssh/sshd_configSZIEEREENIH T cp -rfa /etc/ssh/sshd_config /mnt/etc/sship it
TEE.

== NEPBRIER

LUEE B ESLfl/etc/ssh/ssh_host_ecdsa_key S RECE IR S0, RVELEN
T:

FEIEESAI L, HITIATEG<S, XNEUEEZFAI/mnt/etc/ssh/ssh_host_ecdsa_key3Z
HHITIRIEE .

chmod 600 /mnt/etc/ssh/ssh_host_ecdsa_key
(MARY:

ARBILAFELS/etc/ssh/ssh_host_ecdsa_keyS{HEEREI, B IR EEIRIIEE
BIEMI M FRIBE R .

fB4n: /etc/ssh/ssh_host_ed25519_key 43S #iELE_ ERIB R J9/mnt/etc/ssh/
ssh_host_ed25519_key,

m=RM: ARSERK

A ER
BN ERFRNESHARETEREAIRE, BIHANEEHEITRE.

LAECEvm.nr_hugepages= 94, R{ELEWNT:

1. FEERXHL, HTLATHS, NEIEEPEI/ mnt/etc/sysctl.conf3HFHRIMZ
SHHITEEM
vim /mnt/etc/sysctl.conf

2. &/, #iAnr_hugepages, 1ZEIFHEIEREFZEERPAIENNE
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3. KifE, mEZEER, S ZEETNRARESENSE, NERERIZEEN
MFrBIN R EIN.

vm.nr_hugepages=4

ZEUEFZZERIUEVvm.nr hugepages hugepagesize < memory_total, E{NMEIBIR
B SEHEEHITITE,

4. (EMERE, REsGRBRLREER, FmAwqREFEERL.
PATII T ar<, EARCEE.

sysctl -p

26 hEREXLHRRE

BY LIAZER, ERRRELMRSRE FRIRERIRIEEREE, TLUSIERELBIRIECS
HER (AERFELOANRGR) R, AEBERRERELG, BRELRUT:

1. EAAIEE MRS (IRSETANRAR), BNRFBEIHREIES,
2 BRI RS R A R RS ERRLY.
TR

3.21 A4 Linux =RRS32: df # du FITREESSERIANAR

v

Linuxz=BRSS sFHRITdFIduis SEBHBERZERA/NA—.
WTERR, ERdf -hisSEBHEERTE, thbdu -shsSHRIHSEIRIEK,

- - ~1# df -h
F1lesystem size Used Avail Use% Mounted on
devenpfs 166 0 166 0%
tmpfs 166 0 166 0% /dev/shm
tmpfs 166 110M 166 1% /run
tnpfs 166 0 166 0% /sys/fs/cgroup
A <o 120 3
dev/napper/vapazs-dockersys 235 ol Jvar/Tib/dockel
eV /mapper/vgpaas-Kubernetes 256 46M 24G TNt /paas/kuber net s /kubele

tmpfs 1,06 12k 1.06 /mn/paas kubernet s kubele T /pods,/ecacdoad-2541-4832-8daa-04225075027¢/valunes / kuber netes. 1n~pru]e((ed/kube—amfa((ess—khzrg
overTay 2226 1900 e ok Jvar/l1b/docker joverlay2/6FTEL 2632547707 6262352707 bd8C2ca3da3 78307 afbea0EdS ey c47EL2T2b9) e
shm 6 0 6am Jvar/1ib/docker /containers/9c6858ced 50efedbad005bdgbsat 67 ac3eaf6bba 7e2d41d40496b7C805a: 2559A/muun($/5hm
overlay 2530 1908 316 otk /var/11b/dacker /over 1ay5/ 44358t erobhacesaoas0mnt 83001 pendedsaneat0es i g FasbOGdSedseara
mpf: 1000v 12K 1000M T paa fRaber hox o0 b1 et pods/ st E1a3 0035 4 e30- 5140, a083208 ache) va1umes Lubermeres. Todecret /ca
tnpfs 1000v 12K 1000M /mnt/paas kubernet es/kubelet/pods/ 34aff133-0025-4¢39-5148- a068a08 achie volunes kubernetes. 1n~pru]e((ed/kube api-access-6nrdb
overlay 2226 190G 216 91% /var/]ib/docker /overlay2/d35ca9adf3d2481Fad0ebffba3e7922bbded Bacd9ef190477cd229085FbeF43c/me
shm 6im Jvar /14b/docker /container s 72e411237 339cbd2ac3087 Leod 2 c71ee03Tdeetl 1easeamfdzzabbfemsl/muums/sm
overlay 2226 1906 216 91% /var/1ib/docker/overlay2/4757 7 483F 1da2f877632b84 &/merged
overlay 2226 190C 2le 91% Jvar/Tib/docker /overlayz/ea80e60496457745cs Lcobe2cocah; seer FF2d000a62a1 8a7c06830d660Fa/ e
mpfs 300M 12K 300M /mnt /pazs kubernet es, kube et/ pods /4d7 od1fa—estd-d4ed-93a7-59adref 55714, volunes kubernetes, m~pru]e((ed/kube api-access-ccpzg
overTay 2226 190G 21G 91% /var/lib/docker/over1ay2/a3died3ofe51390437 5088431F 698FFc2c68a05echced 2FdBLdcecar2fblabba/mer ge:
shm 6im Jvar/11b/docker /container s,/ 7Hrcte 8927Co74CLa00aac022305b 77 520019611037 €317 250 Tbscereit Tnduncs,/shm
overlay 2226 1906 2le St /var/Tib/docker /overlay2/3abozcaaroh 30830225 2eb1 78477 3017 Fclo/merged

00 12K 300M Jmnc/pass kubernetes kubelec /pods /934 ee8ds—d 246 476269054602,/ volunes /Kuber netes. 1o-j projected/kube-api-access-4rcox
over Tay 3596 1506 le o1k Juar/fib docker overlays b5t acbeda0s08s oL FllcSdUZZaEeEllbblAaﬁ’bEZaBIE(AlFUeQSb/merge

641 Jvar/1ib/doc er/(un(aﬂner5/Fd94F(ged909SeuﬁdbGZZEZFadﬁelcﬁudcl ST8bTb923a1620670b7 d9b7 046436/ mounts /shy

SIM 12k S1v /Nt /pazs kubernet e, kubeletpods 0c0L2350-2439-472c ba7a 22432 2P ub T tmes Kuberndtes To-prajected/kube-api-access-zhire
overTay 2226 190c 2le S /var/lib/docker joverlay2/esebsor: e T G e o e L
shm 6 0 Gam /var/1ib/docker /containers/0cct53987930b581a5d0f 36527 8558eac6d12200770b63070444 5912b9 Glﬁffz/muun(s/shm
overlay 2226 1906 216 91% /var/1ib/docker/overlay2/19e01ec797fdd6110ace6bf7bf1d1ef827e5c135dbdds3e3e7712565b7adaf c5/me
overlay 2226 1906 216 SLL /var/Tib/docker /overlay2)cslass4oro8ocoabbalsebolsereoLoss el Gbadic 202131 3 r 001108 /merged
tmpfs 276 12K 276 /Nt /pazs/kubernetes, kubel et/ pods /22 ac3afc-84da-44ed-as34-36b3F090T 074/ volunes/ kubernetes. fo-secret/adnission-cert
mpfs 276 1k 276 /mc/pass/kubernetes fkubel et/ pods 23 = 7674/ volunes/ kubernetes. fo-projected/kube-api-access-dkpex
over Tay 2226 190G 216 91% /var/lib/docl er/uveﬂayz/lldelZAlfS’Ob5ZucaclfbSFSG’dzdﬁlsfssbnSezg3 293cc7ba2 518495 cfe0/merged
shm 6 0 6 Jvar/11b/docker /containers/ds31c134efca0b8eb076ef029caed0alb7 chebl3dcol ee6cda0717126618007 f/muums/sm
overlay 2225 1905 216 S /var/Tib/doc o /overiays/ acas; 86747992 738a14001 22300 24 F44171 734 Ceg000a54 af S4dF 263COPTF7C /mer ged
Tmpf < 0 326 Jrun/user /0

—58343-5pbpa’ 214 du _sh’/var /11/docker

/var/'hb/du(ker
58343-5pbpo ¢ 1sb1k
STZE RO TYPE MOUNTPOINT
0

3389 306 0 part/
25316 0 2506 0 disk

{vgpaas-dockersys 252:0 0 2256 0 lvm /var/1ib/docker
vgpaas-kubernetes 2 256 0 lvm /mnt/paas/kubernetes /kubelet
[roRanaie e nodepoo1 38343 5pbpo 235

—HRIRAS LIRSS E=EARMAIESR, (BRBEFEOSH, HalsFieat
E, EAHE—BEOX T EHSHIE.

LinuxRFEPRI— NG RAPERD AR ED . BRSO iEsED, 85t
UFNHRFRImeta-datad, ESEHIEMIRE, XPMEHEIMmeta-datadiBiR T,
AR FEERETD . EREIEXINASH Mmeta-datahiBiRfE, MHEIESS
A=A LEBESHENRNAS, ZFRLHIRRS]EE, SaTirai
M, MERSHERE—ERXTEEARE, SHEAMRTXE, (E2HTiH
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BHE, MHXINAEERD FRMmeta-datadriBls, MHETIEHFHARMER, REN
EERA RN EFRERER, EiESdfaSEazEHARER .

S—INEEMRE, AXHRGERPEEATNT, PLUAUBASBRITET .
PAMANRILISABIZI TRIHIEFE XA EEWMIER T BISUFRIGIE, APAXA I3
FEEIEEHEPHEMER, 2XBRRPEREMASEN . XiFdf{BIESHITHX
MERMIBR T RIS

REFGE
1. BITL TS, tDiREI/optBR.
cd /opt
2. WTLATESS, BEMESHMBREIRBIHTE S BRI .
lsof | grep deleted

Tr oo = opti#  1sof | grep deleted

mongod 13/8a81 raot 6w REG 252,0 194406853531 14156105 /var/]ib/docker /mongodb/log mungnd .10g-20240214 (delete
conn2492 1378481 54980 root &w REG 252,0 194406853131 14156105 /var/lib/docker /mongadb/ db. 10g-20240214 (deleted
conn2508 1378481 132172 root 6w REG 252,0 194406853131 14156105 /var/1ib/docker /mongodb/1os db. 10g-20240214 (deleted
conn2511 1378481 161698 root 6w REG 252,0 194406853131 14156105 /var/1lib/docker /mongodb/log/mongodb. 10g-20240214 (deleted
shardre.y 1378481 166663 root 6w REG 252,0 194406853131 14156105 /var/ /docker /mongodb/ 10g,/mongos 0g-20240214 (delete
periodi.C 1378481 167029 root [ REG 252,0 194406853131 14156105 /var/ docker /mongodb/10g/mongos 0g-20240214 (delete
Balancer 1378481 167030  root [ REG 252,0 194406853131 14156105 /var/lib/docker /mongodb,/1og/mangodb. 10g-20240214 (delete:
Noopwrite 1378481 167033 root 6w REG 252,0 194406853131 14156105 /var/lib/docker /mongadb/log/mangodb. 10g-20240214 (delete:
shardregi 1378481 167038  root 6w REG 252,0 104406853131 14156105 /var/1ib/docker/mongodb,/Tog,/mon: 0g-20240214 (delete
Reshard.r 1378481 167042 root 6w REG 252,0 104406853131 14156105 /var/lib/docker /mongadb/log/mongodb. 10g-20240214 (delete:
conn2519 1378481 167105 root oW REG 252,0 194406853131 14156105 /var/1ib/doc| b/1og/man 0g-20240214 (deleted
Conn2522 1378481 167108 root 6w REG 252,0 194406853131 14156105 /var/lib/docl 0g,/mongos 0g-20240214 (deleted
conn2525 1378481 167111 root 6w REG 252,0 194406853131 14156105 /var/1ib/doc| 0g,/man 0g-20240214 (deleted
conn2526 1378481 167112 root [ REG 252,0 194406853131 14156105 /var/1ib/docker /i 0g,/mongos 0g-20240214 (delete
conn2527 1378481 167113 root [ REG 252,0 104406853131 14156105 /var/lib/doc og/mongodb. 10g-20240214 (delete
MirrorMae 1378481 167117 root 6w REG 252,0 194406853131 14156105 /var/lib/doc o0g/mongodb. 103-20240214 (delete
Balance.h 1378481 167140  raot 6w REG 252,0 194406853131 14156105 /var/lib/doc og/mongodb. 10g-20240214 (delete:
Balance,c 1378481 167141 root 6w REG 252,0 194406853131 14156105 /var/lib/doc og/mongodb. 10g-20240214 (delete
conn2533 1378481 167180 root oW REG 252,0 194406853131 14156105 /var/ /doc og/mangod 0g-20240214 (deleted
conn2536 1378481 167183 root 6w REG 252,0 194406853131 14156105 /var /doc 0g/mongo! 0g-20240214 (deleted
conn2540 1378481 167197 root 6w REG 252,0 194406853131 14156105 /var /doc| 0g,/mongor 0g-20240214 (deleted
€onn2543 1378481 167200 root 6w REG 252,0 194406853131 14156105 /var doc| 0g/mor 0g-20240214 (deleted
conn2545 1378481 167321  root [ REG 252,0 194406853131 14156105 /var doc| og/mongodb. 10g-20240214 (delete
conng9l4 1378481 869027 raot 6w REG 252,0 194406853531 14156105 /var/lib/docker /mongodb/log/mangodb. 10g-20240214 (delete:
ReplCoo.t 1378481 1099564 raot 6w REG 252,0 194406853131 14156105 /var/lib/dock /1og/mongodb. 10g-20240214 (delete
conn6921 1378481 1317640  root 6w REG 252,0 104406853531 14156105 /var/1ib/doc /10g/mongodb. 10g-20240214 (delete
SignalHan 1378481 1378485 root 6w REG 252,0 194406850581 14156105 /var/ /docl b/log/mongodb. 10g-20240214 (deleted)
Backgro.k 1378481 1378486 root (] REG 252,0 194406850581 14156105 /var/ /docker /mongodb,/1of 10g-20240214 (deleted)
OCSPMan.r 1378481 1378487 root [ REG 252,0 194406850581 14156105 /var /docker /mongodb/1og/mongodb. 10g-20240214 (deleted)
certifi.m 1378481 1378488 root [ REG 252,0 194406850581 14156105 /var/ /docker /mongodb/10g/mongodb. 10g-20240214 (deleted)
Flowcon.f 1378481 1378489  root 6w REG 252,0 104406850081 14156105 /var dacker /mangodb/ Tog/mongodb. 1og-20240214 (deleted)
mongod 1378481 1378500  root 6w REG 252,0 104406850981 14156105 /var/lib/docker /mongodb/1og/mongodb. 10g-20240214 (deleted)
mongod 1378481 1378521 raot 6w REG 252,0 194406850981 14156105 /var/1ib/docker/mongodb/1og/mongodb. 10§-20240214 (deleted)
mongod 1378481 1378522 root 6w REG 252,0 194406850981 14156105 /var/1ib/docker /mongodb/1og/mangodb. 10g-20240214 (deleted)

MEIEERTLUE, /var/llb/docker/mongdb/log/mongdb£}Eﬁ19OG
“deleted” JRZRBIXNHESGELBMER, (BERATFHEAE—ERILLI4
BAHIE, Rtz EHRER .

3. BITAT®S, BRI,
echo > “/var/log/docker/mongdb/log/mongdb”
XFEiE, EETEAMETUS EER, thaLRIBHERERXEHEANE

:I:
iCho

3.22 NetworkManager JR5ZEEEE), #kia: Failed to
restart NetworkManager.service: Unit
NetworkManager.service is masked

g s

NetworkManagerjSaild#zss: Failed to restart NetworkManager.service: Unit
NetworkManager.service is masked,

IRSZERTCHZEA, S INetworkManagerfRBZ AR
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ET5%

RITLUATa<, BERRARSS SRTmaskik.

systemctl unmask NetworkManager

3.23 (2GR ARSS 2RHVRTEIS , 94 IP HBIEERT?

e R

CIECELS

W1E7E

(EUGEMRIRSRRAVETIEG, IPHEIEESK.

TR a2 s EE T 8 AIDHCPEAIRS B SEAT .

LRI EFHEIENVPCFMEIADHCPIELI 365K (BRESIZAIVPCFMDHCPFELY
J24/00T ) , INBREFNEXEMRIRSBNESNE, BEXENESIEEEY
BURTERYEEERBIS 24/N\0d, NITTEESEDHCPLLRESEM, M{ESIPHEESE .,

NRREIRITAEERIRIEELAYE, EEATEZanEEtR =R 2RATIPHE
HESREN S TS ERSECE
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SEMERARSS =R
EEHER 4 IntEER

VI =

4.1 VNCBEZR%
4.2 WindowsiZiEERIRiE

4.3 Linuxizie B RiREE
4.1 VNC &ZF3

4.1.1 VNC 5 EF R =IRS=EN, EFREERILEEALAD?

BRI
FERVNCHHERLinux=RSsE, ERFEREEME. WE4-1A7R.
4-1 VNC ERFHEELES
-r7|r-|r-| 1 roo} roo : tH
_______ 1 :57 cesfAxet|.pid
1 : l::nf’ ces.lso}
1 °.
1
1
1 .0
1 rd.1sof
1 le rescope
il
B

AP ERctiiSER T — M BRATHENGE, SHRRZFERAEETAG.
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SBMERARSS =R

EEHER 4 infEB R
RIS E
{ERrootiKSERRIERIRSS SR, PITIAT RIS HITIRERE.
reset
AR
resetB O RAKEHMANLAR, FIFERFE, MiresetdSELBRANITERIE, K
SERRTRE.

4.1.2 VNC FREFEM=IRSEE, BIKINEAEE, REX
Jz?
FBRPESTENURIER S IWindows7RS, WNSRFEAIE10EKIET 1IN B VNCERES
M RIRSEE, BREKINEAMUEIRIE, VNCERRESEMENNAPKR, 2
BRI EIEEIRE,
AT, aTLUBIS Bt AVNCIRE LAY “AltGr” RS ERE .
WNERARARR, BEERRASIS.
4.1.3 VNC 5 EF U =IRSEE, BEFEIEELM, VNC LEIE
FER?
S E) !
FERVNCERERRIERIRSEE, PUTEEEURRIER, HIUNELnuxiSERS TE
FHcat@p$EEAXE . BHABA, ATFSBoNEREERNFEFLELAK, SBYNCEE
IEEER,
LAY, BB e e EMER R =IRSE .
WK ARR, BEERASIS.

4.1.4 VNC 5F A EFR M =IRS BN, RAEFBANTRN?

XEHTIZRE RS HZEREMABFERVNCERER

VNCHREFRBMERRS RN, B—R2INZE—TRFER. IRSTAFERE
x®, RERNABPSFEE, HREFAR.

LR, BB TERIREERER, (EeSHEHMBRERHITTERE.
4.1.5 BEidEH &Rt =IRSS 2SR 1006 5§ 1000 EAT?

|SIRREA
VNCHXIIZER M =IRSSEENT, RFEREIRD “1006” , W1E4-2FxR.

4-2 VNC inf2ERIRiE
e
]
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SBMERARSS =R
EEREEES

4 T2 R

RIS

HEs=

BMERRSHINERE
HWPIERER
KEJERBIFEMERIRSEE, RGBT

BRERVNCH B RBIERIRSSE, BTERRE,
- BREY, &R

- BRRE, HiT2.

B RIRS RS EEER.

K. bR, ENER. BER. RBEEHIEMRRSRE, H5EERIRE
1006,

WARSBHMAF EEERAREMERIRS .
MRE, URFE—RAFREERRE, F—RFRZEERRI.

4.1.6 VNC 5\BR/a, BEEMXHRERE

|E) R AR

CIECELS)

TS E

ERMSTSCHRERWindows=BkS5::, AJLAERERENN 4. B2, FRVNCH
LERWindowsmiRS0ET, BNEMNGRERS.

VNCH XA E &S IMEREN -

BIE AHPCIERWindowss 8t = AR S5 28 _EAIS SIS . LAWindows 7R9A#EPCH9fI
BRI

FIFFAIHE, .
(0 #88
FEZFWindowsiE M =IRE R,
BITHREERE “Win+R” , ¥TFF “i517” &O.
BN “mstsc” , HEBEE “HBE” .
RFTH “oiREmEE” g0,
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EPEHERR 4 IntEER

4-3 TR mIERE
. TESEsE =l = e

!_‘ :UL?E%[EI

'Ir‘l'ﬁ%ﬂ. (5 ﬁﬁ“ computer. fabrikam. com -
BRE: FEE
HEAEFRERAE « B TEANTE 2T -

[(EEw | [ @z |

4. BEETAM ‘GBI, FEE ‘AER" RE.

& 4-4 o SEEE- AR

n ERSEEE E=n(E=n
EELEH

EE

(%)

InE S
B BEROTESHE-

e
FeFA Windows A& K):

~  (REzEEsH A
T A144Tab
FHEE AR
 AEEEESE ERAERE -

)
FTEM, () HINAHE 0L
[ EEEE ... |

() A7 () [ Egm | [ #Z#o |

5 & “mREE =, BE RE’ , RETESMRE

4-5 IR ESEIRE
TESE=E

&:\ ) :‘%’Eﬁ%&%ﬁ

&

AR
[] © TEIHHEN, HER @)
O FEEH 0
O LT HEN LR ©)
AT
7O N EETER ®
“X o FEHm

[ @z || B |

6. & “ITEESEN 2, EE RSN EERT .
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SBMERARSS =R
EEREEES 4 IntEER

4.2 Windows iIniZE& FiRia3

4.2.1 infEi&ER: Windows =RSSeeiRia: HBIBDIGIETEIR, K
HYRREIAZ ST

)RR HEIA
WindowsiEERFRIAMPC, BIIRDPHMY (FIMSTSCAH T ) InfZ=miEREWindows
=IRSEIREE, REESREMSMHIER, EXRORPAZTZIF.
o MNRIREEEPURER: HMBHEIHER, EXRNREAZTYIE, 5SEWE
Tk RIZa
o WRIREE(SEHMININESR T HFCredSSPINZEOraclelEIESEILEIR, WIE4-6FT
o W REERHTHERTF2018F3B ALt T, ZLE4NT nJgEaFIIRDP
E#ZAICredSSP, SEUEIRDPHMYIG DRSS EEINEEAY . BRFRESEM
MEHIESINE “CredSSP updates for CVE-2018-0886"
4-6 ITFERHIEERY
ERAEE b
6 SRRSRITE.
b s
R 571003245
BUERET CredSsh 108 Oracle B,
SETRTERD. #HAE hnps)fgo.microsoftcomfalink/lirkid » B56660
IR E

EeWindows = RS SERIEREIEEIRE KA “ (NS TERMERISH
IFRITFE R ARV ENIERE (BRe) 7 508 “ArETESRNTEEEAYT
BNiEE (BARE) 7 . BERFNT:

ERTIRSER

FIFETRR “FHR” X8, AREE “HEN" , FEE ‘Bl .
EEMSHE, &R “TRRE" .

®E ‘g’ ¥, HE ‘TREEE =, &R ‘RreRiEEIitEn” .

A w N =
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SBMERARSS =R
EEHER 4 IntEER

4-7 iiEIRE
RnEE X
HENE BE S8 EG6p IE
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By Microsoft Corporation
Open the Mac App Store to buy and download apps.

Description

With the Microsoft Remote Desktop app, you can connect to a remote PC and your work resources from almost

anywhere. Experience the power of Windows with RemoteFX in a Remote Desktop client designed to help you get
your work done wherever you are.
@ Getting Started

Configure your PC for remote access first. Download the RDP assistant to your PC and let it do the work for you

https://aka.ms/rdsetup
Learn more about remote desktop apps here: htps://aka.ms/rdapps

View in Mac App Store Features

- Access to remote resources through the Remote Desktop Gateway
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WindowsitiZ R EIEAIRECE ST

BRTTIE

B RERRSHTERENRERE .

1.
2.

mizfTE O A\ secpol.msc, FTFAEIR RIEEE
FIFF AHbZRRE > PR SEE > AiFEIEiER RS ER".

4-59 ZRHbHEHE
B Asosn [ S
TikE BfEw TE W
&5 7FXE = H
& E2RE | sl ~ | Z2EE -]
= g A BRI SRS ER
4 EEER {EBLL RS RHATR
o M e 1EETE AL AR LB
FLE W R Administraters
5 Etzent FRE T RS Administrators, NT SE.
s SR SRR Administrators
.E_.!'i.,ﬁf% Windows BRNES ﬁﬂﬁfﬁﬁﬁ ) " Ewveryone, LOCAL SERVI.
j é*ﬁ’éUi"@éﬁﬁmﬁ B EENE R LOCAL SERVICE, FETHOE.
Jk}%ﬂ%ﬂﬁg FiEEEE LOCAL SERVICE, FETHOE.
a2 = = BIEMTFR
= ggggﬁgﬁﬂ% e RIS Adninistraters
‘g IF SREE 1T EHHEN §ﬁ:¢j&ﬁ%ﬁ%ﬁ$ LOCAL SERVICE, NETHOR
| SREEEREE HiEE Administrators
[EEa=kdisaei
SRR TR LOCAL SERVICE, NETHOR.
(S EAN AR Atk PET AT ER
MEREIFITIRIE hdninistrators
MEd— T AR
LUHERGATINT
I Administrators, Users.
Administrators, Remot
Users
TSRS hdninistrators
{EAIRE SR cloudbase-init, HT SE
e AME R R Administraters, Backu.
e E AR A iR IR EIES —

| |
B2 EERH FITEERRSH[/URAI B AS S RIBIE .
NRiERD> LIARCE, BRE RIIBPEAE” BRI,
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4-60 RITBETTERERSZER

sirddnEsmkSSx Bit K E3
FiEEE |Hm |

jl R niE R ERS SR

fdministrators
Eemote Desktop Users

FmEASEw. . | mmo |

TRoE mE | mEw |

TE2 KWERFNEFAREH.
1. mEETFEOHAlusrmgr.msc, T AHARIA EBEESESIT,
2. WHEMIHEEMERY “BR” T, UREBEFPSE,
3. WHEIBERENARPA.
4

ERERIRAEMEHEES, R “RET GIK, WERAPRET L
B2 2EEKM Fintz e RIRSS H=RAIAEFH.
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4-61 ERFYAFEREM

Administrator B

mesl | SRESERSEENE | dAEEN | A
#4 FET | mEug | wm | &3

FET M
% Administrators
Q‘d Remote Desktop Users

o L T

we | omE | mEe | oz |

T3 KBEnEERAESEFYESR
1. mEz={TEOM Atsconfig.msc, " NoiEEEmESiEENEE"

2. WEERIANIESmiEREACE "RDP-Tcp", BB ECHIENERERE, A
RS ‘L7 BINR.

SA%hRA 01 (2025-07-30) WRIERE © HERRARBIRAT 159



SEMERARSS =R
EPEHERR

iEER
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W o BESEF =T, zod]
Enaﬁiﬂﬁlllllllllllllllj,mﬁm
54 s #R| Emam | && | am -
-2 AR - st
. e I RN SRS
(55 =n
b LT 2 Administrators (iZ04hSvTaxlZ\hdnini strators) L
2 Renots De: k p Users (iZ94bSvTa: mam Dasktap V.. S
wHisE
WHEEE
R Eo. | wee | o
=8 SYSTES RIRGR ) 68 L1

oERaag
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CBEREE [ ey
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- ReETA %
] TR
* S MES

WM ORRERRE. WG BR" . wEy |
TEnSTRioE

o |_ono |

- — wmm eLr i L uﬁaﬁﬂﬁ*“ﬂ“ﬂ@ﬂm!ﬁ‘

3. E%{%"_EISZ%F'%"T B8 AR FIZEE RIRSS SR INRAY A A B IRAYA

F&.
RS LiRECE, ERAFRE RN REHETR.
. BEERSHRAERN MEERTERERS R EE
5. EMSEOMXBANTGS:
net stop TermService
net start TermService

.

4.2.15 izfEiERE Windows =Rk S : SROEREEL

)R A

TREREEZEWindows A RS 28RS BRITERERIECDER,

T2 &, FLESEEeEEL,
4-63 ITFERHESIHEER

@ EESEESSEEeE.

S—RAPCEEEHEETET, EEMnERCEr. $EEEnEs, REREEES
shiEFatiplda,

g

2008 RER G ETE

1. 17 “EETH > mERERS > cERESEENEE” , #SATERES

FHECERME,

B—RAFEEEE
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4-64 ZiERESIEFVEE

& iSCSI AR

B Windows PowerShell Modules

— Ny & Windows Server Backup
SRR e () indows [ITFISEF
\ =
. o — [=3
@ Internet Explorer » o — % iizi;ﬂﬁ
2 . . e ik
okl meemeErnms st = ;Z‘é =
X T REETIER
T P TR tindes BAE
HEHL G AR
A&ty
i ) EEHhER
FebE o BEss
= #4EE (oDEC)
BEATENL O ZHEE
() e
- apwr
RN
iET.
» iR Windows g
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2. WHITH, BEDE “RESTIAFARERTISET , B “WE” .

4-65 (EMECE
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KD E A5 ecs-2012z- e
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wEEE
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B = IR N AR T SE D
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C AUSHEE EEERAER D
- S, ERSBENR AR
i GHENGE Y BT EEITEEE - EELL ENSETEE. SRR EE =
a %égﬁ gﬁgg%ﬁjﬁg %%ggﬁguti+aﬁm§m&§ﬁ§?§‘ﬁn&%§v TR wE | mH | sAw |
e =1 °

2012 BER GRS E
1. FIF “FFa > 121377 , I gpedit.msc, HNAMBLARIRRIERE .

2. 1T “itENEE > SEBEIR > WindowsA 4 > IfZRMEIRSS > IiZREASIE
E > EE .

SA%hRA 01 (2025-07-30) IS © BB AGIRAS) =



SBMERARSS =R
EPEHERR

N—

4 ixFE

B

=
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SOSBF SRR

D ERRR SEREET
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TAEEN
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3. WEHITH “BinERERSAFREESRMNTERERSRIE" , EXEEN
‘BEER” , BE “BE FF.

4-67 (BN ELE
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O BRAED
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IHIFA:

R PR RS AR PR3 R BRI A SR EARSS =i
E| 1oimie SmiRss PR B s i O RS 218
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‘Windm Server 2003 B HiRAE

Rh:

EREERGRE | ALUSA P IRE SR e SEIRE 245,

[RATiE e,

NEFEBRLFREE  IE BRIl LTSRS,

MERE ARG | Nk RS SR TR S0 A Fis e iasEs
IRS#E SR S ECTIGI T B S E RSt R, MRS
BB | WA BrSE EINsEsinaiE

PSSR R | M AP e AR S T T PR

ComE || wW || @R |

4. 1EHSEOHITgpupdate /force, BEFFAFMR.

4.2.16 B EE=IRSEHINER

Windows Server 2012 R2IEMERFRIRSS =S, AERITEREEENREEETIRS
223 = Fredirected driveIlfBERY, =ERSZREMIER .
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EZNELS]

ITE REEE S T redirected driveIgE, ERTIIEXIRIrdpdr.sysikal, ZIRKENATAE
SEHRRSER {’E%éﬁﬂaw T RIEEIEIE (fIaNsERe5: 0x18, 0x50, Oxa, 0x27,
0x133 ) SM=RFRER

BRI
(AT iEEmEREINEEE, ZMredirect local drivesIhag,

7 “=17" &0,
BN “mstsc” , FHEEE “AE” .
AT “ImiEEmiEE” d0,

“ ” SH-432 ‘m:
3. BEATAER ‘G, FEE ‘AER 1K
“ Yt SHRME Y M 0“3y g ”
4. & "THIRSEMRIR" =, BE CFE .:.,%' o
“ S SR Y == “ ”
5 & ‘“ARBMZRR BOF, BNEAE “RapET .
“ =
6. BE “HTE’ REFIES
4-68 £ redirect local drives Ifgg
B} Rermote Deskic ne %% Remote Desktop Connection X
| Remote Desktop | Remote Desktop
") Connection "¢ Connection
Local devices and resources
Gereral Display Local Resources  Experience  Advanced
Choose the devices and resources on this computer that you want to
Remote audio use in your remote session
Configure remote audio settings.
a Smart cards =
Settings [Ports
= CEm
Keyboard : — [_IFloppy Disk Drive (A7)
. Apply Windows key combinations: [Local Disk ()
- Only when using the full screen ™ [C1DVD Drive (D3
[ Drives that | plug in later
Example: ALT-TAB [# |_|Video capture devices
| neal devices and resnurces & |:|Other supported Plug and Play (PnP} devices b
/  Choose the devices and resources that you want to use in
%Ip,°| your remate session.
Printers Clipboard Caneel
More
4 Hide Options Copnect Help
e ] QeI EHIO
4.2.17 RDP EZEMF, LIMAIER, HiRD4

e

AR

WindowsiZ{ER AR RFHREERMSBE “HITHBEIR 18R, TEEEER
EIfRSS R . XMER—REREERSKITEH.

EEEEES
Remote Desktop ServicesfRFZITIRSHIIEREE

EEREEREIEE, ERIHERBIRSHIIXMER. AT BREME
5, BNEARETEEZRS SRR EEER.
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BRTTE

1. BIEHIERHEIMVNCAREBEREIRSSE.
2. FTHWindowst¥ZRAIE, Hilservices, HEFE “IRS”

3. AR HiEIRFEFRemote Desktop ServicesfRS3, i&Ha{FRemote Desktop
Servicesiki&H “ EfEIETT”

4-69 Remote Desktop Services

Bz - |8
THHE  BfEN) TEV EERH)
e E Bz HE v oo
BEEE) BB (i)

Remote Desktop Services " - i3 e BREEE  BFH |~
Performance Logs & Alerts A SR RET RS ... Fal RS

BUIHES Plug and Play EHENEROSEERIEAL.. FEET ES ] TR

EETES Portable Device Ser.. SEEENEE.. EEE. FEE
Power e ——————— ) HBES

e Print Spooler ERSERANTIAEE.. EEET ) FHES

SeFEFLREATERIIRENE () Printer Extensions and Netificati.. HERSTFIFSETENTEE.. E= ] TES

. RESEITESESEZIR 1 problem Reports and Solutions .. HEBENEE. S HE.. E=] FIEESE

ﬁgﬁéﬁ%@fﬁﬁgﬁﬁ QEMU Guest Agent VSS Provider QEMU Guest Agent VSS Provid... [EXEET =] FHBESE

B R e LIS, Remote Access Auto Connection.. FoGHARIE , SEMEF5IS—.. ES ] FEES
Remote Access Connaction Man.. ETAEE HH1E) Interet 2. E= ] TES
Remate Desktop Confi DCSIGEE, FFET Fa FES
Remote Deskiop Services User..  tie/s ROP SR Emms el  [EAiat ET) HBES
Remote Procedure Call (RPC) RPCSS [#55E COM #1 DCOM .. [FFiE(T =5 FRIAERS
Remote Procedure Call (RPC) Lo... & Windows 2003 #1 Windows EH RIERE
Remote Registry ERRAFREEU R E. ssges. FuEs (S
Resultant Set of Policy Provider  1ERERE , BREEFFHER... E= ] TES
Routing and Remote Access TR R e .. =7 HEE
RPC Endpoint Mapper BBHF ReC EOIRIELIS IR  EEET ) RS
Secandary Logan ErmmaTEmke. k. ES ] FEES
Secure Socket Tunneling Protoc... 1SR VPN 72! Efl.. E= ] TS
Security Accounts Manager EREESSREES .. EEES =3 HEE
Server SR ENBIREOTE, 1. EBET ) HES
Shell Hardware Detection SRS RS, hzi= e TR
Smart Card T AR =7 HES
Smart Card Device on... ¥ EiE.. EMEE. AEE
ot o o i 0 ot s . [

\rREE

4. TiXimiEEE,
WMRPATEEE LT USSR EAENUSER BDiE{Tcmd, #iiTnetsh
winsock resetikEMEZIEENEVAERE, HITREIRITEEE,

TS FRIREESS
4.3.1 IFEEEE Linux =RSB28#REE: Module is unknown
B

4.3 Linux

IEFEIEELiInux= RS 28R . Module is unknown

4-70 Module is unknown

Cent0S Linux ¥ (Core)
Kernel 3.10.8-693.e17.x86_64 on an xB6_64

Hint: Num Lock on

sy login: root

Password :

Last failed login:
There were 188 failed login attempts since the last successful login.

Mon Aug 6 19:18:18 CST 2818 on ttyl

Module is unknowm
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RESHT

S ET5%

(AR
o (EXULEIABTEEEHANMIEE, BTAENLEHTERE.
o ALRESRARSHERRF, TESSESHET, BERERF.

T iRi=(Z/etc/pam.d/B R FRIXXHSE

1. BFARSHBHOREFER.
LACentOS 7H{ER St of:
a. BiFE “miEER .
b. BIFEEZRIREEIRLESH “&iXCtrlAltDel” 3%, EREHNL.
C. ig_ttﬁﬁﬂﬁi, IR BmdEE, EHEINNZERI R EiEeH N\ NiZdRE
=2Io

4-71 HBANRZIREEDR

Cent0S Linux (3.10.6-693.11.1.e17.x86_64) 7 (Core)

Cent0S Linux (3.10.0-693 86_64) 7 (Core)
Cent0S Linux (O-rescue-fd7?3dfefb69a4e4183fd3f86ccc29526) 7 (Core)

(1] %83

EulerBIRENART grubXEH T TN, HNRERNIZIEN TSRS Enter
username, FEMANBFIIZEL, BERKEEIRIKE

d. #Einux16/7KE, MBRAZEINZISHEIr0SE,
e. f(&&roArw, LUEEHFREFRDX.,
f.  Hi7hord.break, ZAFHITCLrl+X,

4-72 {240

insmod extZ
set root="hd®,msdosl’
if [ xSfeature_platform_search_hint = xuy 1:; then
search ——mo-floppy ——fs-uuid —-set=root --hint="hd0,msdosl’ bl3eeIc\
B8-0ef@-4159-9b90-fc4?bde0d464
else
search ——no-floppy ——-fs-uwnid —-set=root bl3eeIdcB-Oef0-4159-9b90-fc47?\
bde0d464
fi

linuxle sbootsumlinuz-3.10.0-327.62.59.83.h162.xB6_64 root=UUID=b13ee9\
cB-0ef 0-4159-9b90-fc4?bde0d464 ro crash_kexec_post_notifiers softlockup_panic=\
1 panic=3 reserve_kbox mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectren
_wvZ=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

Inltrdlb Asboot /1nltramis—3.10.U-3J47.ba.09.83.hlbs . Xdb_bd. 1mg
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4-73 (&8/a

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then

search ——no-floppy ——fs-uuid --set=root ——hint="hdd,msdosl’ bl3eedcn
8-0ef0-4159-9b90-fc47bdedd464

else
search ——-no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\
bde®d464
fi
linux1l6 sboot svmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9\
c8-0ef®-4159-9b90-fc4?bdedd464| rw rd.break
initrdl6 sbootrsinitramtfs-3.10.0-3£7.62.59.83.h162.x86_64.imyg

g. WITLUTHSIRE/sysrootBF
chroot /sysroot
2. HIFUTSHS, BEERGHSEMEEBRIXH

grep Module /var/log/messages

4-74 ZZHE

» 18:88: 8¢ met by user “root
= v

da=a

/pam_limits.so: cammot open shared obj

0
t by LOGIN(uid=8)

3. mERFAETHRTNERYE, FEESESEEIRIT
vi /etc/pam.d/login

= HiO 2=

4-75 EEIRIER

SEess10n require pam_selinux.so open

session required pam_namespace .so

session optional pam_keyinit.so force revoke
session include system-auth

session include postlogin
-session  optional pam_ck_connector.so
# session required /librssecurityspam_limits.so

4. EERSHE, EilEEmRSEE.
(MEEY::
o WMFTEBEEUICE, ENEBANERENSH, BHTUTHS.
vi [root/.bash_history
&K EZvigiElogin

o I57BE(EZE/etc/pam.d/BR FRIN . WIFEXIpamiFl T I EFpam. R EIF
i, ERFERNITUTGS.

man pam.d

4.3.2 ITFRERE Linux =IRSSEEIREE: Permission denied

IEFEEELInux= RS E3RIE . Permission denied
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4-76 Permission denied

CentO3 Linux 7 (Core)
Kernel 3.18.8-693.11.1.e17.x86_64 on an x06_64

ecz-amz-B3 login: :

Password :

Permission denied

(AR
o (EXULERBESEEHANMIEEL, BT ENLEHTERE.
o ATIRMELRARZHERRE, TSSEUSZHET, HEERFFE.

RESHT

[etc/security/limits.confInofile ARIRER AT HNRANXEHHE, R
nofilefEXFPermissionDenied.pngMiZig ERYfs.nr_openSEE ( BKIAS
1048576 ) , SEMERRKER, SHERAIRSHEITETR “Permission
denied” .

TS
1. BEA=RSHRHEAFER.
LACentOS 7THAER S HHI:
B ‘miEERT
. BECESFRBEERLESH “&ECtrlAltDel” %50, EREEINL.
C. iszé:tﬁﬁﬂﬁé, FEIERFBIHEL, EHIIAZISIEHEF S eF NN IRE
2Ilo

4-77 HNZRIEED

CentDS Linux (3.10.0-693.11.1.e17.x86_64) 7 (Core)

Cent0S Linux (3.10.0-693.el7.x86_64) 7 (Core)

Cent0S Linux (O-rescue-fd7?3dfefb69a4e4183fd3f86ccc29526) 7 (Core)

(MAETY::
EulerBREARIQrubX T T IV, MEARIEMZERATRIRR: Enter
username, FEMARFER, SKEERKEL
d. #HENinux1617RE, MEFAREMEISHEIr0SE,
e. {EXrofrw, LUEERRESHIRDEX.
f  I&N0rd.break, ZREHITCLrl+X,
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4-78 (EXHI

insmod extZ
set root="hd®,msdosl’
if [ x$featurc_platform_search_hint = xy 1; then
search —--no-floppy -—fs-uuid --set=root --hint="hd0,msdosl’ bil3eeIc\
8-0ef®-4159-9b90-fc47?bdedd464

else
search —-no-floppy —-fs-unid --set=root bl3ee9cB-0ef0-4159-9b90-fc4?\

bdedd464

fi

linux1le rboot rvmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9n
cB-0ef 0-4159-9b90-fc47?bde0d464 ro crash_kexec_post_notifiers softlockup_panic=\
1 panic=3 reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectre\
_wvZ=off nopti noibrs woibpb crashkernel=auto LANG=en_US.UTF-8

Initrdlb /boot/Initramis—3.10.0-32¢.bZ.599.03.h1bZ.Xx0b_b4 . 1mg

4-79 {25

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——no-floppy ——fs-uuid --set=root ——hint="hdd,msdosl’ bl3eedcn
8-0ef0-4159-9b90-fc47bdedd464
else
search ——-no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\

bde@d464

fi

linux1l6 sboot svmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9\
c8-0ef®-4159-9b90-fc4?bdedd464| rw rd.break

initrdl6 sbootrsinitramtfs-3.10.0-3£7.62.59.83.h162.x86_64.imyg

g. WIFLAT@HSURE/sysrootB R,
chroot /sysroot
2. WEFLLT®S, E18RZAfs.nr_openfE.
sysctl fs.nr_open

3. 4wig /etc/security/limits.conf, (EXECERINOfileENEENE, E/NF2hEi
A9fs.nr_openfE, 54065535,

vi [etc/security/limits.conf
MARTY::

limits.conf S4SEFRZLinux PAM (#EATCIAIEREIR, Pluggable Authentication
Modules ) Fipam_limits.so MEEN . BEZiFMEEERIEEEmanFEM, HiT:

man limits.conf
4. BEREIRSHE, EilEERSEE.

4.3.3 ifEiERE Linux =iRZ2EREE: read: Connection reset by
peer

IEFEIEELiInux= RS 28R S read: Connection reset by peer

4-80 read: Connection reset by peer

debugl: Local version string S3H-Z2.0-Open3SH_7.2p2 Ubuntu—4ubuntuZ .4

ssh_exchange_identification: read: Connection reset by peer
ubuntuBnodeZ: ™5 _
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AJEeRE
o REBRWBTREFRIFO.
o DEKEFRE, BXATTREERD.

ETTE
HRILITE, BERAUATARRAE:

o NNEZLHEMN
- ABE: IFcEERRO. BAMFER22iK0.
- HEE: HAERUAREE (21F) , BBEBEMNERE.
o  =ARSSEERHXIZRINEHROGIS
LAUbuntut&ER & 9f1:
a. WATUAT S ERMEIRE:
sudo ufw status

EIRESNT:
Status: active
b. A NEwOBFISN, LABKIAERRYI22imO561,
ufw allow 22
Rule added
Rule added (v6)
c. EWEFRBXERE
sudo ufw status

Status: active

To Action From
22 ALLOW Anywhere
22 (v6) ALLOW Anywhere (v6)

MNRINALT, Bt E R RS .
4.3.4 iR EEE Linux =IRSES8REE: Access denied

BfSEIES

IEFEIEELINnUXEIRSZEEIRIE . Access denied

GIEEEES

o KSHFBEMABIR.

o SSHERSSIRECE 7 2 1kroot P ERAIERS .
RIS E

o KSHEMBBAEIR.
MEBARRFREER.
Linux=BRSS=2BUABF&root, WIRERDEIR, BREEFHIGEERD.

EETY: BPFEEENNRRSSE, FEE “BME TR ‘B2 > E8%
B
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o SSHRERSZIRECE T2 1root AR ERIERE .

a. Ymig /etc/ssh/sshd_config 34, {EBINTFIRE, FAlRrootFlFPEEE@IZISSHE
S

PermitRootLogin yes

b. ZEE SSH RS

" CentOS 6
service sshd restart

" CentOS7
systemctl restart sshd

4.3.5 ifEiERE Linux =RSS25REE : Disconnected: No
supported authentication methods available

EIFSENE
ITFRIEE Linux=iR5528IR S . Disconnected: No supported authentication methods
available.
4-81 No supported authentication methods available
- Press to exit tab
- Press to restart session
- Press S to save terminal output to file
EIEEEES
SSHERSSIRECE ¥ 2 IF AL IGITE RAYREE .
AIBTE

1. #Ri8 Jetc/ssh/sshd_config i, BN TEE
vi /etc/ssh/sshd_config
2. (BN TECEIN:
#BPasswordAuthentication no ££/9 PasswordAuthentication yes
g Z1gPasswordAuthentication yes BIEIRI#EFFRIE .
3. E/F SSH RS,
- CentOS 6
service sshd restart
- CentOS7
systemctl restart sshd
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5 MEELE

5 PEECE

5.1 CentOS 7&fBfEdhclientRiz!T, SETEIREUP

5.2 LinuxFABRIG N R ER DAL

5.3 LinuxR St &S /a/etc/hosts Bl INEH 2 #ET

5.4 ZM-REEXHSH networkiZahk WAt 12

5.5 LinuxEStpingigZ LM, #E~Name or service not known
5.6 E—FMAYFEIRF-RIIGPETLIE 2RI 1P

5.7 NetworkManagerfEiz{Tdocker&geht A AENFEA?
5.8 RAMEHEZESEHIPELEAT?

5.9 resolVMHREEEAT?

5.10 UbuntuRZECSEREfG “/etc/resolv.conf” HIREREAI?

5.1 CentOS 7 55 dhclient SRiz1T, S F;EIAHN IP

|E)ER A

[R5

HRSRHE!

=IREERBRdhclient Rz TS IPTEIXE

BREdhclientH#ERIZ THIREEE 9

1.  NetworkManager xFEBRBs1EH dhclienti#ERIzTT .
2. MFRIEFFRMANetworkManagerEIESH

APIEEERTFCentOS 7&%!, EulerOS 2Z5%1 . Ubuntul8.04&ERAN=IRSSSE,
H{EFEDHCP3XEXIP,
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ET5%

1. BT TE<, #iAdhclient2&Hiz 7.
ps -ef |grep dhclient |grep -v grep

2. WNERFHFdhclient#Hig, MHsiAdhclient#iEFRIZTT, HITUUTGS, HisHIE
NetworkManager2&iaiT.

systemctl status NetworkManager

- f0EENetworkManagerfiiRZ A Active: inactive (dead), MY
NetworkManagerkigsl, HfTUATHS, KEIZRSE2EEHNERS.
systemctl is-enabled NetworkManager
gER AdisabledMfIA INetworkManagerRIEEFNBBSE, HITUAT
anSHITIRE
systemctl enable NetworkManager && systemctl start
NetworkManager

- fNENetworkManagerfi94R&IActive: active (running), HUTUATHSES
W8S EGHENetworkManagergiE,

nmcli device status

MR B RZM-EABISTATE Junmanaged, MIZM-KIZF R
NetworkManager&12, HiTLATaHSHITIRE .

nmcli device set eth0 managed yes
3. HITA e E S NetworkManager,
systemctl restart NetworkManager
4. PUTLATHSERIpEEELEIRN.

ip add
° X : LY
5.2 Linux AR B & MN-<EZ 0t IE
ERT=
{#ECentOS IR ERFABIFAB BRI EIRSZEBoIEE— 1 MN-<A2ethOm2
eth1,
i%ﬁ’:‘l%f@ﬁ%qﬂﬁiﬁﬁﬂﬁ%ﬁﬂ’ﬂﬁwﬁ, BRnRBESEMRI SR, FEERER
RE S
/etc/udev/rules.d/70-persistent-net.rules3AF1CEAI A IBRIMN-KIPSMACHEIIEXT R %
=, FELFERIZAN,
IR E

1. ZRudevM-EEENERSZSERTYHEHESRE, /etc/udev/rules.dhpyE
AT NIERIS L5 TF/lib/udev/rules.dRRIFEN ,, Et RECIE— N EEIE

touch /etc/udev/rules.d/75-persistent-net-generator.rules
2. EERSEE.

reboot
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5.3 Linux RAED/S/etc/hosts BaliFINEN BBV

RIS

RS ER/etc/hosts X EE R Bahiiilhostnamef1127.0.0. 1894, SFEBE1T
AN INBYZASHb AT H I R)RR o

RE S
/etc/cloud/cloud.cfgeshXF/etc/hosts A2 NIAYECEUN T :

manage_etc_hosts: localhost

tEeE N EENERMhostnameFI A EIIAEUERYARYT, FTFERECEAMDNSESR TRY
REhinE, NRiZAEZEIL S LABHIZACE -

BIRTT =
1. $TFF/etc/cloud/cloud.cfg3Zf4
7FREmanage_etc_hostsECEIR, T
[FX:

manage_etc_hosts:localhost

(EHUEE

#manage_etc_hosts:localhost

2 JRIB&/etc/hosts#HY127.0.0.1 hostname hostnameR9fEAT

5.4 ZMEECE XS network [BEIEMAME

EfSEES

ERmBanetwork/GHEIREE : Device eth1 does not seem to be present, @kno
suitable device found for this connection

5-1 network Br5M

exiting.
failed.

[ 1
Bringing up interface ethl: Device ethl does not seem to be present, delaying initialization.
[ 1

Bringing up interface ethZ: Device ethZ does not seem to be present, delaying initialization.
[ 1

Bringing up interface eth3: Device eth3 does not seem to be present, delaying initialization.
[ 1

Bringing up interface eth4: Device eth4 does not seem to be present, delaying initialization.
L 1

ERAG=
CentOS. RedHat. EulerosZRIIR{ERS,
YR 5SRE
ZERE R EEMN-RIRE, EEMN-RSLINEERIRF, HEERE,
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RE D

S1E7E

[BafnetworkBt£isEEY /etc/sysconfig/network-scripts B R FHIM-SECE S, MRE
FEEZSNEEEXHE, SRAFRARRIMAIN-EIRESEnetwork SEIKLM .

BNEZRIINE, AEMBR/etc/sysconfig/network-scriptsBFE T2 RAIM-KELEX

o
1.

PATLA TS, HANZM-RECENHER

AP EERIRSFBAIEE 11N REEX .
cd /etc/sysconfig/network-scripts

PATLA T e &M~

mkdir tmp

cp ifcfg-* tmp/

s tmp/

5-2 EEM-RECEN G

h4 ifcfg-ethe ifcfg-eth8 ifcfy-lo
ifcfg-eth? ifcfg-ethd

AR IEA—KM<, NWERifcfg-eth0FMBREIMRECEH, WRBifcfg-
ensSECE N B FEZEMIR

ABILARIERifcfg-eth1 Ellifcfg-eth11, Fhifcfg-ens5861, SRIELIRMRECEE
IEFIAY
rm -rf ifcfg-eth[1-9] ifcfg-eth10 ifcfg-eth11 ifcfg-ens5

5-3 MIFRZ RAVECE 14

[rootBcen?Z network-scriptslt rm —rf ifcfg-eth[1-9] ifcfg-ethlB ifcfg-ethll ifcfg-ensS
[rootBcen?Z network-scriptslt ls
ifdown-eth if down-post ifdoun—-tunnel ifup-eth ifup-plip ifup-routes

ifup-ippp ifup-plusb ifup-sit

init.ipub-global
network-functions
network-functions-ipub

ifdown-ippp ifdown-ppp ifup

ifdown-ipub ifdoun-routes ifup-aliases ifup-ipub ifup-post ifup-tunnel

i doun-bnep _if down-isdn _ifdoun-si

HRZRMdhclienti#H iz,

a. &ifldhclientifiz
ps -ef | grep dhclient

b. LAPIDZ770 796, HATLATap<EERZIHRE
kill -9 770

ifup-bnep ifup-isdn ifup-ppp ifup-wireless

A E=

o HIEIFHAHERSHIPID,
e kill -9 PIDETEFIERIFE.
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5-4 £5% dhclient #i2

[root@cen?3-test network-scriptsl#[ps -ef i grep dhcl
78 1 8 15:81 7 88:88:88 /sbinsdhclient -H ecs-centos?3-test -1 -q -1f svar/libsdhclients/dhclient--eth@d.1
ar/runsdhclient-ethB.pid ethd

2597 8 15:18 ttyl AA:AA:AA grep --color=auto dhcl
-test network-scriptsls kill -9 778
[root@cen?3-test network-scriptsln

5. ZEBnetworkiRS
systemctl restart network

6. BEnetworkMEIREIREIEE
systemctl status network

5-5 &5F& network PZZIAES

[rootBcensZ ~ T systemctl status network
® network.service - LSB: Bring upsdown networking

Loaded: loaded (vetcsrc.dsinit.dsnetwork: bad: vendor preset: disabled)

Active: active (rumming) since Tue ZB18-BZ-B6 18:54:58 CST: 34s ago

Docs: man:systemd-sysv-generator(8)
Process: 522 ExecStart=setc/rc.dsinit.dsnetuwork start (code=exited, status=8.5SUCCESS)
CGroup: ~system.slicesnetwork.service
Lg16 ssbinsdhclient -H cen?2 -1 -g -1f ~var-/libsdhclientsdhclient--ethB.lease -pf svarsrunsdhclient-ethd.pid

18:54:55 cen?Z.novalocal systemd[11: Starting LSB: Bring up-dowm networking. ..

18:54:55 cen?Z.novalocal wetwork[5221: Bringing up loopback interface: [ 0K 1

18:54:55 cen?Z.novalocal wetwork[5221: Bringing up interface ethd:

1 55 cen?Z.novalocal dhclient[6841: DHCPREQUEST on eth® to 255.255.255.255 port 67 (xid=Bx7bZBZaZe)
18:54:55 cen?Z.novalocal dhclient[6841: DHCPACK from 192.168.3.2 (xid=8x?bZBZaZe)

18:54:58 cen?Z.novalocal NETLB8B81: rusr-sbinsdhclient-script : updated -retc/resolv.conf

18:54:58 cen?Z.novalocal dhclient[6841: bound to 192.168.3.234 -- renewal in 37342 seconds.

18:54:58 cen?2.novalocal network[5221: Determining IP information for ethB... done.

18:54:58 cen?2.novalocal network[5221: [ DK 1

18:54:58 cen?2.novalocal systemd[11: Started LSB: Bring upsdowm networking.

5.5 Linux &% ping 1525, #2723~ Name or service not
known

pingZAMigZ LM, $#E7~Name or service not known, {ERJLApingi@EsEELAMIP,

RE S

Ltz TEEE =1RE:

e /etc/resolv.confRECEDNSHENEEYZ DNSHHHEIRSE .
o /etc/nsswitch.confS{EHMIFEDNSEEMTICR S -
e /lib64/libnss_dns.so. 2 EEX (4 E LS TIRENTIES -

MERLY::
WITIAT S, BERTEEITPTESS .

strace -e trace=open ping www.baidu.com -c 1

ZEER P B IBIFrE G E =S Imig 2 R34 o
ERn=
CentOS. EulerOSEIIRERS,

RIBT5E
e IZ=—: /etc/resolv.conf>RECEDNSHtIE s} Z DNSHBIMH RS,
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/etc/resolv.confhE iR Enameserverlil, WIR;ZIEENameserverFiik A~z

DNSERSS =8, HEXBEFREAIEAY.

nameserverZR T INE I ERIZIHEE N EN NEZ RS . HPm=RS
s R R R HIIRIIFRETRY, BEREZAE—nameserverigB RN

BB T— 1 BInameserver,
BB etc/resolv.confECERIDNSHELE

o IH=T": /etc/nsswitch.confSZ{FMIBRDNSEETIC RS-

a. H&/etc/nsswitch.conf2EEDNSEEFECE -
grep hosts /etc/nsswitch.conf

EIRERINTEAAR, hoststTHARECEDNSIEIR, SEERITIHZARIE

BY/etc/resolv.conf, SEUHZMEITEY

#hosts:  db files nisplus nis dns
hosts: files myhostname

b. $JFF/etc/nsswitch.confikZhosts{TiZIIDNSHEEHT o

#hosts:  db files nisplus nis dns
hosts:  files dns myhostname

[MAERTY:

hostsIRAYER IR SERIRFFIHIRSS , XLARSS AT EHIHZAIIPHELLE

“file” FfER/etc/hosts3fe, “ dns” FToR(ERMFHEMRSS . 1R “file” 1T
“ dns” Zgl, WEKRERGFES=INIE/etc/hostsh B IS, A7 BIIDNS

B (XEBAEE ) . WRKEEINSUAEERDNSEK .
o 1HE=: /lib64/libnss_dns.so.2 EXHERSHLIERITIHSZ

a. /lib64/libnss_dns.so.2EEX{FHglibcE =4, ALUBIIRKglibcBEEBER

WiE
rpm -V glibc

[MAERLY:

AEIEERILInuxE ST rpm -gf /lib64/libnss_dns.so.24E B ES 4.
EIREEMNTFR, 1BH/lib64/libnss_dns.so. 23455 .

missing  /lib64/libnss_dns.so.2
b. ATLATaS, BREIIGHE.
(11 %A

EEEN=IRSE 22 FH14TLs - /lib64/libnss_dns.so.2a@4%0/lib64/libnss_dns.so.2H9 B

{453/usr/lib64/libnss_dns-2.17.s0,

ln -s /usr/lib64/libnss_dns-2.17.so /usr/lib64/libnss_dns.so.2

5.6 E—FMAIFIR M -RIIFBESRIE LM IP

B EIA

RSS2 CARIAREFRAIM R, 190E TRIERAMIP, B, EM-RIFERGRMER

RIPATLAERS 5E, (BE EM-EREARNIPE S,
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RIS

CentOSIERFRIEM RIRSZEBIAFE T REIIERA (rpfilter) , =ARSSEIAIE
I\ESE/2fSRleth0RY, M BM-RIEMEAMIPRIREMM ethHAN . RFUAIFIRT, X
MEERIERINIZ M ethOLIED , THRSEFREMeth TN, BIMSEIRAIM-RUE]
R, MAEIREMEEREF

ETSE
BT RSB LAY MR EAT BR-R RS, BET:

1. PITATERS, fmEES{4rt_tables,
vi [etc/iproute2/rt_tables
A I0— route tablefY5E, Ultest,

local
main

default

unspec
test

®FERE,
PATUAT S, EtestRPIRIMNEERA,
ip route add default via 7 /Z/EM dev eth1 table 221 HFNIHIES
fugn:
ip route add default via 192.168.166.1 dev eth1 table test
4. PBUTLATE<, RINSRASIEA

ip rule add from # ZRJ-KIPHELf lookup 215 NIHI%ES prio EF
32766, LERSFmaink

Bugn:
ip rule add from 192.168.166.22 lookup test prio 32000

ZEitt, RN ERIAMIPRAZERTLUAET » IRBFAMLXNRN, TS
ERESRIIBIFHEIA “/etc/rclocal” &,

5.7 NetworkManager f£i=1T docker A2t HEAXENTE
BAT?

RIS

EIz172 N dockerF2sHIIRE FNetworkManagerfR S SFRNFRA, SBAFER
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(1 #H8
o ATIRIEERTFCentOS 7. Ubuntu 16.04&ER %
o ZNIEENERMEIRS, AsEiEmI ST, FEIERE.

)R
NetworkManagerB#EIMIF BIEE AR/ (F LIS REATIEM, BEEMES
HEWELAMIRZ EEREED .

ETSE

KEHARME X
HATLA T i S E B NetworkManagerfRss .
systemctl restart NetworkManager
KHEALIE TS
o CentOS TIMERFE=IRSS =
HITLL TS {=1ENetworkManagerfRS3, B AnetworkETERILE
systemctl disable NetworkManager
/sbin/chkconfig network on
kill “pgrep -o dhclient’
systemctl stop NetworkManager
systemctl start network

(MARTY:E
Hinetwork SEIEMATEE N RAANBZ N EEEHSH, WIESESEZSMKEEY
HSHEnetwork BEIELMALE .,

e Ubuntul6.042E&R %

a. WIFLATHSERnetworking STEMZE o
systemctl disable NetworkManager
systemctl disable network-manager
systemctl enable networking
kill “pgrep -o dhclient’
systemctl stop NetworkManager
systemctl start networking

b. BFnetworkingfkss, —EEEinterfacesXFHEHIREMBEE N
DHCP#&E=(

vi /etc/network/interfaces
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RE—1M-RethOM BT LG ESKIZIN:

auto eth0
iface ethO inet dhcp

5-6 IR EMLEEIE /I DHCP {25,

source fetc/network/interfaces.d/*

auto lo
if inet loopback

eth® inet dhcp

5.8 RARTEHERSEL IP ZKEAT?

A
IERRARNEERSS BN R LIRS, TXEERE.

ERnS
o IZ3HHIEATCentOS 7. EulerOS, FH#EFRIDHCPHMYIRENIPIZ= .
o DHCPRRKIERENIA24/NE, ERERAS A,

RE D

DHCP&IFEITE:

DHCPHIBYSIEISTZEE: DHCPATL. DHCPiZ{t. DHCPiEK. DHCPHaIA, NE1
Fr=

& 5-7 DHCP &£1&1d

Client Server

Stepi DHCP DISCOVER

DHCP OFFER Step?

Step3 DHCP REQUEST

- DHCP ACK/DHCP NAK

Step4d
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e DHCPAHL ( DISCOVER)

EREYIEFN EAXT BRISHTHENRSEE . MESERATUEE— A
IRAkiE A DHCPELL S — N FM_ERIDHCPERSZSE . = L4 —NBadit
1t79255.255.255.2558 & — N F M iEHEIEFIUDPE .

e DHCPIE# ( OFFER)

L DHCPiRSZZHBIKEI— I REZEFPRIIPIELIIERET, ESIRt—1IPFEL, DHCP
REFPFREB—NIPHBLE, AEEEMNEEE— 1 DHCPOFFEREELEF . IZBEE
BEZFPIIMACHIIE, IRSEIEMAVIPHNE. FMiERD. FHEALARZIZMHIPAIDHCP
ARSS22H9IP,

e DHCPiER ( REQUEST)
HERPCKEI— N IPFELUIR MY, B RS RITEEMAIDHCPIRSZS SR EEEES
T—MEYRM, FEitt, ZEZEFRSKIXZ—1DHCPREQUESTHER, HhE 51 (H
FHLIRIIRSSEEHIIP, HEMDHCPIRSZRBIKEITIHEERE, SIS EIFrERsE
IBHEEFIEN ., AEE(HEBEEEFRBIIMM MU SR EIZ o FEttbit
e, XEE, ellsal st BN SEoXMelt . FEEEAIDHCPIRSS2EER
LA E—NMPIELIER, (BERE— BN KRESES— MELR M,

e DHCPH#IA ( Acknowledge, ACK)
MDHCPIRSZEKEISREZ FHIREQUESTHER, ©iFHA TR B IENREM
%, XM EREIE R 1E— N DHCPACKBLAZF . X/NEEATREIFIZ A al s
BRVEMAEERERER . XAH®, TCP/IPECEIIIEMTHT -

1. BEEZEFIRDHCPIERIZHE
grep -E "dhclient|DHCP" /var/log/messages

5-8 DHCP i&3KIc=R

t_ sl dhclient[737€]: DHCPREQUEST on eth0 to 10.10.3.254 port €7 (xid=0x1880414e)
I [737€]: DHCPACK from 10.10.3.254 (xid=0x1880414e)
=nt[7376]: bound to 10.10.3.240 -- renewal in 33696 seconds.

- dhclientZEf IR R RES B 12 B EFHEFARIN ( 203 EMRIATE 4826
H, E&EE2EFES0T) .

- dhclientiZR TR ESETE33696%F ( 499/0\B421%, BEFFELE91/2
A BERIER) , B TXREREEESB12B215219EA .

ikl

A LiEd &ifldhclientBLIERIC R, B—IREHEMINESICREIALX
e, HATLAT S SEINHRIRTEREZE (XL leaseRE ) -

ps -ef |grep dhclient

2. PREFBEFERFHE (messages ) AUELEHEGHIS/NIT 149 B R Ghdial A £ Bk
T, EiRE4826H, (BEERT FIRERIEREETEI6KE, BETVINHERE
HeErRiEsk, FAAFEREip#EDHCPIRSHEI, SipESX.

grep "Time has been changed" /var/log/messages
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B 5-9 R&xRE

May 12 17:05:32 yth5_test_sl gystemd-logind: Removed session 2508.

May 12 17:13:16 yth5_test_sl gyvstemd-logind: New session 2505 of user root.
May 12 17:13:16 vthS test sl gvstemd: Started Session 2509 of user root.
[May 12 17:13:16 wyth5 test sl gygiemd: Starting Session 2509 of user root.
Fpr 26 17:49:38 ytho test sl gystemd: Time has been changed

Lpr 26 17:53:50 ythS test sl svstemd-logind: Removed session 2509.

Zpr 26 17:58:59 wthi test sl svstemd-logind: New session 2510 of user rundeck.
Lpr 26 17:58:5% ythd test sl gystemd: Started Session 2510 of user pundsck.

RETTIE
1. FzhiTdhclient, $KEXFAGIpitbit,
dhclient -r ethO
ifconfig ethO0 down
ifconfig ethO up
dhclient eth0

A E=

IZIRFORE S SEMBITE i, JEERF,

BEERS, RANERIKEER, RASENRIREUPHELL,
SENTPIRSSSRECEMntpEYEIEIZE

5.9 resolv M EE EAT?

ESEE
{Et&kresolv.conf3 {4, ZHPIRFZZERfG, resolv.confSIHFEE .
R xE

HWATLATas<, fEresolvIERINIENE, Zas<IBRU4EIERNRE root BFZREE
BUER AL

chattr +i /etc/resolv.conf

5.10 Ubuntu &% ECS EZfE “/etc/resolv.conf” AR
BA?

g s

AERUbUNtURFRIECSTH EEBMBIEXIRSE, FaEAY/etc/resolv.conf3fE
WRIET, nameserver2ES#ABRL127.0.0.53,
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E=2 [===1
HFEHERR 5 MEfRE
5-10 [BIRAENR
“# cat setcroresolu.conf
> resole.conf(5) file For glibc res :r(3) generated by resoluconf (B)
. BY HAND - ES WILL BE DUERWRITTEM
I-resolved
temnd-resolve status"” to see details about the actual nameservers.
\
RE DT

IEFE

UbuntuZRZ+EF AR AERIA (FHsystemd-resolved RSB 4EHPDNS, EERBZRHES
[EMLEHEX RS S S5/ etc/resolv.confS R RIFT AL systemd-resolved BR S 4EFAY
127.0.0.534tht,

(MARIY:
ELMEBET, BINSEEERsystemd-resolvedfRSS o
Fix—: Fahi&l/etc/resolv.conf3Z{&,

. LArootFBFRZERECS,

2. KAFHZEEMHsystemd-resolvedfRSS .
systemctl stop systemd-resolved
systemctl disable systemd-resolved

3. EXiABY/etc/resolv.confRiRpkE, MIFREEHE B,
rm -rf /etc/resolv.conf

4. #wiE/etc/resolv.conf, IEHNHEXDNSHIE .
vim /etc/resolv.conf

BT IIBENX BInameserverS#UENIDNSECE , W TFFR:

nameserver 100.125.1.250
nameserver 100.125.129.250

5. ¥§/etc/resolv.confECE NG, FhLE#RdhcpaE E RS E .
chattr +i /etc/resolv.conf
5% fERNetworkManageriRiEdhcpIRENIDNSEE ( vpcFRIAETERIDNSE
B) #7/etc/resolv.conf3Z{,
1. RiAFHZHsystemd-resolvedfRsS .
systemctl stop systemd-resolved
systemctl disable systemd-resolved
2. “RiENetworkManagerBc B4, 1EhNdns=defaultfiiE .

vim /etc/NetworkManager/NetworkManager.conf
[main]

plugins=ifupdown,keyfile

dns=default

[ifupdown]
managed=true
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=A

[device]
wifi.scan-rand-mac-address=no

3. BAiABY/etc/resolv.conf2ERHEHE, MIPRERIEEI L
rm -rf /etc/resolv.conf
4. EBNetworkManager, [/ etc/resolv.conf3Z{4,
systemctl restart NetworkManager
5. &8 /etc/resolv.confhAddnstEXELE .
- MRERRSZEFMEFMNTHIDNSEE—, KFRELKIN.

EBHLBRENES, ERMRRSH[FER, PEM-RXEREN-RER,
Eﬂgijﬂﬁiﬁégl@%r&ﬁﬂé, RE “‘BAER ¥, BIAIEEE “DNSHRSS
%% ? 'f%-lm\o

- MRAH, BRXIBRERAKIFLE,
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I3

it

8]

Fi
H}

%

6.1 CentOS 7&K fstabToiEIEEBEAI?

6.2 Linuxi{algliEswap$3 X /swap3 {4

6.3 XHEEMIFR, (E=ERFHEAT?

6.4 LinuxSUE RS2 Read-only file system

6.5 Inode s RFER ST AR E IR TE

6.6 LInuIRERFARIRSH/UE D KIERZBAAREEAD?
6.7 Linuxi{FRFE =BRSS5 2EFbufferfllcache SBRFEAT?
6.8 I B=ELEEFEHgrowparty 95 XEMEATR?

6.9 SCSIEIOENARS, HLHET BRBWEAD?

6.10 AMIBEEWindows=IRZ =IEE2 =S|

6.1 CentOS 7 & fstab T EIEEHEAL ?

ESEE
IINFRTEREE fetc/fstabL UG LR FiEH S, A/umount|Bi%EE, BT
mount -afg(FRdfEE R EEHMIN.
ATIRIEIEEFCentOS. EulerOSIRER S
RE DT

1. HIFUTHS, EaFa@iymount unit,
systemctl list-units --type=mount |grep failed
test1.mount loaded failed failed /test1

2. PFLITHS, EiEzunitiPiREs.,
systemctl status test1.mount

EARISVINN D
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e test1.mount - /test1

Loaded: loaded (/etc/fstab; bad; vendor preset: disabled)

Active: failed (Result: exit-code) since Wed 2019-08-28 15:32:53 CST; 3min 27s ago

Where: /test1

What: /dev/vdb1

Docs: man:fstab(5)

man:systemd-fstab-generator(8)

Process: 4601 ExecUnmount=/bin/umount /test1 (code=exited, status=0/SUCCESS)

Process: 3129 ExecMount=/bin/mount /dev/vdb1 /test1 -t ext4 (code=exited, status=0/SUCCESS)

Warning: test1.mount changed on disk. Run 'systemctl daemon-reload' to reload units.

WEI RSB Fntest]. mounti#Z 2 AL THE, EEiz{Tsystemctl daemon-
reloadEFNF units,

B /etc/fstablT, W7RH{Tsystemctl daemon-reload., TEz1Ti%5< 201,
systemd R iZEN fstabF R ZEH BB IT .

QI E
HITUATES, EFINEsystemdBIERuniticE .

systemctl daemon-reload

6.2 Linux #0{ael#E swap 55X /swap &

EFZS
ATIRIELACentOS 6. 8BIRMER R =IRFZEE A, 1 5ESHFEI#EswapnX,

LR SRS
BETR S RARISEA/NMINM, BIARARESEE BBO=RET

ne=—: (FERPEEEIE swap

1. WTUT®S, Fig— oKX (LLRGHHA) .
fdisk /dev/vdb

IEIJ.L{IZUL:\;ZD-F

Command (m for help): n
Partition type:
p primary (0 primary, O extended, 4 free)
e extended
Select (default p):
Using default response p
Partition number (1-4, default 1):
First sector (2048-20971519, default 2048):
Using default value 2048
Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519): +2G
Partition 1 of type Linux and of size 2 GiB is set
Command (m for help): p

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/O size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x1f02f438

Device Boot Start End Blocks Id System
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/dev/vdb1 2048 4196351 2097152 83 Linux

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

PATLAT @S, BHIED X el&EAswap,

mkswap /dev/vdb1

PUTLAT RS, #MidswapnX.

swapon /dev/vdb1

PATLA T8, EifEREaAIswap.

swapon -s

PITLAT @S, Eiflswaps2XUUID,

blkid |grep swap |awk '{print $2}'

UUID="1ee90e3c-1538-453b-9240-ad430f835f6f"

WATLAT S, LWswapFHHLBaNiER:, BEHEE S N /etc/fstab,
swapHJUUIDM\ B4 MITLA TS, Eiflswaps3XUUID, 3REX. AGIH1Tds
g I

echo "UUID=7ee90e3c-1538-453b-9240-ad430f835f6f swap swap defaults
0 0" >>/etc/fstab

WATLATEr<, #HE#iswap,
mount -a

= ERANXHHEIRIRIREM swap 91X

AR

ERHEIIRIRIZ B swapEReiR < B RRIR EIERERE .
BATLAT S, GIE1GAIswapis,

dd if=/dev/zero of=/swapfile bs=1M count=1000
PATIAT S, BXFAswap,

chmod 600 /swapfile

PUTLAT S, BESOUEEAswap.

mkswap /swapfile

WITLA TS, BHswap.

swapon /swapfile

HATIAT S, EWlswapFiEzhER, GswapSUHEEE N /etc/fstab,
echo "/swapfile swap swap defaults 0 0" >>/etc/fstab
PUTLAT RS, #EHiswap.

mount -a
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6.3 X ERMIER, (B=EREBEAT?

EIFSENE
LinuiER A RIRSZSHIRERTALBARIS. flan, LAE6-14%4], {REFR=E4S
FEH96%,
E 6-1 IRERTaHBEFRIS
[root@hostl /1#df —h
i : Size Used Avail Use% Mounted on
449G 47G ple 096%
0 16G 0% /dev/shm
BERHAIRAGFE—NEI42GR/NEIX fHraccess_log, XM RapacherF=E/Ii5(T)
BEXE, NBEXNIBREAZE FERapache BEXHT o
1. PUTLATasMIBRaccess_log.
rm /tmp/access_log
2. WIFUTHSEENERAFERER
df -h
bRz R ERIFEE SR R ERZER{IR96%.
RE DT
BEASHURER R EAEMAYER, 1 FFRERENEHZIE, BHE—
BEAXNEEHIE
AT HEERE, BEAEEETELinuwCSUFRIEEN SIFNTFES .
— N YEHTEXAE R FPFRD PN EBD
o IE5ERS: 1BHMUTXUERFZImeta-datadh, EISEUERIIRE, XMEETFIMN
meta-data®&EfR T o
o  HUREESD: MEUEI D FHEERESD.,
BEIEXIRAYEE Mmeta-datadiBlRfE, HEIESD SNl BEE=HS
ANFHIAE . LIMERaccess_log3iFfa, TEREEREMIRE, SEhttpdiHiz
BE—HEXNMNEEANAS, SEMIERT access_logEfE, HIZSE, EXIMNAY
BETERD HARMmeta-datadRialR, AFIEEFHARMIBR, RFEAZFENASTEFHRIBFEH
IR, BEUEEMERRERZEE, ERTIEHRER.
WIEFE

1. {FHlofmSEERERAHIE—BEEDaccess_logHHENEIE,
lsof -n |grep delete
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El 6-2 EES itz

t1 /1#lsof —nl|grep delete

OMMAND PID USER FD TYPE DEVICE SIZE

httpd 2660 root 4u REG 8, 2 43 58 faccess_log (deleted)

WEIRISEFR, /tmp/access_log SH#HFZttpdiE, MhttpdiHiZiA—E[G
XN BANBEHIE, 2% “deleted” IRZIRIBIXNBHESHUEE R4
If, ERHATFHEEE—BEHRLNEHSEANEE, BEit=EHRER.

2. gLUEREXFSEERBhttpdifiE, HERRERSR . EEFEL BE=Taccess_log,
HATLA T ds$iE=access_log.

echo "">/access_log

BIXMGE, WBETEAMERTLE ERE, WaRIEHESREEXESEANE
&, BIXITdf -hEEIRD KTEESRN .

6-3 EERBRTEHAR

[rootihostl /1#df -h
Filesystem Size Used Avail Use%s  Mounted
az 465 5G 4405 10%
166G 0 16G 0%

LinuxiB{ER A =R MR HEF BB SIUG RS RIE: Read-only file
system, SEURIELW.

root@oss-vpc-network-om-elk-20 logstash]# rm -rf *2019*

: cannot remove ‘' logstash-plain-2019-01-18-1.log.gz’ :
: cannot remove .log.gz’ :
: cannot remove .log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-21-1.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-22-1.log.gz’ :

‘ logstash-plain-2019-01-19-
: cannot remove ‘ logstash-plain-2019-01-23-1.log.gz’ :

logstash-plain-2019-01-20-

: cannot remove ‘ logstash-plain-2019-01-23-2.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-23-3.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-23-4.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-23-5.log.gz’ :

NRWNRRPRRHERRPRE

m
m
m
m
m
m
m
m
m
m

RESH
ARG RRE T AY

o NHRGHBRSHHREFHARIZEL.
o NHRGRIUDIESHITAER.
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IR, BiEEEAIREE Raid-REFEA T .

BRAF
BENHRE, AIRESFEHIEERKL, BASHERERHITRFE.
MATIHRIAEES, BaEFHEERRETESFENE.

= WHRFLRiEH R ESSEMIBREE SRR EL W
1. WTLAT GRS, BEERMRSUERER RAEEA:
mount |grep &
NREREREFEHH o, NIEEAESFRANRIESH.
2. EAERMERTFAILALUEE FRNEMMAITIER, I1T:
mount -0 remount,rw &S
(1 %8B
WMHEE NREIELUES A ER, FEM/etc/fstabSEhEEMNSISE

BET: MRERETEHSI rw, WHAREAXERGEREH

1. PUTLUATSS, RERZPXTFXHERNER.
dmesg |egrep "ext[2..4]|xfs"

LR PINERTI/O error ... inode FISEIREENIRE AR S EIZSFHUAN
Rigg=(,

1 EX

46.216028] EX
46.216101] EX
136.207714] EXT4-f X r-5

WMEFR, FBREEXHERES, BESHERERRE, BTXERAEERATE
EEE, FEEBIRAFERR (EXRN THERER ) EEXHRR.

EREANRRAPEAEHEEXHRESR.
FASHANIRE GRS
blkid
4. WENXMHZRS (LAvdb1R81) .
- extRIGRFNITIA TGS
fsck -n /dev/vdb1
- xfSEIIXERFHMITLA TS
xfs_check /dev/vdb1
(1 B8
WNRBEHRRARIFRZ SImounted, FTESEumountXHRS
1. PUTLAT S, BEELARMEEERIT
mount
2. HEIRE
umount E& S

5. EEMXMHRS (Lvdb154) .
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- RIS RESGHITIUT RS
fsck /dev/vdb1

- xfSHRIISUFATIA TS
xfs_repair /dev/vdb1

6.5 Inode T RFERSEL A CIEFT I Fn) it

[EJREENER
Sl E BRITEM, I2&8 e A=iE: No space left on device, cannot
create directory, Cloudn't create temporary archive name,
RESHT
LinuxRF X2 =/ S A2 9 TR TS E:
o YNEREZ=TIE,
e inode =PTSRS E
AR
inode (R5|TR) RETXHRAPH—NNHRFEWR (BEXMH. BR. REXH.
socket, BB ) HITTERHIE, EFEEMEATHEHSE.
SIETSE

1. HITUTGH<S, HIERENYETSEREEER.
df -h

& 6-4 1B EYIE=E

1 o=d =] =1 ka3 MOH

SNE6-4F~, WETERERER, ARIEHETEERHAIIETE
2. HTLUUTES, BRERFAUARInode T RERZR,

df -i
WEBhRYUse%9100%A3 N inodeiE R, TTLBITIA THUIRELE BRI
inode,

a. PUTLATa<, BEEEERXGHTIIE,
tar czvf /tmp/backup.tar.gz /home/data
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b. MIFRIIN BR FAIARFEERIN A Minode o

6.6 Linux IRfERATRSH/HUE D XIETZEREEATD?

Bl ERHEA
FELinuIRER R =R 5P RIE S ITIRR=EAE: No space left on device
B geREA

o M2 XblockZEMERZRIAFI100%,
o B XinodeZE)fERZRIXE]100%,
o EMIBRSERE DI G BARBENSEHEN TBIREK

e fs.inotify.max_user_watches{EfER

£ 9>X block TE/EEAZEAZI 100%
HATUTHOEEMESE.
df -h
HNE RS B AR BEblockZS/a)fE AR 100%
BRAR: I AEEE.

25 X inode ZSEEAZRIAZE] 100%
WITUA T S EE#RETIE,
df -i
WNEIREEW FARIREinode=S[B/{FEREZ100%.
RRBR: V' a=ER,
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ERERSE R O S AR SRR R =SB FRFER
1. EBRRSBEE, BITdf -hEF#EZblock=E(FRZFRI100%,

2. a‘%bﬁdf -iEE#RinodeTAfEAFRRIR, WTEHERR, Aflinode=[aEA=:
/91%

3. HfTdu -shEEFXH HA=EMEET R

EHRERK.

ARG
1. PUTLATEG<S, BRI KRR FERKERTIRAISY
lsof |grep delete

2. HTLATES, SREIERNHEETE,
kill -9 HERHS

fs.inotify.max_user_watches {E3£=

LinuiER A =IRSEEIZTZIEARE: No space left on device

1. BITATE<S, fwig/etc/sysctl.conf3f4,
vi [etc/sysctl.conf
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2. HRUOTHMEE:

fs.inotify.max_user_watches = 524288
3. HITIA TSRS HEERERS.
sysctl -p
Inotify BT SIS RAEL, BOAER TS NESTRIP DAl
#HE FRH8192, ATLUBEHMATIA T an<SRENZRIATInotify ST USRI o
cat /proc/sys/fs/inotify/max_user_watches

jatall#

NRUBRFIARBLABSMEAE X, WURINIPRHBILMEIES TF,

6.7 Linux B{ERE S =IR5SEEH buffer 1 cache §HAEFEE

ATF?

)RR

RS

TS

RGERKHIE(TE, freedsSEBRRNT, KURRAFARE, KEBS=Zbuffersi]

cached,

L1nux-nnkx: /home/yb/test # free -m
to used free shared buffers cached
lem: 48183 47343 840 5] 4754 41996

/+ buffers/cache: 592 47591
bWap &) ] B

7£ Linux BIRTEETES, bufferELinuxA7EHRYBuffer cache, cacheELinux7EH
AYPage cache,

e Buffer cache: EBEIRFATRIRFHITIZSHIHR, MRFITHIREEFIRSR
SKfEA, BIXIHRAVR(ER{ERbuffer cacheit{T4&F

Blan: SX—MIHHITSERIERIRNER, page cache FIABZNEE, Mbuffer
cacheN AT LARE S paget e ARRINEHRX, FHEREM— M ERXHIENR

T o RMIZIERETIREUERE SwritebackRY, MAREE N page5E], MRHE
E5OHENAIER S RIR .

e Page cache: EERRFANERS CRAIHHIERIEFRA, LEEHIZH
XS Bread/writelERIRHE . LinuxERASEIRENRIM FABBFEHNF
&, HEEEER.

LinuxEUAFE AR ZRlazytE(, BIRFNREZE, WASEEEMEEIRYSE
bufferflicache, MNRFEARF, NWBmhFEMbufferflcache, FRLAIEEBERT,
cache SRS REFIERM RN o

bufferflicacheZLinuxIRFIRFRIEENE, GRRFEATSZINEZRRZT, kM
s&kliBlRcache= SEUZEMAE RN FEEHBI I ONHEIZE, HIWRFRIETE
B
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(MEETY:
WNESIE R Hbufferfllcache, BILAITLATGS:

echo 3 > /proc/sys/vm/drop_caches

RIBATEAXNTRERE/LN, FITTEIMNAFRE.

6.8 I B=tBERS(ER growpart i F5 XEKBEA?

E)REIR

(RS

Y5

T antERE, EAgrowpartis S B XEFEM, HRIBER2HIL0:

6-5 IRIEIEE 1

failed |||I ||I||:|_.| te:11 pt_u pdate sdev-uwdb 1

partx: sde db: error updating partition 1

FAILED: ¢ db partition=1: failed to repartition
wasei LIARN ING ze failed, attempting to revert s
Warning: The kernel is still using the old partition tal

6-6 IRIEIETE 2

[root -. i L | ol l I# growpart sdevssdb 1
[
NOCHANGE : disk=rdeursdb partition=1: could only be grown by -1 [fudge=2848]

T S-EEEAEET SN XMXHRES, IREVRASXIRTFOX, AJgES
HUFERgrowpartip S BH X KM .

HiTparted -lis<, GNRstartyBRAIFE2048s5,E 1049KB, MFRRDEKRXITF .

6-7 IXRIIFF

(parted) p

): 512B/51Z2B

File system MName Flags
test

MREMAEXARIFFRIER, WHEES KTEET &, BEEFI SHEBEHD
EO

RN EFH BTG,
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(AR
BN XESHHMEBHIEERL, BEREE.
Folf BURFAENE, BERFANHTHIESM, FERT, B NRRBEHHE

. BFRLinuxz=iRSE.

2. (FLESEZBEFRBEXAHERE.
PATLA TS, BUTENSIRIE (LAsdb1fl)
umount /dev/sdb1

4. BUTLATEG<S, HITFI B,
parted /dev/sdb

5 7P, REIAINX.
PATLA TS, EaSHREEN— o XKHETT &
BFRERE—SXOULY S, Elt, MsEsEE—19X.
resizepart 1 ( XS, ZapSUULXT176)) 100%

7. TP, WIADXEET I

6-8 I B XER

(parted) p

Model : o filell (scsi)
Dis |b: 27
N (log sphysical): 512B-512B
Partition Table: gpt

Disk Flags:

Number Start size File system HName
| 1186GB 1186GH test

(parted) resizepart 1 188~
(parted) p
Model : o filell (scsi)

[ (log /physical): 512B/512B
Partition Table: gpt
Disk Flags:

File system HName
test

8. #47q, BipartedXE, Falff B0 KMAI.

6.9 SCSI ###2 10 FHKAS, E&HET BERKMEAD?

|E) AR

LinuxR& . SCSIEEEMEBRIRRS|[FITELH K (KTI100) §7'E, T _ZEHS
HEEELIRREETL.

SA%hRA 01 (2025-07-30) WRIERE © HERRARBIRAT 195


https://support.huaweicloud.com/intl/zh-cn/usermanual-evs/zh-cn_topic_0066615262.html
https://support.huaweicloud.com/intl/zh-cn/qs-cbr/cbr_02_0029.html
https://support.huaweicloud.com/intl/zh-cn/qs-cbr/cbr_02_0029.html

SEMERARSS =R
EPEHERR 6 HEBETE

FlEN, BHREAERI1CEESHEY BR2GE, HiTlbkGoEaEHERSE, KM
sdb/sdc/sdd/sdriVE R B ERBAETK .

6-9 iRIEES

53:1 lvm [SWAP]
33:2 Lvim  /home
8:16 ) disk
8:32 disk
8:48 0 disk
8:64 disk
8:80 0 disk
8: ) disk
2] C 'jj.":'- k
0 disk
0 disk
) disk
) disk
0 disk
0 disk
0 disk
0 disk
r.:j ] 5 k
) disk
0 disk
sk
HSCSIHEEZIOFEN KA, #ENFITERIMET FERTAINEREYE, SHED
HENBSSENREATER .
MRMEHEBINSIORIE, mRSRSEFRUSEEE, FHET FEY.
RIETE
;‘:T:Linuxiﬂﬁ%%%ljﬂ, SBRERERIIHERITIRSIOBRIE, FHET TEX, I
n:
WITUA TS, ERENESRERAE—I TS, #HITBI0RE,
touch file

6.10 Y{EiSIE Windows =IRE =& =5 5]

Brn=

HRREFNRERTAREN, RHMARS[ANSTEE, FERERAE, Ltid
ERLUET LA TR R R BIE R ERE T
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o (FHRGAEWZERFETHSERFERTHE

AN LUIRERZWindows 2016RIBARSS 2RI, NET FEREETERIEBRIE.
i Eﬂ@gﬁ: BHESERSPARRIFNEZERAIIR, EHEEIRXY, G8BFED
%iﬁ% 3 §|E| o

o TEHIRAERIIMHERERFRT, TESEETE,

J ZEHN%FHEEEQ, EBTHBERERZTE, WRAFEZIE, FESIERIL
*EO

o HHAFEFERERF, BHZEETE.

ERRGEH EREE T REERERTE
ST ERRSHRE, PHE NHFHEEIR.
R R
$W2 FEEMSHIES, BT “WindowsBI2TH > BEEE" .
M “HAEEIR: IREDERMEE” B0

6-10 FEEZEIE: IRahEREF
HEEE: WaEERE x

RN,
=R (D)

i O

- %ﬂ][ﬁ (D)

BB

H$|3 ETRAED, EEFFFEHE, LG Bkl
S ‘HEBET B0, WRREBMTEUECE ERRRI=E.

6-11 B
HEEE X

., HESERTTEHRALE (C) LERE T8, =S
- R/ vheETiEL

[FEE..
IFEEE:  ESmerresiEs

T4 BNitERRE, ERETIEEMRYE, FBRE “HE” .
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HPEHERR 6 Bz EETE
B R AIARIBRISIEAE
6-12 FIAMIER
EEEE »
TRSLE K A MBS IX T 41D ?
s =g = Elig
SIS B ‘MbRSE” , FRaEEHRE, B#EETE.
4R
EREHEREEAEENER
B ExiRSEEEA, BEE A FRERR.
R ERREREO.
T2 FEAMSHEF, EF “Windows&RSt > I=HIER”
s “FRrEIEHIEmR EH.
= 6-13 FiB1EHIERIT
EE FrasissIERa - o x
4 E > 28R > s v 0| | E=pamEE p
EERITENNRE TEAT: v
Internet T & i5C51 EEER 5 RemoteApp HISHEIEE
Ea Windows Defender & Windows Fiis B e
[ mssamEsiEiEes B mEEm
i sl HEETE @ =
= e zinEs B =meEs
© snEmeEan P & Z, m=nsn
O BEgHETE & eEEEs e R EFHTE
i == 0 == Poc]an
@ A 5 RS 2| AENEERG
SRSy ) = =t i i
O sasE [ e 8 B
G & =518 g =FEm
A
$I3 ESMIIES, EIF “EFRMEET .
HN “TERRFIINEE” &0
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6-14 I2FF0Ih8E

[ =anE] - %
- - 4@ 2HER > FERAERR » BEHNDE v o | mEEesmE
{n} N
EREEER T
EECERNER EETES . BNFETEEET  AESTEE . CEaEE.
G =REE Windows TEE
am v mE - @
=% - whE P EN 2
[E5]Cloudbase-Init 0.9.11 Cloudbase Solutions Srl 2017/1117 143 MB  0.9.11.0
[EE1GPL PV Drivers for Windows 2.5.0.120 James Harper 201878722 19.3 MB
B8 ntel(R) Network Connections 23.2.0.1006 HEWL) 2018/9/4 104 MB  23.2.0.100
[EElUVP VMTools for Windows 2.5.0.137 Redhat 2018/8/23 7.61MB 250137
< >

James Harper 7/ 19.3 MB

1 B
$R4 ERFIIRTD, PEFHHER, FaRed R .
s AR ENEIHEIE o

6-15 FIAENE
EEas

I BE=EFEE UVP VMTools for Windows 2.5.0.137 157

O LErEsTeisE =)

SIS BE R, FHANIER, AR,
R
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EEHEER 7 GPU SLAISPE i HT

GPU LAEPERIZH

7.1 GPUELHIIERE S

7.2 GPUSLHIpE 5 2:513%

7.3 HIREEME

7.4 IR IRE MRS X
7.5 B RHEIZEIRAGIET X

7.1 GPU SLHIHEAMERIE

GPUSLAISIEME R UE 7-1F7~, XIRAIRESIZNT:

o CESIEESHEM: ECEGPUNCESHIZERFEHMIESEtHEA].

o 73 WIRERWE: JEMAGPUKIEERINENS—RIE, tbtaJS%E7.3 &=
BUER T S1TIREE .

o GPUSLfifES35IR: RIFEREDAMIED KIIRPIRBIEIESEE

o 74JHEHERREMESE: XEFHJLUMREESBITHERE.

o 7.5 BRHMEZSMINAETSE: XEARATLUREESHIANSRKRERART S .
o BEFAZHAR: TEEKREBRIXTREKAKASITARIRIER
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SBMERARSS =R
EEHER

7 GPU LIFE R 12T

7-1 GPU LIS MERFE

CESEIEEE-EHHEM HFEISEHEERE

(RE=E)

|

HIEEEuE
A fE Al — RS E

R RS N AIREHE
RIS SR 23 e
ulteE
TS
5 SRR AR AT A
BRI
B
BRAATISE
T
= =z /\
7.2 GPU SCAIHES2R5ZR
GPUSLAIHPERY 93 25 RANFERT -1 P o
% 7-1 GPU LIS 25%
EEAIRERE | HiESEE B3

AREHE, 7] | RGEETR
REREX S

7.4.1 {{TENouveaulRSIREZHS:
HB9iaR

TIRE .
ECCHEI=

7.4.2 YN{IRMEBECC ERROR: SR
BT
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EEREEES

7 GPU LIER 12T

EEOIREHIE | ffERE XY
Rtz FHR|a)R 7.4.3 I EBAHRANZE, IEEhAATHA
EEA
GPUigE-Ra]Rt 7.4.4 WU R GPUISEKEIRR
EEERR! 7.4.5 YRR -RERR! [TlER
R L 2RI 7.4.6 ITRMEF P B{TREENVIDIAIR
&, CUDARE, RISIFRHSRITm
IXENFEA IR 7.4.7 AMERMEIRENFE S BIRR
Xid|a) g 7.4.8 YMIE N R ERIXidEET) R
RRWEA 7.4.9 AMARMERFPRNELPIRES: “H
FiZigRA a8, WindowsSigEE=
17 [a)R
{BIGIa 7.4.10 WA B ERIG S SHIER
BYIRED. EEABCEDIRR
License[agi 7.4.11 WO BRI R4 T GRIDIRE],
{BRMIE. EcEHLicense|aJRR
KE\JWEE{IB&, InfoROM$EIR 7.5.1 {{abEBinfoROMSEIR
z?ﬁ*ﬁﬁh ECCHSIR 7.5.2 QITRMEECC ERROR: 14T
nvidia-smi -q7ZfEdouble bit ecc
errorffiz, HESRER
7.5.3 YN{aXbEBECC ERROR: 1T
nvidia-smifF{ESRAMBJECCES IR
(V1008 )
GPUigE+® 7.5.4 AMTEEGPUIEE, HiiTlspci |

grep -i nvidiat SHANEFRHERE
arev ff

R

7.5.5 AHTMEGPURBEASE, HfT
nvidia-smisg$ RIMEE IS

IRENL IR S 7.5.6 YNMOIRMEIRENZIERTE “ Unable
to load the kernel module
'nvidia.ko'”
XidiRsE 7.5.7 AMTLEEGPUEHINIIE, 1£
message A& ATEEXIdiR S
A —
7.3 BPEERME
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7.3.1 HIRERKELE
PP A (R S S M S A — SR ST (S B I S TRV

o HIBEE—BKERNMERGIENT:

a. HIEEE—BUERATEM: https://hgcs-drivers-cn-north-4.obs.cn-
north-4.myhuaweicloud.com/release/script/diagnose_gpu.sh

b. #ifTbash diagnose_gpu.shis<, RBERWERIEEXH
diagnose_gpu_xxxxx.tar.gzi#{T B HFE T TR R AT,

o (ERGIIREERIBEEERT-2.

RT1-2HBUSERE

S ES =P =]
EREKRER 7.3.2 YEREVERID

7.3.3 MUERE-RFMEE
7.3.4 TR E-EEMEE

E-REFEESE (Linux) 7.3.5 ATEIENVIDIAREIRE R
7.3.6 AT EAXIDIRIBEER

NVIDIAB ZUZEE (Linux) 7.3.7 AAWENVIDIARE

B AIZIEEUEE (Linux) 7.3.8 AT EAAZESE

IRENZ LS EMEE (Linux) 7.3.9 HMW SRR LIS R

7.3.2 AMEZRENE R ID

o LinuxiMERFIREVERIDRIGEI T
a. EFRHETIRSER

EEERETHITnvidia-smifs$ ., ( CCEERHAS=N/opt/cloud/cce/
nvidia/binERT)

________________________________________________________
n: 468.73.81 Cupa Version: 11.2
e-Ml Bus-1d ) A | Uolatile Unc
/Cap | Memory I GPU-Util Compu .
| | MIG M.
_____________________________________________________________________________
Off | BBBAAE660:86:8D.8 Off | (7]
s 78U 1 BMiB ~» 15189MiB | Default
N-A

——————————————————————————————————————————————————————————————————————————————

Type Process name GPU Memory

_______________________________________________________________________
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SEMHERARSS =R
E(EREEES

7 GPU LIFE R 2T

o WindowstERFIREVE RIDRIFSEIN T :

a. HWANEFIC|Program Files|NVIDIA Corporation| NVSMAER

b. #ifTnvidia-smisps.

CcubA U

GPU Name

Fan Temp GPU-Util

Off | 6BOPB660:06:60D.8 Off
7auw 1 BMiB ~ 15189MiB

[ R - —-

Process name

7-3-3 tz[”E_I-EiE‘ ﬁ%‘n:u\

o BHIEEERIFMEE
a. BFRRMURIRSE.
b. HITLATa<, BEEER RRIFHAEE.

nvidia-smi -q -i S{&-FID}

o BHMEERNFMEE
a. BFRRMURIRSE.
b. #ITLATS, FMBEFRINFMER.

nvidia-smi -q

PITESRTRBIAIT

Uolatile Unco

Compute

GPU Memory
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Size

7.3.4 IMOEBREREMER
SRR R T

. BFRURRSES
2. mgL‘J\"Fﬁ%, BEEREMER, WASSMRSHMEERE—, FREFO
EER,

Ispci | grep NV

WNTEPRrR, AILAERIE—IKGPUER, BEK=2rev al, IKEIEE; R Arev ffaf
HitkZ®, WE-RrIagtafE,

=14 Ispci | grep NU

B8:8d .8 3D controller: NUIDIA Corporation TU1B4GL [Tesla T41 (rev al)

7.3.5 #[{aj&=i8 NVIDIA BIEEiR(ER
BEGINVDIAEIRES BRI GEUT:

. BREMRIRSR.
2. HTLUATESS, BEERAF EerorEE, REFRIBER.
dmesg | grep -i nvidia
WENTEEEFEEREFESR, H0: NVRM. nouveau. nvidia. nv=2HESs
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7.3.6 A{aIEif XID REESE

XID;HEZNVIDIAKKNEF IR FR SRR ASs S M HSITENRNEIRIRS, AT
’fﬂRGPU%%i%iFF RAGPUREMH . NVIDIAZAELIS N RIEFFRITEIRSEER | %%ia“eﬁi
8. HRABEEER.

EiGXIDIREEEEZNT:

1. EFEU=RSBR

2. WITUUT®S, EEEEFEXAEXRE, REREER.
dmesg | grep -i xid

o EKRBIMGPUT S LMIXIDEENZ, RTXIDER.,

o FRBEMGPUT R ERIXIDREARAANT, E0JiRR7.2 GPULAIEIESEFIFREE)
T RRRIDM, SRR A RIREVEEED

7.3.7 W{aIZEE NVIDIA B3
WENVIDIARE S EINT:

1. 7—?%5‘% EEHE;': Bm o

2. EEFEBRTHIITUTHS. (WNRZCCEHS, #AZF/opt/cloud/cce/
nvidia/binBREH4T )

sh nvidia-bug-report.sh
z
./nvidia-bug-report.sh
3. WiITERESESRMITER T4EMnvidia-bug-report.log.gz, #fi#FzZHE.

[rootBecs-dd86 ~1# sh nwidia-bug-report.sh

It may take s : o run. me

- it may hang tryir o re a generat wamically
vy the Linux kernel and-or I.hl H"][llﬂ kernel modu While

the bug report log file will be incomplete if this happens, it
may still contain enough data to diagnose your problem.

g -report.sh hangs, consider rumming with the --safe-mode
and line arguments.

log file when reporting
J forum f ms .deve loper . .nvidia.com)
i by sending email to 'linux-bugs@nvidia.com'.

—bug-report.log.gz' to NVIDIA, you acknowledge
g 18 1 information may inadvertently be included in
he output. M nding the reqoin JIDIA will 1 the
wiput only for the purpose of investigat |||| your reported issue.

Runming nwwidia-bug-report.sh... complete.
[rootPecs-dd86 ~1# 11

total 12

r-r—-r 1 root root 1279851 Dec 2 11:58 nvidia-bug-report.log.gz
[rootfecs-dd86 “I1# _

7.3.8 MMTEAAKER

EEARERNEENT:
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. BRBMURIRSE.
2. PUTIAT&S, EERARRAE.
uname -r

[rootPecs-ddB6 ~ I# uname -r

4.18.8-248.18.1.e18_3.xB6_64
[rootPecs-ddB6 ™ 14

3. BITUAT®S, EELEIRITRIMZARE .
Ubuntu: find /lib/modules -name nvidia.ko
CentOS: find /usr/lib/modules -name nvidia.ko

[rootRec 711 ° IIr find A | 1 ibsmodu l name nwidia.ko
susrsli 5

.18 .8~ ‘| £1.3.el? h bdskerne l/drivers-videosmvidia . ko

4. HITUATE<S, BEICChRA.
rpm -qa | grep gcc

5 HITLAT®S, &F&kernel-develiRA,
rpm -qa | grep kernel-devel

7.3.9 AMOERIR AN RIS R

NI Z 2RSS RIS EIN T

1. BREERIRSSR.
2. WTLAT®S, REREEA T nouveaudksl,
lsmod | grep nouveau

AR ZBIRNZRRMEREE, WEE/var/log/nvidia-installerlog IRaZRHEE, Fikfi

BEER.
7.4 IEEEHEER RS IESE
7.4.1 {{IJAME Nouveau IREIFEEFHSEAYG)5R

R
NouveauSRFEFIFTAESHLINUESA KT, EITATEERENR, —REN
FEPERBCHMERE (MECSHREIS HORE R RROTLEEE ) -
FlERFS

1. WIFUTHS, BELnuAZRE T XPREIREREFER
dmesg | grep error
-  WMREEEFEEHEERnouveauXiEFHE, 1HBINouveaulRzIRJ 8RR, A
WIT2H—EHIA .
- WNREEEFEEFHFREEBnouveauXBEFIE, WEHNIT2,
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2. HIFUTHS, BEEEELENouveaudksf,
Ilsmod | grep nouveau

- WEREAFEREEABTLEIEPAE EZnouveauXEFHE, iAENouveaulRzf

E2A.
- NRESEREEEowveauR T, BIANowvea kRS, NEE
ZHNouveaudkzl.

_|1 Ep nouveaun

nwidia_drm,nouveau

» drm_kms_helper,cirrus,nvidia_drm,ttm, nouveau
[rootB@ecs-ddB6 ~1#

1. WITANTds<$migblacklist.conf3XX {4,
WNERRA “/etc/modprobe.d/blacklist.conf” &, 1BEFEE— .
vi /etc/modprobe.d/blacklist.conf
SN NEARINENHER .

blacklist nouveau
options nouveau modeset=0

2. BUTLATS, BHFHIHE—Ninitramfs,
- Ubuntuzs%:
sudo update-initramfs -u
- CentOS&E%::

mv /boot/initramfs-S(uname -r).img /boot/initramfs-$(uname -
r).img.bak

dracut -v /boot/initramfs-$S(uname -r).img $(uname -r)
3- H‘L?EL\J\—F&%%; EF‘EHEW ag o

reboot

7.4.2 41{a4: 1 ECC ERROR: FESIRERIDE

B IR

K

FIBTS T

o USBREIEANGPULRE, RIUSEE, BEIEMTRIIES,
o EAEMVEFERRRARFE.

1. BTLATES, BEEEREEFEecc error,

nvidia-smi
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R 19EIELEEHvolatile Uncorr. ECCTRecc error > 0, T TSRS, &%
GPUREREHFESRER.
nvidia-smi -q -i &{gpu_id}-d PAGE_RETIREMEN

[rootPecs-dd86 ~1I# wvidia-smi -q -i @ -d PAGE_RETIREMENT

Z 14:58:38 ZBz2Z

Pending Page Blacklist

[rootBecs-dd86 ~1#

EIRERPHIMNOERRAFERSIBER

WNER1PEIELERPvolatile Uncorr. ECCTRecc error = 0, HiTLAT®HS, BB
BN RERAEEEFRER,

nvidia-smi -q -d PAGE_RETIREMENT

WNR3MERLERHPending Page Blacklist/gYes, RBBFHERSIRER, Hmm
INBAREN LR
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Texture Memory
Texture Shared
CBU

Total

e Bit EC(
wding Page Blacklist

e
urrent Temp
hutdown Temp

GPU Slowdown Temp

GPU Max Operating Temp C

Memory Current Temp 29 C

Memory Max Operating Temp 85 C
Power Readings

Power Management Supported

Power Draw 23.37 W

Power Limit 258.688 W

REETTIE
o JiE—:
a. PUTLATa<, EBGPUERBIRFEIRERA HRGPURIEEE .
nvidia-smi
b. #HUTLATE<S, EEGPU,
nvidia-smi -r
¢ HIETUTHS, BEEREFEFERER.
nvidia-smi -q -d PAGE_RETIREMENT
ANERPending Page Blacklist ANo, HEBHBIELFRER.
o iR
a. WITLUAT®HS, EBE=RSRHR.
reboot
b. HUTLUATHS, EEREFENRENR.
nvidia-smi -q -d PAGE_RETIREMENT
ANERPending Page Blacklist ANo, HBBHBIELFRER.

7.4.3 IMTLIEAERZE, IXaIAE] AR
B R EIA

e  EFP#fTnvidia-smi, RiEfailded to initialize NVML: Driver/library version
mismatch,

o  ERFH{Tnvidia-smi, IRENVIDIA-SMI has failed because it couldn't
communicate with the NVIDIA diver,

S nvidia-smi -L
NVIDIA-SMI has failed because it couldn't communicate with the NVIDIA driver.

Make sure that the latest NVIDIA driver is installed and running.

FUER U
1. PUTUT®S, EESFRZIRE.

uname -r
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2. BRIEFENRAEZRSHFIIITUTHS, EELEIRITAIRZIRE .
- CentOS: find /usr/lib/modules -name nvidia.ko
- Ubuntu: find /lib/modules -name nvidia.ko

MR ISP RIZIRT S LEE NSRRI —E, WA SRR RESERY
KENAET A o

REETTIE

1. HOXHITLATES, BERNVIDIARIIRES
rmmod nvidia_drm
rmmod nvidia_modeset
rmmod nvidia

2. HIFUUATSS, BEGPUEE.
nvidia-smi
- WMREEEE, WERSES.
- MREIEHIREE, BE2EGPURIATTAFAI IR EHITIRE.

7.4.4 W{T4ME GPU $E-Ka)5k
AR A

a V1885 | BBBANAAA ;¢ i
4] 3 s i BMiB ~ 32518MiB 7 Default i

+ * +
la U1885-PCI. . | PBBBOEEA:BB:11.8 Off | ai
Pa 36U i AMiB ~ 3Z2518MiB 4 Default i

vie8s-prcI. . | BBbBAEBB:BB:12.8 Off | 8 i
ra 3 i @MiB ~ 32518MiB | 3 Default 1

| BBPEAAAA A0 :173 . ¢ Ff i a i
7 Default 1

a1l
Default i

PID Type

N EEFfR, HiTnvidia-smissSEBRI7KER, LRZNBENESKER.

FIBTS T

HITUU TSRS, EEHNHESEMIBHNNEREE—X, BEREMIKSIES
(reval) , BHEEIRIBAMEBREAE; NREHAZERHEE RS rev ff, 15
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*EJ%E%S EREEZH R GEHTHIEIZH . SIS N E-RHERLIBZ GPUITLE
i—.\l‘ o

Ispci | grep -i nvidia

WETE
o IFCCESSRHAR, BINEMEITEEN, SFRIRAIEAER Tvidia-smi, &
BEEERFEOFIR; BRETOF, BIRIET.3 HRERNRERELRERE
BRRBARSIFAME.,

o CCEERHZE, BIRIE7.3 HEEEMEWEHMIEZ S BRI ALISZNIE,
7.4.5 W{OAMEE K ERR! [GJER

B fEA
HiTnvidia-smidp<, {XPwr:Usage/Cap ( 865E ) B/RERR!
-bllln‘l‘l‘.-‘lw.lltl. smi

i NUIDIA-SMIE Driver Versi CUDA Versio

H + +

i GPU Name Persistence Jus - I¢ s i Volatile orr. i

i Fan Temp Perf Pur:UsageCap} Memory-Usage | GPU-Util Compute M. |
H H MIG M. |

+ i
B Tesla T4 Of f | APPPPRR0 .00 :8D.08 Off | i

i NoA 49C P8 | ERR! ~» 78BW | BMiB ~ 15189MiB | 4 Default |
i i i N/A

i Processes: i
i GPU G » PID Type Process name GPU Memory |
i Usage !

i No rumming processes found

QBT E
1. WMRMFIERPWSEIESE, Xnvidia-smill{TEZEERR SRj08R, TELME,

2. MRIENSESELZERNG, TREIWL, BIRIE7.3 HEERBERESTEER
[RERBRIRARSIFAIE

7.4.6 QAR EEFA P B3 NVIDIA IE5f). CUDA i, ZiEidie
R a)RR
EERRA

AP ERTHFIRMIATRGEFAARE, BITRENVIDIARGIEEE . CUDAR Y
8, FRRIEPHAHIITIRE
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FIBS T

ET5E

8.39_linux.run
Or near unexpected token "newline’

inux.run: line
o sh cuda_10.1. _418.39_linux.run
inux.run: line
inux.run: line

0 ch file or directory
39_linux.run

1l: syntax error near unexpected token ‘newline'
e 1: “<html>"'

. B ABPERRREXH
2. HHABFPBINVIDIATIGERIR .
AR FBZRIBARNVIDIAZHELIR A LAR: CUDAZHRRZ o

o EEEFEHEMNTEIRGMHA, RIEHEIENRIRNE TR APIZHAY
CUDAIRA, RERE,

o MREMLRIKHAFEAAFZNETRENRAE, BERRERARIFLIE,

7.4.7 WHTEIRIRENFR A 1SR

E)REIA

1E7E

HF#{Tnvidia-smisp $EIEIRE “No devices were found” .

No devices were found

1. EETRSHAILOINE, WARFERIREER.

- ANSE{FEFRNVIDIA Tesla T4 GPU ( 530, Pi2eiGe#itE ) , 152 W T4 GPUIE
Z2ETRE HITRHIE,

- RFEREMMBRINGPURIRS SR, ITTF—£.
2. BFERBZHE “/var/log/message” , BEFERNEXIRE

- UWNREFEEREE “Failed to copy vbios to system memory” , BJRERHTFIR
FNE/ENHIRNSE, BINFTFBIRIITAMIEL, REFRNETFIMNEIRZES

GPU 0000:06.:0e.8: Failed to copy vbios to system memory.
: GPU 0000:06:6e.0: RmInitAdapter failed! (ex3e:exffff:s52)
: GPU 0000:00 rm_init_adapter failed, device minor number 1
: GPU 0660:00 Failed to copy vbios to system memory.
: GPU 06080:00 RmInitAdapter failed! (ex3e:exffff:s52)
: GPU 0000:00 rm_init_adapter failed, device minor number 1

: GPU 0000:00 Failed to copy vbios to system memory.

: GPU 00060:00 RaInitAdapter failed! (6x3e:6xffff:852)

: GPU 0000:00 rm_init_adapter failed, device minor number @
: GPU 0066:66 Failed to copy vbios to system memory.

: GPU 0000:00 RmInitAdapter failed! (ex3e:exffff:852)

: GPU 0060:80 rm_init_adapter failed, device minor number 8
: GPU 0000:00:08e.8: Failed to copy vbios to system memory.

i PUTLAT RS, FRESAKER .
nvidia-smi -pm 1

i. PUTLATES, FTHHEIE “/etc/rclocal” 3715,
vim /etc/rc.local

i. BEBEFNBERBRE, B “nvidia-smi -pm 1”7 BN “/etc/rc.local”
X,
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iv. 3% “Esc” , BIAwqiRFFHEH
v. BUTLATEGS, iRINEEMIR .
chmod +x /etc/rc.d/rc.local
-  EAREIEXERE, PUITF—%.
3. BEEXLAINTeslalRaR A2 /9510.XX.XXo

- B, ZERASERARGIREFEREIENE, BNERIKERE, 52
ELHRGPUIRR]

- &, BT %

4. WIR{PBAREMRER, 151E1E7.3 HEEEWEREEE R AR IFIE,
7.4.8 UMb IE RIS RY Xid P T)RE

BJSEES)

Xid | %88

13 | Graphics Engine Exception, JERE4HE, tJaERIE<SHEIRE .

31 | GPU memory page fault, JFREHEIFE, BIgEinia) 7IEEMNESE,

43 | GPU stopped processing, IFE4#E, olseREBIIFEIR.
FIBERILASENVIDIARIXIdIEIASAS: https://docs.nvidia.com/deploy/xid-errors/
index.html,

RET5IE

1. RREETELHANEXdEREREX.
2. HHIRFEEE, SRERBHOTES, WARSHERSIANRIXIIHE,
3. BAREERSIN, BERERARSTHFE .

7.4.9 IfIAMBRAFRIEMIVIRIEE: “HBTFZKEEE™R, Windows
EREELE" [T

I ERFEIR
FPEWindows RS B2 D RERBTENR FEY, KIRSRSHEERE
“BTFIZREEDE, WindowsEIFEELE" .

FlERS5 =

1. BIABRPRLENERE, 2E5E8HIERFOOM,
2. WRBFERIIRVGPULA, AR5 ENAIIREIRAZE ILES
a. ERLHIFFEFEN.
b. #fTnvidia-smidpS, BEEIREMRA, FXIBIRAEEXR.
WRAELEFXZK: https://docs.nvidia.com/grid/index.html

SASRRZS 01 (2025-07-30) WRINPTE © HERIRARBIRAT) 214


https://support.huaweicloud.com/intl/zh-cn/usermanual-ecs/ecs_03_0177.html
https://docs.nvidia.com/deploy/xid-errors/index.html
https://docs.nvidia.com/deploy/xid-errors/index.html
https://docs.nvidia.com/grid/index.html

SEMERARSS =R
EEHEER

7 GPU LIER 21T

ET5%

ERGPUBRMTARSS =R

- ERTERSRELERE, WIKETHK.

- ANBEE, WHRITT—%,

BN ERGPUIKEIEHRIRRIMRA . 1555 &R HRGPUIRE] .
NRAFERRYRVGPUSES], BSEAIBKERASENIRASAIES, SERRAT
BCHOBKENAR I o

7.4.10 (M IBAFERBSRSHISENER . REFEEE-R

4

o)A

FIRFS T

LISLyaprS

PSS 2MESR (#E) B9, (BRPEETHTesladksh ( GRIDIRE) ) BIAHE
R, BITIHRTHEE .

flan: FRPERZSAMESR, EREARER, BETERIRE “A D3D11-
compatible GPU (Feature Level 11.0,Shader Model 5.0) is required to run the
engine” ,

B’ Message X

A D3D11-compatible GPU (Feature Level 11.0, Shader Model 5.0) is
required to run the engine.

FERPISEMER (HE) 19, BRPEET AT ATER, BREHE
KRz, SHGPUBEHNARTHA, HiTnvidia-smids$ikiE “command not
found” .

WABPIEFERDS .

BRERNEREE TR . 2ECRB1T%%RE). IKEhEESERH=T

[iTe

- NMRAFFERNESHEERNAHER, TETBGRINXHOIERNERSIK
HARA . B ZIRPiEAwith teslaZtE, MEISRZEGELEEteslalkE];
WA with grid=FiE, NIERIZIRGELEGRIDIEE ( A~8iELicense ) .

- MRAFERNENEEGSEMER, T@Ednvidia-smiss$THREL
KT IKENARABIAIRENZEEY . IRENARAN

- MEPIEEB{TZRETesIEE), BEYENEZEFHRTeslaIEsI S5 CUDAKRE
RIRAEERXR, aj&%ETeslalkziFzCUDAT EGFEAR .

MRAPARLZRG), BEITRER, SRHEINEINAHRG, SfERIKL]
BRI ALK

WMRAFEZREE, BRNFEERTS, BHHRMNEEN%RR. 5%
LHGPUIEE
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SBMERARSS =R

HPEHERR 7 GPU SLAISIER 2T
7.4.11 W{AAMERPZREET GRID IFE), {ERMSE. #HoE License [T
Eﬂ

[t e

RPIS2MERAIER, BRFES%% 7 GRIDIKE], {BRFRIGPUERZRRIREL
ERMBEATREITRER

Bl BTEWGIRBNESS, ESSRARELEREETT, GPURIMRERILE; &

&/var/log/messagesHEAMBUTIREE, @0AFERMARFRBWX T License(BEK
EtELicense,

Valid GRID license not Tound. GPU features and performance are restricted. To enable full functionality please configure licensing details.]

RIBTE
1. E%i)\f}g):'ili%ﬁﬁﬁiﬁﬁéé%ﬁﬁHZ&LI*IE, R {EBIILAIIE 25 H e ER AL
HEK,
2. FPRELEGRIDIEEN, HiTnvidia-smissSEREEZREIEE,

- WREERIEE, BREEAFIRRA, IKIRARZGRIDIREIAIARAS, NixAE
B %EGRIDIRES .

3. HRPREMLT License, INEREMLLicenseE ELHBE [ License,

a. WRAFERMBZELicense, 1BESEFRTIEGPUNIERELECSHIGRIDIRENMISE
License[5BRIEIE S Ec&License,

b. INRAFEMWXLILicense, {BRKELELicense, 1BHESEFaNREGPUINER
ECSHYGRIDIRENECE LicensefR5S 28 5LicenseS {4

7.5 EFHEIZHT ARG X
7.5.1 {0{TILEE infoROM iR
EIRR A

LinuxiBER R =ARSS & 7EH I Tnvidia-smifi SIREE “WARNING:infoROM is
corrupted at gpu 0000:00:0D.0” , HERARFISZSERZFIFIN,

CUDA Versiom

Memory-Usage | GPU-Util Compute

B Tesla UV1BB-PCIE Off | BBBEBAGA :88 8D .8 Off |
i N ZA8C PA I4M ~ 258U | AMiB I2518MiB |

G: infoROM is corrupted at gpu BBB6E:88:8D.8
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SEMERARSS =R

HIPEHERR 7 GPU LIFER 21T
IR EH

EeteERARY, GPURMEFASERNEEERS (RERABREKER) -

)RR
PIRER/IMECCIEXAE R REURMIER, SEAZIRBIIGPURF RESEER .
ETSE

1. WRARPWSERZR, WEBLE,

2. BRIRBAELEWSS, BUTREIWIERE, FRIE7.3 SEERREE T IEKREER
&, BRRRARSIFLIE,

7.5.2 {4t ECC ERROR: #11T nvidia-smi -q 77£ double bit
ecc error fHix, HERFRER

LEIEES

SRR M FERE.
)RR

IRERAI— N e B GPURIIEE RIFBRZ .
WETSE

HiTnvidia-smids S, EEEREE.

e NS 7Evolatile Uncorr. ECCNecc error > 0, HifTnvidia-smi -q -i & {gpu_id}&
RHNFHEER .
e HNR7TEvolatile Uncorr. ECCRecc error = 0, aJLAH{Tnvidia-smi -qEEFER

=
N o
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= pRSS 2R
HPEHERR 7 GPU SLHIEIEFIZRHT

e UM% Pending Page Blacklist ANo, Hdouble bit ecc errorif%, PHEEZHIEES

IREHRREM:

a. H4Tnvidia-smi -rip$, EEGPU,

b. #i{Tnvidia-smi --query-retired-
pages=gpu_name,gpu_bus_id,gpu_serial,retired_pages.cause,retired_p
ages.timestamp --format=csv, {NREL5REI T double bit ecciiiR,
MBAREAZIFHE-RAE;, BN, EEGPUEKERAFISEEIREIER,
R IKEEEN E-ReJLAAREER .

i --query-retired-pages=gpu_name,gpu_bus_id,gpu_serial,retired pages.cause,retired pages.timestamp --format=csv
retired_pages.timestamp

Mon oct 17
Mon oct 17
. Mon oct 17
cC, Mon Oct 17
, Mon Oct 17
cC, Mon Oct 17
, Mon Oct 17
cC, Mon Oct 17
, Mon Oct 17
cC, Mon Oct 17
, Mon Oct 17
cc, Mon Oct 17
, Mon oct 17
cC, Mon Oct 17
, Mon Oct 17
, Mon Oct 17
. Mon oct 17
cC, Mon Oct 17
, Mon oct 17
cC, Mon Oct 17
, Mon Oct 17
cC, Mon Oct 17

, Mon Oct 17 15:04:02 2022

Tesla V100S-PCIE-32GB, 3 CC, Tue Oct 18 09:00:45 2022

7.5.3 #0{aJ4bE ECC ERROR: 14T nvidia-smi 27 SRAM B4 ECC
a2 (V100 BE)

EEAELES

EETE MSEERE,
)RR

ATEEEAI— S N GPURIIE X R R .
LMEFE
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HPEHERR 7 GPU SLHIEIERIZIHT

e UNSR7Evolatile Uncorr. ECCFABIfZE Eecc error, #ifTnvidia-smi -q -i &.
{gpu_idFEERHIFHESE.
o élfﬂj%&volatile Uncorr. ECCTRA&ecc error, ATLAIfTnvidia-smi -qBEERES
YTRo
e 0% volatile T Single Bita;Aggregate FAISingle Bit{X&Device MemoryIiE#{E
180, AmER, THELE,
e 0% volatile T Single Bit. Double bitakAggregate FAYSingle Bit. Double bitfF

TERegister File+L1 Cach +L2 Cache+Texture Memory+Texture Shared+CBU >
0, MRHE7.3 HISERMEWEMIEEREERARIIHEIE,

Lroot@train-g

7.5.4 W{TRLEE GPU iER, 4T Lspci | grep -i nvidia (s SHAEIE

Kk EEE R rev ff

LTS
i*)ﬁlﬂ@é’tﬂﬁéiﬁﬁﬁﬂ, GPURMEF A ERSEENE (RLENBFRRIE
).
)RR
FTREIMECCIEXAF BRI R, NTISHAZIBRAIGPUMNTF R L.
IBT5E

1. APELEWSFHRITISEER
2. BUTWISSERE, 1RIE7.3 MIEERINERESIRE SRR ARSIFLIE.
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SRS 2R
HPEHERR 7 GPU SLHIMIEFIZIHT

7.5.5 {MaALEE GPU BEARE, BT nvidia-smi G5 AMEETS
EIHEAELS

ERERARE . NERE.

ARG
SFRETS, PHAPLS
IETE

HiTnvidia-smiipS, EEXNBERIER.

o MNERNEEEEN0, HBXEREFERE, BREL #L TWSBIERE, R
1773 ESIBEGEHSZ%HSZEE&BE{ =) Fﬁﬂéﬁi}i*i?ﬂéﬁ@# FEIO)R

o UNEXEERERR!, AJgEREAE RN, ARPEELEWS, FERERING
BHiiTnvidia-smifs$, BBERRIZEIHL,

- WMREIRIEE, AP RAETWS, REERESTHORKINER,

- WMRPBARKEIER, RIF7.3 WEERKNEREHNIEESBIRERASITL
EEO

| NVIDI Driver Version
| GPU Name
Fan Temp Perf Pwr

(p | :
|ERR! | 82C R! |/ 25€ 12196MiB | e Default

7.5.6 AT ERIRThZEEIREE “Unable to load the kernel module

'nvidia.ko'”
EETEES
1.

i NURM

pands .
or 1 devicel(s)
e initialized

€
- H\L|[Jin GI

(PCI ID y) installed in this system has

fallen o e and is not responding to commands.
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= BRSS 2R
HPEHERR 7 GPU SLHIEIERIZIHT

2. AEREF—E

EIEEA
SERANLELY, BETEFER,
MEFE

1. HFLUTHRS, BEERRRE, HERIZRAZRE—H.
rpm -qa | grep gcc #BEFgcchRA
rpm -qa | grep kernel-devel #&ZFkernel-devel R4~
- WNRAZMRAEFR—E, EEERE.
- WMRAZMRAE—H, URITT—2,

2. BAEdmesgH®E, KWBEREFENVRMIEHE .

- UNERIREE “NVRM: fallen off the bus and is not responding to
commands” , IHBIRSENTE, BRERAIFARIER,

- WRBAREPATR, ERIE7.3 HIEEREEKEGPUMIRFEX R A4k
IEO

7.5.7 AT GPU EHIEEE, £ message HEFRAIIFE Xid
iRtE

ESUEARS
X1 | 1388
D
32 | Invalid or corrupted push buffer stream, X8 PXRIIEIRIA
74 | NVLINK Error. NVLInkREF4HIXID, FAGPUBHIIEEE NEHE
79 | GPU has fallen off the bus, SZeRiE, B NE4HE
ISR LASENVIDIARIXIdHEIASIES : https://docs.nvidia.com/deploy/xid-errors/
index.html,
SIRTSE

1. #fTdmesg | grep -i xidip S, BEEEAFEXIARE .

2. BRRAELEWSS, FUTISSER, FiRIET.3 MEERINESEHIEKSIEER
&, BRRAITLE,
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= RSS 2R
HPEHERR 8 GPU IXzEhtifE

GPU IRzhiif=

8.1 GPURTIREEA?
8.2 GPUIR=NAATH
8.3 GPUIREERRE

8.4 T4 GPUIRERET=EBE
8.5 GPULPIFEE, &

J37?

ERXHZBERDINVIDIARNZIEEHAEEAT?

8.1 GPU IKshFEEA

~

[BIREfER
FEGPULAIF, FITLATHRSERGPUERER, RRERLEHUITIEERIER. T
SRR FE.
nvidia-smi
EIEESNTFR:
-bash: /bin/nvidia-smi: No such file or directory
17
nvidia-smi: command not found
BIEEEES
ZRSBHERNFE . IRELERNHE R -
RIEFSE

o WRFKRLIEGPUIRE, 1BEFHLEGPUIRE],
REIESIESE: RIEGPUIRE)

o WREZLEIRE, BRIXENHENE.
HiThistory, BEEREHITITEEIR(E.
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SRS 2R
HPEHERR 8 GPU IRZh#fE

HN\/var/logBZR, BEEEEEnvidia-uninstall.logB%®E, MR EIRAGPUIREIE
RENEL, BELIREGPUIRE,

o WMRELEIRE, BRRPREFE.
a. ENEIRED,
= J5A1: HifTnvidia-uninstallds <, EIEIRE.

SRR SAFET LT ERRRS[/ERAIREMRA: whereis
n... ENEIKED

B A2 BAERGBEETENIREIARA: whereis nvidia

8-1 EifLIAIIKEIIRAS

| 1 whereis widia

nwidia: susrssharesnwidia Ausr/srcenvidia-396.44-nveidia
[ 14

RIEEIIRYIEENMRAMNVIDIAE M FEIKaNE (AL EHT ka8 R
AT HUTEEEIE, BEEERRERMINREIZREE ) .

LAIREHkR A nvidia-396.447941, #1{Tsh NVIDIA-Linux-
x86_64-396.44.run --uninstall, EEIXE]

b. EXRIKEN,
BIFESIR2%E: REGPUIRE)

8.2 GPU IREIAETH

~ E N,
A
HiTnvidia-smiEEGPUERIER, ERUT:
NVIDIA-SMI has failed because it couldn't communicate with the NVIDIA driver. Make sure that the latest
NVIDIA driver is installed and running.
8-2 GPU IXzAAT A
: égl:?dli't communicate with the NUIDIA driver. Make sure that the latest NUIDIA driver is install
L)
G
RrWtt T 7T HE, SEEHAZLE, GPUIRRIARA.
=18
[BHEE

RIEFARNRSRERSHPRTU TS, EELREMIIHIRZRE:

e (CentOS: find /usr/lib/modules -name nvidia.ko

e Ubuntu: find /lib/modules -name nvidia.ko

~f5: LACentOS A, T LEiREGS, CIREEWNES-3FReJLIEHGPUIREIZE
F3.10.0-957.5.1.el7.x86_64KR ARIARIZZEH .
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SBMERARSS =R

PR AR 8 GPU IRI#ipE
8-3 ZRIRENATRIPIIZIR A
[rootBecs-6711 “1# find rusrslibsmodules —mame nwidia.ko
susr/lib/modules-3.18.8-957 .21.3.el?.xB6_64-kernel-drivers-videosnvidia . ko
[rootlecs-6711 " 1d _
#iTuname -r, WES8-4F7R, EEHURIMNXIRAZ3.10.0-1160.24.1.el7.x86_64,
8-4 HPIRARA
[rootPecs-6838 ~1# uname -r
3.18.8-1168.24 .1 .17 .xB6_64
[rootlPecs-6838 ~1# _
15 B R IR ENAY AL AR AN ER = B AR AR A —E
BT

o FiE—: EFEN, EELEGPUIRGNATAIRZARA, BIRJ{ERAGPUIRL],
a. ERSBH[RMEIITRE “TEER > UAER
b. BFIRFEEFIFFEAR LTI “REXCtrlAltDel” 12, EEEML

c. ABRRERIFTE, RETE, BEIERFHRERD, EELRRGPUIREIATAY
RIZARTHENRF . ESBIRIRA FGPUIRFIEIATIERER

o FHiET: ETFMHIINIZIMA, ERTER.
a. EDEIRED,
= HiE1: HifTnvidia-uninstallis s, ENEIREN.
MR RGBS AFET LU T - EE=RSZ T LEAIREIERA: whereis
n... ENELEKE]

» HiER2: EARRBEELERIIREIAMRA: whereis nvidia

8-5 EifREAIIREIIRA

| 1 whereis nvidia

nwidia: Ausrssharesnvidia susrssrocenvidia-396.44-vwidia
[ 1

RIEEIEAYIREIMRAMNVIDIAE M FHEIRENE (IS TFEIRERE
AT HATEEENME, BREEHRRERMINFEILZREE ) .

LABREDRRANNvidia-396.4441, #147sh NVIDIA-Linux-
x86_64-396.44.run --uninstall, F1ZIX5N

b. EXRIKzF
RMEIESIESE . TEGPUIRR]

8.3 GPU IEBETRRE

"’

AR A

M TFnvidia-smiBZEGPUFERABR, BT
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= RSS 2R
HPEHERR 8 GPU IXEhtifE

. FHRER

No devices were found

o ZBRHBLERFHETRE
HiTlspci | grep -i nvidia, ERFEHBEIEE.

IR E
1. BEEXLFHZEEMEENVIDIA Tesla T4 GPU (Wu Pi2E{ G ) »
- B, i5218.4 T4 GPUREETREEHITAE,
- &, BT,
2. BERHBEE “/var/log/message” , BEFE HEEME?&?E%

- WRLEM “Failed to copy vbios to system memory” , BIAEEEFHRENN
H/EFHIRNEH, BNFFREMEAMEL, {%—JEEEDL:.FDH%Z%M o

8 6 ?gﬁalu\

: GPU 0008:86:8e.8: Failed to copy vbhios to system memory.

: GPU 9060:86:0e.0: RmlnitAdapter failed! (ex3e:exffff:ss52)

! GPU 9088:88:8¢.80: re_init_adapter failed, device minor nusber 1
: GPU 9080:08:8¢.0: Failed to copy vhios to system semory.

: GPU BOB8:88:8e.0: lll{nit.ﬁdap1er failed! l&x“'ﬂ:l”f'lﬁ)l

: GPU 8088:88:8e.8: rm_init adapter failed, device minor nusber 1

: GPU 8000:88:0d.0: Failed to copy vbios to system memory.

: GPU 98680:08:08d.0: RmInitAdapter failed! (®x38:exffff:852)

: GPU 908e:80:8d.8: re_init_adapter failed, device mimor nusber 8
: GPU B008:00:6d.8: Failed to copy vhios to system memory.

: GPU B668:80:0d.8: RelnitAdapter failed! (Bx38:6xffff:852)

: GPU B686:08:8d.6: rw_init_adapter failed, device minor nusber 8
: GPU BOBA:80:8e.8: Failed to copy vhios te system memory.

i PUTLAT RS, ARESAMER .
nvidia-smi -pm 1

ii. PITLATERS, FIFFHGRE “/etc/rclocal” 3214,
vim /etc/rc.local

ii. EEFVEREE, Bd< “nvidia-smi -pm 1”7 EX “/etc/rc.local”
XA,

iv. ¥ “Esc” , WAwWqRFHEL.
V. #L TL)\—FHFV; i DﬂFﬂ*yﬂﬁo
chmod +x /etc/rc.d/rc.local
- &, BT,
3. BEEXLAIMNTeslalREIMRAZE /3510.XX.XXo

- & 125[117]#&2!&'5%%1%_] EFERDMLIR, EINERIKMRA, BIFE

- I:I7 1%;;“7—'__9/0
4. BEXESTREEE, BHITnvidia-smiBEGPUERIBR, WAERSIEE.,
QH%IEJ mgkrr5 1EH*/‘_ZVE\ HEO

8.4 T4 GPU RBTETRRE
SIEREA

{EFNVIDIA Tesla T4 GPUHI=IRSSEE, HIaNPi2ekG6itE, #iTnvidia-smifspSEE
GPUFERERAT, B30T :
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SRS 2R
HPEHERR 8 GPU IRI#fE

No devices were found

RESHr

NVIDIA Tesla T4 GPUZNVIDIARIFThRA, ERAFERHFFEGSP Firmware, S GPU
ToiERB .

RETTIE
MR

ZAE R A EE S TR SRR .

1. BUTLATE<S, FBBRNVIDIARIZIRIR o
rmmod nvidia_drm
rmmod nvidia_modeset
rmmod nvidia

2. PUTLATERS, XHFIGSP FirmwareFFx, FEEANVIDIAPI#ZIELR,
modprobe nvidia NVreg_EnableGpuFirmware=0
modprobe nvidia_drm
modprobe nvidia_modeset

3. MBI ITURAIIE, BRERER.
RIBHE

1. HTLATE<S, $IF34/etc/modprobe.d/nvidia.conf,
vim /etc/modprobe.d/nvidia.conf
BF ‘i7" HAREER,

2. EXHFRINATRS.

options nvidia NVreg_EnableGpuFirmware=0

fRiBSTRLfE, HBTREscHE, FHIA wq! B,
3. WIFUTHS, ERTkRSESE.
reboot

4. MRTHIRAFE, BHKEZR.

8.5 GPU sLhlFzn=E , EERHFEHTAI NVIDIA IXz)=
BEhAIRIEA?

IR IR
GPULHIESzhSE, MBERARE, KHINVIDIARZIEE T, MES-TFHR.

8-7 NVIDIA IRzh=S48EHA1T
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SBMERARSS =R

HPEHERR 8 GPU IR =
G A

GPUIRENZE
RIBT5E

1. EDEEREN.

2. EE

Fi&1: HifTnvidia-uninstallfs <, ENEIREN.
MR R SAFET LT BER=IRSZR/LERIIREIRE: whereis n...
ENEIKED

FiE2: BHERBELTERNIKEINRA: whereis nvidia

W

8-8 EAZAVIRENARA

| “1# whereis nvidia

nvidia: Ausressharesnwidia susressrcoenvidia-396.44-neidia
[ il

RIEEIIRISRENAR A ANVIDIAE M FEIKENE (LA EFHT THIENERN T
HATENHENE, BREERTREHNFEREILERRE ) .

PABREIRERASNvidia-396.44 945, #14Tsh NVIDIA-Linux-x86_64-396.44.run
--uninstall, EIEIREN

IK=f

BRIFIESEZ%E: ZIRGPULKz]
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s =RSS 2R
HPEHERR 9 SSH &z

9.1 ‘BRI ERIFSSHETRIERE A R F?

9.2 BHIRERITHEALLAF/IPBISSHA IEER RS

9.3 CentOS 7{ESSHENIAIG O[S T R ERE R A S?

9.4 /etc/passwd MIHRINSH A RFZRZEREMEA?

9.5 FfEUseDNSSEHSSHIEIZEIEEATI?

9.6 Linuxi@zfisshd RS H I /var/empty/sshd TG Eif Bl ROfR R TS 22
9.7 BHEERSSHEBR L IEERIRSR?

9.8 SSHiZEZBLE IR SS (B A& MR E

9.9 SSHEAT;ZE S, iRkiEAuthentication refused: bad ownership or modes for
directory /root

9.10 afaIf#iRUbuntu 16.04=RSS 220 LUBII SSHAYINE S, (BYNCRE L EEIAE

RFEEAYERT
> =+ SN s
9.1 EHASETEMRIF SSH SIRERARMF?
BR{EZE
{FEASSHALERCentOS 6.5 FRAN=IRS R, T —RIVEME Bk iE
. AOEREN B IRFSSHATEFEEER AR
ZRIERFCentOS/EulerOSE %
(11 %88
APIRESRERsshdiRSE, SiEsshd¥iFF.
BRERE

fmiE/etc/ssh/sshd_config)fHHg B0, FRiER.
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SBMERARSS =R
EEHFR

O SSH &z

2.

#mtg/etc/ssh/sshd_config, RNNECEIN:
ClientAlivelnterval 600
ClientAliveCountMax 10

ClientAlivelnterval 600 TRE600F&IXE—XIGEK, MMIREHER:.
ClientAliveCountMax 10 R RIEZ SR A R IEKEE FPimg BN ANREGAZ]10
R, FEEEFRER
M TN Rz HISSHEZE FimiG1EA29600x10=6000F> G FFZERE .

(AR

ClientAlivelntervaliR Ei#BRTEFE ( LARY D& ) , ELERZE, WRERNEZEFiHEIL
EUFEEIE, NsshdESBIIINENEEAZEELUSRE PRGN . BHAER0, TRX
RS AESRERIRFR, HETGERTIMYARA2 .
ClientAliveCountMaxiZ B E FPimEsliHERIME, 1ZEEALATEsshdiZIAREIREZFig
HIETHERBER T RIE . NRERKEEFIRESEENAZILSE, NsshdiSkrFEm
IRiEE, NMELESIE.
EPiFESERRERSTCPKeepAliveB R ARE . EFIHEHESETNZBELIE
B9, ELASFEEIR. FTCPKeepAlivef3FRITCP keepalivelEIR2 v ERIRAY
HTLATaS, ERsshdiEss, (FEREEM.
- CentOSBIR{ER%

service sshd restart
- CentOS7/EulerOSIE{ER %
systemctl restart sshd

9.2 BHIRERVFIFEIEARF/IP EY SSH BV ER=RS =5

Brn=

AR EESAPRERTSEILRAF/IPEISSHE UEE TR =R o

HRSRE!

E% % Denyhostsi@ft
ZEPIRIES R EEsshdiRSS , BAESIENAERITIRIE.

Hix—: Bid4siE sshd BB HSLIATFERILEERAF/RFENE IPER

1.

ARFIEERFPHTER (B8R)
#E/etc/ssh/sshd_config BB {4higEAllowUsersiElin, EECE SR ERMNIT
BT (BN testi@IF192.168.1.28% )

AllowUsers test@192.168.1.2
MARTY::
BB TiEcRPSEBErAMTERE, ABSEHMTERFRHERFE.
ZHEERFER (B88)

£ /etc/ssh/sshd_config L& X4k EDenyUsersitIll, EEEXHRERINIT
BT (BIENZZEIEAFtestuserZ s ) o

DenyUsers testuser

EIRMENFEEEFsshdiRSS -
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CentOS 6 RFIMITIA T SHITER:

service sshd restart

Centos 7/EulerOSEFIHITLA R anSHITER:
systemctl restart sshd

FiE_: {#EF3 DenyHosts fdiFakE 1R IP Eid SSH &%
linux fRSZZE BT IRE /etc/hosts.allow F /etc/hosts.deny IXANFANIASE, ATLARRH!
& AT ENRERRIPHNLTIESSHE RIRS 28 5L EE, BRI :

1. #1¥192.168.1.3 iXMPHbttssh&E R, $TF/etc/hosts.allow, FINANTIT:
sshd: 192.168.1.3

2. ELrBipE@idsshE&SR, ¥JH/etc/hosts.deny, FINA0TT:
sshd: ALL

AR

hosts.allow Flhosts.deny TN {FREIETIZ EMRNIAYEHE, hosts.allow SRR
fE, BRRIRE LRSS RRERERSERA1F192.168.1.3XMPHIEAISSHE SR, HEM
IP #i=1E%E,

9.3 CentOS 7 &2 SSH ELA\im O i HEE EAL?

[EIRREISR
IEXSSHIRSSMBOAIROIE, REBNFSEBHIETZIRO, BIASSHERRRSS

AR o

HR5RE
APIREERTFCentOS 7TRINIRERS

RESH
. BREERHE, FEZVNCERER=RSR.
2. HFUATHS, BEEREHRE T firewalld,
systemctl status firewalld

9-1 /3 firewalld

[rootPecs-test 1t systemctl status firewalld
1 firewalld.service - firewalld - dynamic firewall daemon

Loaded: lnaded (ssreslibssystemdssystem firewalld.service) disabled: vendor preset: enabled)

fActive: active (rumning) |since Wed 2019-8B6-19 11:41:21 CST: 44=s ago

Docs: man:tirewalld(l)

Main PID: 5859 (firewalld)

CGroup: rsystem.slicesfirewalld.service

L5@59 ~usrsbinspython -Es ~usrssbinfirewalld --nofork --nopid

Jun 19 11:41:28 ecs-test systemd[1]: Starting firewalld - dymamic firewall daemonm...
Jun 19 11:41:21 ecs-test systemd[1]: Started firewalld - dynamic firewall daemon.

WNE9-1FrR, RFEFKfirewalld,
3. BTUAT®S, BEEfirewalldaIHIN .
firewall-cmd --list-all
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& 9-2 &BF firewalld 101

[rootlPecs-test "1# firewall-cmd --list-all
public (active)

target: defaunlt

icmp-block-inversion: no

interfaces: ethd

SOUrCES :
services: ssh dhcpwb-client

ports:
protocols:
masguerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

WNE9-2Ff3~, firewallZ@iAdzoneJgpublic, iZzoneZIA RAiEsshF0dhcpv6-
clientfRs3 . ErpsshiRSSABIAR22iR 0, ZHsshi&aIr22imORRIIEAIE .

SRS E
o FE1: HIFUTHS, EltfirewalldiREBHECEFNER.
EE T L LEMACLHITIAEEH, I SEEFEfirewalldiEeZ-Hi%2: #
TLUATSHS, EfirewalldiRS...

systemctl stop firewalld
systemctl disable firewalld

o X2 HTUT®S, TEfirewalldiRSSHRINERAYIKI55660,
firewall-cmd --add-port=55660/tcp --permanent --zone=public
firewall-cmd --reload

9.4 [etc/passwd MIHRINSH R IRFZH/EREKBEAD?

BRIFIZ=R
ATIREERTFLInuIRIERFE = IRSS 25 /etc/passwd UHRIN SN EIRS B TiEE F
HYNE)RE
AR
o ATRIENEIMERZRLE, FEERRAPEXTERBESRSHYIEED/etc/passwd-

HEIRTIRITRY/etc/passwd X, ZIRFLIERBITRMIIARESL ( 81 ENAEETHIA
P, TILlE&%/etc/shadowSEFINEMIKS )

o ALRIESRERTRSHRE, ERRRSBF[REMISSHET, FERIEFE.

LinuxRFF 2SN IRSBaNELM : Failed to start Login service | Failed to start
Authorization service,

FRACNEER, RBREDER.
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BE S
/etc/passwdfll/etc/shadowXHERIBRIRAFER, BT HEPEE— I TNANCHE
17, MRZUHRIAS ZRMIRESBEFRIRSS ( systemd-logind.service ) Bahsk
W, EtRPTEER,

QRS

1. HEEFISEREN, HARAFERER.

ﬁ)\gﬁﬁpﬁiﬁﬂgiiéﬁiiﬁ1’ﬁi%§%1 1.1 Linux=RSZF[UEAHNEAFEXEE
rootZg

2. WITUATHSHKE/etc/passwdZi o
cat /etc/passwd

3. fiApasswd X EHIIR, HITLATaSERRFHIIRHIERD passwd- X {4E 1R
RiIAAIpasswd3 14

cp /etc/passwd- /etc/passwd
(0 #5488
ZIRESIERBTRIINERESL, IR INAETHREFSSBNARSIEY, FEE
EBEBTRINAR,
4. HIUTHSEREEFEBREinitramfsg9RE R
exit
BR=IRSE.
(Hik ) FRSBE, FINELXER, FlTATHRSRIINGIniE{ TR

nobodyF85EiZ A Fshell’g/sbin/nologin (IBIRIEIGSHFINAR, EBEFZESR
AR EZfgEshellA/bin/bash )

SA%hRA 01 (2025-07-30) WRIERE © HERRARBIRAT 232



= ARSSEE
HPEHERR O SSH j&E#E

useradd nobody -s /sbin/nologin

9.5 FF/2 UseDNS S SSH iEZEIEEAD?

EIFENE
SSHEREZRIRS R, LI~M, FERKEZATLUESE.

BEDH
AR5 imsshdARSSHIEUseDNSIEIUAS T, HEFimidEFRSSHIEZIRSS =80T, RS
R Im SRR R FimAY Pttt 1 TDNS PTR&HE@HﬂﬂP mlENZ, AEREES
HRERin 2 TDNSIEHAICREE, WIFSHRRIPINE SR —, X2/
ZFinH IR —FHENE, (E—RFENINIEIPAEBEPTRICR, BINKIFIZIER.
HATU T ap STRIAR BTG ¥ UseDNSIEIR,
grep UseDNS /etc/ssh/sshd_config
MNRIZETES “yes” BB NERITVIRBEHBZER ., BINSERTIRIEEN
UseDNS,

KRBT E

1. HfTLATE<S, YmiE/etc/ssh/sshd_config3Zis.
vi [etc/ssh/sshd_config

2. {EMUseDNSIEIE N0,
UseDNS no

3. &FEsshdiRS
- CentOS6#11T
service sshd restart
- CentOS7/EulerOSH{T
systemctl restart sshd

9.6 Linux [35f sshd IRZ T /var/empty/sshd FixiFIalHY
BRI
EEEIES

Linuxz=iR55efaasshdiRSZ KM, EHEl/var/empty/sshdFEi&IEIERYE)RR

"systemctl status sshd.service"” and " journa

yd -D SOPTIONS (code=exited,

: sshd.service: main process exited, code=exited, status=255/n/a
: Failed tc tart OpenSSH server daemon.

: Unit ss]ld service entered failed state.

: sshd.service failed.
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ERn=

AT IBIEIERTF CentOS7/EulerOSE S, HtLinuxRRATREFEER .

me=—: /var/empty/sshd EFIE root S sshd BnkM

sshd Bz, &FjournalHE, 1&7~/var/empty/sshd must be owned by
root,

journalctl -xe

: sshd.

&E /var/empty/sshdX{FEEEE
Il /var/empty/sshd

[root@test sshlit 11 ~varsempty~

total 4
drwx<x——x--x. Z2|linux linux 4896 Oct 28 ZB817

gn_EEFR, HBF/var/empty/sshdBREEIFroot FHIFR S sshdiRSEaNEMK .
& /var/empty/sshd@=%, RENR,

chown -R root.root /var/empty/sshd

chmod -R 711 /var/empty/sshd

BigsshdfRss, 7!

systemctl restart sshd

=_: /var/empty/sshd {HERESE sshd FahEK

WITLAT S, BERSEMIER.

journalctl -xe

- Unit sshd.service has begun starting up.

un 26 B9:56:44 ecs-gb.novalocal sshd[168681: |Missing privilege separation directory: ~varsempty-sshd

un Z8 B9:56:44 ecs-gb.novalocal systemd[11: sshd.service: main process exited, code=exited, status=255/n-a
un 26 B89: 44 ecs-gb.novalocal systemd[1]: Failed to start Open3SH server daemon.

- Subject: Unit sshd.service has failed
- Def ined-By: systemd
- Support: http:s-lists.freedesktop.orgsmailmans1istinfossystemd-devel

- Unit sshd.service has failed.

— The result is failed.

un 26 B9:56:44 ecs-gb.novalocal systemd[11: Unit sshd.service entered failed state.
un Z8 B9:56:44 ecs-gb.novalocal systemd[11: sshd.service failed.
un 28 B9: 44 ecs-gb.novalocal polkitd[4381: Unregistered Authentication Agent for unix-process:16862:6014977 (system bus namg

M EEIR R TF/var/empty/sshdfR kS sshdBRM, FATLATES, Fahel
#izBE=R.

mkdir -p /var/empty/sshd
BEsshdfRSS .

systemctl restart sshd
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9.7 EHEEH SSH B A iEE=IRSEE?

BFn=

BEFR=IRSBFPONLENEE, =RS[=FOZHATEAER, GIIFEZRSSH
ZREFEHA.

AGBRENMRERASSHER S NEETIRS[IREL R
(11 i8R

o ZIRELAXMSSHIEES AN, ERENATLUERERERSN, BIUFREFTFAR
BERERER.

o ZIRETZIENEATFUbuntu 22 04 ERFR RS

)i

BMELR
1. BRLinuxz=fRS58E, BT TmSRERIRSRSSHIEERA .
vi [etc/ssh/sshd_config
(N M ECEIN:
fEPasswordAuthentication yesg&gPasswordAuthentication no
2. EREsshdfEEXES .
service sshd restart
3. EEz=RSEE.
B SSHER L ERE=IRSSES -
BIMREL R, BSUSSHERLER
WRIETEREY, 1RAERINZERSSHERBEG .

9.8 SSH & XEE RSB A ERR TR AL

ER7S

I STRAE A FAESSHIEHELInUX R AR S5 BRa AN HITZ RS 28 L O M FRRHBHERUA T .
IR SR

1. ENERANRSHIETENRTRE, ETERREETRIE.

) ATHRRGEES, RSB RRE.
RE T

1. HTUATHS, BEERAERREETE T TIME_WAITHRIEE|IKFIEF] FHZRER
sysctl -a [grep tcp_tw
ANES-3fR, FIACSHEIXREE
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& 9-3 TIME_WAIT

[rootlecs-feilsystemd-test “1# sysctl -a igrep tcp_tw
sysctl: reading key "net.ipuwb.conf.all.stable_secret”
sysctl: reading key "net.ipub.conf.default.stable_secret”

sysctl: reading key "net.ipub.conf.ethB.stable_secret”
sysctl: reading key "net.ipvb.conf.lo.stable_secret"”
net.ipwt.tcp_tw_recycle = 1

net.ipyt. tcp tw reuse = 1

2. BAFRSHARSTTIME_WAITRIZEWHIEF RARESE, BIERT
net.ipva.tcp_tw_recycleziZnet.ipv4.tcp_tw_reuse, RFEEIARABHIZIIEE.

(1] #88
BRISEEENATIRE T, SALREMR—ARMip, TETRSHSEF R
—itE , MR RISHIRSHAEIRA T TIME WAITRAIITCPEESE, SEGERITT .
BRERE:
1. XA LARMARESH, 1T/ etc/sysctl.conf, FRINSEEL THIMIT.

net.ipv4.tcp_tw_recycle = 0
net.ipv4d.tcp_tw_reuse = 0

2. HITUUATSRS, FEIRREEN.
sysctl -p
(MEEY::

EZ’:}JEF'1I%E$ZP~J7@2}%&3}%‘2@&W*Zhﬂﬁii%%ﬁ*%%ﬁ%ﬁ’ﬂ‘%&, ENESERIEHTE

9.9 SSH 45 E&%, iRis Authentication refused: bad
ownership or modes for directory /root

[E)ERiEIA
SSHESATLEE R, #RiaAuthentication refused: bad ownership or modes for
directory /root
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CIECELS)

Y5

9-4 SSH ZATLIEEF

systemd[1]: sshd.service: Found left-over proce 267 (systemd-tty-ask) in control group while starting unit. Ignoring.

n of a previous run, or service isplesentation deficiencies

2.111 port 36
Jan 19 17:13:08 s 1 refi p or modes for directory

Jan 19 17:13:00 onnection clos authenticating user root 10.8.22.111 port 56954 [preauth]

[roots sshjs ||

RIEAEIRE, 1E5/rootiXNBRINRE, HiE/rootBR, LIKBRAW
AY.ssh, .sshBFEMauthorized_keysAItRLAKR BE/EEH

1B /rootBRAIBPRUANREEEEE, SSHIKEIEE .
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[rootis - ~J8 11 /

total 64

1 rwicrscrw. ot root 7 | 2023 bin
dr-xr-xr-x. root 4096 1 15 10:66
drwxr-xr root 4096 2023
drwxr-xr root 4096 5 10:03
drwr - xr B root root 3108 1 14:29
drwxr e B root 4096 ) 9 15:58 et
drwxr-xr-x. ot root 4096 Mar 2023 |

Lrwx rwoxrwx . - root 7 Mar 2023 1ib ->

1 i rwncrvx . it root 9 Mar 2023 1ib64 ->
root 1063¢ d 2023 lost+
drwxr-xr-x. root H Mar 2023
drwxr-xr-x. - root 3O Mar 2023
drwxr-xr \ root 4096 )i 19084
dr-xr-xr-x 3 root root @ D 14:29
WX rwXr - X 943 4096 ) 16:48
dirwxr-xr-x 31 root 1046 ) 9 16:00
Lrvocrsocrwx. 1 root 8 | 2023 sbin
drwxr-xr-x. 2r root 4096 N4 2023
dr-xr-xr-x 12 root s 14:29
drwxrwxrwi 10 root root 200 ) 16:29
drwxr-xr-x. 12 t root 4096 6 2023
drwxr-xr-x. 18 ~ root 4096 h 2023

9.10 Y{If#R Ubuntu 16.04 =PRFZEETTLLEIT SSH AR INE
5, {8 VNC RELZHAEFRFHEAYOE

ORI
FARUbuntu16.04 & 4ti@id SSHiERZR TN, (BRVNCHXERITEIAR T loginRHE .

ZYRSIRE!

RNEEERIERrubEc BN, IRIRFIRERSHRATLER. BRIFR, 15X
grubBECEXHHITE, IMBEAEAEIRBFIIREBHITIRE

AMETE
1. Ubuntu 16.04=fR5Z2EIISSHIERE S, MITLAT®HS, (BgrubBcE .

cat /etc/default/grub
MTEFR, TEGRUB_TIMEOUT STYLE=hidden, {€(GRUB_TIMEOUT=10,
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7hhidéﬁidézﬁuizible” or

For fu
info

se -1 - 'mull || echo Debian
"guiet

2. MIBR/etc/default/grub.d/ERTLL “50” FFLBIFRE X4
rm -rf /etc/default/grub.d/50*

3. BITUAT®S, RIFREcE.
update-grub2

4. PUTLATEG<, BRyumBERARZ R ARRZ,

sed -i 's/azure.archive.ubuntu.com/repo.huaweicloud.com/g' /etc/apt/
sources.list

apt autoclean
apt update
5. PUTLATE<, Zaxubuntul16.042RM#%.
apt install linux-image-generic
6. TETHERGEgrubmmiEEgenericHZBINERS

7. (\Ng%) 1ITLATEE<S, MiBRazurelinuxagent, Elagente—EFTENHEE]
VNS, SMmVNCRIER.

sudo apt -y remove walinuxagent
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105002

10.1 Windows=fRSS2EAMAECE S AR ER? ( Windows 2012)
10.2 ZREPEFRWindows AT TIEFTFNIET 22

10.3 HIEZ AP RIEENlicenseHAIERIRSS =5

104 BBEEZHAFPERE, SBAFERNFEEAT?

10.1 Windows =RSZeEUIECEZ AR ER? ( Windows
2012)

e S T
ARTEIELAWIndows Server 201 2R ER A= IRFB R AFINBLIMZ AR EFAE
EL R,
Windows server2012fR5322E0ABEB ST AR ENZEE SR, MBIkERESR
SIEFNNCEREEEN, BInLMZARPIEER,
REA

o FHREIRSETAERE, BERATESREPEMRMEREITESSHEREE
R BEREE.

o FIEZRESENFOEFMERSHEFZFERIHO, IAEH338%%,

o ZIRSZBBERYPEHMHELAMIP,

o EMEZAHFPEFRER, FENARPER=REZ[/BMEEHEZELN.

o REATIRENEEETUSLIMES AR ETEERYE—RF S MRS
. BRCESEENNZIFI20K, THRERRKTEEEENIRS IFAIIE
MENEZRFPERLEER. NEYNETEEEENES%E10.3 RHIEZHAFSE
ERElicenseH B =IRSSEE

o IEEEMmENNGZIFI20XK, THETREERSSENSER 8 IEREEmEN
IRSZEERTLUIRMHFANE” , 152EmiEEEWiIndows=iREB=TNIRE: &8
IR ISR ST LIRS oI, Ml R miRSS o

o EMEZHAFPERRE, JataHMESARERWindowsEHAT T EF TS 2EA9E
8, MRRSGIERESE10.2 SAPEZWindowsEHAT LRI T ARG .
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EPEHERR

10 ZRHFER

BAESER
1. RESESEEVATRSEEY
2. AWSAPCRERARSSE
3. REFAFFINLZESERFE

ZREHRIE N AIEESmEN
1. BERWindows=RSE,

> EBRGRE, SEITH psnnEme | 6t

10-1 FINFEFNINEE

=1

ARSSRRETERS » 1R

B s P RS B

i Z=miBsss [
i ‘. @ =it AitRsE

| 2 mmmemmes

R INFEeINEE” .

IS REER

S IIE A EbARSS A

| SRR | fllEERRsSea

FILARS BSEEE =

TEEEERL

ARSS

3. (RISENASH, Bd TT—27 , WIAITRERE, &E " ETARNRET

E;J.—\-.,{:t” $$ «—F _u:”
10-2 IIJ\JJ[I%@*DI}J I"]«%

& FRERnS [= =[]
Hl__, 32 2= o 24 1) EfREEHR
h}:— ;ZZ"?.?C.I ecs-2008-en
AT EECEn . (LIEIFEETIETHErL. SR SR LS (VHD) e e HIEs,

o BTMEXBETIRNEE
BEENAs. fRRSUREsREe BEH,

D EEEERSEE

AEl EEERE (VOISR EN A RELNBRETEUNAET SENSmEE,
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HUPEHERR 10 ZRHFER
4. IERE “MIRSEEIBHERERSEET , 2F ‘T2
5. &% “imiRRERS , 2F ¢ —F—ﬁ? 7o
10-3 iEfERHRSS
iﬁ*%ﬂﬁ%%g%é ':sa-zm-cn
FHAZH EEECETRERSS w1 aE,
RERR e fiik
[ = o T~ i S e S
[] DNS E%% H. ET2EMSEH Remotelpp
e [ Hyper-v EF. TUEERESERESES
ThRe VP! ESEETEMSETeENSE
- [ Web E=E(1S) B,
ERREIRS [[] Windows Server Essentials {$3% |
BEERS [] Windows Server B3RS
[] Windows SERE
[ e RERsS
[ FTHRD RS
[ HESERE "
[ Misssseisicies
b W) MHEERES Q1 EEs. 22D
[ HEE=EEE
[] of=EsE
[ PRI —
[« £—2F) | [F—2m) > =#0)
6. & “INRE” NEMRSHIASY, BERAR “T—27 .
10-4 IThEERE

IEFEDIRE

FHEZH
ARR
BB S2iRE
EEEAS

ERSERS
BEES

SifME
wc3-2008-en
EEELRERERSSE I EE 1 ThEE,
e fik
LNET Framework 3.5 ThéE (1 fBE<2 | £ 3 4y S:;:r::‘;;ﬁsﬁmm
» [ .NET Framework 45 ThEE 2 B2 . H TN B EEETRHECR | N ER
] BitLocker SERHERINES = FOSSENNECRE . @rEr
[ BitLocker FzzREN %’Hmﬂ%@ﬁ%gé
[] BranchCache R9THEE.
[] DirectPlay
[C] HTTP {32 k&) RPC
[ ns oT#E Web &
[ Internet STAIEFE
[ 1P st =B IPAM) RS
[[] ISNS Server s
[ PR gOemREE
[] NFS EFE
[] ras EmEEReER T E6(CMAK)
[<] m >
=20 _|

7. & “EEAGRST RE, XEiE ‘miERES
’ T_EEH:'.H'JETEIEFEEE “;g%j]uljj‘\b” , $$ “—F _u:,,

1EEE$IL R LT 5
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10-5 & ININAE
E AR S -] x

R ERS

v SESETAGIRER)

< 2@ | [F—2m > 20 || mE

10-6 ITFE R EIEN

1HE2 SHEER
]&}‘*% éﬂ&% #cs-2008-en
FHAZEI
bt fiiik
PRRRER EIRSEERD H) T EEEE
REERE HinEsEsEiREEmsEts
v EFEERFEL (PSR RD B
IhiE k. FEVFENE . LR
EREERE | TSR,
Bik

(=0 |[(wW ]
HNERRS SR LRENRE, BE ‘2K
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10 ZHPER

0.

10-7 &%

e P e T
—— SEoraEsSloslTes soEsSITE EEsTe
RERR [ AR, e s }
BE S s R TRELENNE R TAENEAISETE) | BARSMEEEE NEASEsEsaE
s £, gew L lEeESEE.
b ] |
EREARS EE:ZMII
_ESRE FESERETE
\ ERSmERTIE
ERAMFITS IR
FRSEES
ERSEeEL
S
SHEEE
EeEEEe

< 20| [T =80 R

10-8 IhaEe&aE

A =
EELEE
Q s
(— 1

BAE ecs-2008-en e

(FRILEEARASTASFIEREGNES, SRrssadchir Bl a5 EEs", L
EE S ERAE TR,

SHEERS

[< 20| [F—2wm ] 27 ik

TR, ERRSESE.
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10-9 GRS S

RIFZ AP EEE=RS R
1. EETEHAN “gpeditmsc” , FFITENIAREARES

10-10 gpedit.msc

= =T | x|
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WRHPUER “ERRREVFANEDE” , SIS (RgE” .

10-44 1R B2 S EEUEL(
a S BT T | - [ = [
b REmE S

LE—REP
O FER=C) R
® BEAE
O BERD
SIS Windows Server 2003 (T Service Pack 1) BLLERRE
PEI: #ERN:
552 RD SiEEHIRE SRl ISiTE, EREERERE | ALEEEESII RD SEEURSRERENES
= RS & i iaaiE ARERDS CALKEER,
i=H v

AL AR S EEL TrhSEtr— SRAP o EEE
“EAP EEREREET RD SETIRSNE APk
EE5—4 RDS &P CAL,

R SRR RD S BRSNS SEEE
—~ RDS &% CAL,

MRSALERERE | IS amy iliRSEE ~ S RiEEMTE am
I AlER.

MREANAEBELSRERE  WE B8R $8 LTEE e,

| ome || e || =R |

7. i&fzemd , HIN” gpupdate /force” , REIITAMEARE, EERSE, BN
=L

104 EEBEZRHPERE, SEBERAPERAREAD?

)R fEA

WindowsiR$BZHREESHFERE, AdministratorERIEE, ZEAPEREHIIA
B, sEFIHHRRIBRK"HINEEXE, FEEERER.

RIBTE
1. {FAdministrator BRPERIRSZEE, EERXAHENRNARE, EXEEER, &
flZIMglayoute4.dIEREEE

2. FIFFC\Windows\IHTIEZIERETR, HERINERZ G, TEIFEERIUE
RAFE—ER

3. $TF “iEtT > amd” , EAREIRHATER R
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RTINS
cd C:\Windows\System32
4. Bidandregsvr32.exe /u XHE, #1780, BIREIREIEER.
AT TR
regsvr32.exe /u Mglayout64.dll

10-45 BB EI4E

>cd C:\Windows\System32

C:\WWindows\System32>regsvr3Z. exe /u Mglayout6d. dll
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1 1 EiBS5EAN

11.1 Linuxz=iRSZ st \ 2 A P& EE B root 515
11.2 Linux=fREZREEED

11.3 Linuxi{ERFHITpasswdip SEEZIBELMERR: Authentication token
manipulation error

11.4 YT EIRFRAIZEART?
11.5 Linux=iRSES 2 EHEIRZIHER NZEER?

11.1 Linux ZARSS=RMNHNE B FEINEE root Y

ERZR
ALRIENBLnuIRMER R TIRSZ[ERAFPER TEEZBIRIELR.
(MARIY:
HENBFAPER FEEroot B iEBIS & MIFEIRSE® .
IBIRIBIRIER R LBIERIREL TR
e CentOS 8%7I
e CentOS 7/EulerOS &%l
e CentOS 6/RedHat 6%l
e Debian/Ubuntu#&jl

e SUSE 11%5%|
e SUSE12%7%|

CentOS 8 &%l
1. (FAEHIEREHVNCERERTIRSE.
E=REFRREYT RS “miEER7 .
2. BFIEEEFRIREEIR LS “&iXCtrlAltDel” %250, EREML.
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3. WAFRERRE, YAIRERE LT, HIERFREEH, EHNAZIEIRE
R Eifet N\ZIRIEET(.

B 11-1 HFANZRIEER

T and 1 key o change the : ion.
e’'| to edit the selected item, c’ for a command prompt.

b
=

ER B RECE -
Bro2#UBK 9 rw init=/sysroot/bin/bash

\

11-2 {224R0

load_video

h_64 root=UUID=0adbe
00 console=tty

, Ctrl-c for a commar prompt or Esc
urn to the menu. Pr ing Tab lists
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HEHERR 11 BR5ZEXT
Bl 11-3 B

load_wvideo
jload=keep

')
ot)/bootsumlinuz-4.18.0-147.5.1.el18_1.x86_6h4 root=UUID=0a4befIb-aladN\
1-d76ddb7Ze5dZ |rw_init=ssysrootshinsbhash | )

initrd (Sroot)sbootsinitramis-4.158.0-147.5.1.eld_1.x6b_64.img Jtuned_initrd

rl-x to start, Ctrl-c for a command prompt or
d edits and return to the menu. Pressing Tab lists
vle completions.

5. ARRATCEr+X,
B OS R RE N .

11-4 HNEZHRN

[ 1 ]11';|=_..:1”Ha.r.-1.u.=|r-r.=r RENG Entropy Gatherer Daemomn.

Generating “/runsinitramfs/rds eport . txt"

Entering emergency mode. Exit the shell to continue.

Type " journalctl” to view
‘You might want to e srunsinitramfs :osreport . txt"” to a USB stick or /boot
after mounting them and attach it to a b rt.

6. izfran<chroot /sysroot/IHEEIRIAR S
HATIA TS, EErootZEiE,
passwd root

11-5 Z2HRN T EE root ZY

' chroot /zysroot.
:7# passwd root
Changing password for wser root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
g

8. (HE, RAF TSELInUXEEMITLLER ) HTIA TS, 1ESELinux4ER.
touch /.autorelabel

9. HITLUTE<, BHIRAR.

exit
10. AT TSRS ER=IRS S
reboot
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CentOS 7/EulerOS %%l
1. (EREEFHEERENVNCEXEZ=IRS .
AE=RSIIREIITRTE “EREER .
2. BHnEEFREEERLESR “&IXCtrlAltDel” %, ERELL.

3. WAFHRERRE, YAIRERE LT, HIERFREE, EHNAZIEIRE
R Eiet N\ZIRIEE(.

11-6 HANRIZIRIBET

CentDS Linux (3.10.0-693.11.1.e17.x86_64) 7 (Core)
)y ? r

CentDS Linux

Cent0S Linux ( d?3d 5 86ccc29526) 7 (Core)

(1 %88
EulerfB{SBOAXT grubSUT T I0%R, HARERZIEATEIZR: Enter username, &
ERNBFPIIER, BREERITIREL
4. HENnux1617KE, HITIATRE,
a. MIRAZEMHAISH (roSHFRIIKRE ) -
(MARTY::
ARM ( EEJ8IHE ) 2RSS BRUNBEESBIRZEBEEHREBSH “ console=tty0
console=ttyS0” ,

b. {BXrokorw, LUEEAEHRLX
c. Fihird.break, FABRHITCLrl+X,

11-7 {&24R0

insmod extZ
set root="hd0,msdosl’
if [ x$feature_platform_search_hint = xy 1; then
search ——nmo-floppy —-fs-uuid --set=root —--hint="hd®,msdosl’ bl3eeJc\
8-0ef®-4159-9b90-fc47?bdedd464
else
search —-no-floppy —-fs-uwnid --set=root bl13ee9cB-0ef0-4159-9b30-fc4?\

bde@d464

fi

linux1le rboot rvmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9n
cB-0ef 0-4159-9b90-fc47?bde0d464 ro crash _kexec post wotifiers softlockup panic=\
1 panic=3 reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectre\
_wvZ=off nopti noibrs nwoibpb crashkernel=auto LANG=en_US.UTF-8

Initrdlb /boot/Initramis—3.10.0-32¢.bZ.599.03.h1bZ.Xx0b_b4 . 1mg

11-8 {28/a

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——no-floppy ——-fs-uwid --set=root —-hint="hd0®,msdos1l’ bil3eeJdcn\
8-0ef0-4159-9b90-fc4?bde0d464
else

search ——-no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\

bde®d464

fi

linux1l6 sboot svmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9\
c8-0ef®-4159-9b90-fc4?bdedd464| rw rd.break

initrdl6 -bootsinitramfs-3.10.0-32£7.62.59.83 .hl162.x86_64.img
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5. HATLUATaSIRE/sysrootBF .
chroot /sysroot

6. HITLATS, EErootEiS,
passwd root

7. (Hi&, REFT7SELInuxEEHUTILEER ) HUTIATES, LESELinuxEX.
touch /.autorelabel

8. HITLUTE<, BHIRAR.

exit
9. WITUTHESEREIRSEE.
reboot

CentOS 6/RedHat 6 &3l

1. (EREHSRENVNCERERERSHR .
ERRSHRRETITERE “TEER
BHETEERIRMEER LS “RECtrlAltDel” #2581, EREREIML.

WATRERRE, MEIREBEE “Esc” HIERFHRERR, FHA—grubx
5,

11-9 grub 382

weicloud.com:8016/vnc_auto.html?token=cc7ac8ec-d765-4c21-9¢cc4-cababf7d3999&lang=EN

Local Cursor

Pfress any key to enter the menu

Booting Cent03S (2.6.32-696.16.1.el6.xB6_64) (in 4 seconds. ..

4. BAREHEIE—EOANIRK, EFEet{TRE

11-10 ZFEHE e friE
Local Cursor | Send CtrlAltDel

GNU GRUB wersion ©.97 (639K lower ~ 1047040K upper memory)

CentD5 (2.6.32-696.16.1.e16.x86_64)
CentD3 (2.6.32-279.elb.x86_64)

Usze the T and | keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the
commands before booting, 'a’ to modify the kernel arguments
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5.

6.

8.
o.

10.

Byt ahElkernel{T, BIRIRF et TS

11-11 B =E kernel 17

GNU GRUB wersion ©.97 (639K lower ~ 1039356K upper memory)

kernel sboot-sumlinuz-2.6.32-696.16.1.elb6 . xBi 4 ro root=UUID=2bcOfSfd+
initrd sboot-sinitramfs-2.6.32-696.16.1.el b

Use the T and ! keys to select which entry is highlighted.
Press ‘b’ to boot, "e' to edit the selected command in the
boot sequence, 'c’ for a command-line, "o" to open a new line
after (0" for before) the selected line, 'd’ to remove the
selected line, or escape to go back to the main menu.

B¢ ahE] “rd NO_DM” BYKE, AHREEmMIEF “17 .

11-12 ERERNEF “17

[ Minimal BASH-1like line editing i= supported. For the first word, TAB
list=s posszible command completions. Anywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes.l

_ND_LUM rd_NO_DM| 1]]

BHFREAFEENE “ console=ttyS0,115200n8” BIUE, M=
“console=ttyS0,115200n8” , AIGIREIEBIEZIRIE

11-13 fHl#E “console=ttyS0,115200n8”

[ Minimal BASH-1ike line editing is supported. For the first word, TAB
lizsts possible command completions. fAnywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes.]

le=ttyd console=tty3E, 115206nd !ga =@x0318 crashkernel=auto spectre_uvZ=off nop>

12 “b” 5|1SFERZA%Z, H5I1SRIETRN (BAFEN).
HED “#7 RAFEHITUTRSEERE.

passwd root

BERSEE.

reboot

Debian/Ubuntu &%l

1.

FEREFISREIVNCE X ERTIRS S
ERIRSRRMEIITRE “ITRRER .

Ni%ERRAS 01 (2025-07-30) IRIERE © LA/ ARBIRAE 274



M RARSS =R
EEREEES 11 BRSEEX

2. BEHIEEEFRFEIR LS “&IECrlAltDel” &5, EREMTL.

WA RERRE, MEIREBEE “Esc” EIERFHRERR, FHA—grubs
8,

& 11-14 grub 38

GHNU GRUB  wersion 2.62

kUbuntu

Advanced options for Ubuntu

4. TEQrub5|SEEBETR “e” EHArub2EBRERT

5. HElinuiTRE, MRTAREMEAISE (roSHFREIRE ) , Elrorw
(LUEBHEHRSX ) , FH0 “init=/bin/bash” .

11-15 {82 ro %]

GNU GRUB wversion 2.82

setparams 'Ubuntu'

7-48f7-h15e-dhé94aBaItec

-db

agedced [rw init=shir
nitrd

6. IZCtrlrxiF NBUBIER .
HATLA T a8, EEroot#E,
passwd root

8. WITLAT®<S, EERSHR.

reboot

SUSE 11 &%
1. ([FREHSRENVNCSREZTIRS S,
ERIRSSIRMEIITRE “TiEER .
2. BEHREGRREEIR LS “&XCtrlAltDel” 2, EREMIN
3. AREPERIFTE, B ETE, BIERSMEER, FHEANA—grubXE,
4. fHBRboot optionsHRRIBENSE, i#NNinit=/bin/bash&#,
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11-16 boot options

SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)
SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108

Floppy

Boot Options init=fbinfbash|

5. REFERENERPER.

6. HATUUAT®HS, EErootFEiE,
passwd root

7. HTLATSS, EERSHR.
reboot

SUSE12 X%

1. R ARMVNCS B R SRS E.
ERRSRBIEIITES TRER” .
2. BETRSSBMEEIR LIS “KECrlAlDel” &E, EREMH.
3. AEHERIGRE, & “Esc” MLERGMEEE, FitA— Pgrubies,

11-17 grub &

SUSE

Advanced options for SLES 12-5p2

4. TEQrubS|SEEETZ “e” #HAgrub2ZZemEE,
5. BYFEElNUX{TERE, B0 “init=/bin/bash” .
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] 11-18 init=/bin/bash

6. IZCtrl-xHAFIEET
7. PATUATESHS, EErootFEiE,
passwd root

8. HITLATa<, BERRSH.

reboot
11.2 Linux =RSBREEFFE
B(Es=
ABBRIENALNnIRER R RS EHEAENEHRREZN S X EETHBIRES
2,
A RE BT X86LEFIA9CentOS 7. Ubuntu. EulerOSIRERZA=IRSBEE,
(RERL
ABRESHE RSB EBNRGFE, PREHIEERL, BEEE oot ZILEIEEMIFEIES®D .
BUIRSRY
o EREZF—ABLnNuIRERFENIRI=RSEE, BiZIfIH=RSEBSFEEFBH
mIRESBUTFE—TBEX,
o I EIRSHRERHEREAMIP,
BELTR

1. XMEEMERIRSSR, HEHRARRE, ARESEEHIIRIEERRS=R.
a. [FERMERIRSEXN, HEANFBER, HiEE ‘mER” 1.
[MERT Y
R RARSSRRANAT, IBDHUTESIXIUR(E, BNETRES REEEHIRIFLAW .
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S

PERGEFETHN HR  HHLRRR,
RIS SRS BT, IR “mIER” T,
ST R , fF CEREE WEER, HEbRHRORGE, 15
HER IR IR S %
2. EEBRIEHRILRRESSE, FEEHS.
a.
b

a o

FEIREEMERIRSS R “BIE T, BE TEERT .

HATLATa<S, BEEREMRRS SR LHENRFEE2EIRREMERRSE L
RBX.
fdisk -1

11-19 BEERFEFAENBER

[rootRPaaz-B6BZ ~1# fdisk -1

Disk ~devsuda: 42.9 GB, 42949672968 bytes, 83886888 sectors
Units = sectors of 1 = 512 = 512 bytes

Sector size (logicalsphysicall): 512 bytes -~ 512 bytes

I-0 size (minimum-optimal): 512 bytes ~» 512 bytes

Disk label type: dos

Disk identifier: BxB88cd9cd

Device Boot Start End Blocks Id System

sdevrudal = 2848 83886879 41942816 83 Linux

Disk ~devswdb: 42.9 GB, 42949672968 bytes, 83886888 sectors
Units = sectors of 1 = 512 = 512 bytes

Sector size (logicalsphysicall): 512 bytes -~ 512 bytes

I-0 size (minimum-optimal): 512 bytes ~» 512 bytes

Disk label type: dos

Disk identifier: BxB88cd9cd

Device Boot Start End Blocks Id System
sdevsudbl = 2848 83886879 41942816 83 Linux
c. QIEIERTERFFER.
mkdir /aaz

mount /dev/vdb1 /aaz
d. tIEEHBER.

chroot /aaz

11-20 R EEZEHZR

[rootRaaz-AABZ ~1# chroot aa=z
[rootRaaz-HABZ ~1#
e. WITUTSHS, RIERSFRERBAINZENZERS,

passwd

11-21 1§ EHZ

[rootPaaz-BABZ ~1# passwd
hanging password for user root.
ewW password:

etype new password:
asswd: all authentication tokens updated successfully.
[rootPaaz-HABZ 14

RFETUTERERET, RAZEERERI.
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all authentication tokens updated successfully.
3. XGRS RS, HEFERUERIRSENRESRE, FHSEERER[OFEE

M RIRS R ERITERRE

a. IGRSSRMERIRSSEEXM, FENFBR, 1B “miER” WL,

b. BFE “EE , EE1PIGEHESRIEIEE

c. RERHELnuGEMRIRSH/IVERER, 15F “‘mER” 1E.

d. BE “EHWE" , £ “BElE WNEEPR, EE3.bPEHENEES, HF
REEH SN “/dev/sda” .

e. ERFEEMU=RSEHR.

11.3 Linux B {EREZEHNIT passwd i SEEFIDRMEER:

Authentication token manipulation error

[BIREIISR

RESHT

rootFIF Fpasswdas BN EE R AR AN EBERFZEBE AW, #x

passwd:Authentication token manipulation error,

HIiZOEEE R EE X ENEENTREE, thETRERERTEH.
WATUA T S EEFMEPFZERBAIY ( /etc/passwdFll/etc/shadow ) B,
lsattr /etc/passwd /etc/shadow

S0 EEF7R, /etc/passwdfll/etc/shadow i BiEHE, "i"RIMHABIERTIZUFAR
BElZ: EAREEMIPREERR , TEAAICIRHIHHES, FREETEIREAN
1z . REEERBPYLIRESERIEN .
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(MEETY:
1NRIRE T a BN REEappend ( RAFEINER ) BEERX . REEERAFALL
RETERLILEM .
CAP_LINUX_IMMUTABLEINgER] LUK EalERIXNEME -
Hitb BRI LHITIA T as S ES chattrEBFEM

chattr

%ﬂﬂ%_lsattré%%qﬂiﬁﬁ FREIEMNEREIENBIENE, WAIEEED X ERE, JUEIRSX
%,

df -h

RIEFSENAMBFAR D X FABERI M.

SEETE
1. Fchattrip SRR, REBIEREE.
- WMEREEMER"", PITUTHS.
chattr -i /etc/passwd /etc/shadow
- WMEREEEMR"A", WITUTHS,
chattr -a /etc/passwd /etc/shadow
2. (°%) IRMEXNI BN HE LR ERFTEREBNNEN, FEMRE
ERAYE M
- WMREENHREMEA"", PITIATES,
chattr +i /etc/passwd /etc/shadow
- WMERwENHEMR"A", BT TS,
chattr +a /etc/passwd /etc/shadow
BEENENNHRELE, HUTUA TGRS,
lsattr /etc/passwd /etc/shadow

11.4 Y SEHEFRAIEZEART?

[ AR
EIREIRSREAY, MIFIANEANE, EAERFNEANERERES.

SEEETSE

1. BRLinuxz=RSZ[FLFNERPXT, BEBEERHNZRREREIFHIRZHITRY
=iRSSEE, ARHTIUATHS:
[root@host ~]$ ssh-keygen <== F37Z4A%T
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa): <== & Enter
Created directory “/root/.ssh’.
Enter passphrase (empty for no passphrase): <== ¥ \ZF$AiF5, sKEIER Enter BB=
Enter same passphrase again: <== BE#\—IBZ BT
Your identification has been saved in /root/.ssh/id_rsa. <== FA$B
Your public key has been saved in /root/.ssh/id_rsa.pub. <== A8
The key fingerprint is:
0f:d3:e7:1a:1c:bd:5c:03:1:19:f1:22:df:9b:cc:08 root@host

2. EIPUBEERBRCIEAN, XEMATLURIFPAABRRER
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LR

WTE, 7E root BFMIRBRPEM T — ssh BIEEIER, RERIMEHEX
%: id_rsa AR, id_rsa.pub AANEH.
FLinuxz=fRS e LRITLA TSRS RER=RA,

[root@host ~]$ cd .ssh
[root@host .ssh]$ cat id_rsa.pub >> authorized_keys

NTHRRERZRID, BRI SR RIE
[root@host .ssh]$ chmod 600 authorized_keys
[root@host .ssh]$ chmod 700 ~/.ssh

(|JiE ) IRE SSH, FTHZIAERINGE ((FRALBEGEIZEILINux=IRSZEEEIA
2FERY) , 4wiE /etc/ssh/sshd_config 34, HITIITRE:

RSAAuthentication yes
PubkeyAuthentication yes

KMBEWTEEIR, IR root BFEEEIT SSH ER:

PermitRootLogin yes

R DREERE, HFUEBLERMING, BERERER:
PasswordAuthentication no

&3 SSH RS -

service sshd restart

AR HEIZ i, AREEIR)S PUTTY BEERRIE.

R WInSCP. SFTP &£ T ELEFAIASH id_rsa THEIZ it L, BZEEERE
FLABAESR .

SRIS¥TFF PUTTYGen, BB Actions A9 “Load” , FANTEFAHEE,
WMRENIAZE T ZHBED, XEANEBEAN,
NG, PUTTYGen 2B RZSPHEXEE.

#£ Key comment EP?L)\XT&.%HE’JLFEEH{.:. B, R8T “ Save private key” BIE]
ISFASESEEMCA PUTTY BEERAS .

SLEIR(ER PUTTY ERAY, AIEAMISAHIEIERE “ Connection > SSH > Auth”
HRHY Private key file for authentication: EIRFASASE, HIAZHHEDENATE
o

11.5 Linux =iEFSR EFINEHREFNERER?

Brin=

BRIELR

AGRIENBLInR RS [VIRERER N ERERIRELS R

{Eﬂaﬁ%ﬂﬂiunuxﬁﬂﬁxy Aoy 12§I’00t?§ﬁg o
sudo passwd root

EFAEELTIRIR, BEELinux=RSBERIMIENEAFPEXEE root®
3, EErootZ,

fEArootB D RIERIRFZEEMIsshERH .
su root
vi [etc/ssh/sshd_config
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(Eal FECEIN:

- EPasswordAuthentication no 2£9 PasswordAuthentication yes
gk XigPasswordAuthentication yes BIEIHI# R,

- EPermitRootLogin no K3 PermitRootLogin yes

gk XigPermitRootLogin yes BIERY#FREE
3. EFsshdfF S84

service sshd restart
4. BEE=RSHEHTLUFERroot BFIIFNEENZRERT .
(MARTY:E

B LIS FA B R SR I SR AIEILinux = ARSS 88, 1548 /root/.ssh/authorized_keys
X E B =S authorized_keysSZIERIZS
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1 2 kg E

12.1 Windows = RSB 28 BB AL X & . AR5 EO?
12.2 Linuxz=fRSB 2 BHEF B XA XIE . iRNGIsGE?
12.3 Linuxz=BR53 8805 XS HL80im [ 5 FoiE A a2~ W
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12.2 Linux =RRSS 2 ERFEERAFGKES . IG5 MR
a?

Birn=
AHREESAPARSXALINnuERA RS R/ KIE, LUK XERINGIS
i RIIRAE
A\ ER
P X IEH R IR BT EHEN RS RBAIINERF, WRIEREXA KEESGRINGIZ
iwH, BNREHEEFRRO.
FrRER AR XS
RERIERFAE, DaRITIA TSRS HREKAN XS
BERS FE S
CentOS 6 service iptables start service iptables stop
CentOS 7 systemctl start systemctl stop
firewalld.service firewalld.service
Ubuntu ufw enable ufw disable
Debian /etc/init.d/iptables start /etc/init.d/iptables stop

oAy 1115 v
e CentOS 6iRNNFAXIEHISMKO
a.  LARIN23iwOAf), $ITATE<S, SRpEfIshgC: tephii23ig0.
iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j
ACCEPT

b. (RFFECE.

service iptables save
¢ (H&) REBXEFNER.
chkconfig iptables on
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chkconfig iptables off

e CentOS 6/=2EhRH KIERTATRES T "iptables"no config file"$&iR , FEEZFR%XE!
BeE S {tiptables, BERAENT:

1. FE—EFAN,
iptables -P OUTPUT ACCEPT
2. (RFERE.

service iptables save
3. BIXEhbKE.

service iptables start

o LICentOS 7iRNNBI k=G4 Nim R By KIS FR IR -

a.

BERXERE

systemctl status firewalld

13

firewall-cmd --state

NRBKEEXR AT AFATLA TGRS HE .
systemctl start firewalld

MNRHFE npv#b TSR~ “Failed to start firewalld.service: Unit is
masked.” IBHATUA T A S EBEHRIITHBIXIENGS . systemctl
unmask firewalld

BB XBKSERIT S

firewall-cmd --state

EEEE:

[root@ecs-centos7 ~]# firewall-cmd --state
running

LARIN23um 60, HUTLATRS, AI0R X EfsNmO : tepti)23imO .
firewall-cmd --zone=public --add-port=23/tcp --permanent
EIEERU T RAZEMRIN:

[root@ecs-centos7 ~]# firewall-cmd --zone=public --add-port=23/tcp --permanent
success

EIINERIEECE, (FHEELEY.
firewall-cmd --reload

AILARTIA NS BEERBRIMERO .
firewall-cmd --list-ports

[root@ecs-centos7 ~]# firewall-cmd --list-ports
23/tcp

(a0 ) wERKXEFIBERE.
systemctl enable firewalld.service
BERXEREFNEERE/KI.
systemctl is-enabled firewalld.service;echo $?
EIEEENTEBEEIREMI:

[root@ecs-centos7 ~]# systemctl is-enabled firewalld.service;echo $?

enabled
0
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systemctl disable firewalld.service

12.3 Linux =iRFE3PXIEF R 80 ik A5 FiEvaIal 2

|
LinuxZARSS B8 TS 7 DS HERERFTA 780 0, BREXIBIAAN, XA
5, ARSI,

IRESH

BRI EE AT RE R ISR SM-R i OARER—XiEzone . ERAILUZERLAT
TREE!
1. PUTII RS, EEHXIEMNIETE KN i .

firewall-cmd --list-all

TERGIFBKERNEE X% J9public, FilixC/980, M-KEOJveth0,

12-1 BEERXERER

2. BT &r<, EEM-REOMEXE.

firewall-cmd --get-active-zones

TERGFM-EZEOBE X ~external .

12-2 EEM-REOMREXI
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INo
firewall-cmd --zone=external --list-ports

12-3 external XigiZFFAixC

external Xig FE&ERFH80uK -
4. HFUTES, EEpublicXig FREEHFK T80, ErFINE12-4Fr7x%.

firewall-cmd --zone=public --list-ports

& 12-4 public XigEFFAxO

publicX iz FFHHZ 7 80i%H o
LA, B XSRS M- REOAER—XiE, SEFERERLSL,

RRRTT %
FHR—
MR OISER IR SN, F80mO, BRI,
1. BUTHITR®S, FFR80IHA.

firewall-cmd --zone=external --add-port=80/tcp --permanent

& 12-5 754 80 im

2. PUTINTas<, EHFBKIERN .

firewall-cmd --reload

12-6 EFRHAKIEAN

3. HTATEr<, BAEMKENR

firewall-cmd --zone=external --list-ports

12-7 EEF XIS

BE
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EemM-REOEEXE, FESHXERNLTRE—XE, BRRFENT.
1. PTATS, EMN-REOBEXE.

firewall-cmd --zone=public --change-interface=eht0

& 12-8 {E2aM-RiEOfEEXE

2. PTWTER<, EEMREOBEEXE.

firewall-cmd --get-active-zones

12-9 EEM-REOEEXE
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13.1 Windows =iRSS S TR ?
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Windowsi#{FRFE=IRSRIERF, WE13-1FR,

13-1 bugcheck code UAK BJRERI S EE FRIELR

echnical information:

myTault.sys |- address

BIEEEES
1. ERTRERBIE=ST4 .
2. CPULHAEESH.
3. ERNRRERERSS RNRAE. EHRRA.
RERATEEFNBERT, SERIMAIbugcheck codel A X ATRERISEUERAVEIRSK
Kk BRRAR AR E .
EadEBug Check Code Reference , THEHIRE H5%HIbugcheck codef#B R E,

SET5E
1. iiiﬁﬂiﬁﬁ?%%iﬁzzﬁﬂﬂ’ﬂiﬂ#, {EFFIERREY, HEEFERWindows2012#2ER
2. WRZBWIINBREEIERRSER, 555 (RERSHAFER) B “ii
WindowsFABRR > ERHMHFAERR.
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- AlEdiE—LENNMERHEXEEB =
- HEUUERERCRSR
- UREERRSZR, BESHERE.

- UIRRSHEEBHIEALER, JABTEH#HEHENEE, F25E
&in, BEHEE, AEESREENHE.

4. MRFEHSITBERER, FRHAESSHEERENFIEMENE (crash dump)AIUL
&, 2Bt ERJdumpEERHEENE R
MATEFATRIDHIEERN, BNEPEERERINER, BERkSEE,
SEY ERIRTREREHITHIE . —RE=FRBVH. RRMEHCPUEEES
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BRTTE

IEEEFRRESREWERFLER, Tl TexplorerexeHiZRESHNEELER
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XERHFWindowsigsS2EM0explorer.exeH 2R ESHAY, explorerexeEWindowstz
FEEENENEHRREIER, ERTEEWIndowsEf %R, SIEEmilNEEIE,
R iZiE S SWindowsEIF: RETTAEA

1. IA=RSHRAESEERR.

VNCEESTE, g Send CulAtDel | opyrrrrsemss,

2. BEF “(IS5EIER > #1127 25 BexplorerexemZ2WindowsEREIREEHIZ
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- RAEESEEPRKEZERE. BEENT TITEINRERENZHIZERIT,
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= Windows (TESSE:E
IR EE(O)

EE(V) #EI(H)

=N B>

‘mEeE 8 | ms  (wE (BR [mA |
AR SEE CRU ATFC.. L
DitallesktopWindowsService. e, .. o 15,006 E Do
DitaEditorWindewsService. exe o 15,800 E Do
dwm. exe oo 2,004 K B
eMservice. axe #3532 oo 1,340 K EMD
alpace. exe ¥32 04 1968, 200 E =5
EXCEL _FXE o1 ZET,T24 K M
texplorer. exe ] 87,500 K Wi
FaunltBeport. axe *3Z2 o 3,081 K fa
firefox. exe o 91,924 K Fi:
firefox. exe o 319, 108 K Fi:
firefox. exe o 37,032 K Fi:
firefox. exe o B5, 806 K Fi:
firefox. exe o 64,200 K Fiy_
[ 1N - — nr
V] ST P PR ()
HTEE 189 CPU {#RIE=: 25% SERT: B0%

3. 350 explorerexe HizE:
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dwm. exe oo 2004 K B
eMzerwvice. exe *32 oo 1,340 K EMD
eSpace. exe *32 0z 199, 192 K 5
EXCEL. EXE ni 2T, T40 K M1
explorer. exe oo a7, 496 K Wi
Faul tReport. exe ®32 oo 3,084 K fa

ifirefox. exe i} g1 936 K Fi:
firefox. exe oo 319,296 K Fi:
firefox. exe oo 37,032 K Fi:
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firefox. exe oo B4, 200 K Fiy_
:' [l rrr mid Add= 4.0 TF 1;'

[V BT ERERFRHIE ) SETHTE (F)

13-4 jz17 explorer.exe
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FTF0): explorer. exe| -
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B R EIA

Windows Server 2012 R2IB{ERF=IRSS =R, AERITEREEZINEEZTIRS
S23t = Fredirected drivelfelt, =IRGBEEMIER .
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0x133) XM =RSEE
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(EITiE R mEREINAES, 2 Hredirect local drivesIhgE.
1. $T7F “&177 g0,

2. N “mstsc” , FHEE “HBE
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3. BEATHEN %Iﬁ 7, FRkR ‘AHERT RE
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5. & “AigSEiNER" I:IEF', EGEQE “IRENEE”
6. B ‘Mz’ &T?ﬂ%ﬂﬁlo

13-5 Z:H redirect local drives IHgE

%2 Rermote Desktop Connectior X 5 Remote Desktop Connection s
| Remote Desktop | Remote Desktop
<) Connection ><) Connection

Local devices and resources
General Display Local Resources  Experience  Advanced i .
Choose the devices and resources on this computer that you want to
Remate audia use in your remote session

a Configure remote audio settings.

Smart cands ~
Settings... |:| Ports
Keyboard : e [ IFloppy Disk Drive (A)
e Apply Windows key combinations: [Local Disk ()
Only when using the full screen . [C]OVD Drive (D)
i [ Drives that | plug in later
Example: ALT=TAB # |_|Video capture devices
Fapal diiies v Eaiies [# [_]Other supported Plug and Play {PnP) devices bl

./ Choose the devices and resources that you wart to use in
ﬁl’g‘j your remote session.

Printers Clipboard

More...

‘ Hide Options Copnect Help
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