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"Version": "1.0",
"Statement": [
{

"Action": [
"DNS:Zone:*",
"DNS:RecordSet:*",
"DNS:PTRRecord:*"

"Effect": "Allow”
}
1
"Depends": [
{
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"display_name": "Tenant Guest"
b
{
catalog": "VPC",
"display_name": "VPC Administrator"
}
1
}
SH5A
= 5-2 S¥ULEA
2 =34 =l
Version RAERIRA 1.0: KRETHBRILIEEE .
Statemen | Action: ERAEANBR 1BNA: RS2 RFREELEME
t: AR "DNS:Zone:*": ZERITDNSHIZonefi
RERE 1B1E, Hrh “DNS” HIRSEA;
BIER] “Zone” IRIRERL; %7 JBAECHT,
RN Zone R RRB T LAMITER B
.
Effect: {E | EXActiond | e Allow: FRiFHIT
m MIRIFER= | o Deny: TAVFT.
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LE—PMActionBIEffectBEGAllowX HDeny
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Depends | catalog KA ERT | IRSE&TR. Bla0: BASE. VPC,
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BEAK | display n | Ki0mES | BESHK.
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SHAPEEFREIE “DNS Administrator”
BEr, YWARRNAIRZABKTNEE
“Tenant Guest” §1 “VPC

Administrator” , “DNS Administrator” 7
=S5M.

THREZABKIIXER, 55 EHMN
BEO

5.1.4 RE&EIZNA
TEMOBSHEE X EIEHHI, RIIRIHIEE.
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"obs:bucket:ListAlIMyBuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation"
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"Condition": {
"StringEndWithIfExists": {
"g:UserName": [
"specialCharacter"
1
T
"Bool": {
"g:MFAPresent": [
"true"
1
}
1
"Resource": [
"obs:*:*:bucket:*"
1
}
1
}
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StatementAI LAB 24, FRRARBHIEAIR,

5-3 HRH&EM

Version Effect
Action
Statement 1
Statement 2 » Resource
Statement ... Condition

REES B S VersionFIStatementfERD, FTENBRIESEIEMRAB ., THEKXIES
g, BoLURIEZSBENREE, MBEENEERA.

XRERRA 25 (2025-07-03) IRBFRE © ERRABIRAT 65



H—BDINIE
FFisrm

5 IREE
= 5-3 SRESSHUREA
2% aX =]
Version REEHIRRA . 1.1: KERETFHREIBEET .
Statemen | Effect: {E | EXActiondfJiE | ¢ Allow: BIFHIT.
E: ~ H 1’E$ﬂ|ﬁm§fﬁl¢?ﬂ o Deny: FAFHIT.
ﬁﬁﬂ%ﬁ’\]?ﬁ 17 3958
NED LE—MActionfEffectBEAllow X5
DenyRd, EiEDenyft5HIEN
Action: ERAERR o B RSB REERIRET
NN ENIZHERGS, Bhffs ®
B . BNIAXS KNG,
Bl
"obs:bucket:ListAllMybuckets": &
TEHOBSHFIRNIE, HAobsh
AR55%, bucket9RiIFZEEY,
ListAllMybuckets 9124
BRI LATEXINIARSS “APISE” &H
FEFZRSZFIBIENIR, WOBS
=R,
Condition | ESREEEMANIE | 8NN “FHEBRA{EMEHR: (£
ks %14, SIEREE | 4HEEMHE2]Y . B, £H4E
e — PN AXDKINE,
MRERESNFRM, ERTEHEMR
BEMRY, ZREAEH
~fau:
"StringEndWithlIfExists":
{"g:UserName":
["specialCharacter"]}: FRXFHF
AP Z LA "specialCharacter”
fEERTiZRstatementER .
Resource: | ZREEPR{ERAIE =R “BRS5] region:domainld:&
HEEE | E. REBLRRIRR” , RREBETIHE

s, BEMS*RRIE. JF
ERLRXHANE,
TIFRRRERNI = IRSIERR
KRS TIRFIAMSERERN
=RSS .

1

e "obs**bucket*": EFREFEMN
OBSHE,

e "obs:**:0bject:my-bucket/my-

object/*": F&xmy-bucketfEmy-
objectER FRIFTBXIR .
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H—BDINIE

5z =12 5 RETE
o g
FHREFRTRIKGEDARY Condition FTTEFRIRE. RIBERSTEE, DAERFEM
RFNARSS SR .

- =RRFMR (AN ) ERTERE, IAMEHAMEREFMEE: BA
ERFHEMEMERFMER

" ERERFRMR: AENIEY, ZRSTFZRERFEMHER,
IAMBEBEEEREVHE . FIBEEN: BREREFEHE.

" Htt2RRME: EXNEEF, IAMBERRSFIRNFHERFHE
o (MBS EXENRIRS TR RS

- RSBEFEMRE (IRARSERES, tobs:) (NERTIIMARSARIE, #FIE
FEUMNAIRSZHIAFIER, MOBSIERSFEF

& 5-4 BRZRFMHE

SRR E-Sit) 15408

g:CurrentTime AgiE) EWEIERGEKAIATE], LA ISO 8601 BV
=, fFlEn: 2012-11-11723:59:59Z, =~HISH
1,

g:DomainName | FfHFE | IERENWSEIR. ~HISH2,

g:MFAPresent e | REERAMFAZRERIAIES UIRE Token s 72~
&3,

g:MFAAge #HiE BIEMFAZ EZFEINIE S TUIRENAY TokenRI A X0 AT
Ko ZFHFEEMgMFAPresent—ie(ER . =l
=4,

g:PKITokenlssue | Adid] PKI Tokenf9ZA&HR31E], LAISO 86014&FE R,

Time Bgn: 2012-11-11T23:59:59Z, =HISW5,

g:ProjectName | ZfF8R | MB&AW. =26,

g:Userld FRFE | IAMERID, RIS,

g:UserName FHE | IAMAR&. R~EI&N8,

& 5-5 Hitt2B5H42

Address

eRFMHE | B8 15288
g:Sourcelp | IP 1BERKFAFAYIPitEE

g:SourceVpc | String | iBRFIFRIVPC ID
g:SourceVpc | String | i&KFFPAYVPC Endpoint ID
e
g:TagKeys String ARy AR e
STRGRRA 25 (2025-07-03) RS © ERREARBIRAD &
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H—BDINIE
FFisr

5 BRETE

EREMHE | XE A8

g:ResourceT | String | BiFrEEE

ag/{TagKey}
a. g:CurrentTime
5 FrRBPEILREYE2023F381H8=2/1b=A4182023F3H30H85:
AILABIRIAMZESE, i3 FREFg:CurrentTimeR{HBEAIRFEREIR AUTC
A7,
{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"DateGreaterThan": {
"g:CurrentTime": ["2023-03-01T00:00:00Z"]
h?
"DateLessThan": {
"g:CurrentTime": ["2023-03-30T00:00:00Z"]
}
}
1
}
b. g: DomainName
=~ BR{NEBRFzhangsann] LABIEEE.
{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g:DomainName": ["zhangsan"]
}
}
h
}
C. g:MFAPresent
T~ FBRERE RSB EUERT R T MFAIAIE S A el LABIEEIAMZEIE
{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"Bool": {
"g:MFAPresent": ["true"]
}
}
1
}
d. g:MFAAge

T~ FRERERES D EIERT R T MFALAIERIRT B ZRAF900s 7 7]
AEIZRIAMEIE,
{

"Version": "1.1",
"Statement": [{
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5 IRETE

"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
" NumberGreaterThanEquals ": {
"g:MFAAge": ["'900"]
}

Byl
}

g:PKITokenlssueTime

=~ FREBPEILTAYE2023538 1 B8 ApiiERE &BIPKI TokenBJLAB)
EIAMEIE,

[MERTY:

%I&Hhg:PKITokenlssueTime R 4HE(ERIATEFEZU I UTCRTE .
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"DateLessThan": {
"g:PKITokenlssueTime": ["2023-03-01T00:00:00Z"]
}
}
1
}

g:ProjectName
T BRERERBNEIDEEX ST LRI Z B LARRIAMZESE
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
" StringEquals ": {
"g: ProjectName ": ["cn-north-4"]

Byl
}

g: Userld

5l AR IDA9xxoxxoxxaxxxxx- - BIFAFP A AT LASIZEIAMZEZIE .
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: Userld ": ["xxxxxxacoxoxs+"1
}

1
}

g: UserName

B FRRARlsiA A LISIRZIAMZEE
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
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"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: UserName ": ["lisi"]

}

1
}

- SEsHE

i.  ForAllvalues: MIXISRERIBNHRAVEREHFMHRENFE. MR
us_uﬁ':F'E’JEA%UEi’J'ﬁﬁﬂlﬂﬂlﬂE’JE"‘—/\EI&EE &4 ’ililtrueo

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"ims:images:share"
1
"Condition": {
"ForAllValues:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"

SRR AR E X 15 R E Ae = RVA R P AT EHR RIS
orgPath1, orgPachjZ%orgPath3 BAFFHE,

BRINBEREBH =B RAHEDNIRRorgPath, orgPath3 FHIELR, HE&
PLECAYIN

RANBREBHZHRAARIERorgPath1. orgPath2. orgPath3.
orgPath4A FRYBLA, SRERILECKM

ii. ForAnyValue: MiHiBRKEENED—ITRREASFIHREENED
— AR . MRBERPAYHT— P RESKREPIE T FHE
UER, MIEAHEEue, T REERRREIRE, SRR

false,

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"ims:images:share"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"
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ISR AN R B R E REHZAVARPE—MARERRERE
orgPath1. orgPath2zf&ForgPath3, HPASRIFHE,
RIS REBHZBGRAARIKRorgPath1, orgPathd FHIRLR, R

PLECRIN
BEE kBB HEZ S 85BN RForgPath4, orgPath5 FRIRKR, RS
PUECLIY .

EHR=FIZE

5-4 FHREHZETREE

FHFRIEN
FHEEMT:
FHET: FMHE1A OR FMAHETB: FMHEIC
AND
Fi4H52: £MHE2A OR £{HEH2B
AND
FiHagrF2:
U3 £HE3A
a. XWFE—FMHRENSINEMHE, RAORZEZE, INEKRERBRHEER

EENEE— M RMEHENIRErue,

ik
SEEFRTAES AR (FUg0: StringNotEquals ) , MIERIERIRS

iz BB LECRIFRBRIRMHE

b. RE—IEBEfFTRIFERMEZE, RAANDIZEIZIE . FRIEEFMZIE, X
FIANDIZEIZ4E

o RN
EEAFSHME . FHME—RANTENFMFIINED, SBRERBHEXFMY
RS, SRERABEEX. IEEFFRILUBINGEE “IfExists” , RRXMIERENZTHH
EEMRIEREIIERIEERL, 2 “StringEqualsifExists” RRERBENTHIF
RESFTRHEOERBER .. SEFHFHREIZER, REPUREINMR
BB, FRHKRNE,
- String2&8!
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2 5-6 String XEIEEH

ESit) EHH i5ER
String StringEquals BXRESEFE—EGEER (K
PDRNE) »
StringNotEquals BXRBESHERHEHAR (X2
KNE) o
StringEqualsignoreCas | IEXKESEE—&ZMHEER.
e
StringNotEqualsignor | IEKBESFIB&EMHEEIARE
eCase
StringMatch BREFSIEE— D FMAHEREN
FEAR (RHKRNG, ENFEAR
Z35F07)
StringNotMatch IBRENFEERMHHERENZE
ZX (KHKRNE, EUFEREIN
XEPF?)

Tl IEERF&ZhangSaniYiERE 7 BEIIRETRAE . SRENIRITH
;EO
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"obs:object:GetObject"
1
"Condition": {
"StringEquals": {
"g:DomainName": [
"ZhangSan"

- Numberzgs!

2 5-7 Number ENEEH

il =8 i8R

Number NumberEquals BREFTFEE—EME.
NumberNotEquals BREAETHRERME.
NumberLessThan BRENFHEE—FMHE,
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P58 5 BURETE
i EEFF k)2
NumberLessThanEquals | iIEBRENFHIEE—NETFH
=18
NumberGreaterThan BREAFEE—NEME,
NumberGreaterThanEq | iIBREAFHEFEE—INF
uals &,

=~ iERE—REZALATEexample_bucketi@FFIH 10K,

{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:ListBucket"

1

"Resource": [
"OBS:**:bucket:example_bucket"
]

"Condition": {
"NumberLessThanEquals": {

"obs:max-keys": [
"o

- DateztH!

% 5-8 Date EBIEES

it IBEF $ilA
Date DatelessThan BRERFEE—EMHE.
DateLessThanEquals BRERTHETIEE—1F
HE,
DateGreaterThan BEXRERTEE—REE.
DateGreaterThanEqual }E{ﬁgﬁﬂ%ﬂ%ﬁ%ﬂ:&%—ﬁ\%
s o

) iERE RBETE202258:8 5 1 HEl i@ AR

{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:CreateBucket"
1
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"Condition": {
"DateLessThan": {
"g:CurrentTime": [
"2022-08-01T00:00:00Z"

- BoolzEE

% 5-9 Bool HBH=EH

St} =8/ iAH

Bool Bool FH{ERIRE: true,
false, IBREFFHHE
B,

) EREVIERFE 7 MFAINERNEIE A BB SUEE K AIBIRZEH
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:credentials:updateCredential"
1
"Condition": {
"Bool": {

"g:MFAPresent": [
"true"

- Nullzssy

& 5-10 Null Z=BI=HF

-3t} =8/ L)z
Null Null Z(H(ERIE(E: true. false, &

EAtrue, BXRIEREAFELE
BEAnull; FEENfalse, BXiF
KREVRFERBEA AU,

Bl IERERICIEBERLIKIERTVPC,
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
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5 IRETE

"Action": [
" obs:bucket:CreateBucket"

1
"Condition": {
"Null": {
"obs:SourceVpc": [
"false"

- “IfExists” IBEFER
BANUlEERFLASL, SR AT ISz R TRAIRERINIfExists, £l
90: StringEqualsifExists, SNRIEKAIANBSHFERMRE, WIKERSKEEATA
RiFHITILED . WIRIZBEATFE, WiZEHTENIELERE Htrue,

5.1.5 K=

REEZEREN

REEZEIE)

5B HERN5AA

O E N SEHEAT, SRREResourcet=aConditionTTEMIRERT LA HRIZES
SEAENT . ERIGSEFRENAAHR, X HUFEEEBEEREIEK ETXH
IBESIFEAYE.

RETSEMTIFERSIIR, FR—UWAES{}. EXIESH, EEENEEFERN
B _E TS PRIRMAHEAOZIR, BIa0${g:UserName}, FESCIRRAEESINAIRHE, $
{g:UserName}&#: Bai& NS A2 g:UserNameRY{E .

AR

ConditionFHENTERTLUIESEEEME, ResourcestEITE REEESEResourceld™:" 5>
BRIRBEPRIRE—E, flu0: OBS:**bucket:${g:UserName},
MERIBERMRAEBRETXHAEFE, S IEERHEESERME, BRBaSBREN, of
BEEEHENMEDLY . FINIHBEREFESDRIAMBRE, BEXkbASEFEg UserName,
MBLEMEMDEE, BBARBEEE${g:UserName}dd S B 2ERSI/ER LA, @18, Xt
FSEEHE (B EEENNSME) , MFEFETBERLETYH, HTEERSEEN
#, RASHHIEHERIREY, NMIUWERIE

NRTEIEENFMEREBIREAY, BTN CREREEREXAMEARINE. EOT
SMIEVANE, BEES|S 1HERAMNME, FREXESIITESRREEZIIRFIZIA
&, flans{key, 'default’}, FTrZkeyNFESEBIREMAT, E${key, 'default'} i
BN AHEdefault, FEFRBRAXD KNG, ERMRANERD KNS, L+, FZ4§
BIREEAMES [ SRIENTIEE SRS . FI0${ g:username,
'Default_User_Name' }&RRINKIHEISHZIAMAR, WEERg:UserNamefIE, &
NEHap X A& Default_User Name,

MNFRIEETEFEBIFHRANNFR"S" ( RBTEIRRFT ) , MREREILXNFRF
FREHRAEN, BEEIXNENNMS); ERETEMAMETR, NREBRE—PE5]
SFHF () , BER—INELNES|S (") KE:. flaN${g:UserName, 'A single
quote is ", two quotes are """}, HfEFABGAMEHITERES, SIAREHRKA single
quote is ', two quotes are ".
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IAMRSHIT—0E R, XEKREEFESRTESEEMIRITEENE, SINALR
SEER, flaN${g:UserName, '${g:UserName}'}, HFERAIIANEHITEIREY, B
WEHER${g:UserName}, TREUKLEE,

R EEIRAMIT R
ELTHR TEA IS R R

o TEELTNHAEFE, BiRELM, HIANIEIAMABARESRAT: "${g:UserName}",
o TEIFRRMAIUE, BiRELM, Hun: "${foo". "${foo, 'default™,

o TEFEOANMEIRRTAIUES, BiaskM, FIa0: "${key, value}'. "${foo,
'default}". "${foo, 'default"}"Ss,

o TERET, BEKW, GETSH. S SIS,
o TETAUGESE, NREEPHFESE, BREM, FIN: "Sguser )"

o

o TEHE, BIREM, Fla0: ${var1${var2}},

REgT={FEREHG
o TEREHFERATS:
- ZERAIFERR, NRUIAMARBHESR, HIAMAERP&E test_user_namefy
fERT (g:UserName3sREXZIRYERtest_user_name ) XHRIE
OBS:**:bucket:test_user_name ( ""({EXBE R REESINER ) HIT

obs:bucket:CreateBucketf9iT H45E EAllow
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": [
"obs:bucket:CreateBucket"
1
"Resource": [
"OBS:**:bucket:${g:UserName}"
1
|
}

- zmbERER, LIAMARSHER, BIAMARFEZtest_user_nameRJfER
T (g:UserName3kEXZEIHI{ERtest_user_name ) ITFIE
OBS:**:bucket:prefix_test_user_name_suffix ( "*"KEBEREFREI=ZSNF
%5 ) #HifTobs:bucket:CreateBucketf1T 045 R EAllow,

{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": [
"obs:bucket:CreateBucket"
1

"Resource": [
"OBS:**:bucket:prefix_${g:UserName}_suffix"
1
1
}

o HARMEPEREE:

ZrplER, LIAMBRBHESR, BIAMARZRtest_user_namefIiER T
( g:UserName3kEXZIAY{E Rtest_user_name ) HifTiam:agencies:getAgencyf91T
RERZEAllow,
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"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": [
"ilam:agencies:getAgency"
1,
"Condition": {
"StringEquals": {
"g:UserName": [
"${g:UserName}"
1
}
}
1

5.2 BERIBAHRE

ALBHERBREMEEREMESHIAE, N TiEmARE

PP NES
SE EESHESEE BPER” , SEFEN0APE “BIE" ST B .

L2 LAPEISERIRE, BEREEIEY Vv, JLIEERBINFARS, IUIRERRE
“IAM ReadOnlyAccess” A,

5-5 IAM ReadOnlyAccess FEEERE

EEC®0) IEL KR E SR EER v FrE=ms v EEEE v 1AM ReadOnlyAccess X Q

E4: ESid)

N oo s

"Version": "1.1",
"Statement": [
{

"Action": [
"ilam:*:get*",
"lam:*:list*",
"lam:*:.check*"

1,

"Effect": "Allow"

}
1
}

R

5.3 EENRENICE

IREFESFURKS FHFTEERNKR, JLUEN “NRE iE>$x7f2 I2” WA,
IAMBUREIRAGE2MKSHRMERINKR, FER “RIER" . “AR&/AF
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HR/ERL” . ‘MARE” . ‘“CUIRE (EFERWRE ) 7 “EHRER” Y
IR EEIEERNKR

o WIREEFBHEREWINE, ATLUERIAMIIBME. BRI RERE, H3lE
EIAMINE. EWIREAHEIKER .

5-6 S EHEREWINE

H—BIHALIRS

# Bires, CUNASMERI0E | SUHHRE
22}
Q
R
= BR R TR AR Bl e Es3 E s B
= KMS Administrator EEEERSEER EVSAccesskMS EVSAccessKMSE =H 23
= Tenant Administrator ~ 2BEWESEER. coe_admin_trust Create by COE Team 555 3
SERFEEWIRE, BEHER BHE,. mFEFELEWINE, 52
L4 yu%/{éﬂla ﬁﬂ:ﬂlﬂj y AT pYT4 \IAMIﬁ T‘I)_IL: o uﬁ'ﬁ @Jtﬂ.klm y 1B
[
RFFEEWIRE .
=] 5 B
5-7 EXRFBEEIWIE
H—SHNERS
=i
. EENEEALES. MSEtREEN
= MEEBEREE AMREERERN0S
TREE
RS RS Q
HEE
P R TPRER GREFrE K] EEm EiEE E2nesic) =23
e Tenant Administrator ~ SEETEREEIER  on-north-4 [dE- cce_admin_irust Create by CCETe.. % i
= KMS Administrator HHEMZEE KM cn-north-4 [4£4E- EVSAccesskMS - = fre:

IAM TRE &
EAMBEEME T, SELEERN FERRHEENNENCR.

o REEE: BURAIBIR, BESIRBZIRTIUAEBNIRIFSE

IFEERENRAERICE, ERTERGN “RIEE" , BAIEENRES
R, BEZNRAIENCR. IFEEREZRSHERNIR, BER: RHEN
BEO

o MFZ/AFEAR/IERS: IAMBR. BFPHE. EIENER.
NEBEIEEIAMBR/BPE/ZENAMITBEENEE, EERTESEMER “BP
27 . “HAPER’ o ‘TR , BIAEBENNER, EEEENCRE.
MERL:
EFIAMITEEN, SNSRI IAPE, SEAMEBNE ST AMBREINES
it, BERZIAMBRRERPENEIIER.
o %EIXEE: IAMIRE X 2R, EISCRAVEREE . EEIAMIMBENER, B
jri
- 2ERSE: BEEMEERRSBIENNER,
- FrEINE: EEETHEREENIENNER. EF “FrEIB” 81, N
IRXSFAEIBEER, SELBERSZIFIFREME (8iERKEIENIE ) .
- i‘aﬂx’ﬁlﬁiﬁ (g0 “ap-southeast-1” ) : BEETFTHAXE . FIREENAYE
UCH o
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o E{RKE: BINWSRER, FILUEEAR. AFAE. £E3M. IAMIBEHRET,
AILUSEEARER “AFE” . ‘EBIE7 , RER ‘AR, WERERA

zs
T o

o WINER: BWIRBAIZIR. WREFEAMBRRET, &F “tWmE” Hid
RS, FRABWIRE R, BENIRERWIRERE.

AR Y
ERWREMET, SELERN FERRHEENMECR.

o REER: PURRIRIR. BESIRBIRAIUEENRIFRS.

NFEEEENRARNICE, EFTRFEEN “RIEE” , MAIBENIRS
R, BEEZMRAIRINCR . MFEFEWINBIFNERSIIR, B2l =
ARSSHURIAA .

o MPE/APER/ERS: IAMAR. BFE. ZEHER.

MFEEETAMAR/BFPARNEWIREFIICE, EEGESMN “BF
27 . “APER” , BAEENNER, EEERNICR.

AR
o ETFHRWIMBEN, SIMENRBCIAR, EERWIRBERE MEEAMAFERICR
i, BRzZIAMARREFRERFERENICR .

o MIRH: RWIRERIFRFR, BIMXIRAERSER . EEEEEWIRERIENIC
F, EEXETRSEEN ‘BWIRE " , BARWIREER, BEEETZEWIR
BHRPFTERINCR .

o EMRKE: BIOYRER, RILUEERF. BRHE. FE3M,

o IMAKIE: IAMIMEZHXiE, MREECWIREMNET, &F ‘“MARXE" A
I, FEEFEEME, BEMMHREIAMITERE

5.4 HENMFKI
5.4.1 S BE N R

MRAGREABERNER, EERUUEIEBENRE, FBIEHARAERTE

ENX RIS TRMEOHITES], BEMREEMNRAREEAGT BN,

BRIAMZIFLA TS EIZ B E X RES:

o  HHMLARE: BERRERIZBENRES, TH 7HEISONIEX, KAWL
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M EEAFTIE, BXIBSMINIERIZ RN

1. BAPENRSEFFIFMNAMBREEIRNERiEE, MRS IaRRRRER
i%*o

2. HEHRRBPEIRPEHZPETIES, BEHRIAMBMDEEARPNNAIEREEE, 13
#2OIDCIEYRequest, RIXLENILIES o

3. NSSEBWRNISKRE, ¥ &OIDCGENRequesttaEIlIdP,

4. APERWIdPHEEENERNEPHMABFZINERE, ®AIdPXIEFRHNSH
SEHTIGNE, FHOEIETRFEERYID Token, MEINIKEEARIZEOIDCIER
Response,

5. NILSSRIMRIfE4E & OIDCIEIN ResponsesS =

6. ER=MOIDCIENResponseHEYHID Token, FRIEEECERIS DI kT
EUE‘Q’SEI‘JIAM%F@EJ ﬁﬁﬁTOkeno

7. BPERBERER, B,

9.5.2 BIEBHIRHR

BECEEFPSDIALE, FEAERWIIPETRSEREAREERREATOIDCEHIRMA
A IEOAuth 2.0%HE, HIAMEZFIG LEIESDREE. BERINER, KEIA
TREZERIEEXR

HUIRRSRM

o NHIEERAEFAZEIMTIBNKS, HEAIAMPEEZBFAEFZEIN, B
LiEEEN: SIZAPEREN . AEARIAM EBIZIAFREARATSEWIdP
FRIFFESIMETXER, (E5IdPHRRIABFIREVE A RIAMP A FPHEIIIR .

o  HIEEBREFRENEIVIAPRIESEN N ASEY T RV IdPERT A . BTARRIE
IdPRIECEFERAESR, ARSI FEWIPRIEEAMiIFIA, FRENE
AIdPRIOAUth 2.0FIREEINE(FESE (Il IdPRIF BN SIS
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ELN 1dP #gIEE OAuth 2.0 EiE
ST IdPET IS S B P EE A I EOIDCEHARILR . R BIBAERURIA:

https://auth.huaweicloud.com/authui/oidc/redirect¥lhttps://
auth.huaweicloud.com/authui/oidc/post,

D FREVAVIdPEYOAUth 2.0EIR,
----4ETR

TEERAT LIRS hIRMRE

EIAMIZEI & ERIZSMRMEE, BUEERNES, JLEIAMPEIIdPRIEE
KR, FEEWAFRLEELIENR,

ST HNAMEHIE, EEMSHERT, %IF SHIRME" TE, P65 o
EEmhiRME” .
9-40 ISR MRS
- BIAILES SRS ©

xS @R S e~ W ®E € e
BEE

=208

SRR

S22 RN ‘CIEBMRME T BOPES ‘&7, &EF ‘MY 59 “OpenlD
Connect” , &R “K&” 1 “BR” , BF “HE” , CIZSHRAMABKI.

9-41 EESNIREESH

S{TEHEE / flESiEiE

= E oIDC
* BHN OpenlD Connect b
# 22 EHAFSS0 e
HE @ B8 ==

b7 £ SLEHEEE
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H—BDINIE

FIFigm 0 SipiRitEERE
(10 88
SMHREENRAEES, BIEEHE—IRRSE,
-
HEEH= LERERINEE

SR BESMRMEIIRS “BRE" JI8 g7, EN “EXBHRME" NHE.
9-42 (2 S nTRIHR

SipiREE © RsnRlE
SEISGEEEEReNT, SRESHTRAIET TSRS SRRENS0EEBNTLE, X
ETE ) it O L] i #E 0 [
am_oidc - ERIEESS0 OpeniD Connect © =3 == ] e

S HENSmRMERE, EF BRERT .

9-43 iFig AR,

BEA
® sRnENEEEsaiEE

£ 9-8 AT/

BiEB yielilz
HEROMBEEHE | o R/ TLUMERIFAIZAINEAIAPI, CLI,
5iE) SDKERF AT EXRIBEEN=,
o ERIFHIGHID: BRULMEAKSERERTISIER
HEaRipaEAE
gtﬂ:%!@'}%iﬁﬁssoﬁiﬁﬁﬁﬁﬂﬂi, ROZEREI S
I\Lo
iy Eaballs) AFPXeILUERSZFRIEZIEIAUERIAPI, CLI, SDKEFF
KITERBEERNE

SI3 FENSHREFRNE, ES ‘BEEER .
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x99I MERER
BEER ol

Bp1REEURL OpenlD Connect SHAIZHEFRIA

TRzl IdPIREAYOpenid-configurationd"issuer"=EZHY

E.

i5EA
Openid-configuration27E£OpenID ConnectdEMXHIURL, BiRHtT
BXEMHIRMER (1dP) NEEES. URLAITR: https;//{base
URL}/.well-known/openid-configuration, B base URLEA{EVVIAPTE
X, Googlet2fitiYOpenid-configurationghttps://
accounts.google.com/.well-known/openid-configuration.

ZFEID 7£0penID Connect SR EMAYZE FikID, BNfERIVIdP
rhelZEAY0AuUth 2.06E1E,

S REndpoint | OpenlD ConnectSHORM RIS ENE . XM AV IdPIRMAEAY
Openid-configuration®"authorization_endpoint"==EZAYE .
BB A ‘wERONERESHN NEEEE,
SR Scope BERUEKREEEE. EiAiFkopenid,

pasAs ‘EEHNNSEEEH&HN NEEEE,

MESME:

e openid

e email

e profile
ERUEKResponse | IEUEKIREISEZEEY, B RiEid_token,
type pEBEA ‘wERONEREH&GHE” NEEES,
A KResponse | 1EEUEKIREHET,, form_postFlfragment@fpaliEiEst, #E
mode FikEform_postiR|

o form_post: i#&Eform_postiEI{RY, BESHIRHENNE
redirect urlBc&9: https://auth.huaweicloud.com/
authui/oidc/post,

o fragment: #EFEfragmentiZ=URY, BESMDIRHEENIE
redirect urlBZ&5: https://auth.huaweicloud.com/
authui/oidc/redirect,

ipEBRA “wEDTNEEEH&ENE NEERS.

IRIFOpenID ConnectBHAIZAESID TokenSZHINIHE, BT
FBHKSLE, BNCERRRSZNNE,

k3
R
D>
i

$R4 BE “HRE’ , THERE.

.

EXFBRPEREGIE
SE HESRHER R IdPIRS SR S R RE.
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1. FEIAMIEHRIGR) “SpIREE” mE, B “BE7 IR0 B0, HA B
SpRAE" TE.

2. HELSHREFENE, REEIEEAMR “S57 , FEXNSHFITH,.
9-44 SHIE Rk

BAER

=#  iam_oidc
#i%  OpenlD Connect

=R EHAFSS0o

it

B
o
I

inEaE
|® srsan=Eszsa |

ke
d.com/authui/federafianiwebsso?
oidc&protocol=oidc

ZIEAFEFOIDC ID TokenfEEH A TokentElE, FARSTokem ERIAPI. CLI. SDKETE T EsEinnltEh =ik

3. MENNENEEAWEEIdDPERARE, MRMIEXN, BHEASDRHUREE
SRAR BV IdPARSS FRECER AL

$E2 WAL EERRFHIARAERRIEESUIUERIIENR

o EFRmMIN: FRESEBFIEMIN, ERILUSZIBIIASHENF R BRI E
BRS%,

o EBRXM: BIOEEHRAFRAMERD,

ARt

LERIBEXF B AP REENIEEA =, REEURIR. AEEAFRENRFELE S DR, B
MRIBESN: BEEBHOEEERN

-

EESENES

o EESHIRHHBIER: ABNIREMNIIES, 8% “BF” , JEEBMNIRHE
HENMEE . TTEIREIFE . SR,

(11 588
%Eéﬁgﬁfﬁi‘%ﬁ-ﬁﬁ T WE TR ERSMRMEHET , TERHEA “ENSMniRH
» Eo

o EXNBHIEHBIER: ARMNIREHETIERS, SE 2K HA “EXBMHiEH
&’ RHE. JENSHREHEORE ( “BR” % “GR7 ) . BRER. T
TRERFBO LN .

. %ﬂﬁ%%(ﬁﬁﬁﬁ%: ESmiRtEsIES, B “WERT , BIRNRAIS MR

SASRRAN 25 (2025-07-03) WA © LR ABIRAE] 164



H—BDINIE
FFisr

9 BHEHBRE

[REE(ESS

o FEESMHIRIENN, ZZIdPRIBFRSIAMBBFAERIMS KR, F15IdPER
Sﬁ%ﬁﬁ)ﬂéﬂiﬂ‘ﬁ_\iﬁ’ﬂiﬁﬂaﬁ‘ﬁd’ﬁffﬂﬂﬁo SHEEMNFEEEN: REBHERN
U1

o ARVWEEHRFPIRERSER, ERWAFTIEEEWEERFEPNENS
BERANOEEBAEAR, HixssE: RERIVEERFERAO.

9.5.3 BCEBHATEHEMIN

HURRER

BIFPRR

FEIAM RIS H1IRERE, FEBARPEELEN=FHHIARZENAA

“FederationUser” , BEXFSAPNEELIAERT, REEASIR, EeJLAITEIAMEES]

BEESDERN, SCI:

o NIEBRFHAPELHZHERFENBEFEZ.

o EFEWESERFHAPERENTEZBRINIR. ATEATIIRAIR/IMEN R
SHAPA, FittEEREEI AR SIAMAREIMET XK, NEEEFIEE
SRISXI M AP ERNIR, FERENE ENER. BHREREIZEEIRSTAIAME
PR, SIZBIAMAREFENESN: SIAFEFEI.

(%88
o (ENBMIEFEIMNG, WEEZNBFHERASENER, SEMEZEFITMNATERL.

. &Diiﬁﬂ%&ﬁﬁ}jﬁ'ﬂ&ﬂﬁ, e R FRERPAERIREDT, 2K/, FEEREIIMPER
% 7‘. o

EEARRFROESMRMER, HRIISMHRERNERIHETIIESRER, Tt
HIESHIRHEESNL: R CEZSDRAE.

ERILAGER “QUERIN” , IAMEREIESHS MO RN SEHEEHRAMISONIES; tB
LSS “REMAN" ERREEISONIES, RIESHERANNFMRBPITRAIES
W BHOFEEANIEAE5EA .
o SUEMN
BEESEIAMEEHISGHANSMERS, 85 “‘SHRMHE" .
. EBMREMBIIERYS, ERECIENBMOREME, 2E BN .
c £ “BSpIEHmANT XiggE elEmn” .

9-45 BIZEFIM-1

S G

&2

SN ) 2UEE

i
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HPFPigE 9 BDIRHFSECE
9-46 BlFEFM-2
BlEERm )
AN RN
Wit et {# BIE
@ =
2% 9-10 2#u58H
27 |t wiRA
BRFRZ | BESBEPEE | ATXDEAMNBERSEFER,, @isdtat
NP ERN | BEEBEFREFPB A “FederationUser-IdP_XXX” o
BFRE&, T | B “IdP” ABDIRMEARFR, WADFS,
&R “BEFBA | Shibboleth%, AFXoAREBHIRERE TR
P&” . BB “XXX” ABREXRIEMRZIR,
N
o E—BNIRHEB AR IEEMHERER—,
MEE—BHREERAENESHEIEAS,
gigB@H%iﬂﬁﬁ)ﬂ&ﬁé?aﬁchiﬁma—/mmﬁﬁ
o FPZAILARAMST {0.n} , {0}F&Rremoted
BFPEERNE—EH, {1}3F& Rremotedt R
EENE-IEN; SEEFEFRS<. > {118
FRFEB,
BRFA | BEPBEPTEE | BSSREFRERERFANNIR. TLUEEREE
R=HErER | SIEZERIAEFAE.,
BRF4H,
AN | BFBEPIEE | BRBRENEMER, KIEREGRRERF
£0E | MEAPEN | HAIIBUR;, BRNHEBENSEMERT, ZNAE
s PRAVAE SR ¥, BABEENFERIBRTIEIBEESR
%, oo — BRI RS I LB 10FEN
Fi5,
izl
o — MRNIBTLACIES AR, PTG
R, LHINA BT AR
o — BN TICIZSEIN, MNEEE
. MNRFEMNESENEEIBAPEARER, BB
AIZBFR P Z LB A=,
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=~ ARV EBRRAEERIZENN
" FHP4£Z: FederationUser-IdP_admin

" HMAPFE: “admin’

u EE;—&%1¢: “E,r ”» . “_NAMEID_” ; “%14:” . “any_one_of” ;
“&” : “000000001” ,

=X FF1D/5000000001 B9 ERE A= HIRSTHIAMB R EZ 5
FederationUser-IdP_admin. Bf “admin” FHFPHEINIE.,

d. & “SUEMN” mmE, BE “HBE” .
e. & “IENBMIRME” NE, B “wBE” , FREEN.
o ZRISFIN

a. ;g?\ai‘“bz, HENAMEEFS, AELZMSMERT, BE “BIHE

b. HESDRMETIERT, EBEFEEENSMHRMR, BE ‘1B .
9-47 1EX S DR
SMEiE ©

B S5 Sipnil, EESSSEEHIET T BHIRME. FRRENSHIHEIRE.

B iy #E 8 B

lam_oidc - EHEASS0 OpeniD Connect O == =5 B2

¢ f& “BMHEmERNT XKEeE “wEN”

d. EFREBERBNSONBIS DL, ,Jztxﬁﬂ)a%é*% BpEEERIN
FEREAA

e. BE “RISMN” , MEMEIIFINHTEERE.

f. REEr “RNIEH" : £ “REAN TmEm, BE “BE” ; & ‘B85
et omE, BdE e, (EEREEM.

FERER ISONMHEAAFTRE” : BIZBUSONIER, sBE “BUH"
EHARIERARE o
BEIERRFR A F AR
ERESHEERANGE, EEKTAFEGEEENNIR.
£ BIARER,

FEIAMEEHGR “‘BMHIREE" TE, S “BE JIN “BE” , #EA ‘BHiEH

BENMER” H; BE ‘BREE" ANe ‘07, ENSHRPITH, BAARLE
BREAFAIED, BRI,

$2 SERHAFPESEEMERFPAEINIR.

Bign, EEESHIREMNET, BB “ID1” MNIAMAFA “admin” , BT
BERSHIIIR . EANEHE, BFE—RS, EERETLULEILRS .

e
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HEXRE

BEENN: £ “BSHEERN” Xigad: ‘S50 . FHEIENSHERRNE
JSONMHH R, ISONXHARAFTIREIESE: SpEENEMmixag

9.5.4 B BEGWEBRAEFZAO
BEMrREENEREERERCWEERS E, tWAREBSZEELNENT,
(MARL:

EHRREHEWVEBPERAL, NEREECWEERFEIAD, BWVBEFHBFRTLIEYT
ZHEERENR, FEESE: RIVBEHBAFER.

AR
o EESRACRSHIZME, WANRSHREmESN: RSHIRMUE.
o RUEBRARECHREATERND.

BAESER
ST EAMBHSNENSRERS, BF ‘SHIRHE" .
$E2 PREFSRIEIEENN ‘BE .
B 9-48 BESHIRMANENS

R—BHAERSS

SiHgE © ARSI
= SEINHRERERCAT, FREHIRENIET THOREE, SRREOSNRAEESE, x
RER
=s
= 3 )
£ 51 wE E

2

EEIE) saml_001 - ERAFSS0 SAML O =8 =X e

S$W3 BE “BRUEE” AN 07,

9-49 ST Rk

SHiREE | SESMIRHE

BHEE
pot o saml_001
i SAML
=R EHIERSs0
Wz =]
TEEEE  hitps:auth huaweicloud com/authuifederationfwebsso?domain_id= &\do:san\_-]m&prntn:a\:sam

T4 BUTEORNMIECVEBRARE X EGF .
<a href="<ZR4#>>"> LATEFZANO </a>
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H—BDINIE
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S5 ARERCUBSERGREIES CEHRERAD AUESHIENE.
-

9.6 S {piEHaNIF4H158H
BRFR DL AN SR FISONSNEM . EeI LB 4REE)ISONSERIEXHINI . JSON
1[%£t§llﬂ<:
{

"local": [

"<user> or <group> or <groups>"

"<condition>"

SHIRAR:
o local: FREXFEFIEIZIAMPHBDER . aIAREMAF “{0.n}” , {0}F& R
remoteFAHFEENE— N EM, {1}F~remoteF R EREHNEZNEM.
e remote: FRREFFAFEIMPHIEFER, HSEMNMZEFEMRNTEL,
EEHSRE .
- condition: BXfBRAFIREIZEIAMAY, BHDEEMEMINIAYERSRM . HEiis=
FhER (5

"  empty: ETIRH, BIFREH—EEN, ROWARMERIE, ETLUATIE
FelocaltRAPAY ST o

" any_one_of: MABMETREZGAES—MSEMENEN, FHiROMR
8, RENEAREEATlocallRAARI IR o

" not_any_of: WARMEETFESHTIEEESEN, FREGRE,
IREHEABERF localBRARI SR -

b3
MESIEIAMPRARSHEEREER: KINEFE. K. #FIFH*FFE ()
BARgeAEFFL.
empty F{ERAI
empty & HRF R EeeBIRE— BT HE, ZERTER ocallRPAISMFF
“{0.n}" .

o UUITRAIFRTEIBAFEIAMPRARERA “remote” IE— N EBIHE+TIE
+BEANBMAE, BDFirstName LastName. FRBFRFEN “remote” HE=1E
tH{E, BlGroup, GroupBl+RIEREEE—1 .

[

{
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FBFisE
"local": [
{
"user": {
"name": "{0} {1}"
}
b
{
"group": {
"name": "{2}"
}
}
1
"remote": [
{
"type": "FirstName"
b
{
"type": "LastName'
b
{
"type": "Group"
}

]
}
]

BIRENUTHS, WEFBRAFEIAMAPEIER&AAJohn Smith, John SmithE

IAMBREF “admin” HPFP4H,
FIHISHERIEN, FBEEIRT)

{FirstName: John}
{LastName: Smith}
{Group: admin}

(ATHEER, EUTHSNED, ZEIR

o IR AFRFEEIAMPETZSTRAFA, SHOERRNI TR,

AT REIFRREFFAREIAMBEARZIRA “remote” BIE— N BIHE+THE
+E "N BEMHE, BlFirstName LastName, FR@FF4EA “remote” HIEE=1E

%18, BlGroups,

[
{

"local"™: [

{

"user": {

"name": "{0} {1}"

}
}I
{
"group": {
"name": "{2}"
}
}
1
"remote": [

{

"type": "FirstName"

}I
{
}I
{

1
}
1

BIREANLAITHS, NEXFBAPERFFRIAFE/3John Smith, John Smith/E

F “admin” 1 “manager” FAFH,
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{FirstName: John}
{LastName: Smith}
{Groups: [admin, manager]}

any one of, not any of {45l

any one of, not any of5empty&4AE, XA PMFFREINE— M HRE, %EFR
geRFiEFtlocal PRI S FIFF . FREALATRBIA, (RE— 1 ERFF “{0}” BF#remote
HRABPRIE— N EmptyRHFEFR, - groupI— M EIEAIEadmin,

o UUITREIFRREIBAPEIAMABRIEREA “remote” RIE—NENE, BD
UserName., FRIBFFEA “admin” . iZMUNNIIEIdPHETF “idp_admin”
FFPANAREY.

[

{
"local"™: [
{
"user": {
"name": "{0}"
}
B
{
"group": {
"name": "admin"
}
}
1
"remote": [
{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

]

}
]
}
]

o WIREBAFRFEEIAMPETZSTRAFA, SHERRNI TR,

AT RBIFRREFEF EPEIAMEREREA “remote” HIE—NEME, BD
UserName, FRi@APEH “admin” 1 “manager” . ZMUMNIIEIAPHETF
“idp_admin” FAFHANABREY.

[

"local": [
{
"user": {
"name": "{0}"
}
Uy
{
"group": {
"name":"admin"
}
Uy
{
"group": {
"name":"manager"
}
}
1,
"remote": [
{
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"type": "UserName"

"type": "Groups",
"any_one_of": [
"idp_admin"
]
}
]
}

- BRSENUUTHES, BFJohn SmithiEF “idp_admin” AP, FFLARIF
ZRAFBEEAR.
{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}

- BRBEANUTHS, BFJohn SmithAEF “idp_admin” AP, FTLLZ
MXFIohn SmithA&ERL, AFeiFlohn SmithipiElfER=,
{UserName: John Smith}
{Groups: [idp_user, idp_agency]}

BBENFRAXRIFEETG

TR LATESRMEIETE— “"regex™: true” FIREFETRENEIUAEN ARG HFKITE
&R,

LU ROIRRZANIIEIdPRAPEE MESEFL, “@mailcom” SRAMAL
¥, FEIAMAPEIRFE) UserName, FRERF4 “admin” ,
[
{
"local": [
{
"user": {
"name": "{0}"
}
L
{
"group": {
"name": "admin"
}
}
1,
"remote": [

{

"type": "UserName"
{
"type": "Groups",
"any_one_of": [
"*@mail.com$"

]

"regex": true
}

]
}

FIHAG TP
ENEME, LA BES” MARES.

AT RBIRFZIUIEEAR B FIdPEY “idp_user” BAEFIdPEY “idp_agent” F3
PEERIEXFRRP AR . [MTERARP: EIAMBREREZ R UserName, FRERIFEN

»

admin” .
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{
"local": [
{
"user": {
"name": "{0}"
}
L
{
"group": {
"name": "admin"
}
}
1,
"remote": [

{

"type": "UserName"
{

"type": "Groups",
"not_any_of": [
"idp_user"

]
%
{
"type": "Groups",
"not_any_of": [
"idp_agent"
]
}

]
LA ERRIZERE) T

[
{
"local": [
{
"user": {
"name": "{0}"
}
L
{
"group": {
"name": "admin"
}
}
1,
"remote": [
{
"type": "UserName"
L
{
"type": "Groups",
"not_any_of": [
"idp_user",
"idp_agent"

SN HNAEETH

ZIMNES, BRESAFEERLRARE.
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FARBRE—ESHNARE, FrEMlFRELE— T HEPERNER, &
MERAEZARIFILARES; MAPANEFFEEXINBEFEZSRNES . —Ftt
?ﬁ%ﬁﬁﬂ’ﬂ%%ﬂﬂﬂﬁﬂ%ﬁiﬁ%ﬁﬁﬁ)ﬂ%@EE'—?H@F‘%HEBE%%o XENEESIEFESS
IFIEE

AT BIZRRE XS IdPHRETF “idp_admin” BIFHBRER, EIAMPRAREAR
UserName, FRIBFBF4EA “admin” ,

[
{
"local"™: [
{
"user": {
"name": "{0}"
}
}
1
"remote": [
{
"type": "UserName"
}
1
L
{

"local"™: [

"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}
1

BIREANUTEIS, BFJohn SmithBF “idp_admin” AP, EIEANIXTIohn
Smith&% . FEIAMBEIEFZ AJohn Smith, FREBFER “admin” .

{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}
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1 O BENXSHHE

10.1 EREEHEEBEXSHHNIE

RERIEIWIdPARSFFSAML, OIDCHMY, AJLAMERBEEXZMHNIE, BidR5H3
RISENTEREE, EhRVAFRBEIEWIIPIRIESSE, BIREREIR,

gL="

AR

BEMXBPRIBERTASZIESAML, OIDCAIEIIdP, WNREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECRERBSMINESIINAFERE I EBRAKSBREREN

Lo
HURS
o DUBHPIEERS.
o RUEEREEHZ CEMRTAMEIKS (KSELDomainARAl) , HELE
IAMFEIZ A (PR LIGroupCHfl ) FHEFAgent OperatortliR, BiF
BikiESn: SIRRAPEHEN.
BAFTER

$I81 EDomainAFREIZIAMAR ( BF&LAUserBAfl ) , FHINIAGroupCAHRFEF, Bk
BiEiE2n: BRERNAER.

[MERITY:
IBFIANZIAMB RIS RIEBREARRS . MFERNAMBRIBEAR, 55%: EEIAMA
FHRERMEE.

£IE2 $EUserBRUIHIRIEAS AP B (HEFERHOES ) BEERIWIdPHEE S E
EPj,J L‘AEX%EHEHFiAiIEtoken%DiJﬁ}%APlo ATREENKSZE, ZHRMNH0ZAR
WHNZETFE

$I3 FIAMERIEENSHEIER “&E” , BEEaLHEH “ IEFR
T4 EOIEZERNE, REFHSH

“FHEZTR” LA “testagency” Jf5, “ZFTHEREBY wIOUERE ‘TEKST , “&EiE
HIKS " S “DomainA” , “IFEERTE" RIBEMARERIER, #8E “T—=F7 .
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H—BDINIE

BFiEr 10 BEXSHHIE
10-1 BIEHRIE
=5 | SRS
* ETER testagency
& FEFam E:l:] EERES
T e e BT R
=RE
SRR R A A TR
* EFEHES DomainA
# 5T FA v
= SEAETES

SIS EENREERTEE, AGEZERTFRITIMNIR, H[FETEN.

186 EIdPEIEAFE “testagency” ( SEBATHEILZFRER ) , B AL
FiIZBEIAKRERA, BFEHEEXNRBEREARNAENR, BEREiEE20
AV IdPEEENSZAS .

ST tUABAREZEIREWVERRSE, HatlIdPRIEEXKE, NEBIIE (BHEE
SESRXEHEFIIETYIER, REARPRKANZLEIER ) MEREEFERNE
¥, BB EESREWESBRSAFEINE,

(MERIY:
BEMARBIZITTIREE PRI A FEB RS A= BRI RIE B FRIIZE,

$IE8 IdPEENKIBIRIEERIE, EHIAMAR userBAJtokeniAFEAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , 3RENEHIGATE{5A9securityToken, EAAGEBES
W @i EICIRENIERTAK/SKFIsecuritytoken

(MARY:
B ZEikEsecuritytokenBt, iERIAPHIESsession_user.nameS#,

$9  mIlIdPEE X IBEHIRENEIRIGETAK/SKFsecuritytokeniBid £ 51843

( iam.myhuaweicloud.com ) JEFAPI ( POST /v3.0/0S-AUTH/securitytoken/
logintokens ) SRENEFZEEloginToken , EFREWE(IFResponse HeadershaIX-
Subject-LoginToken, SREXARXiEEN: FMEEMEEREIR.
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H—BDINIE
FFisrm 10 BEXBHAE

[MERY::

e iEFAPI ( POST /v3.0/0S-AUTH/securitytoken/logintokens ) $XEV&FRZEEloginTokenfT,
EEFALBER: iam.myhuaweicloud.com,

o logintoken2RAMAELBEXNEBEAFPNERER, AEHEFSM. sessionFEE, B
INERERS1094 . VAFEFederationProxyUr B R=IRSBIEHIEHT, FE(EHlogintokenift
fTINIE

e ARIAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) BFRJLAIZ & logintokenfBE
AYiEl, BYHERECEN1058~12/0 0t . MRENBEXTFIGitZ 2 EiEsecuritytoken
FIRASHARTE), NIRRT Z2EiEsecuritytokenFlkATS HARTIE

FET10 BRI IdPEENXIERIEIE I =IRSEZR Mt FederationProxyUrl, {EJfILocation
IR[BIZ5N%528 . FederationProxyUrlglT:

https.//auth.huaweicloud.comy/authui/federation/login?
idp_login_url={enterprise_system_loginURL }&service={console_service_region_url}&
logintoken={logintoken}

5l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A
%2F%2Fexample.com&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm
%2%3fregion%3dcn-north-4%23%2fapm%2fatps%2ftopology&logintoken="*****

& 10-1 SE05H

2 5iER

idp_login_url TV EBRFE R,
service BERRNE SRR,
logintoken BEXREBEERER.

ATNRR[EFRISHAST, FEBUL=ASHEHTTUrEncodewi3.

E] A2 Z L, T DemonfltliE =R S E Rl FederationProxyUrl: ERZEEH A
BrIRSEFht

(1 i8R

ZFederationProxyUrl8 & MIAMSKEHNERER, ERATFAONEFRHTEMHIGIE.
FederationProxyUrlZFEE 43 UrlEncodeZ®HS o

R EATNEERZRloginTokenpk /G, HiSzREMEEORIFELDAILNIRS
tilit, BI=ARSSCIEE Rt FserviceiRERIIMAIE, IR RLINIGIALE N =RTIEH
AN

Ho

loginTokenTAIESRM, MEE@Eidp_login_urligERYitbilt .
----$5R

10.2 (EREFEH B =IRSE Rt

ZELREEAEE SN ZEREN TR RS HKFCIEERMIAIREULHT .
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Java 7R-BIES
LA RBIIRBE T 2nfal{#E Fjavadmizi h o EiE = RS E Rttt FederationProxyUrl,

import java.net.*;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ClientRequestException;
import com.huaweicloud.sdk.core.exception.ServerResponseException;
import com.huaweicloud.sdk.core.http.HttpConfig;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/| EREREERNEEXEERER

String endpoint = "https://iam.myhuaweicloud.com";

/| REEFinEtt

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// {EF3IAM userBidomainID/ak/sk FIIAIEEIAME P {Service}Client, AFBRIBIZES I “ BIZRIAME
R &1
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld("domainld")
withAk("ak")
withSk("sk"))
.withEndpoint(endpoint)
.withHttpConfig(config)
.build();

/*CreateTemporaryAccessKeyByAgency

TERREE EEREERT AR 2 A F0securitytokeniZ (I3RENE B RS S0 B9A1B) % B NsecurityToken,

iﬁfﬂﬁ}%ﬁmsecljjri;ytokenE'\JﬁﬁiAﬁ HR9900%), BR15H¢H, BUESEEI15080-24/08Y, XBIEBIUHAS

36007, BD—/h\Bd,

R T—REBEEXREERERE ogintokenlY, MNREIRETEXHA, NERBHAAREA T XEIRENRY

securitytokenfRI KRB KATE] .

*/

IdentityAssumerole identityAssumerole = new IdentityAssumerole().
withAgencyName("testagency").withDomainld("0525e2c87exxxxxxx").withSessionUser (new

AssumeroleSessionuser().withName("ExternalUser")).withDurationSeconds(3600);

AgencyAuth agencyAuth = new AgencyAuth().withldentity (new

AgencyAuthldentity().withAssumeRole(identityAssumerole).

withMethods(Collections.singletonList(AgencyAuthldentity.MethodsEnum.fromValue("assume_role"))));
CreateTemporaryAccessKeyByAgencyRequestBody createTemporaryAccessKeyByAgencyRequestBody = new
CreateTemporaryAccessKeyByAgencyRequestBody().withAuth(agencyAuth);
CreateTemporaryAccessKeyByAgencyResponse createTemporaryAccessKeyByAgencyResponse =
iamClient.createTemporaryAccessKeyByAgency (new
CreateTemporaryAccessKeyByAgencyRequest().withBody(createTemporaryAccessKeyByAgencyRequestBody));
Credential credential = createTemporaryAccessKeyByAgencyResponse.getCredential();

[*CreateLoginToken
RENAE XA EERZEE ogintoken,
logintoken2RFEMALEENNEAFNERERE, AHAFPNSMH. sessionFHHER,
FREEXAEBEURLEREIRSIEFHEH, oTLAERARZEOSRERIogintokenH# TIAILE .
ElESLSEIJE%%EEIOQntokenE’Jﬁ?&HH?ﬁiﬁseoo%&", B1093%, BUESEE/910380-12/00, XEBigE /11800
7, BI=NET,
AR BEMAEZERER ogintokenfIEMEAREEX F £ —LIREXHIsecuritytokenBIRIREXATIE .
BidEEIkEsecuritytokenRt, iERAFHITUEE session_user.nameZS#{,
*/
CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().
withAccess(credential.getAccess()).
withld(credential.getSecuritytoken()).
withSecret(credential.getSecret()).withDurationSeconds(1800)));
CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
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CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[/BEXRIBEE Rt

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
(1T ER R FEFIIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/eI =R B Rithlit FederationProxyUrl, {EJILocationiR[EIZ5SE

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python 7=REIHLHS

AT ROIRER 7 anfafEE A Pythonfmi2iY S IR = ARSS & Rithit

FederationProxyUrl,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERERERRNEEX N IEERER

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFiRENE

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# {EFIAM userBAddomainlD/ak/sk FIAIIEEIAME Fif {Service}Client, A BRISIEES I “ BlIERIAMED
P’ &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByAgency
# VERIEIE 2 TIRENRAT 25 5 0securitytokeniZ KB E B AT S5 8951R1ZE 3 security Token
# 5 I‘Eﬂl%‘“:’f'ﬁmsia;{itytokenH‘Ji.!éki)\ﬁs‘zﬂlﬁﬂﬂwooﬂ‘, B159¢, BUESERE/91558-24/\, XBIREFWEHAN
3600%>, BD—/\BYo
# AR T—SREBEXEZRZEElogintokenfT, MRERETHME, VBRI EEATIXEIRENAY
securitytokenfIFRIREZRATIE .
# BT ZITIRE securitytokenhd, iERAFALRIES session_user.nameS#],
assume_role_session_user = AssumeroleSessionuser(name="ExternalUser")
identity_assume_role = IdentityAssumerole(agency_name="testagency",
domain_id="0525e2c87exxxxxxx",

session_user=assume_role_session_user,

duration_seconds=3600)
identity_methods = ["assume_role"]
body = CreateTemporaryAccessKeyByAgencyRequestBody (

AgencyAuth(AgencyAuthldentity(methods=identity_methods, assume_role=identity_assume_role)))

request = CreateTemporaryAccessKeyByAgencyRequest(body)
create_temporary_access_key_by agency_response = client.create_temporary_access_key_by agency(request)
credential = create_temporary_access_key_by_agency_response.credential

# CreateLoginToken
# RENEE M BB R ZElogintoken,
# BENHIEEREE ogintokenfIBIEARBAIA 960070, BI105¢H, BUESEEA1058-12/\8F, XBIRET
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1800%), BNH/NAT,

# iR BEMREERERE ogintokenf B MR BEA T _E—5kEXYsecuritytokenfIRIS A ETIE

login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

# FREEEMRIEEREIRURL

auth_URL = "https://auth.huaweicloud.com/authui/federation/login"
# B SBRFE R

enterprise_system_login_URL = "https://example.com/"

# BEIFRNE ARSI

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# BIE=IRSE Rl FederationProxyUrl, {EJILocationiREIZSNILEES
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)

10.3 {§F token F{ECEBEN B0 IE

WNRIEAIE N IdPARSZIFSAML, OIDCHMY, AJLAMERBENX BHLE, BdmERE
FEEATEFREE, FVAPEICWIAPEITISHE, BIRERERAT.

AR

BEMXBMPRIBERATAZIFESAML, OIDCAIIIdP, WNREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECRERBSMNESIMAFERE I ERRAKSBREREN

o

HURSM

o RUWEAIEERS.

o RUERREEHE CEMTABIKS (KSELADomainAKE) .
BIELR

I E:DomainA':F'ﬁUEIAMFﬁFI ( AP&L UserBfl ) , BiRAREESW: CIEIAMA

£82  (Ak ) BRARFUserBIIANBFRAS ( BRARLAGroupChfl) , FABPAETY
ZROIR, BFSEESN: SIZBPEFHEN

H$IR3 KUserBRUIBIDEAS AR NER (HEEERIDRER ) BB IRV IdPRIEE X4
FF', LAMESREXFEFIAIEtoken . AT RIEEHNKSZE, BEFIHOERENINET
1 o

B4 PUEEREREWVEERSE, HEIBEXRE, NBRIIRDEEFESREN
=HIERIVAER, BRREESREVEERFEENE, LA EIRRER2HE
BRIFFUserB A4,

(1] %8R

BEXRERAFSIRZEELAKS TRIAMBRIIR, BIAMAFRARERSHEFSHED
(EFFERRHEEN ) BREREWIdPHIREN 4+, B XEAFRRERTFAREWLHEF.
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IR

L6

SR8

AIdPEENXIBETIAMB P UserBadtokeniEAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , ¥XEXI&ESi5i@25$BF0securityToken, ARG XES
W: BEidtokenIXENIERT 51012 8 0securitytoken,

BAldPEE X EBESIREREIR GRS H 2 $HfsecuritytokeniBid £ B3
(iam.myhuaweicloud.com ) iERAPI ( POST /v3.0/OS-AUTH/securitytoken/
logintokens ) SREVERZEEloginToken, BEREHE{\TResponse HeaderdfJX-
Subject-LoginToken, SREXAGRXBESN: KMBEENKBEREIR.

(AR

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) SKERE F=E4EloginTokenhd,
EEFEALBIHS: iam.myhuaweicloud.com,

o logintoken2REFAMALBENKIBRAFNERER, FEHAFNED . sessionFER,
INERHEA1055%H

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) RSRILAIE & logintokenf9B53%
BY8, BYEERETEN105H~12/0\0] . AWRENPEXFIGRTZEEIiEsecuritytoken
FAYITHAASE), MFERIRETZ £ EiEsecuritytokenRISAY T HARTIE] .

AdPEE X AIERIBIN TALE IR =ARSRIEERMENE, FE/9LocationiR[EI45]

(17 =1~
ag-

https;//auth.huaweicloud.com/authui/federation/login?
idp_login_url={enterprise_system_loginURL}&service={console_service_region_url}&logintoken={logintoken}

<l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A%2F
%2Fexample.comé&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm%2f%3fregion%3dcn-
north-4%23%2fapm%2fatps%2ftopology&logintoken=*"****

& 10-2 SE0RH

2% i8R

idp_login_url P EBERFE R,
service FERIORIE A =ARSS b .
logintoken BEMREEREIR,

EAIAS L FDemoRAIBIRAIREE Rl : Eftoken5 X B SIRE TRt
mall

SRERIEZE R E MNAMIKBRIZ R EEloginToken, loginToken BBFXJiA5iaRIE it
TEMWIE. =RSLEZEFRtIHENSHAEERFTELE I UrlEncodefmiB .

EhAEEFREREoginTokenpkINfE, NiSRBMNEERIIFRILDAIELNTRSS
ok, BI=ARSIEE R FserviceiRERIMELE, BIAVBRAINBIEEAZAES
VAN

Ho

loginTokenm AIESRK, MEEE@Eidp_login_urliZERIHbLLE

.
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10.4 {£F token HBIERIRSE R

ZE TR ERoken SR BIEEREN TR IRSZAIBFLIEERBUAIRENLHT

Java 7RCED
LA TR G158 T aMa{Efjavadmizi A ol =R S 2 S itbtit FederationProxyUrl,

import java.net.URLEncoder;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.http.HttpConfig;
import com.huaweicloud.sdk.core.exception.*;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/ERERIEZRBEEX NIEERER

String endpoint = "https://iam.myhuaweicloud.com";

[[BEBEEFinEME

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// {EF3IAM userBidomainID/ak/sk FIIAKAEEIAMZ P {Service}Client, AFBRIBIES I “BIFRIAME
P &1
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld(domainld)
.withAk(ak)
.withSk(sk))
.withEndpoint(endpoint)
.withHttpConfig(config)
.build();

[*CreateTemporaryAccessKeyByToken

A @i token3REXIIGAT 518125 $HFIsecuritytokeniz (ISAENE B IRAT B DAY 0258 0securitytoken
ihlaZARNsecuritytokenfIBIAE RHA/900%), BD1553¢4, BUESEEA1558-24/0\0, XEREGRHAN
360078, BP—/IAd,

TR T—REBEEXREEREREogintokenlY, MNREIRETEXHA, NERBHAAREA T XEIRENRY
securitytokenfIFIREZRATIE .

TokenAuthldentity tokenAuthldentity = new
TokenAuthldentity().withMethods(Collections.singletonList(TokenAuthldentity.MethodsEnum.fromValue("tok
en"))).withToken(new IdentityToken().withDurationSeconds(3600));
CreateTemporaryAccessKeyByTokenRequestBody createTemporaryAccessKeyByTokenRequestBody = new
CreateTemporaryAccessKeyByTokenRequestBody().withAuth(new

TokenAuth().withldentity (tokenAuthldentity));

CreateTemporaryAccessKeyByTokenResponse createTemporaryAccessKeyByTokenResponse =
iamClient.createTemporaryAccessKeyByToken(new
CreateTemporaryAccessKeyByTokenRequest().withBody(createTemporaryAccessKeyByTokenRequestBody));
Credential credential = createTemporaryAccessKeyByTokenResponse.getCredential();

[*CreateLoginToken
REVAE X SR EE ogintoken,
logintoken2RFEMALEENNEAFPHNERERE, AHAFPNSMH. sessionFHER,
FREEXAEBURLEREIRSIEFSH, oTLAERARZEOSRERIogintokenH# TIAILE .
%Eﬂii%%igiEIOQintokenﬂgﬁ IHAZAIA 96007, BD1028h, BUESEEN10980-12/0Y, XEiRE 1800
7, BI=NES,
R BEMAEZRER ogintokenfIEMHAREEX F £ —LIREXHIsecuritytokenBIRIREXATIE .
*/
CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().
withAccess(credential.getAccess()).
withld(credential.getSecuritytoken()).
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withSecret(credential.getSecret()).withDurationSeconds(1800)));
CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[FREBEX R EBEERZEIRURL

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
(1T EB R FEFIIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERRNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/R =IRSE R FederationProxyUrl, {EALocationiR[EIZ&iN 528,

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python =~GIHLHS

AT ROIRER 7 anfafEE APy thonfmi2iY S IR = ARSS & Rithit

FederationProxyUrl,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERERERRBEEX N IEERERE

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFiREN

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# {EFIAM userBAddomainlD/ak/sk FIAIIEEIAME Fif {Service}Client, A BRISIEES I “ BlIERIAMED
P’ &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByToken
# A REIZ tokenFXBXImATIAIA1Z¢BRsecuritytokentZ 3R ENE B IR B D AYiA a1 224 F Nsecurity Token
] fq@:@ﬁ*ﬂSiCliJ{itytOkenH"Jf%ﬁ)\ﬁ?&Hﬂ?ﬂ%Oﬂ‘, B1552%, BUESBEN155HH-24/M\87, XBEISEEIHRN
3600%>, BI—/)\BY,
#FR: T—SHREEEXIBEFRZERE ogintokenly, INRESETEME, NWEMIEAEEATIXEREN
securitytokenfIFRIREZRATIE .
identity_methods = ["token"]
identity_token = IdentityToken(duration_seconds=3600)
body = CreateTemporaryAccessKeyByTokenRequestBody/(

TokenAuth(TokenAuthldentity (methods=identity_methods, token=identity_token)))
request = CreateTemporaryAccessKeyByTokenRequest(body)
create_temporary_access_key_by_token_response = client.create_temporary_access_key_by_token(request)
credential = create_temporary_access_key_by_token_response.credential

# CreateLoginToken

# KB EM R EBEREElogintoken,

# logintoken RFREBEN RIBRAFNEREIR, FEAFRISMH . sessionFHEE..

# AABEXRIBURLERRRSIEHIEH, ATLUERAAEOSRENE logintokeni#1TIAILE .

# BEXAEERZEE ogintokenfIBEERERIA 96007, B1005¢H, BUESEE/910080-12/08T, XBIREH
1800%), BP=E/MAT,

# 18 BEXREEZRE R ogintokentIEMHARBEAR T _E—3KB RTsecuritytokenfIRIFR B JETE
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login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

#BENRIEBEE Rt

auth_URL = "https://auth.huaweicloud.com/authui/federation/login
# W EB RS R

enterprise_system_login_URL = "https://example.com/"
#EEFINEN=IRS IR

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# QIE= RS E R tFederationProxyUrl, {EJ9LocationiR[EIZ5NIEEEE
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)
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RAPER user login

FREREM (%5 | user loginFailed
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FARPEH user logout

THIEER user scanQRCodeLogin
THREBEREN user scanQRCodeLoginFailed
OIDCEFRRI user oidcLoginSuccess
OIDCERELM user oidcLoginFailed
SSOEFRIN user iamUserSsoLoginSuccess
SSOEREKM user iamUserSsoLoginFailed
B SICEIBE N E | user fpwdResetSuccess

5

BIEERP user createUser
{EaBEBIE . F4L | user updateUser

=

fRIBRFEF user deleteUser
BFREZE£IZEBT | user updateUserPwd
(&R

EERIRERFERS | user updateUserPwd
(EIAMAFRYER | user modifyLoginProtect
FRIFREER
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BT KA | user updateUserPwdByEmail
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M
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