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FMREES L eIEEFRHERERDEW,

2R

R FRim=

BIZBENXER

RPRZFAIEIZ100MBEXER, FEESINEHR. SIZRAEREHBZXE
BE X ZRECET .

BIERIXIFREZ SRIE FIRIRAESEIAEE, AES-256& AR AT/ \EXMIREINFEE
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BEMEAERINES/NSIE

FBF N B2 FFRYDEKINARE o
HRINIER AR SR
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"key_id": "43f1ffd7-18fb-4568-9575-602e009b7ee8",
"wrapping_algorithm":"RSAES_OAEP_SHA_256"

o IMRzAEAI
{
"key_id": "43f1ffd7-18fb-4568-0575-602e009b7ee8",

"import_token":"import token base64 encoded data",
"expiration_time":1501578672
}
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SR THBIBUE, FISEBEISUEHREESR “Publickey.bin”
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Z5 “ImportToken.b64”
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| wrappingKey ffe ar-a29927851940.bin
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STR=: (FHEEEZENEREAR
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o NITREEH: EEAMELS “EncryptedKeyMaterial.bin”
o IEXIFREEE: BIEMHELA “EncryptedKeyMaterial.bin” IIERIZEEE44%)
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XIFREEH
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AIHSMIE(EIERa .

M HEHRAS 72 (2025-09-08) WA © EARTERABIRAE 22



HIEINZIRSS

5z =12 2 ZREIE
. b)‘g‘if:: {EFOpenSSLAERLESAMIFY, FHRTHER “QRER" WERREHT
N&.
AR

WNRBFFEFEHopenssl pkeyutlizs, OpenSSLEERE1.0.2K%EAERA .,
WMRAFERASM2RIBEE, FERFgmsslan.
a. HEELEOpenSSLTENZERIR L, HITLATGS, EEBR (256477
M2 ) , FHSERZEMEILL “ PlaintextkeyMaterial.bin” &3& 1R
" AES25633#REZEH
openssl rand -out PlaintextKeyMaterial.bin 32

= SM4EZE
openssl rand -out PlaintextKeyMaterial.bin 16
b. FRTHRY “FEZR" MEEAME, FHEINEENERRIE
“EncryptedKeyMaterial.bin” &&=,
MR “BEERR” RIEHETE, LATa<SHRIPublicKey.binZEIELATE
HEEZEEFRwrappingKey Z55ID#HTEE

& 2-9 (ER T HRIBREAINE LR RIZ B
BREREE Il o N R S

RSAES_OAEP_SHA | openssl pkeyutl -in PlaintextKeyMaterial.bin -
_256 inkey PublicKey.bin -out
EncryptedKeyMaterial.bin -keyform der -pubin -
encrypt -pkeyopt rsa_padding_mode:oaep -
pkeyopt rsa_oaep_md:sha256

SM2_ENCRYPT gmssl pkeyutl -encrypt -pkeyopt ec_scheme:sm2
-pkeyopt ec_encrypt_param:sm3 -in
PlaintextKeyMaterial.bin -pubin -inkey
PublicKey.bin -keyform der -out
EncryptedKeyMaterial.bin

IEXIFREEH
o  JHit—: BRATEHNERZHEECHHSMAMEZRBME, FHERIESER
HIHSMiR{ESRE .
J %55%:: {EFAOpenSSLAERLZAM R, FHRATHA “B3%R" WEPRhHT
N%.
mERY:

WNERAFEE(FEFopenssl pkeyutldss, OpenSSLEER1.0. 2% LA EIRA,
WRAFERSM2RAEMRE, FEIFgmsslard,

a. fEEZRIEOpenSSLTEMZEFinE, WITUTSHRS, £REBEME ( 256{u%T
FREZEA ) , FHSERAIZSAMELLL “ PlaintextKeyMaterial.bin” f&{REF o

= RSA. ECCIEXIFRZZ$H

M HEHRAS 72 (2025-09-08) WA © EARTERABIRAE 23



HIEINZIRSS
PR

2 ZIRETE

b.

C.

1)

2)

1

2)

16 HIAES256%748 :
openssl rand -out OxPlaintextKeyMaterial.bin -hex 32
116 HBIAES256Z THEE IR AL — I HIAE T -

cat OxPlaintextKeyMaterial.bin | xxd -r -ps >
PlaintextKeyMaterial.bin

SM23EXSFRE A

SR 6B HISMAZA:
openssl rand -out OxPlaintextKeyMaterial.bin -hex 16
&1 63 HISMAZESHEE Rk — i HIFE L :

cat OxPlaintextKeyMaterial.bin | xxd -r -ps >
PlaintextKeyMaterial.bin

FRTHN “BE%HE" MEZPME, FSNEENZREZ
“EncryptedKeyMaterial.bin” S&{R1F,

MR “BFEEH BIEFIETHE, UTaSHRIPublicKey.binsEELATE

MBI REBFRwrappingKey ZHHIDEITER

& 2-10 (ER THRBRERNEERRIZ B

BREREE InE4E R RIE SRR

RSAES_OAEP_SHA | openssl pkeyutl -in PlaintextKeyMaterial.bin -

_256

inkey PublicKey.bin -out
EncryptedKeyMaterial.bin -keyform der -pubin -
encrypt -pkeyopt rsa_padding_mode:oaep -
pkeyopt rsa_oaep_md:sha256

SM2_ENCRYPT gmssl pkeyutl -encrypt -pkeyopt ec_scheme:sm2

-pkeyopt ec_encrypt_param:sm3 -in
PlaintextKeyMaterial.bin -pubin -inkey
PublicKey.bin -keyform der -out
EncryptedKeyMaterial.bin

SNIEXITREZBAS, BEEMRIEXITRFAR, FERIGRIZRME
( “gEnch)\/zptedKeyMaterial.bin” ) SIFASEBHATING, INZERISEHER
“FASREESLY

LAEEEEEA “RSA4006EL” Jafil:

1

2)

3)

4)

HERLFATH

openssl genrsa -out pkcs1_rsa_private_key.pem 4096
1&TCER R pkcs8i&TL

openssl pkcs8 -topk8 -inform PEM -in
pkcs1_rsa_private_key.pem -outform pem -nocrypt -out
rsa_private_key.pem

pkes8t&TLEEIR R dertE =t

openssl pkcs8 -topk8 -inform PEM -outform DER -in
rsa_private_key.pem -out rsa_private_key.der -nocrypt

(R IERY AR RATR R T INE
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openssl enc -id-aes256-wrap-pad -K $(cat
OxPlaintextKeyMaterial.bin) -iv A65959A6 -in
rsa_private_key.der -out out_rsa_private_key.der

(AR
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openssl ecparam -genkey -name SM2 -out
pkcs1_sm2_private_key.pem

2) HEEEHRRE pkes8IETL
openssl pkcs8 -topk8 -inform PEM -in
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sm2_private_key.pem
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gmssl pkcs8 -topk8 -inform PEM -outform DER -in
sm2_private_key.pem -out sm2_private_key.der -nocrypt
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gmssl enc -sms4-wrap-pad -K $(cat
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E PuTTY Key Generator

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

Farameters

Type of key to generate:

Mumber of bits in a generated key:

S5H-1 (R5A) @ 55H-2 R5A

R

[ Generate ]

| Load |

S55H-2 DSA
1024

£E2 BIRIER3-2IRESH.

x 3-2 £ =TS ENER

Number of bits in a
generated key
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Key comment: rea-foey-20120108
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Actiong
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Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 55H-1 (R5A4) @ S5H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 1024
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createDockerConiig dockerloginemd SWR - dockerioginemd normal 2023/11/16 10:54:04 GMT=08:00

oy
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Method: POST

ResourceType | Trace Source | Resource ID () Resource Name () Trace Status G Operator 0 Operation Time Operation

1AM 179D57015904412691c7 48058 normal Jul3,2024 11:26:32 GMT+08:00  View Trace

Obdesiti-38ec-116£-929c 810390165029
302

login

login':{'mode"password","user_type"“domain owner",login_protect"{'status""ofr}}

LR g??§§39i8§61mﬂ, BF ‘BEFEM , BB EOERZIREEHEEERY
io‘ —E %lu»o

EESH

{

“request”: "7
“trace_id”: “676d4dae3-842b-1lee-0299-9158esefialac”,
“oode”: *2007,
“trace_name”: “createDockerConfig”,
“resource_type”: “dockerloginemd”,
“trace_rating”: “normal”,
“api_version”: "
“meszage”: “createDockerConfig, Method: POST Url=/vZ/manage/utils/szecret, Reason:”,
“source_ip”: ¥ ”
“domain_id": *
“trace_type”: "ApiCall”,
“zervice_type”: “SWR",
“event_type”: “system”,
“project_id":
“rezponse”: *7
“resource_id”: "*
“tracker_name”: “syztem”,
“time”: “Z023/11716 10:54:04 GMI+08:007,
“resource_name”: “dockerloginemd”,
“uszer”: {

“domain”: {

“name”: *
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INREFFRERIDEWIR, s ERIENER, AILIBIEZBENREE . BEXRE
FRETLURINAYEARIR ( Action ) i5S A BR RIS o

BRIARFIA TS eI B E SRR :

o FAIIHWMERIZBENRE: THETHEREEL, EUNCIRESHZIEERES
RE, ATBENERMRE
BIZEKMS B E X SRE&HT :
- “TERSST - HUEMEIRSS (DEW) .
- YBMET  RIBEROBRETIER
- “EEER (EE) 7 0 “\IRT SR SERRT , “Keyld” %F ‘@
RRISEEE" B, “BER" HEIEEBEMRID, I5E ‘EE%R
BT53REID,
o JSONWIEICBZBEEMNRE: JLMEEERBRIRG, RIEEAERRIERIEA

A, EALIEEAREENRSISONESIRIERNS . BEAIZSRESN: €
EEEMERE . AERENEEBRIDEWEE M ERESFS] o

DEW BEN &G
o Tl BAPAIEE
{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kms:cmk:create",
"kms:cmk:getMaterial",
"kms:cmkTag:create",
"kms:cmkTag:batch",
"kms:cmk:importMaterial"
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WEELERPIES “KMS Administrator” BIRZFERE, (ERFLEHAFEE “KMS
Administrator” FRIBRZIEIRESUR ( kms:cmkTag:delete ) , &JLABIE—
fEEIActionfIBENX KRS, FHERENKIRAIEffectiRE ADeny, RERANE
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S
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{

"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"kms:cmkTag:delete"
1
}
1
}

o Tl BINAFERER
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:dek:crypto",
"kms:cmk:get”,
"kms:cmk:crypto",
"kms:cmk:generate"”,
"kms:cmk:list"
1
}
1
}
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IMBHRRSS . SNMEEDREEERINT:

{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:task:list"
1
h
{
"Effect": "Allow",
"Action": [
"kms:dek:crypto",
"kms:cmk:get”,
"kms:cmk:crypto",
"kms:cmk:generate”,
"kms:cmk:list"
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FEHEBIKS, BEREEIERSEREZRR
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kms:cmk:encryptDataKey | {XAE@IZAPIif(E)

kms:cmk:decryptDataKey | {XAE@IZAPIiIE)
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kms:cmk:decryptData IS A EAPLIRITISE)
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