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HEOSERER/ETIIEN—REZER (TOTP) , EZEHMulti-Factor
Authentication (MFA) i8&7F 4 . MFAIRSE AT EF Bt el I EF 4,
OneAccess B FIY ST EFHARIEIIMFA, EMFAR R R e LATERshiE MR %
(BEEeEFN ) bizfT, IEEHE, EUMFARZREZINESRHHI—F,

OneAccessiFaliSHSEE, BRAILSHSOSSHEEREMMFARE L, k&
5iREE IMFAIRSERIRS BN NS

MR

ERSOLHMREENANERE BT REMIsSE eI N BRSO LIS

gz

EROneAccessEIE| I,

$I|2 ESA=F, EF RE > RSBEE” .
$|3 7 ‘IRSBEE THE, B ‘HEOSEE" , ERHEFERENTSH.
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NARSHHEIEIRSS

4 LW ETERIERE

x4-42 2H0RE

24 15208

JIIERERES RGEANIHMACSHAT, STHHES
SERUE | RAEBOANOML, FXIFHER
SERRIRE | RFEFINF30F), RSZFHEL

# (%)

RIGATERIE | REFMIANO0, STFHES

msE

j@iﬁﬁ%)& RAEBANGMTHRERE, ASZFHE

A E]

EEBKAER | BUAXHE, SFERE, BRUSNSOSHAERE, FRNHMAR

BRXEZ= F&. ERMEIEO<,

BF “RE7 , hSOSEETRN.

R

HIEFEESEWNAETET SAMUMYAISIEXRR,
£, EEERBSNSPIRSERIA BN,

EfNlSPIRSSES

SFZGIDPIRYTTEUE L&

EFOneAccessEIE| I,
S, %1 IRE > IRSEE” .
£ “IRSECE” RmE, BE “IDPECE” , ERHEFESNTSH.

% 4-43 IDP RZ3E2#

2 15388

IDP Entityld IDPRIME—HRIR .

SSO URL BRERIURL,

IDP ZHURL | £FBBHEAYURL,

IDP S+ BRIMPRE—HEERAPRTRIIEZANEE . DI NREEIL T
Eéﬁ;g%?iIE%éEﬁ%iAFﬁPiEl‘cﬂﬁﬁﬁﬁiAﬁEii&ﬂP&ﬁéi‘ﬁ’%ﬁ’ﬂﬁj

Eﬁ%ﬁ%ﬁa‘r 8 | BRUA22 R, AIfE FRAERIEFIRERE, BRI S H~55H.

SessionB5XHA | BAIA30 ., BUESBEI1~480,

BREKREE | BAFES.

BAMSE BIAFS

N5k 01 (2025-07-11)

IRIERE © LATITERAGIRAT 119



NRSHHEIRIRSS
FFism

4 LW ETERIERE

T4

LR

EcE& OIDC

$R4

ECE CAS

SH ol
ERESENE | BUAFE.

BEA LA “THIDPTHIE” , HESBMRT, BHE LEZIRISPIRSS SR LA
G

BE “RE7 , BEEHTH.

R

WIREFE SN W ARSI ETFOIDC. OAUTH2IMYYS(EXZRAT,
“OIDCELE” FKEVERFENIKOEE

ZEFROneAccessE=#IF.
S, %1 RE > IRSEE” .
£ “IRSBECE” @, BiFE “OIDC” |, EEBIEFREII TS,

28 52E8

TNIERZY FAPSREXN TN AV, REEEIA .
¥REXToken YREXF R Tokenf92 0, RFEKIA,
Userlnfo REBOA

i Token RIFTF P Tokenf9#E O, RFEEIA.

BFEA AR “OIDGEE”
----45TR

, AJLATNEOIDCEIE

HIEEESRWNEESTETFCASIMYAIEERERR, BEEBET “CASEE” &F
CASHIRRSZEE -

ZEFROneAccess=#JF.
TS, @& 88 > RSERE” .
£ “IRSSECE” TMmE, B “CASEE” , ERHIEFEENRIENTSE.

R4 EESH

28 il

REEMER, FA%wIE. CASIRSSHIUIAYRIR .

Server Prefix

Login URL REBEmhERL, AolfwiE. CASIRSHNSRISHUELL,
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NARSHHEIRIRSS

FFisr 4 BB RIER
28 ol
Validate URL | REEBEENERL, AH%RiE. WWIERE, #EFERVIAuMELL.
V3

Logout URL | RBB&IER, AAI9IE. CASIRSZRIZ Hitthilt .
STEXER IBKRENRCIEENEHEE, EIREH3~15H,

WA BE IR, BESH.
-

BcE APIIAIE

BB FMIE S OneAccessEART, BILEBAPIRERZS, HShibR
TR,

FIE1 BEFROneAccessEIE| IR,
T2 ESMiET, &R RE > RBEE” .
$£3 £ ‘IRSEE THE, BE APBAILERSE" , THHESEUTSH.

28 il

BEEZE BEREBNEE, BRI

BERIA IFESAERNER, KRB,

NZRE NEZFERNEE, KRR

BiEEH MEZEEEERNER, Bk ‘55 o#TRE.

IS HARIE) access_token. id_tokenfUiJHARTIE), FAINA3028F, ZIFEE
M, 51432009 (30K) o

4.7.7 EHEREG
SEMME, STEE, YBESRSBARNMNE, BHRERE LEHERIH
SEUSAEIF A X HOERTAN R
BRIELER
T HE Bl TR E .
S TR ARSI ARIRAIRIF A FEARIE o
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NARSHHEIRIRSS
FFisrm 4 AV EIERIERE

AIfEAM AOAUth2 ORI BTSN ThaEsEliRERS

AEEE | e gl w g huaweioneaccess.com

HEEMIEERS  FREERTASSRe LT EERSERERR
FEE. EEIES

EEAIS-SDK, BUINESHAIESS (RS04, Boeamstis )
AlEE
+ B

EEAEEERRAEE REAE

$I¥2 EFROneAccessEIE| I, ESH=H, ®R 88 > BRI " , BF “HILE
XET

B3 BERIHEFRFET TRIXEEUARNFABRESRAN N TR, B “H
E

o

WA S TE, IRETHEIR, BFFHITRE.
R

4.7.8 =iftcEH

=iFAgentfEA—RE “#FR” , AERIRERIRSSFIZ EOneAccessZ (B T —HRMLE
ZehFE, JLBREWAIRERSEEREEAMN L, BRI MESSTAR
ZHRNEEREE.

Bail, =fAgentZ3FADERIE. ADKLDAPIANIER, ATEENEBADFILDAPET =
HFAgentiEZOneAccessiI % o

RIS
BIREEREIBERFAGenthIRES .
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NARSHHEIEIRSS

FBFisEs 4 VSR RIS
RN EES

& 4-45 =IFRIHERES

REFEEZR REUER

cloudAgent- o =INBDIERE:

*Zip https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
identitySource-24.9.1.2.zip

o =IFBDIRERIGIE:
https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
identitySource-24.9.1.2.zip.sha256

o =IFAIERE:
https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
authSource-24.9.1.2.zip

o =HFAIEREBRINSHE:
https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
authSource-24.9.1.2.zip.sha256

(RARITY:

=RE T EIMIE R R Esha256 58 EEAYERE, THsha25b6/58%4E RV T aEEXI R BAY
RIS
=i EPEREREE

TERA=FHBERBEHFHE.

RS BWRE

V24.9.1.2 AT —LEERMIiTR,

V24.5.1.1 FHRIDKhRAZ17

V23.12.1.1 | T —LEERER,

V23.6.1.0 YIHEREZENLZ M.

V23.2.1.0 XHFLDAPINIEE R Ba HEMAL o

V22.11.1.0 | #hiBI0Ee: 1BINSERIGRMHCBEFITEN,

V22.6.1.0 Migee: EERETERIFEERNEFinEiTAEEES

V22.3.1.0 HITADB D EAgentTHEEHITHAL -

V21.9.2.0 HEE I
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NARSHHEIRIRSS
FFisr 4 AV EIBRIER

RS ERAE

V21.9.1.0 1. ZREETHIIL.
2. T —EERERA,

BRI Agent S4B 52
AR
RIS R, U

LB [FRASSHTREEGIERSSSS, MUrootlREREFIIERSE, FRASFTPTREER
gAg;nfﬂ#@%ﬂiﬂ‘ﬂiﬁ@sHA256321¢J:1§§:U%%|3§HE%%§, PTUEERE LERYRHF
FOAREG ST o

[root@cluster-test-eq9ku xxx]# l

total 75724

-rw-r--r-- 1 root root 32696037 Dec 1 16:12 cloudAgent-authSource-24.5.1.1.zip
-rw-r--r-- 1 root root 101 Dec 1 16:11 cloudAgent-authSource-24.5.1.1.zip.sha256
-rw-r--r-- 1 root root 44832098 Dec 1 16:12 cloudAgent-identitySource-24.5.1.1.zip
-rw-r--r-- 1 root root 105 Dec 1 16:11 cloudAgent-identitySource-24.5.1.1.zip.sha256

FE2 HITUTRSREEMXGE<E M, JRREREROK, RIZTEMRILHI.
sha256sum -c cloudAgent-identitySource-24.5.1.1.zip.sha256

[root@cluster-test-eq9ku xxx]# sha256sum -c cloudAgent-identitySource-24.5.1.1.zip.sha256
cloudAgent-identitySource-24.5.1.1.zip: OK

sha256sum -c cloudAgent-authSource-24.5.1.1.zip.sha256

[root@cluster-test-eq9ku xxx]# sha256sum -c cloudAgent-authSource-24.5.1.1.zip.sha256
cloudAgent-authSource-24.5.1.1.zip: OK

(10 88
gli%%%'riffﬁﬁﬁziﬁﬁ, NGB TR FESIEHIRIR, BEH TR ERAIFARRE
-

BRAFERR

B HEADRSZHEIZEGKS, EUCWECHERRS, BAn]SEZZEADIRSSES
ElfESETlS=8

T2 HI=Agent,
1. EZFROneAccessEIE[IF,

2. ESHETF, &1 RE > mfkE 7 .
3. GE=MRERE, B “NI=FAgent” , IREBRFFIEERFAgentE, 8

£ ‘BT’ . Elt, =FAgentiRINT . =FAgentZ B STIHAIEREEF NS ()
BB, BIRTHIRE . =ifAgentifIlTRE, RE=BahERClientiDF]
ClientSecret, BFZERE, IIAETICClientSecret, BBEEBfrAgentfy “EE
=" BInEfFER. EER, BERABSEY, HERRE.

@ #E  ES
=ifFAgent
BB SHEET
ClientlD: vbISXAAYbKU2gQCxZRSDVXg4sUVmC. ul Client|D: KkC33u57d4t0818vaXV6Vzpd2L psOWkS (O @
=
B E=r sEET EEeE B e EEP HERT BETE BB
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NARSHHEIRIRSS
FFisrm 4 AV EIBRIEE

AR

- BE “BREIP” , BRESHFAgent RSP, FEERAERIPIHEET, R52iF
BEE—NP, AZIFS@BEAIIPAET (F10: 10.10.10.%) , (XAFZIP LIBENG
AgentiEEs,

- BE ‘855EE7 , JUEEERAT.
- BE ‘WRR” , SIHBRBfRAgent, EEIEMER.

$I3 #ERFAgent, AEHILUE, EEENFNZFRETEEZFAgentRE, |8
™ ‘EET T

4-30 BEE = Agent K&

=R

ClientID: 0jVMqxODSIFmGRvB73aPbv3kiXrTYIq

AT RINEEE=FAgentS MR INERRIGE.
AR

o REVBFZBLEIDKITIRAE ( =HF24.5.1.1 ZBIHRRAFEELLEIRET.8RA ) o
1. BEEMTHIRIBIDKERES .
2. #TLAT S, IRBURERIIEEB R, BEIREKIETSE,
tar -zxvf jdk-17_linux-x64_bin.tar.gz -C /usr/local/
chmod 755 /usr/local/jdk-17.0.12
echo "export PATH" >> /etc/profile
echo "export PATH=SPATH:/usr/local/jdk-17.0.12/bin" >> /etc/profile
source /etc/profile
java -version
o UNFHFREIINGE, RIBBEFFELEurll netstatTH,
o ENERIFroot BFPIEITEFE iR
EE8G3FrootAF, NEFEREIE . EEMERFRYAEroot R, NMFEZESLArootFHAT
AT a7l
groupadd {FHF4H}
useradd -d /home/FF$5 -s /bin/bash -g FAFZE -m FAFE
unzip -od {Z{4RERIFREIL} cloudAgent.zip
chown -R {AFPE}{BFA} {4BERNFHELE}
chmod 700 -R {3Z{4fE ERRIEFRibIL)
su - {lFPA}

e LACentOS Linux release 8.2.2004 ZE=HrAgentB R iEAH,
a. EIRIBLAIFFEXIE, TEAgentSHIERIEIEE
b. BHLEEEBIRIRSE.
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NASHEERS
FFism

4 LW ETERIERE

C.

#4Tunzip -od {S'CFF%J_ [BEOTERBIE} cloudAgent. zmﬁEEE‘B%@,O =Fr

thtitgE—, SNSSHLELE. SFSENEKEETSEERL-46,
& 4-46 BREE
BR otz
agent.sh FHBBsIAgentdIS %,
cloudAgent- AgentfIEEEE .
identitySource.jar
cloudBridge.sh FrnianhAgentdI3Z(4 .
config %gent@ﬂ%f(ﬁ- ( application.yml ) B9%FHE
connector LDAPIERZEERIEIEB R, BAXE,
encrypt.sh e, BEMMZBADEARWKEMZ,
log AgentHE (agent.log ) BIEHMER.

BN R EERIERIbIE, BE conflg” BRTHY “applicationyml” X
. BT EHENESEIMANTE., oS nISEEOneAccessHiFRN
ADEBREFHIEESH

Zzl]ﬁ-ai(]‘agentSecret credentialsi#{TIN%, BIZIRIN FEBRIHITIRIE:

EEJZ*E%E.%H*DI{’E‘&%H EFLEABREBR THT./encrypt.sh
setKeyas<, 127 “please enter the encryption key: ” , MABENX
Z3ARMZE, 127 “the encryption key setting succeeds” , {{FKZH
REMI.

#147./encrypt.sh encryptis$, 127~ “please enter what you want to

encrypt content: ” , #iA\agentSecretfE/S[EIZE, BIRIZKEVINZEHY
agentSecret, 30 “{AES_GCM}0000xxxxxx111111” ,

#47./encrypt.sh encryptis <, 127~ “please enter what you want to
encrypt content: 7 , HiAcredentialsfBSEIZE, BIRIFREUINZSHY
credentials, 0 “{AES_GCM}0000xxxxxx222222” ,

BINZEESEHE “applicationyml” 4RI R{UERNE, FEFE
FRIERINEWEIS
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NARSHHEIRIRSS
FFisrm

4 LW ETERIERE

e.

& 4-47 BB
S 15388
* address =HIRSB EnhiaIrteht, 2£1A127.0.0.1,
* port SRS BHIETGO, g, JBRMBNEHF

BY, EEEXARENIROS, ELHA9081

* serverAddress

wss:/ {BE(FER=FAgentiIFEF &} /api/vl /ws,

* agentld

i NAgentfs, RSEBEMN . EEELE2,

* agentSecret

~lAgentfs, RGEBEMERK. HEELE2.

* host IZ17EAADARSSZRAIEM IP bt

* port 5\ ADIRSSZFHITIBISHITCP/IP xS

* ssl ERiNJgtrue, FTTIEEAD serverEASSL, BNEES
false,

* principal BT ADIRSS 2EGIERTFE AR S

* credentials

principalf9%43 .,

* baseContexts

EELHKSFIEADRRIFAET =, W
“OU=huaweitest,DC=test,DC=com”

AR

WNEH1T./encrypt.sh setKey@pSHIAKeyG LI, MEELZREg-toolsTEIES
REGEIPRIR TSR
1. PUTLA T et T3 rng-tools:

yum install rng-tools

cat /etc/sysconfig/rngd

MRBZE, BEHATLAT S FEZS 4

echo "OPTIONS=\"-r /dev/urandom\"" > /etc/sysconfig/rngd
2. T THSBImgiRSUAREIEMgIRSIRE .

service rngd start [FalirnglRS

service rngd status EErngiRFZIRE

K& JgenabledRR G5l

root@oneaccess
tedirecting to

set: enabled)

BLESRE, H1T7./cloudBridge.sh starti#{T/25, 127 “Starting Agent
Success.” XEBNEEI -
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NARSHHEIRIRSS
FFism

4 LW ETERIERE

(AR

ISHRERFERFAENELEEIIEIIR
g7 “Starting Agent Fail. ” (AREENEM, BHIEEEX A

WFEFHEEED, BFEHrootAFH{T./agent.sh install, ZIEIEFETERS
BEMINERNE, RIEFSERSEZEER, ZEIETSIERONSEIAR, R
FENMERHBIAFIEITHIZA . 127~ “The Agent service installed successfully,
need to reboot will take effect.” {XFEZZERKIN.

WNEEIEAgent, #117./agent.sh uninstall, 127 “uninstall Agent Success.”
REDERLTN

WERH1T./cloudBridge.sh start LI, SE&4583.dH1T./encrypt.sh setKey
Tl Rz T2 2 rng-toolsiR{E »

f.  AILUBISESZHR “log/agent.log” XHHFEEHEER .
e LUCentOS Linux release 8.0.1905ZFE =#HAgenti AIER 941

a. EIREBELFIFMEXE, THAgentMERRIEEE

b. BH ELEEBIRIRSSE.

c.  HiTunzip -od {MHRRERHZFHIEILL cloudAgent.zipfEEEIER . 7K
tehtiE—, SNESHZELE. BBENEKEETSERL,

X 4-48 BRE

2R Lzl

agent.sh FHBEsh=tfAgentiysit.

cloudAgent- AgentfIEIEE,

authSource.jar

cloudBridge.sh FaifEa1AgentdIS %,

config %gentﬁﬂ%}‘dﬂ: ( application.yml) 977 E
log AgentH& (agent.log ) HEMBR.

d. HEANNERBREEERMLE, BE “config” BFRE Faapplication.ym3{4,
B RIEENEREIMANZNE.
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NARSHHEIEIRSS
FFisr

4 LW ETERIERE

K 4-49 FLESH

g, B-Hhtrfschema i A& HIR, EHEHA

=
Effalse

p-filters/, ZETHAFMIZEH TETONNEH

2%

15388

* address

=RIRS Bahlairttbit, 23A127.0.0.1,

* port

~IFRSBHNEIFED, EX, HEHSIN=H
AY, EEENIFEIROS, EIA9082

* serverAddress

wss:/ {BEFR=IFAgentfIFEFI%E} /api/vl/ws,

* agentld

wI=tfAgentfs, RRBNER. BEELE2.

* agentSecret

N=FAgentfs, REBIERK. BEELR2.

*urls

ADiBiit , ATSEEOneAccessshRINADIAIEEHAYED
B2,

* rootDn

ADHT R, 2EIZT R MALERR., A8%EE
OneAccessHFNIADIMERFHIEESH

* domain

HHEHFEEEEADES, WZSHIESADES; &4~
285, WAz,

* searchFilter

BiGFEMH, AJ2EEOneAccessHiRFNMADIAIERSAY
BESH.

*urls

LDAPHttiE , AT EFONneAccessHFINILDAPIAFES
HNECESH .

sslCheck

LDAPS ssitig& %, FRECEIHECE Htrueltoikigssl
P, EAEEREssUEBNE LA E {Efalse.

* baseDn

FAFBYbaseDN, BJ&E7EO0neAccessHi7INLDAPIAIE
RHRECES .
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NARSHHEIEIRSS

5z =12

4 LW ETERIERE

2 15488
managerDn SERAIFREE, BiAcn=Directory Manager,

managerPasswo | LDAPEIERKS+HRIR
rd

userSearchBase | LdapAHIERIRIR, AISETEOneAccessHiFRINLDAP

INERFREESEH

userSearchFilter | LDAPHRILEL RGPS IESEYE, EFREOIA
“(&(objectClass=user) (uid={0}))” , ¥Hiss%E

LDAPTEES . EFHEMHHEAMAERKTETDONHE

1,

dnPatterns LDAPRFBEEERIRRE, RRIIA
“uid={0},ou=people” , FAFPDNIERXEGM .

(1 %8B
WNEXJagentSecreti#{TINZ, AJSELEI.AHITIRIE,

e. FECEZHRE, H1T ./cloudBridge.sh starti#{T55h, i27= “Starting Agent
Success.” XEBEALI

AR
" BRFRIREEAFAENEEEMERNR .

" Y0R7R “Starting Agent Fail. " XRBEIEM, SHIEER BN,

" NEFANEREE, BFERArootEF{T./agent.sh install, LIETIEHEITRSE
HMIMBNE, RIERERSEEER, ZEIEPSIERMABSAR, R
FENMERHRIAFIEITHIZA . 127~ “The Agent service installed successfully,
need to reboot will take effect.” {XRZEERIT -

" iNEEIEAgent, #1{T./agent.sh uninstall, £/~ “uninstall Agent Success.”
RFENFRIN .
f.  AILUBIEEZFEHAY “log/agent.log” XHKENHEREE

£]4 BE ‘BFEHE” , BAHA ‘EERE TE, UEEA=f L/ TENNER.

© BB > ZHEE > B

ERES REES

diE BExR HS®S

WooWm oW om oW W W om oW W
I}
5
U

M #%hRA 01 (2025-07-11) AR © AR BRABIRAS 130


https://support.huaweicloud.com/bestpractice-oneaccess/oneaccess_05_0033.html#section5
https://support.huaweicloud.com/bestpractice-oneaccess/oneaccess_05_0033.html#section5
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NS EIRIRSS
FFisrm 4 AV EERIER

S| BE ‘RSEET , JEIRREXENEESHENES.

® BE  =HEE - B

O =35

X6 MNADEDIR. ADIAIEEREFILDAPIAIER o
1. INADBRIR
a. EFOneAccessEIE| P,
b. TESHEH, E1F “BF > BHiREEE 7 .
c. HEBHESERHE, BHADSHIRERIEIIN “HMSHIR" , BN “BHiE
B, BiE ‘wE’ .

B AF - SEEEE
SHFEE
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